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carried out in the same week”. 
Jurisprudence has also been confronted 

with the related problem of foreigners for 
whom an appointment is fixed, but at a date 
too distant for the renewal of their permit to 
take place before its expiry. From this point of 
view, the dematerialization of procedures 
takes the user away from the public service, 
but it also takes the administration away from 
the decision that is taken. The administrative 
judge considered that the decision to set an 
appointment for a foreigner on a specific date 
did not reveal the refusal to place him on an 
earlier date.28 The rapporteur public 
considered that, since the decision had been 
taken by an algorithm, its scope could not 
exceed the scope of the foreigner’s request.29 
In other words, the administration can take 
decisions digitally without having an exact 
awareness of their scope and without, what is 
more serious, having to assume the 
consequences from a legal point of view. 
Except in an emergency, it is therefore up to 
the foreigner who wishes to obtain an 
appointment at an early date to make a request 
to the administration, then to wait for the 
algorithm’s response indicating a specific 
date, then to ask the administration to bring 
this appointment forward, then to contest the 
possible refusal before the judge. The 
digitisation of procedures is not always a 
guarantee of simplification. 

 
 
  
 

 
28 Council of State, 1 July 2020, M. et Mme Labassi, n. 
436288; note G. Éveillard, Le statut contentieux de la 
convocation des étrangers en préfecture en vue du dépôt 
d'une demande de titre de séjour, in Droit administratif, 
n. 11, 2020, 44. 
29 G. Odinet, Opinion on Council of State, opinion, 1 
July 2020, M. et Mme Labassi, n. 436288, in 
www.conseil-etat.fr. 
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THE EUROPEAN DECLARATION ON DIGITAL 
RIGHTS AND PRINCIPLES 

Communication from the Commission to 
the European Parliament, the Council, the 
European Economic and Social Committee 
and the Committee of the regions on the es-
tablishment of a European Declaration on 
digital rights and principles – COM (2022) 27 
final of 26 January 2022 

The Commission has proposed a Declaration 
on digital rights and principles for a human-
centred digital transformation. 

A declaration on rights and principles that 
will guide digital transformation within EU has 
been proposed by the Commission to the Euro-
pean Parliament and the Council. 

 The declaration is part of widest framework 
of the “Digital Compass: the European Model 
for the Digital Decade”, i.e. its vision of Eu-
rope's digital transformation by 2030, presented 
on 9 March 2021.  

This programme is based on 4 nice points: 
digitally empowered citizens and highly 

qualified digital professionals; 
sustainable, secure and high-performance 

digital infrastructures; 
digital transformation of enterprises, 
digitisation of public services. 
To this end, in September 2021 EU Com-

mission introduced a solid governance frame-
work to achieve the digital goals in the form of a 
Pathway to the Digital Decade, which recent 
draft declarations aim to complement. 

This declaration also builds on previous ini-
tiatives provided by Council of the European 
Union, including the Tallinn Declaration on e-
government, the Berlin Declaration on the digital 
society and value-based digital governance, and 
the Lisbon Declaration: “Digital Democracy 
with a purpose”, all of which are about a digital 
transformation model that strengthens human 
dimension for digital ecosystem, within digital 

single market as its core. 
The draft declaration on digital rights and 

principles aims to be a clear reference point for 
all on the kind of digital transformation that Eu-
rope promotes and defends. It will also provide 
guidance to policy makers and businesses re-
garding new technologies. The rights and free-
doms enshrined in the EU legal framework and 
the European values expressed in the principles 
should be respected both online and offline. 
Once jointly approved, the declaration will also 
define the approach to digital transformation that 
the EU will promote worldwide. 

The declaration is based on EU law, from 
the treaties to the Charter of Fundamental 
Rights, but also on the case law of the Court of 
Justice. 

In particular, draft declaration covers fun-
damental rights and principles for digital trans-
formation, such as putting people and their rights 
at its centre, supporting solidarity and inclusion, 
ensuring freedom of choice online, promoting 
participation in the digital public space, increas-
ing people's security, autonomy and responsibil-
ity, and promoting the sustainability of the digi-
tal future. 

These rights and principles should accom-
pany EU citizens in their daily lives: high-speed 
and affordable digital connectivity everywhere 
and for everyone, well-equipped classrooms and 
teachers with the right digital skills, easy access 
to public services, a safe digital environment for 
children, disconnection after working hours, 
provision of easily understandable information 
on the environmental impact of our products, 
control over how personal data is used and with 
whom it is shared. 

THE USE OF AI IN PUBLIC SERVICES IN EUROPE 

European Commission, Report - AI 
Watch. European landscape on the use of Ar-
tificial Intelligence by the Public Sector, Joint 
Research Centre, 1 June 2022 

Second landscaping study presenting the re-
sults of the mapping of the use of AI in public 
services in Europe. 

This report is the result of a second study 
conducted by AI Watch, the knowledge service 
of European Commission to monitor develop-
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ment, adoption and impact of artificial intelli-
gence workings in Europe.  

The introduction of the AI Act regulation is 
very important and valuable for framing cases of 
AI adoption also in the public sector. 

In this direction, this report presents the re-
sults of mapping the use of AI in public services. 

In particular, it is based on: 
an analysis of the national AI strategies of 

European Member States focusing on how these 
strategies describe policy actions to address the 
development of AI in the public sector, 

an inventory of AI use cases in the public 
sector to provide an overview of the state of AI 
implementation in Europe, and 

in-depth case studies illustrating the crucial 
factors and consequences for responsible AI de-
velopment and adoption. 

These three pillars are confirmed in the 
structure of this report. Chapter 2 provides an 
overview of the status of research and policy of 
research and policies to provide the background 
and context that guides the research conducted in 
the report. 

After this overview, the analysis continues 
along the three pillars. Chapter 3 presents the 
analysis of national strategies, highlighting how 
Member States (and Norway) intend to stimulate 
the use of AI within their public sector. Chapter 
4 reports the results of the mapping exercise, in 
which 686 cases of AI use in the public sector 
were categorised and classified. To provide a 
more detailed view of some of the ways in which 
AI is developed and used within public sector, 
Chapter 5 contains a comparative analysis of 8 
in-depth case studies that describe how govern-
ments have developed and integrated AI in the 
public sector. The idea behind this analysis is to 
collect and share practices that can support and 
inspire other public organizations in implement-
ing AI. Given the current spread of AI in the 
public sector, sharing concrete practices is be-
coming extremely important. The 8 cases should 
be seen as the first step in this direction, to be 
complemented by further research. 

 Chapter 6 suggests some policy recommen-
dations derived from the analysis, with a focus 
on the organisational level. The report concludes 
in Chapter 7 with the main findings and recom-
mendations for future research activities. 

The study shows that the use of AI by public 
administrations is growing. AI technologies 
could significantly improve the effectiveness and 
efficiency of public administrations. However, 
AI adoption remains uneven and barriers to AI 
adoption require significant considerations by 

policymakers. In particular, ensuring right bal-
ance of public and private sector expertise and 
capabilities, ensuring strong collaboration, and 
improving data governance and risk mitigation 
are among the main avenues to be pursued. 

The report provides for a new and novel per-
spective, adding new insights to the existing tool 
of knowledge on the topic, especially moving 
from a more theoretical and anecdotal view of 
AI in the public sector to a more systematic 
analysis. 

CONNECTIVITY FOR THE DIGITAL 
TRANSFORMATION 

European Commission, Study on Inve-
sting in Local and Regional Gigabit Net-
works. Opportunities and challenges for 
market investors in the EU, Luxembourg, 
March 2022 

The study on investing in Gigabit connectivi-
ty results in several suggestions on how to en-
courage private investment in digital infrastruc-
ture to reach the connectivity targets. 

The study about investment in Gigabit con-
nectivity results in several suggestions on how to 
encourage private investment in digital infra-
structure to achieve connectivity goals. 

Private investment is key to achieve connec-
tivity targets by the deadline of Digital Decade 
2030. By 2030, the goal is to connect all EU 
households with Gigabit connectivity and all 
populated areas with 5G. Making advanced 
high-speed connectivity widely available will al-
so be key resource to support Digital Decade’s 
goals on digital skills, digital technology for 
business and availability of key public services 
online. 

In 2020, the EIB planned an investment to 
fil the gap for EUR 250 billion in EU for Gigabit 
and 5G deployment in time to meet the 2025 
medium-term targets. Private investment will 
therefore be essential to achieve 2030 targets, 
potentially leveraged by European and national 
public funding and financial instruments. 

THE EUROPEAN DATA FLOW MONITORING 

European Commission, Study on Map-
ping Data Flows, L. Collini, L. Rabuel, M. 
Carlberg (eds), Luxembourg, October 2021 

Monitoring data flows in Europe: new study 
by the European Commission. 

The European Commission recently pub-
lished a study mapping and estimating the vol-
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ume of data flows to ensure adequate cloud in-
frastructures in 27 Member States and Iceland, 
Norway, Switzerland and the United Kingdom. 

The ‘Study on Mapping Data Flows’ report 
provides for an overview of volume and types of 
incoming and outgoing cloud data flows by eco-
nomic sector, location, company size and type of 
cloud services. Policy makers, business leaders 
and public administrations can use the study as a 
reference point in their decision-making process 
for future business agreements, industry deci-
sions and cloud investments. 

For this purpose, a new methodology was 
developed to quantify data flows: it is a robust, 
new and replicable economic methodology to 
identify, map, estimate, analyse and monitor data 
flows in a holistic, systematic and aggregated 
way for Europe. 

The results highlight the following: 
in 2020, the largest data flows came from 

the health sector; 
Germany had largest volume of flows; 
by 2030 there will be 15 times more data 

flows from European companies than in 2020. 
The Commission also announced that a fol-

low-up study was launched this year to assess 
the economic value of data flows within the EU 
(in addition to their volume) and with third coun-
tries such as the US and China. 

Measuring data flows in Europe and the rest 
of the world is one of the key actions in the Eu-
ropean data strategy. 

Analysing, mapping, quantifying and moni-
toring data flows within and outside the EU in 
the area of cloud computing is crucial to support 
decision-making, industrial choices and invest-
ment decisions. It is even crucial for assessing 
the competitiveness of European digital econo-
my based on analysis of current and future pat-
terns of data flows, while monitoring data circu-
lation against principle of free movement of non-
personal data within EU economy. 

PROHIBITION OF GENERAL AND INDISCRIMINATE 
RETENTION OF TRAFFIC AND LOCATION DATA 
RELATING TO ELECTRONIC COMMUNICATIONS 

Court of Justice of the European Union 
(CJEU) (Grand Chamber), Judgment of 5 
April 2022, Case C-140/20, G.D. v The Com-
missioner of the Garda Síochána and Others – 
Request for a preliminary ruling under Arti-
cle 267 TFEU from the Supreme Court (Ire-
land), made by decision of 25 March 2020, re-
ceived at the Court on 4 August 2016, in the 
proceedings  

Reference for a preliminary ruling – Pro-
cessing of personal data in the electronic com-
munications sector – Confidentiality of the com-
munications – Providers of electronic communi-
cations services – General and indiscriminate 
retention of traffic and location data – Access to 
data – Subsequent court supervision – Directive 
2002/58/EC – Article 15(1) – Charter of Fun-
damental Rights of the European Union – Arti-
cles 7, 8 and 11 and Article 52(1) – Possibility 
for a national court to restrict the temporal ef-
fect of a declaration of the invalidity of national 
legislation that is incompatible with EU law – 
Excluded. The Court confirms that EU law pre-
cludes the general and indiscriminate retention 
of traffic and location data relating to electronic 
communications for the purposes of combating 
serious crime. The national court may not impo-
se a temporal limitation on the effects of a decla-
ration of invalidity of a national law that provi-
des for such retention.  

In recent years, Court has ruled in several 
judgments on the topic of retention of and access 
to personal data in electronic communications 
sector. 

In particular, in two judgments decided by 
judgment in Grand Chamber on 6 October 2020, 
Case C-512/18, La Quadrature du Net and Oth-
ers, the Court confirmed its case-law stemming 
from Tele2 Sverige judgment on disproportion-
ate nature of generalized and undifferentiated re-
tention of traffic and location data. It also pro-
vided clarifications, in particular, as to scope of 
powers granted by Directive ‘on privacy and 
electronic communications’ to Member States 
concerning the retention of such data for the 
purposes of safeguarding national security and 
combating crime. 

In the present case, reference for a prelimi-
nary ruling was made by Irish Supreme Court in 
the context of civil proceedings brought by a 
person sentenced to life imprisonment for a 
murder committed in Ireland. The latter chal-
lenged the compatibility with EU law of certain 
provisions of national law on retention of data 
generated in the context of electronic communi-
cations. Under that law, traffic data and location 
data relating to telephone calls of accused had 
been retained by providers of electronic commu-
nications services and made accessible to the po-
lice authorities. Doubts expressed by referring 
Court related in particular to compatibility with 
‘directive on privacy and electronic communica-
tions’, read in light of that Charter, of a general-
ised and undifferentiated retention regime for 
such data in connection with the fight against se-
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rious crime. 
In its judgment, delivered in Grand Cham-

ber, the Court confirms, specifying its scope, 
case-law stemming from the judgment in La 
Quadrature du Net and Others, pointing out that 
the generalised and undifferentiated retention of 
traffic and location data relating to electronic 
communications is not authorized in order to the 
aim of combating crime and preventing serious 
threats to public security. It also confirms the 
case-law stemming from the Prokuratuur judg-
ment (Conditions of access to data relating to 
electronic communications), in particular with 
regard to the obligation to ensure access by 
competent national authorities to such retained 
data subject to a preventive check carried out ei-
ther by a Court or by an independent administra-
tive authority, on a police officer. 

In fact, Directive on privacy and electronic 
communications does not merely regulate access 
to such data by means of safeguards designed to 
prevent abuse, but lays down, in particular, the 
principle of prohibiting the storage of traffic and 
location data. The retention of such data there-
fore constitutes, on the one hand, a derogation 
from that prohibition of storage and, on the other 
hand, an interference with fundamental right to 
privacy and to protection of personal data, en-
shrined in Articles 7 and 8 of the Charter. 

Although Directive on privacy and electron-
ic communications permits Member States to re-
strict these rights and obligations for purposes, in 
particular, of fighting crime, such restrictions 
must nevertheless comply, in particular, with the 
principle of proportionality. This principle re-
quires compliance not only with the require-
ments of appropriateness and necessity, but also 
with that of the proportionality of such measures 
in relation to the objective pursued. 

In particular, the Court recalled, confirming 
its previous case-law, that EU law does not pre-
clude legislative measures which provide, under 
the conditions listed in judgment: 

- the targeted retention of traffic data and lo-
cation data according to people categories con-
cerned or by a geographical criterion; 

- the generalized and undifferentiated reten-
tion of IP addresses attributed to the origin of a 
connection; 

- generalized and undifferentiated retention 
of data relating to the civil identity of users of 
electronic communication media; and 

- the quick freeze retention of traffic and lo-
cation data held by such service providers. 

OBLIGATION ON ONLINE CONTENT-SHARING 

SERVICE PROVIDERS TO REVIEW, PRIOR TO ITS 
DISSEMINATION TO THE PUBLIC, THE CONTENT 
THAT USERS WISH TO UPLOAD TO THEIR 
PLATFORMS 

Court of Justice of the European Union 
(CJEU) (Grand Chamber), Judgment of 26 
April 2022, Case C-401/19, Republic of Poland 
v European Parliament and Council of the Eu-
ropean Union - Action for annulment under 
Article 263 TFEU, brought on 24 May 2019 

The Court of Justice dismisses the action 
brought by Poland against Article 17 of the di-
rective on copyright and related rights in the Di-
gital Single Market. 

Directive 2019/790 on Copyright and Relat-
ed Rights in the Digital Single Market provided 
for a new specific liability mechanism for pro-
viders of online content-sharing services. Article 
17 of that Directive establishes the principle that 
providers are directly liable when protected 
works and other subject-matter are illegally up-
loaded by users of their services. However, the 
providers concerned may be exempted from this 
liability. To that end, they are required, in par-
ticular, in accordance with provisions of that ar-
ticle, to conform an active control on contents 
uploaded by users, in order to prevent the putting 
online of protected material which the right 
holders do not wish to make accessible on those 
services. 

Poland brought an action seeking, principal-
ly, the annulment of subpar. (b) and subpar. (c) 
of Article 17(4) of Directive 2019/790 and, in 
the alternative, repeal of entire rule. It states, in 
essence, that those provisions require providers 
to carry out prior surveillance, by means of au-
tomatic filtering tools, of all content that their 
users wish to put online, without without ade-
quate data control and monitoring provisions. 

Ruling for first time on the interpretation of 
Directive 2019/790, the Court dismissed the ac-
tion brought by the Poland, holding that the ob-
ligation on providers laid down by that Di-
rective, consisting in an automatic prior check on 
content put online by users, is accompanied by 
adequate safeguards to ensure respect for their 
right to freedom of expression and information 
and to strike a real fair balance between that 
right and the right to intellectual property. 

The Court found that, in order to avoid be-
ing held liable when users upload infringing con-
tent onto their platforms for which providers do 
not have authorization by those entitled, such 
providers must demonstrate that they respect all 
conditions for exemption set out in Article 
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17(4)(a), (b) and (c) of Directive 2019/790, 
namely: 

- that they have made every effort to obtain 
an authorisation (point (a)); 

- that they have acted immediately to bring 
about the cessation of actual infringements of 
copyright on their platforms after such infringe-
ments have occurred and have been brought to 
their attention in a sufficiently reasoned manner 
by rightholders (subparagraph (c)); and 

- that they have, after receiving such a noti-
fication or when such rightholders have provided 
them with relevant and necessary information 
prior to occurrence of an infringement of copy-
right, in accordance with high standards of pro-
fessional diligence in the industry, taken the ut-
most efforts to prevent such infringements from 
occurring or being repeated (subparagraphs (b) 
and (c)). 

The latter obligations therefore de facto re-
quire such providers to carry out prior scrutiny 
of the content that users wish to upload onto 
their platforms, provided that they have received, 
from right holders, information or notifications 
referred to in Article 17(4)(b) and (c) of that Di-
rective. To that end, providers are required to use 
automatic recognition and filtering tools. How-
ever, such prior monitoring and filtering is liable 
to restrict an important means of disseminating 
content online and thus to constitute a limitation 
of right to freedom of expression and infor-
mation guaranteed by Article 11 of the Charter. 
Moreover, that restriction is attributable to EU 
legislator, as direct consequence of that specific 
liability regime. Therefore, the Court holds that 
that regime entails a limitation on the exercise of 
on the free speech regime and free expression 
and information of users concerned. 

GDPR: CONSUMER PROTECTION ASSOCIATIONS 
MAY BRING REPRESENTATIVE ACTIONS AGAINST 
INFRINGEMENTS OF PERSONAL DATA 
PROTECTION 

Court of Justice of the European Union 
(CJEU) (Third Chamber), Judgment of 28 
April 2022, Case C-319/20, Meta Platforms 
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Limited v Bundesverband der Ver-
braucherzentralen und Verbraucherverbän-
de – Verbraucherzentrale Bundesverband 
e.V. - Request for a preliminary ruling under 
Article 267 TFEU from the Bun-
desgerichtshof (Federal Court of Justice, 
Germany), made by decision of 28 May 2020, 
received at the Court on 15 July 2020. 
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of the concrete infringement of the data protec-
tion right of a data subject and in the absence of 
a mandate to that effect. 
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able to users. When consulting this area, the user 
is shown the indication that the use of the appli-
cation in question enables the games-providing 
company to obtain an amount of personal data 
and authorises it to publish data on behalf of that 
user, such as his score and other relevant infor-
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178  2022 Erdal, Volume 3, Issue 1 
 

jects empower, on the one hand, competitors 
and, on the other, associations, entities and 
chambers entitled under national law, to bring 
proceedings for breaches of Regulation (EU) 
2016/679, independently of the violation of 
rights of individual data subjects and without be-
ing mandated to do so by a data subject, against 
the infringer before the Civil Courts on the basis 
of prohibition of unfair commercial practices or 
breach of a consumer protection law or the pro-
hibition of the use of invalid general terms and 
conditions?’ 

In its judgment, the Court of Justice held 
that Article 80(2) of General Data Protection 
Regulation does not preclude in absolute terms a 
consumer protection association from being able 
to bring legal proceedings, in absence of a man-
date granted to it for that purpose and inde-
pendently of infringement of same specific rights 
of data subjects, against person allegedly liable 
for an infringement of laws protecting personal 
data, on the basis of the infringement of the pro-
hibition of unfair commercial practices, a breach 
of a consumer protection law or the prohibition 
of use of invalid general terms and conditions. 
Such an action is possible where the data pro-
cessing concerned is liable to affect the rights 
that identified or identifiable natural persons de-
rive from that Regulation. 

Indeed, on the one hand, bringing of a repre-
sentative action does not require a prior individ-
ual identification, by entity in question, of per-
son specifically affected by a data processing al-
legedly contrary to the provisions of GDPR. 

On the other hand, the bringing of such an 
action does not require the existence of a specific 
breach of the rights which a person enjoys under 
the GDPR. In order to recognise that an entity 
has standing to bring proceedings, it is sufficient 
to claim that the data processing concerned is li-
able to affect the rights which identified or iden-
tifiable natural persons derive from that regula-
tion, without it being necessary to prove actual 
harm suffered by the data subject, in a given sit-
uation, by the infringement of his or her rights. 
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DATA PROCESSING RELATED TO COVID 19 
EPIDEMIC CRISIS 

Court of First Instance of Namur, order 
22/3/C of 30 November 2021 

An interim action was filed against the Wal-
loon Region for time extension of the framework 
imposing use of the Covid Safe ticket (i.e. a vac-
cination, test and recovery pass used to condi-
tion access to events and facilities during the 
pandemic) on the territory of Wallonia. 

In Belgium, access to events and facilities 
during the pandemic was conditioned by presen-
tation of a vaccination, test or recovery pass 
named “Covid Safe Ticket” (hereafter “CST”). 
Under CST legal framework, Belgium federated 
entities were allowed to impose the use CST to 
different events and facilities (e.g. restaurants 
and sport activities) through adoption of legal 
texts. As explained in the previous report, a 
judgment of the Liege Court of Appeal of 07 
January 2022 confirmed the CST prima facie 
proportionality on the Wallonia territory in a 
context where the contamination rate was high. 
On 15 January 2022, Walloon Region modified 
its Decree to extend use of the CST until 16 
April 2022. In this dispute, the claimants filed a 
new interim action against, among others, this 
Decree due to the apparition of new Omicron 
variant of COVID-19 virus. After recalling that 
use of CST was contrary to several fundamental 
rights including privacy, Court noticed that re-
cent scientific data highlighted limited effects of 
vaccines against virus propagation. Furthermore, 
data showed a reduction of patients in intensive 
care. Hence, Region was not anymore able to es-
tablish proportionality and necessity of the 
measure regarding part of its objectives (i.e. re-
ducing COVID-19 propagation and occupation 
in intensive care). Court decided that, based on 
epidemic data decision to extent duration of CST 
does not constitutes a prima facie fault of the 
Region. However, the Court also found that, at 
the time of the order, not ending or adapting the 
rules constitutes a prima facie fault. Therefore, 
the Court ordered the Region to take all appro-
priate steps end this harmful situation. The Court 
also imposed a penalty payment of 2500 euros 
per day.  
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Belgian Data Protection Authority 
(BDPA) (litigation chamber), decision 47/2022 
of 4 April 2022  

The BDPA ruled on the compliance with 
GDPR of passenger’s temperature checks in a 
Belgian airport during COVID-19 epidemic cri-
sis.  

In this case, Inspection service of BDPA de-
cided to start an investigation due to use of 
thermal cameras by the defendant (i.e. Brussels 
South Charleroi Airport) to avoid spread of 
COVID-19. In practice, defendant used thermal 
cameras for temperature checks of passengers. 
Their temperature was checked by thermal cam-
eras. Where the temperature was above 38°C 
passengers were redirected to infirmary for an-
other check with a thermometer. In case where 
temperature was confirmed passengers were 
orally questioned by emergency services. In such 
cases passengers were not admitted in flight ter-
minals if flight operators refused on board ac-
cess. According to the defendant, the data pro-
cessing by means of thermal cameras was neces-
sary for reasons of public interest in the area of 
public health under national law (Article 9.1.i) 
GDPR). The BDPA however ruled that the pro-
cessing was unlawful among others for the fol-
lowing reasons. The first profile was related to 
the protocol adopted by national Transport Au-
thority under a Ministerial Decree enshrining ur-
gent measures during the epidemic crisis. As 
highlighted by State Council such protocols were 
not legally binding in Belgium law. Hence, it 
cannot constitute a sufficient legal basis. Second 
the processing cannot be considered as necessary 
since it was mentioned in the protocol tempera-
ture check of passengers was not recommended 
by EU Aviation Safety Agency. Authority also 
detected a violation of transparency principle as 
none of the various information sources of the 
defense mentioned use of thermal cameras. It 
stressed that even if this information was relayed 
in press media, data controller is not relieved of 
transparency duties. Additionally, the BDPA 
found violations related to information, prior to 
processing DPIA and record of processing ac-
tivities duties (articles 13, 30, 35 GDPR). Con-
sequently, the Authority imposed a fine of 
100,000 euros to defendant.  

Belgian Data Protection Authority 
(BDPA) (litigation chamber), decision 48/2022 
of 4 April 2022  

Another BDPA ruling on the compliance 
with GDPR of passenger’s temperature checks 
in a Belgian airport during COVID-19 epidemic 

crisis.  
Authority started a second investigation due 

to use of thermal cameras for temperature check 
in Brussels Airport (i.e. the first defendant). In 
this case, passengers were first going through a 
first-line control implying use of thermal camer-
as. If passengers’ temperature exceeded two 
times above 38°C they were redirected to a sec-
ond-line control carried out by a different under-
taking active in the medical field (i.e. the second 
defendant). This temperature survey is manual 
and passengers were asked to fill a question-
naire. Answers to questionnaires were stored for 
five years and some personal data were trans-
ferred to flight operators (e.g. name and flight 
number). Before the BDPA, defendants disa-
greed on their qualification under GDPR for 
processing related to second-line control. Litiga-
tion chamber concluded that both defendants 
were joint controllers for these processing opera-
tions due to converging decisions of the defend-
ants regarding purposes and means of the pro-
cessing. In particular, the second defendant de-
termined essential means of the processing such 
as storage duration and recipients of the data. 
Regarding lawfulness of processing operations, 
the BDPA found it unlawful for same reasons as 
in decision 47/2022. Thus, defendants infringed 
articles 5, 6 and 9 GDPR. In this regard, authori-
ty noticed that absence of legal framework was 
mentioned in the DPIA of first defendant. This 
conclusion should have led the defendants to the 
conclusion that processing cannot take place. 
According to litigation chamber, second-line 
control constituted a large-scale processing of 
sensitive data on which decisions are taken. 
However, defendants decided not to carry out a 
DPIA for this processing (infringement of Arti-
cle 35 GDPR). The first defendant also infringed 
article 13 GDPR. Consequently, the BDPA im-
posed a fine of 200,000 euros to the first defend-
ant and of fine of 20,000 euros to the second de-
fendant.  

DATA PROCESSING AND PRIVACY IN 
ADMINISTRATIVE PROCEEDINGS 

State Council, judgment 253.589 of 27 
April 2022  

Council State rejected a demand to suspend 
and annul a decision to impose a sanction 
against an agent of the Justice administration 
(SPF Justice). 

The claimant is an agent of the defendant 
(i.e. a prison warden). She filed a claim in order 
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to obtain suspension and annulation of a sanction 
decision pronounced by the defendant’s execu-
tive committee due to the claimant’s multiple 
failures to inform in due delay of absences for 
medical reasons (i.e. ex officio resignation). 
First, she argued that the decision was, among 
others, taken in violation of good administration 
principles and duty of meticulousness. She 
pointed out that her medical treatment implied 
use of antidepressant causing distraction and 
drowsiness which increased the difficulty to ful-
fill her administrative obligations. According to 
her, on pain of committing a manifest error of 
assessment, duty of meticulousness imposed to 
defendant to investigate reasons of her failures to 
notify medical absences in due delay. State 
Council nevertheless considered that duty of me-
ticulousness does not imply that an administra-
tive authority can investigate, in defiance of pri-
vacy and medical confidentiality, in order to find 
if the health status of the agent prevents her to 
comply with administrative duties. Second, she 
argued that the defendant committed indirect 
discrimination because the disciplinary rules are 
the same for agents failing to comply with their 
administrative duties for medical reasons or neg-
ligence. According to her, the defendant could 
request information on agents’ health status to 
the administration of medical expertise. Court 
however highlighted that defendant cannot in-
vestigate on medical reasons of an agent’s ab-
sences. Furthermore, the administration of medi-
cal expertise cannot communicate this infor-
mation to the defendant. Under article 9 GDPR 
such data can only be processed by health pro-
fessionals. Finally, as agents are allowed to 
demonstrate during disciplinary process that 
health related circumstances exonerate them for 
their liability, no discrimination can be estab-
lished.  

Council of State, judgment 253.677 of 6 
May 2022  

State Council decided to suspend the execu-
tion of a decision to grant a public procurement 
for reasons related to compliance with data pro-
tection rules. 

This case concerns the decision of a public 
undertaking entrusted with public services mis-
sions within health care (i.e. the defendant) to 
grant a public procurement for subscription to a 
digital tool for analysis and feedbacks of hospital 
activities. Claimant is an unsuccessful tenderer 
which requested the suspension of this decision. 
In essence, the claimant considered, inter alia, 
that defendant has failed to prove in court that it 

had verified compliance of tender for successful 
tenderer with minimum requirements of a public 
procurement for the designation of a data pro-
cessor. State Council first recalled that as a con-
troller of sensitive data, defendant must verify 
that, in accordance with article 28 GDPR it only 
designates processors providing, prima facie, 
sufficient guaranties to comply with the GDPR. 
Secondly, the Council of State noted that, in this 
particular case, compliance with GDPR consti-
tutes a minimum requirement of the public pro-
curement since it was mentioned in the technical 
specifications of the procurement. Hence, the de-
fendant had to control this tender regularity re-
quirement before granting the procurement. In 
practice the defendant only mentioned “regulari-
ty: yes” in its tender analysis report. State Cuncil 
highlighted that, as pointed-out by the claimant, 
the press relayed information about a smart ana-
lytics sub-processor of the successful tenderer 
based in Russia. However, tender did not explic-
itly mention existence of this sub-processor or 
the difficulties arising from this situation with 
regard to the case law of the EU Court of Justice. 
In light of such known elements, the defendant’s 
reasoning about the regularity of the tender was 
insufficient. The defendant therefore failed in its 
duties to verify tender regularity and to give rea-
sons for its decision. Consequently, the State 
Council suspended the defendant’s decision. 

RIGHT TO ERASURE – RIGHT TO BE FORGOTTEN 

Belgian Data Protection Authority 
(BDPA) (litigation chamber), decision 38/2022 
of 17 March 2022 

The BDPA examined a complaint from a 
former lawyer who had been disbarred following 
criminal convictions, who criticised Google for 
refusing his request to dereference various press 
articles relating to the convictions. 

Claimant filed a complaint against various 
Google entities for refusing to dereference a se-
ries of URLs visible on the Google search en-
gine. These URLs were links to press articles 
with references to offences committed by the 
appellant as a lawyer and for which he was sub-
sequently disbarred. Google refused to derefer-
ence the links because information published 
was relevant to the claimant’s professional activ-
ity (he had been employed as a lawyer by a con-
sultancy firm after his disbarment). DPA first 
considered its jurisdiction over various Google 
entities involved (§35-84). It then assessed 
whether Google had violated Article 17 of the 
GDPR. On the basis of various criteria, such as 
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(i) the fact that the press articles came from rec-
ognised publishers, (ii) the claimant did not deny 
the truthfulnessof the facts, (iii) the claimant was 
a lawyer before (iv) he was about to be rehabili-
tated from his convictions and (v) he played a 
key role in local public life at the time of the 
facts in view of his capacity as a lawyer, Cham-
ber decided to close the case without further ac-
tion. Seriousness, their recent nature and their 
relevance to the claimant's activity and status 
were decisive in the DPA’s assessment.  

Belgian Data Protection Authority 
(BDPA) (litigation chamber), decision 84/2022 
of 24 May 2022  

OBFG (i.e. a Belgian Bar Association in 
Belgium which represents lawyers registered in 
some regions of the country) filed a complaint 
against two lawyer referral websites. 

OBFG considers that its members (lawyers) 
are listed on these sites without any legal basis 
for processing, without their knowledge and that 
informations contained therein is often errone-
ous. Association also points out that these web-
sites include false comments directed to regis-
tered attorneys. The BDPA first confirmed that 
the OBFG, as representative association of law-
yers, had right to file a complaint under Belgian 
data protection law (i.e. the Belgian Act of 30 
July 2018). Chamber then found that defendant, 
which operates two disputed sites, had no basis 
for lawful processing of listed lawyers data. Ac-
cording to the BDPA, the processing cannot be 
based on a contract, nor on the lawyers’ consent, 
nor on the controller’s legitimate interest. 
Chamber then found that the defendant did not 
comply with Articles 13 and 14 of the GDPR 
(obligation to provide information). Additional-
ly, its privacy policy and its cookies charter were 
incomplete and unclear (failure to clearly state 
the parent company, incomplete list of pro-
cessing purposes, unclear and questionable data 
retention period, no mention of the recipients of 
the processed data). Chamber also considered 
that Articles 5.1. a) (fairness of the processing), 
5.1.b) (purpose limitation) and 5.1.d) (data accu-
racy requirement) of GDPR are not respected. 
Consequently, BDPA obliged defendant to sus-
pend all data processing, to review its privacy 
policy, to destroy the illegally processed data. 
An administrative fine of 5,000 euros is also im-
posed. 

Constitutional Court, judgment 52/2022 
of 31 March 2022 

Court is invited to compare, with regard to 

the possibility of applying for rehabilitation - 
which entails the deletion of certain data from 
the criminal record - persons who have been 
convicted of a criminal offence and persons who 
have been interned for their offences. 

Under Belgian law, rehabilitation allows ef-
fects of a criminal conviction to be removed 
provided that certain conditions are met. This 
measure aims to reintegrate the convicted person 
into society. Following a rehabilitation decision, 
the mention of the conviction is removed from 
the criminal record. At the same time another le-
gal provision prohibits the rehabilitation of a 
person who has been interned. Constitutional 
Court was asked to answer the question of 
whether this legal provision violates the princi-
ples of equality and non-discrimination, in par-
ticular because continued registration of the in-
ternment decision in criminal records reveals the 
person’s past and mental state (i.e. an element of 
his or her private life). On the one hand, Court 
considers that insofar interned persons are not 
convicted and do not suffer the consequences of 
such a conviction, it is justified that interned per-
sons cannot benefit a rehabilitation measure. The 
legal provision is therefore valid. On the other 
hand, the Court considers it disproportionate that 
there is no possibility for internees to have the 
internment decision removed from the criminal 
record, even though this decision also pursues 
the objective of social rehabilitation. According 
to this ruling, absence of a legal regime can al-
low to request that internment decisions no long-
er appear in criminal records and are no longer 
accessible to the administrative authorities is 
discriminatory and contrary to right to privacy. 

PUBLIC DATABASES 

Brussels Court of Appeal, Brussels Mar-
kets Court, 19th Chamber A, judgment of 23 
February 2022 

Court of Appeal considers that the protection 
of individuals with regard of processing of per-
sonal data implies a clear division of responsi-
bilities. Hence, the Court decides to ask the EU 
Court of Justice about the interpretation to be 
given to the term “controller” enshrined in Arti-
cles 4.7 and 5.2 GDPR. 

Ruling concerns an appeal by Belgian State 
against the decision of the BDPA's litigation 
chamber (decision 38/2021 of 23 March 2021), 
which issued a reprimand to the Belgian State (in 
particular Ministry of Justice). The Ministry of 
Justice had refused to grant the request for eras-
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ure made by a citizen who had seen some of his 
personal data published in the Belgian Official 
State Gazette, following an error made by his 
Notary. Markets Court raised questions about the 
notion of data controller insofar the case in-
volved several potential controllers: the notary, 
who filed deed to State Gazette, registry of the 
court which received the deed, and the State Ga-
zette which published the data without any pow-
er of control. The Court therefore wonders 
whether the notion of “subsequent” or “succes-
sive” controller is enshrined in GDPR. With this 
judgment, the Court asks the EU Court of Justice 
for a preliminary ruling on whether an official 
journal of a Member State which is responsible 
for publishing, without exercising any discretion, 
official acts and documents communicated by 
third party public bodies (which have themselves 
processed the personal data contained in these 
acts/documents) should be considered as a data 
controller within the meaning of GDPR. Court 
also asks, in case of a positive answer, whether 
only Official Sate Gazette is obliged to comply 
with the principle of accountability (Article 5.2. 
of the GDPR) or whether all successive control-
lers are obliged to do so.  

Belgian Constitutional Court, arrest No. 
33/2022 of 10 March 2022 

This action for annulment brought before the 
Belgian Constitutional Court is directed against 
a law of 22 May 2019 which amends some legal 
provisions relating to the management of police 
data. 

The applicant (i.e. the “Ligue des Droits 
Humains” (“Human Rights League”), raised a 
single plea, divided into seven branches, relating 
to violation of the 'police' directive and other 
Belgian and European instruments enshrining 
the rights to privacy and data protection. Appli-
cant considered that the contested law infringed 
those various instruments as regards (1) the spe-
cial categories of personal data, (2) the intercon-
nection of police databases, (3) the processing of 
data subjects’ data who are the subject of an ad-
ministrative police measure, (4) the storage of 
personal data and (5) the direct access to intelli-
gence and security services to general national 
database. In substance, the applicant considered 
that were involving a violation of legality to ex-
tent that it is not sufficiently clear, precise and 
foreseeable, which are necessary conditions for 
an interference with right to privacy and to data 
protection. In view of the length of this arrest, 
we limited our assessment to some points of the 
reasoning of Constitutional Court. With regard 

to the special categories of data, the Court found 
that the contested provisions were sufficiently 
precise to the extent that the purposes of their 
processing and their storage duration were de-
termined. Moreover, safeguards were put in 
place to ensure that the data were adequate. The 
law entails adequate protection in this regard. 
With regard to rules applicable to interconnec-
tion of police databases, the Court considered 
that law contained essential elements of the pro-
cessing and that – given the relatively technical 
nature of this interconnection – it was not mean-
ingless that implementing measures could be 
taken by the Ministers of Interior and of Justice. 
Furthermore, specific guarantees governed this 
interconnection. In particular, the Court noted 
that these implementing measures had to be pub-
lished in the Belgian Official Gazette which con-
stitutes an additional transparency measure. Fi-
nally, as regards consultation of general national 
database, the Court considered that the system 
implemented by the law ensured (see B.56 et 
seq.) a fair balance between the protection of 
privacy and the defence of national security. The 
court thus decided to dismiss judicial action. 

DATA PROCESSING BY PUBLIC AUTHORITIES  

Belgian Data Protection Authority 
(BDPA) (litigation chamber), decision 80/2022 
of 13 May 2022 

The BDPA ruled on distribution of an e-mail 
address to third parties in the context of sending 
a bulk e-mail. 

In this case, defendant had sent three e-mails 
to a mailing list for an urban development pro-
ject, using the “carbon copy” (“cc”) function and 
not the “blind carbon copy” (“cci”) function. Da-
ta Protection Authority’s inspection service ini-
tially found several breaches of GDPR, includ-
ing breaches of the principles of lawfulness and 
purpose limitation to the extent that the data pro-
cessing was further incompatible with the origi-
nal purposes. Two findings of BDPA’s decision 
can be highlighted. First, the BDPA considers 
that the sending of an e-mail address to a mailing 
list is not per se a further processing of data for a 
purpose incompatible with the original purpose. 
On the contrary, BDPA ruled that this should be 
interpreted as a separate processing of data re-
quiring a separate lawfulness basis. In this case, 
the defendant could not rely on any basis of law-
fulness present in the GDPR. Second, Litigation 
chamber recalled that publication by claimant of 
her e-mail address on the internet had no effect 
on the personal data qualification of such infor-



 

182  2022 Erdal, Volume 3, Issue 1 
 

ure made by a citizen who had seen some of his 
personal data published in the Belgian Official 
State Gazette, following an error made by his 
Notary. Markets Court raised questions about the 
notion of data controller insofar the case in-
volved several potential controllers: the notary, 
who filed deed to State Gazette, registry of the 
court which received the deed, and the State Ga-
zette which published the data without any pow-
er of control. The Court therefore wonders 
whether the notion of “subsequent” or “succes-
sive” controller is enshrined in GDPR. With this 
judgment, the Court asks the EU Court of Justice 
for a preliminary ruling on whether an official 
journal of a Member State which is responsible 
for publishing, without exercising any discretion, 
official acts and documents communicated by 
third party public bodies (which have themselves 
processed the personal data contained in these 
acts/documents) should be considered as a data 
controller within the meaning of GDPR. Court 
also asks, in case of a positive answer, whether 
only Official Sate Gazette is obliged to comply 
with the principle of accountability (Article 5.2. 
of the GDPR) or whether all successive control-
lers are obliged to do so.  

Belgian Constitutional Court, arrest No. 
33/2022 of 10 March 2022 

This action for annulment brought before the 
Belgian Constitutional Court is directed against 
a law of 22 May 2019 which amends some legal 
provisions relating to the management of police 
data. 

The applicant (i.e. the “Ligue des Droits 
Humains” (“Human Rights League”), raised a 
single plea, divided into seven branches, relating 
to violation of the 'police' directive and other 
Belgian and European instruments enshrining 
the rights to privacy and data protection. Appli-
cant considered that the contested law infringed 
those various instruments as regards (1) the spe-
cial categories of personal data, (2) the intercon-
nection of police databases, (3) the processing of 
data subjects’ data who are the subject of an ad-
ministrative police measure, (4) the storage of 
personal data and (5) the direct access to intelli-
gence and security services to general national 
database. In substance, the applicant considered 
that were involving a violation of legality to ex-
tent that it is not sufficiently clear, precise and 
foreseeable, which are necessary conditions for 
an interference with right to privacy and to data 
protection. In view of the length of this arrest, 
we limited our assessment to some points of the 
reasoning of Constitutional Court. With regard 

to the special categories of data, the Court found 
that the contested provisions were sufficiently 
precise to the extent that the purposes of their 
processing and their storage duration were de-
termined. Moreover, safeguards were put in 
place to ensure that the data were adequate. The 
law entails adequate protection in this regard. 
With regard to rules applicable to interconnec-
tion of police databases, the Court considered 
that law contained essential elements of the pro-
cessing and that – given the relatively technical 
nature of this interconnection – it was not mean-
ingless that implementing measures could be 
taken by the Ministers of Interior and of Justice. 
Furthermore, specific guarantees governed this 
interconnection. In particular, the Court noted 
that these implementing measures had to be pub-
lished in the Belgian Official Gazette which con-
stitutes an additional transparency measure. Fi-
nally, as regards consultation of general national 
database, the Court considered that the system 
implemented by the law ensured (see B.56 et 
seq.) a fair balance between the protection of 
privacy and the defence of national security. The 
court thus decided to dismiss judicial action. 

DATA PROCESSING BY PUBLIC AUTHORITIES  

Belgian Data Protection Authority 
(BDPA) (litigation chamber), decision 80/2022 
of 13 May 2022 

The BDPA ruled on distribution of an e-mail 
address to third parties in the context of sending 
a bulk e-mail. 

In this case, defendant had sent three e-mails 
to a mailing list for an urban development pro-
ject, using the “carbon copy” (“cc”) function and 
not the “blind carbon copy” (“cci”) function. Da-
ta Protection Authority’s inspection service ini-
tially found several breaches of GDPR, includ-
ing breaches of the principles of lawfulness and 
purpose limitation to the extent that the data pro-
cessing was further incompatible with the origi-
nal purposes. Two findings of BDPA’s decision 
can be highlighted. First, the BDPA considers 
that the sending of an e-mail address to a mailing 
list is not per se a further processing of data for a 
purpose incompatible with the original purpose. 
On the contrary, BDPA ruled that this should be 
interpreted as a separate processing of data re-
quiring a separate lawfulness basis. In this case, 
the defendant could not rely on any basis of law-
fulness present in the GDPR. Second, Litigation 
chamber recalled that publication by claimant of 
her e-mail address on the internet had no effect 
on the personal data qualification of such infor-

 

 
2022 Erdal, Volume 3, Issue 1 183 
 

mation. Thus, it did not prevent the application 
of principles of GDPR to defendant. According-
ly, Contentious Chamber issued a reprimand to 
defendant. 

Belgian Data Protection Authority 
(BDPA) (litigation chamber), decision 
105/2022 of 17 June 2022 

The BDPA ruled on a complaint for pro-
cessing by tax administration of client’s data of 
a person exercising a profession subject to pro-
fessional secrecy. 

In this case, the Belgian tax administration 
had carried out an investigation at the complain-
ant’s premises and used the accounting data col-
lected in the course of this investigation to initi-
ate two proceedings against the complainant's 
clients. The administration later accused them of 
fraud. In this case, the claimant directed its ac-
tion towards the tax administration because he 
considered that it had no interest in collecting 
and processing the personal data of his clients. 
The BDPA’s findings in this case relate more to 
the admissibility of the action than to the sub-
stance of the dispute. Litigation chamber noted 
that the complainant had a commercial interest 
in the action, since it concerned his clients' data, 
but did not have a specific interest in the protec-
tion of his clients' personal data. The BDPA not-
ed that the fact that the data concerned were 
those of the plaintiff’s clients did not automati-
cally mean that the plaintiff had a specific inter-
est in the data processing carried out by the tax 
authorities. The BPDA considered that the cli-
ents' data did not become the plaintiff's data 
merely because they were processed in the con-
text of his self-employed activity. The BDPA 
therefore decided to reject the complaint. 

Belgian Data Protection Authority 
(BDPA) (litigation chamber), decision 31/2022 
of 4 March 2022 

A person filed a complaint for the identifica-
tion of the number plate of a car following a 
parking ticket, followed by a parking tax notice. 

The BDPA was asked to rule, among other 
things, on the question of legal succession be-
tween various public authorities. In this case, the 
plaintiff received a municipal tax after having 
received a parking ticket. Until 1 January 2020, 
an autonomous entity of the city of Kortrijk (the 
“régie communale autonome” “Parko”, hereafter 
referred to as the ‘RCA') was authorised to pro-
cess the number plate of offenders on the basis 
of a normative text (deliberation No. 02/2016). 
On 1 January 2020, this entity was dissolved, 

and the city of Kortrijk took over this preroga-
tive. The claimant therefore argued that city of 
Kortrijk was in breach of GDPR when it relied 
on “Deliberation 02/2016” to process its number 
plate, as it was not the recipient of this normative 
text, unlike the RCA. Kortrijk city argued, in the 
judgment, that it was the legal successor of the 
RCA and was therefore entitled to process the 
plaintiff's personal data. In this case, BDPA con-
sidered that a legal succession could take place 
as long as purpose for which personal data were 
processed remained unchanged. Furthermore, it 
recalled that in Belgium, such a succession could 
only take place if a specialized committee had a 
chance in order to assess succession and to de-
termine whether the new controller presented 
sufficient guarantees with regard to the pro-
cessing of data of the data subjects. After having 
examined the facts, the BDPA considered that 
these conditions had not been met by the city of 
Kortrijk. Therefore, it had failed to inform com-
plainant about the succession with the RCA. 
Since the legal basis for the data processing car-
ried out by the city of Kortrijk was lacking, 
BDPA decided to impose the defendant to bring 
the processing into compliance. 
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PROTECTION OF PERSONAL DATA BY LOCAL 
AUTHORITIES 

CNIL, Deliberation MEDP-2022, 5 May 
2022, deciding to make public 22 formal no-
tices issued against municipalities 

With this deliberation, the CNIL makes pub-
lic 22 formal notices issued against French mu-
nicipalities, and reminds all public actors, and 
specifically local authorities, of the importance 
of appointing a personal data protection officer 
(DPO). The appointment of a DPO remains an 
obligation for all public actors operating perso-
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nal data processing in accordance with Articles 
37 et seq. of Regulation (EU) 2016/679 of the 
European Parliament and of the Council of 27 
April 2016 on the protection of individuals with 
regard to the processing of personal data and on 
the free movement of such data (GDPR). 

The news regularly reports on issues to pro-
tect personal data within large private digital 
companies. However, public actors and local au-
thorities also collect and use innumerable per-
sonal data as part of their public service missions 
(civil status, census, housing, assistance to indi-
viduals, video protection, etc.). In addition, the 
use of data tends to increase in the context of 
“smart cities” projects that are developing in-
creasingly throughout the country and demon-
strates the importance of ensuring effective pro-
tection of citizens personal data. However, it ap-
pears that many municipalities do not comply 
with their obligations in this area, particularly 
with regard to the appointment of a DPO. It is in 
this context that the President of the CNIL sent, 
on 2 June 2021, a letter to 22 municipalities that 
had not yet appointed a DPO. Faced with the 
lack of response from these municipalities, the 
CNIL decided on 25 April 2022, to give these 
municipalities formal notice to appoint a DPO 
within four months. This appointment is a legal 
obligation to which any public actor carrying out 
personal data processing is subject in accordance 
with articles 37 and following of the RGPD. 

With regard to the elements indicated in the 
deliberation, the publicity of these formal notices 
is justified in several respects. First, because of 
the “central role” that DPO can play for govern-
ance of personal data within local authorities, 
and sensitivity of the data processed by them. 
The importance of the DPO’s role is expressed, 
as the CNIL reminds us, through his or her vari-
ous missions, ranging from information and ad-
vice to cooperation with the CNIL’s depart-
ments. Secondly, it appears that the failure of the 
municipalities concerned to appoint a DPO is 
implicitly affected by an aggravating circum-
stance, insofar as they have had four years, from 
the entry into force of Law No. 2018-493 of June 
20, 2018 on personal data protection and trans-
posing the RGPD into domestic law, to appoint 
one. At last, CNIL considers this situation seri-
ous enough, to inform the users of these munici-
palities and remind all public actors of the im-
portance of designating a DPO within their or-
ganization. 

Finally, this decision is above all a reminder 
to all public actors who have not yet appointed a 
DPO. The CNIL, aware of the difficulties that 

smaller municipalities have in financing their 
RGPD compliance, reminds us that it is still pos-
sible for several public authorities to pool their 
efforts (for example, various initiatives to cen-
tralize data protection activities at the inter-
municipal and metropolitan level), as well as to 
outsource to specialized actors (lawyers, consult-
ing firms, specialized companies). Moreover, 
this deliberation echoes a recent study by the Da-
ta Publica observatory, which revealed that only 
47% of French municipalities had appointed a 
DPO by 1 January 2022 (The Data Protection 
Officers. Study of appointments in French mu-
nicipalities:  
https://www.lagazettedescommunes.com/telechar
gements/2022/06/etude-rgpd-dpo-observatoire-
data-publica-juin-2022.pdf). The reflection to be 
made is that small municipalities, with a popula-
tion of less than 3,500 inhabitants, have the most 
difficulty in appointing their own DPO.  

DATA PROCESSING BY NATIONAL EMPLOYMENT 
AGENCY  

Decree No. 2022-955, 29 June 2022 
This decree is issued in application of the 

provisions of article L.5312-13-2 of the Labor 
Code, created by article 268 of the Law No. 
2020-1721 of 29 December 2020 of finance for 
2021. The purpose of this decree is to strengthen 
the prerogatives of the agents in charge of fraud 
prevention at Pôle emploi in the context of their 
missions to control the declarations of job 
seekers. The decree broadens the spectrum of 
data accessible to Pôle emploi agents, allowing 
them to exercise their right of communication to 
information held by “certain organizations and 
companies, in particular banking institutions, 
energy suppliers and telephone operators [...]”. 

Monitoring unemployed persons was insti-
tuted by law No. 2008-758 of 1 August 2008 on 
the rights and duties of job seekers, and has been 
continuously reinforced since then. The decree 
of 29 June 2022 allows Pôle emploi’s authorized 
and sworn agents to collect new information on 
the beneficiaries of social benefits paid by Pôle 
emploi from new organizations such as banking 
institutions, telephone operators, and gas and 
electricity suppliers. The collection of these data 
falls within the scope of the “right of communi-
cation” provided for in paragraph 2 of Article 
L.5312-13-2 of the French Labor Code. This 
right of communication allows certain agents of 
Pôle emploi “to obtain, without being opposed to 
professional secrecy, the documents and infor-
mation necessary for the control of the sincerity 
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and accuracy of declarations made as well about 
documents authenticity produced with a view to 
the allocation and payment of allowances, aid 
and all other benefits provided by Pôle employ”.  

The decree under review specifies the terms 
and conditions for exercising this right of com-
munication. Firstly, given the sensitivity of the 
data processed in the context of the fight against 
social benefit fraud, the right of communication 
is only available to Pôle emploi agents who are 
approved and sworn in accordance with the pro-
visions of article L.5312-13-1 of the French La-
bor Code. Secondly, concerning the content of 
the request. It must specify on the one hand, “the 
nature of the legal or economic relationship ex-
isting between the person to whom the request is 
addressed and the persons who are the subject of 
the request”. In other words, the agents in charge 
of fraud prevention must be able to prove that 
the person being audited has a link with the or-
ganization to which the request is addressed 
(holding a bank account, subscription, etc.). In 
addition, the request must specify “at least one 
of following criteria: geographical location, level 
of activity or level of resources received, which 
may be expressed in terms of financial amount 
or the number or frequency of transactions car-
ried out or payments received; [or] method of 
payment or remuneration”. Finally, it must be 
specified “the period, which may be divided up, 
but may not exceed eighteen months, to which 
the request relates”. Lastly, with respect to mode 
of transmitting and conserving data, it is stated 
that informations must be communicated on a 
digital medium, in a secure manner, and "kept 
for a period of three years from the date of re-
ceipt and until the exhaustion of the channels 
and time limits for appeal against the recovery of 
undue payments, administrative sanctions or 
criminal convictions resulting from controls car-
ried out on the basis of this information.  

However, the decree does not specify 
whether algorithmic devices can be used to pro-
vide decision support in order to fraud preven-
tion officers. From a prospective point of view, 
and in view of the extension of tools for moni-
toring the unemployed, it is legitimate to think 
that the use of algorithms in service of social 
fraud will develop for years to come. For exam-
ple, within tax fraud framework, data mining has 
been the subject of major developments and 
some elected officials are considering extending 
these processes to the fight against social fraud 
(Law proposal, adopted by the Senate, imple-
menting various urgent measures to fight against 
social fraud, No. 122: https://www.assemblee-

natio-
nale.fr/dyn/16/textes/l16b0122_proposition-loi). 

DEVELOPMENT OF DIGITAL IDENTITY 

Decree No. 2022-676, 26 April 2022  
The purpose of Decree No. 2022-676 is to al-

low French Government to estabilish a new per-
sonal data processing system intended to simpli-
fy the identification or authentication of holders 
of a national identity card (CNI) with an elec-
tronic component, with public institutions and 
private organizations. In addition, it repeals 
previous decree No. 2019-452 of 13 May 2019 
authorizing the creation of an electronic means 
of identification called “Authentication en ligne 
certifiée sur mobile” (ALICEM).  

Decree 26 April 2022 marks a new step in 
the process of creating a national digital identity 
in France. The previous initiative, which aimed 
to set up the ALICEM system, was not complet-
ed due to, among other things, too many user 
concerns about privacy. Digital identity system 
included the use of artificial intelligence and 
more specifically facial recognition. The new 
system authorized by the decree and called “Ser-
vice de garantie de l’identité numérique” (SGIN) 
does not include any facial recognition system 
and was validated by the Commission National 
Informatique & Liberté, in a deliberation No. 
2022-011 of 10 February 2022 (https://france-
identite.gouv.fr/assets/files/CNIL-D%C3%A9lib 
%C3%A9ration-2022-011_SGIN-France-Identit 
%C3%A9-2.pdf). 

The SGIN system referred to in the decree 
allows users with a smartphone that has “a con-
tactless reading device”, i.e. an NFC chip, to 
download a mobile application that allows them 
to identify themselves or authenticate themselves 
electronically “with online services offered by 
providers linked by agreement to FranceCon-
nect, providers linked by agreement to the data 
controllers”. Thanks to the application, the user 
can generate “electronic certificates containing 
only the identity attributes that he or she deems 
necessary to transmit to the third parties of his or 
her choice”. In accordance with Article 1 of the 
decree, the Minister of the Interior and the Na-
tional Agency for Secure Titles jointly imple-
ment the processing and are jointly responsible 
within the meaning of Regulation (EU) 2016/679 
of the European Parliament and of the Council of 
27 April 2016 on the protection of individuals 
with regard to the processing of personal data 
and on the free movement of such data (RGPD).  

Secondly, the decree, in Article 2, sets out 
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the spectrum of data processed by the SGIN sys-
tem. Not surprisingly, it is possible to find all of 
the data present in the electronic component of 
the CNI, with the exception of digitized images 
of fingerprints, allowing the identification of the 
user himself (surname, first name(s), date of 
birth, postal address, etc. ), but also data allow-
ing “the identification of the document held by 
the user”; data “relating to the history of transac-
tions carried out by the user, within the limit of a 
maximum number of transactions determined by 
the data controllers”; and finally the identifier of 
the smartphone used. Access to this data is re-
strictive and only concerns “the agents of the 
General Secretariat of the Ministry of the Interi-
or and the National Agency for Secure Docu-
ments”. Moreover, these agents are “individually 
designated and specially authorized by their di-
rector”. In addition to the agents belonging to the 
organizations responsible for data processing, 
the decree provides (Article 3) for the possibility 
of accessing certain data, which are listed ex-
haustively, for “the France Connect teleservice” 
as well as the teleservice providers linked to it, 
or to the Ministry of the Interior or the ANTS. 
Moreover, regardless of who receives the data, 
access is “limited to the need to know” and any 
operation of “creation, consultation, use, revoca-
tion and deletion of the electronic means of iden-
tification” remains recorded for a period of three 
years on the servers of the data processors. The 
data can be used as evidence in the event of a 
dispute. 

Thirdly, the decree sets out the methods of 
storing the data. The above-mentioned data are 
stored in two ways. First, the data are stored on 
the server of the Ministry of the Interior and the 
ANTS. These are kept for a period of 5 years 
from the last use of the service by users, or im-
mediately deleted in case of uninstallation of the 
application. In addition, the data are automatical-
ly deleted after two years of inactivity. Secondly, 
the data are stored and encrypted locally on the 
user’s mobile device. As with server storage, the 
data are kept on the terminal for five years from 
the last time the user uses the service. 

Finally, in accordance with the provisions of 
the RGPD, users have a right to information, ac-
cess, rectification of data, as well as the right to 
limit the processing. 

SCOPE OF THE RIGHT OF ACCESS TO 
ADMINISTRATIVE DOCUMENTS 

Council of State, 10th – 9th chambers, 3 
June 2022, No. 452218 

In this case, State Council rules on the scope 
of users’ right of access to correspondences of a 
mayor and local elected officials. While certain 
categories of correspondence sent or received by 
a local elected official may be qualified as admi-
nistrative documents and subject to Article 
L.300-2 of the Code of relations between the pu-
blic and the administration (CRPA), others are 
not, notably “correspondence from local elected 
officials which cannot be considered as emana-
ting from the municipality since they express, in 
particular, personal positions or positions taken 
within the framework of the free exercise of their 
elective mandate”. 

The case concerned a dispute between sev-
eral citizens and the commune of Arvillard. The 
citizens requested that the mayor provide them 
with “all the emails exchanged with the local 
elected officials concerning the deliberations of 
October and November 2016” relating to a mi-
cro-power plant project, on the basis of Articles 
L.300-2 et seq. of the CRPA, which set out the 
regime for the right to access and communicate 
administrative documents. Following the 
Mayor’s refusal to communicate these docu-
ments, the citizens appealed to the Grenoble 
Administrative Court for the annulment of the 
Mayor’s decision to refuse. By judgment No. 
1804016 of 5 March 2021, the Grenoble Admin-
istrative Court granted the citizens’ request and 
ordered the Mayor to communicate the requested 
documents. By a summary appeal and a supple-
mentary memorandum, registered on 4 May and 
28 June 2021, the municipality of Arvillard ap-
plied to the Conseil d’Etat for the annulment of 
the Grenoble Administrative Court’s judgment. 

The question put to the judges of the Coun-
cil of State was to determine whether the com-
munications of the local elected representatives 
had the character of administrative documents 
(and were therefore communicable on the basis 
of Article L.300-2 of the CRPA).  

In this case, State Council made a distinc-
tion between two categories of communications. 
According to judges, it is according to corre-
spondence content that it will be possible to 
qualify them as administrative documents. Thus, 
Court specifies in its third recital that “only cor-
respondence sent or received, in context of func-
tions exercised on behalf of the municipality, by 
the mayor, his deputies or the members of the 
municipal council to whom the mayor has dele-
gated part of his functions, have the character of 
administrative documents”. Conversely, “corre-
spondence from local elected officials which 
cannot be considered as emanating from the mu-
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nicipality since they express, in particular, per-
sonal positions or positions taken in the context 
of the free exercise of their elective mandate” do 
not have the character of administrative docu-
ments.  

Finally, State Council considered that ad-
ministrative court of Grenoble had erred in law 
by qualifying the mayor’s correspondence as 
administrative documents “without investigating 
whether they had been issued or received on be-
half of the municipality and were not intended to 
express the personal or political positions of 
elected officials in exercise of their elective 
mandate”.  

DATA PROCESSING BY POLICE AUTHORITIES  

Constitutional Council, No. 2022-993 
QPC, 20 May 2022 

On 20 May 2022, the Constitutional Council 
ruled on the constitutionality of Articles 60-1 
and 60-2 of the Code of Criminal Procedure, re-
sulting from Law No. 2019-222 of 23 March 
2019 on programming 2018-2022 and reform 
for justice, which allow the public prosecutor 
and judicial police officers to obtain communi-
cation of or the access to connection data.  

The priority question of constitutionality 
(QPC) concerned contents of Articles 60-1 and 
60-2 of Code of Criminal Procedure, which al-
low access to and communication of connection 
data to the public prosecutor and judicial police 
officers in the context of flagrance investiga-
tions. The main complaint against above provi-
sions was that the processing of connection data, 
which “includes in particular data relating to the 
identification of persons, their location and their 
telephone and digital contacts, as well as online 
public communication services they consult”, 
could infringe on people privacy concerned, and 
should therefore be subject to prior review by an 
independent jurisdiction.  

Constitutional Council, while recognising 
existence of a risk to privacy individuals, relied 
on several elements to reject complaint. Indeed, 
it states that the disputed provisions of the Code 
of Criminal Procedure “strike a fair balance be-
tween the constitutional objective of tracking 
down the perpetrators of offences and the right 
to privacy”. For the Constitutional Council, this 
conciliation is rightful for various reasons.  

Firstly, these provisions were adopted by 
legislator in the context of an objective of consti-
tutional value: that of “finding the authors of of-
fences”. Secondly, methods of requisitioning 
connection data provided for in Articles 60-1 

and 60-2 are accompanied by adequate guaran-
tees. Indeed, “these provisions only allow data 
requisitions in context of a police investigation 
into a flagrant crime or a flagrant offence pun-
ishable by a prison sentence”. Furthermore, the 
flagrance investigation remains limited to eight 
days, and can only be extended for a further 
eight days if it “concerns a crime or an offence 
punishable by a prison sentence of five years or 
more and if the investigations cannot be de-
ferred” and with the prior authorisation of the 
public prosecutor. Finally, these requisitions are 
only possible “on the initiative of public prose-
cutor, a judicial police officer or, under latter’s 
supervision, a judicial police agent”, and are car-
ried out under the supervision of a judicial mag-
istrate who ensures ‘the proportionality of the 
investigative acts with regard to the nature and 
seriousness of the facts’ in accordance with Arti-
cle 39-3 of the code of criminal procedure. 

Constitutional Council, No. 2022-1000, 
DC, 13 August 2022. 

Following a referral from the deputies of the 
National Assembly, the Constitutional Council 
ruled on the constitutionality of several provi-
sions of Law No. 2022-1159 of 16 August 2022 
adapting French domestic law to European Un-
ion law with regard to the prevention of the dis-
semination of content of a terrorist nature. This 
law modifies the Law No. 2004-775 of 21 Janu-
ary 2004 for confidence in the digital economy 
by adapting it to the Regulation (EU) 2021/784 
of 29 April 2021 on the fight against the dissem-
ination of terrorist content online (TCO Regula-
tion). It includes a new mechanism to combat the 
dissemination of terrorist content on the Inter-
net. The new Articles 6-1-1, 6-1-2, 6-1-3, 6-1-4 
and 6-1-5 of the amended Law No. 2004-775 are 
concerned by the referral. They provide for the 
possibility for the Central Office for Combating 
Information and Communication Technology 
Crime (OCLCTIC) to issue injunctions to host 
service providers to block or remove terrorist 
content. Recipients then have one hour from re-
ceipt of the injunction to block or remove the 
targeted content. If the injunction is not com-
plied with, the providers are liable to a criminal 
sanction of one year's imprisonment and a fine 
of 250,000 euros.  

The plaintiffs argued that the device institut-
ed by Law No. 2022-1159 would be contrary to 
the Constitution by disproportionately infringing 
on the freedom of expression and communica-
tion enshrined in Article 11 of the Declaration of 
the Rights of Man and the Citizen of 1789. This 
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freedom of expression and communication is a 
principle inherent to constitutional identity of 
France. Its respect should thus be controlled by 
Constitutional Council in the event of adaptation 
of French domestic law to European law. Dis-
proportionality existing between the infringe-
ment of freedom of expression and communica-
tion results because provisions in question pro-
vide for a non-suspensive recourse for supplier 
against the injunction intended for him. Accord-
ing to the petitioning deputies, the injunction 
formulated by OCLCTIC, an administrative au-
thority attached to Central Directorate of Judicial 
Police, would reduce the freedom of its address-
ee without any prior judicial review or effective 
remedy being available to the recipient.  

In its decision, the Constitutional Council 
declares the articles of Law No. 2022-1159 re-
ferred to in the referral to be in conformity with 
the Constitution. The Council declares that the 
contested provisions do not infringe the principle 
of freedom of expression and communication, 
but rather aim to limit the abuses of which ter-
rorist content is a part. It dismisses the complaint 
of lack of judicial review by reiterating that the 
determination of the terrorist nature of the con-
tent targeted by an injunction is not left to the 
sole discretion of the administrative authority. 
The latter must indicate precisely the terrorist 
content and give detailed reasons for its charac-
terization as such in the injunction it issues. In-
deed, a qualified person within the Regulatory 
authority for audiovisual and digital communica-
tion (Arcom) must systematically be informed of 
injunctions addressed to providers, whose regu-
larity it controls as a member of an independent 
administrative authority (AAI). The qualified 
person within Arcom has the power to make rec-
ommendations to the administrative authority is-
suing the injunction. In the event that the latter 
does not follow them, the qualified person within 
Arcom has a summary appeal to the administra-
tive judge or a request to be judged within 72 
hours. Thus, an administrative blocking or re-
moval order is subject to review by an independ-
ent authority and is subject to rapid cancellation 
by the administrative judge.  

In addition, the judicial review of the legali-
ty of the injunction can also be carried out at the 
initiative of the recipient. The addressee of an 
injunction has the right to appeal to the adminis-
trative judge, specially provided for by the Law 
No. 2004-775, in addition to the classic appeal in 
summary proceedings before the administrative 
court. This specific recourse requires the admin-
istrative judge to rule again within 72 hours from 

the date of referral. According to the Council, 
this short time limit helps to guarantee the effec-
tiveness of the recourse available to the recipi-
ent. The complaint of lack of effective recourse 
for the host service provider is thus rejected by 
the Constitutional Council.  

Constitutional Council, No. 2022-1000, 
QPC, 17 June 2022. 

Based on a previous application of a priority 
question of constitutionality, the 20 June 2022, 
the Constitutional Council ruled on the constitu-
tionality of Article 99-3 of the Code of Criminal 
Procedure, as resulting from Law No. 2016-731 
of 3 June 2016 (also known as Law Urvoas), 
strengthening fight against organized crime, ter-
rorism and their financing, and improving the 
efficiency and guarantees of criminal proceed-
ings. It also ruled on Article 99-4 as issued by 
Law No. 2004-204 of March 9th, 2004 (also 
known as Law Perben II) adapting justice system 
to changes in crime. These two articles provide a 
framework access power of the examining magi-
strate and judicial police officer executing a let-
ter rogatory, to all kind of documents and data 
in the context of a judicial investigation. Access 
could not be denied on the basis of professional 
secrecy.  

More specifically, priority question of con-
stitutionality targeted access power to “computer 
system or processing of personal data” where 
“connection data issued by a lawyer and related 
to the use of an electronic communications net-
work or service” are concerned. The applicant 
criticized these provisions framing this special 
case of requisition, for they grant the power to 
order the communication of connection data 
when an investigation could concern any type of 
offence. According to the applicant, the fact that 
such power is neither justified by urgency nor 
limited in time, would result in a disregard for 
the right to privacy provided for in article 2 of 
Declaration of Rights of Man and of the Citizen 
from 1789. An additional critic is directed 
against the alleged lack of legitimacy of the ex-
amining magistrate and the judiciary police of-
ficer acting by letter rogatory, as an investigating 
judge would not constitute an independent juris-
diction.  

Nevertheless, Constitutional Council con-
firmed constitutionality of this provision. Unsur-
prisingly it starts reiterating that the examining 
magistrate itself is a jurisdiction whose inde-
pendence is guaranteed by the Constitution. 
Therefore, his requests, as well as the requests 
issued by a judiciary police officer acting by let-
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ter rogatory, do not suffer the alleged lack of in-
dependency. As such, a judicial police officer is 
only entitled to requisition connection data with-
in the limits of the letter rogatory, as set by the 
independent examining magistrate. 

More importantly, Constitutional Council 
demonstrates that Articles 99-3 and 99-4 of 
Code of Criminal Procedure reconcile, in a bal-
anced manner, rights, both of constitutional sta-
tus, of privacy and of finding the perpetrators of 
crimes pursued by legislator. This balance is 
rooted in the system’s respect for criminal pro-
cedure. Exercise of access power granted to the 
examining magistrate or to judicial police officer 
authorized by a letter rogatory is in keeping with 
separation of prosecution and investigation func-
tions. The latter is the responsibility of the exam-
ining magistrate, while the former is not. Except 
in the case of a suspected crime or certain mis-
demeanors in which a judicial inquiry must be 
opened, it is up to the public prosecutor to pro-
ceed with this opening by means of an indict-
ment addressed to the examining magistrate. The 
public prosecutor controls the offence orienta-
tion of the investigation. Also, Where public 
prosecutor does not request a judicial investiga-
tion, only constitution of a civil party in the 
criminal trial allows for its opening in accord-
ance with Articles 85 and following of the Code 
of Criminal Procedure. Thus, any data examined 
during the investigation phase cannot be used to 
monitor the commission of an offence outside 
the scope of the investigation established at the 
opening of the judicial inquiry. In addition, the 
opening of a judicial investigation is mandatory 
only for offences specified by law. Thus, neither 
judicial information systematization, nor the 
concentration of the functions of prosecution and 
investigation will lead to a disproportionate in-
fringement of right to privacy of the accused.  

Finally, requirement that the judicial inves-
tigation be carried out within a reasonable period 
of time in view of the seriousness of the acts 
with which the accused is charged, as provided 
for in Articles 175-2 and 221-1 of the Code of 
Criminal Procedure, justifies the dismissal of the 
applicant's complaint according to which there is 
no time limit. 

Court of Cassation, Criminal Division, 
No. 21-83.710, 12 July 2022.  

The Criminal Division of the Court of Cassa-
tion has ruled on the compatibility of Articles 
60-1, 60-2, 77-1-1 and 77-1-2 of the Code of 
Criminal Procedure with European Union law. 
These articles establish the regime under French 

domestic law for the rapid retention and access 
to traffic and location data by the police in the 
context of a flagrante delicto investigation.  

The author of the appeal maintains that the 
use by the examining chamber of evidence ob-
tained through the preventive, generalized and 
undifferentiated collection and storage of traffic 
data and location data of the accused is not com-
patible with European Union law. Furthermore, 
the collection of personal data and their retention 
in the context of a flagrante delicto investigation 
would be neither targeted nor subject to the au-
thorization and control of an independent author-
ity. This would result in a violation of EU law. 

The Court of Cassation partially upheld the 
arguments put forward in the appeal. Notably, it 
notes that Articles 60-1, 60-2, 77-1-1 and 77-1-2 
of the Code of Criminal Procedure do not pro-
vide for prior review by an independent adminis-
trative authority, or by an independent court, of 
the data requisition. It concludes that French 
procedural law is incompatible with European 
Union law, insofar as the Court of Justice of the 
European Union has made such prior control a 
condition for authorizing data requisition (CJEU, 
2 March 2021, aff. C-746/18, H.K./Prokuratuur).  

On the other hand, Court of Cassation reit-
erates that it is up to the examining chamber to 
control the regularity of the means of obtaining 
evidence when it is seized in this sense by the 
applicant subject to criminal proceedings. The 
investigating chamber must therefore check that 
the requisition of data has been carried out in 
compliance with the purpose of combating seri-
ous crime and relates to targeted and regularly 
stored data. In this respect, the Court of Cassa-
tion specifies that “the interpretation that would 
exclude from the scope of rapid retention data 
retained for the purpose of safeguarding nation-
al security would deprive its purpose, which is to 
allow national authorities, in the fight against 
serious crime, to access data that have not been 
retained for this purpose”. In addition, the con-
trol of regularity implies verifying that the requi-
sition respects limits of what is strictly necessary 
for investigation. In other words, the requisi-
tioned data must be necessary to establish the 
truth and proportionate to seriousness of sus-
pected crimes. Above all, Court of Cassation in-
dicates that the irregularity of a data requisition 
only leads to a regime of relative nullity of the 
act concerning the accused. This finding of nulli-
ty on the basis of Article 802 of Criminal Code 
is itself conditional on the applicant having suf-
fered harm as a result of the irregularity. When 
the irregularity has not irrevocably affected the 
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rights of the accused, the Court of Cassation 
specifies that such prejudice is established under 
two conditions. On the one hand, the applicant 
must demonstrate an unjustified interference 
with his privacy and the protection of his per-
sonal data. On the other hand, the applicant must 
show that the categories of data concerned and 
duration of access to them were not in this case 
limited to what was strictly justified by the needs 
of the investigation. In short, irregularity of a da-
ta requisition is not an absolute cause of nullity. 

LEGAL STATUS OF A SOCIAL NETWORK PAGE IN 
THE CONTEXT OF A SERVICE CONCESSION 

Council of State, 2nd and 7th, 16 May 
2022, Commune de Nîmes, No. 459904 

The Council of State has clarified the legal 
regime applicable to a social network page 
whose management was entrusted to a conces-
sionaire whose contract has not been renewed. 

When it entrusts a service provider with 
management of a public service or a public 
works operation, administrations may be led to 
assign administration rights of pages dedicated 
to these activities on social networks. The mu-
nicipality of Nîmes had concluded such an 
agreement with the company Culturespaces for 
the management of the city’s Roman monu-
ments. As the concession has come to an end, it 
has not been renewed. However, despite the ad-
ministration’s requests, the company didn’t re-
turn all the tools it was responsible for, namely a 
promotional film, decorations and, therefore, the 
pages dedicated to these monuments on social 
networks. The municipality of Nîmes applied to 
the administrative judge for an interim injunc-
tion, which allows any useful and urgent meas-
ure to be taken in order to ensure the continuity 
and proper functioning of the public service, 
which does not hinder the execution of an ad-
ministrative decision. As this request was reject-
ed, it was up to the Council of State to rule on 
the inclusion of the social network pages among 
the assets that were to revert to the public entity 
at the end of the contract and on the regime for 
this transfer. 

The assets built or acquired within the 
framework of a concession are, when they are 
necessary for the public service mission, the 
property of the public entity. At the end of the 
agreement, these assets, qualified as return as-
sets, must in principle be returned free of charge 
to the latter. One of the main contributions of the 
decision is to qualify a page on a social network 
as a return asset. Intangible property has already 

been qualified as such, such as computer soft-
ware, but the uncertainty lay precisely on the 
point of knowing whether the access rights to a 
page on a social network constitute property. 
State Council accepted this qualification be-
cause, this is essential point, concession left it up 
to company to promote monuments, notably “via 
social networks”. In fact, the age of pages had 
enabled creation of a relatively large network of 
subscribers that it would have been very difficult 
for the new concessionaire to reconstitute in the 
short term. It was therefore understood that the 
disputed pages constituted an element of the 
concession necessary for the proper functioning 
of the public service and should revert to the 
public entity at the end of the contract. 

Without directly pronouncing on legal na-
ture of rights of administration of a page on a so-
cial network, administrative judge thus remits a 
pragmatic approach to this question, centred on 
public services needs, which constitutes after all 
the cardinal point of the regime of return assets 
and, more broadly, of the law of public property. 

CONTENTIOUS STATUS OF A LINK TO AN 
INTERNET PAGE 

Council of State, 9th and 10th chambers, 
3 June 2022, Association Pornostop, 
No. 453794 

The Council of State recently clarified the 
way in which information published online by 
the administration could be seized by the judge. 
At issue was the refusal to remove a link to a 
website. The decision of the Council of State is 
interesting in several respects. On the one hand, 
it settles the question of the nature - regulatory 
or not - of a decision relating to Internet links. 
Secondly, and more importantly, it implicitly re-
cognises that such a decision can be appealed, 
which was not at all obvious. 

As they are interconnected, government de-
partments are logically bound to interact, which 
is reflected on the Internet by links to the web-
sites of the various administrations. It was in re-
lation to such a link that the Pornostop associa-
tion filed a petition with the Council of State. It 
challenged the Prime Minister’s refusal not to 
remove a link from the website 
www.jeprotegemonenfant.gouv.fr to the onsex-
prime.fr platform, which is managed by Santé 
publique France, govermental public institution. 
It considered that this platform conveyed an ap-
proach to sexuality, and in particular pornogra-
phy, that was contrary to principle of neutrality 
of the public service. 
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partments are logically bound to interact, which 
is reflected on the Internet by links to the web-
sites of the various administrations. It was in re-
lation to such a link that the Pornostop associa-
tion filed a petition with the Council of State. It 
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As the State Council does not have jurisdic-
tion in principle, it had to ensure that the applica-
tion fell within one of the cases covered by arti-
cle R. 311-1 of the Code of Administrative Jus-
tice (CJA), in particular that concerning appeals 
“against regulatory acts of ministers and other 
authorities with national jurisdiction”. The issue 
was therefore to determine whether the refusal to 
remove an Internet link constituted a regulatory 
decision or not. The public rapporteur consid-
ered, and the Council of State agreed, that such a 
decision was devoid of any regulatory nature and 
constituted rather a decision of the case, i.e. nei-
ther an individual nor a regulatory decision. In-
deed, if the existence of an Internet link is on a 
site open to the public has, by definition, a gen-
eral and impersonal scope, the administrative 
judge considers that it is not strictly speaking a 
regulation, nor even a measure of organisation of 
the public service - of which it is nevertheless a 
tool. The application should therefore have been 
sent to Paris Administrative Court. 

By forwarding application to competent ad-
ministrative court, Court implicitly but neces-
sarily accepts that the refusal to remove an Inter-
net link is a decision that can be appealed. In-
deed, article R. 351-4 of the CJA stipulates that, 
even if it is not competent to hear the case, an 
administrative court must reject “conclusions 
that are clearly inadmissible and cannot be cov-
ered in the course of the proceedings”. Now, it 
was not absolutely certain - without being sur-
prising - that the refusal to remove an Internet 
link constitutes an act likely to be referred to the 
administrative judge, especially when it refers, 
as in this case, to the site of another administra-
tion. This decision is not uncontroversial, since it 
amounts to placing the burden on the administra-
tion to check the updating of the sites of other 
services to which it refers, which may seem ex-
cessive. It is likely that the State Council did not 
want to prohibit users from challenging links 
placed online as a matter of principle, while 
leaving it up to the judge in charge of merits of 
this case to construct a balanced system. It will 
be interesting to follow the development of this 
case before the administrative Court of Paris in 
order to measure exact weight of requirements 
burdening the administration. 

CENSURE OF THE OBLIGATION TO BRING A CASE 
TO COURT BY ELECTRONIC MEANS 

ECHR, 5th section, 9 June 2022, Xavier 
Lucas vs France, No. 15567/20 

Justice has not escaped the digitalization of 

public action. Different levels of jurisdiction ha-
ve thus designed their own referral platforms - 
Télérecours for administrative justice, e-barreau 
for the judicial authority - which have gradually 
become more or less compulsory. It is this last 
feature that Mr Xavier Lucas challenged before 
the European Court of Human Rights. Court of 
Cassation had in fact quashed and annulled a 
decision of the Court of Appeal which had ruled 
on his application even though it had not been 
transmitted by the appropriate digital means. 

The law of the European Convention on 
Human Rights does not prohibit in principle use 
of dematerialization of judicial proceedings. On 
the contrary, the Court is “convinced that digital 
technologies can contribute to a better admin-
istration of justice”. However, it ensures that a 
certain balance is maintained, because “in apply-
ing the rules of procedure, the courts must avoid 
both excessive formalism, which would under-
mine the fairness of the proceedings, and exces-
sive flexibility, which would result in the remov-
al of the procedural requirements laid down by 
law”. It is precisely this balance that it has strug-
gled to find in the position of the French courts. 

Admittedly, rule was predictable. It results 
from a combination of Article 1495 of the Code 
of Civil Procedure (CPC) - relating to appeals 
against an arbitral award, as in this case - with 
Article 930-1 of the same Code, to which it re-
fers. Article 930 requires the court to be seised 
electronically. 

On the other hand, it seemed difficult to 
place the burden of the system’s malfunctions on 
the applicant. While the Court admits that “it is 
neither unrealistic nor unreasonable to require 
the use of such a service by legal professionals, 
who have long made extensive use of comput-
ers”, it requires the public justice service to pro-
vide sufficient information and functional tools. 
In this case, the e-barreau platform did not really 
allow the registration of Mr Luca’s request, 
whose lawyer would have had to provide inaccu-
rate information in order to fill in a form that 
was not adapted to his case. The judgment adds 
that the Court of Cassation should have shown 
flexibility in the face of the significant difficul-
ties encountered by the applicant by not impos-
ing conditions for referral that he was unable to 
meet. By failing to take account of the specific 
nature of applicant’s situation in order to attenu-
ate the rigour of the procedure, the French court 
imposed on him “a disproportionate burden 
which breaks the fair balance between, on the 
one hand, the legitimate concern to ensure com-
pliance with the formal conditions for bringing a 
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case before the courts and, on the other hand, the 
right of access to the courts”. 

Court’s judgment is to be welcomed. By 
censuring the excessive formalism of the Court 
of Cassation, the European judge guarantees that 
the digitisation of judicial procedures remains a 
vector of progress without constituting a new 
obstacle for the litigant. 

PROVISION OF PUBLIC DATA, ALGORITHMS, AND 
SOURCE CODES BY THE ADMINISTRATION 

Prime Minister circular, No. 6264/S, 27 
April 2021 

This circular from Prime Minister, define the 
politic of data, algorithms, and source codes in 
the state’s administration. 

In continuity of French public action trans-
formation, services of Prime Minister elaborated 
this circular, in order to rule the way that state’s 
administration should treat their numeric data. 
Indeed, as the use of numeric data increase in the 
decision-making processes of administration, 
new standards of transparency should be re-
spected, if we still want to call our states democ-
racies. 

In this matter, the French law only impose to 
the administration, when she use algorithms to 
take an individual decision, to indicate that this 
decision has been taken on the base of an algo-
rithm. In this case, public decision also indicates 
the means by which, his recipient could be aware 
of the way that the algorithm has been applied to 
treat his situation (See the articles L.311-3-1 and 
R.311-3-1-1 to R.311-3-2 of the Code of rela-
tions between the public and the administration). 
In other terms, the administration keeps a pas-
sive posture, in which she has to wait for the 
demand of the citizen, before provide him the 
numeric data used in the decision-making pro-
cesses. Moreover, these rules only apply for in-
dividual decisions from administration (like ad-
vantages, or sanctions), and not for general set-
tlements, whereas these ones are also elaborated 
with the use of numeric data. 

In this context, Prime Minister circular con-
siders that state’s administrations have to adopt a 
pro-active posture in the provision of their nu-
meric data used in decision-making process. 
This mean for these administrations to provide to 
citizens, on a website, the data, algorithms, and 
source codes, which contribute to the process of 
public decision, even before the decision has 
been taken. This provision of numeric data will 
be established gradually in each minister of the 
french government, and will be coordinated by 

the general administrator of data, algorithms and 
source codes. 

The interventions registered on this differ 
among each other in manifold respects this cir-
cular. First, by her nature, the circular doesn’t 
create a right that can be invocated by citizens in 
front of a court. She only provides guidelines for 
the state’s administration, and not for the decen-
tralize administration (like cities, departments, 
and regions). That mean if a state administration 
fails to provide the numeric data which serve to 
elaborate public decision, citizens can’t use the 
circular to suit this administration before public 
court, to force her to disclose her numeric data. 
Then, according to this circular, the provision of 
the data, algorithms, and source codes is more 
motivated by objectives of administration’s effi-
cacity and economic growth, rather than impera-
tives of transparency. Indeed, the principles 
goals of this provision, are to share the practices 
that simplify the decision-making process, and to 
enable private actors to reuse strategic public da-
ta. Finally, even if circular promotes a pro-active 
posture of State administrations, in the provision 
of their numeric data, we see that citizens are 
still far to be in capacity to ask administration 
for account, for using numeric data for decision-
making process. 

Opinion from Commission for Access to 
Administrative Documents (CADA), 23 June 
2022, No. 1454 

The French CADA consider that the source 
code of a public service’s website is not commu-
nicable to citizens, if it has been created by a 
private provider, without being fully yield to the 
administration. 

In this case, a citizen asked the national cen-
ter for university and school works (CNOUS), a 
public establishment attached to the ministry of 
higher education, the communication of the 
eVote website’s source code. This platform has 
been created by a third party, for the account of 
the CNOUS, to collect the french student’s vote 
for the election of their representants in the re-
gional delegations of the CNOUS. 

Despite the progress in terms of transparen-
cy in the use of numeric tools for public deci-
sion-making process, the french law admit some 
exceptions for the communication of source 
codes and algorithms to citizens. These excep-
tions are listed by the articles L.311-4 to L.311-6 
of the Code of relations between the public and 
the administration. They notably concern, the na-
tional defence secrecy, the business secrecy, and 
the respect of the intellectual propriety rights. 
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Moreover, when the administration doesn’t own 
the source code elaborated by a third person, cit-
izens can’t impose to the administration the 
communication of this source code. Indeed, if 
the administration does communicate it, this 
would be a violation of the propriety right of the 
source code’s owner. In this situation, admin-
istration can only ask the communication of this 
source code to its owner. But if this one refuse to 
communicate it, the administration can’t see her 
responsibility engaged. 

After having recalled this legal context, the 
CADA doesn’t precise if her opinion is favora-
ble or unfavorable for the communication of the 
source code owned by a third party. She only 
advises the administration to characterize wheth-
er trade secrets or intellectual property rights 
hinder the communication of the source code in 
its entirety. Indeed, as this situation is not strictly 
ruled by the law, CADA wants to let flexibility 
for the administration, to deal with these requests 
on a case-by-case basis. However, CADA con-
sider that if the source code is related to a voting 
operation, his communication is very important 
for the confidence of citizens in the results of the 
vote. In such circumstances, CADA asks gov-
ernment to rule in order to strike a fairer balance 
between administrative transparency guarantee-
ing the trust of citizens, and the business secrecy 
and intellectual property. 
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USE OF THIRD-PARTY DATA BY THE STATE 

Higher Regional Court of Frankfurt, 
court order 1 HEs 427/21 of 22 November 
2021 

The Higher Regional Court of Frankfurt had 
to decide whether information gathered by the 
FBI through controlling the supposedly secure 
crypto-messenger “Anom” was appropriable in 
German criminal procedures. 

In this case, the Higher Regional Court of 
Frankfurt ordered the continued validity of the 
claimant’s detention on remand, considering that 
he was strongly suspicious of illegal drug traf-
ficking and of forming a criminal organisation. 

The strong suspicion was mainly based on chat 
protocols of conversations that the claimant had 
with another suspect, using the crypto-software 
“Anom”. The findings were completed by sur-
veillance and raids, leading to illegal drug labs, 
drug storage locations, the seizure of illegal 
drugs and vehicles with built-in secret storage 
facilities for drugs. The Court motivated its deci-
sion by the very high probability with which 
these findings would be admissible as evidence. 
After having teared down the service provider 
“Phantom Secure” offering encrypted communi-
cation technology used by criminal organisations 
to coordinate their activities, the FBI wanted to 
gain again access to the communication of crim-
inal organisations. Therefore, the FBI had devel-
oped its own app (Anom App), with the help of 
an informant and the Australian Federal Police. 
After an installation of the Anom App, devices 
were end-to-end encrypted and the device could 
only be used for communication with other 
Anom users. A master-key allowed the FBI to 
then decrypt and download sent messages. The 
FBI made the gathered information available for 
law enforcement agencies of different countries, 
among them the German Federal Police (Bun-
deskriminalamt). The suspect argued that this 
evidence was inadmissible for several reasons. 
Among others, because the FBI had, according 
to the claimant, actively taken part in the crimi-
nal activities, under violation of Article 6 para-
graph 1 of the European Convention on Human 
Rights (ECHR). The claimant also argued that 
not individualised users, but all users of the app 
were under surveillance, without any concrete 
suspicion. The Court underlined that the stand-
ard for the admissibility of evidence collected 
abroad differed from evidence collected in Ger-
many. The legal basis for the use of evidence 
gathered by the FBI would be Section 479, para-
graph 2 of the German Criminal Procedure 
Code. A procedure that is different from those in 
Germany would not affect per se the admissibil-
ity. An inadmissibility could only result from 
certain exceptions, for example in case of viola-
tion of binding guarantees of public international 
law in favour of individuals like Article 3 or 6 
ECHR or of general principles of the rule of law 
in the meaning of the public policy. Or when the 
purpose of the investigation was to bypass Ger-
man law. According to the Court, the FBI did 
not actively take part in criminal activities by 
making available a supposedly secure crypto-
messenger, because the decision to use such a 
technology for criminal activities was the sole 
responsibility of the users. According to the 
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Court, the app did not either serve the purpose of 
penetrating the users' privacy. Since the app 
made a normal use of the device on which it was 
installed impossible, and since its acquisition 
was available only to a restricted circle of users, 
it could be expected that the app would be used 
in the field of organised crime. The error about 
the supposedly secured communication was not 
sufficient to constitute a violation of the human 
dignity or the public policy. Also, German au-
thorities did not on purpose take part in the 
Anom schedule to bypass German law otherwise 
applicable. 

Federal Supreme Court, court order 5 
StR 457/21 of 2 March 2022 

The Federal Supreme Court had to decide on 
the appropriability of information obtained by 
French authorities through surveillance of the 
crypto-messenger-service EncroChat. 

The claimant in this case was sentenced to 5 
years’ imprisonment for drug trafficking. His 
conviction was based amongst others on infor-
mation that the German state attorney had ob-
tained from French authorities. This information 
had been discovered during a surveillance opera-
tion of the crypto-messenger-service EncroChat. 
French law enforcement agencies came across 
EncroChat during several investigations in 2017 
and 2018 where suspects used mobile phones 
encrypted with EncroChat. Due to the encryp-
tion, an assessment of these devices by law en-
forcement agencies was not possible. The district 
attorney of Lille therefore requested the French 
Counter-Cyber-Crime-Centre in 2018 to infil-
trate the EncroChat network. The investigators 
learned that these mobile phones were advertised 
with a guarantee of anonymity, and a double op-
erating system (OS) permitting to switch be-
tween the Android OS and the EncroChat OS. 
No legally existing manufacturer could be identi-
fied. Distributers and buyers of theses phones 
were selectively chosen. French investigators 
managed to obtain a copy of a server linked to 
EncroChat domains. They found more than 
66,000 SIM-cards of which more than 10,000 
had been used in France. They were also used in 
the Netherlands, Spain, the UK, Germany and 
Italy. Because of the alleged anonymity, users 
communicated openly about organised drug traf-
ficking, for example about transporting 60kg of 
cocaine. In 2020, French authorities managed to 
insert spyware into the EncroChat network, us-
ing a technology that was kept confidential for 
reasons of national security. Europol transferred 
data obtained by these means to German law en-

forcement agencies. Some of this data incrimi-
nated the claimant and an investigation led to his 
conviction. The claimant challenged his convic-
tion before the Federal Supreme Court for sever-
al reasons. First, he argued that provisions of the 
German Criminal Procedure Code were not re-
spected by French authorities. Second, he argued 
that the core of his privacy was violated by the 
surveillance. Third, heo invoked that he was the 
subject of illegal mass-surveillance. The Court 
replied that the appropriability in German crimi-
nal proceedings of evidence obtained by foreign 
law enforcement agencies did not require a re-
spect of the German Criminal Procedure Code. 
The legality of investigative measures had to be 
analysed according to the law of the foreign 
(French) State. The secrecy of parts of the 
French investigation for national security rea-
sons did not render them illegal. Also, a viola-
tion of the national or European public policy 
could not be found. The Court did not follow the 
claimant’s argument of an illegal unfounded 
mass-surveillance of all EncroChat users. Be-
cause these specified mobile phones, that were 
not available on the normal market and that gen-
erated considerable costs for acquisition and 
maintenance, gave sufficient grounds to suspect 
their users to be involved in organised crime. Al-
so, by monitoring the claimant’s communication 
on the planning and execution of criminal activi-
ties, the French authorities did not violate the 
core of his privacy. The secret surveillance was 
proportionate, because the offence in question 
weighed particularly heavily and because the 
clarification of the facts would have been partic-
ularly difficult or impossible. The Court there-
fore admitted the appropriability of the evidence 
and rejected the claimant’s challenge. 

Higher Regional Court of Frankfurt, 
court order 3 Ws 369/21 of 20 July 2021 

The Higher Regional Court of Frankfurt had 
to decide whether a German car producer had to 
disclose to law enforcement agencies GPS-data 
sent from a car used by a fugitive.  

The claimant in this case, a German car pro-
ducer, was ordered by a German state attorney to 
disclose GPS-data of a car produced by the 
claimant and suspected to be used by a fugitive. 
The car was indeed equipped with a multi-
media-system permitting among others its user 
to locate the car, or to automatically share its po-
sition with rescue services in case of an accident. 
This system transmitted via a pre-installed SIM-
card, a part from the location, also the current 
mileage status, tire pressure and the fuel level to 
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Court, the app did not either serve the purpose of 
penetrating the users' privacy. Since the app 
made a normal use of the device on which it was 
installed impossible, and since its acquisition 
was available only to a restricted circle of users, 
it could be expected that the app would be used 
in the field of organised crime. The error about 
the supposedly secured communication was not 
sufficient to constitute a violation of the human 
dignity or the public policy. Also, German au-
thorities did not on purpose take part in the 
Anom schedule to bypass German law otherwise 
applicable. 

Federal Supreme Court, court order 5 
StR 457/21 of 2 March 2022 

The Federal Supreme Court had to decide on 
the appropriability of information obtained by 
French authorities through surveillance of the 
crypto-messenger-service EncroChat. 

The claimant in this case was sentenced to 5 
years’ imprisonment for drug trafficking. His 
conviction was based amongst others on infor-
mation that the German state attorney had ob-
tained from French authorities. This information 
had been discovered during a surveillance opera-
tion of the crypto-messenger-service EncroChat. 
French law enforcement agencies came across 
EncroChat during several investigations in 2017 
and 2018 where suspects used mobile phones 
encrypted with EncroChat. Due to the encryp-
tion, an assessment of these devices by law en-
forcement agencies was not possible. The district 
attorney of Lille therefore requested the French 
Counter-Cyber-Crime-Centre in 2018 to infil-
trate the EncroChat network. The investigators 
learned that these mobile phones were advertised 
with a guarantee of anonymity, and a double op-
erating system (OS) permitting to switch be-
tween the Android OS and the EncroChat OS. 
No legally existing manufacturer could be identi-
fied. Distributers and buyers of theses phones 
were selectively chosen. French investigators 
managed to obtain a copy of a server linked to 
EncroChat domains. They found more than 
66,000 SIM-cards of which more than 10,000 
had been used in France. They were also used in 
the Netherlands, Spain, the UK, Germany and 
Italy. Because of the alleged anonymity, users 
communicated openly about organised drug traf-
ficking, for example about transporting 60kg of 
cocaine. In 2020, French authorities managed to 
insert spyware into the EncroChat network, us-
ing a technology that was kept confidential for 
reasons of national security. Europol transferred 
data obtained by these means to German law en-

forcement agencies. Some of this data incrimi-
nated the claimant and an investigation led to his 
conviction. The claimant challenged his convic-
tion before the Federal Supreme Court for sever-
al reasons. First, he argued that provisions of the 
German Criminal Procedure Code were not re-
spected by French authorities. Second, he argued 
that the core of his privacy was violated by the 
surveillance. Third, heo invoked that he was the 
subject of illegal mass-surveillance. The Court 
replied that the appropriability in German crimi-
nal proceedings of evidence obtained by foreign 
law enforcement agencies did not require a re-
spect of the German Criminal Procedure Code. 
The legality of investigative measures had to be 
analysed according to the law of the foreign 
(French) State. The secrecy of parts of the 
French investigation for national security rea-
sons did not render them illegal. Also, a viola-
tion of the national or European public policy 
could not be found. The Court did not follow the 
claimant’s argument of an illegal unfounded 
mass-surveillance of all EncroChat users. Be-
cause these specified mobile phones, that were 
not available on the normal market and that gen-
erated considerable costs for acquisition and 
maintenance, gave sufficient grounds to suspect 
their users to be involved in organised crime. Al-
so, by monitoring the claimant’s communication 
on the planning and execution of criminal activi-
ties, the French authorities did not violate the 
core of his privacy. The secret surveillance was 
proportionate, because the offence in question 
weighed particularly heavily and because the 
clarification of the facts would have been partic-
ularly difficult or impossible. The Court there-
fore admitted the appropriability of the evidence 
and rejected the claimant’s challenge. 

Higher Regional Court of Frankfurt, 
court order 3 Ws 369/21 of 20 July 2021 

The Higher Regional Court of Frankfurt had 
to decide whether a German car producer had to 
disclose to law enforcement agencies GPS-data 
sent from a car used by a fugitive.  

The claimant in this case, a German car pro-
ducer, was ordered by a German state attorney to 
disclose GPS-data of a car produced by the 
claimant and suspected to be used by a fugitive. 
The car was indeed equipped with a multi-
media-system permitting among others its user 
to locate the car, or to automatically share its po-
sition with rescue services in case of an accident. 
This system transmitted via a pre-installed SIM-
card, a part from the location, also the current 
mileage status, tire pressure and the fuel level to 
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the claimant’s server, as well as to the user’s 
mobile phone. The claimant challenged the state 
attorney’s order before the Regional Court of 
Gießen, but lost at first instance and challenged 
this decision before the Higher Regional Court 
of Frankfurt, which also found the challenge un-
founded. The state attorney’s order was based on 
Section 100k (entered into force in April 2021) 
of the German Criminal Procedure Code which 
permits to collect usage data from those who 
make tele-media available as a business. The 
Court reminded that usage data are, pursuant to 
Section 15 of the German Tele-media Act (Tel-
emediengesetz, TMG), personal data that are 
generated by using a tele-media-service and 
which are necessary to make the usage possible 
or to invoice this service. The Court drew a par-
allel of the car’s multi-media-service with mo-
bile phones. It found that the multi-media-
service was a “tele-media-service”, because it 
was a service automatically transmitting data 
from the car to the server. Data which then 
served as basis for information that would sub-
sequently be transmitted to the user. The Court 
did not follow the claimant’s argument of an ex-
clusive machine-to-machine communication, be-
cause data was made perceptible for the user, 
like the location of the user’s car. Also, GPS-
data could be requested by the state attorney, be-
cause the wording of Section 100k comprises 
expressly “location data” and because a location 
could also be determined by GPS-data and not 
only by cell-ID tracking (as argued by the claim-
ant). The Court therefore upheld the state attor-
ney’s order. 

Administrative Court of Cologne, court 
order 6 L 1277/21 of 1 March 2022 

The Administrative Court of Cologne had to 
decide whether the new provisions of the Act to 
Improve Enforcement of the Law in Social Net-
works (Netzwerkdurchsetzungsgesetz, NetzDG) 
violated EU-law. 

The new Section 3a of the NetzDG obliged 
providers of social networks to verify if certain 
contents, that have been the object of com-
plaints, and that have been deleted or to which 
the access has been restricted, might indicate a 
criminal offence. In case of such indications, the 
contents have to be transferred, together with 
certain information pertaining to the user, to the 
Federal Police (Bundeskriminalamt). The new 
Section 4a of the NetzDG makes the Federal au-
thority for Justice (Bundesamt für Justiz) the 
competent authority for supervising the respect 
of the provisions of the NetzDG. Google Ireland, 

as operator of the social network Youtube, re-
quested (amongst others) the Administrative 
Court of Cologne in a summary procedure to de-
clare these new provisions inapplicable to 
Google. The Court found indeed that Section 3a 
of the NetzDG was inapplicable to Google be-
cause it violated EU-law, namely the country-of-
origin-principle of the Directive on electronic 
commerce, according to which the legal re-
quirements for providers of electronic services 
established in a member State of the EU are to 
be determined by the law of State of origin. The 
German State could not invoke exceptions to this 
principle, because it had not proceeded to the 
consultation and information procedure, nor 
were the conditions of an emergency procedure 
fulfilled. The Court further found that Section 4a 
of the NetzDG was inapplicable to Google, be-
cause it violated the Directive on audiovisual 
media services, pursuant to which the competent 
media-authority for the control of service pro-
viders needs to be legally and functionally inde-
pendent. The Bundesamt für Justiz though is 
subordinated to the Federal Ministry of Justice 
and Consumer Protection, and bound by its in-
structions. It therefore is not independent at all. 

APPS USED BY THE ADMINISTRATION FOR 
TRACKING OF SOCIAL INTERACTIONS 

Higher Regional Court of Rostock, court 
order 17 Verg 6/21 of 11 November 2021 

The Higher Regional Court of Rostock had 
to decide on the legality of a direct award to the 
manufacturer of a tracking app of social-
interactions despite the offer of another manu-
facturer of a product that did not fulfil all re-
quirements of the performance specification. 

The defendant in this case, the State of 
Mecklenburg-Vorpommern, intended in Febru-
ary 2021 to decrease the Covid-19 lock-down. 
After experiences with tracking of social interac-
tions on the basis of attendance lists in paper 
form, the easing of the lock down should be ac-
companied by a more efficient form of tracking. 
The defendant did online researches on apps that 
would fit such a purpose. The defendant found 
several products during his online research, but 
did not esteem them eligible for an award, ex-
cept for the so-called “Luca”-App of a third par-
ty (culture4life GmbH). Without public tender-
ing and without requesting other offers, the de-
fendant therefore acquired the “Luca”-App. The 
claimant then initiated review proceedings 
against this decision. He lost though, because his 
app in its initial form did not allow any efficient 
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tracking of social interactions. The claimant 
challenged the rejection of his review proceed-
ings before the Higher Regional Court of Ros-
tock. The Court confirmed however the previous 
decision and underlined that the claimant’s app 
did not allow to fulfil the requirements of Sec-
tion 28a, paragraph 1, No. 17 and paragraph 4 of 
the Act on the Prevention and Control of Infec-
tious Diseases (Infektionsschutzgesetz, ISFG) 
that had become part of the performance specifi-
cation for the award. According to Section 28a, 
paragraph 1, No. 17 and paragraph 4 of the 
ISFG, the administration can order the pro-
cessing of personal data of clients, guests or par-
ticipants of events so as to track their social in-
teractions. This data has to be transferred by the 
organisers of events to the competent health au-
thority. The claimant’s app worked as follows. 
During the installation, no personal data needed 
to be entered. The QR-Code of an event could be 
scanned to “check-in” to the event. Warnings of 
occurred infections in the context of a certain 
event were indicated by the health authority on 
the claimant’s server. The app regularly updated 
these warnings and notified its users about po-
tential contacts with infected people. The noti-
fied user could subsequently voluntarily enter his 
or her personal data and grant to the health au-
thority access to this data. Only then, the person-
al data would have been available to the health 
authority. The event organiser had no access to 
the data, nor could he transfer them to the health 
authority. According to the Court, the defendant 
could legitimately require the software to work 
immediately and did not need to offer to the 
manufacturers the possibility to adjust their 
products. 

Higher Regional Court of Rostock, court 
order 17 Verg 4/21 of 11 November 2021 

In another decision from the same day, the 
Higher Regional Court of Rostock had to decide 
on the legality of the direct award despite the of-
fer of another manufacturer whose product ful-
filled the requirements of the performance speci-
fication. 

The claimant in this case was another soft-
ware manufacturer challenging the direct award 
of the tracking app contract by the State Meck-
lenburg-Vorpommern to the manufacturer of the 
Luca-App (culture4life GmbH), although the 
claimant had manifested its interest beforehand 
by email. The claimant lost its review proceed-
ings against the direct award, but then chal-
lenged this decision before the Higher Regional 
Court of Rostock. According to Section 97, par-

agraph 1 of the Act against Restraints of Compe-
tition (Gesetz gegen Wettbew-
erbsbeschränkungen, GWB), public tendering is 
necessary before the award of a contract, except 
if provided for otherwise by statutes according to 
Section 119, paragraph 2 of the GWB in con-
junction with Section 14, paragraph 2, sentence 
2 of the Regulation on the Award of Public Con-
tracts (Verordnung über die Vergabe öffentlicher 
Aufträge, VGV). Such a legal exception, ex-
empting even from negotiation procedures, ex-
ists with Section 14, paragraph 4, No. 3 of the 
VGV if extremely urgent circumstances in the 
context of unpredictable events do not permit to 
respect deadlines provided for other procedures. 
The defendant argued in favour of this excep-
tion. The Court found however, although not 
provided for by statutes, that even in case of an 
extreme emergency, a “light competition” pro-
cedure could be due, including at least the obli-
gation to verify the offers already made to the 
awarding authority. Since the defendant had not 
respected such a “light competition” procedure, 
the Court found that the contract was awarded 
illegally and therefore null and void.  

Administrative Court of Osnabrück, 
court order 1 B 24/21 of 15 June 2021 

The Administrative Court of Osnabrück had 
to decide whether a public authority could legal-
ly advertise exclusively the tracking app of a pri-
vate manufacturer without suggesting alterna-
tives. 

The health authority of the city of Osna-
brück chose in March 2021 to use the Luca-App 
(see above) in order to track social interactions, 
to the disadvantage of different manufacturers of 
similar apps, like the claimant in this case. The 
city of Osnabrück, the defendant in this case, 
then published on its website dedicated to the 
Covid-19 pandemic (www.corona-os.de) 
amongst others also information on the Luca-
App. It was expressly written: “This is why the 
city and the municipality support the use of luca: 
the luca App is a digital alternative to common 
data processing, that can deliver us relevant da-
ta”. It was made clear that an exclusive and ex-
tensive use of this specific app should be made 
by citizens. The claimant requested the defend-
ant in a summary procedure to stop partisanship 
and one-sided advertisement for the Luca-App. 
The Court reminded that this would require a vi-
olation of the claimant’s fundamental rights by 
the defendant, as well as a concrete risk of repe-
tition of such a violation. The Court then found 
that the freedom to choose an occupation pursu-
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tracking of social interactions. The claimant 
challenged the rejection of his review proceed-
ings before the Higher Regional Court of Ros-
tock. The Court confirmed however the previous 
decision and underlined that the claimant’s app 
did not allow to fulfil the requirements of Sec-
tion 28a, paragraph 1, No. 17 and paragraph 4 of 
the Act on the Prevention and Control of Infec-
tious Diseases (Infektionsschutzgesetz, ISFG) 
that had become part of the performance specifi-
cation for the award. According to Section 28a, 
paragraph 1, No. 17 and paragraph 4 of the 
ISFG, the administration can order the pro-
cessing of personal data of clients, guests or par-
ticipants of events so as to track their social in-
teractions. This data has to be transferred by the 
organisers of events to the competent health au-
thority. The claimant’s app worked as follows. 
During the installation, no personal data needed 
to be entered. The QR-Code of an event could be 
scanned to “check-in” to the event. Warnings of 
occurred infections in the context of a certain 
event were indicated by the health authority on 
the claimant’s server. The app regularly updated 
these warnings and notified its users about po-
tential contacts with infected people. The noti-
fied user could subsequently voluntarily enter his 
or her personal data and grant to the health au-
thority access to this data. Only then, the person-
al data would have been available to the health 
authority. The event organiser had no access to 
the data, nor could he transfer them to the health 
authority. According to the Court, the defendant 
could legitimately require the software to work 
immediately and did not need to offer to the 
manufacturers the possibility to adjust their 
products. 

Higher Regional Court of Rostock, court 
order 17 Verg 4/21 of 11 November 2021 

In another decision from the same day, the 
Higher Regional Court of Rostock had to decide 
on the legality of the direct award despite the of-
fer of another manufacturer whose product ful-
filled the requirements of the performance speci-
fication. 

The claimant in this case was another soft-
ware manufacturer challenging the direct award 
of the tracking app contract by the State Meck-
lenburg-Vorpommern to the manufacturer of the 
Luca-App (culture4life GmbH), although the 
claimant had manifested its interest beforehand 
by email. The claimant lost its review proceed-
ings against the direct award, but then chal-
lenged this decision before the Higher Regional 
Court of Rostock. According to Section 97, par-

agraph 1 of the Act against Restraints of Compe-
tition (Gesetz gegen Wettbew-
erbsbeschränkungen, GWB), public tendering is 
necessary before the award of a contract, except 
if provided for otherwise by statutes according to 
Section 119, paragraph 2 of the GWB in con-
junction with Section 14, paragraph 2, sentence 
2 of the Regulation on the Award of Public Con-
tracts (Verordnung über die Vergabe öffentlicher 
Aufträge, VGV). Such a legal exception, ex-
empting even from negotiation procedures, ex-
ists with Section 14, paragraph 4, No. 3 of the 
VGV if extremely urgent circumstances in the 
context of unpredictable events do not permit to 
respect deadlines provided for other procedures. 
The defendant argued in favour of this excep-
tion. The Court found however, although not 
provided for by statutes, that even in case of an 
extreme emergency, a “light competition” pro-
cedure could be due, including at least the obli-
gation to verify the offers already made to the 
awarding authority. Since the defendant had not 
respected such a “light competition” procedure, 
the Court found that the contract was awarded 
illegally and therefore null and void.  

Administrative Court of Osnabrück, 
court order 1 B 24/21 of 15 June 2021 

The Administrative Court of Osnabrück had 
to decide whether a public authority could legal-
ly advertise exclusively the tracking app of a pri-
vate manufacturer without suggesting alterna-
tives. 

The health authority of the city of Osna-
brück chose in March 2021 to use the Luca-App 
(see above) in order to track social interactions, 
to the disadvantage of different manufacturers of 
similar apps, like the claimant in this case. The 
city of Osnabrück, the defendant in this case, 
then published on its website dedicated to the 
Covid-19 pandemic (www.corona-os.de) 
amongst others also information on the Luca-
App. It was expressly written: “This is why the 
city and the municipality support the use of luca: 
the luca App is a digital alternative to common 
data processing, that can deliver us relevant da-
ta”. It was made clear that an exclusive and ex-
tensive use of this specific app should be made 
by citizens. The claimant requested the defend-
ant in a summary procedure to stop partisanship 
and one-sided advertisement for the Luca-App. 
The Court reminded that this would require a vi-
olation of the claimant’s fundamental rights by 
the defendant, as well as a concrete risk of repe-
tition of such a violation. The Court then found 
that the freedom to choose an occupation pursu-
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ant to Article 12 of the Federal Constitution was 
interfered with by the defendant’s statements, 
because they influenced voluntarily the market’s 
condition to the claimant’s economic disad-
vantage. In a next step, the Court verified wheth-
er this interference was justified or not (only the 
unjustified interference would constitute a viola-
tion of the claimant’s fundamental right). In or-
der to be justified, this interference would re-
quire a statutory basis and the absence of errors 
of assessment. The Court found that section 28, 
paragraph 1 in conjunction with Section 28a, 
paragraph 1, No. 17 of the Act on the Prevention 
and Control of Infectious Diseases (Infek-
tionsschutzgesetz, ISFG) could serve as statutory 
basis, pursuant to which the competent authority 
can take the necessary measures when it can 
identify (amongst others) a person who has fall-
en ill, or a person suspected to fall ill or a person 
suspected be contagious. Under necessary 
measures also fall the order to process contact 
details of clients, guests or participants of events 
so as to track possible infection chains. The ab-
sence of errors of assessments requires that the 
measure is proportionate. In order to be propor-
tionate, the measure needs first to be suitable to 
serve a legitimate goal (suitability). Second, it 
must be necessary to achieve that goal, which 
means that no other measure would have been 
equally effective and less disruptive (necessity). 
Third, the disadvantages must not be dispropor-
tionate to the targeted goal (appropriateness). In 
this case, the Court considered that the measure 
taken by the defendant was not necessary. Be-
cause less disruptive and equally effective 
measures would have been at hand: namely in-
forming citizens about alternatives to the Luca-
App and explaining why exactly the defendant 
had chosen this specific app. The Court therefore 
found that the measure was not proportionate, 
hence that an error of assessment was given. In 
consequence, the interference with the claim-
ant’s fundamental right could not be justified 
and constituted a violation. The defendant’s 
statements were therefore illegal and the Court 
ordered the defendant preliminarily to stop parti-
sanship and one-sided advertisement in favour of 
the Luca-App. 

WARNING BY THE ADMINISTRATION OF A 
FOREIGN SOFTWARE-MANUFACTURER’S ANTI-
MALWARE SOFTWARE 

Administrative Court of Cologne, court 
order 1 L 466/22 of 1 April 2022 

The Administrative Court of Cologne had to 

analyse the legality of a public warning issued 
by a federal authority against Russian anti-
malware software Kaspersky. 

The claimant in this case was the manufac-
turer of Russian anti-malware software 
Kaspersky, requesting in summary proceedings 
the Federal authority for Security in Information-
Technology (Bundesamt für Sicherheit in der In-
formationstechnik, BSI) to refrain from publicly 
warning against its anti-malware software. The 
BSI had indeed warned the public against dan-
gers arising from the Kaspersky software and 
recommended to replace its products by software 
from other manufacturers. The Court reminded 
that market players had no right to permanent, 
unchanged market conditions; that therefore not 
every information published by the administra-
tion would automatically constitute an interfer-
ence with fundamental rights. The Court also 
reminded that such an information could consti-
tute such an interference where the State action 
aimed at individualised companies, where it in-
fluenced voluntarily the decisions of market par-
ticipants, and where it downgraded the market 
position of the concerned companies. The warn-
ing published by the BSI fulfilled these condi-
tions pursuant to the Court. The judges found 
however that the interference was justified and 
did therefore not violate the claimant’s funda-
mental rights: The BSI had acted on basis of 
Section 7, paragraph 1, sentence 1 of the Act on 
the Federal authority for Security in Information-
Technology (Gesetz über das Bundesamt für 
Sicherheit in der Informationstechnik). Accord-
ing to this statute, the BSI can address warnings 
against security gaps in IT-products and services 
to the public or parties concerned and can rec-
ommend security measures or the use of certain 
security products. Pursuant to Section 7, para-
graph 2, sentence 1 of the same Act, the BSI can 
also warn publicly against security gaps in IT-
products and services and against malware, as 
well as mention the concerned product and the 
manufacturer, when the BSI has sufficient indi-
cations that the products present a threat to IT-
security. Considering the extensive rights grant-
ed to anti-malware software, it presents a threat 
when the necessary high level of trust in its 
manufacturers is not given anymore. The Court 
esteemed that the possibility of influence of Rus-
sian players, especially the Russian State, on the 
manufacturer could not be excluded. The Court 
made reference to the current geopolitical situa-
tion and Russia’s attack on the Ukraine, which is 
led also as cyberwar, to conclude that Russian 
coders could abuse technical possibilities, out of 
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their own accord, or under external pressure, to 
corrupt computer-systems in other States. In 
consequence, the manufacturer could not be 
trusted anymore according to the Court. In ab-
sence of a violation of fundamental rights, the 
Court rejected the claimant’s request. 

ACCESS TO SOURCE-CODE USED BY THE 
ADMINISTRATION 

Administrative Court of Wiesbaden, 
judgement 6 K 784/21.WI of 17 January 2022 

The Administrative Court of Wiesbaden had 
to decide whether a teacher could validly re-
quest under the Hessian Data Protection and In-
formation Freedom Act the source code of soft-
ware used by the administration. 

The claimant in this case, a teacher at a Hes-
sian school, requested access to the source code 
of software used by the Hessian Ministry of Ed-
ucation for a platform providing different ser-
vices, among others the digital administration of 
classes and courses or self-learning materials for 
students. The claimant invoked Section 80, para-
graph 1, sentence 1 of the Hessian Data Protec-
tion and Information Freedom Act granting a 
right to access official information (amtliche In-
formationen). Official information is defined in 
Section 80, paragraph 1, sentence 3 as records 
serving official purposes. While the Court admit-
ted that a source code could constitute a record, 
it denied that it served official purposes and jus-
tified this reasoning with several arguments. 
First, the possession of source code was not nec-
essary for the performance of public tasks. The 
Court illustrated this argument by underlining 
that the State of Hesse did not possess the Win-
dows source code, although its IT was mainly 
based on that operating system. The information 
of the source code was as little necessary to the 
fulfilment of public missions as details about 
pens or doors used by the administration. Sec-
ond, the rationale of Section 80, paragraph 1, 
sentence 1 was to control State action. And the 
quality of the administration’s equipment was in 
principle irrelevant to exercising this control (a 
part from a justified public interest in case of de-
ficient equipment). What mattered to determine 
the legality of State action was its content, not its 
physical basis. Third, the exception of Section 
82 No. 2, b of the Hessian Data Protection and 
Information Freedom Act would apply in any 
case. According to this Section, access to official 
information must not be granted if it jeopardizes 
public security. Since the Court considered that 
the publication of a source code of software used 

by the administration would grant individuals 
with malicious intent access to weaknesses of 
the software, this publication would endanger 
the software’s IT-security. The Court also con-
sidered that the administration’s own IT-staff 
was not sufficiently qualified (due to unattractive 
working conditions and salaries) to distinguish 
between security-sensitive and non-sensitive el-
ements of the source code, which would require 
to hire expensive experts, which could not be re-
financed. The Court therefore rejected the claim. 
An appeal was lodged against this judgement. 
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IRREGULARITY OF THE ACT OF APPEAL 
WITHOUT A DIGITAL SIGNATURE 

Council of State’s, Plenary Session, No. 6 
of 21 April 2022 

In this ruling the administrative Council of 
State’s Plenary session confirms the previous 
cases law, whereby a notified act of appeal wi-
thout a digital signature constitutes a mere re-
mediable irregularity. Thus, it falls under the 
scope of application of the Code of Administrati-
ve Procedure, pursuant to article 44, paragraph 
2. Consequently, the appellant shall re-notify the 
appeal, even before the judge’s order. 

In its Plenary session, the Council of State 
has dwelled on the provisions and principles 
governing the appeals, including the consump-
tion of the power to appeal. 

Dispute arose from the action brought be-
fore the Regional Administrative Court of Lazio, 
by a citizen who contested the order of the State 
Property Agency (Agenzia del Demanio) to 
make him release the property. The appeal was 
extended to the decree of the Ministry of Econ-
omy and Finance of 29 July 2005, by which the 
property was assigned to the State Property 
Agency.  

In its judgment of 24 July 2020, No. 8693, 
the Regional Administrative Court of Lazio 
seised upheld the appeal, considering the issue as 
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their own accord, or under external pressure, to 
corrupt computer-systems in other States. In 
consequence, the manufacturer could not be 
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right to access official information (amtliche In-
formationen). Official information is defined in 
Section 80, paragraph 1, sentence 3 as records 
serving official purposes. While the Court admit-
ted that a source code could constitute a record, 
it denied that it served official purposes and jus-
tified this reasoning with several arguments. 
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to hire expensive experts, which could not be re-
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a question of private law. Therefore, the Minis-
try of Economy and Finance and the State Prop-
erty Agency hold an appeal against the decision, 
by inferring the violation and / or false applica-
tion of article 2, contained in the Decree of the 
Ministry of Economy and Finance, enacted on 
29 July 2005. 

A cross – appeal was held by appellant at 
first instance. Besides all, he argued that the ap-
peal was filed at Secretariat of State Council on-
ly on 29 January 2021, thus beyond thirty-day 
deadline established for the filing of appeals pur-
suant to article 94 of the Code of Administrative 
Procedure. In details, he underlined that the ap-
peal was initially notified without the affixing of 
the digital signature, but it was subsequently 
regularized by appellant through a ritual signa-
ture and therefore re-notified to the appellant be-
fore the expiry of the deadline for proposing an 
appeal. 

This leads up to reflect towards the effective 
boundaries of the consummation of the power to 
appeal, which finds a logical prerequisite in the 
prohibition of splitting appeals.  

The State Council Plenary Session rules in-
applicability of power consummation to appeal. 
On the one hand, its filing at the Judge’s Secre-
tariat did not follow the first notification. On the 
other hand, it would be considered just as a re-
peated notification of the same act, not relevant 
for the purposes of the ruling. 

The Council of State’s Plenary session con-
firms the previous cases law, whereby a notified 
appeal without a digital signature constitutes a 
mere remediable irregularity. Thus, it falls under 
the scope of application of the Code of Adminis-
trative Procedure, pursuant to article 44, para-
graph 2. Pursuant to article 44 of the Code of 
Administrative Procedure, the judge should fix a 
peremptory term for the regularization of the ap-
peal, in accordance with the law.  

The autonomous regularization of the appeal 
by the appellant represents the peaceful applica-
tion of the principles of fullness and effective-
ness of administrative judicial protection (Article 
1 of the Code of Administrative Procedure) and 
of a reasonable duration of the process (Article 
2, paragraph 2 of the Code of Administrative 
Procedure). 

Consequently, the appellant shall re-notify 
the appeal, even before the judge’s order. 

In conclusion, in response to questions sub-
mitted by referring Section, the Courts formu-
lates the following principles of law. Firstly, 
there is a mere remediable irregularity, with con-
sequent applicability of the regime pursuant to 

art. 44, paragraph 2, of the Code of Administra-
tive Procedure, in the case of a notified appeal 
without a digital signature. Secondly, the appel-
lant can directly re-notify it with the digital sig-
nature, even before the judge orders the renewal 
of the notification. Finally, the deadline for filing 
the appeal, pursuant to the combined provisions 
of articles 94, paragraph 1, and 45 of the Code of 
Administrative Procedure, must start from the 
date of effective notification of concretely de-
posited appeal. 

INADMISSIBILITY OF THE APPEAL SENT TO AN 
INAPPROPRIATE PEC ADDRESS 

Council of Administrative justice for the 
Sicilian Region, decision No. 707 of 16 June 
2022 

The Council of Administrative justice for the 
Sicilian Region rules that the principles ex-
pressed by the Plenary Session of the Council of 
State No. 6/2022 (whereby a notified act of ap-
peal without a digital signature constitutes a 
mere remediable irregularity) cannot be extend-
ed to unfilled appeals. Thus, the Coucil of State 
stated on the mere remediable irregularity of un-
signed digital appeal, but correctly filed online, 
pursuant to the established rules for the Telema-
tic Administrative Procedure (TAP). As a matter 
of fact, pursuant to the Digital Administration 
Code and the Code of Administrative Procedure, 
all the pleadings must be created in digital for-
mat, and lodged in the online information sys-
tem, except in cases of technical malfunctions.  

The Council of Administrative justice for 
the Sicilian Region essentially confirms the prin-
ciples expressed by the Plenary Session of the 
Council of State No. 6/2022, whereby a notified 
act of appeal without a digital signature consti-
tutes a mere remediable irregularity.  

There are cues to rethink the core principles 
of telematic administrative procedure.  

At first glance, it has not been drafted in 
digital format with digital signature, thus violat-
ing Code of Administrative Procedure too. 

Pursuant to article 136, paragraph 2-bis, all 
the acts and measures of the judge, the auxilia-
ries, staff and parties must be signed with a digi-
tal signature. In particular, all the judicial acts 
must be drawn up in the format of an electronic 
document signed with a digital signature, in 
compliance with the requirements established by 
Article 24 of the Code of Digital Administration.  

However, in the light of principles estab-
lished, an appeal fulfilled in non-digital format 
isn’t affected by nullity (pursuant to art. 1 of the 
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Code of Civil Procedure), thus the judge can as-
sign to the party a peremptory term for its regu-
larization, pursuant to article 44, paragraph 2, of 
the Code of Administrative Procedure. Neverthe-
less, the Court has dismissed the duty of regular-
ization on the grounds of procedural economic, 
since the inadmissibility of the appeal.  

Secondly, the Council of Administrative jus-
tice for the Sicilian Region observes that the ap-
peal has not been sent to the appropriate PEC 
address. 

In this regard, the Board does not consider 
the principles expressed by the aforementioned 
Plenary: actually, the case law examined by the 
Council of State is about the appeal without a 
digital signature, but correctly filed electronical-
ly, pursuant to the established rules for the 
Telematic Administrative Procedure (TAP). 
Moreover, the Board confirms that the judge, 
due to specific and motivated technical reasons, 
may authorize any paper copy.  

It follows that since the administrative pro-
cess is an electronic process, all the documents 
are not only formed, but also deposited, in an 
almost “exclusively” digital manner, subject to 
the precise exceptions referred in article 9, para-
graphs 8 and 9, of the Decree of 28 July 2021, 
on the technical-operational rules of the electron-
ic administrative process. 

The digital filing must necessarily be sent at 
the certified email address specifically author-
ized to receive appeals. Otherwise, the appeal 
cannot be considered pending at the judicial of-
fice as long as it is not assigned a general regis-
ter number. 

For this reason, the Board dismisses the ac-
tion as inadmissible.  

RESPONSIBILITY OF THE ADMINISTRATION FOR 
MALFUNCTIONING OF IT PLATFORMS 

Council of State, sec. VI, No. 829 of 7 Fe-
bruary 2022 

The Council of State argues that due to the 
principle of loyal cooperation between the ad-
ministration and citizens established by Article 
1, para. 2-bis, of Law No. 241/1990, the submis-
sion of an application on a telematic platform 
does not replace one that has already been sub-
mitted but assumes a supplementary nature. The 
ambiguity of the underlying instructions of the 
computer system platform cannot burden the 
participant in a selective procedure; therefore, 
the responsibility for the malfunctioning of the 
machine belongs to the public administration. 

The Council of State annulled the first in-

stance decision of the Basilicata Regional Ad-
ministrative Court, which ruled that the amend-
ment of the titles for participation in a competi-
tion notice implied the invalidation of the previ-
ous application and not its mere supplementa-
tion. In particular, the first instance court based 
its decision on the principle of the private indi-
vidual's self-responsibility; by virtue of the lat-
ter, the competitor must bear the consequences 
of the errors and omissions committed, which in 
the present case relate to the indication of the 
qualifications in the application. The Council of 
State reversed the first instance decision and 
held that the ambiguity of the instructions for 
application submission led the candidate into er-
ror. In such circumstances, it is the public ad-
ministration that is responsible for the error, and 
this by virtue of Article 1(2-bis) of Law No 241 
of 1990. The violation of the cited rule implies - 
in application of the principle of self-
responsibility - that the consequences resulting 
from the presence of ambiguous clauses in the 
rules governing the selection cannot be attributed 
to the competitor who, in an unconscionable 
manner, relied on them. 

Garante per la protezione dei dati perso-
nali (Italian Data Protection Authority), deci-
sion No. 224 of 9 June 2022 

The Authority stated, for the first time, that 
the operator of a website that uses Google Ana-
lytics services for statistical purposes, without 
ensuring compliance with the guarantees of pri-
vacy protection of the website visitors, violates 
the requirements set out in the EU GDPR. In-
deed, the decision to use Google Analytics servi-
ces automatically determines the transfer of the 
data collected by the operator to the USA, which 
is a country without adequate levels of data pro-
tection. 

The case concerned the use of Google Ana-
lytics (GA) services by a private company, 
aimed at obtaining statistical information on the 
activity of visitors to its website.  

In particular, using GA, company collected 
several significant data, such as those relating to 
the browser, the operating system and the users’ 
device, their IP address (which have long been 
considered as a personal data) and the date and 
time of the visit to the website. Information that 
can easily be associated with email address, 
phone number and any personal data inserted in 
the Google account, if a user access to the web-
site through it. 

Following a complex investigation, the Au-
thority stated that the use of GA by the operator 
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of the website entails the transfer of personal da-
ta of visitors to Google LLC, which is based in 
the United States, a third country that does not 
guarantee a level of privacy protection adequate 
to the standards of the GDPR (on this point, see 
Court of Justice, 16 July 2020, C-311/18, Data 
Protection Commissioner vs Facebook Ireland 
Ltd and Schrems). 

This conclusion is based on the factual cir-
cumstance that, without appropriate measures to 
transfer personal data, US governmental authori-
ties and intelligence agencies could access and 
use the European users data for various purpos-
es, thus infringing the guidance provided by the 
European Data Protection Committee through its 
Recommendations No. 1/2020 of 18 June 2021. 

In the light of the negligence nature of the 
offence and the actions taken to mitigate the 
harm suffered by the persons concerned, the Au-
thority warned the company and ordered it to 
take within 90 days, under penalty of sanctions, 
the additional safeguards necessary to make the 
processing of personal data of website visitors 
compliant with the specific guarantees required 
by European data protection law. 
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THE SIGNATURE OF “STAND-ALONE 
DOCUMENTS” VS. “CLOSED DOCUMENTS” AND 
THE THEORY OF THE DEGRADATION OF 
ESSENTIAL FORMALITIES INTO NON-ESSENTIAL 
FORMALITIES IN ADMINISTRATIVE PROCEDURE 

Judgment of the Administrative Supreme 
Court of 30 June 2022 

Court considered that, even when uploading 
based on closed files, the submission of bid is 
only effective with its electronic signature, this 
being the moment when it is considered complete 
and submitted to tender, the bidder being finally 
bound by the commitment made therein. There-

fore, it is not because the documents were not 
signed before they were uploaded to the platform 
that the Plaintiff ceased to consider itself bound 
by what was contained therein, which demon-
strates the irrelevance of the failure to sign each 
document separately in relation to the firmness 
of the commitment it assumed. Post that elec-
tronic signature functions, not in question, have 
been fulfilled (identifying, finalising or confirm-
ing and inalterability) the irregularity resulting 
from the lack of electronic signature of each 
separate document is considered to have been 
“absorbed” by the signature of the whole docu-
ment containing the commitment to participate 
in the tender procedure. 

Therefore, contrary to what was held in 
judgment under appeal, nothing can be inferred 
from the grounds used with regard to the non-
application of the so-called 'theory of non-
essential formalities' to the situation of the ab-
sence of a separate signature for each separate 
document, on the ground that the non-
compliance with the formality that is abstractly 
invalidating - that is, generating the exclusion of 
the tender - ceases to be invalid if, in the specific 
case, the interests or values that the omitted for-
mality was intended to protect have been 
achieved.  

In fact, it is clear that the non-fulfilment of 
the formality provided for in paragraph 4 of Ar-
ticle 68 of Law 96/2015, namely that when the 
interested party uploads a proposal file onto the 
electronic platform, the file must be encrypted 
and signed, using a qualified electronic signa-
ture, always results in the exclusion of the pro-
posal. Theory quoted assumes formality that was 
omitted in this case and the interests that it in-
tends to safeguard and ensure, as well as the cir-
cumstances concretely verified. 

In this way, it does not appear that irregular-
ity found compromised the procedure or the in-
tended objectives, since the required formality 
was eventually remedied by affixing the elec-
tronic signature to the entire document submitted 
on the electronic platform, with the addition of 
the commitment by tenderer to be bound to the 
public tender, applying “theory of the degrada-
tion of essential formalities into non-essential 
formalities”, set out in Article 163(5)(b) of the 
Code of Administrative Procedure. 

JUDICIAL ACCESS TO DOCUMENTS DEPOSITED 
ON ELECTRONIC PLATFORMS FOR THE 
EVALUATION OF JUSTICE 

Judgment of the Administrative Court of 
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Appeal (South) of 4 November 2021 
The court considered that the judge must 

perform the measures of proof that he considers 
necessary to ascertain the truth (Article 90(1) 
and (3) of the Code of Procedure of the Admini-
strative Courts). However, he should refuse the 
diligent proceedings that are impertinent or dila-
tory, as results from his duty of procedural ma-
nagement - Article 90, paragraph 3 of the Code 
of Procedure of the Administrative Courts and 
Article 6, paragraph 1 of the Code of Civil Pro-
cedure. 

The fact is that, given that the documents in-
cluded in the case-file, which were not contest-
ed, provided proof of the essential facts for the 
decision to be taken on the merits, the Court did 
not have to proceed to request other documents, 
to be extracted directly from the electronic plat-
form where the competition procedure took 
place, in order to prove those facts. As these 
were not contested and the Court having issued 
an order in which it decided that the evidence in 
the case-file was sufficient to consider the merits 
of the case, and therefore dismissed the produc-
tion of the other requested means of evidence, 
namely the request for documents (to be extract-
ed from the electronic platform) containing the 
Appellant's access records, one cannot conclude 
that there was an infringement of the principle of 
inquisitorial proceedings and the provisions of 
article 90 of the Code of Procedure of Adminis-
trative Courts. 

Therefore, the judicial order that dispensed 
with the performance of diligent proceedings re-
quested did not incur in a procedural nullity 
foreseen in Article 195, No. 1 of the Code of 
Civil Procedure, since it does not violate the 
principle of inquisitorial investigation and the 
provisions of Article 90 of the Code of Proce-
dure of the Administrative Courts. The judge's 
action is legitimate in the event of refusal of ac-
cess to documents deposited on electronic plat-
forms, which the judge could access if they were 
necessary to ascertain the material truth (Article 
6(1) of the Code of Civil Procedure). 

ACCESS TO COMMUNICATIONS METADATA BY 
LAW ENFORCEMENT AGENCIES: CHRONICLE OF 
AN UNCONSTITUTIONALITY FORETOLD 

Rulling No. 268/2022 of the Constitutional 
Court, of 19 April 2022, Case No. 828/2019 

The Portuguese Constitutional Court, in a 
request for an abstract review of constitutionali-
ty by the Ombudsman, declared unconstitutional 

several provisions of Law 32/2008, of 17 July, 
on the retention and transmission of data to the 
authorities for the purposes of criminal investi-
gation, detection and repression of serious 
crimes. 

Some of the provisions at issue are articles 4 
and 6 of the aforementioned law. These impose 
on the providers of publicly available electronic 
communications services or of a public commu-
nications network the duty to retain for a period 
of one year (from the date of conclusion of the 
communication), in a general and indiscriminate 
manner (all subjects - including those for whom 
there is no suspicion of criminal activity – and 
all equipment is covered, at all times, every-
where), a wide range of data, namely: base data 
(independently of any communication, allowing 
the identification of the user of certain equip-
ment - name, address, telephone number) and 
traffic data (location of the user, location of the 
recipient, duration of use, date and time, fre-
quency). The Constitutional Court considered 
that such a rule disproportionately restricts the 
rights to privacy and informational self-
determination, provided for in article 26(1) of 
the Constitution of the Portuguese Republic. 

The article 9 of aforementioned law, on the 
transmission of such data to police authorities 
for aforementioned purposes, was also declared 
unconstitutional: by not providing for a duty of 
notification which would allow the subjects to 
know that their data had been transmitted to the 
public authorities (when it no longer jeopardizes 
the success of the investigation), made it impos-
sible, in practice, to react and defend themselves 
judicially against abusive or illicit access to the 
metadata stored and transmitted. The fact that 
the law does not provide for the storage of data 
in Portugal or in another Member State of the 
European Union also makes such judicial protec-
tion difficult. This disproportionately restricts 
the right to informational self-determination (ar-
ticle 35, nº. 1) and the right to effective judicial 
protection (article 20, No. 1, both of the Consti-
tution). 

The Constitutional Court further considered, 
in its Ruling 382/2022 (Case Nº. 828/2019), that 
“the effects of the declaration of unconstitution-
ality are determined by the Constitution and not 
by the Constitutional Court and refer to the date 
on which the unconstitutional rules came into 
force”, a position that that negatively affects the 
validity of existing evidence in criminal proceed-
ings in which metadata has been used. 

THE POWER OF ATTORNEY IN THE PORTUGUESE 
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of Procedure of the Administrative Courts and 
Article 6, paragraph 1 of the Code of Civil Pro-
cedure. 

The fact is that, given that the documents in-
cluded in the case-file, which were not contest-
ed, provided proof of the essential facts for the 
decision to be taken on the merits, the Court did 
not have to proceed to request other documents, 
to be extracted directly from the electronic plat-
form where the competition procedure took 
place, in order to prove those facts. As these 
were not contested and the Court having issued 
an order in which it decided that the evidence in 
the case-file was sufficient to consider the merits 
of the case, and therefore dismissed the produc-
tion of the other requested means of evidence, 
namely the request for documents (to be extract-
ed from the electronic platform) containing the 
Appellant's access records, one cannot conclude 
that there was an infringement of the principle of 
inquisitorial proceedings and the provisions of 
article 90 of the Code of Procedure of Adminis-
trative Courts. 

Therefore, the judicial order that dispensed 
with the performance of diligent proceedings re-
quested did not incur in a procedural nullity 
foreseen in Article 195, No. 1 of the Code of 
Civil Procedure, since it does not violate the 
principle of inquisitorial investigation and the 
provisions of Article 90 of the Code of Proce-
dure of the Administrative Courts. The judge's 
action is legitimate in the event of refusal of ac-
cess to documents deposited on electronic plat-
forms, which the judge could access if they were 
necessary to ascertain the material truth (Article 
6(1) of the Code of Civil Procedure). 

ACCESS TO COMMUNICATIONS METADATA BY 
LAW ENFORCEMENT AGENCIES: CHRONICLE OF 
AN UNCONSTITUTIONALITY FORETOLD 

Rulling No. 268/2022 of the Constitutional 
Court, of 19 April 2022, Case No. 828/2019 

The Portuguese Constitutional Court, in a 
request for an abstract review of constitutionali-
ty by the Ombudsman, declared unconstitutional 

several provisions of Law 32/2008, of 17 July, 
on the retention and transmission of data to the 
authorities for the purposes of criminal investi-
gation, detection and repression of serious 
crimes. 

Some of the provisions at issue are articles 4 
and 6 of the aforementioned law. These impose 
on the providers of publicly available electronic 
communications services or of a public commu-
nications network the duty to retain for a period 
of one year (from the date of conclusion of the 
communication), in a general and indiscriminate 
manner (all subjects - including those for whom 
there is no suspicion of criminal activity – and 
all equipment is covered, at all times, every-
where), a wide range of data, namely: base data 
(independently of any communication, allowing 
the identification of the user of certain equip-
ment - name, address, telephone number) and 
traffic data (location of the user, location of the 
recipient, duration of use, date and time, fre-
quency). The Constitutional Court considered 
that such a rule disproportionately restricts the 
rights to privacy and informational self-
determination, provided for in article 26(1) of 
the Constitution of the Portuguese Republic. 

The article 9 of aforementioned law, on the 
transmission of such data to police authorities 
for aforementioned purposes, was also declared 
unconstitutional: by not providing for a duty of 
notification which would allow the subjects to 
know that their data had been transmitted to the 
public authorities (when it no longer jeopardizes 
the success of the investigation), made it impos-
sible, in practice, to react and defend themselves 
judicially against abusive or illicit access to the 
metadata stored and transmitted. The fact that 
the law does not provide for the storage of data 
in Portugal or in another Member State of the 
European Union also makes such judicial protec-
tion difficult. This disproportionately restricts 
the right to informational self-determination (ar-
ticle 35, nº. 1) and the right to effective judicial 
protection (article 20, No. 1, both of the Consti-
tution). 

The Constitutional Court further considered, 
in its Ruling 382/2022 (Case Nº. 828/2019), that 
“the effects of the declaration of unconstitution-
ality are determined by the Constitution and not 
by the Constitutional Court and refer to the date 
on which the unconstitutional rules came into 
force”, a position that that negatively affects the 
validity of existing evidence in criminal proceed-
ings in which metadata has been used. 

THE POWER OF ATTORNEY IN THE PORTUGUESE 
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PUBLIC CONTRACT LAW 

Rulling of the Southern Central Adminis-
trative Court of 13 May 2022, Case No. 
01637/21.0BEPRT 

In this decision, the venerable Judges of the 
Southern Central Administrative Court - one of 
the two intermediate courts of administrative 
and tax jurisdiction in Portugal - ruled, in a ju-
dicial review claim, on the themes of the submis-
sion of proposals through a proxy in public pro-
curement procedures and the requirements of the 
power of attorney. 

According to articles 56(1), 57(4) and 62(1) 
of the Public Contracts Code (PCC), the pro-
posal (declaration of willingness to contract un-
der the terms and conditions set out in the tender 
specifications) and respective documents must 
be signed by the bidder or by a representative 
with powers to bind him/her (e.g., a proxy) and 
submitted directly to an electronic platform used 
by awarding entity. If the bid is submitted by a 
proxy, the power of attorney must be offered 
with the bid and its respective documents, name-
ly to prove that the subscriber has the powers to 
bind and commit the bidder to it. Such documen-
tation must be signed with the use of a qualified 
electronic signature (and not through a mere au-
tograph signature - article 54(1), of Law No. 
96/2015, of 17 August), and, in case of represen-
tation by an attorney-in-fact, the use of a digital 
certificate belonging to him – to the attorney - is 
allowed. Any failure in the compliance with the 
aforementioned rules determines the exclusion 
of the proposal (articles 146(2)(e) and 148(1) 
and (4) of the PCC). 

Court considered that a proposal submitted 
by a proxy should be excluded, based on a power 
of attorney through which the bidder granted 
him “the necessary powers, individually, in the 
name and on behalf of the Principal, to sign and 
submit documents on the Electronic Platforms”, 
upholding that the rules of interpretation (articles 
236 and 238 of the Civil Code) do not allow the 
conclusion that the bidder has granted the attor-
ney-in-fact powers to bind him/her, but only to 
represent him/her in the signing and submission 
of documents on electronic platforms (acts re-
ferred to in articles 68 to 70 of Law No. 96/2015, 
of 17 August). Also according to the Court, a 
power of attorney that only grants powers to sign 
documents is valid (sufficient) to physical doc-
uments, but not to electronic documents (which 
are signed by the affixation of an “electronic 
signature”, “advanced electronic signature” or, 
as required by the PCC, a “qualified electronic 

signature”). 
 

SPAIN 
edited by 
Javier MIRANZO DÍAZ, Professor Lector in 

Administrative Law at The University 
of Castilla-La Mancha. 

Alfonso SÁNCHEZ GARCÍA, Professor Lec-
tor in Administrative Law at The Uni-
versity of Murcia. 

ELECTRONIC SIGNATURE 

Supreme Court, Third Chamber, Conten-
tious-Administrative. Case 78/2022, 27 
January 2022, proc. 1414/2020 

The possession of an electronic certificate of 
a legal person issued by a trusted certification 
authority, certifies that the natural person in 
whose favour it is issued holds its representa-
tion, without it could being questioned by any 
Administration. 

In the present case, the individual appeals 
against an administrative act of the Department 
of Infrastructures and Mobility of the Autono-
mous Community of Galicia, whereby he is con-
sidered to have withdrawn from an administra-
tive appeal procedure relating to the termination 
of contracts for regular public transport for spe-
cial use.  

The raison d’être of the decision is found in 
the fact that administration considers that indi-
vidual had not adequately complied with re-
quirement that had been made. 

Specifically, Administration had requested a 
notarised power of attorney in favour of person 
acting on behalf of the individual within admin-
istrative procedure, which must be provided by 
means of an electronic office if notary electroni-
cally signed it or, in other case, through the pa-
per register.  

In response to the request, the individual 
provided a simple copy of the notary deed rela-
tive to a sale of shares and formalisation of cor-
porate agreements. In these actions, contained in 
notarial deed, person who was acting in the ad-
ministrative appeal was appointed as Managing 
Director and Chairman of the Board having “all 
the functions and powers corresponding to the 
Board of Directors (…) except those that cannot 
be delegated by law”.  

This simple copy would have been submit-
ted electronically despite the lack of notary elec-
tronic sign. 

In view of this circumstance, the Regional 
Court, in the previous instance, had considered 
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that the notary deed provided by the individual 
would be indicative of the organic representation 
of the company within the scope of the corporate 
purpose, but not of the (voluntary) representation 
in the administrative procedure.  

On the other hand, it was concluded that the 
individual, being a legal person, had not com-
plied correctly with his obligation to interact 
electronically with the Administration, even 
though there were provided two systems for 
submitting the notary deed requested. The first 
one by the use of electronic office if the deed 
was electronically signed by notary. And the 
second, presenting notary deed, not electronical-
ly signed by the notary, in a public office in or-
der to be compared and digitalised by public 
worker for its submission. 

The Supreme Court, however, does not ac-
cept this point of view, ruling that: 

- The representation contained in the notary 
deed submitted by the person administered is 
sufficient for the lodging of an administrative 
appeal in the light of the Capital Companies Act, 
as there is no standardised list of these means in 
the Administrative Procedure Act. 

- The Administration cannot tax means of 
rectification, but the person concerned may re-
spond to the requirement by using “any of the 
legally recognised means that are effective to 
correct it, whether or not they have been men-
tioned in the requirement act to him by the Ad-
ministration”. 

- The mere availability and use of an elec-
tronic certificate, issued by a competent authori-
ty, which allows a legal person to act as attorney, 
means that the documents and documents signed 
electronically using said certificate will be un-
derstood to be submitted by said legal person, in 
accordance with article 7.4 of Law 59/2003. Not 
surprisingly, before issuing the certificate, the 
certifying authority must verify that the applicant 
reliably accredits that he or she is represented in 
accordance with the provisions of art. 13.2 of 
Law 59/2003. Therefore, the Supreme Court 
concludes that the “natural person who has a dig-
ital certificate to electronically sign documents 
on behalf of a legal person has reliably demon-
strated before the corresponding certifying au-
thority that he or she holds such representation 
and, therefore, cannot be questioned by another 
Administration or administrative body on occa-
sion of each specific action”. 

ELECTRONIC OFFICE 

Supreme Court. Third Chamber, Conten-

tious-Administrative. Case 638/2022, 30 May 
2022, proc.165/2021, Fifth Legal Basis 

The determination of the minimum content 
and services that all Spanish administrations 
must include in their electronic offices falls wi-
thin the State's competence for the basic regula-
tion of administrative procedure. 

On 2 April 2021, Royal Decree 203/2021, of 
30 March, came into force, approving the Regu-
lation of action and operation of the public sector 
by electronic means. Regulatory development of 
Acts number 39 and 40/2015. 

The Government of Autonomous Communi-
ty of Catalonia lodged a direct appeal of illegali-
ty against several precepts of this regulation. 
One of them was Article 11, paragraphs 1 and 2, 
which establishes the minimum content and ser-
vices that the electronic offices of any Admin-
istration must have. 

This provision is considered by the appellant 
to infringe the possibility of self-organisation of 
the different Administrations by predetermining 
the content of their electronic offices. At the 
same time, it would be a regulatory provision 
without legal backing in view of Article 38.3 of 
Law 40/2015, which states that each Administra-
tion shall determine the conditions and instru-
ments for the creation of electronic offices. 

However, the Supreme Court accepts the 
thesis of the procedural representation of the 
State, confirming the legality of this article, de-
termining that: 

- Sections 2, 4 and 5 of Article 38 of Law 
40/2015 establish a series of general principles 
and requirements for the operation of electronic 
offices, which institute the basis on which Arti-
cle 11 of Royal Decree 203/2021 establishes its 
development. 

- These provisions do not carry out an ex-
haustive regulation, but rather a minimum regu-
lation, allowing the addition of other contents by 
the rest of the Administrations. 

- The minimum content required by the 
State would fall within the scope of the basic 
regulation attributed by Constitution to State 
with respect to administrative procedure in Arti-
cle 149.1.18 for the purposes of guaranteeing 
common treatment of citizens by all Administra-
tions. 

ADMINISTRATIVE DOCUMENTS MANAGEMENT 

Supreme Court. Third Chamber, Conten-
tious-Administrative. Case 638/2022, 30 May 
2022, proc.165/2021, Fourteenth and Fif-
teenth Legal Basis 



 

204  2022 Erdal, Volume 3, Issue 1 
 

that the notary deed provided by the individual 
would be indicative of the organic representation 
of the company within the scope of the corporate 
purpose, but not of the (voluntary) representation 
in the administrative procedure.  

On the other hand, it was concluded that the 
individual, being a legal person, had not com-
plied correctly with his obligation to interact 
electronically with the Administration, even 
though there were provided two systems for 
submitting the notary deed requested. The first 
one by the use of electronic office if the deed 
was electronically signed by notary. And the 
second, presenting notary deed, not electronical-
ly signed by the notary, in a public office in or-
der to be compared and digitalised by public 
worker for its submission. 

The Supreme Court, however, does not ac-
cept this point of view, ruling that: 

- The representation contained in the notary 
deed submitted by the person administered is 
sufficient for the lodging of an administrative 
appeal in the light of the Capital Companies Act, 
as there is no standardised list of these means in 
the Administrative Procedure Act. 

- The Administration cannot tax means of 
rectification, but the person concerned may re-
spond to the requirement by using “any of the 
legally recognised means that are effective to 
correct it, whether or not they have been men-
tioned in the requirement act to him by the Ad-
ministration”. 

- The mere availability and use of an elec-
tronic certificate, issued by a competent authori-
ty, which allows a legal person to act as attorney, 
means that the documents and documents signed 
electronically using said certificate will be un-
derstood to be submitted by said legal person, in 
accordance with article 7.4 of Law 59/2003. Not 
surprisingly, before issuing the certificate, the 
certifying authority must verify that the applicant 
reliably accredits that he or she is represented in 
accordance with the provisions of art. 13.2 of 
Law 59/2003. Therefore, the Supreme Court 
concludes that the “natural person who has a dig-
ital certificate to electronically sign documents 
on behalf of a legal person has reliably demon-
strated before the corresponding certifying au-
thority that he or she holds such representation 
and, therefore, cannot be questioned by another 
Administration or administrative body on occa-
sion of each specific action”. 

ELECTRONIC OFFICE 

Supreme Court. Third Chamber, Conten-

tious-Administrative. Case 638/2022, 30 May 
2022, proc.165/2021, Fifth Legal Basis 

The determination of the minimum content 
and services that all Spanish administrations 
must include in their electronic offices falls wi-
thin the State's competence for the basic regula-
tion of administrative procedure. 

On 2 April 2021, Royal Decree 203/2021, of 
30 March, came into force, approving the Regu-
lation of action and operation of the public sector 
by electronic means. Regulatory development of 
Acts number 39 and 40/2015. 

The Government of Autonomous Communi-
ty of Catalonia lodged a direct appeal of illegali-
ty against several precepts of this regulation. 
One of them was Article 11, paragraphs 1 and 2, 
which establishes the minimum content and ser-
vices that the electronic offices of any Admin-
istration must have. 

This provision is considered by the appellant 
to infringe the possibility of self-organisation of 
the different Administrations by predetermining 
the content of their electronic offices. At the 
same time, it would be a regulatory provision 
without legal backing in view of Article 38.3 of 
Law 40/2015, which states that each Administra-
tion shall determine the conditions and instru-
ments for the creation of electronic offices. 

However, the Supreme Court accepts the 
thesis of the procedural representation of the 
State, confirming the legality of this article, de-
termining that: 

- Sections 2, 4 and 5 of Article 38 of Law 
40/2015 establish a series of general principles 
and requirements for the operation of electronic 
offices, which institute the basis on which Arti-
cle 11 of Royal Decree 203/2021 establishes its 
development. 

- These provisions do not carry out an ex-
haustive regulation, but rather a minimum regu-
lation, allowing the addition of other contents by 
the rest of the Administrations. 

- The minimum content required by the 
State would fall within the scope of the basic 
regulation attributed by Constitution to State 
with respect to administrative procedure in Arti-
cle 149.1.18 for the purposes of guaranteeing 
common treatment of citizens by all Administra-
tions. 

ADMINISTRATIVE DOCUMENTS MANAGEMENT 

Supreme Court. Third Chamber, Conten-
tious-Administrative. Case 638/2022, 30 May 
2022, proc.165/2021, Fourteenth and Fif-
teenth Legal Basis 

 

 
2022 Erdal, Volume 3, Issue 1 205 
 

Illegality of the provision of Royal Decree 
203/2021 regulating the conservation of all do-
cuments submitted by citizens prior to its appro-
val and legality of its regulation regarding the 
conservation of documents submitted by citizens 
in an administrative procedure in process when 
they cannot be returned to them at the time. 

On 2 April 2021, Royal Decree 203/2021, of 
30 March, came into force, approving the Regu-
lation of action and operation of the public sector 
by electronic means. Regulatory development of 
Acts number 39 and 40/2015. 

Government of Autonomous Community of 
Catalonia lodged a direct appeal of illegality 
against several precepts of this regulation. One 
of them was the first transitional provision, 
which states that two years after entry into force 
of Royal Decree, documents on a non-electronic 
medium in the possession of the registry assis-
tance offices of which an authentic electronic 
copy has been made and incorporated into the 
corresponding electronic file may be eliminated. 

However, in order to do so, the mentioned 
provision established that it would be necessary 
for all administrations to notify the correspond-
ing classification authority beforehand, together 
with a risk analysis, the specification of the 
guarantees of conservation of the electronic cop-
ies and compliance with the conditions required 
by the National Security Scheme, the transpar-
ency regulations and other applicable regula-
tions. 

In view of this, State’s legal representation 
determines that the contested provision seeks to 
guarantee the same treatment for all citizens, 
while the documents subject to destruction on 
which the rule is based do not refer to internal 
organization of Administrations, but to the rela-
tions between the latter and the citizens, as they 
affect their legal sphere. 

However, Supreme Court considers that this 
provision is contrary to the legal system after de-
termining that it refers to all documents that 
were submitted prior to the entry into force of 
the Royal Decree, irrespective of the time, the 
type of procedure in which they are included or 
their processing status. This approach leads court 
to conclude that it is not intended to guarantee 
same treatment for all citizens, but is purely or-
ganisational in its approach from the point of 
view of document management and purging.  

Consequently, the first transitional provision 
would be contrary to Article 150 of the Statute 
of Autonomy of Catalonia, which guarantees the 
power of self-organisation of Autonomous 
Community. 

In addition with this first additional provi-
sion, there is also an appeal against to Article 53 
of Royal Decree 203/2021, which provides that 
documents submitted by interested individuals 
on paper or portable electronic document storage 
devices, when is not possible return them at the 
time of submission. After being digitized and/or 
incorporated into the electronic file, must be kept 
and made available to them for six months or 
such longer period as may be established by each 
Administration regulation.  

Once this period of time has elapsed, they 
may be eliminated, unless otherwise stipulated 
by sectorial regulations. 

However, in this case, in contrast to the first 
additional provision, the greater specificity of 
the eventuality referred to in Article 53 leads the 
Supreme Court to consider that, now, it is the 
regulation of a facet of citizens' relations with 
the Administration that seeks to safeguard com-
mon treatment for all citizens in accordance with 
Article 149.1.18 of the Constitution. In this case, 
the possibility for citizens to retrieve, for a cer-
tain period, documents that they have had to 
leave in the possession of an administration. 

ACCESS TO SOURCE CODE  

Juzgado Central de lo Contencioso-
administrativo No. 8 (Central Administrarti-
ve Court number 8), case 143/2021, 30 De-
cember 2021, appeal number 18/2019  

Denial of access the BOSCO’s Source Code.  
In the case of the BOSCO system, in Spain, 

it is a system that was implemented by the Span-
ish public administration to increase efficiency 
in identifying citizens eligible to receive state aid 
on electricity bills payment. The Civio Founda-
tion (NGO), for its part, developed an alternative 
application to help citizens identify whether or 
not they were eligible for the aid, and during its 
use, it identified potential errors within the 
BOSCO application. After a first administrative 
appeal before the Council of Transparency and 
Good Governance, Civio appealed to the Central 
Administrative Court to get access algorithm 
source code and to determine if there was indeed 
an error or not. According to Civio, the impossi-
bility of accessing the source code of algorithmic 
decision-making affects the ability to check 
whether a given final result has been obtained 
through biased reasoning that does not comply 
with the law, and therefore its knowledge is es-
sential. Source code opacity, Civio helds, affects 
not only the rights of parties involved in an ad-
ministrative or judicial procedure, but also con-
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stitutional counterweights that serve as recipro-
cal controls between the powers of the State. 

In its judgment 143/2021 of 30 December 
2021, the Central Administrative Court refused 
access to the source code. The court understands, 
in the first place, that the actions of the BOSCO 
system are inserted in an investigation phase of 
the administrative procedure –a phase previous 
to the proper decision–, whose purpose is to ver-
ify compliance with requirements previously es-
tablished by the aforementioned regulations. The 
court makes a clear distinction between [formal-
ly] automated systems and systems used in the 
pre-trial phase for “fact-checking”. This implies, 
among other issues, that the court understands 
that the system is protected by the Intellectual 
Property Act, by not applying the exception of 
article 13 of Royal Legislative Decree 1/1996, of 
April 12, on intellectual property, which under-
stands that the legal or regulatory provisions are 
not protected by intellectual property, and nei-
ther are the decisions of the courts and the acts, 
agreements, deliberations and opinions of public 
bodies. This provision is and interpreted in a lit-
eral and restrictive manner by the court, con-
versely as to the Civio Foundation, who for its 
part, understands that with BOSCO there is no 
such human intervention, since the granting of 
the social bonus in no case is verified by the 
Administration, but only, when necessary, by the 
electricity provider (the undertaking). According 
to Civio, Administration creates platform and the 
program, but subsequently does not carry out 
any other type of verification, so that, it is ar-
gued as being a functionally automated act.  

However, Court understands that, not being 
an automated act, “Functional Analysis” provid-
ed originally by Ministry, which includes the 
technical specifications of the application, suffi-
ciently allows to verify “how the computer sys-
tem works and whether a given operation is cor-
rect, thus lacking allegation of the appellant re-
garding the existence of calculation errors in the 
application of solid basis”. In addition, the court 
understands that, in this case, it applies the limit 
to transparency contained in article 14.1.k of the 
Transparency and Good Government Act, since 
it accepts as valid the report of the Ministry dat-
ed 4-12-2019 -supported by another report of the 
National Cryptological Center-, which argued 
that the delivery of the source code would make 
the application sensitive to attacks due to vulner-
abilities that were to be discovered at the time 
the software product, and that could be used to 
access the databases connected to the applica-
tion, which collect specially protected data, such 

as the disability or the status of victim of gender 
violence of the applicant.  

ELECTRONIC NOTIFICATIONS 

Tribunal Superior de Justicia de Madrid 
(Madrid Regional Court), case 212/2022, 5 
May 2022, appeal number 535/2020 

The citizen is responsible for the technical 
configuration of its devices for the use of the no-
tifications website once it has been enabled. 

Legal entities are required by Spanish law to 
communicate electronically with the Administra-
tion. The claimant in this case was PANIKER 
CONSULTORES, S.L, a legal entity to which 
the mandatory inclusion in the electronic notifi-
cation mechanism was communicated. There-
fore, from the date of receipt of this notification, 
the undertaking will be obliged to receive in the 
electronic enabled website all communications 
and notifications sent by Tax Agency.  

Additionally, the Spanish law provides for 
the possibility of including a personal e-mail or 
phone number where a complementary notifica-
tion, with mere informative purposes and no le-
gal status, takes place. In this case, the claimant 
argues that due to an error that occurred within 
electronic site configuration, email was not rec-
orded, and therefore he did not receive notice 
that he had a communication or notification in 
mailbox associated with your official electronic 
notification’s site. Additionally, when the claim-
ant tried to access notification site, it generated 
compatibility problems with browser and docu-
ments could not be read. This led to an extempo-
rary administrative appeal that was rejected in 
the administrative proceeding. 

In this judgement, Regional Court confirms 
the initial administrative decision for que follow-
ing reasons: (1) the inclusion of the entity within 
electronic notification system implies a duty on 
the part of aforementioned entity to access elec-
tronic mailbox enabled for this purpose to check 
if any communication has been sent to it; (2) the 
applicant cannot allocate the responsibility for 
not having accessed its official electronic mail-
box to the fact of not having received the notice 
in its personal e-mail, since such notice is not 
configured legally as necessary for the notifica-
tion to be considered validly practiced (3) it is 
not justified in any way that the problems of ac-
cess were attributable to the Administration, but 
they were instead due to configuration shortcom-
ing of the browser (Google Chrome) of the ap-
pellant entity, being his responsibility to adapt 
the technical specifications to what is required 
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stitutional counterweights that serve as recipro-
cal controls between the powers of the State. 

In its judgment 143/2021 of 30 December 
2021, the Central Administrative Court refused 
access to the source code. The court understands, 
in the first place, that the actions of the BOSCO 
system are inserted in an investigation phase of 
the administrative procedure –a phase previous 
to the proper decision–, whose purpose is to ver-
ify compliance with requirements previously es-
tablished by the aforementioned regulations. The 
court makes a clear distinction between [formal-
ly] automated systems and systems used in the 
pre-trial phase for “fact-checking”. This implies, 
among other issues, that the court understands 
that the system is protected by the Intellectual 
Property Act, by not applying the exception of 
article 13 of Royal Legislative Decree 1/1996, of 
April 12, on intellectual property, which under-
stands that the legal or regulatory provisions are 
not protected by intellectual property, and nei-
ther are the decisions of the courts and the acts, 
agreements, deliberations and opinions of public 
bodies. This provision is and interpreted in a lit-
eral and restrictive manner by the court, con-
versely as to the Civio Foundation, who for its 
part, understands that with BOSCO there is no 
such human intervention, since the granting of 
the social bonus in no case is verified by the 
Administration, but only, when necessary, by the 
electricity provider (the undertaking). According 
to Civio, Administration creates platform and the 
program, but subsequently does not carry out 
any other type of verification, so that, it is ar-
gued as being a functionally automated act.  

However, Court understands that, not being 
an automated act, “Functional Analysis” provid-
ed originally by Ministry, which includes the 
technical specifications of the application, suffi-
ciently allows to verify “how the computer sys-
tem works and whether a given operation is cor-
rect, thus lacking allegation of the appellant re-
garding the existence of calculation errors in the 
application of solid basis”. In addition, the court 
understands that, in this case, it applies the limit 
to transparency contained in article 14.1.k of the 
Transparency and Good Government Act, since 
it accepts as valid the report of the Ministry dat-
ed 4-12-2019 -supported by another report of the 
National Cryptological Center-, which argued 
that the delivery of the source code would make 
the application sensitive to attacks due to vulner-
abilities that were to be discovered at the time 
the software product, and that could be used to 
access the databases connected to the applica-
tion, which collect specially protected data, such 

as the disability or the status of victim of gender 
violence of the applicant.  

ELECTRONIC NOTIFICATIONS 

Tribunal Superior de Justicia de Madrid 
(Madrid Regional Court), case 212/2022, 5 
May 2022, appeal number 535/2020 

The citizen is responsible for the technical 
configuration of its devices for the use of the no-
tifications website once it has been enabled. 

Legal entities are required by Spanish law to 
communicate electronically with the Administra-
tion. The claimant in this case was PANIKER 
CONSULTORES, S.L, a legal entity to which 
the mandatory inclusion in the electronic notifi-
cation mechanism was communicated. There-
fore, from the date of receipt of this notification, 
the undertaking will be obliged to receive in the 
electronic enabled website all communications 
and notifications sent by Tax Agency.  

Additionally, the Spanish law provides for 
the possibility of including a personal e-mail or 
phone number where a complementary notifica-
tion, with mere informative purposes and no le-
gal status, takes place. In this case, the claimant 
argues that due to an error that occurred within 
electronic site configuration, email was not rec-
orded, and therefore he did not receive notice 
that he had a communication or notification in 
mailbox associated with your official electronic 
notification’s site. Additionally, when the claim-
ant tried to access notification site, it generated 
compatibility problems with browser and docu-
ments could not be read. This led to an extempo-
rary administrative appeal that was rejected in 
the administrative proceeding. 

In this judgement, Regional Court confirms 
the initial administrative decision for que follow-
ing reasons: (1) the inclusion of the entity within 
electronic notification system implies a duty on 
the part of aforementioned entity to access elec-
tronic mailbox enabled for this purpose to check 
if any communication has been sent to it; (2) the 
applicant cannot allocate the responsibility for 
not having accessed its official electronic mail-
box to the fact of not having received the notice 
in its personal e-mail, since such notice is not 
configured legally as necessary for the notifica-
tion to be considered validly practiced (3) it is 
not justified in any way that the problems of ac-
cess were attributable to the Administration, but 
they were instead due to configuration shortcom-
ing of the browser (Google Chrome) of the ap-
pellant entity, being his responsibility to adapt 
the technical specifications to what is required 
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by the Administration.  
The court makes it clear that only technical 

issues that are legally binding and attributable to 
the administration can result in the invalidity of 
the notification. Otherwise, we would be facing 
a certain carelessness or laxity on the part of the 
interested party, since it should have proceeded 
to check if it correctly accessed the official noti-
fication address. 

TRANSPARENCY OF FACIAL RECOGNITION 
SYSTEMS  

Consejo de Transparencia y Buen Go-
bierno CTBG (Transparencia and Good Gov-
ernance Body), decision 665/2021, 18 Febru-
ary 2022, ref. 001-057088  

Spanish law recognises right to access in-
formation about facial recognition systems being 
used by State Security Forces.  

Claimant required to the Ministry of Interior 
information about each and every one of the 
places where the Civil Guard and / or any of the 
dependencies of the Ministry of Interior are test-
ing or have tested technological facial recogni-
tion systems in any region of Spain, including 
the companies or entities that have provided the 
software for this purpose and/or with which they 
are collaborating. 

The Secretary of State for Security denied, 
in accordance with articles 14.1.d) and e) of 
19/2013 Act on Transparency and Good Gov-
ernance, access to the information requested. 
Specifically, it was stated that the requested ac-
cess may produce a real, and not merely hypo-
thetical, damage to action of State Security Forc-
es and Bodies in matters of public security and, 
related to this, jeopardize other initiatives for the 
prosecution and investigation of criminal of-
fenders and, in particular, on the fight against 
terrorism and organized crime.  

Appellant argued, on the contrary, that its 
request for access does not ask for specific in-
formation such as where exact geographical 
points the cameras may be located, but just gen-
eral information; nor is required information 
about the identity of the people who are identi-
fied through these systems; nor other specific in-
formation related to the techniques being used, 
nor specific and technical information about how 
the Security Forces and Bodies carry out this 
surveillance task. The request was only meant to 
know whether they actually work with these sys-
tems and what they consist of.  

In view of this background, the CTBG re-
calls that the possible application of certain legal 

limits to the information requested can only be 
considered in accordance with law if require-
ments of proportionality and express justification 
required are met. And in this sense, it proclaims 
generic and merely assertive nature of motiva-
tion given by Administration, which does not 
satisfy, even minimally, legal and judicial condi-
tions and requirements necessary to consider ap-
plication of a limit to right of access to public 
information to be well founded.  

Furthermore, when it comes to the infor-
mation requested on contracts concluded with 
private parties or other agreements, it should be 
borne in mind that Paragraph 8 of the 19/2013 
Act on Transparency and Good Governance pro-
vides that, in general, this information must be 
the subject of active publicity, and therefore 
cannot be excluded from the right of access ex-
cept in those aspects of the tenders which have 
been expressly classified as confidential.  

Therefore, the CTBG obliges the Ministry to 
provide the required information on surveillance 
and facial recognition systems. 

DATA PROTECTION AND REUSABILITY OF PUBLIC 
INFORMATION 

Agencia Española de Protección de Datos 
AEPD (Spanish Agency for Data Protection), 
case PS/00204/2020, 6 May 2022 

Obligation to specifically address the data 
subjects when processing public data collected 
from the public Administration. 

The company EMÉRITA LEGAL under-
takes activity consisting of the elaboration of 
profiles of lawyers and solicitors through pro-
cessing of data from judgements published by 
the General Council of the Judiciary. The Com-
mittee for the Protection of General Council of 
Judiciary (CPDCGPJ), initiated appeal proce-
dure before the AEPD for considering that the 
company was violating the GDPR.  

Profiles that were elaborated included data 
such as name, surname, bar association, colle-
giate number, professional address, professional 
telephone number, professional email, number of 
cases defended, distribution of cases by areas of 
law, map of cases by court, etc. In addition, a 
ranking was made with lawyers with certain 
scores, as only data of “best” scored lawyers are 
published. AEPD notes that processing entails 
profiling, and therefore it is of application article 
13 of GDPR, relating to principle of information, 
which requires, in paragraph 2 (f) controller to 
report on the existence of automated decisions, 
including profiling, referred to in Article 22, 
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paragraphs 1 and 4, and, at least in such cases, 
meaningful information on the logic applied, as 
well as the importance and expected conse-
quences of such processing to the data subject.  

In the first place, perspective is analyzed 
whether data treatment can be justified based on 
legitimate interest, as the company argued. Ac-
cording to the AEPD, and once all the types of 
interests, the necessity and nature of the treat-
ment, the rights of those affected, the possible 
conflict of rights, and respect for essential con-
tent of data subjects have been delimited, in this 
specific case it considered that there is a substan-
tial prevalence of legitimate interest and therefor 
treatment is lawful according to article 6 GDPR. 

However, the requirements of Article 14 of 
the GDPR must also be complied with as regards 
information to be provided to data subject. At 
this point, defendant alleges that large number of 
affected people makes it disproportionate to ad-
dress each and every one of those affected. The 
defendant explains in a general way for the pub-
lic on its website the process of assigning IRJ 
and other points of the tool, but for collection 
purposes, data processing, exercise of rights and 
other mandatory aspects of article 14 of the 
RGPD, it does not do so, because on the web it 
is not addressed to professionals of the legal pro-
fession, neither mentions them nor contains the 
information elements expressed and unified in a 
clear and concrete way, in a specific section for 
those affected. Therefore, and considering the 
circumstances expressed in relation to the breach 
appreciated, from the point of view of the per-
sonal data protection regulations, the claimed en-
tity is required to, within two months, adapt on 
its website to the personal data protection regula-
tions the information offered to the lawyers and 
attorneys whose data are processed for the prep-
aration of a ranking. 


