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ABSTRACT In October 2017, a free application, mCitizen, was launched in Poland . The purpose of the application is to
safely and conveniently use digital documents and quickly handle official matters on the phone, without having to
appear in person at the office . As emphasized in the science of administrative law, the new application is primarily a
citizen’s assistant, thanks to which handling official matters is easier and more convenient. The application also
provides its users with constant access to data from state registers. Public administration is keen to ensure that in the
era of digitization and development of e-administration, the application becomes an increasingly central point of
contact between citizens and the administration and to handle as many everyday matters as possible through it.
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1. Introduction, or a few words about the
mCitizen application

In the era of digitalization of public
administration, the need for digital documents
is noticeable. From the point of view of the
administered entity, it is determined by
convenience, streamlining contact with the
administration and security issues. The ability
to confirm one’s identity (as well as confirm
entitlements or make payments for public
services) or handle an office matter remotely
is a natural consequence of the development
of e-administration. The mCitizen application
was supposed to be the answer to these needs,
i.e. software designed for mobile devices,
which provides services provided by public
and non-public entities.

In October 2018, the legislation providing
the legal basis for this public mobile app was
introduced for the first time. This refers to the
Act on informatisation of the activities of
entities performing public tasks,® which in
Article 19e regulates its provision and
development. In accordance with its
provisions, the Minister tasked with

* Article submitted to double-blind peer review.

1 Act of 17 February 2005 on the informatisation of the
activities of entities performing public tasks, Journal of
Laws, 2024, item 1557.

computerization was responsible for providing
and ensuring the development of software
intended for mobile devices, enabling in
particular the downloading, storage and
presentation of electronic documents, as well
as the transfer of these documents between
mobile devices and the verification of the
integrity and origin of an electronic document.
This supreme government administration body
was also responsible for ensuring the
operation of an IT system that would enable,
using a public mobile application,
downloading an  electronic  document
containing personal data of the user of the
public mobile application retrieved from
public registers, as well as a document
containing data enabling the identification of
an item related to the user of the public mobile
application. It is also indicated in Article 19f
that the use of a public mobile application is
free and voluntary, and the user of the mobile
application may resign from using it at any
time.

Despite many solutions important for the
development of e-administration and digital
society? the mCitizen application, due to the

Z Initially, in the mCitizen application, the mldentity
service (now operating under the name mCitizen) was
made available. This service allowed to use a document
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lack of appropriate legislative solutions, was
not perceived as a secure and convenient tool
for using digital documents or quickly dealing
with matters in an office. The legislator was
criticised for the fact that electronic
documents were not fully equalised in legal
effect with analogous documents issued and
functioning in traditional form, and thus were
often not recognised in citizen-office, citizen-
citizen or citizen-business relations. There was
also a noticeable problem of impossibility of
handling official matters in a mobile form,
which was dictated by the obligation imposed
on citizens to provide the series and number of
the document confirming their identity. In
addition, some services provided by public
entities are subject to payment. These fees
result from specific provisions regulating the
implementation of public administration
procedures. Citizens using digital services,
including paid services of public entities,
expected the possibility of resolving a given
matter comprehensively. Therefore, the need
was noticed to provide a mobile way of
settling the matter along with the possibility of
making the required payment.

2. Legislative solutions to increase access to
e-government

The answer to the identified problems in
terms of access to e-documents, e-offices and
e-payments for public tributes is the law of 26
May 2023 on the mCitizen application,® which
sets out the legal basis for the rules relating to
the entry into force, extension and use of the
mCitizen application.*

containing the user’s data downloaded from the register
of the Universal Electronic Population Register System
and the Register of Personal ldentity Cards, which
among others corresponded to the data contained in
identity cards. The application was successively
developed and expanded to include further services and
the mobile version of documents supported within these
services. In 2018, the services made available mSchool
ID card and mStudent ID card. Thanks to the legal
changes introduced, the aforementioned IDs became
smartphone-supported documents, allowing
confirmation of the entitlements enjoyed by holders of
traditional school and student cards, respectively.

3 Act of 26 May 2023 on the mCitizen application,
Journal of Laws, 2024, item 1275, hereinafter: mCitizen
Act.

4 The mCitizen Act pursues a number of objectives,
such as the creation of a legal basis for the operation of
the mCitizen application and the services made
available and provided in it and introduces the basis for
the use and recognition of electronic documents,
handled using this application, in everyday life, at least
as widely as is the case today with traditional non-
electronic documents.
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When drafting the mCitizen Act, the
legislator set itself ambitious goals. First of
all, it aimed to make digital documents
handled in the mObywatel application legally
equal to analogous documents in traditional,
non-electronic form, as well as to make the
use of the mkLegitimacy service more
widespread among pupils and students.
Another challenge was to create a solution
whereby local government units and other
entities (professional organisations,
associations, sports unions) could keep
records of, launch and manage their electronic
documents issued to citizens (residents,
members of the organisation). These measures
will contribute to levelling out disparities in
access to modern technologies, particularly for
the residents of smaller municipalities,
districts, which, for example due to costs, do
not offer their residents the possibility of
effective use of, for example, residents’ cards.
Preparing a solution at the level of the ICT
system of the minister responsible for
informatisation, related to the functioning of
the mCitizen application, which can be used
by entities that do not have adequate
resources, but provide services e.g. to
residents, will be a convenient solution for
service providers.®

Interestingly, the Act affects a number of
entities. In the first place, the Polish citizens
due to the facilitation of using electronic
documents, including among others by
students and pupils (broadening access to
mLegitimacja studencska and mLegitymacja
szkolna), teachers (use of a mobile ID for
teachers), the disabled (increasing the
possibility to confirm the status of a disabled
person through the mCitizen application), or
families with many children (Card of a Large
Family), as well as drivers with an active
driving licence and persons who have passed a
driving test and vehicle owners. Beneficiaries
of the mCitizen Act are also local government
units due to, among other things, the
automation of citizen identification processes
and streamlining the processes of issuing and
handling mobile documents (e.g. city cards)
and the Chancellery of the Prime Minister,
ministries, central offices, subordinate or
supervised units, government field
administration and national economy entities

5 Prime Minister’s Office, Draft law on mCitizen
application, Project no: UD394  www.gov.pl/
web/premier/projekt-ustawy-o-aplikacji-mobywatel, ac-
cess: 12 December 2024.
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due to the facilitation of identity confirmation
and other data (attributes) related to
customers,  suppliers,  contractors. The
development of the mCitizen application was
entrusted to the highest government
administration body in Poland, i.e. the
minister responsible for computerization.®

3. Innovative solutions introduced by the
mCitizen Act

Pursuant to Article 1 of the mCitizen Act,
the subject of regulation is, inter alia, to define
the scope of services made available in the
mCitizen application, including  the
functioning of the mCitizen document,
mCitizen profile, mCitizen application user
certificates, electronic signature verified using
the mCitizen application user certificate, the
conditions and manner of downloading by a
mCitizen  application  user,  mCitizen
application, the conditions and manner in
which a user of the mCitizen application may
retrieve, using the mCitizen application, data
concerning that user from public registers,
non-public registers or the information and
communication systems of public or non-
public entities, the manner of authenticating
and verifying the authenticity, validity,
integrity or origin of mobile documents, as
well as the conditions for developing,
providing access to and delivering services in
the mCitizen application.

Firstly, traditional documents were equated
with electronic documents. The mCitizen
application provides services that enable data
to be retrieved from public registers or public
ICT systems, as well as from non-public
registers, and, in the case of services provided
by non-public entities, to generate electronic
documents containing such data, and to
handle, present and make them available in an
agreed form to other persons and entities.’

& Office for Parliament Analyses of the Chancellery of
the Parliament, Impact assessment of the government’s
draft law on the mCitizen application (print no. 3050),
Warsaw, 2023, 3-4.

7 Article 5 of the mCitizen Act states that:

(1) A public entity shall enable a user of the mCitizen
application to download via the mCitizen application
and the mCitizen system the data specified in the
provisions issued pursuant to Article 6, which are
processed in the public register or the ICT system of
that entity, if separate provisions do not exclude the
possibility of making such data available.

(2) The public entity shall enable the minister competent
for informatisation to integrate the mCitizen system
with the ICT system of that entity, in which the data of
the mCitizen application user are processed, to the

2024 Erdal, Volume 5, Issue 2

Electronic documents fall within the general
concept of a document and can therefore
perform analogous functions to traditional
documents. Electronic documents issued in
the mObywatel application constitute a
separate semantic entity (confirming identity,
possession of a driving license, entitlement to
discounts, vaccination against COVID, etc.),
arranged in a specific internal structure and
saved on a mobile device. It should be
emphasised that these are mainly electronic
documents containing, in particular, data
extracted from public registers or from public
ICT systems, i.e. data having the value of
authenticity. This justifies that such electronic
documents should be considered equivalent to
the corresponding traditional documents, as
attesting respectively to the identity, legal
position of the mCitizen app user or his/her

rights.®
The second innovative solution is the
introduction of the mCitizen electronic

document, which, just like an identity card or
passport, serves to confirm Polish identity and
citizenship. The basic electronic document
that can be operated using the mCitizen
application is the mCitizen document,
containing data downloaded from the Personal
Identity Card Register, from the register of the
Universal Electronic Population Registration
System and data assigned in the IT system
providing the functionalities necessary for the
operation of this application and the services
provided in this application. The mCitizen
document, in accordance with Article 7,
paragraph 1 of the mCitizen Act, contains data
of the mCitizen application user downloaded
from the register of the Universal Electronic
Population Register, such as: surname and
first name (names), unique personal number,
date of birth, citizenship, father’s name,
mother’s name, as well as a photograph of the
mCitizen application user downloaded from
the Personal Identity Card Register and the
number, series, date of issue and expiry date.
The mCitizen document therefore contains
basic data identifying a natural person and a
photograph of that person. Confirmation of
the validity, integrity, authenticity and origin
of the mCitizen document, and thus also of the
data contained therein, is possible in particular
by affixing to this document an advanced

extent necessary to ensure that the data are downloaded
to the mobile device of that user.

8 Prime Minister, Explanatory Memorandum of the draft
law on the mCitizen application, Warsaw, 2023, 5.
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electronic seal of the minister responsible for
computerization or the office serving this
body and thanks to the tools made available
by this minister.® The mCitizen document, in
accordance with Article 7, paragraph 2 of the
mCitizen Act, is issued automatically, for a
period of 5 years, to a person who has become
a user of the mCitizen application.

As the law currently stands, the mCitizen
document is a reliable identity document
issued by a government administration body,
which makes it, along with an identity card or
passport, a document that allows one to
establish one’s identity and Polish citizenship
on the territory of the Republic of Poland.
This document, like other identity documents,
is adapted for use in the direct presence of the
holder of this document and the person
proving identity and/or nationality using this
document. Thus, this document may only be
used in relations where the parties are
physically present.

It is worth noting, however, that in
accordance with Article 7, Section 5 of the
mCitizen Act, the mCitizen document does
not entitle the holder to cross the state border,
and also cannot be used to establish Polish
identity or citizenship in the event of the
occurrence or a justified suspicion of
circumstances in which the use of this
document will not provide the necessary level
of certainty and security of establishing Polish
identity or citizenship or cannot be carried out
in conditions ensuring such a level.

The third solution, previously unknown to
Polish law, is to enable the user of the
mCitizen application to download data
concerning him or her from public registers
and IT systems of public entities. Article 3,
paragraph 2 and Atrticle 4, paragraph 4 of the
mCitizen Act assume that the application user
will be able to, for the purposes of services
provided in this application, download from
the source records the data contained in the
mCitizen document, data downloaded from

° Article 3a of the mCitizen Act regulates the issue of
the Minister’s advanced electronic seal on documents
submitted as part of online services made available to
other entities. According to its content, documents
submitted within the framework of online services
referred to in Article 19aa and Article 19ab of the Act of
17 February 2005 on Informatisation of the Activity of
Entities Performing Public Tasks are affixed with an
advanced electronic seal of the minister responsible for
informatisation, after authentication of the mCitizen
application user with the use of the basic certificate
referred to in Article 2, point 2.
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public registers or IT systems of public
entities, to the extent specified by the Council
of Ministers!® and data provided by public
entities or non-public entities, if those data
will be made available by those entities for the
services provided in the mCitizen application.
The procedure for downloading data to the
user’s mobile device on which the mCitizen
application will be installed is handled by the
minister responsible for computerization, who,
in accordance with Article 19 paragraph 1
points 3 and 4 of the mCitizen Act, ensures
the exchange of data between the source
public register or the source teleinformatic
system and the mCitizen system, in which the
above-mentioned authentication will  be
performed, as well as the possibility of
downloading data from the above-mentioned
system to the user’s mobile device, and in the
case of electronic documents saved on the
user’s mobile device - prior affixing of the
electronic ~ document  containing  the
downloaded data with an advanced electronic
seal.

Fourthly, the user of the mCitizen
application is provided with remote access to
a number of services provided by the public
administration.

Currently, one of the services available in
the mCitizen application is a service that
allows the user to download data or an
electronic document containing data collected
from IT systems, including public registers
kept by public administration bodies. When
using the mCitizen application, the disposer of
these electronic documents, and thus also of
the data contained in these documents, is the
user of this application. It is at the user’s
discretion as to which institutions or persons
he or she makes such an electronic document
available to in order to confirm the facts,
rights or legal status represented by the data
contained in such a document. The services
allow data to be downloaded into an electronic
document and saved to a mobile device. From
the moment the user downloads the data to the
mobile device, it is stored on that device in a
secure, encrypted form. These documents are
downloaded to the user’s mobile device and
function offline, i.e. independently of the

10 The aforementioned issue is regulated by the
Regulation of the Council of Ministers of 12 July 2023
on the scope of data and the list of public registers and
ICT systems of public entities from which a user of the
mCitizen application may download data, Journal of
Laws, 2023, item 1342.
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access of this user’s mobile device to the
Internet. The user is the owner of the
downloaded data. If the functionality of the
service provided in the mCitizen application
allows it, the user can show or transfer
documents saved on their smartphone to
another person or transfer a defined scope of
data from an electronic document to a selected
entity. As part of the mCitizen application, the
user can download electronic documents
containing data from registers or IT systems
administered by public administration bodies,
i.e.. mCitizen document, mDriving License,
mStudent ID, mSchool ID, EU Covid
Certificate (UCC), Large Family Card, e-
Prescription, Penalty Points, Bilkom - train
tickets.

The second available service allows users
to transfer data to institutions — data is
transferred only to institutions verified by the
minister responsible for computerization, in
the mCitizen system. This service is available
to users who have an active account that
allows them to use the mCitizen document.
The user is informed of the purpose, scope
and name of the institution to which he or she
intends to forward his or her data before
deciding to do so.

The third category of services are those
which enable wusers to fill in forms
(applications, requests, declarations) and send
them to the competent institution. The data
controller is the entity which, pursuant to
other regulations, is responsible for providing
this type of service. Currently, this group
includes the following services:
Environmental violations (the administrator is
the Chief Inspector of Environmental
Protection), Submit an application, services
that have an information function - currently,
this group includes the following services:
Poles abroad, Coronavirus: information and
recommendations (service suspended).**

The last, fifth important functionality of the
mObywatel application is the provision of the
e-Payment service, which allows to check
information about financial obligations to
offices and conveniently pay them in the
application using BLIK (with or without a
code) or a payment card. EPayments include
fees for property tax, municipal waste
management, forest tax for individuals,

11 Prime Minister, Explanatory Memorandum of the
draft law on the mCitizen application, Warsaw, 2023,
11-14.
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agricultural tax for individuals, total monetary
obligation. Once the payment has been made,
it is possible to download the payment
confirmation as a PDF file in the app. Thanks
to the application, payers also receive
notifications about upcoming payments on
their phones.?

4. Conclusion

The public administration, whose task is to
serve the administered entity, is performing
this task properly in the age of increasing
computerisation. The administration is making
available, modernising and building new e-
services that make it possible to deal with
official matters from anywhere and at any
time. An excellent example of this is the
mCitizen application, which represents a
significant step towards the digitalisation of
administrative services, significantly
simplifying and speeding up the handling of
various matters. Thanks to its integration with
public administration, mCitizen enables easy
and quick access to many services that are
important to citizens and that previously
required a personal visit to an office and
filling in paper forms. The application allows,
in particular, the electronic submission of
applications for various documents such as
identity cards and passports. This makes the
process much simpler, quicker and more
convenient as it does not require a personal
visit to the office. In addition, the mCitizen
application allows to obtain electronic
versions of documents that can be stored on
mobile devices and be presented when
necessary.

The mCitizen application has over 16
million downloads. Observing the increase in
ratings for the most popular public
administration application, one  can
acknowledge that it is a tool that responds to
the needs of many citizens.™® Trust in the
application is confirmed by its high ratings -
the average is as much as 4.8 stars out of 5 in
app stores. For many people it has become a
symbol of convenience and modernity,
making it easier to deal with everyday
administrative matters.

2 Ministry of Digital Affairs, e-Payments, https://info.m
obywatel.gov.pl/uslugi/eplatnosci, access: 14 December
2024.

13 Ministry of Digital Affairs, mCitizen application with
high user ratings, www.gov.pl/web/cyfryzacja/aplikacja
-mobywatel-z-wysokimi-ocenami-uzytkownikow,
access: 15 December 2024.
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The mCitizen application is a symbol of
digital Poland. It is an example of a digital
wallet that contains one’s most important
documents. The application is constantly
being developed and new features are being
introduced. In 2025, using the app, it will be
possible to block an identity card or passport
and report a traffic collision. The development
of the mCitizen application does not stop at
improvements in the area of public
administration. In the future, integration with
financial services is planned, which will
further expand its functionality. Thanks to
advanced technologies and continuous
development, mCitizen is increasingly
becoming an indispensable element in the life
of every Polish citizen.
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