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ABSTRACT This article explores the integration of biometric authentication systems into public administration, focusing
on their potential to enhance efficiency, security, and good governance. It analyzes legal, technical, and ethical challenges
related to data protection and user rights. The paper also considers healthcare applications and the importance of aligning
innovation with fundamental rights.
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1. Introduction

This contribution is part of the research
project entitled “Digital Identity and
Biometrics 7, which is funded by the National
Recovery and Resilience Plan and Keyless
Technologies, a company that designs secure
biometric authentication systems. The project
aims to explore the connection between public
digital identity and biometrics. Indeed, the use
of biometric data in authentication processes
and public administration services has sparked
a significant legal debate in recent years.

Particularly, the article seeks to integrate
the existing, yet evolving, regulatory
framework with the use of biometric systems
for user recognition. However, this raises
numerous concerns regarding the protection of
personal data for individuals involved in these
processes, as well as identifying
accountability in cases of data breaches or
misuse.

The focus will be on the aspect of
biometric authentication in an administrative
system. The reflection starts from a complex
research question: Is it possible to use a
biometric authentication system to make the
operations of a public administration more
efficient and secure? What are the risks to user
privacy?

First, it is essential to emphasize that “good
administration”, as a principle guiding
administrative action and as a right of those
affected by administrative decisions, must
reconcile the needs for transparency, proper
functioning, and imPartiaIity with those of
efficiency and speed.

* Article submitted to double-blind peer review.
1 J.R. Arana, La buena administracién como principio y
como derecho fundamental en Europa, in Mision

This is evident from a combined reading of
Article 41(1) of the Charter of Fundamental
Rights of the European Union (CFREU),
which states that the right to good
administration is the “right of every person to
have their affairs handled impartially, fairly,
and within a reasonable time by the
institutions, bodies, offices, and agencies of
the Union” and Article 97 of the Italian
Constitution, which asserts that “public offices
are organized according to provisions of law
to ensure efficiency and impartiality of the
administration”.?

In this context, ICT (Information and
Communication Technology) and artificial
intelligence play a crucial role, profoundly
innovating the organization and functioning of
public offices. This framework allows us to
equate the right to good administration with
the right to digital administration, as only an
efficiently organized administration can meet
the reasonable time timeframe requirement,
thus fulfilling the speed requirement states in
Article 41 CFR.2

Since the 1990s, the principles of
impartiality and proper functioning have been
associated with modernizing the
“administrative machine” and achieving
adequate reorganization. For instance, Article
3-bis of Italian Law 241/1990 on
administrative procedures - amended by the
Simplifications Decree (Decree-Law No.

Juridica, vol. 6, n. 6, 23-56.

2 A. Zito, Il “diritto ad una buona amministrazione”
nella Carta dei diritti fondamentali dell 'Unione europea
e nell ‘ordinamento interno, in Rivista italiana di Diritto
Pubblico Comunitario, n. 2, 2002, 425-444,

8 F. Martines, La digitalizzazione nella pubblica
amministrazione, in Rivista di diritto dei media, 2, 2018,
1-12.
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76/2020), states that “to achieve greater
efficiency in  their  activities, public
administrations use IT and telematic tools in
their internal relations, as well as in relations
between different administrations and between
them and private individuals ”.*

Both Italian and European regulations have
emphasized the need to digitalize public
administration. Italy’s Digital Administration
Code (CAD) and the National Recovery and
Resilience Plan (PNRR) place digitalization at
the core of administrative  reform.
Digitalization is no longer an option but an
essential element for ensuring the right to
good administration in an ever evolving social
and technological context.®

Additionally, public administration
information serves as a bridge between
bureaucracy reduction and environmental
sustainability. It reduces the need for physical
travel and paper use, in line with the renewed
constitutional commitment to protect the
environment as a fundamental duty and
safeguard the rights of future generatlons
(Article 9 of the Italian Constitution).5

2. Biometric ~ Authentication
Advantages and Challenges

In recent decades, technological progress
has facilitated the creation of recognition tools
characterized by innovation and complexity.
These tools rely on using highly personal and
unique data: biometric data.

As specified by Article 4 (14) of the
General Data Protection Regulation (GDPR),
biometric data refers to “personal data
resulting from specific technical processing
relating to the physical, physiological, or
behavioral characteristics of a natural person,
which allow or confirm the unique
identification of that natural person, such as
facial images or dactyloscopy data”.

Systems:

4 D.-U. Galetta, Il diritto ad una buona amministrazione
nei procedimenti amministrativi oggi (anche alla luce
delle discussioni sull 'ambito di applicazione dell ‘art. 41
della Carta dei diritti UE), in Rivista italiana di Diritto
Pubblico Comunitario, n. 2, 2019, 165-200.

> |. D’Elia and M. Pietrangelo, 1l Codice
dell’amministrazione  digitale nel processo di
semplificazione normativa: genesi e criticita, in
Informatica e diritto, n. 1-2, 2005; G. D’Alessio, La
riforma della pubblica amministrazione nel Piano
Nazionale di Ripresa e Resilienza (PNRR) italiano, in
Revista De Estudios De La Administracion Local Y
Autondmica, n. 17, 2022, 109-122.

® M.L. Maddalena, La digitalizzazione della vita
dell ‘amministrazione e del processo, in Foro
Amministrativo, n. 10, 2016, 2535 ff.
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Biometric data falls into the specific
category of ‘sensitive data’,” for which Article
9, paragraph 1 of the same Regulation
explicitly prohibits processing aimed at
uniquely identifying a natural person.
However, this prohibition is subject to
exceptions; paragraph 2 of the same provision
outlines a range of specific conditions under
which it may not apply. These include the
explicit consent of the data subject, the
presence of a vital interest of the subject or a
third party, or the fulfilment of a public
interest.

Consequently, biometric authentication
refers to a method of user identification and
authentication based on recognizing unique
physical or behavioral characteristics. Among
the most well-known and widely used
biometric detection systems are fingerprints,
facial ~recognition, hand geometry, iris
scanning, voice recognition, and signature
dynamics.®

The recent success and large-scale
adoption of these authentication systems can
be attributed to the inherent properties of
biometric data, which underpin their security
and versatility:

- universality, as they are present in every
individual;

- exclusivity, as each biometric characteristic
is unigue to an individual,

- permanence because, in theory, they remain
unchanged over time, except in cases of
trauma or injury.®

Due to these characteristics, biometrics
possess significant potential in identity
management, public administration, law
enforcement, counter-terrorism, healthcare,
and banking system management.
As noted, linking a biometric characteristic to
an individual is exclusive and, in principle,
permanent, unlike traditional credentials (e.g.,
usernames and passwords) that can be easily
replicated and revoked at any time. Therefore,
the primary advantage of biometric

7 C. Jasserand, Legal nature of biometric data: from
‘Generic’ personal data to sensitive data, in European
Data Protection Law Review, vol. 2, n. 3, 2016, 297-
311.

8 J. Ashok, V. Shivashankar and P.V.G.S. Mudiraj, An
Overview of Biometrics, in International Journal on
Computer Science and Engineering, vol. 2, n. 7, 2010,
2402-2408.

9 J.D. Ross, A. Jain and R. Bolle, The ideal biometric
trait, in IEEE Transactions on System, Man and
Cybernetics, Part. C: Applications and Reviews, vol. 36,
n. 3, 2006, 303-316.
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authentication systems resides in their ability
to verify an individual’s identity with a
markedly higher level of securit(}/ than other
identification methods and tools.*

However, the security provided by
biometric data is not absolute.! Consider, for
example, the theft of someone else’s
fingerprints through manipulating objects or
surfaces touched by the individual or using
another  person’s  photograph to gain
authentication in their place. As evident, the
risks associated with biometric data use lie in
their very strengths. The inability to modify or
replace such data can lead to significant harm:
the theft and subsequent cloning of
fingerprints, for instance, could permanently
prevent the victim from verifying their
identity through fingerprint recognition.

Additionally, the margin of error inherent
in biometric recognition systems must not be
underestimated. There have been cases where
the identification process was flawed due to
changes in the individual’s body parts,
primarily caused by pathological conditions,
such as retinal structure alterations from
severe diabetes or the deterioration of
fingertips.

Moreover, the risk of unauthorized use of
this specific category of sensitive data cannot
be overlooked. This includes collecting and
storing it for verification or identification
purposes and using it for purposes other than
those for which it was acquired.

In this context, the risks of analyzing
biometric data to infer highly personal
information about its owner indirectly must
not be underestimated. Biometric
measurements of the retina or the vascular
structure of a person’s hand, for instance, may
reveal underlying medical conditions;
similarly, facial scans may disclose a person’s
racial or ethnic origin.!?

The scenarios outlined require
implementing suitable and effective forms of
technical and legal protection.
More specifically, in light of these
observations, the goal of protective measures
in the application areas of biometric

10 K. Siddique, Z. Akhtar and Y. Kim, Biometrics vs
passwords: a modern version of the tortoise and the
hare, in Computer Fraud & Security, n. 1, 2017, 13-17.

11 A, Bromme, A Risk Analysis Approach for Biometric
Authentication Technology, in International Journal of
Network Security, vol. 2, n. 1, 2006, 52-63.

2.Z. Rui and Z. Yan, A Survey on Biometric
Authentication: Toward Secure and Privacy-Preserving
ldentification, in IEEE Access, vol. 7, 2019, 5994-6009.
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authentication must be to neutralize events
linked to two distinct categories of risk: data
breaches and function creep.™

The first category includes personal data
violations involving accidental or unlawful
destruction, loss, alteration, unauthorized
disclosure, or access.

The second category encompasses all cases
of undue extension of processing purposes,
which aim to conduct illegal profiling by
aggregating collected personal data.

It is worth noting that the level of risk to
biometric data confidentiality also depends on
the type of biometric system used. Two
central biometric authentication systems must
be distinguished: those designed to verify the
individual’s identity and those capable of
complete identification.'*
The first category includes systems that verify
the individual’s identity by comparing
biometric data according to a one-to-one
model: the data provided by the subject during
the recognition process is compared with other
data previously collected (e.g., at the time of
issuing an ID document) and stored in a
reference medium.

The second type, identification systems,
operates based on a one-to-many model,
which requires a database containing multiple
individuals’ biometric data.

In this case, the match is performed by
comparing the biometric data collected during
identification with all the data stored in the
database using centralized algorithms.

As can be understood, this second solution
poses a significantly higher risk to
fundamental rights, from privacy to data
protection. The centralized storage of
biometric data collected during identification
amplifies vulnerability and exposure to theft,
more generally, to data breaches.

Additionally, this system increases the
likelihood of false negatives and errors.
Conversely, systems based on the one-to-
many model are characterized by a higher
degree of control and greater effectiveness in
recognition operations. This makes identity
fraud, duplication, and impersonation more

13 G. Formici, Sistemi di riconoscimento e dati
biometrici: una nuova sfida per i Legislatori e le Corti,
in Diritto Pubblico Comparato ed Europeo, n. 2, 2019,
1111-1112.

4 A. Jain, A. Ross and S. Prabhakar, An introduction to
biometric recognition, in IEEE Transactions on Circuits
and Systems for Video Technology, vol. 14, n. 1, 2024,
4-20.
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complex than the one-to-one model, but it also
provides stronger privacy and data protection
guarantees.

It is important to emphasis that the security
of biometric identification systems cannot be
limited to the processing and storage of the
data itself. Verifying the biometric data’s
association with a living subject is equally
critical for mitigating the risk of mimicry,
forgery, or unauthorized extraction of the
measured physiological characteristic. This
can be achieved by measuring additional
parameters such as temperature, blood flow,
or movement.

In facial recognition, such verification
could be successfully conducted by detecting
eyelid movement, which is characteristic of a
living subject and is not reproducible through
photographs.

Another solution, modelled on
challenge/response systems, might require
individuals seeking identification to present a
specific biometric sample randomly.

However, the most straightforward
approach is to combine a biometric
characteristic with a token, which enhances
the system’s security.

3. Application Scenarios for Biometrics in
Public Administration

The technology inherent in biometric
authentication systems can be successfully
leveraged across multiple fronts within a
nation’s administrative framework.
Consider the potential applications of
biometrics in systems for physical access
control and attendance tracking in protected
areas,™® such as government buildings or,
more commonly, ports, airports, and train
stations. Today, the frequency of terrorist-
related events necessitates enhanced security
measures, which in turn require simplification
and efficiency in administrative management.

Specifically, access control systems based
on biometric authentication technologies can
ensure higher security in high-risk and/or
highly crowded environments. These systems
provide real-time information on individuals
physically present in specific areas and, if
necessary, enable a chronological
reconstruction of their transit. At the same

15 ], Patel, A.K. Singh, R.K. Tiwari, A. Singh and B.
Kaur, Biometric Authentication System For Access
Control, in CEUR-Workshop Proceedings, vol. 3706,
Paper n. 13, paper2024, 165-179.
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time, they streamline the deployment of
security personnel and reduce queues at
checkpoints,  contributing to  greater
administrative efficiency and effectiveness.

Moreover, biometric technologies can
support  logical  access'® to  public
administration applications for employees
performing their duties and citizens accessing
e-government online services. This ensures
more straightforward, faster, and, above all,
more secure access methods.
Users’ unique and immediate authentication
eliminates the burden of password
memorization and mitigates the risk of theft or
loss. This results in a solution that is
significantly more reliable, simpler, and more
intuitive.

Given the vast and diverse user base with
which every public administration interacts
daily, adopting an integrated user management
system is advisable to exploit biometric data’s
potential fully. This approach ensures the
necessary security controls are performed
without exposing biometric credentials to
potential misuse.
Such a solution uses biometric data
exclusively for individual access. Once local
authentication is performed, a Single Sign-On
(SSO) system generates new credentials
securely  transmitted  across  different
processing nodes to verify user privileges.'’

This allows administrators to centrally
manage resources and access policies,
ensuring greater security and confidentiality
of biometric data. Concurrently, users can
access the full range of public administration
applications and remote services more quickly
and intuitively through a single login.

The issuance of electronic identification
documents, which associate an individual’s
physical identity (the holder) with an
electronic medium linking personal data to
biometric data (e.g., fingerprints), has been in
practice for some time. These data are
collected during the preparatory procedures
for issuing the document.

6 S.M.S. Ahmad, B.M. Ali and W.A.W. Adnan,
Technical Issues and Challenges of Biometric
Applications as Access Control Tolls of Information
Security, in International Journal of Innovative
Computing, Information and Control, vol. 8, n. 11,
2012.

17y, Radha and D. Hitha Reddy, A Survey on Single
Sign-On Techniques, in Procedia Technology, n. 4,
2012, 134-139.
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4. The Use of Biometrics in Healthcare

The health emergency triggered by the
spread of COVID-19 revealed the
vulnerabilities and structural weaknesses of
the healthcare system, underscoring the need
for ~an  adequate institutional  and
organizational framework to benefit citizens
and healthcare workers.
The pandemic highlighted the obsolescence
and deficiencies of healthcare infrastructure,
emphasizing the need for  digital
modernization.'®

In particular, the necessity of ensuring the
continuity of healthcare services during the
early phases of the emergency, when access to
healthcare facilities was drastically limited
and regulated, encouraged the use of remote
assistance systems to provide essential
healthcare services.

As a result, digitalizing the healthcare
system has become a key goal of the Digital
Growth Strategy, the Three-Year Plan for
Public Administration Digitalization, and the
National Recovery and Resilience Plan
(PNRR).

These strategic documents aim to reform
healthcare by  establishing a new
communication channel between citizens and
medical-hospital facilities. This reform is
intended to enhance the effectiveness and
efficiency of the healthcare system, its
sustainability, and its security.
Achieving this goal requires adequate digital
infrastructure and platforms capable of:

- improving the cost-quality ratio of essential
healthcare services;

- ensuring equitable and democratic access;

- reducing resource waste;

- eliminating inefficiencies and
failures;

- reducing waiting times;

- minimizing travel within the territory.

Implementing  biometric  authentication
could prove particularly useful in healthcare.®
Identification systems based on biometric data
simplify patient registration processes and the
management of medical records, reducing

system

8 G. Dezio, Gli effetti dell’emergenza sanitaria sul
percorso di trasformazione digitale della Pubblica
amministrazione, in De Justitia, n. 1, 2021, 32-48; F.
Orazi and F. Sofritti, La sfida della digitalizzazione in
Italia. Transizione forzata e welfare tecnologico ai
tempi del Covid-19, in The Lab’s Quarterly, n. 3, 2020.
19 3. Mason, R. Dave, P. Chatterjee, I. Graham-Allen, A.
Esterline and K. Roy, An Investigation of Biometric
Authentication in the Healthcare Environment, in Array,
vol. 8, 2020.
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reliance on traditional bureaucratic practices.
This  improvement  streamlines  patient
admission  procedures, facilitating more
accurate and timely delivery of healthcare
services while minimizing human error,
which, in severe cases, can result in patient
death or permanent physical or psychological
harm.

Additionally, biometrics would enhance
the security of remote healthcare services,
aligning with the sector’s digitalization goals.

Numerous New York hospitals, such as
Elmhurst Hospital, provide exemplary models
of integrating biometric authentication into
internal management protocols. These include
fingerprint recognition for patient
identification  during  check-in,  facial
recognition for mobile apps using Face or
Touch ID, and retinal scans for body
temperature monitoring via scanning sensors.

5. Conclusions

The research conducted for this analysis
highlights how adopting biometric
authentication systems represents a critical
opportunity to improve the efficiency,
security, and transparency of services
provided by public administration. These
technologies simplify administrative processes
while ensuring excellent protection of
sensitive data, a fundamental requirement for
the success of the digital transition. However,
integrating biometric tools requires a careful
and balanced approach considering the
benefits and risks associated with their use.

Issues such as biometric data theft,
potential identification errors, and privacy
concerns underscore the need to develop
robust regulatory frameworks and advanced
technical tools to mitigate these risks. Looking
ahead, combining biometric systems with
innovative solutions like single sign-on or
multi-factor  authentication can provide
additional guarantees in terms of both security
and efficiency.

When implemented strategically and
respectfully, respecting fundamental rights,
these tools can become a cornerstone of public
administration’s  digital  transformation,
emphasizing good governance and
sustainability  principles. Ultimately, the
success of biometric authentication lies in
harmonizing technology, regulations, and
rights protection to create a reliable, inclusive,
and secure digital system capable of
addressing current and future challenges.
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Promoting widespread citizen awareness and
ensuring transparency in data processing
practices are also essential.
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