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ABSTRACT This Article examines how Italy’s turn to digital government and data-driven administration is remaking land-
use governance. It distinguishes back-office digitization that leaves human judgment intact from algorithmic governance 
that reshapes how agencies establish facts and reach outcomes. Against the NRRP and new national data platforms, it 
shows how planning offices are beginning to treat AI tools and “urban digital twins” as standard planning infrastructure 
and as public digital resources subject to open-government and data-protection constraints. It then analyzes AI-supported 
code enforcement, focusing on the national database on unlawful construction, and flags recurring problems: unreliable 
data, privacy exposure, weak human review, and uncertain accountability. The Article argues that black-box systems and 
expertise gaps can push residents to the margins of planning, and it calls for participation and accountability rules 
redesigned for AI-assisted governance. 
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1. Digitalization and datafication of public 

administrations. Remarks for an inquiry 
into the relationship between territorial 
governance and artificial intelligence 
A methodologically sound discussion of 

algorithmic administration in the legal system 
requires attention to its enabling conditions. 
These include the digitalization of public 
administration and the datafication of 
administrative functions, without which public 
authorities cannot meaningfully rely on 
automation.1 Recent reform agendas, 
especially following the adoption the National 
Recovery and Resilience Plan2 (NRRP), have 
placed digitalization at the core of efforts to 
simplify and modernize public  

 
* Article submitted to double-blind peer review.  
This article is based on the presentation given at the 
ICON-S Cagliari Conference, on 4 October 2025, 
within the panel “The Faces of the Algorithmic State”. 
1 B. Marchetti, Amministrazione digitale, in 
Enciclopedia del Diritto. - Funzioni amministrative, 
Milan, 2022, 75 ff., and L. Previti, La decisione 
amministrativa robotica, Naples, Editoriale Scientifica, 
2022, cap. 1, which discusses the shift from “digital 
administration” to “algorithmic administration.” 
2 It is sufficient to recall, for instance, the numerous 
reform measures - thirty-eight in total - that have 
affected Legislative Decree no. 82 of 2005 (the so-
called Code of Digital Administration), including, more 
recently, Legislative Decree no. 179 of 2016, 
implementing the Madia Reform. On this latter decree, 
see the commentary by B. Carotti, L’amministrazione 
digitale: le sfide culturali e politiche del nuovo Codice, 
in Giornale di diritto amministrativo, 2017, at 7 et seq., 
who offers a positive assessment of the innovations 
introduced by what was at the time the new amending 
legislation. 

 
administrations.3 

This Article does not trace the regulatory 
evolution of digital administration, which 
began to take a structured form with the 
Digital Administration Code (Legislative 
Decree No. 82/2005).4 For present purposes, it 
is enough to note that the digitalization of 
public administration has two distinct 
dimensions. 

The first dimension is horizontal. In this 
sense, “digitalization” refers to the adoption of 
information technologies that support 
decision-making.5 It is best understood as an 

 
3 In similar terms, see, among others, B.G. Mattarella, Il 
procedimento, in S. Cassese (ed.), Istituzioni di diritto 
amministrativo, Milan, Giuffrè, 2015, 314, where it is 
observed that “the simplification strategy focuses on 
administrative measures (such as the digitalisation of 
administrative procedures)”. See also A.G. Orofino, La 
semplificazione digitale, in Diritto dell’economia, vol. 
3, 2019, 87 ff. 
4 On this point, the scholarly literature is extremely 
extensive. For an initial commentary on the adoption of 
the Code of Digital Administration, see A. Natalini, La 
semplificazione e la digitalizzazione, in Giornale di 
diritto amministrativo, 2005, 809 ff. Furthermore, again 
in the immediate aftermath of the entry into force of 
Legislative Decree No. 82 of 2005, see E. Carloni (ed.), 
Codice dell’amministrazione digitale, Santarcangelo di 
Romagna, 2005, and in particular the Preface by  F. 
Merloni, 13 ff., where, while highlighting the need for 
future coordination with other provisions governing the 
use of information technologies, it is argued that “this 
first attempt at legislative consolidation and innovation 
nonetheless constitutes a step towards the 
transformation of our public administrations, for which 
the ‘digital revolution’ is now emerging as a central and 
decisive factor”. 
5 According to L. Torchia, L’amministrazione presa sul 
serio e l’attuazione del PNRR, in Astrid Rassegna, 
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organizational modernization: public officials, 
equipped with basic technical competence, use 
digital systems to draft, register, transmit, 
archive, and disclose administrative acts.6 The 
technology operates at the level of 
documentation and communication, not at the 
level of judgment. Because the decisional core 
remains human - human in the loop - this form 
of digitalization largely preserves the 
traditional hierarchical relationship between 
administrative authority and individual 
liberty.7 

Article 12 of the Digital Administration 
Code (Legislative Decree No. 82/2005) 
frames the digital transition primarily as an 
organizational mandate. It adopts a digital-
first default: when public agencies structure 
and run their activities, they are expected to 
rely on information and communication 
technologies. The point is practical and the 
statute ties that default to familiar 
administrative values (efficiency, 
effectiveness, economy, impartiality, 
transparency, simplification, and 
participation), subject to equality and non-
discrimination.8  

The second dimension is vertical-often 

 
2021, n. 6, 7, one should speak not of “digital 
transition” but, rather, of “digital transformation”, since 
the former would refer exclusively to the shift from 
analogue to digital, whereas the latter requires and 
entails “a profound reorganization of structures and an 
equally radical re-engineering of procedures”. 
6 On this point, see in greater depth B. Marchetti, 
Amministrazione digitale, 77-78, who argues that this 
dimension of digitization “has great potential for 
simplifying relations with citizens and improving the 
efficiency of services, but does not in itself entail a 
radical transformation of the mode of administration”. 
7 On these aspects, see R. Ursi, La variante digitale 
della costruzione della decisione amministrativa, in A. 
Bartolini, T. Bonetti, B. Marchetti, B.G. Mattarella and 
M. Ramajoli (eds.), La legge n. 241 del 1990, trent’anni 
dopo, Turin, Giappichelli, 2022, 401-402, who argues 
that it is necessary “to adopt a different approach to the 
exercise of public functions […] namely that of 
conceiving them as consisting either in the provision of 
services or in the exercise of powers”. As convincingly 
maintained by D. Marongiu, L’automazione delle 
decisioni amministrative: teorie, esperienze e sentenze, 
in Scritti per Franco Gaetano Scoca, vol. IV, Naples, 
Editoriale Scientifica, 2020, 3377, “there is indeed 
significant scope for the use of artificial intelligence 
within institutional settings; this, however, does not 
concern the dimension of administration as the exercise 
of power, but rather that of administration as a service”, 
in so far as “so long as one remains within the sphere of 
non-authoritative administrative activity, there are 
certainly examples of the use of artificial neural 
networks and machine-learning techniques”. 
8 A.G. Orofino, La trasparenza oltre la crisi, Bari, Elè 
Belè, 2020. 

described as “strong” or “substantive” 
digitalization.9 On this account, public 
administrations don’t merely digitize 
paperwork. They use large-scale data to 
construct the factual record and rely on 
algorithms and AI systems to generate or 
shape administrative decisions. The promise is 
substantial, but so are the risks. A growing 
strand of scholarship argues that this shift 
requires revisiting the traditional procedural 
and substantive safeguards that constrain the 
exercise of public authority.10 

This contribution, without claiming to offer 
an exhaustive analysis, will address both 
trajectories of digitalization with the aim of 
identifying a balance between technology and 
administrative power. When public authorities 
choose to deploy IT tools and algorithmic 
systems to “streamline” administrative action, 
they must do so with full awareness that the 
administrative state has evolved around an 
integrated framework of safeguards (legality, 
impartiality, due process, sound 
administration, and the like) and the 
fundamental rights of individuals. Any 
technological solution, therefore, must be 
designed and used in a manner that preserves 
this interdependence rather than treating 
efficiency gains as a basis for diluting 
procedural guarantees or rights protections.11 

Addressing these issues calls for a further 
clarification. Decision-making within public 
administrations is increasingly shaped by the 
sheer volume of data on which it relies-data 
that are more frequently processed through 
computational and algorithmic tools. Much 
like digitalization itself, the “data question” 
may be approached from multiple analytical 
standpoints, each of which illuminates distinct 
legal and institutional implications. First, the 
use of big data affects the administrative 
inspection.12 The informational endowments 
accumulated by public administrations can 
exert a powerful agenda-setting and steering 

 
9 B. Marchetti, Amministrazione digitale, 78. 
10 Recently see L. Torchia, Lo Stato digitale, Bologna, Il 
Mulino, 21, according to whom this is “not an evolution 
with respect to the past to be addressed merely by 
updating existing instruments and rules, but rather an 
innovation of such a nature and magnitude as to require 
an equally radical rethinking of those instruments and 
those rules”. 
11 G. Carullo, Gestione, fruizione e diffusione dei dati 
dell’amministrazione digitale e funzione 
amministrativa, Turin, Giappichelli, 2016, 38-39. 
12 I. Alberti, L’istruttoria nel procedimento 
amministrativo. Prospettive di acquisizione digitale 
della conoscenza, Turin, Giappichelli, 2024. 
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effect on the future exercise of public power 
without, however, crystallizing into any 
legally enforceable duty to adopt a particular 
measure.13 Secondly, interoperability 
requirements compel public authorities to 
exchange the data in their custody through 
automated, standardized interfaces, both 
within the same administration and with other 
administrations and private parties.14 The aim 
is to operationalize the principle of loyal 
cooperation and the principle against 
procedural aggravation, under which public 
administrations may not require applicants to 
submit documents or data already in the 
administration’s possession.15 

A further, decisional consequential 
perspective treats administrative data as an 
instrument for operationalizing public power 
and for grounding final measures in an 
evidentiary record that is empirically aligned 
with the relevant factual reality.16 Reflections 
on the use of big data in administrative 
decision-making processes concern, in 
particular, the continuity between the need for 
full establishment of the facts and the 
requirement (or rather, the aspiration) for a 
just decision. A decision may be regarded as 
just only insofar as it rests on information that 
yields a reliable, accurate, and sufficiently 
comprehensive account of the facts material to 
the situation for which the measure is issued.17 

 
13 In this sense, that is, regarding the use of data in the 
adoption of general and planning measures, see F. 
Costantino, Lampi. Nuove frontiere delle decisioni 
amministrative tra open e big data, in Diritto 
amministrativo, 2017, 799 ff.; del medesimo avviso è 
M. Falcone, Big data e pubbliche amministrazioni: 
nuove prospettive per la funzione conoscitiva pubblica, 
in Rivista trimestrale di diritto pubblico, 2017, 601 ff., 
spec. 628, who argues that “the processing of big data 
[may] unleash its full cognitive potential within 
decision-making processes that lead to general 
administrative decisions”. 
14 However, as O. Borgogno points out, Regimi di 
condivisione dei dati ed interoperabilità: il ruolo e la 
disciplina delle A.P.I., in Diritto dell’informazione e 
dell’informatica, 2019, 689 ff., the lack of public 
intervention (both regulatory and organisational) risks 
undermining the pro-competitive potential of data 
interoperability. 
15 A. Sandulli, Lo «Stato Digitale»: pubblico e privato 
nelle infrastrutture digitali nazionali, in Rivista 
trimestrale di diritto pubblico, 2021, 514. 
16 M. Falcone, Big data, 620 ff., who argues that the 
progressive resort to big data is leading to a renewed 
appreciation of the cognitive function of public 
administrations, to be understood as full knowledge of 
the facts in relation to which they are called upon to 
exercise their powers. 
17 G. Pastori, Principi costituzionali 
sull’amministrazione e principio inquisitorio nel 

The integration of data into administrative 
decision-making casts administrative 
procedure in explicitly epistemic terms, as a 
process for producing, validating, and 
justifying the knowledge that underwrites 
official action.18  The procedure is both the 
venue for balancing the interests at stake and 
the phase in which the facts are established, 
with a view to objectifying and making 
mandatory the cognitive stage. The 
deployment of large-scale datasets is intended 
to anchor administrative determinations in 
factually robust predicates, approximating 
material accuracy as closely as the evidentiary 
record permits. In that setting, the 
predictability of legal outcomes would be cast 
as a byproduct of comprehensive fact-finding 
and would risk being regarded as 
presumptively conclusive rather than 
meaningfully contestable.19 

On this account, the systematic use of 
administrative datasets is presented as a near 
fail-safe mechanism for giving concrete effect 
to the constitutional principle of good 
administration. It purports to deliver greater 
administrative efficiency, faster processing, 
and a more complete administrative record. 
Practice is less optimistic, chiefly because the 
data on which agencies rely are not always 
reliable, and the inferences drawn from them 
are not always evidentially sound. 

Two categories of concern dominate. The 
first is institutional and capacity based. Case 
officers often lack the technical competence 
needed to scrutinize data sources, interrogate 
processing logic, or detect model and pipeline 
errors. The predictable outcome is automation 
bias: the system performs the fact-
development, and the human decision-maker 
tends to endorse it rather than independently 
evaluate it. 

The second is intrinsic to data-driven 
methods. It concerns, on the one hand, data 

 
procedimento, in M. Cammelli and M.P. Guerra (eds.), 
Informazione e funzione amministrativa, Rimini, 
Maggioli, 1997, 33. 
18 G. Carullo, Gestione, fruizione e diffusione dei dati 
dell’amministrazione digitale e funzione 
amministrativa, 242. 
19 Così, N. Rangone, Semplificazione ed effettività dei 
controlli sulle imprese, in Rivista trimestrale di diritto 
pubblico, 2019, 883 ff., spec. par. 5, who, on the view 
that the use of big data has so far developed most 
extensively in the field of tax administration, refers to 
examples of artificial-intelligence tools designed to 
increase the effectiveness of controls, for instance in 
relation to tax assessments and the proper payment of 
social-security contributions. 
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quality (accuracy, completeness, timeliness, 
representativeness, and provenance) and, on 
the other, the probabilistic character of 
analytics, which generates outputs with non-
trivial error rates and irreducible uncertainty. 
These features interact. Even where the 
decision to deploy data tools falls within 
managerial discretion, deficits in technical 
capacity prevent officials from making a 
reasoned, defensible determination about 
when reliance is methodologically warranted. 

Administrations thus face two unattractive 
options. They may refrain from using digital 
tools because they cannot validate, explain, or 
govern the outputs. Or they may treat the 
inputs as presumptively correct and allow 
automated processing to structure the 
decisional pathway, with the result that human 
judgment is displaced and administrative 
action becomes substantively depersonalized. 

In a context where uncertainty is endemic 
to scientific and computational techniques, 
analysis should not stop at permissibility. The 
central question is procedural and 
institutional: at what stage can data improve 
the evidentiary basis of the administrative 
record without diluting the safeguards that 
legitimate the exercise of public power? 

A prominent view locates the most 
defensible use upstream, in the pre-initiation 
or screening phase, where administrative data 
can inform inspection and investigative 
prioritization without hardening into 
dispositive findings on the merits. 

The administrative procedure is, however, 
the arena in which citizens who may be 
affected by the opening of the procedure can 
protect their interests. This approach, although 
theoretically sound in its choice to use data 
outside and beyond the administrative 
procedure, fails to take account of the concrete 
legal implications of using information under 
such conditions. It will be extremely difficult 
to explain the reasons inferred from reading 
the data, given the limited technical and IT 
expertise of administrative officials. It will 
also be difficult for citizens to intervene 
proactively in procedural dynamics, since it is 
reasonable to assume that not all citizens will 
be able to understand the outcomes of 
algorithmic data processing. 

From a legal point of view, it would be 
even more complicated to justify the use of 
data at an advanced stage of the decision-
making process, by automating the fact-
finding phase of the administrative procedure. 

Without prejudice to the fact that the critical 
aspects of this issue will be examined later, it 
should be stressed here that an approach to big 
data in which they directly support 
administrative decision-making risks, because 
of the uncertain nature of automated results, 
leading to erroneous and therefore potentially 
invalid decisions.20 

Beyond its direct impact on individuals’ 
legal position, this dynamic exposes the 
structural limits of algorithmic and data-
driven techniques when deployed in the 
exercise of public authority. Rather than 
operating as instruments for materially 
accurate fact-finding, they may instead 
become generators of indeterminacy in 
outcomes. It likewise puts pressure on the 
very telos of administrative procedure, which 
risks devolving into a setting where the 
pursuit of the public interest is a function of 
informational abundance alone, instead of the 
product of a reasoned balancing of competing 
interests grounded in an adversarial testable 
and participatory development of the 
administrative record. 

2. From analogue urban planning to digital 
territorial governance 
Italian urban planning developed around a 

sequential model of administrative cognition. 
The administration first builds the knowledge 
base, then exercises technical discretion in 
evaluating that record, and only then adopts 
the planning instrument. The 1942 Town-
Planning Act, together with the regional 
regimes on territorial governance, presupposes 
that the public authority forms its judgment 
through a traditional inquiry and record-based 
fact-development.21 The evidentiary record 
rests on surveys, sectoral studies, and 
cartographic documentation; digitalization 
since the 1990s has not reconfigured that 
sequential structure. Territorial information 
systems, GIS, and digital cartography have 
refined spatial representation, but the 
competent authority has retained decisional 
ownership under Law No. 241 of August 7, 
1990, and the principles of impartiality and 
good administration. 

The analytical frame changes once 
 

20 A.G. Orofino, La patologia dell'atto amministrativo 
elettronico: sindacato giurisdizionale e strumenti di 
tutela, in Foro amm. (C.d.S.), 2002, pp. 2256 ff. 
21 See S. Amorosino, Retaggi della legge urbanistica e 
principi del governo del territorio, in Rivista giuridica 
di urbanistica, 2018, 358 ff. 
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digitalization becomes pervasive and is 
embedded in a nationwide strategy for 
interoperability and cloud migration, 
advanced under the National Recovery and 
Resilience Plan (NRRP) and operationalized 
through the “PA Digitale 2026” platform, the 
“Italia Digitale 2026” program, and, in 
particular, the National Digital Data Platform 
(PDND). The PDND is conceived as an 
enabling infrastructure for interconnecting 
administrative information systems and for 
supporting secure, controlled data circulation; 
taken together, these initiatives have 
significantly strengthened municipalities’ 
capacity to acquire, standardize, and process 
timely territorial data.22 The municipality can 
no longer be understood as an authority 
operating solely through its own territorial 
information system (SIT). Rather, it 
increasingly functions within a broader data 
ecosystem, with access to national territorial 
repositories (RNDT) and interoperable 
platforms that provide standardized, 
continuously updated datasets.23 It is this data 
infrastructure - designed and financed under 
the NPRR - that supplies the technical 
predicate for deploying artificial intelligence 
in territorial governance. Absent interoperable 
databases, AI would remain largely 
experimental; with them, it can operate as a 
routine instrument of administrative fact-
development.24 

Under the pre-AI paradigm, the 
administration assembled the relevant data, 
curated and selected them, embedded them in 
the planning documentation, and then 
formulated its planning determinations. By 
contrast, the model that has taken shape since 
2024-2025, and that is now further framed by 
Law No. 132/2025 compresses that sequence 
by moving from data acquisition to analytic 
output more directly, reducing the number and 
salience of intermediate, human-mediated 
steps in the construction of the administrative 
record and the articulation of planning 
choices.25 Data increasingly flow in near real 

 
22 M. Demichelis, Il coordinamento delle informazioni 
geografiche e territoriali per il governo digitale del 
territorio, in Diritto amministrativo, no. 2, 2023, 407 ff. 
23 G. Avanzini, Digitalizzazione e decisioni territoriali, 
in Rivista giuridica di urbanistica, no. 4, 2024, 522 ff. 
24 M. Manna and D. Testa, Digitalizzazione della 
pubblica amministrazione e innovazione territoriale: 
"quo vadis"? La necessità di nuove sintesi per un 
binomio in (lento) divenire, in Munus, no. 1, 2024, 141 
ff. 
25 G. Gallone, Intelligenza artificiale, la legge italiana 

time, are automatically georeferenced, and are 
processed through machine-learning 
applications. These applications supply 
administrative offices with ready-made land-
use scenarios, impact assessments, and risk 
maps, without requiring the administration to 
reconstruct those outputs from first principles 
on each occasion.26 

The fact-finding phase does not vanish, but 
it is recast as a coherence and plausibility 
review of machine-produced outputs. That 
shift bears directly on the soundness of the 
ensuing interest-balancing, because 
algorithmic results are not value-neutral and 
must be tested against statutory criteria and 
constitutional commitments. Law No. 
132/2025 requires transparency, functional 
intelligibility, and the attribution of ultimate 
responsibility to a human decision-maker. The 
implication is straightforward: even in 
planning proceedings, an algorithm cannot 
supplant the administrative determination. It 
may, however, exert material influence over 
it, thereby strengthening the authority’s 
obligation to provide adequate reasons. 

The most salient break with the past 
concerns the quality and granularity of the 
informational record. Municipalities can now 
ingest continuous data streams on mobility 
patterns, building energy use, microclimatic 
conditions, soil sealing, and hydrogeological 
exposure, and can submit those datasets to AI-
enabled processing. The administration may 
learn, for instance, that a specific urban sector 
is acutely prone to heat-island effects and that 
further densification would predictably 
exacerbate that vulnerability. It may also be 
able to project that an urban-regeneration 
intervention would produce sustainable traffic 
impacts. 

Against this backdrop, planning discretion 
is increasingly structured by public data. 
Where those data are inaccurate, incomplete, 
or stale, they may channel the municipality 
toward decisions tainted by flawed fact-
development and, ultimately, vulnerable to 
invalidation on classic public-law grounds 
because the investigative record is not 
adequate.27 

 
rischia di doppiare le norme unionali, in Il Sole 24 Ore. 
26 G. Delle Cave, Iperconnessioni urbane e sfide della (e 
nella) gestione dei dati: riflessioni sui “big data” e il 
contrasto al “digital divide”, in Rivista italiana di 
diritto pubblico comunitario, no. 1, 2023, 213 ff. 
27 F. Nassauto, Legalità algoritmica nell’azione 
amministrativa e regime dei vizi procedimentali, in 
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A second development is that AI-enabled 
planning compresses the gap between plan 
adoption and implementation. Italy’s 
territorial-governance system has long 
depended on general, long-lived plans; as a 
result, procedures move slowly and the 
underlying studies become outdated quickly. 
AI, paired with NRRP-funded interoperable 
data infrastructure and the PDND’s “once-
only” data exchange, keeps the administrative 
record current. That constant refresh makes 
targeted amendments, micro-calibrations, and 
localized determinations practicable and it lets 
the administration justify them with 
contemporaneous datasets. 

A third development concerns 
administrative capacity and internal 
organization. Once fact development becomes 
data-driven, the administration must collect 
territorial datasets to RNDT specifications, 
maintain them, and circulate them through the 
PDND with clear standards for updating and 
version control. Those technical requirements 
are not merely managerial. NRRP funding 
translates them into enforceable commitments 
on timelines, formats, and quality thresholds. 
When a municipality relies on these data in a 
planning proceeding, it must be able to 
identify the dataset, the controlling version, 
and the last update date in response to access 
requests or judicial review. AI therefore 
intensifies duties of documentation, 
traceability, and institutional accountability. 

The most advanced point of this process is 
represented by urban digital twins.28 Starting 
from 2022, the City of Bologna launched an 
urban digital-twin initiative expressly framed 
as being “at the service of people.” The 
project ingests real-time public and private 
data and uses them within a simulation 
environment designed to support municipal 
decision-making. As the Foundation for Urban 
Innovation’s publications indicate, Bologna’s 
digital twin is not merely a 3D visualization 
tool; it functions as civic data infrastructure 
through which mobility, environmental, 
energy, and building-stock data continuously 
flow. On that basis, it enables scenario-
building and forecasting and supports ongoing 
monitoring of how specific urban policies 

 
Ceridap, no. 1, 2022, 150 ff. 
28 M. Demichelis, Territorio digitale per una buona 
amministrazione, in Ceridap, 20 october 2025. See also 
I. Speziale, C. Basunti, Cooperative di dati e gemelli 
digitali urbani, in F. Bravo (ed.), EU Data 
Cooperatives, Turin, Giappichelli, 2024, 577 ff. 

perform over time.29 
In its institutional communications, the 

City of Bologna presents the digital twin as an 
open, service-oriented public asset. Bologna 
also treats the platform as part of the public 
sphere and, for that reason, links it to the 
administration’s transparency and disclosure 
obligations. Instead, the City of Turin has 
launched a comparable initiative with the 
support of the Polytechnic University. Turin’s 
digital twin relies on more advanced capture 
techniques, including tens of thousands of 
images and centimetre-level LiDAR scans. 
The project seeks a high-fidelity three-
dimensional reconstruction of the entire urban 
fabric, capable of hosting layered functional 
and operational datasets for governance and 
management purposes.30 

The City describes the project as a practical 
use of technological innovation to support 
urban policy. The city also frames the digital 
twin as a shared tool for public officials and 
for residents. The Turin administration 
presents the digital twin as one component of 
a broader model of urban management: that 
model intersects directly with territorial 
governance. It allows the administration to 
conduct planning, programming, and control 
on the same digital object. At the otherside, it 
also narrows the gap between the adoption of 
choices and their execution. 

These Italian initiatives align with 
established international experiences. Helsinki 
3D+ remains the best-known reference 
point.31 Helsinki provides a well-established 
comparator. The city has produced a 
comprehensive, downloadable three-
dimensional model that underlies the Energy 
and Climate Atlas, a free service that 
consolidates information on buildings, energy 
consumption, and renewable-energy potential. 
Public planners and private actors use the 
Atlas to assess energy-efficiency 
interventions. From a legal standpoint, 
Helsinki’s approach is significant because it 
makes available not only visual outputs but 
also the underlying datasets and frames the 
digital twin as a public-facing urban service 
rather than merely an internal decision-

 
29 www.comune.bologna.it/novita/notizie/gemello-digita 
le. 
30 www.polito.it/ateneo/comunicazione-e-ufficio-stampa 
/poliflash/gemelli-digitali-di-citta-e-territori-permigliora 
re-i. 
31 www.hel.fi/en/decision-making/information-on-helsin 
ki/maps-and-geospatial-data/helsinki-3d. 
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support instrument. In the context of territorial 
governance, this configuration positions the 
digital twin as a digital public asset and 
subjects it to the applicable regimes on access, 
reuse, and personal-data protection. 

At the legal level, the digital twin raises at 
least three requirements. First, classification. 
A digital twin integrates data, software, and 
services deployed to perform public functions. 
It may therefore qualify, simultaneously, as a 
digital public asset under the Digital 
Administration Code, as a public database, 
and as an element of organizational 
infrastructure. That hybrid status requires a 
coordinated application of transparency and 
access rules, territorial-data rules, personal-
data safeguards, and open-data provisions, 
together with the AI-governance obligations 
introduced by Law No. 132/2025, including 
system intelligibility and traceability of use 
within public administration. 

Second, verifiability. When a plan, 
amendment, or permit relies on a simulation 
generated through the digital twin, the 
affected party must be able to identify the 
inputs and assumptions that produced the 
result. A conclusory reference to “system-
detected flood risk” is inadequate. The 
administration must indicate, at minimum, the 
relevant datasets and parameters—for 
example, precipitation series, elevation and 
contour data, and the climate scenario applied 
- so that the data–model - output chain 
remains open to scrutiny and contestation. 

Third, participation. A high-fidelity digital 
model can support meaningful consultation by 
allowing citizens and stakeholders to visualize 
proposed transformations and to engage the 
administration on their effects. This function 
presupposes comprehensibility: participation 
cannot be effective if the assumptions and 
computational logics embedded in the 
simulations are not rendered intelligible to 
non-expert participants. 

3. Artificial intelligence, territorial 
governance and building infringements 
For decades, the enforcement dimension of 

territorial governance has constituted the 
system’s principal weak point. Presidential 
Decree No. 380/2001, codified enforcement 
powers and procedural time limits, confirmed 
the mandatory character of demolition orders, 
and authorized the ex officio acquisition of 
unlawfully constructed works into the 
municipal patrimony. Italian courts have 

repeatedly characterized these enforcement 
powers as non-discretionary and, in principle, 
not subject to temporal limitation. In 
operational terms, however, municipal 
enforcement has often been intermittent, 
constrained by limited staffing, the scale of 
the territory to be monitored, and the absence 
of timely, reliable data. The systematic 
deployment of digital tools and artificial 
intelligence bears directly on this detection 
and investigative stage. 

Italian administrations have used satellite 
remote sensing for years to identify land-use 
changes and potential violations. When 
combined with orthophotos and aerial 
photogrammetric surveys, remote sensing can 
materially support the identification of 
unlawful building activity. The recent 
inflection point is automation: AI systems can 
now process these image streams at scale and 
generate actionable signals with reduced 
reliance on manual review.32 These systems 
can detect volumetric alterations, added 
storeys, and newly constructed roofs, and they 
can compare current imagery with the prior 
baseline. In functional terms, AI automates the 
administration’s initial surveillance and 
alerting function vis-à-vis the territory. 

A parallel development is organizational 
and legal. The legislature has established the 
National Database on Unlawful Building 
(BDNAE) under the 2018 Budget Law, and 
the competent ministry has rendered the 
database operational through a ministerial 
decree that entered into force in March 2022.33 
The BDNAE serves defined, operational 
purposes. It aggregates information on 
unlawful constructions nationwide, 
standardizes and integrates those data 
(including territorial references), and supports 
the planning and monitoring of demolitions. 
In 2025, the Ministry of Infrastructure and 
Transport further digitized reporting by 
providing municipalities with a unified 
platform for transmitting information to the 
database. The legal system thus created a 
single national intake point for municipal 
infringement data, capable of being queried 
and correlated with other territorial datasets. 

Within this architecture, AI can be 
 

32 P. Zhong-Ren and W. Zhai, The Pathway of Urban 
Planning AI: From Planning Support to Plan-Making, 
in Journal of Planning Education and Research, vol. 
44, 23, 2263 ff. 
33 Decree 8th February 2022, by Ministro delle 
Infrastrutture e della mobilità sostenibili. 
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functionally decisive. A municipality can 
combine periodic satellite or drone imagery 
with AI-based change detection and can route 
resulting alerts into the BDNAE workflow. 
The administration can then open a digital 
case file, verify the existence of a building 
title, trigger enforcement proceedings ex 
officio, and transmit the outcome to the 
database. The PDND reduces transaction costs 
by enabling secure, standardized inter-
administrative data exchange. The result is an 
end-to-end enforcement pipeline: automated 
detection; automated permit cross-checking; 
initiation of proceedings; BDNAE 
registration; and continuous updating of the 
territorial knowledge base. Technically, this 
configuration makes systematic compliance 
with the mandatory character of demolition 
orders far more achievable. 

The same technologization raises familiar 
legal constraints. First, data processing must 
remain lawful. Image-derived alerts may 
constitute personal data and therefore require 
GDPR-compliant processing, including 
purpose limitation, data minimization, and 
storage limitation. BDNAE access must 
remain restricted to competent authorities, 
supported by logging, access controls, and 
security measures consistent with privacy by 
design and by default. Second, AI outputs 
cannot be treated as legal proof. Under Law 
No. 132/2025, automated processing must 
remain ancillary, and the final determination 
must remain attributable to a human decision-
maker.34 In the unlawful-building context, an 
algorithmic alert functions only as a risk 
signal. The case officer must still conduct an 
on-site inspection, collect photographic 
documentation, invite observations from the 
owner, and verify both the factual occurrence 
of the works and their legal qualification as an 
infringement. 

On this basis, the deployment of 
algorithmic tools can remain compatible with 
constitutional and EU constraints precisely 
because the ensuing administrative response 
is, in doctrinal terms, a bound activity: once 
the factual and legal predicates are 
established, the authority’s margin of 
discretion is narrowly circumscribed.35 The 
statute fixes the relevant factual predicates and 
legal conditions. The administration has no 

 
34 G. Gallone, Riserva di umanità e funzione 
amministrativa, Padova, Cedam, 2022, 220. 
35 A. Di Martino, Tecnica e potere nell’amministrazione 
per algoritmi, Naples, Editoriale Scientifica, 2023. 

meaningful discretion once those predicates 
are satisfied, and it must order demolition or 
impose the sanctions prescribed by law. 
Algorithmic tools remain confined to an 
upstream, ancillary function. These tools 
screen imagery, generate alerts, and prioritize 
files, but they do not supplant the evaluation 
that the legal framework requires. The case 
officer retains decisional ownership. The case 
officer classifies the facts in legal terms and 
adopts the final measure through an 
autonomous and reasoned assessment. This 
allocation satisfies the requirement that the 
core exercise of public authority remain in 
human hands. This allocation also avoids any 
“human reservation” objection to the 
decisional process. 

The national database on infringements and 
the ministerial reporting platform change the 
liability landscape. The municipality can no 
longer plausibly invoke a lack of operational 
tools to justify sustained inertia. Public 
investment in the BDNAE and related digital 
platforms raises institutional expectations and 
lowers coordination costs. The same 
infrastructure facilitates inter-administrative 
cooperation, demolition programming, and 
ministerial monitoring. A municipality’s 
failure to feed the database, or to initiate the 
required proceedings, may therefore amount 
to a breach of the principle of good 
administration. Such failures may also expose 
officials, in more serious cases, to managerial 
responsibility or public-accounting liability. 

4. Procedural participation, AI and 
territorial governance 
Algorithmic decision systems sit uneasily 

with the right to good administration. A close 
review of core doctrines in general 
administrative procedure shows where the 
mismatch emerges and how existing 
safeguards begin to strain. A legal regime that 
tolerates automation even in discretionary 
determinations would amplify those tensions, 
particularly by weakening meaningful public 
participation in administrative decision- 
making.36 

Participation matters most in automated 
administrative processes, but the legal system 
did not discover this problem yesterday. 
Legislators at both the national and 

 
36 C. Ramotti, Participation in algorithmic 
administrative decision-making, in BioLaw Journal, vol. 
3, 2024, 455 ff. 
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supranational levels have long treated 
community involvement as a structural feature 
of legitimate administration. Italian law 
contains a specific hook on this point. Article 
9 of the Digital Administration Code requires 
public administrations to promote the use of 
new technologies to increase citizen 
participation in the democratic process, 
including, where the applicable framework so 
provides, by conducting online pre-
consultations on draft measures. 

Commentators initially read Article 9 as 
hortatory rather than strictly enforceable. The 
provision nonetheless articulates a clear 
institutional direction. It frames digital tools 
as instruments of e-democracy and assigns 
them a corrective function, namely the 
reduction of the informational and procedural 
asymmetry - often described as a “digital 
divide” - between the administration and 
private parties.37 

The supranational framework states the 
point in equally direct terms. Recital 71 of the 
GDPR (Regulation (EU) 2016/679) provides 
that decision-making based on automated 
processing must remain subject to 
“appropriate safeguards.” The recital points to 
human intervention, the individual’s 
opportunity to express a view, the provision of 
meaningful information about the basis of the 
outcome, and the possibility of contesting the 
decision.38 

Citizens must be able to press their claims 
in automated proceedings, and the case for 
doing so is stronger when an algorithm 
structures the outcome. Article 41 of the EU 
Charter frames good administration as a 
dialogic relationship. That dialogue can 
mitigate the distance created by “impersonal” 
administration and can compensate for the 
blind spots of remote, data-driven fact 
development. 

The participation question also turns on the 
type of algorithm the administration uses. A 
fully pre-programmed system leaves little 
room for meaningful input at the decisional 
stage. A deterministic model, by contrast, 
creates an obvious entry point upstream. The 
administration can build participation into the 
design phase, where it defines variables, 
thresholds, and decision rules. At that stage, 

 
37 S. Cassese, Il cittadino e l’amministrazione pubblica, 
in Rivista trimestrale di diritto pubblico, 1998, 1015 ff. 
38 R. Cavallo Perin, Ragionando come se la 
digitalizzazione fosse data, in Diritto amministrativo, 
2020, 315. 

affected groups can articulate preferences 
linked to collective interests and can contest 
design choices that will later structure 
concrete outcomes. 

Two considerations support a baseline 
participatory entitlement. Firstly, automation 
tends to widen the relational and informational 
gap between public authority and private 
parties, and participation functions as a 
corrective. Secondly, participation also serves 
an epistemic function. It improves the 
administration’s identification and 
specification of the public interest by 
widening the informational base and exposing 
the premises on which the automated tool is 
built.39 

A model that locates the exercise of 
administrative power solely in the upstream 
design and pre-setting of the algorithm comes 
at a procedural cost. It displaces meaningful 
engagement with the affected community 
from the administrative proceeding and defers 
it to ex post judicial review40. The result is a 
form of administrative retrenchment: the 
administration withdraws from the arena of 
participatory justification, and litigation 
becomes the first site of effective 
contestation.41 

The participation problem becomes most 
acute when the administration relies on self-
learning systems. A self-updating model can 
eliminate the very moments in which the 
authority ordinarily encounters the private 
party. The individual has no assured 
opportunity to contribute at the fact-
development stage, because the system 
generates the record. The individual also lacks 
an effective entry point before the proceeding 
formally begins, because the pre-investigative 
screening logic is embedded in the model 
itself. The result is a procedure without a 
dialogic step and, consequently, no 
meaningful adversarial testing. 

A procedure structured in that way is 

 
39 E. Casetta, Profili della evoluzione dei rapporti tra 
cittadini e pubblica amministrazione, in Diritto 
amministrativo, 1993, 3 ff. 
40 G. Gallone, Riserva di umanità, 220. 
41 In this sense, see M.R. Spasiano, La partecipazione al 
procedimento amministrativo quale fonte di 
legittimazione dell’esercizio del potere: un’ipotesi 
ricostruttiva, in Diritto amministrativo, 2002, at 283 ff. 
The author considers that a “sort of renunciation by the 
public administration” may be said to occur where the 
administration, in its capacity as guardian of the needs 
existing within the community, fails to discharge its role 
of guidance and oversight. 
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vulnerable on classic public-law grounds. The 
absence of any participatory phase can amount 
to a breach of procedural guarantees and of 
the general principles that legitimate 
administrative action, precisely because the 
choice is insulated from democratic 
involvement. More fundamentally, a fully 
automated investigation sits uneasily with the 
proper exercise of the administrative function: 
it cannot credibly sustain the concrete, case-
specific inquiry into the public interest that 
administrative law presupposes. 

The case for democratic participation 
becomes stronger when algorithmic systems 
structure relationships among private parties 
and the administration effectively governs 
those relationships through the tool. 
Participation at the design stage can, in 
principle, reduce informational asymmetries 
between regulated actors and the decision-
making authority. Even so, that premise 
warrants caution. A design-stage participation 
model cannot be taken as sufficient, and it 
should be approached critically for at least 
two reasons. 

First, administrations often lack the 
technical capacity to disclose, in intelligible 
terms, what an algorithm does and how it does 
it. That deficit has a mirror image on the 
private side. Without a minimum level of 
technical literacy, interested parties cannot 
engage the tool’s design choices in a 
meaningful way. This structural asymmetry 
limits the feasibility of “front-loading” 
participation to the moment when the 
technical rule is set. The result is that 
participation risks becoming merely formal: 
the procedure offers an opportunity to 
comment, but it does not supply the 
informational conditions needed for that 
opportunity to affect the exercise of 
discretion. 

Second, a consultation that invites 
comments on the coherence and technical 
soundness of an AI system predictably attracts 
only those actors with the resources and 
incentives to engage at that level. In practice, 
participation will skew toward organized 
repeat players rather than dispersed 
individuals. The process therefore risks 
reproducing, and even intensifying, structural 
imbalances in access and influence. It also 
tracks the familiar distinction drawn by 
Professor Franco Levi between “amateurs’ 
participation” and “professionals’ 
participation,” with the latter positioned to 

dominate design-stage input.42 

5. Final remarks 
Several concluding observations follow for 

territorial governance, where participatory 
legitimacy carries weight and the practical 
obstacles are correspondingly sharp. 

A first point concerns the reorientation of 
fact development. As algorithmic systems 
begin to identify datasets, select indicators, 
and rank areas for intervention, they do not 
merely “support” the investigation; they 
structure its trajectory. The administration 
may then treat the output as a neutral and 
exhaustive reconstruction of reality and may 
discount the need for input from residents, 
neighborhood associations, and other local 
stakeholders. The result is a double loss. The 
record becomes thinner in precisely those 
respects where local knowledge is 
indispensable, social tensions, environmental 
vulnerabilities, and the day-to-day effects of 
planning choices. At the same time, what the 
system does not detect and encode is more 
readily treated as immaterial. 

A second point concerns intelligibility. 
Even where administrations seek to involve 
citizens in the preparation of land-use plans, 
most participants cannot evaluate the technical 
logic of complex models. If tools that allocate 
building rights, delineate risk zones, or 
prioritize regeneration projects rely on opaque 
methods or highly specialized techniques, 
participation risks becoming performative. 
Consultations may be held, yet the public 
cannot realistically contest the assumptions, 
parameters, and value choices embedded in 
the model. Public debate then focuses on 
outcomes at the surface, rather than on the 
framework that produces them; “co-design” 
collapses into ex post commentary on 
decisions already pre-structured by the 
system. 

A third point follows from the interaction 
of these two dynamics. Territorial governance 
shapes access to housing, public services, 
environmental protection, and urban quality of 
life; it is therefore a domain in which the right 
to good administration should imply 
especially robust participation. Algorithm-
mediated processes can hollow out that 
guarantee in practice, marginalizing local 
knowledge and privileging expert or well-

 
42 F. Levi, Partecipazione e organizzazione, in Rivista 
trimestrale di diritto pubblico, 1977, at 151 et seq. 
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resourced voices. The administration may 
remain formally within the law while 
becoming substantively unresponsive to the 
community. 

A final point concerns the appropriate 
corrective. Technical safeguards - traceability, 
documentation, and transparency - remain 
necessary, but they are not sufficient. The 
institutional design of participation must 
change so that it remains effective when the 
“invisible architecture” of decision-making is 
computational. The administration must create 
earlier and meaningful entry points, render 
model premises intelligible to non-experts, 
and keep the data–model–output chain open to 
scrutiny and challenge. Only then can 
participation shape not only outcomes, but the 
record and reasons that justify them. 

 
 
 




