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ABSTRACT To which extent do public agencies have to be transparent about algorithmic profiling tools used to combat 
social welfare fraud and to which extent can they reject transparency requests based on the argument that citizens might 
‘game the system’ (GTS)? Or, to phrase the same question in constitutional terms: to which extent is algorithmic 
Leviathan to be constrained by various transparency rights? In this article I propose a model of communicating vessels of 
transparency rights, where the Rule of Law (RoL) acts as a common denominator – or connecting tube. I discuss 
transparency rights following from administrative law (right to a reasoned decision and party access), the rights for 
meaningful information from the GDPR and AI Act, regulatory oversight and freedom of information (FOI) law. First, I 
juxtapose individually oriented transparency rights (right to a reasoned decision, party access, right to meaningful 
information) with those directed towards the public at large (oversight and FOI). Second, I discuss what FOI law requires 
from public agencies in terms of transparency, by discussing a Danish, Swedish and Dutch case where journalists 
requested FOI access to fraud combatting algorithms. While each of these jurisdictions has a possibility for secrecy based 
on the need to prevent GTS, the reach of this secrecy differs depending on which approach is followed in terms of 
assessing harm: pure harm (Denmark), harm with a presumption of publicity or secrecy (Sweden) or a balance of interests 
(The Netherlands). Different conceptualizations of harm can impact on the functioning of these communicating vessels of 
transparency. Third, I show how the communicating vessel model can help to strengthen algorithmic transparency, and to 
avoid that the transparency ambitions of the AI Act get lost in complexity. 
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system 
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1. Introduction: from silos to communicating 

vessels of transparency? 
*

 

How to decide on which door to knock 
when looking for fraudulent free-riders 
abusing the social welfare system? Behind 
which door is one most likely to find someone  

 
*Article submitted to double-blind peer review.  
This article is based on research funded by (a) the “The 
automated administration: governance of ADM in the 
public sector”-project (ADM-Gov 2022-26) in the SLS 
Future Challenges in the Nordics Research Programme, 
and (b) the “Rule of AI”-research cluster (2025-30) 
supported by Wallenberg AI, Autonomous Systems and 
Software Program – Humanity and Society (WASP-
HS). I’m grateful for the salient comments by Autilia 
Arfwidsson.  

 
who is cashing in welfare payments by falsely 
pretending to live in the country, being 
incapable of working, having an ill child, 
being a single parent with several children, 
having the right to make tax deductions, etc.? 
The Swedish National Financial Management 
Authority (ESV) estimated that in 2021 
approximately 13‒16 billion Swedish crowns 
were lost due to erroneous (intentional fraud 
and unintentional mistakes) welfare payments, 
which amounts to approximately 1,8–2,2 
percent of all total welfare payments.1  

 
1 Ekonomistyrningsverket (ESV), Målet att minska de 
felaktiga utbetalningarna från välfärdssystemen – en 
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The most well-known image of Thomas 

Hobbes’ Leviathan,2 the absolute sovereign to 
whom all submit to end the war of all against 
all, is that of a giant man. Yet, on the opening 
page of the famous book Hobbes describes the 
Leviathan as an artificial animal, a machine 
and a clockwork (horologium). A prescient 
pointer towards the increasing “technical 
state-administrative rationalization”3 of the 
State? A growing number of digital traces and 
data analytical tools have created 
technological possibilities to make citizens 
increasingly transparent – or at very least 
statistically predictable – to the State.4 
Detecting and combatting social welfare fraud 
is one of the fields where the use of 
algorithmic tools has become increasingly 
popular. 

Some commentators lament these tools as 
indicating a lack of trust between State and 
citizens. Why doesn’t the State build “an 
algorithm that searches for people who do not 
apply for social assistance but are entitled to 
it”5 instead of looking for those that might 
commit welfare fraud? While altruism and 
spontaneous collaboration can emerge under 
certain beneficial circumstances,6 this rarely 
happens in diverse and large social groups 
such as nation states. State surveillance and 
coercion act like antidotes when social 
cooperation and stability are challenged by 
free-riders.7 The goal of algorithmic tools is to 
make controls more targeted, thereby 
improving the detection and recovery rate of 
erroneous payments. If maximizing the fraud 
detection rate would be the only societal and 

 
samlad analys av måluppfyllelsen för 2023 (report), 
Stockholm 2024. 
2 T. Hobbes, Leviathan, Or the Matter, Forme, and 
Power of a Common-wealth Ecclesiastical and Civil, 
New York, Touchestone, 1997, 1651.  
3 C. Schmitt, The Leviathan in the state theory of 
Thomas Hobbes: meaning and failure of a political 
symbol, London, University of Chicago Press, 2008, 44. 
4 A. Kaun and A. Masso, The Data Welfare State, Sage, 
London, 2025. 
5 E. Guo, G. Geiger and J.-C. Braun, Inside 
Amsterdam’s high-stakes experiment to create fair 
welfare AI, in MIT Technology Review, 11 June 2025. 
6 E. Ostrom, Governing the Commons: The Evolution of 
Institutions for Collective Action, New York, 
Cambridge University Press, 1990; E. Ostrom, J. 
Walker and R. Gardner, Covenants with and without a 
sword: Self-governance is possible, in American 
Political Science Review, 86, 404-417. 
7 G. Hardin, The tragedy of the commons, in Science, 
162, 1968, 1243-1248; T. Hobbes, Leviathan, Or the 
Matter, Forme, and Power of a Common-wealth 
Ecclesiastical and Civil, New York, Touchestone, 1997, 
1651. 

legal concern, unrestrained use of citizen data 
and complete secrecy about the used 
algorithms would probably be the preferred 
set-up for most States. This way the 
algorithmic Leviathan could maximize citizen 
transparency, while the State’s algorithms 
would be fully opaque to prevent any citizen 
from “gaming the system” (GTS), meaning 
that the “operational effectiveness” of a 
system would be endangered by information 
that would “enable an individual to modify 
their behaviour to avoid triggering a 
warning.”8 However, in constitutional 
democracies guided by the Rule of Law 
(RoL)9 maximization of fraud detection rates 
and operational effectiveness do not trump 
every other concern. Transparency rights 
guarantee that there are checks and balances. 
While the algorithmic Leviathan points its 
flashlight towards the citizen, the citizen has 
rights that act as flashlights in the opposite 
direction - elucidating the functioning of the 
various algorithmic tools through which State 
power is exercised. 

The citizen-empowering transparency tools 
discussed in this article are the right to a 
reasoned decision, party access, the right to a 
meaningful explanation, Freedom of 
Information (FOI) access rights to public 
documents, and regulatory oversight rights. 
These rights do not constitute a coherent legal 
system. Some are derived from EU law (the 
right to a meaningful explanation and certain 
forms of regulatory oversight), others from 
non-harmonized Member State law (FOI, 
administrative law and certain forms of 
regulatory oversight). The rights belong to 
different fields and it is, for example, hard to 
find someone who is an expert in 
administrative, data protection and FOI law. 
However, even if these rights are hard to 
connect on a legal-dogmatic level, they can 
weaken or strengthen each other in practice. 
For example, a piece of investigative 
journalism based on algorithm documentation 

 
8 UK Government Digital Service, Algorithmic 
Transparency Recording Standard - guidance for public 
sector bodies, last updated May 2025. At: www.gov.uk/ 
government/publications/guidance-for-organisations-usi 
ng-the-algorithmic-transparency-recording-standard/alg 
orithmic-transparency-recording-standard-guidance-for-
public-sector-bodies.  
9 Venice Commission, Rule of Law Checklist, Venice, 
Council of Europe, 2016; N.A. Smuha, Algorithmic 
Rule By Law: How Algorithmic Regulation in the Public 
Sector Erodes the Rule of Law, Cambridge, Cambridge 
University Press, 2024. 
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accessed through FOI law, might inspire an 
individual data subject to exercise her right to 
a meaningful explanation. Consequently, the 
various transparency rights can act as 
communicating vessels: each in a separate 
legal-dogmatic silo but sometimes impacting 
each other’s effectiveness in practice 
nevertheless. 

This article explores two research 
questions in relation to these rights that can be 
mobilized in order to get transparency about 
the algorithms used by public agencies to 
combat social welfare fraud.  

The first research question (RQ1) deals 
with the establishment of a model of 
communicating vessels of transparency. RQ1 
consists out of three sub-questions:  

(1) What similarities and differences are 
there between the various transparency 
instruments that can be citizen-empowering in 
relation to fraud detection algorithms? 

(2) Can, and should, these transparency 
instruments be understood as a set of 
communicating vessels that influence each 
other?  

(3) Can the Rule of Law (RoL) act as a 
common denominator, that is, as the 
connecting tube between the various 
transparency rights?  

The second research question (RQ2) 
explores how the communicating vessel 
model of transparency can help in a 
constitutional re-appraisal of secrecy based in 
the gaming-the-system (GTS) argument. RQ2 
consists out of two sub-questions: 

(1) Who decides if a request for 
algorithmic transparency should be trumped 
by GPT-secrecy? Who is designated by the 
various transparency rights as the expert body 
with decisional power for assessing if a GPT-
harm exists and what its weight is?  

(2) Can oversight transparency be used to 
challenge existing monopolies on GTS-
expertise? 

In order to answer these two research 
questions section 2 explores which methods 
can be used for answering them. Section 3 
gives a general constitutional grounding by 
discussing the RoL and the role of 
transparency rights as a precondition for the 
exercise of many other fundamental rights. In 
sections 4, 5 and 6 the constituting elements 
of a communicating vessel model of 
transparency are explored (RQ1). Section 4 
starts out with an inventory of citizen-
empowering transparency instruments that can 

be raised against social welfare fraud 
detection algorithms. Section 5 continues the 
inventory of citizen-empowering transparency 
instruments by taking a deep-dive into the role 
of GTS harms in three different FOI laws: 
pure harm (Denmark), harm with a 
presumption of publicity or secrecy (Sweden) 
or a balance of interests (The Netherlands). It 
discusses how these different approaches to 
GTS harms can result in different levels 
algorithmic transparency. Section 6 draws on 
the insights of the previous sections and 
proposes a model of communicating vessels of 
transparency. In section 7 the model is put 
into action in relation to the mobilization of 
GTS-secrecy in reaction to transparency 
requests (RQ2). In section 8 some 
recommendations are made. 

2. Building a model of communicating 
vessels – how and why 
The classical question informing legal 

research is: how to interpret a particular part 
of the law? The classical method to answer 
that question is legal dogmatics. In analysing 
the meaning and scope of the various 
transparency rights this article draws on such 
classical methods. For example, in order to 
understand what the right to meaningful 
information in GDPR 2016/679 entails, I look 
at the law, case law and legal scholarship.  

However, for building a model of 
communicating transparency rights, this 
classical legal methodology alone will not do 
– and here the methodology moves more in 
the direction of constitutional and legal 
philosophy. Before diving deeper into the 
details of “how to do legal model-building?”, I 
first have to answer another question: why 
build a model that brings together 
transparency rights that have little to do with 
each other from a legal-dogmatic perspective?  

The answer consists of three layers. First, 
the reconceptualization of transparency rights 
as communicating vessels is an empirical 
observation: that transparency rights always 
have affected each other, and that the advent 
of AI Act 2024/1689 (AIA) strengthens the 
connectivity between them. Second, the model 
is a practical tool: a map that shows which 
rights could be activated, in what order and by 
whom; and what their scope, strengths and 
limitations are. As such it can help citizens 
and civil society to orient themselves and 
identify possibilities to challenge algorithmic 
fraud profiling; civil servants to assess if a 
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GTS claim for secrecy could be mobilized; 
legislators to see weak spots that could use 
some legal plumbing; and oversight bodies to 
define their roles towards other (oversight) 
transparency actors. Third, the communicating 
vessel model is also a normative plea for an 
integrated view on transparency rights: that 
making the connections between rights 
stronger and more explicit is something to 
strive for from a RoL perspective.  

The pragmatic and normative goals entail 
that the model is not an exhaustive 
representation of reality. Instead, the model 
presented in this article is a conceptual tool 
based in constitutional-theoretical thought. 

While I believe that this article does cover 
the most prevalent transparency rights 
mobilized in relation to algorithmic 
transparency, the communicating vessel 
model does not depend on exhaustive 
representativeness: it is flexible enough to 
accommodate other vessels. One important 
factor in the choice for particular transparency 
rights was how well they illustrate the core 
characteristics of the communicating vessel 
model and its value. For example, it was 
important to include rights that illustrate the 
difference between transparency rights that 
empower individuals and those that are 
directed towards the public at large, which 
form the two major types of transparency 
rights in the communicating vessel model (see 
section 4). 

The model was created with the territorial 
scope of the EU in mind. The delineating 
question in terms of the territorial scope was: 
which legal transparency tools would an EU 
citizen in a Member State have to pick from? 
The main focus is on EU law, but in those 
areas where law is not harmonized at EU level 
I looked at Member State law, especially 
Danish, Swedish, and Dutch law, and to a 
lesser extent Finnish, French and Spanish law. 
The choice for these member states is based 
on comparability and illustrative contrast. For 
example, in section 5 the comparison between 
Danish, Swedish and Dutch FOI law is based 
on that these three North-European countries 
are comparable in terms of strongly developed 
FOI laws that all had controversies regarding 
fraud detection algorithms where GTS was 
mobilized as a ground for secrecy, while on 
the other hand they differ in how the GTS 
exception is legally formulated. By comparing 
these three Member States I show how 
different approaches to what constitutes a 

GTS harm can result in different levels of FOI 
protection. In other sections some Member 
States are presented as examples of regulatory 
solutions that have a lot of commonalities in 
large parts of the EU, while other Member 
States are mentioned for their uniqueness that 
diverges from the aforementioned approaches 
that are more widespread. For example, in 
section 4.1.1 on administrative law 
transparency, Sweden and The Netherlands 
represent the main stream regulatory solution, 
whereas Finland and France represent 
regulatory solutions that are divergent. 
Similarly, in section 4.2.1 on regulatory 
oversight transparency, Spain is mentioned 
because it created a fully new regulatory AI 
market authority to comply with Article 70 
AIA – a regulatory solution that stands out in 
comparison with other Member States that are 
mostly re-using existing authorities. 

While all comparisons made in this article 
are illustrative of broader trends of in the EU, 
they do not aspire to provide an exhaustive or 
fully representative treatment of all applicable 
Member State law.  

Last but not least: a communicating vessels 
system in physics proves how liquid will 
always equal out to the same level in all 
connected containers, independent of their 
shape and volume. The model proposed in this 
article does not have such a strict meaning: 
increased oversight or documentation 
requirements in one transparency vessel will 
not lead to an exactly equal change in all other 
transparency vessels. What’s more: some 
changes will not even affect the other vessels 
at all. The only meaning of the transparency 
model is to show how one could orient oneself 
through a landscape of various rights that are 
not a unity in a legal dogmatic sense but 
nevertheless can reinforce or weaken each 
other in practice. 

3. Algorithmic Leviathan inside legal 
constraints – the transparency spotlight of 
the Rule of Law 
In modern states, the Leviathan does not 

just exercise brute force but operates through 
the power of governmentality, that is, by 
policing and steering the conduct of the 
population while respecting certain forms of 
citizen freedom.10 Adjusting power 

 
10 M. Foucault, “Omnes et Singulatim”: Towards a 
Critique of Political Reason, in J.D. Faubion (ed.), 
Power. Essential works of Foucault, 1954-1984, 
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relationships through power-constraining or 
empowering rules often opens up for a space 
of “fifty shades of grey”,11 where power 
boundaries are negotiated through the 
interpretation of rules. When can a citizen say 
‘stop’ to the State? When does a State have to 
listen to this ‘stop’, and when can it ignore it? 

As stated before, in constitutional 
democracies guided by the RoL,12 
fundamental rights adjust the power relation 
between State and citizen. State power is 
restrained and citizens are empowered, ideally 
resulting into a social cohesion that goes 
beyond mere coercion. Given that knowledge 
is power,13 one way to adjust a power 
relationship is by altering how knowledge is 
distributed. Thus, some fundamental rights 
force transparency onto states, while granting 
citizens some shades of opacity.  

Fraud detection algorithms are used by 
both private and public entities. The use of 
such algorithms by a private entity, such as a 
bank, opens up for interesting legal questions, 
for example in relation to the right to a 
meaningful explanation derived from data 
protection. However, it is only when a public 
agency, such as a social security agency or 
municipality, uses fraud detection algorithms 
that the constitutional RoL concern about 
power balancing between State and citizen 
emerges. 

One important legal basis constraining the 
(algorithmic) flashlight of the State onto 
citizens is the right to respect for private life 
(Article 8 of the European Convention of 
Human Rights). State interferences in private 
life are required to pass the legality or 
proportionality test of Article 8(2) ECHR: 
there “shall be no interference by a public 
authority with the exercise of this right except 
such as is in accordance with the law and is 

 
London, Allen Lane, 2000, 298-325; M. Foucault, 
Security, territory, population: lectures at the Collège 
de France, 1977-78, New York, Palgrave Macmillan, 
2007. 
11 E.L. James, Fifty shades of grey, New York, Random 
House, 2012. This erotic novel discusses the fine lines 
steering the dominance and submission between the 
main protagonists, Christian Grey and Ana Steel. While 
the rules and rights guiding their relationship are 
radically different from the ones steering the relation 
between State and the citizen, both are power 
relationships bound by constraints and empowerments 
and as such have to face the complexities of negotiating 
power grey zones.  
12 n. 9  
13 K. de Vries, Transparent Dreams (Are Made of This): 
Counterfactuals as Transparency Tools in ADM, in 
Critical Analysis of Law, vol. 8, 2021. 

necessary in a democratic society”. For 
example, pre-emptively placing smart 
surveillance cameras in the home of every 
citizen and algorithmically analysing all 
publicly available personal data is unlikely to 
pass the legality or proportionality test. 
However, what about more subtle 
interferences, such as calculating a fraud risk-
score based on the type of car or number of 
children? Can a State use and create this kind 
of information without infringing on privacy, 
data protection and discrimination rights? 

The focus of this article are rights creating 
an empowering flashlight in the opposite 
direction: from citizen towards the State. 
Appropriate empowerment in this relationship 
is a precondition for giving the 
aforementioned limitations to State 
surveillance any bite. In order to assess or 
contest the legality and proportionality of any 
algorithmic profiling, one has to know that 
such profiling exists and what it entails. 
Transparency rights are thus a precondition 
for the exercise of many other fundamental 
rights. 

4. Transparency weapons of choice. 
Individually oriented or for the public at 
large? 
What transparency rights can be used to 

access social welfare fraud detection 
algorithms? Broadly speaking one can 
distinguish two categories of legal tools: those 
that empower individuals that are directly 
involved (section 4.1), and those that create 
transparency and accountability towards the 
public at large (section 4.2).14 The discussed 

 
14 My opposition of individually oriented transparency 
(rights to meaningful information and requirements to 
motivate decisions following from good administration 
principles) and transparency directed at the public at 
large (FOI and regulatory oversight) can be seen as an 
extension of the distinction made between data 
protection and FOI transparency: “It is important to 
distinguish between the right to access one’s own 
personal data and the right to request access to public 
information. The two rights have different policy 
underpinnings, one guaranteeing transparency towards 
the person whose personal information is being 
collected and used by a controller (inter partes 
transparency), while the other ensures transparency 
towards the public with regard to information that has 
public value or relevance (erga omnes transparency)”. 
G. Zanfira-Fortuna, Article 15 Right of access by the 
data subject, in C. Kuner and others (eds.), The EU 
General Data Protection Regulation (GDPR): A 
Commentary (New York, 2020; online edn, Oxford 
Academic), https://doi.org/10.1093/oso/9780198826491 
.003.0046, p. 452. Also: EDPB, Guidelines 01/2022 on 
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transparency instruments that fall into the first 
category are administrative law rights (Right 
to a Reasoned Decision and Party Access) and 
the rights to meaningful information 
(following from data protection, GDPR 
2016/679, and AI product safety law, AIA 
2024/1689). The discussed transparency tools 
directed to the public at large are regulatory 
oversight and freedom of information (FOI).  

4.1. Individually oriented transparency 
In the first category, with tools aiming for 

situated and individually oriented 
transparency, Administrative Law (4.1.1) and 
Data Protection (4.1.2) are the most important.  

4.1.1. Administrative law transparency: the 
right to a reasoned decision and party 
access 

In most jurisdictions, Administrative Law 
provides for a right to a reasoned decision,15 
requiring that administrative decisions are 
motivated, without making any distinction 
between non-automated, partially or fully 
automated decision making.  

For example, in The Netherlands Article 
3:46 of the Dutch General Administrative Law 
Act16 requires that any administrative decision 
“shall be based on proper reasons”, which 
have to be published together with the 
notification of the decision (Article 3:47(1)) 
unless “it can reasonably be assumed that 
there is no need for this” (Article 3:48(1)). If 
an interested party asks to be informed of the 
reasons, they shall be communicated as 
quickly as possible (Article 3:48(2)). Another 
example is the requirement in the Swedish 
Administrative Procedure Act17 in section 32 
that a “decision that can be expected to affect 
someone’s situation in a not insignificant way 

 
data subject rights – Right of access, (2024): “The right 
of access according to data protection law is to be 
distinguished from similar rights with other objectives, 
for example the right of access to public documents 
which aims at guaranteeing transparency in public 
authorities’ decision-making and good administrative 
practice.” See also: Case C‑203/22, ECJ 27 February 
2025. 
15 The term “right to a reasoned decision” is derived 
from Article 41 of the Charter of Fundamental Rights of 
the European Union (CFR) where is states that the right 
to good administration includes “the obligation of the 
administration to give reasons for its decisions” (Article 
41 (2)c CFR). 
16 Algemene wet bestuursrecht (Dutch General 
Administrative Law Act), Staatsblad, 1992, 315. 
17 Förvaltningslag (Swedish Administrative Procedure 
Act), 2017:900. 

shall contain a clarifying statement of reasons 
if this not obviously unnecessary”. This 
provision also specifies that the “statement of 
reasons shall contain information about what 
provisions have been applied and what 
circumstances have been decisive for the 
position taken by the authority.” Moreover, 
the Swedish Administrative Procedure Act, in 
section 10, grants private persons that are a 
party in an administrative matter a right to 
access to all included material.18 This right is 
similar to FOI, that is, the public right to 
access governmental and administrative 
documents discussed below (section 4.2.2), 
but can be more far-reaching: incidentally 
access can be granted to secret documents or 
before a final decision has been reached. In 
the case of algorithmic decisions, or decisions 
that have been influenced through algorithmic 
risk profiling, this means that Administrative 
Law could entail that the role of an underlying 
algorithmic model is elucidated in a statement 
of reasons clarifying the reasons underlying an 
automated decision, or that an affected party is 
given access to an algorithmic model.19 If the 
right to a reasoned decision entails algorithmic 
transparency will depend on if the algorithmic 
profiling is qualified as part of the legal reason 
for an administrative decision, or, in contrast, 

 
18 Party access can also be found in Article 41 of the 
CFR (see above, n. 9) where is states that the right to 
good administration includes “the right of every person 
to have access to his or her file, while respecting the 
legitimate interests of confidentiality and of professional 
and business secrecy” (Article 41 (2)b CFR). 
19 M. Suksi, Formal, Procedural, and Material 
Requirements of the Rule of Law in the Context of 
Automated Decision-Making, in M. Suksi (ed.), The 
Rule of Law and Automated Decision-Making, Springer, 
Cham, 2023, 65-95; A.-S. Lind, Legislating AI: A 
Matter of High-Risk Administration?, in M. Suksi (ed.), 
The Rule of Law and Automated Decision-Making, 
Springer, Cham, 2023, 179-194; A. Sinha, A Public 
Administration Route to Algorithmic Transparency, an 
essay in 3 parts in Knowing without Seeing, 2024, 
www.knowingwithoutseeing.com/essays; S. Demkova, 
M. Fink and G. Gentile, The digital future of European 
public administration: introduction to the symposium on 
safeguarding the right to good administration in the age 
of AI, in The Digital Constitutionalist [blog entry], 4 
October 2023; J. Dirutigliano, Some considerations on 
the relationship between the right to a reasoned 
decision and the right to explanation in the proposal of 
the Artificial Intelligence Act, in The Digital 
Constitutionalist [blog entry], 4 October 2023; M. Fink 
and M. Hillebrandt, Access to documents and the EU 
agency Frontex: growing pains or outright 
obstruction?, in M. Hillebrandt, P. Leino-Sandberg and 
I. Koivisto (eds.), (In)Visible European Government. 
Critical approachs to transparency as an ideal and 
practice, London-New York, Routledge, 2023, 235-253. 
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as a preliminary check or preparatory act that 
is isolated from the decision itself. Similarly, 
if party access rights include algorithmic 
transparency depends on if the algorithmic 
profiling is qualified as part of the handling of 
an administrative matter.20 This assessment of 
the role of the algorithm in administrative 
decisions is a thorny one. Most jurisdictions 
have not created any specific legislation with 
regard to automated decision-making (ADM). 
One exception is Finland, where in May 2023 
a law21 was adopted that in section 53e strictly 
applies the principle of legality22 and outlaws 
any ADM that is not a transformation of a 
legal rule into a mathematical formula.23 This 
means that one cannot use machine learning 
or artificial intelligence systems as ADM. All 
ADM has to be rule-based. While this in 
principle strengthens the position of the 
citizen, it could also have the adverse 
consequence of an increased use of 
algorithmic tools in early stages of 
administration, where it can be argued that the 
use of the algorithmic tool is a preparatory act 
unrelated to the final administrative decision. 
Potentially (see below, section 4.1.2) such 
systems would still be covered by the GDPR24 
or the AIA.25 A very different approach26 can 

 
20 For example, Swedish administrative law makes a 
difference between an administrative case (“ärende”) 
and factual actions (“faktiskt handlande”). 
21 Hallituksen esitys eduskunnalle julkisen hallinnon 
automaattista päätöksentekoa koskevaksi 
lainsäädännöksi HE 145/2022 vp (Government Bill on 
legislation for automated decision-making in the public 
administration), 99-100, 147.  
22 M. Suksi, Lagbundenhetskravet vid automatiserat 
beslutsfattande I myndighetsversamhet enligt finsk rätt, 
in K. de Vries and M. Dahlberg (eds.), de Lege. Law, AI 
and Digitalisation, Uppsala, Iustus, 2022, 157-178. 
23 Finnish Administrative Procedural Act May 2023; 
Finnish Information Management Act, May 2023; I. 
Koivisto, S.K. Heikkonen and R. Koulu, Finland: 
Regulation and Doctrinal Challenges of Automated 
Decision-Making in Public Administration, in Public 
Digitalisation in a Legal Perspective: Status, 
Challenges and Opportunities for Nordic-Baltic 
Cooperation, 2024, 71-114. 
24 Regulation (EU) No. 2016/679 of the European 
Parliament and of the Council of 27 April 2016 on the 
protection of natural persons with regard to the 
processing of personal data and on the free movement 
of such data, and repealing Directive 95/46/EC, OJ L 
119, Brussels, 4 May 2016. 
25 Regulation (EU) No. 2024/1689 of the European 
Parliament and of the Council of 13 June 2024 laying 
down harmonised rules on artificial intelligence and 
amending Regulations (EC) No 300/2008, (EU) No 
167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 
2018/1139 and (EU) 2019/2144 and Directives 
2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 
(Artificial Intelligence Act), Brussels 12 July 2024. 

be found in France, where the legislator in 
March 2017 created a provision27 that states 
that if an administrative decision has an 
algorithmic basis, that it should be 
accompanied by information about (1) the 
degree and the mode of contribution of the 
algorithmic processing to the decision 
making; (2) the data processed and its source; 
(3) the treatment parameters and, where 
appropriate, their weight, applied to the 
situation of the person concerned; and (4) the 
operations carried out by the treatment. While 
one could object that this provision implicitly 
legitimizes the making of algorithmic 
decisions, it also gives clear guidance to 
administrative bodies what information to 
provide when an algorithmic tool is used. This 
could mean that an administrative body is less 
likely to try to qualify the algorithmic tool as a 
mere preparatory act, falling outside the scope 
of the legal reasons for a decision. 

4.1.2. The right to meaningful information 
about profiling: GDPR and AIA 

Data Protection Law protects individuals 
(data subjects) by requiring that any 
processing of their personal data, both by 
public and private actors, happens in a lawful, 
fair and transparent way (Article 5(1)a 
GDPR28). On top of general informational 
rights relating to any form personal data 
processing, the GDPR includes specific 
informational rights in the case of fully-
automated ADM, including profiling,29 as 

 
26 A. Stephanov, Easy to Learn, Hard to Master: The 
Challenge of Intelligible AI in French Administration, in 
The Digital Constitutionalist [blog entry], 4 October 
2023; L. Edwards and M. Veale, Enslaving the 
Algorithm: From a “Right to an Explanation” to a 
“Right to Better Decisions”?, in IEEE Security & 
Privacy, vol. 16, Issue 3, 2018, 46-54. 
27 Article L. 311-3-1 of the Décret n°2017-330 du 14 
mars 2017 - Code des relations entre le public et 
l’administration (Law on the relations between the 
public and the administration). This law adjusts Loi n° 
2016-1321 du 7 octobre 2016 pour une République 
numérique (Digital Republic Act). 
28 General Data Protection Regulation (GDPR): 
Regulation (EU) No. 2016/679 of the European 
Parliament and of the Council of 27 April 2016 on the 
protection of natural persons with regard to the 
processing of personal data and on the free movement 
of such data, and repealing Directive 95/46/EC, OJ L 
119, Brussels, 4 May 2016. 
29 ‘Profiling’ means any form of automated processing 
of personal data consisting of the use of personal data to 
evaluate certain personal aspects relating to a natural 
person, in particular to analyse or predict aspects 
concerning that natural person’s performance at work, 
economic situation, health, personal preferences, 
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referred to in Article 22(1) and (4) GDPR. 
One of these additional informational rights is 
that the data subject has the right to obtain 
information about the existence of the ADM 
and “meaningful information” (Article 15(1)h 
GDPR) about the logic, significance and 
envisaged consequences of that processing for 
the data subject.30 Here the extent of the 
algorithmic transparency largely depends on 
how to interpret “decision” and “meaningful 
information”. 

The first issue, not unlike the one raised in 
the previous section (4.1.1), has to do with the 
scope of what is qualified as belonging to the 
decision-making. The European Court of 
Justice (ECJ) has clarified that this cannot be 
interpreted too narrow.31 This means that a 
bank cannot argue that the denial of a loan is a 
human decision where a probabilistic credit 
score provided by a third party (Schufa) is 
merely a “preparatory act” (section 61) if “an 
insufficient probability value leads, in almost 
all cases, to the refusal of that bank to grant 
the loan applied for” (section 48). In Schufa 
the facts concerned a bank denying a loan, but 
it can be assumed that the Court would have 
made the same assessment if the data 
controller would have been a public authority 
denying a social welfare benefit. 

The second interpretational issue is what 
“meaningful information”32 is. Scholarly 
literature arguing that the information should 
be useful33 and actionable34 for the affected 

 
interests, reliability, behaviour, location or movements 
(Article 4(4) GDPR). 
30 There is some discussion if the right to meaningful 
information (Article 15(1)h GDPR) only applies in the 
case of decisions that are based solely on automated 
processing (Article 22(1) GDPR) or if partially 
automated decisions are also covered by Article 15(1)h 
GDPR. The latter interpretation is likely to be the 
correct one. See: B. Custers and A.-S. Heijne, The right 
of access in automated decision-making: The scope of 
article 15(1)(h) GDPR in theory and practice, in 
Computer Law & Security Review, vol. 46, 2022. With 
regard to the right to meaningful information in Article 
86 of the AIA there is no ambivalence: this right also 
covers partially automated decisions. See: M.E. 
Kaminski and G. Malgieri, The Right to Explanation in 
the AI Act, in U of Colorado Law Legal Studies 
Research Paper No. 25-9, 2025. 
31 CJEU, 7 December 2023, C-634/21, Schufa. 
32 S. Wachter, B. Mittelstadt, and L. Floridi, Why a right 
to explanation of automated decision-making does not 
exist in the general data protection regulation in 
International data privacy law, vol. 7, issue 2, 2017, 76-
99; A. D. Selbst and J. Powles, Meaningful information 
and the right to explanation, in International Data 
Privacy Law, vol. 7, issue 4, 2017, 233-242. 
33 B. Custers and A.-S. Heijne, The right of access in 
automated decision-making: The scope of article 

data subject, has been confirmed by the ECJ,35 
stating that the mere communication of a 
“complex mathematical formula” (section 59) 
is insufficient and that the data subject has the 
right to “an explanation of the procedure and 
principles actually applied (…) with a view to 
obtaining a specific result” by means of 
“relevant information and in a concise, 
transparent, intelligible and easily accessible 
form” (section 58), which will enable data 
subjects to effectively exercise their rights. 

Similar discussions are likely to emerge in 
relation to the notion “clear and meaningful 
explanations” in Article 86 of the AIA,36 
which applies from 2 August 2026. Article 86 
grants a “right to obtain from the deployer 
clear and meaningful explanations of the role 
of the AI system in the decision-making 
procedure and the main elements of the 
decision taken” to persons affected by the 
output from high-risk AI systems “which 
produces legal effects or similarly 
significantly affects that person in a way that 
they consider to have an adverse impact on 
their health, safety or fundamental rights”. 

4.1.3. Different material scopes? The rights 
to a reasoned decision, party access, 
and meaningful information 

Each of the transparency rights mentioned 
in the previous two sections (4.1.1 and 4.1.2) 
requires information that is relative and 
actionable to a particular individual and 
decision. The information should make a 
decision contestable. This is both an upper and 
a lower limit. A public agency cannot simply 
share the source code of a fraud detection 
algorithm if this is incomprehensible to the 
affected individual or if it does not clarify why 
a particular decision was made. However, it 
also means that the agency does not need to 
share systemic information as long as the 
individual receives all information needed to 

 
15(1)(h) GDPR in theory and practice, in Computer 
Law & Security Review, vol. 46, 2022. 
34 K. de Vries, Transparent Dreams (Are Made of This): 
Counterfactuals as Transparency Tools in ADM, in 
Critical Analysis of Law, vol. 8, 2021. 
35 CJEU, 27 February 2025, C-203/22, Dun and 
Bradstreet Austria. 
36 Regulation (EU) No. 2024/1689 of the European 
Parliament and of the Council of 13 June 2024 laying 
down harmonised rules on artificial intelligence and 
amending Regulations (EC) No. 300/2008, (EU) No. 
167/2013, (EU) No. 168/2013, (EU) 2018/858, (EU) 
2018/1139 and (EU) 2019/2144 and Directives 
2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 
(Artificial Intelligence Act), Brussels 12 July 2024. 
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contest the decision. 
Not every social welfare fraud detection 

algorithm will fall under the material scope of 
the aforementioned rights. If the right to a 
reason decision or party access activates 
depends on how the reasons for the decision 
and the handling of the case are delineated 
(see 4.1.1). 

If the GDPR right to meaningful 
explanation (Article 15(1)h GDPR) applies 
depends on if the algorithmic scoring can be 
considered as a preparatory act or as the actual 
decision-making; if the decision is semi- or 
fully automated; and if it produces legal or 
similarly significant effects for the data 
subject. For example, if a public agency can 
show that in a significant part of all cases 
human assessment overrules a probabilistic 
risk score, Article 22(1) and 15(1)h would not 
apply. On the other hand, if the score is almost 
always slavishly followed these articles would 
apply, as long as the decision has legal effects 
or significant effects. For example, being 
denied social benefits or being subjected to 
extensive fraud investigations would clearly 
qualify as such. However, what if the decision 
results in a small additional fraud 
investigation that means that one receives 
one’s social benefits 48 hours later? It 
probably still would qualify as having a legal 
or significant effect because one could have 
been denied the benefits if the additional 
investigation would have had a negative 
outcome. However, this could also activate a 
discussion about if the whole process is semi-
automated (probabilistic flagging plus human 
check) or if the flagging in itself is a fully 
automated decision.37 With decisions like 
Schufa and Dun and Bradstreet in mind it 
seems that the ECJ is quite eager to give the 
GDPR actual bite. Nevertheless, there are 
cases that will fall outside the material scope 
of Article 22(1) and 15(1)h.  

Article 86 of the AIA aims to be a 
complementary right for decisions outside the 
GDPR’s scope, such as when affected persons 
are not data subjects or when a decision is 
semi-automated.38 In this sense it is a broader 
right than Article 22(1) and 15(1)h GDPR. 

 
37 R. Binns and M. Veale, Is That Your Final Decision? 
Multi-Stage Profiling, Selective Effects, and Article 22 
of the GDPR, in International Data Privacy Law, vol. 
11, issue 4, 2021, 319-332. 
38 M.E. Kaminski and G. Malgieri, The Right to 
Explanation in the AI Act, in U of Colorado Law Legal 
Studies Research Paper, no. 25-9, 2025. 

However, the scope of Article 86 AIA can 
also be more limited compared to the GDPR, 
as it only applies to high-risk AI systems 
listed in Annex III. In the context of 
algorithms used for detecting social welfare 
fraud especially point 5(a) is relevant: “AI 
systems intended to be used by public 
authorities or on behalf of public authorities to 
evaluate the eligibility of natural persons for 
essential public assistance benefits and 
services, including healthcare services, as well 
as to grant, reduce, revoke, or reclaim such 
benefits and services”. While the word 
“decision” is absent here, the notion of the 
preparatory act might also become of 
relevance here: is a fraud detection algorithm 
used to evaluate the eligibility to receive 
certain benefits, or is it only a preparatory act 
to decide who should be studied more closely 
and does the actual evaluation only start 
afterwards? Looking at how the ECJ has 
reasoned in relation to the GDPR a very 
narrow interpretation would be surprising. 
Another question is how the Court will 
interpret the notion “essential”. For example, 
what if it the benefits are not those received 
during unemployment or sick-leave but tax 
deductions for repairs or cleaning services? 
Those would probably be slipping “through 
the cracks”39 of the AIA.  

Individual transparency rights have certain 
limitations. While the right to a reasoned 
decision activates by default, party access and 
the rights to meaningful information have to 
be activated on demand.40 Parties, data 
subjects or affected individuals who are 
unaware that they are the subject of 
algorithmic profiling cannot use their 
informational rights towards something that is 
unknown to them. Second, making use of 
individual informational rights is often 
experienced like a burden and preferably left 
to organisations like NOYB.41 Third, 
collective data harms,42 such as when a group 

 
39 D. Hadwick, Slipping Through the Cracks, the Carve-
outs for AI Tax Enforcement Systems in the EU AI Act, 
in European Papers - A Journal on Law and 
Integration, no. 3, 2024, 936-955. 
40 M.E. Kaminski, and G. Malgieri, The Right to 
Explanation in the AI Act, in U of Colorado Law Legal 
Studies Research Paper, no. 25-9, 2025. 
41 None of Your Business (NOYB), https://noyb.eu/en. 
42 I. Graef and B. van der Sloot, Collective Data Harms 
at the Crossroads of Data Protection and Competition 
Law: Moving Beyond Individual Empowerment, in 
European Business Law Review 33, no. 4, 2022, 513-
536. 
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of people is affected by a profiling algorithm, 
are not properly addressed at an individual 
level. 

4.2. Transparency for the public at large 
In contrast to the situated (related to one 

particular case) and individual (actionable to a 
particular affected person) transparency rights 
following from Administrative Law, the 
GDPR and the AIA, there are also rights that 
create transparency and accountability 
towards the public at large. The two most 
important categories are regulatory oversight 
and Freedom of Information (FOI) rights.  

4.2.1. Regulatory oversight transparency – 
especially for high-risk AI systems 

How to give a law teeth? One way is if a 
law includes the establishment of a 
governance structure, which often will include 
the creation of independent supervisory 
authorities that oversee enforcement, monitor 
compliance, and stimulate efficient 
implementation. Regulatory oversight has 
been a popular mechanism for many decades 
in fields such as data protection, equality, 
consumer, media, competition or financial 
law. For example, an important factor in the 
success of EU data protection is the existence 
of very active national data protection 
authorities (Article 51 GDPR) and their 
collaboration in the European Data Protection 
Board (EDPB; Article 68 GDPR). Both the 
national authorities and the European Data 
Protection Supervisor have a wide range of 
investigative, corrective and advisory powers 
(Article 58 GDPR). Similarly, equality law 
bodies43 have played an enormous role in 
giving bite to non-discrimination law. They 
can conduct inquiries (Article 8, Council 
Directive 2024/1499) and give non-binding 
opinions or binding decisions (Article 9, 
Council Directive 2024/1499).  

During recent years there has been a true 
boom in the establishment of supervisory 

 
43 Council Directive (EU) No. 2024/1499 of 7 May 
2024 on standards for equality bodies in the field of 
equal treatment between persons irrespective of their 
racial or ethnic origin, equal treatment in matters of 
employment and occupation between persons 
irrespective of their religion or belief, disability, age or 
sexual orientation, equal treatment between women and 
men in matters of social security and in the access to 
and supply of goods and services, and amending 
Directives 2000/43/EC and 2004/113/EC, Brussels 29 
May 2024; Directive (EU) 2024/1500 of the European 
Parliament and of the Council. 

authorities in EU legislation, particularly in 
any fields related to AI and algorithms, which 
has even been called a form of “EU regulatory 
brutality”.44 One notable example thereof can 
be found in the AIA where various regulatory 
oversight regimes, both at a Member State and 
at an EU level, are created in relation to high-
risk AI systems (see above, section 4.1.3). 
Member States have had until 2 August 2025 
to designate which national competent 
authorities will oversee the applications of the 
AIA (Article 70(2) AIA) but many have 
transgressed this deadline. Fundamental 
Rights authorities had to be designated by 
Member States before 2 November 2024 
(Article 77(2)). While most of the AIA starts 
applying on 2 August 2026, the legislator 
envisioned that all the oversight bodies at EU 
level and the national competent authorities 
(Chapter VII, Article 64-77) would be in place 
on 2 August 2025 (Article 113). Once the 
parts of the AIA on high-risk AI will start to 
apply on 2 August 2026, all AIA oversight 
structures will fully activate and add a thick 
layer of additional oversight on top of existing 
oversight following from other existing 
legislation – such as data protection, equality 
or social welfare law – that is applicable to 
algorithmic social welfare fraud detection.  

At the national level regulatory oversight in 
the AIA is established through two 
mechanisms. First, each Member State has to 
establish or designate national competent 
authorities (Article 70 AIA), where one 
important task will be market surveillance 
(Art 3(26) AIA) as defined in Regulation (EU) 
2019/1020. Market surveillance is a 
mechanism used to give bite to product safety 
law and comes with a broad set of powers to 
monitor, investigate and issue sanctions.  

Second, each Member State appoints 
existing national public authorities or bodies, 
such as data protection authorities or equality 
bodies, to “supervise or enforce the respect of 
obligations under Union law protecting 
fundamental rights (…) in relation to the use 
of high-risk AI systems”. (Article 77(1)) 
These fundamental rights authorities will have 
“the power to request and access any 
documentation (…) necessary for effectively 
fulfilling their mandates”. (Article 77(1))  

While many fundamental right agencies 
 

44 V. Papakonstantinou and P. De Hert, The Regulation 
of Digital Technologies in the EU: Act-ification, GDPR 
Mimesis and EU Law Brutality at Play, Taylor & 
Francis, 2024. 
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already possess powers to access 
documentation based on other laws, the AIA 
might reinforce and extend some of these 
powers.45 Moreover, the AIA adds a new 
dimension by creating a connection between 
market surveillance (Article 70) and 
fundamental rights (Article 77) oversight. 
First, the national competent market 
surveillance authority has to inform and fully 
cooperate with the designated fundamental 
right agencies (Article 79), especially when 
notified of any serious incidents infringing on 
fundamental rights (Article 73(7)). Second, 
the fundamental right agencies have to inform 
the national market surveillance authority of 
any information request. (Article 77(1)) Third, 
if a designated fundamental rights agency 
finds that accessed documentation is 
insufficient, it can request the market 
surveillance agency “to organise testing of the 
high-risk AI system through technical means”. 
(Article 77(3)) 

Member States have a large amount of 
freedom46 to decide who will be given 
regulatory oversight powers based in Article 
70 and 77 AIA. For example, with regard to 
market surveillance (Article 70) some 
Member States designate one authority: Spain 
has created a (Spanish Artificial Intelligence 
Supervisory Agency, AESIA) while Denmark 
has designated the Danish Agency for 
Digitisation that was established in 2011. An 
example of a decentralized approach can be 
found in Finland, where the Government 
proposed that market surveillance would be 
fulfilled by 10 existing agencies, including the 
Energy Authority, the Data Protection 
Ombudsman, the Medicine Agency and the 
Transport and Communications Agency. With 
regard to the fundamental rights oversight 
(Article 77), Member States have to pick 
which existing agencies will be designated. 
For example, in the Netherlands the proposed 
preliminary list of agencies47 consists of the 
Dutch data protection authority (AP), The 
Netherlands Institute for Human Rights, the 
Attorney General at the Supreme Court, the 

 
45 B. Mittelstadt, How to use the Artificial Intelligence 
Act to investigate AI bias and discrimination: A guide 
for Equality Bodies, Equinet, 2025. 
46 R. Uuk, Overview of all AI Act National 
Implementation Plans, in The EU AI Act Newsletter, 
2025. 
47 Government of The Netherlands, Lijst met 
vastgestelde autoriteiten ter bescherming van de 
grondrechten op grond van artikel 77 AI-verordening, 
19 November 2024. 

President of the Administrative Law Division 
of the Council of State, the Judicial Board of 
the Central Appeals Tribunal and the Judicial 
Board of the Trade and Industry Appeals 
Tribunal. In Finland the designated authorities 
are the Data Protection Ombudsman, the Non-
Discrimination Ombudsman, the Ombudsman 
for Equality, the National Discrimination and 
Equality Tribunal of Finland, the Chancellor 
of Justice, the Parliamentary Ombudsman, the 
Occupational Safety and Health authorities 
(which are Regional State Administrative 
Agencies) and the Consumer Ombudsman48. 
This entails that in some Member States the 
national Data Protection authorities will act 
both as an Article 70 competent market 
surveillance authority and as an Article 77 
fundamental rights agency. 

At Union level regulatory oversight is 
embodied through the AI Office (Article 64) 
and the AI Board consisting of national 
competent authorities, and the AI Office and 
EDPS as observers (Article 65). The AI Office 
receives support from a panel of independent 
scientists (Article 68), while the Board can 
receive support from an Advisory Forum 
consisting out of balanced selection of 
stakeholders (Article 67). 

4.2.2. Freedom of Information transparency 
Sweden was the first country in the world 

to adopt public access to information as a 
fundamental constitutional principle. The first 
version of the principle of public access to 
official records (Offentlighetsprincipen) was 
codified in the Freedom of the Press Act 
(Tryckfrihetsförordningen) that was adopted 
in 1766, and in its updated version from 1949 
this law49 is still of enormous constitutional 
importance.50 Currently many countries have 
similar legal tools,51 internationally known as 
Freedom of Information (FOI)52 – a name 
inspired by the Freedom of Information Act 

 
48 Ministry of Economic Affairs and Employment of 
Finland, National implementation of EU Artificial 
Intelligence Regulation, (2025), https://tem.fi/en/ai-
regulation. 
49 Tryckfrihetsförordning 1949, 105. 
50 H.G. Axberger, Yttrandefrihetsgrundlagarna, 
Stockholm, Norstedts Juridik, 2019; Government 
Offices of Sweden – Ministry of Justice, Public access 
to information and secrecy. The legislation in brief, 
Stockholm, 2020. 
 51 OECD, The Right to Open Public Administrations in 
Europe: Emerging Legal Standards, Sigma papers no. 
46, GOV/SIGMA(2010)2/REV12THE, 2011. 
52 Inspired by the Freedom of Information Act (FOIA) 
of the United States (1966). 
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(FOIA) of the United States (1966). While in 
many jurisdictions these laws do not have a 
constitutional status their effect is the same: 
FOI laws empower citizens by granting public 
access to government information and any 
information related to administrative matters. 

Compared to all the other transparency 
tools mentioned in this article, FOI laws used 
by journalists probably have had the biggest 
impact in creating public awareness and 
shedding light on social welfare fraud 
detection algorithms. 

During the first half of the 2020s the non-
profit Lighthouse Reports started publishing a 
series of investigative journalism stories on 
problematic “govtech”53 algorithms to combat 
social welfare fraud in countries such as the 
Netherlands,54 Denmark,55 Spain,56 France57 
and Sweden.58 

There is no jurisdiction in the world where 
FOI is unlimited. Every FOI law includes 
exceptions when requests for access can be 
denied due to secrecy, for example because 
the documents contain personal information or 
would endanger national security. However, 
the exact exemptions and the mechanisms 
through which secrecy can be activated varies 
largely from jurisdiction to jurisdiction. When 
journalists want to gain access to fraud 
detection algorithms through FOI laws, this is 
normally not an easy task. Despite the 
differences in national FOI legislations, public 
authorities in different jurisdictions tend to be 
pretty alike in their tendency to mobilize the 
counter-argument that the algorithms are 

 
53 M. Meaker, The Fraud-Detection Business Has a 
Dirty Secret, in Wired, 2023. 
54 D. Davidson, G. Geiger, E. Schot, M. Hijink, S. 
Adriaens, M. Bulman, J. Konijn, A. van der Woude, L. 
Hekman and D. Howden, The Algorithm Addiction, in 
Lighthouse Reports, 2022; M. Burgess, E. Schot, and G. 
Geiger, This Algorithm Could Ruin Your Life, in Wired, 
2023; E. Constantaras, G. Geiger, J.-C. Braun, D. 
Mehrotra and H. Aung, Inside the Suspicion Machine, 
in Wired, 2023; E. Schot, D. Davidson, C. Minczeles, R. 
van Hulst, W. Heesterbeek, S. Klaassen, R. van Dijk, G. 
Geiger and F. Bubbert, Automating Distrust, in 
Lighthouse Reports, 2024. 
55 G. Geiger, How Denmark’s Welfare State Became a 
Surveillance Nightmare, in Wired, 2023. 
56 P. Jiménez Arandia, M. Ley, G. Geiger, M.A. 
Méndez, J-C. Braun, R. Márquez, E. Constantaras, D. 
Howden, J. G. Jorrín, R. Fernández and A. Villarino, 
Spain’s AI Doctor, in Lighthouse Reports, 2022. 
57 M. Romain, A. Senecat, S. Pénicaud, G. Geiger, M. 
Vaudano, J.-C. Braun, E. Delmas, L. Girardo, T. 
Statius and D. Howden, France’s Digital Inquisition, in 
Lighthouse Reports, 2023. 
58 S. Granberg, G. Geiger, A. Tiberg, et al., Sweden’s 
Suspicion Machine in Lighthouse Reports, 2024. 

protected by secrecy. Sometimes, when the 
algorithms are created by commercial 
vendors, authorities claim secrecy based in the 
protection of trade secrets,59 but by far the 
most popular for ground for secrecy is that 
public access to the algorithms would allow 
citizens to “game the system” (GTS). 
Formally GTS can be described as the 
“strategic attempts to manipulate the input(s) 
for, or one’s interactions with, an algorithmic 
system to try to secure a better outcome than 
intended by the system’s design”.60 However, 
GTS is not something that is always 
intrinsically bad. For example, in commercial 
contexts GTS options are often sold as an 
extra feature – information that can be used to 
manipulate the system, such as credit scores or 
insights into who is a potential match in a 
dating app, can be bought against a fee.61 
When the GTS argument is put in the context 
of the RoL and power adjustments through 
transparency rights (see above, section 3), this 
raises fundamental questions about what a 
constitutionally sustainable division of 
knowledge is between State and citizen. When 
is the algorithmic Leviathan “gaming” the 
citizen in a way that is incompatible with the 
RoL, and when is the citizen “gaming” the 
State in a way that challenges social 
coherence and order? In order to elucidate 
where the line between FOI transparency and 
GTS secrecy should be drawn, I will look at 
FOI law in Denmark, Sweden and The 
Netherlands. 

5. Freedom of Information: a balance of 
interests or harm approach? 

5.1. Relative secrecy 
There are many interesting questions to be 

asked about the applicability of FOI laws on 
algorithms. One such question is to which 
extent software, and more specifically 
algorithms, can be qualified as public 
documents. Often this will be the case. For 
example, in Sweden the municipality of 
Trelleborg was forced to disclose the source 
code of a social welfare scoring robot to a 
journalist.62 The consecutive question is: if 

 
59 K. Foss-Solbrekk, Searchlights across the black box: 
Trade secrecy versus access to information, in 
Computer Law & Security Review, 50, 2023. 
60 M. Sax, and H. Wang, From threat to opportunity: 
Gaming the algorithmic system as a service, in Internet 
Policy Review, vol. 14, issue 2, 2025. 
61 Idem. 
62 A. Kaun, Suing the algorithm: the mundanization of 
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algorithms can be qualified as public 
documents, what is it that should be shared, in 
what form and how much effort for giving 
access to them is acceptable if a compilation 
needs to be made? What if it takes weeks of 
work for civil servants to get something 
readable out of the black box of a system?63 
However, in this article I will not discuss any 
intricacies of the different definitions of what 
constitutes a public document and what it is 
that needs to be shared. Instead, I’ll simplify 
this complex area of research to the 
conclusion that in most cases fraud detection 
algorithms will be covered by FOI laws and 
that as much as is reasonably possible should 
be shared. This leads to a another question: 
are there secrecy provisions that can allow a 
public agency to reject a FOI request? Again, 
this is a broad question and a full answer goes 
beyond the scope of the article: there are too 
many different secrecy provisions to discuss 
them all. For example, when the algorithm 
contains personal data, this will in most 
jurisdictions be a reason to reject the access 
request based on so-called absolute secrecy. 
Absolute secrecy means that there is no need 
to investigate if the disclosure of the public 
documents will cause any actual harm. The 
mere fact that the conditions of an absolute 
secrecy provision are fulfilled means that the 
public documents cannot be disclosed. For 
example, the Dutch Open Government Act64 
names in Article 5.1 five grounds for absolute 

 
automated decision-making in public services through 
litigation in Information, Communication & Society, 
vol. 25, issue 14, 2021, 2046–2062. The case got a 
follow-up about screendumps: For example, 
Justitieombudsmannen (Swedish Parliamentary 
Ombudsman), 9 June 2021, dnr 6783-2019, Kritik mot 
Arbetsmarknadsnämnden i Trelleborgs kommun för 
dröjsmål med att lämna ut en skärmdump. 
63 Kammarrätten Stockholm, 30 June 2021, Mål nr 
2598-21, Request to access the API (application 
programming interface) and SDK (software 
development kit) of the “Stockholms Stad 
Skolplattformen” application. The request was rejected 
because the municipality claimed that the requested 
information was not directly accessible but required that 
“a compilation” had to be made: it would take 30-40 
hours of work to get the API and the SDK out of the 
app, and this would exceed the “routine measures” for 
producing a “compilation” that is deemed acceptable by 
chapter 2, §6, second paragraph of the Swedish 
Freedom of the Press Act 1949:105. In a decision by the 
Administrative High Court of Sweden (HFD 2015 ref. 
25) any creation of a compilation that requires more that 
4–6 hours of work was deemed falling outside of the 
acceptable “routine measures”. 
64 Wet Open Overheid (WOO), Stbl. 499, 25 October 
2021. 

secrecy: unity of the crown, national security, 
confidentially communicated business and 
manufacturing data, personal data and 
identification numbers. In most jurisdictions 
there are some provisions that require absolute 
secrecy, while other provisions require an 
empirical check before an access request can 
be discarded: is some actual harm to be 
expected? This is what is called relative 
secrecy.65 However, how this harm is to be 
assessed and if it should be balanced against 
some other interest is a point of divergence. 
Below I compare Denmark, Sweden and The 
Netherlands. These three North-European 
countries are comparable is several respects: 
all have well-established and strongly 
developed FOI laws, all have legislation 
where GTS is a ground for relative secrecy, 
and all have had their share of scandals 
regarding fraud detection algorithms where 
GTS was mobilized as a ground for secrecy. 

5.2. The pure harm approach: Denmark 
Denmark has a well-developed FOI-

legislation.66 Denmark has also a long-
standing experience in algorithmic fraud 
detection. The Danish agency Udbetalning 
Danmark (UDK, The Danish Payment 
Agency) was established in 2012 and has 
received lots of public attention in relation to 
algorithmic fraud detection.67 In 2022 the FOI 
request of a journalist to access UDK’s fraud 
detection algorithms was rejected based on 
secrecy following from the risk for GTS. The 
journalist filed a complaint with the Danish 
Parliamentary Ombudsman who states in an 
opinion68 that UDK was allowed to mobilize 

 
65 See, for example, Government Offices of Sweden – 
Ministry of Justice, Public access to information and 
secrecy. The legislation in brief, Stockholm 2020. 
66 P.B. Koch and R. Gottrup, Reversible Transparency: 
A Study of the New Danish Access to Information Act, in 
European Public Law, vol. 25, issue 2, 2019, 205-227; 
Lov om offentlighed i forvaltningen (LOV) nr 606 af 
12/06/2013 (Danish Access to Information Act). 
67 B. Arent Eiriksson, Analyse: Udbetalning Danmarks 
Systematiske Overvågning in Justitia report, 2019; N. 
Kayser-Bril, In a quest to optimize welfare 
management, Denmark built a surveillance behemoth, 
in Algorithm Watch, 2020; Denmark: AI-powered 
welfare system fuels mass surveillance and risks 
discriminating against marginalized groups – report, in 
Amnesty International, 2024. 
68 Folketingets Ombudsmand, Udbetaling Danmark 
kunne undtage oplysninger fra aktindsigt for at beskytte 
væsentlige hensyn til den offentlige kontrol (UDK could 
exempt information from FOI access to documents to 
protect essential considerations for public control), sag 
nr. 22/01854, 2022.23. Translation from Danish to 



 
 
Katja de Vries 
 

 
70  2025 Erdal, Volume 6, Issue 2 
 

Le
ga

l F
ou

nd
at

io
ns

 fo
r E

ffe
ct

iv
e O

ve
rs

ig
ht

 in
 A

ut
om

at
ed

 P
ub

lic
 A

dm
in

ist
ra

tio
n  

 
this secrecy argument. What is interesting is 
how the ombudsman reaches this conclusion.  

Paragraph 33 of the Danish Access to 
Information Act (LOV)69 contains five 
broadly formulated secrecy exceptions,70 of 
which the one primarily mobilized by UDK is 
the so-called general clause, namely “secrecy 
to protect private and public interests where 
secrecy is required by the special nature of the 
matter” (§ 33, 5 LOV). As a second possibility 
UDK also mobilizes the secrecy for “carrying 
out official controls, regulatory or planning 
activities or planned measures under tax 
legislation” (§ 33, 2 LOV). UDK argues that 
access to the requested documentation would 
have enabled GTS: “insight into and 
publication of how UDK’s fraud detection 
checks work may mean that people who 
commit/will commit social fraud will know 
how to evade these checks”.71 (p. 5)  

The journalist counters this argument by 
stating that the requested information will not 
result in an increased risk for GTS because 
firstly, “that would require an understanding 
of the advanced mathematics underlying the 
models”, and secondly, “several of the data 
used in the models are difficult - and in some 
cases impossible - to change”.72 (p. 6) The 
journalist also argues that disclosure of the 
model documentation is in the public interest 
because citizens need transparency to trust the 
public sector use of big data and machine 
learning.  

The Parliamentary Ombudsman deems 
UDK’s reliance on the general secrecy clause 
(§ 33, 5 LOV) superfluous because the GTS 
harm is covered by the more specific 

 
English by me, KdV. 
69 See above, n. 68. 
70 § 33. Retten til aktindsigt kan begrænses, i det 
omfang det er nødvendigt til beskyttelse af væsentlige 
hensyn til: (…) 2) Gennemførelse af offentlig kontrol, 
regulerings- eller planlægningsvirksomhed eller af 
påtænkte foranstaltninger i henhold til skatte- og 
afgiftslovgivningen; (…) 5) Private og offentlige 
interesser, hvor hemmeligholdelse efter forholdets 
særlige karakter er påkrævet. 
71 “En indsigt i og offentliggørelse af, hvordan 
Udbetaling Danmarks kontroller virker, kan betyde, at 
personer, der begår/vil begå socialt bedrageri, får 
kendskab til, hvordan man vil kunne unddrage sig disse 
kontroller”. 
72 “…at aktindsigt i modeldokumentationen ikke vil 
gøre det muligt at omgå Udbetaling Danmarks 
kontroller, da en omgåelse af kontrollerne vil 
forudsætte, at man kan forstå den avancerede 
matematik, der ligger til grund for modellerne, og da 
flere af de oplysninger, som modellerne anvender, er 
vanskelige – og i nogle tilfælde ikke mulige – at 
ændre”. 

provision of § 33, 2 LOV. The Ombudsman 
rejects the first two arguments of the journalist 
by pointing out that it is likely that citizens 
would like to game the system and that the 
UDK is the expert here: if UDK claims that 
information should be covered by secrecy, 
then this assessment should be assumed to be 
valid unless there would be concrete 
indications to the contrary: “The assessment 
of which specific information in the model 
documentation is necessary to exclude in 
order to avoid circumvention of the control of 
social benefits, requires knowledge of the 
extent to which knowledge of the information 
could actually enable someone to do so. Such 
an assessment presupposes special expert 
knowledge which the Ombudsman’s office 
does not possess. Therefore, as Ombudsman, I 
cannot make this assessment in a different and 
better way than Udbetaling Danmark.” (p. 7) 
The Ombudsman also rejects the final 
argument of the journalist, regarding the 
public interest in disclosure, because the 
secrecy provision “does not require an actual 
balancing of interests between the 
aforementioned control considerations on the 
one hand and the public interest in access on 
the other, including with a view to ensuring or 
increasing public confidence in the use of 
data.” (p. 7)  

What is interesting in the UDK case is, 
first, that Denmark has five broadly 
formulated secrecy clauses and the 
Ombudsman points out § 33, 2 LOV as the 
appropriate GTS provision. Second, that the 
UDK is deemed to be the best expert and 
arbiter for assessing if harm would follow 
from disclosure. Third, that once harm is 
established as a likely consequence, no 
balance of interest is required. This means that 
a lot of trust is granted to the self-assessment 
of an agency like UDK, and that this self-
assessment is not weighed against any other 
interests. 

5.3. The harm approach with a presumption 
of publicity or secrecy: Sweden 

In contrast to the broad secrecy exemptions 
in Danish law, Sweden uses a two-step 
method for secrecy exemptions on FOI access. 
The first step is that the pursued goal of the 
secrecy must fall in one of the 7 categories 
named in the constitution (TF, chapter 2, §2): 
(1) national security or Sweden’s relations 
with a foreign state or an international 
organisation; (2) Sweden’s central fiscal 
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policy, monetary policy, or foreign exchange 
policy; (3) the inspection, control or other 
supervisory activities of a public authority; (4) 
the interest of preventing or taking measures 
against crime; (5) the public economic 
interest; (6) the protection of the personal or 
financial circumstances of natural or legal 
persons; or (7) the preservation of animal or 
plant species. The second step is that the 
exception also has to fall under a long list of 
very specific and narrowly formulated secrecy 
exceptions that can be found in the Swedish 
Public Access to Information and Secrecy Act 
(OSL).73 In the OSL the relative secrecy 
exemptions, which in contrast to the absolute 
exemptions have a “requirement of harm”, 
come in two flavors: those that come with a 
presumption of publicity (straight requirement 
of harm, rakt skaderekvisit) and those that 
come with a presumption secrecy (reverse 
requirement of harm, omvänt skaderekvisit).  

In January 2024 a new Swedish public 
agency was brought into existence. This 
Swedish Payments Agency (UBM, 
Utbetalningsmyndigheten) resembles its 
Danish equivalent UDK in its goal to 
centralize all social welfare payments and to 
detect fraud using algorithms. The creation of 
this agency also meant that a new secrecy 
exception had to be added to chapter 17 
(section 1a) of the OSL: “Secrecy applies to 
information on methods, models and risk 
factors relating to data analysis and selection 
to prevent, prevent and detect incorrect 
payments, if it can be assumed that the public 
purpose of the activity would be thwarted if 
the information were disclosed.”74 This 
secrecy exemption has a presumption of 
publicity (straight requirement of harm). 
However, in the proposal75 for the law 
establishing the UBM, the Swedish 
government writes: “The design of the rule, 

 
73 Offentlighets- och sekretesslag (2009:400) (OSL). 
74 17 kap. 1 a §: Sekretess gäller för uppgift om 
metoder, modeller och riskfaktorer som hänför sig till 
dataanalyser och urval för att förebygga, förhindra och 
upptäcka felaktiga utbetalningar, om det kan antas att 
det allmännas syfte med verksamheten motverkas om 
uppgiften röjs. 
75 Regeringens proposition (Government bill) 
Utbetalningsmyndigheten, 2022/23:34, 215-6: “Regelns 
utformning med ett rakt skaderekvisit innebär en 
presumtion för offentlighet. Trots denna presumtion 
kommer uppgifterna i många fall att kunna 
sekretessbeläggas, då man kan anta att det allmännas 
möjligheter att förebygga, förhindra och upptäcka 
felaktiga utbetalningar motverkas om uppgifterna blir 
kända.” 

with a straight requirement of harm, implies a 
presumption in favor of publicity. Despite this 
presumption, in many cases it will be possible 
to keep the information secret, as it can be 
assumed that the ability of the public 
authorities to prevent, avoid and detect 
incorrect payments will be jeopardised if the 
information becomes known”. In practice such 
outlook would mean that the presumption of 
publicity will be more alike the presumption 
of secrecy. Given how difficult it is for a 
citizen to empirically prove that no harm 
would follow from algorithmic disclosure, 
such interpretation of the provision would 
likely result in an outcome similar to the 
Danish pure harm approach.  

5.4. The balance of interests approach: The 
Netherlands 

The Netherlands has a well-developed FOI 
legislation.76 The first Dutch Government 
Information Act77 stems from 1978, and was 
updated in 2021 into the Dutch Open 
Government Act.78 The secrecy exemptions 
are found in Article 5.1 of the Dutch Open 
Government Act.79 Next to five absolute 
secrecy exemptions in the first paragraph of 
Article 5.1, the second paragraph lists nine 
relative secrecy exemptions:80 (a) 
International relations, (b) Economic or 
financial interests of the government, (c) 
Detection and prosecution of criminal 
offences, (d) Inspection, control and 
monitoring, (e) Respect for privacy, (f) Other 
business and manufacturing information, (g) 
Protection of the environment, (h) Security of 
persons and businesses and prevention of 
sabotage, (i) Proper functioning of public 
bodies. Each of these exemptions entail a 
balance of interests against the public interest 
of disclosure, with a presumption of 

 
76 A.W.G.J. Buijze, A. Drahmann, C.J. Wolswinkel, 
N.N. Bontje and E.C. Pietermaat, Transparantie en 
openbaarheid. Preadviezen, Boom, Den Haag, 2022. 
77 Wet Openbaarheid van Bestuur (WOB), stbl. 581, 23 
November 1978. 
78 Wet Open Overheid (WOO) stbl. 499, 25 October 
2021. 
79 Idem. 
80 WOO, Article 5.1, second paragraph: “(a) 
Internationale betrekkingen, (b) Economische of 
financiële belangen van de overheid, (c) Opsporing en 
vervolging van strafbare feiten, (d) Inspectie, controle 
en toezicht, (e) Eerbiediging van de persoonlijke 
levenssfeer, (f) Overige bedrijfs- en fabricagegegevens, 
(g) Bescherming van het milieu, (h) Beveiliging van 
personen en bedrijven en voorkomen van sabotage, (i) 
Goed functioneren van overheidsorganen”. 
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publicity.81 This means that if we imagine that 
the case of the Danish journalist contesting the 
secrecy exemption raised against his FOI 
request would have taken place in The 
Netherlands, that the public interest argument 
could not have been discarded in the same 
way. 

Does that mean that Dutch public agencies 
are very keen on sharing all information 
relating to fraud detection algorithms? Hardly. 
One of the biggest Lighthouse investigations, 
concerning a social welfare fraud detection 
algorithm used by the municipality of 
Rotterdam82, required a year-long battle with 
FOI requests. The municipality relied on the 
GTS argument, while Lighthouse mobilized 
the immutable characteristics argument: 

 “Changing one’s legal age, the most 
influential variable in the Rotterdam model, is 
nearly impossible”.83 However, the journalists 
also managed to establish a more informal line 
of contact: “Throughout our appeal process 
with Rotterdam, we had a series of sideline 
negotiations with city officials. A number of 
solutions were discussed, but every time 
agreement seemed on the horizon, the city 
backed out at the last second. (…) The 
meetings we did manage to arrange were 
accompanied by large periods of radio silence. 
During these lapses in communication, we 
pestered them with new FOIA requests and 
received a small, but steady drip of new 
documents. The idea was to give the message 
that we would not be letting this go. In 
September of 2022 we attended an appeal 
hearing with an independent committee that 
would decide whether the city had to hand over 
the model file. It was clearly uncharted waters 
in Dutch public records law. At one point in 
our hearing, the chairwoman asked if the city 
could send her the machine learning model file 
as a PDF. Days after the hearing, Rotterdam 
invited us for a meeting in the city hall. The 
city finally agreed to hand over the model file. 
We strongly believe that if we had not been 

 
81 See, for example: Dutch Ministry of Defense (M. 
Schurink, secretaris-generaal van het Ministerie van 
Defensie), Decision of 15 April 2024 - “Betreft: 
Aanvullend besluit op uw Woo-verzoek van 28 juni 
2023”/”Regarding: Addition Decision regarding your 
FOI request of 28 June 2023”, (2024). 
82 E. Constantaras, G. Geiger, J.-C. Braun, D. Mehrotra 
and H. Aung, Inside the Suspicion Machine, in Wired, 
2023. 
83 G. Geiger, How We Did It: Unlocking Europe’s 
Welfare Fraud Algorithms, in Pulitzer Center, 2023. 

negotiating with the city outside of the FOI 
procedure, we would have never been able to 
obtain the model file.”84 

While the Lighthouse journalists attribute 
this FOI triumph completely to the informal 
contacts they maintained, it would be possible 
to speculate that the Dutch balance of interests 
approach also forced the public officials to 
take a more empirically grounded and 
substantive approach to FOI requests. In 
contrast to the Danish and Swedish harm 
approach, a balance of interests requires more 
than the mere assessment that harm is likely to 
follow disclosure. It requires that the GTS 
harm is weighed against public interests for 
transparency, where the latter is presumed to 
weigh higher. 

The next section (6) draws on the insights 
from this section (5) and the previous one 
(section 4), and proposes a model of 
communicating vessels of transparency. 

6. The model for communicating vessels of 
transparency 
The hypothesis that I propose in this article 

is that, in spite of all differences, all of the 
aforementioned transparency rights have, and 
should have, some connection to the RoL as a 
normative common denominator. Building on 
this basic idea one can map how various 
transparency rights compare to each other and 
how they affect each other. This article does 
not provide such an exhaustive map. The 
model of communicating vessels of 
transparency only provides a modest outline 
for how one could map the scope and 
interactions of all relevant transparency rights 
in relation to a concrete algorithmic tool and a 
particular legal setting. Some of the 
observations that I made in the previous 
sections (4 and 5), especially in relation to 
harmonized legal instruments such as the AIA 
and the GDPR, will be applicable in every 
concretization to the model. However, on top 
of this basis one will have to add the 
particularities of the algorithmic system (what 
level of automation? is it preparatory for 
ADM or ADM? etc.) and the rights following 
from national administrative and FOI law.  

The four actors for which a transparency 
right mapping could be relevant are citizens 
(in an extended sense: including journalists 

 
84 G. Geiger, How We Did It: Unlocking Europe’s 
Welfare Fraud Algorithms, in Pulitzer Center, 2023. 
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and civil rights organisations), public agencies 
using algorithmic fraud profiling tools, 
oversight bodies and the legislator.  

For citizens the focus will be on which 
transparency right is most appropriate in their 
contestation of algorithms, and if there are 
interactions and alliances that strengthen their 
civil agency. For public agencies the mapping 
could be a useful way to orient themselves on 
where the line between the various 
transparencies and GTS-secrecies goes. When 
does a public agency have to accept a request 
for transparency as a challenge aligned with 
the RoL – and when can it mobilize secrecy 
based on the claim that a citizen otherwise 
could be gaming-the-system in a way that 
exceeds RoL? (see below, section 7) For 
oversight bodies the model shows, first, how 
they often will play the role of a last resort 
when other transparency rights are cut short 
based on the GTS-argument. Second, 
oversight bodies can use the model to map out 
which bodies are empowered to act and what 
duties different bodies have towards each 
other. Oversight towards algorithms has been 
always been steered by a certain level of 
arbitrariness. Why is a case investigated by a 
data protection authority, a consumer 
protection body or a discrimination 
ombudsman? Often this will simply depend on 
where a citizen happens to complain and if the 
oversight body has the human and economic 
resources to pursue the case. Once the full 
AIA high-risk regime becomes applicable on 
2 August 2026 there will be even more 
options for oversight through Article 70 
market surveillance and Article 77 
fundamental rights oversight (see above, 
section 4.2.1). Hopefully this will strengthen 
algorithmic oversight, but there is also a risk 
that the complexity of the oversight landscape 
will lead to increased confusion.  

This risk of the AIA leading to more 
confusion also applies to the right to a 
meaningful explanation (Article 86) and the 
increased documentation requirements 
(Articles 10 and 11). Hopefully, these new 
requirements and the aforementioned 
oversight requirements (Articles 70 and 77) 
will strengthen algorithmic transparency. 
However, only if the main actors have an 
overview of all the strengths, limitations and 
interactions between all various transparency 
instruments can the AIA properly strengthen 
algorithmic transparency. Thus, the model of 
communicating transparency vessels has never 

been timelier. 
While the model has several blank spots 

with regard to national law and the specifics 
of the algorithmic system, the basis is clear. 
First, it provides a list of various transparency 
instruments that have to be taken into account 
and maps the similarities and differences 
between the various transparency instruments 
at EU level (see above, section 4). Second, by 
having RoL as the common denominator 
underlying and connecting all the 
transparency vessels, involved actors can 
better orient themselves and see how various 
rights relate to each other. Third, the model 
provides some basic directionalities. For 
example, by distinguishing between 
transparency rights directed at individuals and 
at the public at large, each actor can be more 
precise about what kind of transparency is 
needed: an individualized and actionable 
transparency, that probably does not reveal so 
much about the system at large, or a more 
systematic transparency? Tranparency rights 
can thus be ordered on a spectrum from 
applied and individualized (administrative law 
and the rights to meaningful information) to 
more general and systematic (FOI and 
oversight). 

In the next section I explore how oversight 
bodies play an important role in breaking the 
self-assessment monopoly of public agencies 
in relation to GTS-secrecy. In contrast to other 
transparency rights, the GTS argument will 
normally be inapplicable to oversight bodies. 
This means that oversight bodies can act as an 
entry port where transparency can enter the 
larger system of communicating vessels of 
transparency rights. Oversight bodies can 
assess if the GTS argument is rightfully 
mobilized. If an oversight body concludes that 
GTS is not rightfully mobilized in relation 
towards a particular transparency request, 
forcing a public agency to a particular 
disclosure, other transparencies will also be 
more likely to spread to the other 
communicating vessels. However, oversight 
bodies can also help in avoiding the conflation 
of various transparency rights and show that 
the GTS-argument is not one-size-fits-all. 
When one type of disclose might be 
appropriate, another might not. In the same 
way as transparency rights, despite their 
common denominator in the RoL, have 
different scopes and functions, the 
corresponding claims of GTS-secrecies will 
have to be granular as well. 
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7. The communicating vessels model in 

action: a tool to re-appraise GTS secrecy 
from a RoL perspective? 
Social cohesion and stability are goals that 

can be achieved in many different ways. RoL 
is one way to achieve these goals. RoL (see 
above, section 2) is a multifaceted principle85 
that expresses a particular type of power 
relationship between citizen and State. One of 
its core elements is the idea that nobody is 
above the law and that the actions of the 
executive branch should be open for 
contestation: “it appeals to the agency of those 
under its jurisdiction, it does not self-execute 
or twist their arm. In the latter case, we would 
not speak of law but rather of administration, 
discipline, or brute force”.86 As I argued in 
section 2, RoL also steers the question how 
knowledge between State and citizen should 
be distributed, given that knowledge is power. 
Thus, the transparency rights discussed in this 
article can be conceptualized as tools to 
answer different subproblems of the larger, 
overarching challenge to maintain an 
appropriate power balance that is aligned with 
RoL. By the rearticulating the balancing of 
transparency and secrecy in a question of 
power, it also becomes clear where the notion 
of harm comes in. Power is related to how the 
risk for harm – or even more broad: 
violations87 – is distributed between citizen 
and State. The tension between algorithmic 
transparency and GTS is only one of many 
transparency-secrecy tensions: for example, 
there can also be tensions between 
transparency and the need to protect personal 
data or trade secrets. However, in these latter 
cases the tension could be resolved in a 

 
85 Venice Commission, Rule of Law Checklist, Venice, 
Council of Europe, 2016; N.A. Smuha, Algorithmic 
Rule By Law: How Algorithmic Regulation in the Public 
Sector Erodes the Rule of Law, Cambridge, Cambridge 
University Press; 2024; M. Hildebrandt, Algorithmic 
Regulation and the Rule of Law, in Philosophical 
Transactions of the Royal Society A: Mathematical, 
Physical and Engineering Sciences, 376, 2018. 
86 M. Hildebrandt, Understanding Law and the Rule of 
Law: A Plea to Augment CS Curricula, in 
Communications of the ACM, 64, 2021, 31. 
87 M. Hildebrandt, The Risk Approach: Risk of Harm or 
Violation? Why the risk to a right is not about harm but 
about violation, at ERA Annual Data Protection 
Conference, 2024. Hildebrandt distinguishes between 
the risk for harms, which she connects to a utilitarian 
approach, and the risk for violations, which is a 
fundamental rights perspective that does not require that 
a harm can be foreseen: if an infringement is unjustified, 
a right is violated independent of whether a concrete 
harm results. 

practical way: for example, through 
anonymization or by requiring that algorithms 
used by the public sector are always open 
source, the risk for harms or violations could 
be diminished. In contrast, the tension 
between transparency and GTS is a more 
fundamental one, opening up more 
fundamental constitutional questions about 
how “law” relates to “the system”, and 
“contestation” to “gaming”. The model of 
communicating vessels cannot resolve the 
tension between transparency and GTS-
secrecy: this is an ongoing process of legal 
negotiation between the relevant actors. 
However, what the model can do is to 
diminish the possibilities that these 
negotiations become one-side decisions by 
public agencies claiming the monopoly on 
GTS-expertise.  

In 7.1 I discuss a French case from 2024 
that actualized a large debate about what GTS 
entails and whose expertise decides if secrecy 
based on GTS is applicable. In 7.2 I discuss 
how, in practice, different actors might differ 
in their assessment of a FOI request. In 7.3 I 
suggest that independent regulatory oversight 
authorities might play an important role in 
assessing the substance of alleged GTS harms. 
Oversight bodies could play the role of a last 
resort entry point to the communicating vessel 
model from where transparency could 
potentially spread to other vessels. However, 
this also creates a big responsibility, and a 
crucial question is if oversight bodies will be 
able to recruit sufficient expertise to make 
truly independent assessments of the validity 
of claims for GTS-secrecy. In 7.4 I explore the 
importance of the differences between 
transparency rights and how the claim for 
GTS-secrecy can never be against 
transparency-in-general, but always has to be 
tailored to the specific transparency right 
against which it is mobilized. In the same way 
as there are different transparency rights, there 
are also different GTS-secrecy arguments. For 
example, one cannot mobilize the same GTS-
argument against a FOI request and a request 
for meaningful information about an 
algorithmic profiling decision. Quick “copy-
pastes” of GTS secrecy should be avoided. 
Thus, the communicating vessel model can 
provide more granularity when actors pick 
their weapons of choice: both on the side of 
transparency (citizen) and secrecy (State). In 
section 7.5 I conclude by stressing the special 
role of oversight bodies.  
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7.1. Freedom of Information and individual 
transparency: communicating vessels? 

In 2024 the French NGO La Quadrature du 
Net (LQDN) and 14 other civil rights 
organisations brought a case88 against the 
French Family Allocations Office (Caisse 
d’allocations familiales, CAF) to the Council 
of State, challenging how CAF uses a risk 
assessment algorithm for the detection of 
fraud. When CAF mobilized the GTS 
argument against their FOI requests, LQDN 
argued:  

“Does the CAF really believe that criteria 
linked to precariousness (unstable professional 
situation, low income, housing located in a 
disadvantaged area...) could be modified by the 
sole will of a recipient? That, in order to 
increase their score and “game” the algorithm, 
millions of recipients of benefits could 
suddenly decide to move out of poverty? This 
reasoning borders on the absurd. Quite frankly, 
it’s contemptuous and insulting to those living 
in difficult situations”.89  

The problem raised by LQDN is that the 
GTS argument is often used as an abstract 
trump card to mobilize secrecy. This does not 
mean that GTS always is a false argument: 
however, when the GTS argument is raised it 
should be empirically substantiated. For 
example, the CAF could have argued that the 
criteria of precariousness could be used by 
those that are socio-economically well-off: 
knowing that they receive a low risk-score 
might stimulate them to commit social welfare 
fraud. The CAF could then have been 
requested to present evidence that such an 
effect has been empirically observed and is 
not just a hypothetical guess. Secondly, there 
is the question how opacity affects the power 
balance between citizen and State. If we only 

 
88 15 civil rights organisation challenge the risk score 
used by CAF with a complaint filed to the French 
Council of State on 16 October 2024, 
www.laquadrature.net/wp-content/uploads/sites/8/2024/ 
10/LQDN_Cnaf_Memoire_Introductif_anon.pdf.  
89 Notation des allocataires: fébrile, la CAF s’enferme 
dans l’opacité, in La Quadrature du Net, 2022. “La 
CAF croit-elle vraiment que les critères liés à la 
précarité (situation professionnelle instable, faibles 
revenus, logement situé dans un quartier défavorisé…) 
pourraient être modifiés par la seule volonté de 
l’allocataire? Qu’afin d’augmenter leur note et de « 
flouer » l’algorithme, des millions d’allocataires 
pourraient décider, d’un coup, de sortir de la pauvreté? 
Ce raisonnement frise l’absurdité. A vrai dire, il est 
méprisant et insultant pour celles et ceux vivant des 
situations difficiles.” 

look at FOI law in isolation, opacity would 
make it impossible for citizens to contest how 
they are affected by the algorithmic decision. 
However, if it can be shown that individual 
transparency rights are applicable and that 
CAF has a clear strategy in place to provide 
actionable and relevant information, the 
overall power distribution could still be 
satisfactory despite the lack of FOI 
transparency. By shifting perspective to a 
power balance compatible with the RoL, the 
focus moves away from an isolated FOI 
perspective to the broader question if citizens 
have sufficient information to contest their 
scores.  

The crucial question raised by the 
CAF/LQDN example is about reliable GTS-
expertise. Who is best positioned to assess the 
potential harm caused by GTS? CAF and the 
LQDN represent very different stakes, and 
requesting from them to be impartial to those 
stakes might be too much to ask. The question 
touched upon in the next section (7.2) is if 
regulatory oversight bodies could be of help in 
such situations.  

7.2. Oversight and Freedom of Information 
transparency: communicating vessels? 

Drawing the correct line between FOI 
transparency and secrecy based on GTS is not 
an obvious task. Surprisingly Sweden, the 
country that embraced the principle of 
publicity already in the 18th century and holds 
it dear as one of its most important 
constitutional principles, turned out to be very 
active in mobilizing GTS secrecy. Lighthouse 
reporters describe how the Swedish Social 
Insurance Agency (SIA) was extreme in their 
rejections of FOI access requests compared to 
other countries:90  

“The refusals were so extreme that at one 
point we decided to conduct an experiment and 
asked for information that we knew the agency 
had published in its annual reports. The agency 
refused to provide the information, claiming 
that it was confidential. In one email chain, a 
high level official at the agency wrote, referring 
to one of our reporters, ‘let’s hope we are done 
with him!’ after seemingly forgetting to remove 
the reporter from CC.”  

 
90 G. Geiger, S. Granberg, J.-C. Braun, A. Tiberg, E. 
Constantaras and D. Howden, How we investigated 
Sweden’s Suspicion Machine, in Lighthouse Reports, 
2024.  
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However, the journalists realized that the 

assessment of FOI transparency and GTS 
secrecy might be assessed differently by 
another body:  

“We saw an opportunity when we 
discovered a 2018 report in which the ISF 
(Inspektionen för socialförsäkringen/Inspection 
of social insurances), an independent 
supervisory agency of the SIA, investigated the 
agency’s use of risk-scoring algorithms. In its 
report, the ISF concluded that the agency’s 
model “in its current design does not pass for 
equal treatment.” The social security agency 
rejected the ISF’s conclusions and questioned 
the validity of their analysis. We used FOI laws 
to request the underlying data for the report 
from the ISF. The supervisory agency disclosed 
it, despite the SIA having refused access to the 
exact same dataset.” 

This is a first pointer towards the value of 
the communicating vessel model of 
transparency tools: given that the line between 
FOI transparency and GTS secrecy depends 
very much on how the harm following 
disclosure is conceptualized, it matters who is 
asked to assess that harm. (see below, section 
7.3) In this case the ISF made a different 
assessment than the SIA.  

7.3. Regulatory oversight challenging the 
expert monopoly of self-assessment 

A central concern raised in the two 
previous sections (7.1 and 7.2) is that a public 
authority, which has to self-assess the 
potential harm following from GTS and the 
need to mobilize GTS, will have a hard time 
making a completely neutral assessment – 
especially if its expertise is as unchallenged as 
it was in the case about the Danish UDK 
brought to the Parliamentary Ombudsman 
(section 5.2). An independent regulatory 
oversight authority might come to another 
assessment, such as in the case of the Swedish 
SIA (section 7.2). In the aforementioned Dun 
and Bradstreet Austria91 judgement, the court 
did not only clarify what a right to 
“meaningful explanation” (Article 15(1)(h) 
GDPR) entails (discussed above, in section 
4.1.4), but also clarified that, when this right 
has to be balanced against alleged third-party 
trade secrets, the “controller is required to 
provide the allegedly protected information to 

 
91 CJEU, 27 February 2025, C-203/22, Dun and 
Bradstreet Austria. 

the competent supervisory authority or court, 
which must balance the rights and interests at 
issue with a view to determining the extent of 
the data subject’s right of access.” (section 77) 
While it is unsure if the Court would apply the 
same reasoning in the case of alleged GTS 
harms instead of trade secrets, one could very 
well imagine that this could offer a practical 
alternative to expert self-assessment.  

As discussed above in section 4.2.1, the 
AIA requires the creation of market 
surveillance by national competent authorities 
(Article 70) and oversight by fundamental 
right authorities (Article 77). The fact that 
many Member States have chosen to appoint 
several authorities to fulfil each of these roles, 
will often create a whole group of different 
AIA oversight bodies, that will have to 
collaborate and both national and EU level. 
This will hopefully enhance oversight 
collaboration between authorities. Especially 
as certain authorities, such as the national 
Data Protection Authority, can both act in the 
role of Article 70 (market oversight) and 
Article 77 (fundamental rights) authorities, 
one would expect to see a strengthened 
position of such multi-tasking authorities. 
Moreover, once the extensive oversight 
structure of the AIA becomes activated in 
August 2026, one could also assume that 
algorithmic documentation will spread around 
more. 

Future journalists, inspired how the ISF 
(Inspection of social insurances) disclosed 
information that the SIA itself had declined to 
disclose (section 7.2), are likely to send their 
FOI-requests to any oversight agency that 
might have accessed algorithmic 
documentation.  

However, the question is if all these 
oversight authorities will have enough 
expertise to truly challenge and assess the 
potential GTS harm that could follow from 
algorithmic disclosure. In the UDK case the 
Danish Parliamentary Ombudsman 
underlined92 very explicitly that a lack of 
expertise made it impossible to give a proper 
assessment of the potential GTS harm that 
algorithmic disclosure could cause. It is 
unlikely that more supervisory collaboration 
could completely remove this problem. 
Moreover, the difficulty of attracting heavy-
weight talents to supervisory oversight bodies 
is a concern that plays out on both national 

 
92 See discussion of the UDK case above, section 5.2. 
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and EU level due to “struggles with funding 
and retaining expertise”.93 

7.4. Contaminations and complements: 
between individual transparency and 
transparency for the public at large 

A communicating vessel model of 
transparency requires that there is a difference 
between the vessels – if all the vessels become 
too similar the possibility of supplementing 
and complementing disappears. For example, 
if the GTS argument is successfully raised 
against a FOI request – can the same argument 
be raised against other types of transparency 
requests? To a certain extent this can indeed 
be the case: there is a level of contamination 
between different legal regimes. For example, 
if we look at the national Swedish law94 
complementing the GDPR95 an exception is 
included in relation to the individual 
informational rights in articles 13-15 GDPR 
(which includes the right to meaningful 
explanation in Article 15(1)h GDPR) in 
chapter 5,§1:  

“Articles 13-15 of the GDPR, concerning 
information and the right of access to personal 
data, do not apply to data that the data 
controller is not permitted to disclose to the 
data subject under law (…). Even if the data 
controller is not a public authority, the 
exemption in the first paragraph also applies to 
information that would have been confidential 
under the Public Access to Information and 
Secrecy Act (2009:400)”.96  

It should be noted that here there are many 

 
93 T. Riley, EU AI Act Enforcement Hampered By Lack  
of Funding, Expertise, in Bloomberg Law, 2025. 
94 Lag (2018:218) med kompletterande bestämmelser 
till EU:s dataskyddsförordning /Swedish law 
(2018:218) with Supplementary Provisions to the EU 
General Data Protection Regulation. 
95 See n. 27. General Data Protection Regulation 
(GDPR): Regulation (EU) 2016/679 of the European 
Parliament and of the Council of 27 April 2016 on the 
protection of natural persons with regard to the 
processing of personal data and on the free movement 
of such data, and repealing Directive 95/46/EC, OJ L 
119, Brussels, 4 May 2016. 
96 Swedish supplementary data protection law 
(2018:218), chapter 5,§1: “Artiklarna 13-15 i EU:s 
dataskyddsförordning om information och rätt att få 
tillgång till personuppgifter gäller inte sådana uppgifter 
som den personuppgiftsansvarige inte får lämna ut till 
den registrerade enligt lag (…). Om den 
personuppgiftsansvarige inte är en myndighet, gäller 
undantaget i första stycket även för uppgifter som hos 
en myndighet skulle ha varit sekretessbelagda enligt 
offentlighets- och sekretesslagen (2009:400).” 

differences between Member States. For 
example, in contrast to Sweden, where secrecy 
following from other laws implies a limitation 
to informational data protection rights, the 
Netherlands does not make a connection to 
other laws but instead has a separate list of 
reasons (Article 41(1) Uitvoeringswet 
Algemene verordening gegevensbescherming 
(UAVG)) that allow a data controller to 
disregard informational rights. Most likely 
GTS could also be understood as one of these 
reasons, notably under Article 41(1) h, as long 
as the exclusion of the informational rights 
would be necessary and proportional to the 
pursued goal:  

“The data controller may put aside the 
obligations and rights referred to in Articles 12 
to 21 and Article 34 of the GDPR to the extent 
that this is necessary and proportionate to 
safeguard: a. national security; b. national 
defense; c. public security; d. the prevention, 
investigation, detection and prosecution of 
criminal offences or the execution of criminal 
penalties, including the protection against and 
prevention of threats to public security; e. other 
important objectives of general interest of the 
European Union or of the Netherlands, in 
particular an important economic or financial 
interest of the European Union or of the 
Netherlands, including monetary, budgetary 
and fiscal matters, public health and social 
security; (...) h. a task in the field of 
supervision, inspection or regulation which is 
connected, albeit incidentally, with the exercise 
of public authority in the cases referred to in 
subsections a, b, c, d, e and g; (…)”.97  

 
97 Article 41(1) Uitvoeringswet Algemene verordening 
gegevensbescherming (UAVG): “ De 
verwerkingsverantwoordelijke kan de verplichtingen en 
rechten, bedoeld in de artikelen 12 tot en met 21 en 
artikel 34 van de verordening, buiten toepassing laten 
voor zover zulks noodzakelijk en evenredig is ter 
waarborging van: a. de nationale veiligheid; b. 
landsverdediging; c. de openbare veiligheid; d. de 
voorkoming, het onderzoek, de opsporing en de 
vervolging van strafbare feiten of de tenuitvoerlegging 
van straffen, met inbegrip van de bescherming tegen en 
de voorkoming van gevaren voor de openbare 
veiligheid; e. andere belangrijke doelstellingen van 
algemeen belang van de Europese Unie of van 
Nederland, met name een belangrijk economisch of 
financieel belang van de Europese Unie of van 
Nederland, met inbegrip van monetaire, budgettaire en 
fiscale aangelegenheden, volksgezondheid en sociale 
zekerheid; (…) h.een taak op het gebied van toezicht, 
inspectie of regelgeving die verband houdt, al is het 
incidenteel, met de uitoefening van het openbaar gezag 
in de gevallen, bedoeld in de onderdelen a, b, c, d, e en 
g; i.de bescherming van de betrokkene of van de rechten 
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While it is difficult to say something in 

general, due to the differences between 
Member States, the Swedish and Dutch 
example show how a public agency that 
rejects a FOI request of a journalist based on 
GTS secrecy, might be inclined to also reject a 
request for meaningful information under the 
GDPR. However, here a too quick “copy-
paste” of GTS secrecy should be avoided. 
After all, the transparency required by the 
right to meaningful information is not the 
same transparency required by FOI law. The 
right to meaningful information requires 
individual, actionable information that relates 
to contestability in an individual case. With 
regard to such situated and individualized 
information, it will be more difficult to raise 
the argument that its disclosure will result in 
GTS harms. 

Nevertheless, one could imagine situations 
where a public agency mobilizes the same 
GTS argument against FOI and the right to 
meaningful information (GDPR or AIA). The 
GTS argument will be more difficult to 
mobilize in cases of administrative law (the 
right to a reasoned decision and party access) 
because of the very close connection to the 
legality principle. However, here a public 
agency might try to avoid disclosure (see 
section 2.1.1 and 2.1.3) based on the claim the 
algorithmic risk score is a mere preparation 
and does not belong to the actual 
administrative decision or handling of the 
case. Especially when an individual is 
unaware that algorithmic fraud detection 
methods have been used, this claim could be 
difficult to challenge. 

This is where oversight bodies can come in 
and play an important role: when other 
transparency rights cannot be exercised due to 
the GTS argument or other reasons. After all, 
the public agency cannot claim the GTS 
argument towards an oversight body, as long 
as the released data are kept confidential. 
Moreover, even though all other transparency 
rights are isolated trajectories, oversight 
bodies have the freedom to investigate any 
cases that fall under their scope, and the fact 
that other transparency routes cannot be 
exercised could be an incentive for oversight 
bodies to look into a particular case. 
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7.5. Concluding thoughts: oversight as the 
ultimate vessel of transparency? 

Algorithmic Leviathan is likely to raise the 
GTS argument against any transparency 
requests from classical actors representing the 
stakes of the citizens: subjects of 
administrative decisions, data subjects, 
affected individuals and journalists. In this 
respect oversight bodies are a more neutral 
ground: an oversight body will not “game” the 
system of a public authority. If an oversight 
body can assess the actual GTS harm, and 
potentially balance it against public 
transparency interest, this would break the 
self-assessment monopoly of public agencies. 
When oversight bodies assess GTS harm as 
minimal, other actors would be enabled to 
exercise their transparency rights. However, a 
lot hinges on the quality of the oversight 
bodies, and the extent to which they would 
dare to show their teeth. In the worst-case 
scenario, weak oversight bodies might 
legitimize situations where all other 
transparency routes are blocked by GTS 
secrecy. Public authorities might claim that 
GTS secrecy is ok because their practices are 
sufficiently scrutinized by oversight bodies. In 
contrast, in the best of worlds, where 
oversight bodies are true independent experts, 
the transparency of oversight might trickle 
down from one transparency vessel to another. 
Oversight bodies might make different 
assessments of the necessity for GTS secrecy, 
which might offer journalists alternative 
routes for FOI access, which in turn might 
make individuals aware of that their rights 
might be infringed and stimulate the use of 
individual transparency rights.  

What the communicating vessel model 
gives is, first, an increased awareness of the 
different kind of transparencies and GTS-
secrecies at stake in the various transparency 
vessels, and, second, a better understanding of 
how different transparencies can reinforce or 
weaken each other. This makes it an 
invaluable tool in the hands of citizens who 
request algorithmic transparency, agencies 
who consider if GTS-secrecy is applicable, 
legislators who want to identity where in the 
vessel system some legal plumbing would be 
in place, and oversight bodies who want to 
collaborate and make independent 
assessments of GTS secrecy. 

Conscious mapping of and route planning 
through the transparency vessel system would 
alleviate the current situation where a certain 
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level of arbitrariness seems to reign: citizens 
just grab whatever algorithmic transparency 
tool is closest to hand; other actors that desire 
algorithmic transparency do hardly collaborate 
which each other; GTS-secrecy self-
assessments made by public agencies who 
hold the GTS-expertise monopoly will often 
be uncontestable; and most legislators lack the 
overview to see how different types of 
transparencies weaken or strengthen each 
other, and where legal plumbing is called for. 
The communicating vessel model of 
transparency could help to create clarity how 
citizens could act to challenge algorithmic 
Leviathan in a way that aligns with RoL 
without ending up in a dead-lock with GTS-
secrecy.  

8. Some recommendations based on the 
communicating vessels model 
Based on this article I recommend that all 

relevant actors (citizens, public agencies, 
oversight bodies, and the legislator) map the 
field of transparency rights that can be 
mobilized against algorithms for social 
welfare fraud detection. Even when these 
rights do not belong together in a legal 
dogmatic sense, they can impact on each 
other’s effectiveness in practice. Moreover, 
this type of mapping highlights the important 
role of oversight bodies in breaking self-
assessment monopolies by public agencies in 
relation to GTS-secrecy. This role of oversight 
bodies as a last resort against GTS self-
assessment monopolies makes it important 
that these bodies have strong in-house legal 
and technical expertise. Moreover, it also calls 
for deepened collaboration between various 
oversight bodies. 
 
 
 
 
 
 
 

 




