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ABSTRACT The legislation governing interoperability in the public sector is extensive, and similar rules are starting to
cover the private sector as well. Although the introduction of interoperability is justified for its expected positive effects, it
is not solely a positive phenomenon. Privacy and data protection may be weakened at the national level, in part because of
the abolition of confidentiality safeguards as an oversight mechanism between public authorities. It may also be difficult
for individuals to obtain information about the digital communication that takes place between different authorities and
registers at authorities when automated administrative decisions are made. These difficulties are likely to be multiplied by
the interoperability that should apply to national public authority data within the EU. Increased interoperability can lead to
faster processing of cases by authorities, but at the same time, fundamental rights issues may arise, e.g. with regard to
the right to privacy. Oversight is not necessarily promoted by increased interoperability. Interoperability is therefore not
an entirely positive phenomenon, as there exist legal issues and risks associated with it.
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1. Introduction . Whereas Big Data collected by large
technology companies tracks customer
behaviour and is neither comprehensive nor
always accurate, government data has
completely different characteristics, which
actually warrants the use of the collective term
Very Big Data in relation to government data:
various collections of government data in
digital government registers usually cover all
individuals in the state and are both accurate
and reliable, sometimes up to almost 100%.
This is a level that no private company can
achieve, but usually a much lower level of
reliability is sufficient for private data to meet
the desired objectives in business operations.
Data is thus a commodity, but also a means of
controlling individuals, especially in public
administration and government activities.

The increasingly digitised activities of
public authorities have a great need for data
when automated decisions are to be made and
when various measures are to be prepared

The trend towards an increasingly
algorithmic society applies not only to the
private sector, but also to a large extent to the
public sector and government activities.
Digitalisation is seen as a driving force for
ever greater automation of decision-making
and for streamlining the public sector. The
model for these activities comes, in general
terms, from the private sector, where, for
example, marketing is increasingly carried out
through the use of so-called Big Data, which
refers to, among other things, customer data
collected by large technology companies such
as Meta (Facebook, etc.), Amazon and
Alphabet (Google, etc.). The information is
then sold to other companies for targeted and
customised information contacts  with
customers. Private data of this kind is thus a
commodity.

* Article submitted to double-blind peer review.
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using algorithmic systems. This means that
various public authority registers containing
different types of data on a country’s residents
need to be connected to the automated or
algorithmic systems that lead, for example, to
decisions being made on individual benefits,
rights or obligations. In Finland, Section 53 e
of the Administrative Procedure Act
(434/2003; hereinafter: APA) is a portal
provision in this regard, as it enables the
creation of automated decision-making
(ADM) systems in a manner that should meet
the requirements of good administration set
out in Section 21 of the Constitution of
Finland, while at the same time ensuring that
such decision-making systems meet the
constitutional requirement of processing
decisions without undue delay. But where
does the information for an automated
decision-making system, which is to form the
basis for the automated administrative
decision, come from?

Some of the data may be provided by the
individual (or legal entity) when, for example,
submitting an electronic application via the
authority's web portal, but it is not this part of
the decision-making basis that is of interest to
us in this article. What is interesting here is
the source or sources of information that an
automated decision-making system obtains
from registers outside the public authority, i.e.
from other public authorities. The access to
other authorities' registers and data that the
decision-making authority or its automated
system needs is called interoperability, i.e. the
unimpeded usability of different authorities'
register data. Up until today, legislators and
authorities of European states, as well as the
European Union, have already been working
on various aspects of interoperability for some
time. What is similar in the interoperability
work between authorities and the activities of
private sector technology companies is that it
involves data sharing, but for public
authorities normally not for reasons related to
income-generating or profit-making activities.
Instead, data sharing takes place for reasons
related to the efficient exercise of public
powers or to the management of various
public tasks.!

' For the regulation of digital public and private
services, see T. Voutilainen, Digitaalisten palvelujen
sddntely, Helsinki, Alma Talent, 2023. See also L.
Garcia Martin, Interoperability as a Cornerstone of the
Electronic Procedures of Public Administrations, in
European Review of Digital Administration & Law —
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The questions in our mainly administrative
law-oriented analysis are as follows: what is
the law that regulates interoperability in the
public sector and how is oversight impacted
by interoperability? How can individuals find
out about the electronic communication that
takes place between different authorities and
registers at authorities? How can individuals
and public authorities exercise oversight with
regard to the use of wvarious types of
government data needed as a basis for
administrative  decisions and  authority
measures? Has the protection of privacy and
data protection been weakened by increased
interoperability and the abolition of
confidentiality provisions? To what extent and
under what conditions is interoperability
applied with regard to Finnish public authority
data within the EU? What advantages and
problems with regard to fundamental rights
and also  oversight can increasing
interoperability lead to? Is interoperability an
entirely positive phenomenon, or are there
legal problems associated with it? These
questions are in focus between two
interoperability positions, the individual level
and the systemic level, which indicate the
range within which interoperability oscillates.
The analysis results in a general overview of
interoperability issues.

2. Two illustrations of possible problems

2.1. Individual level: interoperability in
decisions on student loan deductions

An example from Finland from the time
before the entry into force of the provisions of
the APA and tax legislation on automated
decision-making (ADM) can illustrate the
digital background discussion that various
automated systems and digital registers have
with each other regarding the basis for
automated decisions involving the exercise of
public authority.

In a taxation decision concerning student
loan deductions for R.L., the automated
decision-making at the Finnish Social
Insurance Institution (KELA) and the Finnish
Tax Administration had not taken into account
the person’s absence from university due to
military service for an entire academic year
when calculating at the KELA the period

Erdal, Volume 5, Issue 2, 2024, 83-91, and U-M.
Mylly, Intellectual Property Protection of Computer
Program Interfaces and Interoperability, Turku,
University of Turku, 2013.
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entitling him to a tax deduction in 2015.% As
this circumstance regarding military service
was not taken into account in the calculation,
KELA’s automated system had apparently
automatically notified the Tax Administration
(but not the person concerned) of a longer
period of study, whereupon the Tax
Administration’s automated decision-making
system did not grant the person in question the
maximum amount of student loan deduction to
which he was actually entitled.

This interoperable procedure is an
automated process that is legally supported in
the current legislation by Section 41 d, para. 3,
concerning the disclosure of information in
the Act on Student Financial Aid. Under this
provision, KELA has the right,
notwithstanding confidentiality provisions and

other restrictions on the disclosure of
information, to disclose to the Tax
Administration information on persons

entitled to student loan deductions and the
maximum amount of student loan deductions
for these persons and the annual repayments
they have made on their student loans. The
provision is supplemented by Section 43 of
the Act, which gives KELA the right, under
the conditions specified in the provision, to
open a technical connection to recipients,
referred to in Sections 41 d and 44, to such
information in its registers that KELA has the
right to disclose under the aforementioned
provisions. The above provision corresponds
to the provision in Section 16(10) of the
Taxation Procedure Act (1558/1995) that
KELA shall, for the purpose of granting
student loan deductions, provide the Tax
Administration with the necessary information
on taxpayers who are entitled to student loan
deductions, the year in which a degree
entitling the taxpayer to a deduction was
completed, the maximum amount of the
student loan deduction and the repayments
made by taxpayers entitled to the deduction on
the student loan.

Several years later, having begun to
suspect that an error had occurred in the
taxation, the person R.L. requested an
explanation first from the Tax Administration
and eventually from KELA. However, it
proved difficult to find the cause of the error,
although several civil servants at KELA tried

> The KELA decision of 15 May 2019 refers to the
KELA decision of 15 October 2015, which probably
means that it was possible to locate a log entry for the
time of the calculation afterwards.
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to sort out the problem. Until contacting the
authorities, the person had not been aware of,
nor had he been informed that the decision-
making process was automated. After being
informed that an error had occurred, R.L.
submitted a written application for a student
loan deduction to KELA. In connection with
the advice given and processing of this
application, it was discovered that it was the
ADM system that had caused the incorrect
calculation, which was then automatically
forwarded to the Tax Administration’s ADM
system. The KELA decided to correct the
automated decision from 2015 by making a
new decision, signed electronically by a
named civil servant, in 2019 on the basis of
various provisions of the Student Financial
Aid Act (65/1994), the Income Tax Act
(1535/1992) and the Taxation Procedure Act
(1558/1995). During a number of telephone
conversations with various officials at the
KELA and the Tax Administration, R.L. came
to the conclusion that his case had revealed a
major problem with the ADM system and that
another consequence of the case was that a
number of other cases of automated decisions
on student loan deductions had to be reviewed
and corrected. This indicates that sufficient
oversight was not in place within the KELA in
2015, nor in 2019.

The correction decision of KELA may
have been made on the basis of Section 50 of
the APA, although this provision is not
referred to in KELA’s new decision of 2019
concerning R.L.? It is therefore not possible to
know which of the four grounds in Section
50(1) of the APA was used to make the
correction decision.* The correction decision
does not include any substantive explanation
of how the incorrect calculation arose and was
communicated to the Tax Administration,
which does not promote transparency in the
processing but instead reinforces the
impression that the decision-making took

3 The grounds for the decision state, among other things,
that KELA’s decision of 15 October 2015 has been
corrected in R.L.’s favour.

* The grounds for correcting factual errors are as
follows: 1) the decision is based on a clearly incorrect or
incomplete investigation, 2) the decision is based on a
manifestly incorrect application of the law, 3) there has
been an error in the procedure when the decision was
made, or 4) new information has come to light in the
case that may significantly affect the decision. Several
of these grounds could conceivably form the basis for
the correction decision, but it is not possible to
determine from the decision what type of error the ABF
system has caused.
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place in a non-transparent manner.’ Since the
error was probably due to incorrect entries in a
register, one would expect the correction
decision to include a reference to the register
in question. No such reference is included in
the correction decision, nor is such an explicit
reference required by the APA or the Act on
Information Management in Public
Administration (906/2019; hereinafter: IMA)
that were enacted after the problems
experienced by R.L. At best, references to
registers accessed by an automated decision-
making system may be included in the
information required under Section 28 e of
IMA, according to which an authority shall
publish, on its website in the public data
network, any decisions in force concerning the
introduction of an automated decision-making
system. The authority shall provide
information on the automated decision-
making of matters within its field of activity,
the grounds for using the automated decision-
making procedure and other information that
is central to the client’s rights. However, it
appears that decisions on the introduction of
automated decision-making systems do not
usually include lists of the registers that the
system will access in order to make a
particular decision. They nrmally only
contain, for example, general references to
visits to the authority's own registers, to
information obtained in the exchange of
information, i.e. to information from other
authorities and their registers, and to
information provided by the person in
question.

Currently, Section 28 c, paragraphs 2 and
3, of the IMA contain provisions on the
handling of error situations, i.e. on the
correction of errors and their documentation,
as well as on who is responsible for handling
error situations and thus for exercising
oversight on behalf of the public authority,
such as the KELA. However, according to the
provision, special provisions apply to the
correction of errors in the authority’s
decisions. The IMA does not therefore cover
the communication of the material error to the
individual concerned, as the provision in the
IMA only applies to corrections in the
algorithmic  system  (which  obviously
happened at the KELA even without this

5 For the “black box” phenomenon, see F. Pasquale, The
Black Box Society: The Secret Algorithms That Control
Money and Information. Cambridge, MA, Harvard
University Press, 2015.
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provision). Therefore, Section 50 of the APA
that needs to be activated for the correction of
the content of the individual automated
decision. The explanation for the correction
could then be linked to point 3 of Section 50,
i.e. that there was an error in the procedure
when the decision was made, or — perhaps
more likely — to point 4, i.e. that new
information has come to light that could
significantly affect the decision. A correction
decision should therefore and for reasons of
oversight contain a substantive explanation of
the algorithmic complication, including
information on the correction of, for example,
an incorrect register entry. If this type of error
in individual administrative decisions does not
fall within the scope of, for example, point 4,
Section 50 of the APA should be
supplemented with a 6point 5 that captures this
particular dimension.

The KELA case involving R.L. illustrates
the potential for complications when different
automated decision-making systems are
connected to each other and transmit
information between authorities without any
physical official supervising and reviewing
the transfer. Above all, the case suggests that
there may be shortcomings in legal protection,
oversight and transparency when automated
decision-making is used. As the use of various
automated systems and the collection of
information from various registers increases,
so does the prevalence of algorithmic systems
that communicate with each other in the
background’ without the individual being
aware of the content of this communication
and without being able to control what takes
place inside the process.

Interoperability is therefore not an entirely
unproblematic phenomenon, even if the
background discussion between different
algorithmic systems is enshrined in law, as in
this case in Section 43(1) and (2) of the
Student Financial Aid Act, which contains a

6 In a separate decision on the correction of R.L.’s
taxation made by the Tax Administration in 2020, the
information on the student loan deduction from the
KELA had been taken into account as the basis for the
tax correction. The tax adjustment thus resulted in the
};)ayment of a significant amount to R.L.

D. Wiese Schartum, From Facts to Decision-Data:
About the Factual Basis of Automated Individual
Decisions, in P. Wahlgren (ed.), 50 Years of Law and
IT. The Swedish Law and Informatics Research Institute
1968-2018. Scandinavian Studies in Law, Volume 65,
Stockholm, Stockholm Institute for Scandinavian Law,
2018, 398.
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provision on technical connection. According
to the law, in addition to what is stipulated in
Section 29(3) of the Act on the Openness of
Government Activities (621/1999), the KELA
has the right, under the conditions specified in
the provision, to open a technical connection
to the tax administration, financial institutions
and student financial aid authorities in the
other Nordic countries (Section 41 d) and to
competent authority (Section 44) as concerns
information in its registers that the KELA is
entitled to disclose under the aforementioned
provisions. At the same time, the KELA has
the right to obtain information under sections
41a and 41b and section 41d, paragraphs 2
and 3, by means of a technical connection.
Under section 41a, the KELA and the appeal
bodies have the right, upon request and
without prejudice to confidentiality provisions
and other restrictions on the disclosure of
information, to obtain free of charge such
information as is necessary for the decision of
a case or otherwise for the performance of an
individual task under this Act from various
public and also certain private entities.

In addition, pursuant to Section 41b, KELA
has the right, notwithstanding confidentiality
provisions and other restrictions on the
disclosure of information, to obtain specified
information for the implementation of student
financial aid from a large number of other
public authorities and entities. It should be
noted that these bodies from which KELA is
entitled to obtain information also include
private-law entities such as employers,
landlords, foundations and associations that
maintain student housing, financial
institutions and scholarship-awarding
organisations. However, KELA is not able to
establish technical interfaces with all the
private entities under Section 43 of the
Student Financial Aid Act, only with financial
institutions.

In view of the Dutch SyRI case discussed
below, it is interesting to consider the
somewhat innocuously titled Section 43a of
the Student Financial Aid Act: “Voluntary
disclosure of information.” However, its main
content relates to, among other things, benefit
fraud. The section consists of a single long
sentence (italics by MS) that does not include
private entities not involved in the exercise
public authority:

In addition to the provisions of the Act on
the Openness of Government Activities, the

2025 Erdal, Volume 6, Issue 2

Social Insurance Institution has the right,
without prejudice to confidentiality provisions
and other restrictions on the obtaining of
information, to request information from a
ministry, the tax administration and institutions
or associations that are responsible for the
statutory social security system and administer
social security benefits that are affected by a
benefit under this Act, to provide the personal
identification number and other
individualisation data of the person who has
received benefits or compensation under this
Act, information on benefits and compensation
paid and other comparable information
necessary for the cross-checking of personal
data for the purpose of investigating crimes
and abuse targeting social security and for
other one-off monitoring measures, and to the
police and prosecuting authorities the above-
mentioned  information  necessary  for
investigating crimes and bringing prosecutions,
but not information on health status or
information describing the grounds for a
person’s need for social care.

The interoperability infrastructure created
by the Student Financial Aid Act and included
in a number of other pieces of legislation in
the field of social insurance thus has various
dimensions (see below, section 3.2.).
Voluntary disclosure of information suggests
that KELA is not required to provide such
information for the purpose of cross-checking
data, and if it does so, the necessity criterion
must be taken into account. However, as
KELA is a key player in the field of social
security, it is likely that KELA has a positive
attitude towards the disclosure of information
to other authorities. The point here is that
every recipient of student financial aid may, in
theory, be subject to measures such as the
cross-checking of personal data on the basis of
Section 43a of the Act without the individual
concerned being aware that an investigation
into possible benefit fraud is being conducted
between different authorities.® It is even
possible that the background discussion
between the authorities’ automated systems
will only become known to the individual
concerned when the police contact her or him
for a preliminary investigation.

8 1t should be noted that the example of R.L.’s student
loan deduction does not involve the application of
Section 43 a of the Student Financial Aid Act and no
suspicion of fraud on the part of the former student.
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2.2. Systemic level: interoperability in
comprehensive analysis of benefit fraud

The tax deduction case concerned a
decision in a specific individual case in a rule-
based system for automated decision-making.
However, automated systems are also used in
other ways, as the Dutch SyRI case shows.’
The case actually concerns interoperability at
a systemic level in a way that illustrates the
problems with Very Big Data.

The Dutch SyRI case, which was decided
by the District Court in The Hague, deals
almost exclusively with interoperability
between official data sources at a systemic
level, even though the term interoperability is
not used. In the case, several Dutch authorities
compiled data from a large number of data
registers to perform a risk analysis of persons
living in certain areas. The algorithmic
Systeem Risicoindicatie (SyRI) was a legal
instrument used by the Dutch government to
prevent and combat fraud in social insurance
and services related to income levels, taxes
and social security, and labour law. According
to the law-maker, the SyRI is a technical
infrastructure with associated procedures
through which data can be linked and
analysed anonymously in a  secure
environment, so that risk reports can be
generated. A risk report means that a legal or
natural person is assessed as being worth
investigating with regard to possible fraud,
illegal use of any benefit or service, and non-
compliance with legislation.

The relevant Minister could apply the
instrument at the request of certain
government agencies or other bodies with a
public function. These included the municipal
authorities, the Employee Insurance Agency
(UWYV), the Social Insurance Bank (SVB), the
Dutch Tax and Customs Administration, the
Immigration and Naturalisation Service (IND)
and supervisory authorities such as the Social
and Labour Inspectorate. These bodies could
form a cooperation alliance within which to
exchange data. By applying SyRI, the data
files available to the government or other
bodies were linked in a structured way in
order to identify related irregularities and
abuses in the above-mentioned areas and so
increase the chances of identifying individuals

° Nederlands juristen comité voor de mensenrechten and
Others v. the State of the Netherlands, The Hague
District Court, Case Number C-09-550982-HA ZA 18-
388 (English), Judgment of 5 February 2020.
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who may have abused the systems. The
agencies involved in this structure entered into
a cooperation agreement for task forces,
updated in 2017, in a two-tier structure: a
national steering group for intervention teams
(LSI) and projects implemented at regional
level by regional anti-fraud platforms.
Interoperability was therefore horizontal
(between central government authorities) and
vertical  (between central  government
authorities and local municipal and state
authorities). It appears that oversight by the
Minister and other public authorities was in
place.

The starting point is that the designated
state or other bodies participating in a
cooperation alliance are obliged to provide
each other with the necessary information,
whereby they are joint controllers within the
meaning of Article 26 of the General Data
Protection Regulation (hereinafter: GDPR), as
established in Section 64.3 of the Work and
Income Act (hereinafter: the SUWI Act). In
individual cases, the Minister submits risk
reports to the designated authority or other
bodies that have requested the application of
SyRI. This is done to the extent necessary for
them to perform their statutory duties
correctly. The Minister may also submit risk
reports to the prosecution authority and the
police at their request, and to the extent
necessary for them, to perform their statutory
duties. One or more of a large number of
information categories qualify for processing
in SyRIL.

Using the compiled information, the Dutch
authorities were able, for example, to assess
whether a person living on social benefits
could financially sustain the lifestyle apparent
from the registers, such as owning several cars
and keeping them in separate garage spaces in
the area. In the case, the plaintiff argued that
the submission of a risk report by the Social
Affairs and Employment Inspectorate could
be considered a decision with legal effect, or
at least a decision that significantly affects the
data subjects in other ways, and that this
decision is made by means of automated
individual decision-making. According to the
plaintiff, there was no meaningful human
intervention before a risk report was
submitted. For its part, the State denied that
automated individual decision-making takes
place and argued that there is no prohibited
form of such decision-making.

The use of a system such as the SyRI

2025 Erdal, Volume 6, Issue 2
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suggests that data from various Dutch
authorities 1is highly semantically and
technically compatible, which probably means
that at an early stage, perhaps decades ago, the
various data systems were planned on the
same basis. The result of such successful
planning work with regard to the mutual
usability of the data collections was thus an
infrastructure  that enables far-reaching
interoperability. In  combination  with
increased computing efficiency in hardware, it
has become possible in recent decades to
combine information in the way shown by the
SyRI example. The algorithm reads all kinds
of data, such as date of birth, family
composition, benefit history and data from the
tax and customs authorities, the land registry
and the national registration authority for
vehicles and driving licenses (para. 6.46).
However, it appears that all data is official
data from public authorities and that none of
this data is external Big Data produced by
private tech companies such as Google, Meta
and other companies. It also appears that the
data sources are numerous and contain a
wealth of official information from a large
number of public registers, and therefore the
data could well be described as ‘Very Big
Data’.

The plaintiff claimed that SyRI is a digital
tracking system that categorises citizens into
risk profiles and that the state uses deep
learning and data mining in a proactive system
with large-scale, unstructured and random
automated linking of files for large groups of
citizens and secret processing of personal
data. The State contested the plaintiff’s
allegations and argued that only data from
existing data sets from designated State or
other bodies are compared in order to identify
discrepancies for the purpose of verifying the
rights of the data subject. The State also
claimed that files containing existing, factual
data are compared and that the factual data are
compared with each other using a simple
decision tree (para. 6.47). More specifically,
the State explained that SyRI is not a deep
learning application, nor is it a self-learning
system. According to the State, SyRI is
definitely not a tool for predicting whether a
person may commit a crime or not: SyRI
compares files containing existing factual data
from the public authorities listed as parties in
Section 64 of the SUWI Act in order to assess
whether there are any discrepancies in the
data. If the mutual comparison, after
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assessment against the risk model, reveals a
discrepancy, this discrepancy must be
examined by one or more of these parties
before a decision can be taken that may have
legal consequences for the data subject (para.
6.48). It appears that the results of the
comparison were not always communicated to
the police or the public prosecutor’s office but
remained with the initiating authorities.

In summary, the plaintiff considered that
the SyRI system is a predictive tool based on
machine learning, while the State claimed that
it is not. The Court, in turn, opined that it
might be. The Court admitted that it could not
assess the accuracy of the State’s position on
the exact nature of SyRI, as the State had not
disclosed the risk model and the indicators
that the risk model consists of or may consist
of. Nor had the state provided the Court with
objectively verifiable information that would
have enabled it to assess the State’s position
on the nature of SyRI, as citizens would then
be able to adapt their behaviour accordingly.
Nor does the SyRI legislation show how the
SyRI decision-making model works and
which indicators are used or can be used in a
SyRI project, i.e. which actual data makes or
can make the occurrence of a particular
situation probable (para. 6.49). This means
that the Court was not actually in a position to
exercise concrete and complete oversight over
the use of the SyRI.

Contrary to the plaintiff’s position, the
Court found that the SyRI legislation does not
allow for unstructured (“ad random”) data
collection using SyRI. The number of data
categories that can be used is extensive but
nevertheless listed in an exhaustive manner
(para. 6.50). However, the Court sided with
the plaintiff on the issue of the technology
used in SyRlI, since the application of SyRI
establishes links between data so that existing
and new files are compared with each other in
order to identify potential matches that
indicate an increased risk. The SyRI
legislation also leaves open the possibility of
using predictive analytics, deep learning and
data mining in the application of SyRI, which
is not excluded by the definition of the risk
model set out in a regulation (para. 6.51). The
Court found that the application of SyRI is in
line with deep learning and self-learning
systems, which means that the Court agreed
with the plaintiff even though it assumed that,
at the time of the application of the SyRI
legislation, when SyRI was used, no use was
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made of deep learning and data mining. This
appears to mean that the Court was able to
exercise abstract oversight concerning the
potential of SyRI.

The District Court in The Hague, which
used a special human rights procedure
available in the Dutch legal system, found that
the use of SyRI does not in itself aim to have
legal effect, whether in private law,
administrative law or criminal law. The SyRI
system was therefore not considered to be a
decision-making mechanism. However, the
Court further found that a risk report has a
comparable significant impact on the private
life of the person to whom the risk report
relates. A risk report could be stored for two
years and could be used by participants in the
SyRI project for a maximum of 20 months. In
addition, the public prosecutor's office and the
police could be notified of the risk report upon
request. The fact that a risk report does not
necessarily  always lead to  further
investigation or to an administrative or
criminal sanction or that it may be used as the
sole basis for an enforcement decision, does
not alter the significant impact that the system
has on the private life of the data subject
(para. 6.59). Even if the risk report does not
lead to a formal decision concerning the
individual, it may, according to the Court, lead
to other authorities taking formal decisions. In
that sense, the SyRI system performed a
decision-support function by producing a risk
report for potential future use. Nevertheless,
the Dutch Court found that there had been a
violation of the right to privacy under Article
8(2) of the European Convention on Human
Rights.

The Court also assumed that no risk
profiles based on file links were produced in
the application of the SyRI legislation, but it
could not establish that risk profiles were not
actually produced using file links. However,
the Court considered that it is in the nature of
SyRI as an instrument, taking into account the
purposes for which data are processed in SyRI
and in the light of the definitions of the
concepts of risk model and risk indicator, that
risk profiles based on existing factual data are
used when SyRI is run (para. 6.53). This is a
complication, among other things because the
SyRI legislation did not impose any obligation
to inform persons whose data were processed
in SyRI so that those data subjects could
reasonably be expected to know that their data
are being or have been used for this
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processing, nor did the legislation contain any
obligation to notify data subjects individually
that a risk report had been submitted, nor were
they automatically informed afterwards, but
only if a check and investigation were carried
out in response to a risk report (para. 6.54).

Partly on the basis of the above
considerations, the Court found that the State
had violated Article 8(2) of the European
Convention (para. 7.2). The SyRI case thus
shows, in the specific context of the Dutch
special procedure for the direct application of
the European Convention on Human Rights,
that the State can be held responsible for
violations of the right to respect for private
and family life when an interoperable
administrative system is used at a systemic
level. Whether such a realisation of a State’s
responsibility will ever occur before the
European Court of Human Rights remains to
be seen.

3. Efforts to increase interoperability
between data collections: policy objectives
and legislation

3.1. National legislation on interoperability:
the case of Finland

3.1.1. The general framework

For decades, the Finnish administration has
been involved in efforts to increase the
compatibility of different registers and data
collections so that they could be used in
different activities. The predecessor to the
IMA, the Act on the Management of
Information in  Public = Administration
(634/2011), attempted to rationalise these
efforts, but the various data systems within the
administration  have nevertheless been
incompatible to such an extent that it has not
been possible to synchronise them. One
example is the different systems for patient
and medical data: although there have been
efforts to standardise them, there are still
several different data systems that are
incompatible with each other and for which it
may be difficult to achieve interoperability.

Within general administrative legislation, a
number of provisions on interoperability can
be identified in the Information Management
Act. The purpose of the IMA, as stated in
Section 1(1)(3), is to promote interoperability
between information systems and information
repositories. According to the definition in
Section 2(13) of the IMA, ‘interoperability
between information repositories’ means the
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use and exchange of information between
different information systems in such a way
that the relevance and usability of the
information is preserved."” According to
Section 3 of the Act, the IMA applies
generally within public  administration,
including the provisions of Chapter 6a thereof
on the introduction and use of automated
decision-making procedures. The IMA also
applies to universities (with the exception of
Chapter 3 of the IMA, which means that the
Ministry of Finance and the Information
Management Board do not have authority over
the information management of autonomous
universities) and to private law entities that
perform public administration tasks. However,
a number of authorities are exempt from the
application of certain parts of the IMA, such
as the judiciary, the highest supervisors of
legality and the offices of the Parliament and
the President of the Republic as well as some
other authorities. The IMA does not apply to
the authorities of the Aland Islands, which
have their own legislation on information
management. i

The IMA contains several references to
interoperability. According to Section 6 of the
Act, the Ministry of Finance is responsible for
the general management of interoperability

10 See also Government Bill 284/2018 to the IMA, 36,
37, 163, according to which the aim is to promote
interoperability between information systems and
information repositories in order to streamline public
administration and improve services. The idea is that the
activities of public authorities will become more
productive and that, in the longer term, regulation can
improve the interoperability of information systems and
the conditions for information exchange, as well as
reduce the costs of information management units for
collecting, disclosing and integrating information. It is
considered that improving the interoperability of
information systems also promotes the efficiency of
municipal activities. See also p. 71 for a definition in the
proposal regarding interoperability between information
repositories. According to p. 82 of the proposal, the
description of information systems not only promotes
the interoperability of information systems and the
identification of related needs, as well as the
development of interoperability and obligations related
to information security, but also the implementation of
the principle of public access to information. The
description maintained by the public authority
organisation as a whole can thus be considered to
highlight the mechanisms for the digital flow of
information between public authorities.

' Pursuant to Section 18(1), (2) and (4) of the Self-
Government Act of Aland (1144/1991), the Legislative
Assembly of the Aland Islands has its own legislative
power in administrative matters and has therefore also
enacted its own information Information Management
Act (2025:37) for Aland. See also Supreme Court
Opinion HDu 258/2025 of 7 April 2025.
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between the public administration’s shared
information repositories by updating the
public administration’s information
management map and maintaining the general
guidelines for the development of information
management in the public administration with
the aim of promoting interoperability between
shared  information  repositories and
information systems.'> In addition, each
ministry shall, within its own area of
responsibility, update the content of the public
administration's information management map
and maintain the general guidelines with the
aim of promoting interoperability between the
shared  information  repositories and
information systems within its area of
responsibility. The general impression is that
interoperability should form a basic structure
within digital administration.

The Constitutional Law Committee of the
Parliament of Finland issued an Opinion on
the draft act on IMA, but did not actually
comment on interoperability, although the
Committee came close to such views when
discussing Section 10(1) of the Constitution
on the protection of privacy and personal data.
The Committee stated in its Opinion 73/2018
that it is important that the provisions on the
opening of technical interfaces and electronic
connections do mnot only concern public
information, but also confidential information
and information belonging to special
categories of personal data or otherwise of a
sensitive nature. The Opinion recalled that the
Committee had previously drawn attention to,
among other things, what and who the right to
information applies to and how the right is
linked to the necessity criterion.'?

However, interoperability is also a technical
issue, and the Constitutional Law Committee
addressed this aspect by referring to the earlier
Opinion 48/2018, where the Committee
assessed issues relating to the electronic

12 According to Government Bill 284/2018, 67, the term
“information system” covers various types of terminal
equipment for processing software. The software is used
to process information material in order to prepare or
search for documents using various search criteria. The
term information system is closely related to the
implementation of interoperability. Interoperability
between information systems refers to their ability to
use the same information or work together with one or
more other information systems via an interface or in
some other way that preserves the meaning and usability
of the information.

13 For the necessity criterion, see O. Mienpii, Hallinto-
oikeus. Helsinki, Alma Insights, 2024, 730.
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transfer of confidential and sensitive personal
data between different actors. The subject of
the assessment was a monitoring system for
bank and payment accounts, in which account
information belonging to the core area of
privacy protection would be transferred via a
technical connection from a financial
institution to a competent authority referred to
in the relevant law through a data search
system. In the Committee’s view, the intention
was to establish a system through which
personal data covered by banking secrecy could
be disclosed to several different authorities
without sufficient prior control, which indicates
a lack of oversight. The proposal was justified
primarily on the grounds that it implemented
the EU Directive on money laundering. The
Constitutional Law Committee opined that the
bill did not contain acceptably justified,
constitutionally correct, precise or carefully
defined provisions on the proposed system. A
prerequisite for the bill to be passed in the
normal legislative procedure was that the
provisions be limited to what is necessary to
implement the directive.

According to the Constitutional Law
Committee, a technical interface is in itself a
secure way of transferring digital information,
but in the case of personal data and confidential
information, the necessity and indispensability
of the information material in each individual
case must be technically ensured in view of the
performance of the tasks of the receiving
authority. In section 22 of the draft IMA, the
obligation to transfer information between
information systems via technical interfaces
has been limited to regular and standardised
electronic transfer of information. According to
paragraph 2 of the proposed section, the
transfer of information between information
systems via technical interfaces must be carried
out in such a way that it is technically ensured
that the information to be transferred is
necessary in the individual case or is necessary
for the receiving authority to perform its tasks,
if the transfer concerns personal data or
confidential information. Section 24 of the
draft IMA provides for the transfer of
information material via technical interfaces to
parties other than authorities under the
conditions set out in Section 22. According to
Section 23, the opening of an electronic
connection requires that the connection be
limited to only such necessary or essential
information that is compatible with information
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law and that the purpose of use of the
information be clarified in connection with the
search. The Constitutional Law Committee
emphasised the importance of what is proposed
in the bill.

Nevertheless, it appears that the legislator
was aware that interoperability should be
maintained at the individual level and that it
should not be possible to establish
interoperability at the systemic level. In the
opinion of the Constitutional Law Committee,
the above limitation means that the proposed
regulation is not suitable for the transfer of
information where the authority must assess in
each individual case whether the transfer is
necessary. The Committee considers that the
provisions, with these limitations, include

sufficient safeguards. However, the
Committee notes that, according to the
Government Bill (p. 116), the use of

electronic connections is limited to individual
searches, and that it should not be possible to
use electronic connections to retrieve large
amounts of information from another
authority’s information repository without
restriction. The provisions of Section 23 of the
draft IMA must be clarified so that this
limitation is clearer in the wording. The
reference to the impossibility of retrieving
large amounts of information appears to
counteract situations such as those created by
the Dutch SyRI case and thus promote
oversight possibilities. The Constitutional
Law Committee’s request for specifications is
now reflected in the current Section 22 of the
IMA on the transfer of information between
authorities via technical interfaces, in Section
23 on the opening of electronic connections to
an authority, and in Section 24 on the transfer
of information material via technical
interfaces to parties other than authorities. At
the same time, the Constitutional Law
Committee has established a limit for the
necessity assessment in Opinion 89/2022,
point 15, by stating that the Constitution does
not allow a generous and unspecified right to
obtain information, even if it is linked to the
necessity criterion.'

Section 22 of the IMA requires authorities
to carry out regular, recurring and
standardised electronic transfers of
information between information systems via
technical interfaces, if the receiving authority

14 See, for example, Opinions 71/2014, 62/2010 and
59/2010, 4.
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is legally entitled to the information. An
authority may also open a technical interface
for an authority that is entitled to information
in other situations. However, the provision
allows for other types of information transfer,
so interfaces for electronic transfer are not the
only possible option. When transferring
information between information systems via
technical interfaces, it must be technically
ensured that the information to be transferred
is necessary in the individual case or is
necessary for the receiving authority to
perform its tasks, if the transfer concerns
personal data or confidential information. This
is expected to fulfil the requirements of
Article 6 of the GDPR.' One difference
compared to the non-transparent nature of the
Dutch SyRI system appears to be that a
description of the structure of information
transferred via a technical interface must be
defined and updated by the authority
providing the information. When planning the
transfer of information between several
authorities via technical interfaces, the
description of the information structure must
be defined and updated under the leadership
of the ministry responsible for the area of
activity, which promotes oversight.

Various authorities have already had the
opportunity to access, for example, the data of
the former Population Register Centre
electronically, but earlier, this required an
agreement on access to register data. For
example, municipalities and other authorities
have had access to population register data,
1.e. basic information about individuals in
Finland and about certain other circumstances.
Currently, there are two general pieces of law
that form the basis for the transfer of
information, namely the Act on the Population
Information System and the Certificate
Services Provided by the Digital and
Population Data Services Agency (661/2009),
an  authority  that  provides  public
administration with the basic data needed for
the activities of public authorities, and the Act
on Joint Support Services for Electronic
Services in Public Administration

15 As stated in Government Bill 284/2018, 145, Article 5
of the GDPR contains provisions on the principles of
personal data processing. Section 2 of the Data
Protection Act (1050/2018) extends the application of
the GDPR to the processing of personal data in
connection with activities that do not fall within the
scope of Union legislation, which means that the GDPR
has a general impact on national information
management.
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(571/2016).'¢ Under Sections 52 and 55 of the
former Act, the authority has extensive rights
to obtain and disclose data from its registers.

3.1.2. Legal basis for access

Section 22 of the IMA and especially
Section 23 establish a legal basis for obtaining
electronic access to information in a
decentralized manner, without any national
central  authority = operating as  an
interoperability centre. According to Section
23 of the IMA, an authority may open an
electronic connection to another authority
with regard to such information in an
information repository to which the receiving
authority has the right to access. The starting
point is therefore that the receiving authority
must have the right to access the information,
which appears to require a legal right to obtain
the information. In addition, the provision
establishes other conditions for opening an
electronic connection, such as that the
connection 1s limited to only individual
searches for necessary or essential information
that is compatible with the right to
information, and that the purpose of use of the
information is investigated in connection with
the search. Here, again, there is a link to the
data protection included in the GDPR. In
addition, the authority must establish an
electronic connection so that the information
system enabling the connection automatically
identifies deviating information searches,
which is central to the detection of misuse of
the information system. Under Section 24 of
the IMA, an authority may also transfer
information via a technical interface to an
entity that is not another authority, if the
recipient is explicitly entitled by law to
receive and process the information. This
means that technical interfaces may also be
opened up towards private law entities under
the conditions set out in Section 22. The
disclosing authority shall, where necessary,
ensure that the recipient complies with the
obligations laid down in the IMA when
processing the information.

The IMA mainly concerns the individual
level in its regulation of information transfer.
However, there is a hint of a systemic level in
Section 24b on access to valuable data sets,

16 The concept of interoperability also includes, among
other things, the Act on the Provision of Digital
Services (306/2019) and the Act on Electronic
Communication in the Activities of Public Authorities
(13/2003).
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which refers to data sets whose availability is
prescribed in the implementing acts referred to
in Article 14(1) of Directive (EU) 2019/1024
on open data and the re-use of public sector
information. According to the provision,
valuable data sets, which the recipient of the
information is entitled to obtain and process in
accordance with specific provisions of law,
shall be made available on request by means
of technical interfaces. Where necessary, the
information shall also be available as a bulk
download.

In addition to the IMA, there is a great deal
of other national legislation that refers to
interoperability or is based on the idea of
interoperability without necessarily referring
to the term. The Act on the Processing of
Customer Data in Social and Health Care
(703/2023), on the basis of which the Kanta
health data database is maintained by the
KELA, contains a total of 27 references to
interoperability, including Section 66(2), point
7, which imposes responsibility  for
interoperability on the KELA, and section
86(1), according to which a class A
information system and a well-being
application must be interoperable with
national information system services and other
connected  information  systems.  The
Constitutional Law Committee reviewed the
proposal for the Kanta Act and referred once
to interoperability in Opinion 89/2022,
requesting the Social Affairs and Health
Committee to clarify and specify the
relationship between two provisions so that it
is clear from the provisions that the procedure
referred to in Section 64(2) also applies to the
disclosure of data via a technical interface.
This was set by the Committee as a condition
for the bill to be processed in ordinary
legislative order, not according to the more
demanding requirements of a constitutional
amendment.

The Act on Electronic Prescriptions
(61/2007) does not refer to the concept of
interoperability, even though the Act is
actually part of the Kanta package and
requires interoperability for the wuse of
prescription functions based on client data in
healthcare. Therefore, that Act is also included
in  the framework for  regulating
interoperability. The Act on the Secondary
Use of Personal Data in Social and Health
Care (552/2019) refers to interoperability in
Section 17(3) and Section 24, as does the Act
on Wellbeing Services Counties (611/2021) in
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Section 120(2) and (3), which is natural since
it is in Wellbeing Services Counties that client
data in social and health care mainly arises.
KELA administers an individual’s Kanta
information as a nationwide web service
accessible to the individual.

In addition, references to interoperability
are included in a number of public and private
law statutes. In public law, mention may be
made of the Act on Joint Administrative
Support Services for Electronic Services
(571/2016), which aims, among other things,
to improve the interoperability of public
services and contains in Section 16(1) an
obligation for the service provider to comply
with the overall architecture of public
administration and the descriptions and
definitions of interoperability when producing
the support service. Various parts of public
administration are covered by separate
legislation with regard to interoperability
efforts, such as the Act on the Organisation of
Joint Information and Communication
Technology Services of the State (1226/2013).
It regulates the promotion of the information
technology interoperability of state authorities
in sections 1, 2(3), 3 and 4 and identifies the
Ministry of Finance as the responsible
ministry. The Act on the National Land
Survey of Finland (1025/2018) and the Act on
a Geographic Information Infrastructure
(421/2009) also contain provisions on the
interoperability of geographic data collections.
In Section 11 of the latter Act, there is an
obligation for the National Land Survey of
Finland, among others, to make its
interoperable geographic data sets and related
geographic data services available to another
authority if that authority needs to use them
for its tasks The National Land Survey and
other authorities possessing such information
shall also disclose interoperable geographic
data sets and related geographic data services
to authorities in other Member States of the
European Union and to the institutions and
bodies of the Union, as well as, on a
reciprocal basis and on equal terms, to bodies
established by international agreements to
which Finland and the European Union are
parties, if the recipient needs them to perform
tasks that it is required or determined to
perform and that affect the state of the
environment.

As the European Union strives for a high
degree of interoperability between different
data collections through, among other things,
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various EU regulations and directives, the
Parliament of Finland has enacted a separate
law on interoperability between European
Union information systems (875/2022;
Sections 1, 2, 3 and 4) which gives the police,
border guards and customs authorities the
right to use the common database of identity
data to identify a person on the basis of needs
arising from the EU’s Border Interoperability
Regulation and Police Interoperability
Regulation (see below, section 3.2.). In
addition, there is a law on the storage of
criminal records and the disclosure of such
information between Finland and the other
Member States of the European Union
(214/2012), which enables the transfer and
disclosure of information in criminal
proceedings  through a  decentralised
information technology system based on the
computerised criminal records of each
Member State (the European Criminal
Records Information System, ECRIS). In
Finland, these registers are the criminal
records register, the fines register and the
storage register, and the transfer of data is
carried out by the Legal Register Centre as the
national authority.

3.1.3. The log trail

A general obligation for all authorities to
maintain a log register for their various
registers is laid down in Section 17 of the
IMA, according to which an authority shall
ensure that log information is collected on the
use of its information systems and on the
disclosure of information from them, if the use
requires identification or other registration.
The purpose of the log information is to
monitor the use and disclosure of information
from information systems and to investigate
technical system errors, which facilitates
oversight. Log data is considered to be data to
which the individual party has a right of
access,'” so at least in theory, oversight is

'7 See Supreme Administrative Court cases 2014:69;
2020:141; 27.5.2015/1419. For the MDB, this is also
evident from Section 21(3) of the Act on Joint Support
Services for E-Services in Public Administration, as the
MDB may disclose information recorded in the log
register to the person to whom the processed
information relates or for some other specified purpose,
if the person to whom the processed information relates
and the person who processed the information have
expressly consented to the disclosure, unless otherwise
provided in section 11 or 12 of the Act on the Openness
of Government Activities. See also T. Voutilainen,
Digitaalisten palvelujen sdidntely, 290-291.
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promoted.

As stipulated in Section 56 on log registers
of the above-mentioned Act on the Population
Information System and the Certificate
Services, the Digital and Population Data
Services Agency (MDB) shall maintain a log
register of the processing of data in the
population data system that takes place via a
technical interface or an electronic connection,
which means that every other authority that
contacts the MDB leaves a trace of its use of
the data. The following information is
recorded in the log register: identification
details of the organisation on whose behalf the
data is processed, the user’s identification
details, the name of the application,
programme or technically independent part of
an application or programme used, or any
other information specifying these, details of
the time of processing and the data or groups
of data in the system that have been processed
or are subject to processing. It is therefore at
least in principle possible to determine
retrospectively what data has been retrieved
from the population data system and by
whom.

In addition, Section 5 of the Act on Joint
Support Services for Electronic Services in
Public = Administration  establishes  an
obligation for virtually all authorities to use
the support services defined in Section 3 of
the Act. Section 20 of the Act imposes an
obligation on the MDB to keep a log register
of the processing of data recorded on the use
of these support services in order to ensure the
lawfulness of the processing of the data. The
log register shall contain information on the
person who processed the data, the time of
processing and the data or groups of data in
the system that have been processed.

3.1.4. Interoperability in the private sphere

In the field of private law in the broad
sense, a number of laws with references to
interoperability can also be mentioned,
although these references often refer to
interoperability between private operators and
public  authorities. This  group  of
interoperability rules includes the Act on
Strong Electronic Identification and Trust
Services (617/2009), which is aimed at both
service providers and consumers, the Payment
Services Act (290/2010), the Transport
Services Act (320/2017) and the Fisheries Act
(379/2015). The Act on a Positive Credit
Information Register (739/2022) is based on
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the interoperable exchange of credit
information, but neither this Act nor the
Constitutional Law Committee’s Opinion
28/2022 contain references to interoperability.
It is therefore likely that the phenomenon of
interoperability  exists  without  explicit
reference in far more provisions than those
mentioned here.

The Income Data System Act (53/2018)
contains an interesting provision in Section 13
on the right of data users to obtain data from
the income data system. According to the
provision, the Income Register Unit shall
transmit and disclose such data from the
income register which a data user,
notwithstanding the provisions on
confidentiality and other restrictions on the
obtaining of data, is entitled to obtain from the
payer of benefits or from other data users
under some other Act. In other words,
interoperability may, by virtue of law, also
apply to information for which confidentiality
is prescribed (see below, section 4). The
Constitutional Law Committee has stated the
following in its Opinion 49/2017:

The proposal is therefore significant for the
protection of privacy and personal data. In its
assessment of provisions of this kind, the
Constitutional Law Committee has generally
considered that the provisions must be
examined in relation to Section 10 of the
Constitution. According to paragraph 1 of that
section, more detailed provisions on the
protection of personal data shall be laid down
by law. In its practice, the Committee has
emphasised that regulation at the level of law
on the processing of personal data must be
comprehensive and detailed.

The interoperability on which the income
register is based thus falls within the scope of
the protection of privacy provided under
Section 10 of the Constitution, but the
Committee considered that the bill was not
problematic in this respect.

3.2. Interoperability within the EU

3.2.1. The general framework

The EU has long sought a high level of
interoperability  between different data
collections at EU level and between the EU
level and the Member States. There are many
reasons for this, but the underlying factor is
often the promotion of the functioning of the
internal market through the seamless flow of
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information between EU and Member State
authorities and between the various authorities
and actors in the internal market, i.e.
businesses, in order to enable the free
movement of data and digital services.'® This
also appears to be a general starting point
under Article 1(3) of the GDPR: The free flow
of personal data within the Union shall not be
restricted or prohibited for reasons relating to
the protection of natural persons with regard
to the processing of personal data.

For this purpose, among other things, a
European Interoperability Framework (EIF)
has been developed, comprising 47
recommendations on the governance of
interoperability, smoother digital services and
the removal of legislative barriers to
interoperability. In addition, a European
Interoperability Architecture (EIRA) has been
developed, which is an overarching
architecture containing the most important
descriptions of the building blocks for
interoperable electronic services in public
administration. The approach to reviewing
both the EIF and the EIRA is in line with the
thinking behind the IMA, i.e. interoperability
and better digital services are promoted
through common definitions and solutions.
The interoperability of information and
information systems is governed in the various
areas of activity of the Member States and
their actors at both directive and regulation
level."

In 2024, Regulation (EU) 2024/903 of the
European Parliament and of the Council of 13
March 2024 on measures for a high level of
interoperability in the public sector across the
Union (the Interoperable Europe Act) was
adopted. This Act on an interoperable Europe
represents in many ways a culmination of the
interoperability work that has been ongoing
within the EU in various areas, including the
use of databases (VIS, SIS, PNR, EES,
ETIAS, Eurodac, ECRIS-TCN) that are
relevant to entry from third countries into the
EU and EU countries.”® According to recital 1

¥ Government Bill 284/2018, 23.

' For European interoperability measures, see
Government Bill 284/2018, 23. A search in EurLex in
2025 for the term “interoperab*” yielded more than
4,000 hits, which should be considered strong evidence
of the status of the concept and phenomenon in EU
documentation.

20 See, for example, Regulation (EU) No. 2019/817 of
the European Parliament and of the Council of 20 May
2019 on establishing a framework for interoperability
between EU information systems in the field of borders
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of the Regulation, it is necessary to strengthen
the development of cross-border
interoperability for network and information
systems used to provide or manage public
services in the Union, so that public
administrations in the Union can cooperate
and make public services work across borders.
To date, certain informal forms of cooperation
have existed between Member States’
authorities, but this is being replaced by a
clear  legal framework  to enable
interoperability between different levels and
sectors of government and to facilitate
seamless cross-border data flows for
genuinely European digital services that
strengthen the internal market, while
respecting the principle of subsidiarity.
According to the preamble of the
Interoperable Europe Act, interoperability in
the public sector has a significant impact on
the right to free movement of goods, persons,
services and capital laid down in the Treaties,
as burdensome administrative procedures can
create significant barriers, particularly for
small and medium-sized enterprises. The
Interoperable Europe Act is based on the
desire to promote cross-border interoperability
for trans-European digital public services as
an enabler of seamless and accessible digital
public services and a reduction in
administrative burdens, with the possibility of
further measures and policies being adopted at
Union level. According to Article 1 of the
Interoperable Europe Act on content and
scope, the Regulation establishes measures
promoting cross-border interoperability for
trans-European digital public services, thereby
contributing to the interoperability of the
underlying network and information systems
through the introduction of common rules and
a governance framework. The Interoperable

and visa and amending Regulations (EC) No. 767/2008,
(EU) 2016/399, (EU) 2017/2226, (EU) 2018/1240, (EU)
2018/1726 and (EU) 2018/1861 of the European
Parliament and of the Council and Council Decisions
2004/512/EC and 2008/633/JHA (OJ L 135, 22.5.2019,
p- 27) and Regulation (EU) 2019/818 of the European
Parliament and of the Council of 20 May 2019 on
establishing a framework for interoperability between
EU information systems in the field of police and
judicial cooperation, asylum and migration and
amending Regulations (EU) 2018/1726, (EU)
2018/1862 and (EU) 2019/816 (OJ L 135, 22.5.2019,
85). See also W. Lundén, Beaktandet av
dndamadlsbegrénsning och  sekunddr dtkomst  till
personuppgifier i EU.:s interoperabilitetsramverk inom
omrddet med frihet, sikerhet och rittvisa, Avhandling
pro gradu i offentlig ritt, Abo, Abo Akademi, 2020.
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Europe Act applies to Union entities and
public authorities that regulate, provide,
manage or implement trans-European digital
public services. In other words, the Act
applies at both EU and Member State level
and concerns public services that cross
national borders within the internal market.
Administratively, the Interoperable Europe
Act is implemented by a board operating
under the European Commission, whose chair
comes from the Commission and which has
one member from each Member State. The
Board establishes and maintains the European
Interoperability Framework (EIF) within
which each cross-border digital public service
is published. However, the Act does not
provide legal basis for the use of any digital
public service and does not override Article
22(2) of the GDPR, which means that before a
cross-border digital public service is used for
automated decision-making, such legal basis
as required by the GDPR should exist, e.g.
through provisions in the legal systems of two
or more Member States or in the substantive
law of the EU. The EIF thus has at least the
function of informing the public that a digital
public service of a cross-border nature exists
and is in use, which promotes transparency for
interoperable services. Another function of the
EIF platform is to enable public authorities
and other actors to exchange information on
the design of digital public services and to
publish source codes for these services.?!

3.2.2. Sector-specific interoperability

However, the Interoperable Europe Act is
not intended to replace or override
interoperability solutions that already exist
under sector-specific regulation at EU level.
Such sector-specific regulation has long been
in place in areas such as border
interoperability, police interogerability and
judicial interoperability. Border

2l For detailed information on the EIF, see New
European Interoperability Framework - Promoting
seamless services and data flows for European public
administrations, European Union, Luxembourg, 2017,
https://ec.europa.eu/isa2/sites/default/files/eif brochure
_final.pdf (accessed 24.9.2025). The EIF includes a
series of recommendations, such as p. 18, where
recommendation no. 9 on multilingualism is given for
interoperable public services.

22 On interoperability in judicial cooperation, see R.
Martinez Gutiérrez, Data Space, Interoperability and
Artificial Intelligence in Justice, in European Review of
Digital Administration & Law — Erdal, Volume 5, Issue
1,2024.
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interoperability is based on an EU regulation®
which establishes a framework to ensure
interoperability between the Entry/Exit
System, the Visa Information System (VIS),
the EU Travel Information and Authorisation
System (ETIAS), Eurodac, the Schengen
Information System (SIS) and the European
Criminal Records Information System for
third-country nationals (ECRIS-TCN).

The framework applies to the Entry/Exit
System, VIS, ETIAS and SIS. The
interoperability components covered by this
framework include a European search portal
(ESP), a common biometric matching service,
a common identity repository (CIR) and a
multiple identity detector (MID). The aim is to
ensure that Member States’ border control
officers, customs authorities, police and
judicial authorities have access to the
information they need. Police interoperability,
which applies to Eurodac, SIS and ECRIS-
TCN, is based on an EU regulation®* that
establishes a similar framework to the border
interoperability regulation and covers the
same interoperability components. The two
frameworks contain a wealth of information
on third-country nationals that is available to
the border, customs and police authorities of
all Member States, with the combined
information being searchable and analysable
by the competent authority of a Member State
in relation to the entire EU area.

The EU Agency for Fundamental Rights

2 Regulation (EU) No. 2019/817 of the European
Parliament and of the Council of 20 May 2019
establishing a framework for interoperability between
EU information systems in the field of borders and visa
and amending Regulations (EC) No. 767/2008, (EU)
2016/399, (EU) 2017/2226, (EU) 2018/1240, (EU)
2018/1726 and (EU) 2018/1861 of the European
Parliament and of the Council, and Council Decisions
2004/512/EC and 2008/633/JHA.

24 Regulation (EU) 2019/818 of the FEuropean
Parliament and of the Council of 20 May 2019
establishing a framework for interoperability between
EU information systems in the field of police and
judicial cooperation, asylum and migration and
amending Regulations (EU) 2018/1726, (EU)
2018/1862 and (EU) 2019/816. On interoperable data in
criminal investigations, see also A.Z. Spyropoulos, C.
Bratsas, G.C. Makris, E. Garoufallou and V. Tsiantos,
Interoperability-Enhanced Knowledge Management in
Law Enforcement: An Integrated Data-Driven Forensic
Ontological Approach to Crime Scene Analysis, in
Information, 14, 607, 2024, 1-24,
https://doi.org/10.3390/info14110607 (besokt
13.10.2025), and D. Dui¢ and M. Rosi¢, Interoperability
between the EU information systems - from an idea to
the realization, in Polic. sigur. (Zagreb), godina 31, broj
2, Zagreb 2024, 118-148.
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has highlighted problems that interoperability
may cause in relation to the right to private
and family life and the right to data protection
in Articles 7 and 8 of the EU Charter of
Fundamental Rights.”> In another context, in
the national application of the Directive on
passenger name records, the Court of Justice
of the European Union has noted in Case
C-817/19 Ligue des droits humains v Conseil
des ministres,*® that similar problems exist in
the area of passenger name records. The case
illustrates well the interoperability between
the EU passenger name record and the border
authorities of the Member States, without
however referring to the concept of
interoperability. In paragraph 111, the Court
of Justice states the following at the systemic
level: “In the light of all of the foregoing, it is
appropriate to find that the PNR Directive
entails undeniably serious interferences with
the rights guaranteed in Articles 7 and 8 of the
Charter, in so far, inter alia, as it seeks to
introduce a surveillance regime that is
continuous, untargeted and systematic,
including the automated assessment of the
personal data of everyone using air transport
services.” Nevertheless, the Court concluded
that the PNR Directive can be interpreted so
that it complies with the requirements of the
Charter of Fundamental Rights, including the
principle of purpose limitation of data use, the
principle of separation of powers and the
principle of temporal limitation, in contexts
where there is a risk of terrorist offences or
serious crime. Issues in the area of
fundamental  rights relating to  the
interoperability of different data and decision-
making systems are therefore not entirely
unsolvable. Through interpretation, it is
possible to achieve carefully defined
applications of interoperable systems that may
be compatible with various fundamental
freedoms and rights.

The above-mentioned objectives of the
CJEU therefore apply primarily to the entry of
third-country nationals. With regard to all EU

2 See the opinion Interoperability and fundamental
rights implications - Opinion of the European Union
Agency for Fundamental Rights. FRA Opinion — 1/2018
[Interoperability], Vienna, 11 April 2018. The problem
arose during the preparatory stage of the two
regulations, but it is to some extent universal for all
interoperability.

26 Judgment of the Court of Justice of the European
Union (Grand Chamber) of 21 June 2022, paragraphs
22-24, 26, 28-29, 36-37, 92-111 and 299 (decision
points 2-5).
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citizens, it can be noted that the EU
constitutes a single health data area on the
basis of an EU regulation establishing the
European Health Data Space (EHDS) by
establishing common rules, standards and
infrastructures and a governance framework to
facilitate access to electronic health data for
primary use of electronic health data and
secondary use of such data.’’ The EHDS
Regulation lays down common rules for
electronic health record systems in relation to
two  mandatory  harmonised  software
components and common rules, mechanisms
for the primary use of electronic health data
and the secondary use of electronic health
data. The EHDS Regulation also establishes
governance and coordination mechanisms at
Union and national level for both the primary
use of electronic health data and the secondary
use of electronic health data. The EHDS
Regulation  establishes a  cross-border
infrastructure enabling the primary use of
electronic health data containing personal data
across the Union and a cross-border
infrastructure for the secondary use of
electronic health data. This cross-border
health data infrastructure means that large
amounts of privacy-protected material relating
to private life can, in individual cases, be
transferred between  different Member
States.”® A consequence of using a regulation
as the legislative instrument is that national
law is largely set aside and replaced by the
EHDS Regulation as the sole normative
framework for all-European interoperability of
medical data. The implementation of the
EHDS Regulation is, however, still in the
future, starting in 2027 and continuing in
2029.

In the area of justice, a somewhat similar
system of data sharing is created by a Council

27 Regulation (EU) No. 2025/327 of the European
Parliament and of the Council of 11 February 2025 on
the European Health Data Space and amending
Directive 2011/24/EU and Regulation (EU) 2024/2847.
This new regulation will apply from 26 March 2027.
See also J.F. Pérez Galvez, Régimen juridico de la
medicina y telemedicina digital, Valencia, Tirant lo
Blanch, 2025, 304-320, regarding EU and Spanish
regulations on interoperability in the health data area.

8 For a somewhat critical analysis, see N. de la Serna
Bilbao and F. Fonseca Ferrandis, European Data
Strategy. An Approach to the European Health Data
Space - The Role of the Regulation (Eu) 2022/868 of the
European Parliament and of the Council of May 30,
2022 Relating to European Data Governance in
European Review of Digital Administration & Law -
Erdal, Volume 4, Issue 1, 2023, 17-31.
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framework decision, albeit without reference
to interoperability.” A national central
authority managing criminal registers 1is
expected to share requested information with
its counterpart in another Member State on
nationals of the latter Member State
concerning convictions. Criminal records of
Member State nationals are thus exchanged
within a system created under the auspices of
the EU. In addition to the border
interoperability, the EHDS and justice, a
number of other areas within the EU frame
have their own interoperable systems.*’

3.2.3. Variation in the
terminology

The meaning of interoperability in different
contexts may vary depending on the
regulatory framework in which the term is
used. According to Article 2 of the
Interoperable Europe Act, an interoperability
solution is an asset that can be reused and that
relates to legal, organisational, semantic or
technical requirements aimed at enabling
cross-border  interoperability, such as
conceptual frameworks, guidelines, reference
architectures, technical specifications,
standards, services and applications, and
documented technical components, such as
source code. Cross-border interoperability is
defined in the same provision as the ability of
Union entities and public authorities in
Member States to interact with each other
across borders by sharing data, information
and knowledge through digital processes in
line with the legal, organisational, semantic
and technical requirements related to such
cross-border interaction. The system therefore
also requires conceptual harmonisation. In
Article 2(1)(f) of the sector-specific EHDS
regulation, interoperability means the ability
of organisations and software applications or

interoperability

devices from the same or different
manufacturers to interact through the
processes they support, including the

exchange of information and knowledge
between these organisations, software
applications or devices without changing the
data content.

? Council framework decision 2009/315/JHA of 26
February 2009 on the organisation and content of the
exchange of information extracted from the criminal
record between Member States. See also R. Martinez
Gutiérrez, Data Space, 15-33.

3% Such as digital identity, public procurement, maritime
transport, rail transport, customs, and energy grids.
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The EU Regulation on a single digital
gateway for the provision of information®!
defines, for example, in Article 6 and Annexes
1 and 2, access to various electronic services
that Member States’ authorities must offer
digitally. This Regulation does not refer to
interoperability, but the system of access to
digital information and digital content
established by the Regulation actually requires
a high degree of interoperability at EU level in
order for information from the authorities of
one Member State to be accessible in another
Member State. The Regulation forms the basis
for the European Commission’s Internal
Market Information System (IMI), which is
intended to apply the legislation on the free
movement of persons, goods, services and
capital across Member State borders through
coordination, cooperation and communication
between similar authorities in EU countries.
To this end, the European Commission has
developed the IMI web tool, which is
designed to help authorities fulfil their
administrative cooperation obligations in
various areas relating to the internal market in
an interoperable manner.*> According to
recital 12, the Regulation also aims to create a
single digital gateway as a point of contact
through which individuals and businesses can
obtain information on the rules and
requirements applicable to them under Union
or national law and, among other things, make
it easier to access and complete online
procedures. The Regulation supports the use
of the one-stop shop principle, i.e. obtaining
the necessary services and information in one
go. It also aims at fully respecting the
fundamental right to the protection of personal
data when evidence is exchanged between
competent authorities in different Member
States. >’

31 Regulation (EU) No. 2018/1724 of the European
Parliament and of the Council of 2 October 2018
establishing a single digital gateway to provide access to
information, to procedures and to assistance and
problem-solving services and amending Regulation
(EU) No. 1024/2012.

32 For more information on the interoperable public
administration tool, see the report The Internal Market
Information System: 15 years of connecting public
administrations across the EU. European Union:
Brussels, 2023, https://ec.europa.eu/internal market/imi
net/_docs/reports/imi_15-year-report_en.pdf (accessed
25 September 2025).

33 See also Commission Implementing Regulation (EU)
2022/1463 of 5 August 2022 setting out technical and
operational specifications of the technical system for the
cross-border automated exchange of evidence and
application of the ‘once-only’ principle in accordance
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While the Interoperable Europe Act
concerns the regulation of digital public
services, there are also regulations governing
digital private services with regard to
interoperability. It is possible that these
interoperable public and private services may
also meet in certain situations, e.g. in the
application of Directive (EU) 2019/1024 of
the European Parliament and of the Council of
20 June 2019 on open data and the re-use of

public sector information. The general
principle under Article 3 of the Directive is
that Member States shall ensure that

documents held by public sector bodies or
public undertakings within the meaning of
Article 1 may be reused for commercial or
non-commercial purposes. In Finland, the
application of the Directive is governed by
Section 24b of the IMA, which provides for
access to valuable data sets, meaning data sets
whose availability is prescribed in the
implementing acts referred to in Article 14(1)
of the Directive due to their economic or
social significance. According to Article 13
and Annex 1 of the Directive, such data
collections concern geospatial data, earth
observation and the environment,
meteorological data, statistics, businesses and
business ownership, and mobility, i.e. not
directly data on individuals. Such valuable
data sets shall be made available on request
using technical interfaces. Where necessary,
the information shall also be available as a
bulk download.

The Digital Markets Regulation,** which is
aimed at businesses, refers in its definition in
Article 2, point 29, refers to interoperability as
the ability to exchange information and

with Regulation (EU) 2018/1724 of the European
Parliament and of the Council. The Implementing
Regulation refers, inter alia, in various recitals and in
Article 19, to the interoperability between the national
components of the technical one-off system.

3% Regulation (EU) No. 2022/1925 of the European
Parliament and of the Council of 14 September 2022 on
contestable and fair markets in the digital sector and
amending Directives (EU) 2019/1937 and (EU)
2020/1828 (Digital Markets Act). See also F.M. Scott
Morton, G.S. Crawford, J. Crémer, D. Dinielli, A.
Fletcher, P. Heidhues and M. Schnitzer, Equitable
Interoperability: The “Supertool” of Digital Platform
Governance, in Yale Journal on Regulation, vol.
40:1013, 2023, 1013-1055, and D. Rubinfeld, Data
portability  and  interoperability: An  E.U.-U.S.
comparison, in European Journal of Law and
Economics 57, 2024, 163-179,
https://doi.org/10.1007/s10657-023-09781-w (accessed
13.10.2025), which explain the competitive rationale for
regulated interoperability.
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mutually use the information exchanged
through interfaces or other solutions, so that
all hardware or software elements work
together with other hardware and software and
with users in all the ways they are intended to
work. The spirit here is the same as in the
Interoperable Europe Act. The Digital
Markets Act,>> which contains harmonised
rules for fair access to and use of data and
which also applies primarily between
individuals and businesses, defines
interoperability in Article 2, point 40 as the
ability of two or more data domains or
communication networks, systems, connected
products, applications, data processing
services or components to exchange and use
data to perform their functions.*® According to
point 41, an open interoperability specification
means a technical specification in the field of
information and communication technology
that is focused on achieving interoperability
between data processing services. This
purpose is also supported by the various
recitals of the Al Act of the EU where
interoperability is mentioned, but in particular
by Article 31, according to which providers of
Al systems shall ensure that their technical
solutions are effective, interoperable, robust
and reliable to the extent that this is
technically possible, taking into account the
characteristics and limitations of different
types of content, the implementation costs and
the generally recognised state of the art, which
may be reflected in relevant technical
standards.?’

4. The role of confidentiality provisions in
interoperability contexts

4.1. Disclosure of confidential information

In the above example of R.L. and his tax
deduction for student loans, it was the Tax
Administration that received information from

35 Regulation (EU) No. 2023/2854 of the European
Parliament and of the Council of 13 December 2023 on
harmonised rules on fair access to and use of data and
amending Regulation (EU) No. 2017/2394 and
Directive (EU) 2020/1828 (Data Act).

36 See D. Wiese Schartum, From Facts to Decision-
data, 386-387, which highlights private companies and
their registers as such that authorities might be
interested in using for their decision-making. In such
cases, however, clear legal support should be a
E)rerequisite.

7 For a fairly early analysis of some interoperability
issues in the private sector, mainly from a copyright and
patent law perspective, see U.-M. Mylly, Intellectual
Property Protection.
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KELA on the basis of Section 16(10) of the
Taxation Procedure Act and Section 41d of
the Student Financial Aid Act. However, in
many social insurance cases, KELA has the
right to obtain information about insured
persons without confidentiality provisions
preventing this. This is a very interesting
exception, as the main principle is actually
confidentiality or non-disclosure between
authorities, as stated, for example, in Opinion
7/2019 of the Constitutional Law Committee
concerning the processing of personal data in
migration administration, which sets out the
principle of separation of authorities: the
provisions on confidentiality and disclosure of
information despite confidentiality in the Act
on the Openness of Government Activities,
which is applied as general law to migration
administration, are based on the principle of
the separation of authorities. In their
application of the law, the authorities are
independent of each other.*®

The main principle is therefore that
information about an individual that may be
worthy of protection in terms of personal
integrity and private and family life cannot be
easily transferred from one authority to
another. Section 29 of the Act on the
Openness  of  Government  Activities
(621/1999) stipulates that an authority may
disclose  information from confidential
documents to another authority under certain
conditions. The first condition mentioned is
that the law must contain specific provisions
on the right to disclose or obtain information,
which is the case, for example, with the
provisions of the Student Financial Aid Act.
In addition, information from confidential
documents may be disclosed under section 4
of the Act if the information is necessary for
the performance of an individual monitoring
or supervisory task directed at an authority,
which may also constitute a basis in contexts
relevant to this case. These grounds for
disclosure of confidential information take on
an international dimension in section 30 of the

3% This principle is also reflected in certain Supreme
Administrative Court rulings, as in the case 2025:10
concerning a person suspected of being admitted to
hospital. The Court considered that the contact and
location information of a person was public information
for another authority, the Bailiff, but not information
about the actual care. If the authority is aware of the
person's stay in a hospital, information about the care
relationship and care thus easily becomes information
that cannot be transferred to another authority, as shown
by the SAC case 2025:11.
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Act on the Openness of Government
Activities, which states that, in addition to
what is specifically provided for in law an
authority may disclose information from a
confidential document to a foreign authority
or an international body if the cooperation
between the foreign and Finnish authorities is
regulated by an international agreement
binding on Finland or provided for in a legal
act binding on Finland and if information
from the document may be disclosed under
this Act to the Finnish authority conducting
the cooperation. This means that information
can also be transferred within, for example,
EU Member States, between Finland and the
EU, and between Finland and international
bodies.

A search in Finlex, the database for legal
information of Finland, for the term technical
connection produced 890 hits concerning
provisions enabling interoperability between
authorities. In many cases, these hits
contained references to an authority having
the right to obtain information from other
authorities or the right to disclose information
to other authorities without being hindered by
confidentiality =~ provisions and  other
restrictions on obtaining or disclosing
information. This means that the oversight
that the authority possessing the sensitive
information should exercise regarding the
confidentiality of data and its transfer to
another public authority is to a great extent
watered down. It is not possible in this context
to conduct a thorough review of these
provisions, so only a limited selection of such
provisions that create infrastructure for
interoperability is presented here, mainly
based on provisions applicable to KELA.

In many cases, the KELA has been granted
the right by law to obtain, upon request and
without hindrance from confidentiality
provisions and other restrictions on obtaining
information, the information necessary for
deciding a case or otherwise for the
performance of an individual task under the
law. The provisions thus create the legal basis
referred to in Section 29(1)(1) of the Act on
the Openness of Government Activities. Such
a provision is included in Section 41a of the
Act on Student Financial Aid, which lists
various authorities but also private entities as
potential data providers (see above, section
3.1). The provision takes on a digital
interoperability dimension through section
43(3) of the Act, according to which it is
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possible to use a technical connection opened
on the basis of the provision to search for
confidential information without the consent
of the person whose interests are protected by
confidentiality. The provision does contain a
safeguard clause stipulating that, before the
technical connection is opened, the party
requesting the data must provide evidence that
the data is adequately protected, but in
principle, this system creates an exception to
the main principle of confidentiality between
authorities.

Similar exceptions apply to the KELA on
the basis of Chapter 19, Sections 1-12 of the
Health Insurance Act (1224/2004). For
example, pursuant to Section 1, KELA and the
appeal bodies have the right, notwithstanding
the provisions on confidentiality and other
restrictions on the obtaining of information, to
obtain the information necessary for deciding
on a benefit or such necessary information as
must otherwise be taken into account in the
performance of the tasks prescribed in this
Act, in social security agreements binding on
Finland or in other international social
security legislation by state authorities,
wellbeing services authorities and municipal
authorities, as well as a large number of other
public-law entities and private entities. In
addition, KELA has the right to obtain
information from the Tax Administration,
healthcare institutions, prisons and the
Licensing and Supervisory Authority. KELA
also has the right, pursuant to Section 5,
without prejudice to confidentiality provisions
and other restrictions on the obtaining of
information, to provide various information
and details specified in the Section to many of
the authorities and entities referred to in
Section 1 - 4 §, and in addition, pursuant to
Section 6, to the enforcement authorities and,
pursuant to Section 7, to the Tax
Administration for the collection of health
insurance premiums and contributions. A
provision comparable to Section 5 but more
comprehensive in institutional terms is found
in Sections 85, 86, 87 and 88 of the National
Pensions Act (568/2007), and under its
Sections 90, 93 and 95, KELA has the right to
disclose information to certain authorities.

4.2. Fraud detection in the area of social
benefits

Pursuant to Section 8 of the Health
Insurance Act, KELA has the same right as
under Section 43a of the Student Financial
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Aid Act to obtain information from a ministry,
the Tax Administration and institutions or
associations that are responsible for the
statutory social security system and administer
social security benefits affected by a benefit
under this Act, to provide the personal identity
number and other identification details of
persons who have received benefits or
compensation under this Act, information on
benefits and compensation paid and other
comparable information. This applies if such
information is necessary for the cross-
checking of personal data for the purpose of
investigating crimes and abuse targeting social
security and for other one-off monitoring
measures. The same information may be
provided to the police and prosecuting
authorities if it 1is necessary for the
investigation of crimes and the bringing of
charges. However, information on health
status or information describing the grounds
for a person’s need for social care may not be
disclosed. A similar provision is contained in
Section 95 of the National Pensions Act and
covers information on persons who have
received benefits under this Act, namely
personal identification numbers and other
identification data, information on benefits
and compensation paid, and other comparable
information necessary for the cross-checking
of personal data and other one-off supervisory
measures carried out to investigate crimes and
abuse targeting social security. The provisions
on investigating abuse through cross-checking
originate from a 2002 government bill, when
the possibility of investigation was
incorporated into a number of social insurance
laws,”” which means that the provisions were
enacted prior to the massive development of
the digital software that exists today.

The purpose of the provision is also to
enable the disclosure of information necessary
for the prevention and investigation of social

3 Government Bill 9/2002 with a proposal to amend the
provisions on the collection and disclosure of
information related to the benefits administered by
KELA. According to Preambular point 71 to the GDPR,
fraud detection appears to be a legitimate aim both at
the EU and the national level: “However, decision-
making based on [automated -MS] processing,
including profiling, should be allowed where expressly
authorised by Union or Member State law to which the
controller is subject, including for fraud and tax-evasion
monitoring and prevention purposes conducted in
accordance with the regulations, standards and
recommendations of Union institutions or national
oversight bodies and to ensure the security and
reliability of a service provided by the controller, (...).”
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security fraud and violations of social security
regulations in individual cases where the
investigation is carried out in the form of
project work within the framework of
cooperation  between  authorities.  The
provision thus enables the authorities to
combine information that is confidential under
this Act with register information on
beneficiaries in other social security systems.
Usually, abuse of social security or violations
of social security regulations occur when
overlapping benefits from different systems
are paid to a person because he or she has
provided incorrect information or concealed
circumstances that affect the granting of
benefits.

The investigation of abuse is described
here as a project carried out within the
framework of  cooperation between
authorities. Based on the concept of cross-
referencing, it appears that the authorities
would wuse algorithmic methods when
investigating, for example, benefit fraud, but
the system is not set up in the legislation in
such a detail as the Dutch SyRI system. The
Constitutional Committee did find in 2002
that the investigation of abuse through cross-
referencing was actually only included in the
Government Bill and considered that the
possibility should be enshrined in law for
reasons related to Section 10 of the
Constitution. According to the Committee, the
proposed legislation makes it possible to
combine the data with register data on
beneficiaries in other social security systems
in order to prevent and investigate abuse. The
aim is to clarify whether, for example,
overlapping benefits are being paid. Taking
into account the reasons for disclosing data,
the cross-checking of data is a noteworthy
measure in terms of the protection of privacy.
A mere mention in the Government Bill is
therefore not a sufficient basis for cross-
checking, but provisions to that effect should
be included in the law, said the Committee.
This advice was also followed by the
Parliament.

Although KELA has these rights to
disclose and obtain confidential information,
the regulation of interoperability is not
entirely covered by the Health Insurance Act
or the National Pensions Act in the same way
as in the Student Financial Aid Act. The two
former acts and some related legislation do
not anymore, in their current form since the
legislative amendments of 2024, contain
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explicit provisions on technical connection
and electronic transfer of data between KELA
and various authorities. The reason for this is
that the provisions of the IMA on technical
connection are considered to replace the
provisions of special legislation on technical
connection.*” The IMA thus contains a part of
the regulation that 1is essential for
interoperability, namely the provisions on
technical connection.

The Kanta legislation (see section 3.1.
above) 1is actually based on extensive
interoperability with regard to social and
health care data, i.e. with regard to at least a
(major) part of the data generated within
KELA’s area of activity. However, the above-
mentioned changes from special provisions on
interoperability towards the application of
general provisions under the IMA do not
appear to be entirely sufficient, because

Petteri Orpo’s government programme
includes three references to the Kanta
programme and its further development

relevant to interoperability.*’ Section 2.4 on
the development of social and health care
states that Kanta services are being developed
to improve the flow of information and that
the implementation and development of the
Kanta medication list will continue, taking
into account Dbetter compatibility and
integration with patient data systems and with
electronic prescriptions and the prescription
centre. Section 3.4 on social security that
encourages work states that client data must
be transferred electronically and securely
between authorities and that privacy
protection must not prevent different
authorities from forming the opinion they
need about a person’s situation or from
collecting statistics to develop their activities.
Harmonisation of digital services in the
wellbeing sector with the Kanta services of
KELA will also be investigated. According to
the Government Programme, the exchange of
information between authorities such as
KELA and the Finnish Immigration Service
(Migri) will be improved so that Migri can

40 See Government Bill 39/2024 with proposals for
amendments to the Act on the Social Insurance
Institution and certain other acts, pp. 9-10. Transitional
provisions here obviously refer to section 30(5)-(6) of
the IMA.

4 A4 strong and committed Finland - Programme of
Prime  Minister  Petteri  Orpo’s  Government.
Publications of the Finnish Government 2023:60, at
https://valtioneuvosto.fi/en/governments/government-pr
ogramme (accessed 31.10.2025).
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take into account in its decisions cases where
the client’s livelihood depends on the last
resort support, i.e. income support. The
political objective of the current government
thus appears to be to significantly increase the
interoperability of the digital services of
various authorities, including KELA, in a way
that seeks to ensure that privacy protection
does not prevent authorities from forming an
opinion about a person’s situation.

It is possible that what the Finnish
legislature and government have in mind is
similar to what the Dutch government has
used, for example, in the aforementioned SyR/
case (see above, section 2.2.). If
confidentiality is breached for interoperable
systems that make decisions or collect various
types of information for investigating a
person’s situation, which also means that the
situations of many people can be investigated,
interoperability may begin to reach systemic
levels in a way that could jeopardise the
individual’s right to private and family life
(and the private and family life of several
individuals) in the manner indicated by the
SyRI case. However, there appears to be legal
support for this in Finland. For reasons of
space, however, it is not possible in this article
to investigate in greater detail how the cross-
referencing of official data for the
investigation of abuse is organised in Finland
and what types of algorithmic systems and
software may be used in such work.

The same area as the KELA legislation
also includes the Act on the Supervision of
Social and Health Care (741/2023), according
to which operational units and companies in
the social and health care sector are to a great
extent subject to interoperability provisions in
this area. Under Section 45 of the Act, the
Ministry of Social Affairs and Health and the
Licensing and Supervisory Authority have the
right, notwithstanding confidentiality
provisions, to obtain information from, among
others, service providers, producers of social
and health care services, health care
professionals, social welfare professionals, tax
authorities, enforcement authorities and a
large number of other authorities. According
to Section 46, the Licensing and Supervisory
Authority may, notwithstanding
confidentiality provisions, disclose to the
police such information as is necessary for
assessing whether various events listed in the
provision may constitute a crime. According
to Section 47, notwithstanding the provisions
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on confidentiality and other provisions on the
use of information, the Licensing and
Supervisory  Authority may, through a
technical connection, in addition to what is
prescribed elsewhere in law, disclose
information from the national register of
service providers to the KELA, the National
Institute for Health and Welfare, the Tax
Administration, the Enforcement Authority,
the Finnish Centre for Pensions, the Accident
Insurance  Centre and the relevant
occupational safety and health authority. The
provision concludes with the requirement that,
before the technical interface is opened, the
authority requesting the data must provide
evidence that the data will be protected in an
appropriate manner. The provisions of this
Act mean that various data obtained through
the supervision of social and health care units
can be used to a greater extent than before.

5. Concluding remarks

The regulation of interoperability both
nationally in Finland and at the EU level is
comprehensive. The regulation creates an
official system that is communicated through
legislation and which, in principle, everyone
can be expected to be familiar with. The
formal transparency of the interoperability
infrastructure is, in principle, at a high level
and everyone can be expected to understand it.
However, the architecture of the infrastructure
is very complex and consists, on the one hand,
of individual rules for the transfer of data to
and from authorities through various technical
connections and, on the other hand, of general
rules on interoperability, so that larger data
transfer systems are created. The purpose of
this interoperability architecture is to take full
advantage of digitalisation in various
decision-making processes in the public sector
and various authorities, but also in part in the
private  sector. At the same time,
interoperability appears to lead to a far-
reaching integration of public authorities in
one country and to integration of public
authorities in the EU Member States and the
EU. In a country, interoperability may
facilitate  centralisation of government
functions, while within the EU,
interoperability may lead to increased
federalisation or at least digital federalisation.

The IMA in Finland (together with
counterparts in other EU Member States) and
EU:s Interoperable Europe Act are key
building blocks for increasingly
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comprehensive information transfer between
authorities. These regulations lay the
foundation for the extensive use of automated
decision-making and also for other measures
in public administration, such as decisions on
taxes, social support and business subsidies,
but also measures such as fraud detection and
the screening of various types of anomalies in
decision-making. In this context, it is possible
to see a difference between the individual
level and the systemic level in light of the two
examples presented, namely the R.L. case
concerning tax deductions in the area of
student financial aid, on the one hand, and the
Dutch SyRI case concerning the detection of
abuse, on the other. These two examples
perhaps represent extreme positions on a
continuum, while the interoperability
solutions regulated by domestic and EU
legislation lie somewhere between these
positions. It appears that the regulatory
framework would primarily focus on the
individual level, but at the same time there are
some indications that the systemic level could
also be present, particularly with regard to the
possibilities for cross-referencing data on
individuals.

The infrastructure for a comprehensive
system is laid down by national and EU
regulations, but it 1is clear that the
comprehensive interoperability system should
not be abused by the authorities, as there are a
number of restrictions, both in the
interoperability provisions (e.g. the necessity
requirement, reinforced in Finland by the
Constitutional Law Committee’s
interpretation that even the necessity criterion
does not allow for a generous and unspecified
right to obtain information), and in the GDPR
(e.g. the purpose limitation requirement). In
addition, criminal law supports the lawful use
of interoperable systems. It should be noted
that not all data travelling within an
interoperable  system between different
authorities in one country or between
authorities in different Member States of the
EU or within the EU is used in automated
systems for decision-making. In many cases, it
is still physical civil servants who make
decisions or take action through manual
decisions after searching individual cases in
the interoperable systems.

However, the rapid development of
algorithmic systems and digitalisation may
lead to algorithmic systems being used
concerning all data sources and resources, as
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made possible by interoperability, in a way
that could lead to SyRI situations and even
worse consequences (and even the harrowing
potential of data systems and software
independently utilizing governmental data
sources may lurk behind the corner). There are
several special laws that break down
confidentiality barriers between authorities to
enable interoperability. The abolition of
confidentiality provisions between authorities
creates the legal platform for the data flow
that functioning interoperability requires, with
the purposefulness and necessity of the data
need as the only (?) and perhaps easily
manoeuvrable restrictions. This is a clear risk
given the emergence of situations similar to
that in the SyR[/ case. The Swedish
digitalisation report En forvaltning som haller
ihop (An administration that holds together)
states in several instances that confidentiality
is a circumstance that hinders the sharing of
data between authorities, which explains the
need to abolish confidentiality in contexts
where interoperability is to be promoted.*?
However, the inquiry underlines that with
regard to confidentiality as an obstacle to
interoperable data sharing, not every legal
obstacle to data sharing should be removed for
the purpose of creating interoperable data
sharing.®® This is certainly an important
reminder, in line with the limits to the
necessity consideration referred to by the
Constitutional Law Committee in Finland.
However, the trend in both Finland and the
EU seems to be seamless exchange of
government information. In that scenario,
confidentiality interests often have to give
way to the greater goal of promoting full
interoperability and digitalisation.

Within the administration and its various
authorities, there are naturally different types
of data sharing. On the one hand, there is
general data sharing, which leads to extensive
use of general data on individuals, and on the
other hand, there is more specific data sharing
based on special provisions in substantive law,
such as what kind of social assistance an

42 SOU 2015:66, En forvaltning som hdller ihop,
Stockholm, Statens offentliga utredningar, 2015.

4 SOU 2023:96, 154. It is interesting to note a
contradiction here, because according to Article 3(1) of
the GDPR on the free flow of data, “[t]he free flow of
personal data within the Union shall not be restricted or
prohibited for reasons relating to the protection of
natural persons with regard to the processing of personal
data”. National confidentiality provisions may thus
create a difficult normative conflict.
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individual has received. Although data sharing
is intended to increase the availability of
information to a public authority that is to
make a decision or take action, specific
information issues arise for those authorities
that transfer information to the decision-
making authority and for the individual who is
the subject of the authority’s decision. How
does the authority that has the data know that
another authority has accessed its register and
retrieved information from it? In other words,
how is the right of an external authority to
access data held by the authority that has the
data made visible, and what is the technical
solution for accessibility? This question can
possibly be answered by saving contacts of
this kind in the form of log data, while the
Greek example with the Interoperability
Board may be another solution to such
issues.** Where the Greek oversight system
under the Interoperability Board appears to
constitute a centralised ex ante oversight, the
Finnish system could perhaps be characterized
as decentralized and ex post.

But how does the individual know that the
decision-making authority has access to other
authorities’ data and that information has
actually been retrieved from those other
authorities to decide on a case? How is the
communication between different authorities’
automated systems and registers visible to the
individual who is the subject of the
(automated) decision? Should the individual
be informed in the automated decision, in the
implementation decision or in the description
of the decision-making process that the
decision-making authority has used data
retrieved from other authorities’ electronic
registers? These questions might also be
answered by saving contacts of this kind in the
form of log data, which is publicly available
to the individual in question. However, it is a
demanding task for an individual to start
requesting log data from various authorities in
order to investigate what data has been used
by the decision-making authority or to
investigate the origin of any errors in the data.
Therefore, it should be the responsibility of
the authorities to ensure that sufficiently
detailed information about the source of the
various data is provided to the individual and

4 See article by V.A. Mitselou, Automated public
administration through interoperability in Greece: A
shift from ex post to ex ante oversight, in this Special
Issue of European Review of Digital Administration &
Law — Erdal 2025.

2025 Erdal, Volume 6, Issue 2



Interoperability between Information Systems in Automated Decision-Making in Finland and in the EU

that the cause of any inaccuracies in the data
is corrected in a transparent manner. A public
authority hoping to exercise oversight over
such data that in principle is confidential but
that has been transferred to another public
authority on the basis of provisions in law
may also find it arduous and perhaps futile to
pursue log trails after the data has been
shared.

The reasons for interoperability are
understandable. Streamlining administrative
procedures and services may be the primary
reason: interoperability is expected to lead to
better public services for citizens, it is
convenient for individuals to find all the data
they need in one place, and data may only
need to be submitted once for different
purposes. At the same time, data is the most
important raw material and resource in the
modern world. Individuals in different
countries can access data about themselves in
another country (e.g. Estonia — Finland) and
enter into contracts across national borders.
Seamless exchange of data and information
between organisations and companies leads to
efficiency gains in the use of public authority
information and data collections in private
business. Economic benefits are expected to
save money for individuals and companies as
well as for public authorities and public
administration. Interoperability stimulates the
market  through the trend towards
concentration, even though the data will in
principle continue to be held by different
authorities, albeit in different countries. Public
authorities also benefit from interoperability,
as it can satisfy their need to use each other’s
registers and data. Interoperability legislation
may be perceived as a less intrusive form of
legislation compared to individuals having
extensive obligations to provide data for
administrative decisions and various other
public authority measures each time decisions
or measures are being taken. At the same time,
the interest of public authorities can be
explained by new opportunities to track
anomalies and even fraud and other illegalities
in individuals’ behaviour, such as the
detection of benefit fraud.

Circumstances  that  have  hindered
interoperability include, in addition to the
confidentiality considerations already

mentioned, the “ownership” of data, which
means that authorities regard their own
registers and data as their “property” or as a
resource to which only limited access can be

2025 Erdal, Volume 6, Issue 2

granted. Such obstacles have now been largely
removed by the general interoperability rules
introduced in recent years: independent
authorities and municipalities that do not want
to be integrated into increasingly concentrated
systems can no longer turn inward when
general administrative law 1is based on
interoperability. What continues to be a
practical obstacle is that different data systems
are used for data storage, which can result in
data silos that prevent data transfer.*> This
obstacle is even greater in interoperability
efforts between different countries, as they
may have very different data systems. Various
aspects of data protection and data security*®
are also relevant here but cannot be addressed
in this context. When it comes to companies
that handle data, especially large technology
companies, they are often reluctant to allow
other companies or authorities access to their
data registers and platforms.

The legislation governing interoperability
in the public sector is extensive, and similar
regulations are starting to cover the private
sector as well. However, it is clear that
interoperability is not solely a positive
phenomenon, although that is what the
descriptions of the objectives of the
regulations suggest: interoperability can also
lead to various legal problems. Privacy and
data protection have been weakened at the
national level, partly through increased
interoperability and partly through the
abolition of confidentiality safeguards as an
oversight ~mechanism  between  public
authorities. At the same time, it can be
difficult for individuals to obtain information
about the digital communication that takes
place between different authorities and
registers at authorities, when it leads to the use
of various types of official data as a basis for
administrative  decisions and  official
measures, even erroneous data, as suggested
by the case of R.L.s’ student loan deduction.
These difficulties are likely to be multiplied
by the interoperability that should apply to
national public authority data within the EU.

45 For various obstacles and circumstances that may
remove such obstacles, see also A.Z. Spyropoulos et al.,
Interoperability-Enhanced Knowledge Management,
cit., 4-5.

46 Regarding the potential of blockchain technology to
offer data security, see the Special Issue of the
European Review of Digital Administration & Law,
Volume 2 Issue 2, 2021, entitled “Blockchain and
Public Administration”, which features analyses of the
topic by various researchers.
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Increased interoperability can lead to faster
processing of cases by authorities, but at the
same time, various fundamental rights issues
may arise, e.g. with regard to the right to
privacy, as commented on by the
Constitutional Law Committee in relation to
the Constitution of Finland and the European
Court of Justice in relation to the EU Charter
of Fundamental Rights. Oversight is not
necessarily promoted by increased
interoperability, perhaps on the contrary.
Whether violations of the right to privacy due
to the use of interoperability options will ever
be found by the European Court of Human
Rights in light of Article 8 of the Convention
on Human Rights remains to be seen, but the
Dutch SyRI case suggests that the systemic
level of interoperability may pose such risks.
Interoperability is therefore not an entirely
positive phenomenon, as there exist legal
issues and risks associated with it.
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