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The Future of Public Administration 
Through the Use of Blockchain 
Technology 

Ignacio Alamillo-Domingo, Massimiliano Balloriani,  
Miguel Ángel Bernal Blay & Giovanni Gallone

 

Blockchain technology is now firmly 
implemented in our daily lives. From 
cryptocurrencies to its applications in the 
restructuring of supply chains, to the 
phenomenon of Non-Fungible Tokens (NFT) 
in the field of art, the prophecy of the Tapscott 
brothers seems to be coming true1. 

Public administration, on the other hand, 
appears to have deliberately remained on the 
sidelines of this epoch-making revolution.  

And yet, the possible applications of 
distributed ledgers range over the entire field 
of action of public authorities. Blockchain is 
capable of changing the face not only of 
certification functions, but also of the 
management of subjectively complex 
administrative procedures (in particular, the 
public procurement sector) and public 
contracts (with the figure of smart contracts). 

Its potential appears even more significant 
if we think about the contribution it can make 
to the exploitation of big data and the fertile 
cross-fertilisation that can arise from 
combining this with public decision-making 
automation and artificial intelligence2.  

Moreover, the ever-increasing diffusion of 
blockchain in the organisation and conduct of 
business activities makes it necessary and no 
longer postponeable to open the Public 
Administration to this technology, also in 
order to prevent such a gap from making 
dialogue between the private and public 
sectors even more difficult. The application of 
these new technologies are capable of 
radically changing (in a more efficient and 
rapid manner) the way in which most of the 
actions that are currently under the control of 

 
1 D. Tapscott and A Tapscott, Blockchain Revolution: 
How the Technology Behind Bitcoin is Changing Mon-
ey, Business, and the World, Penguin, London, 2016. 
2 European Investment Bank, Artificial intelligence, 
blockchain and the future of Europe: How disruptive 
technologies create opportunities for a green and digi-
tal economy - Main Report, June 2021. 

the public administration (transfer of 
registered assets, voting, constitution of 
commercial entities and companies, etc.) are 
carried out. If the public administration does 
not keep up with the changing times, we run 
the risk that entire sectors of public control 
will be privatised and absorbed into the 
monopoly of the so-called big tech.   

In this perspective the pandemic crisis has 
contributed to a clear acceleration of the 
digital transition in all sectors. It is no 
coincidence that, together with the passage to 
the green economy, the digital transition is the 
key element of the NextGenerationEU plan, 
which will mark the development of the 
European project.  The technology of 
distributed registers is a fundamental and 
indispensable element of this common 
strategy, defined as the “Path to digital 
decade” by the European Commission3. 

At a technical level, various solutions are 
already being studied that can adapt the model 
of permissionless blockchain networks to the 
needs and peculiarities of the public system. 

On the legal level, however, the debate 
seems to be in a more embryonic state and to 
be rather far from reaching a shared structure.  

The challenge is to build a unitary 
theoretical and regulatory model of 
“administrative blockchain” that goes beyond 
the borders of the single Member States.  The 
legal framework of reference is, in fact, still 
disorganised, scattered as it is between the 
General Data Protection Regulation 
(G.D.P.R.) and the electronic IDentification 
Authentication and Signature (eIDAS) 
Regulation. 

It should not be overlooked that the 
application of blockchain technology to the 

 
3 European Commission, Proposal for a Decision of the 
European Parliament and of the Council establishing 
the 2030 Policy Programme “Path to the Digital Dec-
ade”, Brussels, 15 September 2021. 
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public sector is destined to lead to the 
surpassing of the classic model of central 
authority, opening up, in a perspective of 
disintermediation, to forms of citizen 
participation in the management of the 
administrative procedure and data 
codetention. 

Such a revolutionary approach leads to 
questions about its effects on the traditional 
dogmatic constructions that are the 
foundations of administrative law: the notion 
of administrative procedure itself, the role of 
the Public Administration and of the citizens, 
the administrative transparency. 

This monographic section shows the 
ferment that is beginning to pervade both 
European administrative doctrine and the 
practitioners of law themselves (as in the 
experience of the Comunidad Autónoma de 
Aragón).  

There is still a long way to go, but positive 
signs seem to be coming in, encouraging us to 
continue along a path that is to a large extent 
obligatory.  

 In fact, it is from here that the near future of 
the Public Administration passes, at least in part. 
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1. Introduction 
It is clearly recognised  that new 

technologies have recently emerged which are 
transforming all sectors of the society. The 
public sector has to count on these 
technologies both for its modernisation 
projects, in order to be capable to offer the 
services requested by the citizens, and for 
playing its role as generator of innovation and 
progress, which is part of its responsibilities.  
Governments base their digital transformation 
on the use of technologies and data to create 
an open, innovative, efficient and effective 
public sector. And they must carry out this 
evolution within a framework of transparency 
and accountability, generating guarantees and 
reinforcing the trust of the citizens in their 
administration. 

There is a long list of emerging 
technologies, all of them having 
transformative and even disruptive potential. 
The list includes cloud computing, big data 
analysis, artificial intelligence, the internet of 
things, robotic process automation, drones, 3D 
printing and blockchain, the object of this 
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article1.   The number of use cases in the 
public sector is enormous, due to the long 
number of services likely to be modified by a 
digitization process or even to be completely 
digitized. The paperless interactions between 
citizens and the administration, the digital 
identity, the electronic signature, the 
electronic payments, are examples; smart 
cities capable of optimizing processes and 
offering services based on information 
collected by a multiplicity of sensors is 
another one. In this process, the digital reality 
must offer, however, the same guarantees of 
uniqueness, existence and reality. This digital 
reality entails also risks: the falsification of 
documents, the theft of identities, the 
distribution of fake information are only some 
examples.  

Blockchain is one of the most innovative 
technologies considered in digital government 
strategies. It emerged at the end of the first 
decade of the century to support the so-called 
crypto-currencies2. The motivation for its 
creation was as old as the one that already 

 
1 The World Bank, Disruptive technologies in public 
procurement, Washington, DC, 2021. 
2 S. Nakamoto, Bitcoin: A Peer-to-Peer Electronic Cash 
System, in Cryptography mailing list, 2008, in 
https://metzdowd.com. 
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public sector is destined to lead to the 
surpassing of the classic model of central 
authority, opening up, in a perspective of 
disintermediation, to forms of citizen 
participation in the management of the 
administrative procedure and data 
codetention. 

Such a revolutionary approach leads to 
questions about its effects on the traditional 
dogmatic constructions that are the 
foundations of administrative law: the notion 
of administrative procedure itself, the role of 
the Public Administration and of the citizens, 
the administrative transparency. 

This monographic section shows the 
ferment that is beginning to pervade both 
European administrative doctrine and the 
practitioners of law themselves (as in the 
experience of the Comunidad Autónoma de 
Aragón).  

There is still a long way to go, but positive 
signs seem to be coming in, encouraging us to 
continue along a path that is to a large extent 
obligatory.  

 In fact, it is from here that the near future of 
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prevailed in commerce since ancient times: to 
give confidence to the transaction, that is, to 
the product and the parties. While that 
“traditional” trust had a personal and almost 
intimate or family basis, with blockchain the 
paradigm is very different, since it is built on a 
technological, multidimensional, automated, 
universal and almost direct environment, 
without intermediaries3. The basic question is, 
will citizens trust an administration where 
certification or validation processes are not 
involving anymore people, who are replaced 
by machines and algorithms making the 
decisions? The reply to this question has 
implications of all kinds, ranging from legal 
and economic to political and, of course, 
ethical4. 

Moreover, public administrations have 
always had the role, among others, to store 
and protect reliable information about 
individuals, organisations, assets, and 
activities. In many cases, the traditional trust 
on paper files has been reproduced in 
computer networks5. Many of the data 
produced by administrations become public 
data, published on their websites, or feeding 
open data sources. Such data should be 
trusted, but these open repositories are not 
exempt from attacks, both by external actors 
and from inside, aiming to manipulate 
information within a context where the 
demand for transparency is increasing. There 
are several well-known recent examples. The 
Trump administration deleted data from the 
website of the White House. Volkswagen 
cheated on tests emissions. Uber showed false 
information about available drivers to 
government employees. Airbnb tried to clean 
more than 1,000 lists that violated the New 
York State law, just before sharing your data 
with the public as part of a commitment to 
build an open and transparent community6. 

In this context, it is not surprising that 
blockchain has been put on the agenda of the 

 
3 C.R. López-Zambrano, M. Camberos-Castro and E.M. 
Villarreal-Peralta, The determinants of trust and per-
ceived risk on bitcoin users, in Retos/Revista de Cien-
cias de la Administración y Economía, vol. 11, n. 22, 
2021,199-215.  
4 Available on https://ec.europa.eu/info/law/better-regul 
ation/have-your-say/initiatives/12527-Artificial-ntellige 
nce-ethical-and-legal-requirements_. 
5 M. Cordero Valdavida, Blockchain in public sector, an 
international view, in Revista Vasca de Gestión de Per-
sonas y Organizaciones Públicas, n. 16, 2019, 20-21.  
6 B. Forde, Using Blockchain to keep public data public, 
in Harvard Business Review, 2017, https://hbr. org 
/2017/03/using-blockchain-to-keep-public-data-public. 

public sector for several reasons. First, it is a 
technology characterized by building trust in 
information and processes in circumstances 
where the number of actors or users is large 
and heterogeneous. Second, blockchain 
creates traces that facilitate control and make 
it possible to know who has done what and 
when; thus, investing in a tool to contribute to 
transparency. Third, it does not require a 
centralised certifying authority to manage -
access and the use of services by large 
populations. Finally, the development of 
blockchain-based systems, if successfully 
completed, could lead to significant cost 
savings. All these positive arguments 
generated big expectations on the use of 
blockchain in the public sector during the last 
decade, and the public sector started to 
identify potential use cases, to implement 
prototypes and to experiment with this 
technology. A few years after, the real cases 
implemented are very limited. This article is 
about how to manage the expectations, about 
our experience at the European Union level, 
about key success and failure factors and, 
definitely, about what we have learnt trying to 
promote the use of this technology. 

2. Potential use of blockchain in the public 
sector 
Although the origin of blockchain was the 

introduction of bitcoin and crypto-currencies, 
today it has evolved and its application 
focuses on the problems in which trust is 
necessary in a set of transactions; for this 
reason, it is a technology with potential 
applications in the public sector7. Use cases 
can be found in several public domains. 
Identity management, assets and titles 
registry, digital currency and payments, health 
care, education, auditing, supply chain 
traceability, electronic voting, market 
monitoring and regulation, taxes, 
procurement, smart cities, notarisation, 
integrity of official publications, are only 
examples8. And, despite all the interest this 
technology has generated and all the potential 
use cases that have been identified, 
implementation in the public sector is still 
very limited.  

The main question here is why there are so 

 
7 According to the European Blockchain Observatory, 
there are 229 use cases possible registered.  
8 For more details see M. Cordero Valdavida, Block-
chain in public sector, an international view, 23-26. 

 
  

Is Public Sector Ready for Blockchain? Is Blockchain Ready for the Public Sector?  
 

  
2021 Erdal, Volume 2, Issue 2 9 
 

Bl
oc

kc
ha

in
 a

nd
 P

ub
lic

 A
dm

in
ist

ra
tio

n 

few operational blockchain implementations 
in public administrations. One reason is the 
already mentioned lack of explicit statement 
of the problem to be solved. Another could be 
that the problems identified can be solved 
with other, already existing technologies. 
Some studies highlight several adoption 
challenges such as lack of regulation, security 
and privacy concerns, insufficient and lack of 
interoperable infrastructure, the need for 
value-driven transitions in administrative 
processes, and the absence of governance 
models9.  

In a recent report with the telling title “The 
uncertain promise of blockchain for 
government”10, the OECD looked into public 
sector experiences with blockchain and 
analysed the reasons for their success or 
failure to reach the implemention phase and to 
actually be used. Based on this analysis the 
OECD identified five success factors (clear 
value proposals, appropriate technology, 
stakeholder management, user focus and 
experimentation) and three non-success 
factors (legal uncertainty, limited scalability, 
and disruptiveness).  

The report also discusses 10 recurring 
myths related to public sector blockchain 
which “are not always voiced in exactly these 
ways, but communicated as unspoken 
assumptions”. These myths are presented in 
Table 1.  

 Myth Answer 
1 Public blockchains 

are disrupting the 
public sector all 
around the world 

Blockchain-related public 
services that have actual 
users are very rare 

2 It is impossible to 
build successful 
blockchain 
applications for the 
public sector 

There is no obvious 
reason the public sector 
could not develop, 
implement and use 
blockchain solutions 

3 There is one obvious 
way to apply 
blockchain technolo-
gy in the public 
sector 

Blockchain could bring 
benefits to a number of 
areas 

4 If you build it, users 
will come 

Users need to be present-
ed with the benefits of the 
services 

 
9 E. Tan, S. Mahula and J. Vrompvoets, Blockchain 
governance in the public sector: A conceptual frame-
work for public management, in Government Infor-
mation Quarterly, Belgium, Elesevier, 2021, 
https://doi.org/10.1016/j.giq.2021.101625. 
10 J. Lindman, The uncertain promise of blockchain for 
government, in OECD Working Papers on Public Gov-
ernance, Paris, OECD Publishing, 2020, 
https://doi.org/10.1787/d031cd67-en. 

5 If it is blockchain, it 
needs to be big and 
disruptive 

Small, pragmatic and 
evolutive blockchain im-
plementations are just as 
valuable  

6 Nobody knows how 
blockchains are im-
plemented  

Technology and corre-
sponding skills have de-
veloped in both the pub-
lic and private sectors in 
recent years and there is 
greater access to external 
skills 

7 Blockchain is a ge-
neric technological 
solution, similar to 
AI  

Uses for blockchain tech-
nologies are much more 
limited in their scopes 

8 We are not tech peo-
ple and should not 
care about detailed 
design decisions 
such as blockchain 

Decoupling design from 
the implementation does 
not seem warranted 

9 Results of block-
chain projects con-
tribute to blockchain 
knowledge  

Experimentation is im-
portant but those lessons 
and takeaways should be 
shared 

10 Users are interested 
that services are 
based on blockchain  

All other things being 
equal, service end users 
do not generally care 
which technological in-
frastructure provides 
them with a service 

Table 1. Ten myths about blockchain in the public 
sector - Source OECD11  

The main conclusion is that, up to now 
blockchain has not disrupted the public 
services as there are very few successful 
blockchain-based services in operation. 
Although the public sector has the capacity to 
work with blockchain technology, the main 
challenge is to present clear benefits for the 
users even through small implementations, as 
users do not care which technological 
infrastructure is behind the service they are 
using.  

3. Managing expectations 
The blockchain industry and ecosystem 

keep developing at a staggering pace, with 
new use cases and applications emerging 
almost on a daily basis. As underlined by 
Gartner12, public blockchains are maturing 
faster than enterprise permissioned 
blockchains. While the former remove central 
authorities and spur innovation, the latter 

 
11 J. Lindman, The uncertain promise of blockchain for 
government, in OECD Working Papers on Public Gov-
ernance, 2020, doi.org/10.1787/d031cd67-en. 
12 A. Litan and A. Leow, Hype Cycle for Blockchain, in 
Gartner, 2021, https://www.gartner.com/interactive 
/hc/4003463?ref=solrAll&refval=325005556. 
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intimate or family basis, with blockchain the 
paradigm is very different, since it is built on a 
technological, multidimensional, automated, 
universal and almost direct environment, 
without intermediaries3. The basic question is, 
will citizens trust an administration where 
certification or validation processes are not 
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by machines and algorithms making the 
decisions? The reply to this question has 
implications of all kinds, ranging from legal 
and economic to political and, of course, 
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individuals, organisations, assets, and 
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on paper files has been reproduced in 
computer networks5. Many of the data 
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data, published on their websites, or feeding 
open data sources. Such data should be 
trusted, but these open repositories are not 
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demand for transparency is increasing. There 
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Trump administration deleted data from the 
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information about available drivers to 
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in public administrations. One reason is the 
already mentioned lack of explicit statement 
of the problem to be solved. Another could be 
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Some studies highlight several adoption 
challenges such as lack of regulation, security 
and privacy concerns, insufficient and lack of 
interoperable infrastructure, the need for 
value-driven transitions in administrative 
processes, and the absence of governance 
models9.  

In a recent report with the telling title “The 
uncertain promise of blockchain for 
government”10, the OECD looked into public 
sector experiences with blockchain and 
analysed the reasons for their success or 
failure to reach the implemention phase and to 
actually be used. Based on this analysis the 
OECD identified five success factors (clear 
value proposals, appropriate technology, 
stakeholder management, user focus and 
experimentation) and three non-success 
factors (legal uncertainty, limited scalability, 
and disruptiveness).  

The report also discusses 10 recurring 
myths related to public sector blockchain 
which “are not always voiced in exactly these 
ways, but communicated as unspoken 
assumptions”. These myths are presented in 
Table 1.  

 Myth Answer 
1 Public blockchains 

are disrupting the 
public sector all 
around the world 

Blockchain-related public 
services that have actual 
users are very rare 

2 It is impossible to 
build successful 
blockchain 
applications for the 
public sector 

There is no obvious 
reason the public sector 
could not develop, 
implement and use 
blockchain solutions 

3 There is one obvious 
way to apply 
blockchain technolo-
gy in the public 
sector 

Blockchain could bring 
benefits to a number of 
areas 

4 If you build it, users 
will come 

Users need to be present-
ed with the benefits of the 
services 

 
9 E. Tan, S. Mahula and J. Vrompvoets, Blockchain 
governance in the public sector: A conceptual frame-
work for public management, in Government Infor-
mation Quarterly, Belgium, Elesevier, 2021, 
https://doi.org/10.1016/j.giq.2021.101625. 
10 J. Lindman, The uncertain promise of blockchain for 
government, in OECD Working Papers on Public Gov-
ernance, Paris, OECD Publishing, 2020, 
https://doi.org/10.1787/d031cd67-en. 

5 If it is blockchain, it 
needs to be big and 
disruptive 

Small, pragmatic and 
evolutive blockchain im-
plementations are just as 
valuable  

6 Nobody knows how 
blockchains are im-
plemented  

Technology and corre-
sponding skills have de-
veloped in both the pub-
lic and private sectors in 
recent years and there is 
greater access to external 
skills 

7 Blockchain is a ge-
neric technological 
solution, similar to 
AI  

Uses for blockchain tech-
nologies are much more 
limited in their scopes 

8 We are not tech peo-
ple and should not 
care about detailed 
design decisions 
such as blockchain 

Decoupling design from 
the implementation does 
not seem warranted 

9 Results of block-
chain projects con-
tribute to blockchain 
knowledge  

Experimentation is im-
portant but those lessons 
and takeaways should be 
shared 

10 Users are interested 
that services are 
based on blockchain  

All other things being 
equal, service end users 
do not generally care 
which technological in-
frastructure provides 
them with a service 

Table 1. Ten myths about blockchain in the public 
sector - Source OECD11  

The main conclusion is that, up to now 
blockchain has not disrupted the public 
services as there are very few successful 
blockchain-based services in operation. 
Although the public sector has the capacity to 
work with blockchain technology, the main 
challenge is to present clear benefits for the 
users even through small implementations, as 
users do not care which technological 
infrastructure is behind the service they are 
using.  

3. Managing expectations 
The blockchain industry and ecosystem 

keep developing at a staggering pace, with 
new use cases and applications emerging 
almost on a daily basis. As underlined by 
Gartner12, public blockchains are maturing 
faster than enterprise permissioned 
blockchains. While the former remove central 
authorities and spur innovation, the latter 

 
11 J. Lindman, The uncertain promise of blockchain for 
government, in OECD Working Papers on Public Gov-
ernance, 2020, doi.org/10.1787/d031cd67-en. 
12 A. Litan and A. Leow, Hype Cycle for Blockchain, in 
Gartner, 2021, https://www.gartner.com/interactive 
/hc/4003463?ref=solrAll&refval=325005556. 
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prevailed in commerce since ancient times: to 
give confidence to the transaction, that is, to 
the product and the parties. While that 
“traditional” trust had a personal and almost 
intimate or family basis, with blockchain the 
paradigm is very different, since it is built on a 
technological, multidimensional, automated, 
universal and almost direct environment, 
without intermediaries3. The basic question is, 
will citizens trust an administration where 
certification or validation processes are not 
involving anymore people, who are replaced 
by machines and algorithms making the 
decisions? The reply to this question has 
implications of all kinds, ranging from legal 
and economic to political and, of course, 
ethical4. 

Moreover, public administrations have 
always had the role, among others, to store 
and protect reliable information about 
individuals, organisations, assets, and 
activities. In many cases, the traditional trust 
on paper files has been reproduced in 
computer networks5. Many of the data 
produced by administrations become public 
data, published on their websites, or feeding 
open data sources. Such data should be 
trusted, but these open repositories are not 
exempt from attacks, both by external actors 
and from inside, aiming to manipulate 
information within a context where the 
demand for transparency is increasing. There 
are several well-known recent examples. The 
Trump administration deleted data from the 
website of the White House. Volkswagen 
cheated on tests emissions. Uber showed false 
information about available drivers to 
government employees. Airbnb tried to clean 
more than 1,000 lists that violated the New 
York State law, just before sharing your data 
with the public as part of a commitment to 
build an open and transparent community6. 

In this context, it is not surprising that 
blockchain has been put on the agenda of the 

 
3 C.R. López-Zambrano, M. Camberos-Castro and E.M. 
Villarreal-Peralta, The determinants of trust and per-
ceived risk on bitcoin users, in Retos/Revista de Cien-
cias de la Administración y Economía, vol. 11, n. 22, 
2021,199-215.  
4 Available on https://ec.europa.eu/info/law/better-regul 
ation/have-your-say/initiatives/12527-Artificial-ntellige 
nce-ethical-and-legal-requirements_. 
5 M. Cordero Valdavida, Blockchain in public sector, an 
international view, in Revista Vasca de Gestión de Per-
sonas y Organizaciones Públicas, n. 16, 2019, 20-21.  
6 B. Forde, Using Blockchain to keep public data public, 
in Harvard Business Review, 2017, https://hbr. org 
/2017/03/using-blockchain-to-keep-public-data-public. 

public sector for several reasons. First, it is a 
technology characterized by building trust in 
information and processes in circumstances 
where the number of actors or users is large 
and heterogeneous. Second, blockchain 
creates traces that facilitate control and make 
it possible to know who has done what and 
when; thus, investing in a tool to contribute to 
transparency. Third, it does not require a 
centralised certifying authority to manage -
access and the use of services by large 
populations. Finally, the development of 
blockchain-based systems, if successfully 
completed, could lead to significant cost 
savings. All these positive arguments 
generated big expectations on the use of 
blockchain in the public sector during the last 
decade, and the public sector started to 
identify potential use cases, to implement 
prototypes and to experiment with this 
technology. A few years after, the real cases 
implemented are very limited. This article is 
about how to manage the expectations, about 
our experience at the European Union level, 
about key success and failure factors and, 
definitely, about what we have learnt trying to 
promote the use of this technology. 

2. Potential use of blockchain in the public 
sector 
Although the origin of blockchain was the 

introduction of bitcoin and crypto-currencies, 
today it has evolved and its application 
focuses on the problems in which trust is 
necessary in a set of transactions; for this 
reason, it is a technology with potential 
applications in the public sector7. Use cases 
can be found in several public domains. 
Identity management, assets and titles 
registry, digital currency and payments, health 
care, education, auditing, supply chain 
traceability, electronic voting, market 
monitoring and regulation, taxes, 
procurement, smart cities, notarisation, 
integrity of official publications, are only 
examples8. And, despite all the interest this 
technology has generated and all the potential 
use cases that have been identified, 
implementation in the public sector is still 
very limited.  

The main question here is why there are so 

 
7 According to the European Blockchain Observatory, 
there are 229 use cases possible registered.  
8 For more details see M. Cordero Valdavida, Block-
chain in public sector, an international view, 23-26. 
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few operational blockchain implementations 
in public administrations. One reason is the 
already mentioned lack of explicit statement 
of the problem to be solved. Another could be 
that the problems identified can be solved 
with other, already existing technologies. 
Some studies highlight several adoption 
challenges such as lack of regulation, security 
and privacy concerns, insufficient and lack of 
interoperable infrastructure, the need for 
value-driven transitions in administrative 
processes, and the absence of governance 
models9.  

In a recent report with the telling title “The 
uncertain promise of blockchain for 
government”10, the OECD looked into public 
sector experiences with blockchain and 
analysed the reasons for their success or 
failure to reach the implemention phase and to 
actually be used. Based on this analysis the 
OECD identified five success factors (clear 
value proposals, appropriate technology, 
stakeholder management, user focus and 
experimentation) and three non-success 
factors (legal uncertainty, limited scalability, 
and disruptiveness).  

The report also discusses 10 recurring 
myths related to public sector blockchain 
which “are not always voiced in exactly these 
ways, but communicated as unspoken 
assumptions”. These myths are presented in 
Table 1.  

 Myth Answer 
1 Public blockchains 

are disrupting the 
public sector all 
around the world 

Blockchain-related public 
services that have actual 
users are very rare 

2 It is impossible to 
build successful 
blockchain 
applications for the 
public sector 

There is no obvious 
reason the public sector 
could not develop, 
implement and use 
blockchain solutions 

3 There is one obvious 
way to apply 
blockchain technolo-
gy in the public 
sector 

Blockchain could bring 
benefits to a number of 
areas 

4 If you build it, users 
will come 

Users need to be present-
ed with the benefits of the 
services 

 
9 E. Tan, S. Mahula and J. Vrompvoets, Blockchain 
governance in the public sector: A conceptual frame-
work for public management, in Government Infor-
mation Quarterly, Belgium, Elesevier, 2021, 
https://doi.org/10.1016/j.giq.2021.101625. 
10 J. Lindman, The uncertain promise of blockchain for 
government, in OECD Working Papers on Public Gov-
ernance, Paris, OECD Publishing, 2020, 
https://doi.org/10.1787/d031cd67-en. 

5 If it is blockchain, it 
needs to be big and 
disruptive 

Small, pragmatic and 
evolutive blockchain im-
plementations are just as 
valuable  

6 Nobody knows how 
blockchains are im-
plemented  

Technology and corre-
sponding skills have de-
veloped in both the pub-
lic and private sectors in 
recent years and there is 
greater access to external 
skills 

7 Blockchain is a ge-
neric technological 
solution, similar to 
AI  

Uses for blockchain tech-
nologies are much more 
limited in their scopes 

8 We are not tech peo-
ple and should not 
care about detailed 
design decisions 
such as blockchain 

Decoupling design from 
the implementation does 
not seem warranted 

9 Results of block-
chain projects con-
tribute to blockchain 
knowledge  

Experimentation is im-
portant but those lessons 
and takeaways should be 
shared 

10 Users are interested 
that services are 
based on blockchain  

All other things being 
equal, service end users 
do not generally care 
which technological in-
frastructure provides 
them with a service 

Table 1. Ten myths about blockchain in the public 
sector - Source OECD11  

The main conclusion is that, up to now 
blockchain has not disrupted the public 
services as there are very few successful 
blockchain-based services in operation. 
Although the public sector has the capacity to 
work with blockchain technology, the main 
challenge is to present clear benefits for the 
users even through small implementations, as 
users do not care which technological 
infrastructure is behind the service they are 
using.  

3. Managing expectations 
The blockchain industry and ecosystem 

keep developing at a staggering pace, with 
new use cases and applications emerging 
almost on a daily basis. As underlined by 
Gartner12, public blockchains are maturing 
faster than enterprise permissioned 
blockchains. While the former remove central 
authorities and spur innovation, the latter 

 
11 J. Lindman, The uncertain promise of blockchain for 
government, in OECD Working Papers on Public Gov-
ernance, 2020, doi.org/10.1787/d031cd67-en. 
12 A. Litan and A. Leow, Hype Cycle for Blockchain, in 
Gartner, 2021, https://www.gartner.com/interactive 
/hc/4003463?ref=solrAll&refval=325005556. 
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replace them with “task force authorities”, 
thus making governance particularly difficult. 
Successful enterprise (permissioned) 
blockchain projects are still scarce. Public 
blockchain use cases, on the other hand, are 
thriving and have grown in complexity, giving 
birth to specialized niches with their own 
communities and ecosystems. Some examples 
are decentralized finance (DeFi), Non-
fungible tokens (NFTs) powering “creator 
economies”, Self-Sovereign Identity and 
Decentralised Autonomous Organisations 
(DAOs).  

As the blockchain industry grows in 
complexity, it is increasingly difficult to have 
a comprehensive overview. It is important to 
start looking at use cases individually, as they 
have different levels of maturity and adoption. 
Some are still at their very early stages, while 
others are already climbing through the slope 
of enlightenment of the Gartner hype cycle 
and moving towards the plateau of 
productivity. Cryptocurrencies, for example, 
are entering their early mainstream phase on 
the tailwinds of recent developments. With a 
controversial decision, in June 2021 El 
Salvador was the first nation state to declare 
Bitcoin legal tender13. Several publicly listed 
companies recently disclosed holding Bitcoin 
as part of their treasury reserves14. In addition, 
several countries, including Germany, the 
USA and Canada, approved Exchange Traded 
Funds and other financial products giving 
traditional financial actors some exposure to 
cryptocurrencies. 

NFTs, instead, are an example of a 
promising use case reaching the peak of 
inflated expectation. While fungible tokens 
like Ether or Bitcoin have all the same value 
and properties, NFTs are tokens with unique 
characteristics. Each NFT has its specific 
properties and clear proof of provenance (e.g. 
originating from the wallet of a well-known 
artist), making them well suited to represent 
digital artworks or other unique artefacts. In a 
digital world in which content is abundant and 
can be endlessly copied and reproduced, NFTs 
introduce digital uniqueness and scarcity. 
NFTs could have a significant impact on 
creative industries, such as art, music and 

 
13 N. Renteria, T. Wilson and Karin Strohecker, In a 
world first, El Salvador makes bitcoin legal tender, in 
Reuters, 2021, in https://www.reuters.com/world 
/americas/el-salvador-approves-first-law-bitcoin-legal-te 
nder-2021-06-09. 
14Available on https://bitcointreasuries.org. 

gaming, to mention a few. Although NFTs 
exist since 2014, they have become extremely 
popular in the past year as a way to buy and 
sell digital art. As a result, the NFT market is 
in a phase of frenzy, with extremely high 
valuations across the board. In March 2021, a 
digital artwork sold at Christies for a record-
breaking $69.3 million15.  

Regardless of their nature and maturity, all 
blockchain use cases depend on the efficiency 
and effectiveness of the underlying 
infrastructure. A blockchain, by its very 
nature, is more redundant, complex and 
slower than traditional databases. Limited 
capacity (in terms of transactions per second) 
and poor user experience have so far been 
slowing factors to the broader adoption of this 
technology. We must be aware that these 
issues still persist, but solutions have been in 
development for the past few years and are 
finally starting to become available. To 
mention an example, the constantly congested 
Ethereum blockchain is undergoing a radical 
transformation. This includes changes in its 
consensus algorithm and monetary policy, and 
the introduction of a modular architecture that 
should considerably increase the number of 
transactions that the network can process, 
without sacrificing its decentralisation. 

High energy consumption is one of the key 
criticisms against blockchains. The argument 
originates from Bitcoin’s consensus 
mechanism, that is based on the so-called 
“proof of work” (PoW). To mine a block, 
Bitcoin miners compete against each other to 
solve very complex mathematical problems. 
This “work” requires a high number of 
computations, and therefore high energy. 
However, this is also the mechanism that 
secures the network from attacks. The higher 
the hashrate (i.e. the computational power) of 
the network, the higher is its security. 
Lowering the energy consumption of a PoW 
blockchain would undermine its security, 
therefore it is not a viable option. But is this 
high energy consumption a net negative? The 
answer is not so straight forwards, as the 
arguments are complex and nuanced. For 
example, Bitcoin advocates consider mining 
as an excellent complement to renewable 
energy sources, due to its capacity to absorb 
(otherwise wasted) excess energy and act as 

 
15 E. Howcroft, Digital-only artwork fetches nearly $70 
million at Christie’s, in Reuters, 2021, available on 
www.reuters.com/article/us-auction-christie-s-nft-idUS 
KBN2B3275. 
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an “energy buyer of last resort”16. Such 
mechanism could increase profitability, and 
therefore adoption of renewable sources. 
While it is difficult to predict the outcome of 
this debate, it is important to mention that 
there are less energy-intensive alternatives to 
PoW. The main one is Proof of Stake (PoS), 
which requires participants to commit a 
sizable amount of assets to the network. These 
assets can be seized (“slashed” in jargon) if 
participants do not behave according to the 
rules. Several blockchains already adopt PoS, 
and the second biggest network, Ethereum, 
plans to move from PoW to PoS within a year 
time. Should PoS prove to be as secure as 
PoW in the long term, it could represent a 
solution to the energy debate. 

Last but not least, limitations stemming 
from the intrinsic complexity of the 
technology, as well as legal and regulatory 
considerations should be always carefully 
considered. 

Overall, the blockchain industry is vibrant: 
promising use cases continue to be proposed 
and refined, but there is always a risk of 
inflating expectations. Blockchains are not 
universal solutions, but are considered to be 
very effective in solving some specific issues. 
However, a peer reviewed study published by 
the Center for Evidence Based Blockchain 
concluded that almost half of the blockchain 
firms show no explicit evidence of the 
problem to be solved. Approximately one-
third fail to cite a comparison and intervention 
analysis and less than 2 per cent demonstrate 
evidence of outcomes backed by filtered 
(critically appraised, peer reviewed) 
information17. 

4. The European Union context  
The European Union and its Member 

States have already identified blockchain as a 
technology with great potential. The 
successful examples examined by the OECD 
include implementations by EU Member 
States such as the Stadjerspas vouchers issued 
in Groningen, in the Netherlands and the 

 
16 Bitcoin Clean Energy Initiative memo: Bitcoin is key 
to an abundant, clean energy future, in Square, 2021, 
available on https://squareup.com/us/en/press/bcei-
white-paper. 
17 N. Naqvi and M. Hussain, Evidence-Based Block-
chain: Findings form a Global Study of Blockchain Pro-
jects and Start-up Companies, in The Journal of The 
British Blockchain Association, 2020, 
https://doi.org/10.31585/jbba-3-2-(8)2020 

services provided by the Estonian Information 
Systems Authority (RIA) and the Swedish 
employment agency.  At the European level 
the European Council asked the European 
Commission (the Commission) in October 
2017 to present a European approach to 
blockchain. This triggered several actions in 
the following year.  

The Commission launched the EU 
Observatory and Forum18 in February 2018 
while in April of the same year the 
Commission, 21 Member States and Norway 
created the European Blockchain Partnership 
(EBP)19 to which have by now adhered the 
remaining EU Member States and 
Liechtenstein. The EBP partners agreed to 
work towards creating a European Blockchain 
Services Infrastructure (EBSI) “with 
governance involving public authorities, 
which should support interoperability and 
open interfaces, with the highest standards of 
security, confidentiality and data protection 
compliance while offering economies of scale 
as compared to a plethora of in-interoperable 
private blockchains”.  

The EBSI initiative20 was launched in 
September 2018 aimed to support 4 use cases 
selected by the partner countries related to 
document notarisation and traceability, trusted 
data exchange, self-sovereign identity and 
educational credentials. In October the 
European Parliament adopted its “Resolution 
on distributed ledger technologies and 
blockchains: building trust with 
disintermediation”21.  

In April 2019 106 organisations and 
companies from all over the world in 
cooperation with the European Commission 
launched INATBA, the International 
Association of Trusted Blockchain 
Applications22, aimed at promoting the use of 
blockchain technology by developing a 
predictable, transparent and trust-based 
framework. Another 3 use cases were added to 
the EBSI in 2020 (European social security 
identification number, asylum process 
management and SME financing).  The EBSI 

 
18 Available on www.eublockchainforum.eu. 
19 Available on https://digitalstrategy.ec.europa.eu/en/po 
licies/blockchain-partnership. 
20 Available on https://digitalstrategy.ec.europa.eu/en 
/policies/european-blockchain-services-infrastructure. 
21 European Parliament, European Parliament resolu-
tion of 3 October 2018 on distributed ledger technolo-
gies and blockchains: building trust with disintermedia-
tion (2017/2772(RSP)). 
22 Available on https://inatba.org. 
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replace them with “task force authorities”, 
thus making governance particularly difficult. 
Successful enterprise (permissioned) 
blockchain projects are still scarce. Public 
blockchain use cases, on the other hand, are 
thriving and have grown in complexity, giving 
birth to specialized niches with their own 
communities and ecosystems. Some examples 
are decentralized finance (DeFi), Non-
fungible tokens (NFTs) powering “creator 
economies”, Self-Sovereign Identity and 
Decentralised Autonomous Organisations 
(DAOs).  

As the blockchain industry grows in 
complexity, it is increasingly difficult to have 
a comprehensive overview. It is important to 
start looking at use cases individually, as they 
have different levels of maturity and adoption. 
Some are still at their very early stages, while 
others are already climbing through the slope 
of enlightenment of the Gartner hype cycle 
and moving towards the plateau of 
productivity. Cryptocurrencies, for example, 
are entering their early mainstream phase on 
the tailwinds of recent developments. With a 
controversial decision, in June 2021 El 
Salvador was the first nation state to declare 
Bitcoin legal tender13. Several publicly listed 
companies recently disclosed holding Bitcoin 
as part of their treasury reserves14. In addition, 
several countries, including Germany, the 
USA and Canada, approved Exchange Traded 
Funds and other financial products giving 
traditional financial actors some exposure to 
cryptocurrencies. 

NFTs, instead, are an example of a 
promising use case reaching the peak of 
inflated expectation. While fungible tokens 
like Ether or Bitcoin have all the same value 
and properties, NFTs are tokens with unique 
characteristics. Each NFT has its specific 
properties and clear proof of provenance (e.g. 
originating from the wallet of a well-known 
artist), making them well suited to represent 
digital artworks or other unique artefacts. In a 
digital world in which content is abundant and 
can be endlessly copied and reproduced, NFTs 
introduce digital uniqueness and scarcity. 
NFTs could have a significant impact on 
creative industries, such as art, music and 

 
13 N. Renteria, T. Wilson and Karin Strohecker, In a 
world first, El Salvador makes bitcoin legal tender, in 
Reuters, 2021, in https://www.reuters.com/world 
/americas/el-salvador-approves-first-law-bitcoin-legal-te 
nder-2021-06-09. 
14Available on https://bitcointreasuries.org. 

gaming, to mention a few. Although NFTs 
exist since 2014, they have become extremely 
popular in the past year as a way to buy and 
sell digital art. As a result, the NFT market is 
in a phase of frenzy, with extremely high 
valuations across the board. In March 2021, a 
digital artwork sold at Christies for a record-
breaking $69.3 million15.  

Regardless of their nature and maturity, all 
blockchain use cases depend on the efficiency 
and effectiveness of the underlying 
infrastructure. A blockchain, by its very 
nature, is more redundant, complex and 
slower than traditional databases. Limited 
capacity (in terms of transactions per second) 
and poor user experience have so far been 
slowing factors to the broader adoption of this 
technology. We must be aware that these 
issues still persist, but solutions have been in 
development for the past few years and are 
finally starting to become available. To 
mention an example, the constantly congested 
Ethereum blockchain is undergoing a radical 
transformation. This includes changes in its 
consensus algorithm and monetary policy, and 
the introduction of a modular architecture that 
should considerably increase the number of 
transactions that the network can process, 
without sacrificing its decentralisation. 

High energy consumption is one of the key 
criticisms against blockchains. The argument 
originates from Bitcoin’s consensus 
mechanism, that is based on the so-called 
“proof of work” (PoW). To mine a block, 
Bitcoin miners compete against each other to 
solve very complex mathematical problems. 
This “work” requires a high number of 
computations, and therefore high energy. 
However, this is also the mechanism that 
secures the network from attacks. The higher 
the hashrate (i.e. the computational power) of 
the network, the higher is its security. 
Lowering the energy consumption of a PoW 
blockchain would undermine its security, 
therefore it is not a viable option. But is this 
high energy consumption a net negative? The 
answer is not so straight forwards, as the 
arguments are complex and nuanced. For 
example, Bitcoin advocates consider mining 
as an excellent complement to renewable 
energy sources, due to its capacity to absorb 
(otherwise wasted) excess energy and act as 

 
15 E. Howcroft, Digital-only artwork fetches nearly $70 
million at Christie’s, in Reuters, 2021, available on 
www.reuters.com/article/us-auction-christie-s-nft-idUS 
KBN2B3275. 

 
  

Is Public Sector Ready for Blockchain? Is Blockchain Ready for the Public Sector?  
 

  
2021 Erdal, Volume 2, Issue 2 11 
 

Bl
oc

kc
ha

in
 a

nd
 P

ub
lic

 A
dm

in
ist

ra
tio

n 

an “energy buyer of last resort”16. Such 
mechanism could increase profitability, and 
therefore adoption of renewable sources. 
While it is difficult to predict the outcome of 
this debate, it is important to mention that 
there are less energy-intensive alternatives to 
PoW. The main one is Proof of Stake (PoS), 
which requires participants to commit a 
sizable amount of assets to the network. These 
assets can be seized (“slashed” in jargon) if 
participants do not behave according to the 
rules. Several blockchains already adopt PoS, 
and the second biggest network, Ethereum, 
plans to move from PoW to PoS within a year 
time. Should PoS prove to be as secure as 
PoW in the long term, it could represent a 
solution to the energy debate. 

Last but not least, limitations stemming 
from the intrinsic complexity of the 
technology, as well as legal and regulatory 
considerations should be always carefully 
considered. 

Overall, the blockchain industry is vibrant: 
promising use cases continue to be proposed 
and refined, but there is always a risk of 
inflating expectations. Blockchains are not 
universal solutions, but are considered to be 
very effective in solving some specific issues. 
However, a peer reviewed study published by 
the Center for Evidence Based Blockchain 
concluded that almost half of the blockchain 
firms show no explicit evidence of the 
problem to be solved. Approximately one-
third fail to cite a comparison and intervention 
analysis and less than 2 per cent demonstrate 
evidence of outcomes backed by filtered 
(critically appraised, peer reviewed) 
information17. 

4. The European Union context  
The European Union and its Member 

States have already identified blockchain as a 
technology with great potential. The 
successful examples examined by the OECD 
include implementations by EU Member 
States such as the Stadjerspas vouchers issued 
in Groningen, in the Netherlands and the 

 
16 Bitcoin Clean Energy Initiative memo: Bitcoin is key 
to an abundant, clean energy future, in Square, 2021, 
available on https://squareup.com/us/en/press/bcei-
white-paper. 
17 N. Naqvi and M. Hussain, Evidence-Based Block-
chain: Findings form a Global Study of Blockchain Pro-
jects and Start-up Companies, in The Journal of The 
British Blockchain Association, 2020, 
https://doi.org/10.31585/jbba-3-2-(8)2020 

services provided by the Estonian Information 
Systems Authority (RIA) and the Swedish 
employment agency.  At the European level 
the European Council asked the European 
Commission (the Commission) in October 
2017 to present a European approach to 
blockchain. This triggered several actions in 
the following year.  

The Commission launched the EU 
Observatory and Forum18 in February 2018 
while in April of the same year the 
Commission, 21 Member States and Norway 
created the European Blockchain Partnership 
(EBP)19 to which have by now adhered the 
remaining EU Member States and 
Liechtenstein. The EBP partners agreed to 
work towards creating a European Blockchain 
Services Infrastructure (EBSI) “with 
governance involving public authorities, 
which should support interoperability and 
open interfaces, with the highest standards of 
security, confidentiality and data protection 
compliance while offering economies of scale 
as compared to a plethora of in-interoperable 
private blockchains”.  

The EBSI initiative20 was launched in 
September 2018 aimed to support 4 use cases 
selected by the partner countries related to 
document notarisation and traceability, trusted 
data exchange, self-sovereign identity and 
educational credentials. In October the 
European Parliament adopted its “Resolution 
on distributed ledger technologies and 
blockchains: building trust with 
disintermediation”21.  

In April 2019 106 organisations and 
companies from all over the world in 
cooperation with the European Commission 
launched INATBA, the International 
Association of Trusted Blockchain 
Applications22, aimed at promoting the use of 
blockchain technology by developing a 
predictable, transparent and trust-based 
framework. Another 3 use cases were added to 
the EBSI in 2020 (European social security 
identification number, asylum process 
management and SME financing).  The EBSI 

 
18 Available on www.eublockchainforum.eu. 
19 Available on https://digitalstrategy.ec.europa.eu/en/po 
licies/blockchain-partnership. 
20 Available on https://digitalstrategy.ec.europa.eu/en 
/policies/european-blockchain-services-infrastructure. 
21 European Parliament, European Parliament resolu-
tion of 3 October 2018 on distributed ledger technolo-
gies and blockchains: building trust with disintermedia-
tion (2017/2772(RSP)). 
22 Available on https://inatba.org. 
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replace them with “task force authorities”, 
thus making governance particularly difficult. 
Successful enterprise (permissioned) 
blockchain projects are still scarce. Public 
blockchain use cases, on the other hand, are 
thriving and have grown in complexity, giving 
birth to specialized niches with their own 
communities and ecosystems. Some examples 
are decentralized finance (DeFi), Non-
fungible tokens (NFTs) powering “creator 
economies”, Self-Sovereign Identity and 
Decentralised Autonomous Organisations 
(DAOs).  

As the blockchain industry grows in 
complexity, it is increasingly difficult to have 
a comprehensive overview. It is important to 
start looking at use cases individually, as they 
have different levels of maturity and adoption. 
Some are still at their very early stages, while 
others are already climbing through the slope 
of enlightenment of the Gartner hype cycle 
and moving towards the plateau of 
productivity. Cryptocurrencies, for example, 
are entering their early mainstream phase on 
the tailwinds of recent developments. With a 
controversial decision, in June 2021 El 
Salvador was the first nation state to declare 
Bitcoin legal tender13. Several publicly listed 
companies recently disclosed holding Bitcoin 
as part of their treasury reserves14. In addition, 
several countries, including Germany, the 
USA and Canada, approved Exchange Traded 
Funds and other financial products giving 
traditional financial actors some exposure to 
cryptocurrencies. 

NFTs, instead, are an example of a 
promising use case reaching the peak of 
inflated expectation. While fungible tokens 
like Ether or Bitcoin have all the same value 
and properties, NFTs are tokens with unique 
characteristics. Each NFT has its specific 
properties and clear proof of provenance (e.g. 
originating from the wallet of a well-known 
artist), making them well suited to represent 
digital artworks or other unique artefacts. In a 
digital world in which content is abundant and 
can be endlessly copied and reproduced, NFTs 
introduce digital uniqueness and scarcity. 
NFTs could have a significant impact on 
creative industries, such as art, music and 

 
13 N. Renteria, T. Wilson and Karin Strohecker, In a 
world first, El Salvador makes bitcoin legal tender, in 
Reuters, 2021, in https://www.reuters.com/world 
/americas/el-salvador-approves-first-law-bitcoin-legal-te 
nder-2021-06-09. 
14Available on https://bitcointreasuries.org. 

gaming, to mention a few. Although NFTs 
exist since 2014, they have become extremely 
popular in the past year as a way to buy and 
sell digital art. As a result, the NFT market is 
in a phase of frenzy, with extremely high 
valuations across the board. In March 2021, a 
digital artwork sold at Christies for a record-
breaking $69.3 million15.  

Regardless of their nature and maturity, all 
blockchain use cases depend on the efficiency 
and effectiveness of the underlying 
infrastructure. A blockchain, by its very 
nature, is more redundant, complex and 
slower than traditional databases. Limited 
capacity (in terms of transactions per second) 
and poor user experience have so far been 
slowing factors to the broader adoption of this 
technology. We must be aware that these 
issues still persist, but solutions have been in 
development for the past few years and are 
finally starting to become available. To 
mention an example, the constantly congested 
Ethereum blockchain is undergoing a radical 
transformation. This includes changes in its 
consensus algorithm and monetary policy, and 
the introduction of a modular architecture that 
should considerably increase the number of 
transactions that the network can process, 
without sacrificing its decentralisation. 

High energy consumption is one of the key 
criticisms against blockchains. The argument 
originates from Bitcoin’s consensus 
mechanism, that is based on the so-called 
“proof of work” (PoW). To mine a block, 
Bitcoin miners compete against each other to 
solve very complex mathematical problems. 
This “work” requires a high number of 
computations, and therefore high energy. 
However, this is also the mechanism that 
secures the network from attacks. The higher 
the hashrate (i.e. the computational power) of 
the network, the higher is its security. 
Lowering the energy consumption of a PoW 
blockchain would undermine its security, 
therefore it is not a viable option. But is this 
high energy consumption a net negative? The 
answer is not so straight forwards, as the 
arguments are complex and nuanced. For 
example, Bitcoin advocates consider mining 
as an excellent complement to renewable 
energy sources, due to its capacity to absorb 
(otherwise wasted) excess energy and act as 

 
15 E. Howcroft, Digital-only artwork fetches nearly $70 
million at Christie’s, in Reuters, 2021, available on 
www.reuters.com/article/us-auction-christie-s-nft-idUS 
KBN2B3275. 
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an “energy buyer of last resort”16. Such 
mechanism could increase profitability, and 
therefore adoption of renewable sources. 
While it is difficult to predict the outcome of 
this debate, it is important to mention that 
there are less energy-intensive alternatives to 
PoW. The main one is Proof of Stake (PoS), 
which requires participants to commit a 
sizable amount of assets to the network. These 
assets can be seized (“slashed” in jargon) if 
participants do not behave according to the 
rules. Several blockchains already adopt PoS, 
and the second biggest network, Ethereum, 
plans to move from PoW to PoS within a year 
time. Should PoS prove to be as secure as 
PoW in the long term, it could represent a 
solution to the energy debate. 

Last but not least, limitations stemming 
from the intrinsic complexity of the 
technology, as well as legal and regulatory 
considerations should be always carefully 
considered. 

Overall, the blockchain industry is vibrant: 
promising use cases continue to be proposed 
and refined, but there is always a risk of 
inflating expectations. Blockchains are not 
universal solutions, but are considered to be 
very effective in solving some specific issues. 
However, a peer reviewed study published by 
the Center for Evidence Based Blockchain 
concluded that almost half of the blockchain 
firms show no explicit evidence of the 
problem to be solved. Approximately one-
third fail to cite a comparison and intervention 
analysis and less than 2 per cent demonstrate 
evidence of outcomes backed by filtered 
(critically appraised, peer reviewed) 
information17. 

4. The European Union context  
The European Union and its Member 

States have already identified blockchain as a 
technology with great potential. The 
successful examples examined by the OECD 
include implementations by EU Member 
States such as the Stadjerspas vouchers issued 
in Groningen, in the Netherlands and the 

 
16 Bitcoin Clean Energy Initiative memo: Bitcoin is key 
to an abundant, clean energy future, in Square, 2021, 
available on https://squareup.com/us/en/press/bcei-
white-paper. 
17 N. Naqvi and M. Hussain, Evidence-Based Block-
chain: Findings form a Global Study of Blockchain Pro-
jects and Start-up Companies, in The Journal of The 
British Blockchain Association, 2020, 
https://doi.org/10.31585/jbba-3-2-(8)2020 

services provided by the Estonian Information 
Systems Authority (RIA) and the Swedish 
employment agency.  At the European level 
the European Council asked the European 
Commission (the Commission) in October 
2017 to present a European approach to 
blockchain. This triggered several actions in 
the following year.  

The Commission launched the EU 
Observatory and Forum18 in February 2018 
while in April of the same year the 
Commission, 21 Member States and Norway 
created the European Blockchain Partnership 
(EBP)19 to which have by now adhered the 
remaining EU Member States and 
Liechtenstein. The EBP partners agreed to 
work towards creating a European Blockchain 
Services Infrastructure (EBSI) “with 
governance involving public authorities, 
which should support interoperability and 
open interfaces, with the highest standards of 
security, confidentiality and data protection 
compliance while offering economies of scale 
as compared to a plethora of in-interoperable 
private blockchains”.  

The EBSI initiative20 was launched in 
September 2018 aimed to support 4 use cases 
selected by the partner countries related to 
document notarisation and traceability, trusted 
data exchange, self-sovereign identity and 
educational credentials. In October the 
European Parliament adopted its “Resolution 
on distributed ledger technologies and 
blockchains: building trust with 
disintermediation”21.  

In April 2019 106 organisations and 
companies from all over the world in 
cooperation with the European Commission 
launched INATBA, the International 
Association of Trusted Blockchain 
Applications22, aimed at promoting the use of 
blockchain technology by developing a 
predictable, transparent and trust-based 
framework. Another 3 use cases were added to 
the EBSI in 2020 (European social security 
identification number, asylum process 
management and SME financing).  The EBSI 

 
18 Available on www.eublockchainforum.eu. 
19 Available on https://digitalstrategy.ec.europa.eu/en/po 
licies/blockchain-partnership. 
20 Available on https://digitalstrategy.ec.europa.eu/en 
/policies/european-blockchain-services-infrastructure. 
21 European Parliament, European Parliament resolu-
tion of 3 October 2018 on distributed ledger technolo-
gies and blockchains: building trust with disintermedia-
tion (2017/2772(RSP)). 
22 Available on https://inatba.org. 
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activity was funded through the Connecting 
Europe Facility23 program in 2019 and 2020 
with a total of EUR 11 million for deploying a 
network of distributed nodes across Europe, 
and for supporting the development of the 
identified use cases and the work of the EBP.  

The next year, 2021, was the first year of 
the new Multiannual Financial Framework 
(MFF), the seven-year framework regulating 
the annual budget of the European Union. 
This change typically involves a review and 
reorgansiation of actions and resources, which 
are adjusted in order to pursue new objectives 
addressing the latest challenges at all levels, 
aiming to support the progress of the 
European Union. Blockchain has been 
confirmed as being part of the new vision for 
the European Union as this is reflected in the 
new MFF.  

In fact EBSI has been included in the new 
Digital Europe Programme which has already 
foreseen a total of EUR 38 million in its 2021-
2022 work programme24 for actions deploying 
the EBSI itself and funding a regulatory 
sandbox and standardization activities. It is 
also mentioned in other initiatives and actions 
as a potential technology to use such as the 
Commission proposal on the Path to the 
Digital Decade to deliver the EU’s digital 
transformation by 203025. EBSI is one of the 
potential areas of activity listed for multi-
country projects, i.e. large-scale projects that 
no single Member State could develop on its 
own in areas that are fundamental for 
enhancing Europe’s digital sovereignty and 
for fueling Europe’s recovery. 

In parallel the EU has been working on 
regulating decentralized finance, an area 
which is expanding. The proposal for a new 
European law on Markets in Crypto-assets26 
(MICA) aims to support innovation and fair 
competition by creating a framework for the 
issuance, and provision of services related to 
crypto-assets. The European Central Bank and 

 
23Available on https://ec.europa.eu/cefdigital/wiki/displa 
y/CEFDIGITAL/Learn+about+EBSI. 
24Available on https://digital-strategy.ec.europa. 
eu/en/activities/work-programmes-digital. 
25 European Commission, State of the Union: Commis-
sion proposes a Path to the Digital Decade to deliver 
the EU’s digital transformation by 2030, in European 
Commission Press Corner, 2021, in https:// 
ec.europa.eu/commission/presscorner/detail/en/ip_21_6 
30. 
26 European Parliament Proposal for a Regulation of the 
European Parliament and of the Council on markets in 
crypto-assets, and amending Directive (EU) 2019/1937 
(COM/2020/593 final). 

the network of national central banks in the 
EU Member States have been considering the 
potential use and implications of blockchain 
and stablecoins in the context of its 
exploration of Central Bank Digital 
Currencies in view of the introduction of a 
digital euro.27  

The use of blockchain has also been 
explored in other areas at the EU level, such 
as the financial transparency, with the 
European Financial Transparency Gateway 
pilot project28. It is worth noting the case of 
the European Intellectual Property 
Organisation, which launched in April 2021 
the first ever European blockchain platform to 
better serve public IP institutions, connecting 
it to its two flagship search services, TMview 
and DesignView29.  

Does this mean that the EU and the public 
administrations of the Member States are 
ready to use extensively blockchain for 
delivering their services? This does not seem 
to be the case, at least based on our experience 
from our involvement in EBSI and exchanges 
with other European Union institutions and 
bodies as well as public bodies in the member 
states. 

5. Lessons learned from experience  
The European Court of Auditors proposed 

the document notarisation and traceability use 
case to the EBSI, one of the first 4 use cases 
selected in 2018. This was based on a proof-
of-concept carried out between March and 
June of that year, the ECA registry, which 
confirmed the potential interest of using 
blockchain for establishing an immutable 
audit trail for documents and processes. This 
was responding to the real need of proving the 
existence in time and the integrity of 
documents that could be used as evidence 
during audit.  

The ECA registry was introducing control-
by-design in the process, for example, of 
receiving and using EU funding. The actors 
involved in such a process, either individuals 
or information systems, would register 
themselves the documents as well as 
information concerning these documents 
(metadata) and link these to registrations of 

 
27 European Central Bank, A digital euro, in 
www.ecb.europa.eu/paym/digital_euro/html/index.en.ht
ml. 
28 Available on https://eftg.eu. 
29 Available on https://euipo.europa.eu/ohimportal/en/ne 
ws/-/action/view/8662923. 

 
  

Is Public Sector Ready for Blockchain? Is Blockchain Ready for the Public Sector?  
 

  
2021 Erdal, Volume 2, Issue 2 13 
 

Bl
oc

kc
ha

in
 a

nd
 P

ub
lic

 A
dm

in
ist

ra
tio

n 

other documents related to the same process, 
creating in this way a logical chain. These 
registrations could then be verified by 
anybody, while the metadata could be 
consulted by anybody, when defined as 
public, or by those who would be given the 
right by the registrars themselves, when 
defined as restricted. The actual registration 
was done without the documents ever leaving 
the premises of the registrar or the information 
systems of origin, as they were not even 
submitted to the middleware that was taking 
care of the registration, while the only thing 
that would go on the blockchain (ledger) itself 
was an algorithmic hash30. 

It was clear for us that for the concept of 
the ECA registry to be successful at the 
European scale for the main user scenario 
considered, i.e. the real time registration of 
supporting documents related to the use of EU 
funds that could then become audit evidence, 
it should involve all actors involved in a 
process. This means involving at least the 
public authorities in the Member States and 
the Commission. Moreover running a service 
at a scale that would make it possible to use at 
the European and even international level was 
beyond the mandate of the European Court of 
Auditors.   

Therefore, the ECA submitted a proposal 
inspired by the ECA registry to be included in 
the EBSI. The EBP accepted the proposal as it 
considered that this use case had a broader 
interest for public administrations: ensuring 
traceability of official documents to support 
transparency, accountability and trust.   

After the EBP selected our proposal, we 
have accepted in the beginning of 2019 to act 
as the “convener” for this use case. This 
included participating actively in the EBSI 
governance, facilitating collaboration between 
Member States participating in the 
notarisation and traceability use case group 
and working with the Commission to describe 
the functional requirements, to support legal 
and technical analysis and to contribute to the 
communication on the use case. We kept this 
role until September 2021 when we decided to 
step down. During this period we gained some 
experience which we share in case it can be 
useful for those working on introducing 
blockchain in public administration practice.  

 
30 More details in M. Cordero Valdavida, Blockchain in 
public sector, an international view, 30-32.  

5.1. Bridge with the existing world 
Public administrations do not like radical 

changes. A promise they could accept is: 
“You will be doing more or less the same 
things, only in an easier and more efficient 
and effective way.”  This is even more true 
when targeting cross-border use cases where 
different administrative cultures and contexts 
are involved as is the case in European 
initiatives such as the EBP, led by the EU 
Member States.  

If we want to convince decision makers, 
who are meant to defend the public interests, 
to test and introduce emerging technologies 
such as the blockchain in their technological 
environment, we need to make it possible to 
connect blockchain-based capabilities to 
existing systems in a flexible and modular 
way. This would enable the gradual 
introduction of the technological innovation in 
the day-to-day practice in the different public 
administrations, albeit at different speeds 
depending in the conditions in each country. It 
would also allow administrations to exchange 
experience and confirm that the impact of the 
new technology on their services to citizens 
and enterprises is positive. This is very 
different from innovation in the private sector, 
where almost anything can be accepted 
provided it is not illegal and it makes money, 
and where a radically new idea may mean 
instant profit and a temporary competitive 
advantage.  

Digital solutions are also required in many 
cases to reflect concepts of the real physical 
world and to apply on real objects. This need 
is reflected for example in the concept of the 
NFTs, where the notion of a unique digital 
original has been introduced for digital assets 
also as means to create value in a way 
applicable in the real work, similar to the 
signed original works of art. An interesting 
approach in this context is the notion of 
“digital twins” which is proposed in order “to 
capture the relationship between a real-world 
asset and its on-chain representation” allowing 
that the digital assets to flow freely between 
heterogeneous systems”31 and which largely 
corresponds to the concept tested by ECA.   

In our opinion, blockchain-based solutions 
should avoid being inspired primarily by 

 
31 D. Alvrilionis and T. Hardjono, Towards Blockchain-
enabled Open Architectures for Scalable Digital Asset 
Platforms, in ArXiv, 2021, available on  https://arxiv.org 
/abs/2110.12553. 
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activity was funded through the Connecting 
Europe Facility23 program in 2019 and 2020 
with a total of EUR 11 million for deploying a 
network of distributed nodes across Europe, 
and for supporting the development of the 
identified use cases and the work of the EBP.  

The next year, 2021, was the first year of 
the new Multiannual Financial Framework 
(MFF), the seven-year framework regulating 
the annual budget of the European Union. 
This change typically involves a review and 
reorgansiation of actions and resources, which 
are adjusted in order to pursue new objectives 
addressing the latest challenges at all levels, 
aiming to support the progress of the 
European Union. Blockchain has been 
confirmed as being part of the new vision for 
the European Union as this is reflected in the 
new MFF.  

In fact EBSI has been included in the new 
Digital Europe Programme which has already 
foreseen a total of EUR 38 million in its 2021-
2022 work programme24 for actions deploying 
the EBSI itself and funding a regulatory 
sandbox and standardization activities. It is 
also mentioned in other initiatives and actions 
as a potential technology to use such as the 
Commission proposal on the Path to the 
Digital Decade to deliver the EU’s digital 
transformation by 203025. EBSI is one of the 
potential areas of activity listed for multi-
country projects, i.e. large-scale projects that 
no single Member State could develop on its 
own in areas that are fundamental for 
enhancing Europe’s digital sovereignty and 
for fueling Europe’s recovery. 

In parallel the EU has been working on 
regulating decentralized finance, an area 
which is expanding. The proposal for a new 
European law on Markets in Crypto-assets26 
(MICA) aims to support innovation and fair 
competition by creating a framework for the 
issuance, and provision of services related to 
crypto-assets. The European Central Bank and 

 
23Available on https://ec.europa.eu/cefdigital/wiki/displa 
y/CEFDIGITAL/Learn+about+EBSI. 
24Available on https://digital-strategy.ec.europa. 
eu/en/activities/work-programmes-digital. 
25 European Commission, State of the Union: Commis-
sion proposes a Path to the Digital Decade to deliver 
the EU’s digital transformation by 2030, in European 
Commission Press Corner, 2021, in https:// 
ec.europa.eu/commission/presscorner/detail/en/ip_21_6 
30. 
26 European Parliament Proposal for a Regulation of the 
European Parliament and of the Council on markets in 
crypto-assets, and amending Directive (EU) 2019/1937 
(COM/2020/593 final). 

the network of national central banks in the 
EU Member States have been considering the 
potential use and implications of blockchain 
and stablecoins in the context of its 
exploration of Central Bank Digital 
Currencies in view of the introduction of a 
digital euro.27  

The use of blockchain has also been 
explored in other areas at the EU level, such 
as the financial transparency, with the 
European Financial Transparency Gateway 
pilot project28. It is worth noting the case of 
the European Intellectual Property 
Organisation, which launched in April 2021 
the first ever European blockchain platform to 
better serve public IP institutions, connecting 
it to its two flagship search services, TMview 
and DesignView29.  

Does this mean that the EU and the public 
administrations of the Member States are 
ready to use extensively blockchain for 
delivering their services? This does not seem 
to be the case, at least based on our experience 
from our involvement in EBSI and exchanges 
with other European Union institutions and 
bodies as well as public bodies in the member 
states. 

5. Lessons learned from experience  
The European Court of Auditors proposed 

the document notarisation and traceability use 
case to the EBSI, one of the first 4 use cases 
selected in 2018. This was based on a proof-
of-concept carried out between March and 
June of that year, the ECA registry, which 
confirmed the potential interest of using 
blockchain for establishing an immutable 
audit trail for documents and processes. This 
was responding to the real need of proving the 
existence in time and the integrity of 
documents that could be used as evidence 
during audit.  

The ECA registry was introducing control-
by-design in the process, for example, of 
receiving and using EU funding. The actors 
involved in such a process, either individuals 
or information systems, would register 
themselves the documents as well as 
information concerning these documents 
(metadata) and link these to registrations of 

 
27 European Central Bank, A digital euro, in 
www.ecb.europa.eu/paym/digital_euro/html/index.en.ht
ml. 
28 Available on https://eftg.eu. 
29 Available on https://euipo.europa.eu/ohimportal/en/ne 
ws/-/action/view/8662923. 
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other documents related to the same process, 
creating in this way a logical chain. These 
registrations could then be verified by 
anybody, while the metadata could be 
consulted by anybody, when defined as 
public, or by those who would be given the 
right by the registrars themselves, when 
defined as restricted. The actual registration 
was done without the documents ever leaving 
the premises of the registrar or the information 
systems of origin, as they were not even 
submitted to the middleware that was taking 
care of the registration, while the only thing 
that would go on the blockchain (ledger) itself 
was an algorithmic hash30. 

It was clear for us that for the concept of 
the ECA registry to be successful at the 
European scale for the main user scenario 
considered, i.e. the real time registration of 
supporting documents related to the use of EU 
funds that could then become audit evidence, 
it should involve all actors involved in a 
process. This means involving at least the 
public authorities in the Member States and 
the Commission. Moreover running a service 
at a scale that would make it possible to use at 
the European and even international level was 
beyond the mandate of the European Court of 
Auditors.   

Therefore, the ECA submitted a proposal 
inspired by the ECA registry to be included in 
the EBSI. The EBP accepted the proposal as it 
considered that this use case had a broader 
interest for public administrations: ensuring 
traceability of official documents to support 
transparency, accountability and trust.   

After the EBP selected our proposal, we 
have accepted in the beginning of 2019 to act 
as the “convener” for this use case. This 
included participating actively in the EBSI 
governance, facilitating collaboration between 
Member States participating in the 
notarisation and traceability use case group 
and working with the Commission to describe 
the functional requirements, to support legal 
and technical analysis and to contribute to the 
communication on the use case. We kept this 
role until September 2021 when we decided to 
step down. During this period we gained some 
experience which we share in case it can be 
useful for those working on introducing 
blockchain in public administration practice.  

 
30 More details in M. Cordero Valdavida, Blockchain in 
public sector, an international view, 30-32.  

5.1. Bridge with the existing world 
Public administrations do not like radical 

changes. A promise they could accept is: 
“You will be doing more or less the same 
things, only in an easier and more efficient 
and effective way.”  This is even more true 
when targeting cross-border use cases where 
different administrative cultures and contexts 
are involved as is the case in European 
initiatives such as the EBP, led by the EU 
Member States.  

If we want to convince decision makers, 
who are meant to defend the public interests, 
to test and introduce emerging technologies 
such as the blockchain in their technological 
environment, we need to make it possible to 
connect blockchain-based capabilities to 
existing systems in a flexible and modular 
way. This would enable the gradual 
introduction of the technological innovation in 
the day-to-day practice in the different public 
administrations, albeit at different speeds 
depending in the conditions in each country. It 
would also allow administrations to exchange 
experience and confirm that the impact of the 
new technology on their services to citizens 
and enterprises is positive. This is very 
different from innovation in the private sector, 
where almost anything can be accepted 
provided it is not illegal and it makes money, 
and where a radically new idea may mean 
instant profit and a temporary competitive 
advantage.  

Digital solutions are also required in many 
cases to reflect concepts of the real physical 
world and to apply on real objects. This need 
is reflected for example in the concept of the 
NFTs, where the notion of a unique digital 
original has been introduced for digital assets 
also as means to create value in a way 
applicable in the real work, similar to the 
signed original works of art. An interesting 
approach in this context is the notion of 
“digital twins” which is proposed in order “to 
capture the relationship between a real-world 
asset and its on-chain representation” allowing 
that the digital assets to flow freely between 
heterogeneous systems”31 and which largely 
corresponds to the concept tested by ECA.   

In our opinion, blockchain-based solutions 
should avoid being inspired primarily by 

 
31 D. Alvrilionis and T. Hardjono, Towards Blockchain-
enabled Open Architectures for Scalable Digital Asset 
Platforms, in ArXiv, 2021, available on  https://arxiv.org 
/abs/2110.12553. 
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activity was funded through the Connecting 
Europe Facility23 program in 2019 and 2020 
with a total of EUR 11 million for deploying a 
network of distributed nodes across Europe, 
and for supporting the development of the 
identified use cases and the work of the EBP.  

The next year, 2021, was the first year of 
the new Multiannual Financial Framework 
(MFF), the seven-year framework regulating 
the annual budget of the European Union. 
This change typically involves a review and 
reorgansiation of actions and resources, which 
are adjusted in order to pursue new objectives 
addressing the latest challenges at all levels, 
aiming to support the progress of the 
European Union. Blockchain has been 
confirmed as being part of the new vision for 
the European Union as this is reflected in the 
new MFF.  

In fact EBSI has been included in the new 
Digital Europe Programme which has already 
foreseen a total of EUR 38 million in its 2021-
2022 work programme24 for actions deploying 
the EBSI itself and funding a regulatory 
sandbox and standardization activities. It is 
also mentioned in other initiatives and actions 
as a potential technology to use such as the 
Commission proposal on the Path to the 
Digital Decade to deliver the EU’s digital 
transformation by 203025. EBSI is one of the 
potential areas of activity listed for multi-
country projects, i.e. large-scale projects that 
no single Member State could develop on its 
own in areas that are fundamental for 
enhancing Europe’s digital sovereignty and 
for fueling Europe’s recovery. 

In parallel the EU has been working on 
regulating decentralized finance, an area 
which is expanding. The proposal for a new 
European law on Markets in Crypto-assets26 
(MICA) aims to support innovation and fair 
competition by creating a framework for the 
issuance, and provision of services related to 
crypto-assets. The European Central Bank and 

 
23Available on https://ec.europa.eu/cefdigital/wiki/displa 
y/CEFDIGITAL/Learn+about+EBSI. 
24Available on https://digital-strategy.ec.europa. 
eu/en/activities/work-programmes-digital. 
25 European Commission, State of the Union: Commis-
sion proposes a Path to the Digital Decade to deliver 
the EU’s digital transformation by 2030, in European 
Commission Press Corner, 2021, in https:// 
ec.europa.eu/commission/presscorner/detail/en/ip_21_6 
30. 
26 European Parliament Proposal for a Regulation of the 
European Parliament and of the Council on markets in 
crypto-assets, and amending Directive (EU) 2019/1937 
(COM/2020/593 final). 

the network of national central banks in the 
EU Member States have been considering the 
potential use and implications of blockchain 
and stablecoins in the context of its 
exploration of Central Bank Digital 
Currencies in view of the introduction of a 
digital euro.27  

The use of blockchain has also been 
explored in other areas at the EU level, such 
as the financial transparency, with the 
European Financial Transparency Gateway 
pilot project28. It is worth noting the case of 
the European Intellectual Property 
Organisation, which launched in April 2021 
the first ever European blockchain platform to 
better serve public IP institutions, connecting 
it to its two flagship search services, TMview 
and DesignView29.  

Does this mean that the EU and the public 
administrations of the Member States are 
ready to use extensively blockchain for 
delivering their services? This does not seem 
to be the case, at least based on our experience 
from our involvement in EBSI and exchanges 
with other European Union institutions and 
bodies as well as public bodies in the member 
states. 

5. Lessons learned from experience  
The European Court of Auditors proposed 

the document notarisation and traceability use 
case to the EBSI, one of the first 4 use cases 
selected in 2018. This was based on a proof-
of-concept carried out between March and 
June of that year, the ECA registry, which 
confirmed the potential interest of using 
blockchain for establishing an immutable 
audit trail for documents and processes. This 
was responding to the real need of proving the 
existence in time and the integrity of 
documents that could be used as evidence 
during audit.  

The ECA registry was introducing control-
by-design in the process, for example, of 
receiving and using EU funding. The actors 
involved in such a process, either individuals 
or information systems, would register 
themselves the documents as well as 
information concerning these documents 
(metadata) and link these to registrations of 

 
27 European Central Bank, A digital euro, in 
www.ecb.europa.eu/paym/digital_euro/html/index.en.ht
ml. 
28 Available on https://eftg.eu. 
29 Available on https://euipo.europa.eu/ohimportal/en/ne 
ws/-/action/view/8662923. 
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other documents related to the same process, 
creating in this way a logical chain. These 
registrations could then be verified by 
anybody, while the metadata could be 
consulted by anybody, when defined as 
public, or by those who would be given the 
right by the registrars themselves, when 
defined as restricted. The actual registration 
was done without the documents ever leaving 
the premises of the registrar or the information 
systems of origin, as they were not even 
submitted to the middleware that was taking 
care of the registration, while the only thing 
that would go on the blockchain (ledger) itself 
was an algorithmic hash30. 

It was clear for us that for the concept of 
the ECA registry to be successful at the 
European scale for the main user scenario 
considered, i.e. the real time registration of 
supporting documents related to the use of EU 
funds that could then become audit evidence, 
it should involve all actors involved in a 
process. This means involving at least the 
public authorities in the Member States and 
the Commission. Moreover running a service 
at a scale that would make it possible to use at 
the European and even international level was 
beyond the mandate of the European Court of 
Auditors.   

Therefore, the ECA submitted a proposal 
inspired by the ECA registry to be included in 
the EBSI. The EBP accepted the proposal as it 
considered that this use case had a broader 
interest for public administrations: ensuring 
traceability of official documents to support 
transparency, accountability and trust.   

After the EBP selected our proposal, we 
have accepted in the beginning of 2019 to act 
as the “convener” for this use case. This 
included participating actively in the EBSI 
governance, facilitating collaboration between 
Member States participating in the 
notarisation and traceability use case group 
and working with the Commission to describe 
the functional requirements, to support legal 
and technical analysis and to contribute to the 
communication on the use case. We kept this 
role until September 2021 when we decided to 
step down. During this period we gained some 
experience which we share in case it can be 
useful for those working on introducing 
blockchain in public administration practice.  

 
30 More details in M. Cordero Valdavida, Blockchain in 
public sector, an international view, 30-32.  

5.1. Bridge with the existing world 
Public administrations do not like radical 

changes. A promise they could accept is: 
“You will be doing more or less the same 
things, only in an easier and more efficient 
and effective way.”  This is even more true 
when targeting cross-border use cases where 
different administrative cultures and contexts 
are involved as is the case in European 
initiatives such as the EBP, led by the EU 
Member States.  

If we want to convince decision makers, 
who are meant to defend the public interests, 
to test and introduce emerging technologies 
such as the blockchain in their technological 
environment, we need to make it possible to 
connect blockchain-based capabilities to 
existing systems in a flexible and modular 
way. This would enable the gradual 
introduction of the technological innovation in 
the day-to-day practice in the different public 
administrations, albeit at different speeds 
depending in the conditions in each country. It 
would also allow administrations to exchange 
experience and confirm that the impact of the 
new technology on their services to citizens 
and enterprises is positive. This is very 
different from innovation in the private sector, 
where almost anything can be accepted 
provided it is not illegal and it makes money, 
and where a radically new idea may mean 
instant profit and a temporary competitive 
advantage.  

Digital solutions are also required in many 
cases to reflect concepts of the real physical 
world and to apply on real objects. This need 
is reflected for example in the concept of the 
NFTs, where the notion of a unique digital 
original has been introduced for digital assets 
also as means to create value in a way 
applicable in the real work, similar to the 
signed original works of art. An interesting 
approach in this context is the notion of 
“digital twins” which is proposed in order “to 
capture the relationship between a real-world 
asset and its on-chain representation” allowing 
that the digital assets to flow freely between 
heterogeneous systems”31 and which largely 
corresponds to the concept tested by ECA.   

In our opinion, blockchain-based solutions 
should avoid being inspired primarily by 

 
31 D. Alvrilionis and T. Hardjono, Towards Blockchain-
enabled Open Architectures for Scalable Digital Asset 
Platforms, in ArXiv, 2021, available on  https://arxiv.org 
/abs/2110.12553. 
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technological principles and ideology on what 
would be possible in an ideal blockchain-
based environment. They should move 
towards corresponding to the real world 
business needs of users and public 
administrations, taking into account their 
existing technological and institutional 
environments. This seems to be the only way 
to see more such solutions moving from 
successful demos, proofs-of-concept and 
pilots to successful services, which are put in 
production and are appreciated by their users. 

5.2. Law and technology 
Blockchain is still an “emerging 

technology”. Therefore, the legal and 
regulatory environment is not yet sufficiently 
developed and established, although legal 
instruments are being put in place at national 
and European level.  A critical risk is that 
technical solutions are decided and 
implemented without taking into account early 
enough the existing legal environment and the 
potential challenges it may represent. This 
corresponds to what can be called technical 
fundamentalism, which “consists of designing 
technology without relying on legal rules, and 
sometimes is a way of avoiding it”32 and can 
put at risk not only the implementation and the 
uptake but even the survival of the underlying 
technology.  

The appropriate solution for blockchain 
from our experience seems to be what is 
called “law and technology approach” in a 
very recent study carried out for the European 
Commission33. Although the study is focusing 
on one of the holy grails of blockchain world, 
the smart contracts, its recommendations are 
applicable, in our opinion, to the overall 
approach to blockchain implementation. The 
advice is that those working on the 
development and implementation of 
blockchain-based technological solutions and 
those working on the development and 
implementation of the legal and regulatory 
aspects should start working hand in hand 
early enough in the process. While doing this, 
both the legal and technical experts should be 
taking into account the real needs of the end 

 
32 T. Schrepel, Smart Contracts and the Digital Single 
Market Through the Lens of a ‘Law + Technology’ Ap-
proach, in European Commission, 2021, available on 
https://ssrn.com/abstract=3947174. 
33 T. Schrepel, Smart Contracts and the Digital Single 
Market Through the Lens of a ‘Law + Technology’ Ap-
proach. 

users (citizens, enterprises) and the specific 
institutional context and reality of the public 
administrations themselves, as well as the 
overall economic and social environment.  

To illustrate the importance of legal issues 
in the implementation of blockchain 
technologies, it is worth noting that among the 
20 proposals and actions included in the 
aforementioned European Commission study 
on Smart contracts, six refer to changes in 
hard law, four call for the harmonization of 
rules or interpretation of concepts and one 
suggests the use of soft law34.  

5.3. Decentralization, transparency and 
accountability 

Decentralization “is seen as the 
architectural guarantee of censorship 
resistance, and a safeguard against the 
coercive influence of any centralized, top-
down force. The external forces of control --
institutions, intermediaries, rules, laws, and 
norms-- prevent the ideal, purely 
technological modes of private ordering, 
based on the horizontal self-organization of 
equal peers. The social order that is expected 
to emerge on decentralized technologies is 
seen as inherently superior.” 35  

One of the most influential architects of the 
blockchain technology space gives the 
following definition: “Blockchains are 
politically decentralized (no one controls 
them) and architecturally decentralized (no 
infrastructural central point of failure) but they 
are logically centralized (there is one 
commonly agreed state and the system 
behaves like a single computer)”36.  A leading 
expert in Bitcoin and open blockchain 
technologies, made the following statement: 
“Is it open, borderless, censorship resistant, 
decentralized, publicly verifiable and neutral? 
If it’s not, it’s not a blockchain. It’s 

 
34 As for the rest: 5 suggest policy actions, 2 invite for 
experimentation in comfort zones and 2 refer to using 
AI and language processing for better managing smart 
contracts. 
35 B. Bodó and A. Giannopoulou, The Logics of Tech-
nology Decentralization - The Case of Distributed 
Ledger Technologies, in Blockchain and Web 3.0: So-
cial, Economic, and Technological Challenges 
Routledge, M. Ragnedda & G. Destefanis (eds.), Uni-
versity of Amsterdam, 2019, available 
on https://ssrn.com/abstract=3330590. 
36 V. Buterin, The meaning of decentralization, in Medi-
um.com, 2017, available on https://medium.com/@ 
VitalikButerin/the-meaning-of-decentralization-a0c92b7 
6a274. 
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bullshit.”37 These statements are illustrative of 
the ideological weight given to 
decentralization by blockchain enthusiasts.  

The current situation is well reflected in the 
acknowledgement that “at the moment there is 
a wide gap between the forms and extent of 
decentralization as prescribed by the ideology, 
and the practical forms in which it manifests 
in various blockchain networks.”38   

As far as transparency is concerned, this is 
one of the big promises that blockchain 
technology made and can already deliver as it 
provides a reliable and fully verifiable, 
immutable record of transactions. This is 
particularly important for public 
administrations as it can improve the trust in 
the services they offer, while reducing the cost 
of verification both for them and for their 
users.  However, on-chain transparency does 
not automatically support accountability if it is 
not coupled with clear replies to the six 
foundational questions which, according to 
Mashaw39, “can frame an “accountability 
regime” and help us approach accountability 
in its institutional guise”. These are: (1) Who 
is accountable; (2) to whom; (3) for what is 
the person accountable; (4) through what 
processes is accountability ensured; (5) by 
what standards will the conduct be assessed; 
and (6) what are the potential effects if these 
standards are not met. Ideally this information 
which is key for public institutions and 
decision-makers to be trusted by citizens and 
enterprises and for avoiding fraud and tackling 
corruption, should also be registered and 
available through the blockchain-based system 
itself. Given that accountability is essentially 
at the level of the individual, we can support 
the statement that “the efficiency and 
sustainability of the accountability ensured by 
this technology will depend on its ability to 
address the challenge of decentralised storage 
and processing of information in a way that 
respects the General Data Protection 
Regulation (GDPR).”40  

 
37 A. Antonopoulos, available on https://twitter.com 
/aantonop/status/1257319103527698434. 
38 B. Bodó and A. Giannopoulou, The Logics of Tech-
nology Decentralization - The Case of Distributed 
Ledger Technologies, 2019, available on https://ssrn. 
com/abstract=3330590. 
39 J. L. Mashaw, Accountability and Institutional De-
sign: Some Thoughts on the Grammar of Governance, 
in Public Accountability, Designs, Dilemmas and Expe-
riences, Michael W. Dowdle (ed.), Cambridge Universi-
ty Press, 2006, 115-156. 
40 N. Milionis, Accountability in the EU - the financial 

The challenge for public administrations is 
to be able to rip the benefits of blockchain, 
while ensuring transparency, protection of 
privacy and accountability.  

5.4. Value proposition 
“Blockchain will only survive if it retains 

strong elements of differentiation to gain 
competitive advantage over other species in a 
given environment.”41 This statement is 
inspired from evolutionary theory and is valid 
for all users, including public administrations. 
Any new technology has to demonstrate that it 
solves a problem that remained unsolved or 
that was solved but not in a cost-efficient way. 
The case of digital identity is indicative as a 
challenge for blockchain uptake.  

The Commission proposed in June 2021 a 
framework for a European Digital Identity. 
Under the new Regulation, Member States 
will offer citizens and businesses digital 
wallets that will be able to link their national 
digital identities with proof of other personal 
attributes (e.g. driving licence, educational 
qualifications, bank account). This is expected 
to contribute to achieving some of the targets 
set out in the Commission’s 2030 Digital 
Compass, which is part of the vision towards a 
digitally empowered Europe by 2030: all key 
public services should be available online, all 
citizens will have access to electronic medical 
records; and 80% citizens should use an eID 
solution. 

The new European Digital Identity Wallets 
will enable all Europeans to access services 
online without having to use private 
identification methods or unnecessarily 
sharing personal data. With this solution they 
will have full control of the data they share. In 
practice, we could say that the EU wants to 
offer a European solution to Europeans to use 
instead of Google, Facebook or similar 
accounts.  

The European Digital Identity will be 
available to any EU citizen, resident, and 
business in the EU who would like to use it. 
The European Digital Identity wallets will be 
useable widely as a way either to identify 
users or to prove certain personal attributes, 
for accessing public and private digital 
services across the EU. Its’ users will be able 

 
dimension, (in Greek language), Legal Library, 2021, 
72. 
41 T. Schrepel, Smart Contracts and the Digital Single 
Market Through the Lens of a ‘Law + Technology’ Ap-
proach, in European Commission, 2021.  
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technological principles and ideology on what 
would be possible in an ideal blockchain-
based environment. They should move 
towards corresponding to the real world 
business needs of users and public 
administrations, taking into account their 
existing technological and institutional 
environments. This seems to be the only way 
to see more such solutions moving from 
successful demos, proofs-of-concept and 
pilots to successful services, which are put in 
production and are appreciated by their users. 

5.2. Law and technology 
Blockchain is still an “emerging 

technology”. Therefore, the legal and 
regulatory environment is not yet sufficiently 
developed and established, although legal 
instruments are being put in place at national 
and European level.  A critical risk is that 
technical solutions are decided and 
implemented without taking into account early 
enough the existing legal environment and the 
potential challenges it may represent. This 
corresponds to what can be called technical 
fundamentalism, which “consists of designing 
technology without relying on legal rules, and 
sometimes is a way of avoiding it”32 and can 
put at risk not only the implementation and the 
uptake but even the survival of the underlying 
technology.  

The appropriate solution for blockchain 
from our experience seems to be what is 
called “law and technology approach” in a 
very recent study carried out for the European 
Commission33. Although the study is focusing 
on one of the holy grails of blockchain world, 
the smart contracts, its recommendations are 
applicable, in our opinion, to the overall 
approach to blockchain implementation. The 
advice is that those working on the 
development and implementation of 
blockchain-based technological solutions and 
those working on the development and 
implementation of the legal and regulatory 
aspects should start working hand in hand 
early enough in the process. While doing this, 
both the legal and technical experts should be 
taking into account the real needs of the end 

 
32 T. Schrepel, Smart Contracts and the Digital Single 
Market Through the Lens of a ‘Law + Technology’ Ap-
proach, in European Commission, 2021, available on 
https://ssrn.com/abstract=3947174. 
33 T. Schrepel, Smart Contracts and the Digital Single 
Market Through the Lens of a ‘Law + Technology’ Ap-
proach. 

users (citizens, enterprises) and the specific 
institutional context and reality of the public 
administrations themselves, as well as the 
overall economic and social environment.  

To illustrate the importance of legal issues 
in the implementation of blockchain 
technologies, it is worth noting that among the 
20 proposals and actions included in the 
aforementioned European Commission study 
on Smart contracts, six refer to changes in 
hard law, four call for the harmonization of 
rules or interpretation of concepts and one 
suggests the use of soft law34.  

5.3. Decentralization, transparency and 
accountability 

Decentralization “is seen as the 
architectural guarantee of censorship 
resistance, and a safeguard against the 
coercive influence of any centralized, top-
down force. The external forces of control --
institutions, intermediaries, rules, laws, and 
norms-- prevent the ideal, purely 
technological modes of private ordering, 
based on the horizontal self-organization of 
equal peers. The social order that is expected 
to emerge on decentralized technologies is 
seen as inherently superior.” 35  

One of the most influential architects of the 
blockchain technology space gives the 
following definition: “Blockchains are 
politically decentralized (no one controls 
them) and architecturally decentralized (no 
infrastructural central point of failure) but they 
are logically centralized (there is one 
commonly agreed state and the system 
behaves like a single computer)”36.  A leading 
expert in Bitcoin and open blockchain 
technologies, made the following statement: 
“Is it open, borderless, censorship resistant, 
decentralized, publicly verifiable and neutral? 
If it’s not, it’s not a blockchain. It’s 

 
34 As for the rest: 5 suggest policy actions, 2 invite for 
experimentation in comfort zones and 2 refer to using 
AI and language processing for better managing smart 
contracts. 
35 B. Bodó and A. Giannopoulou, The Logics of Tech-
nology Decentralization - The Case of Distributed 
Ledger Technologies, in Blockchain and Web 3.0: So-
cial, Economic, and Technological Challenges 
Routledge, M. Ragnedda & G. Destefanis (eds.), Uni-
versity of Amsterdam, 2019, available 
on https://ssrn.com/abstract=3330590. 
36 V. Buterin, The meaning of decentralization, in Medi-
um.com, 2017, available on https://medium.com/@ 
VitalikButerin/the-meaning-of-decentralization-a0c92b7 
6a274. 
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bullshit.”37 These statements are illustrative of 
the ideological weight given to 
decentralization by blockchain enthusiasts.  

The current situation is well reflected in the 
acknowledgement that “at the moment there is 
a wide gap between the forms and extent of 
decentralization as prescribed by the ideology, 
and the practical forms in which it manifests 
in various blockchain networks.”38   

As far as transparency is concerned, this is 
one of the big promises that blockchain 
technology made and can already deliver as it 
provides a reliable and fully verifiable, 
immutable record of transactions. This is 
particularly important for public 
administrations as it can improve the trust in 
the services they offer, while reducing the cost 
of verification both for them and for their 
users.  However, on-chain transparency does 
not automatically support accountability if it is 
not coupled with clear replies to the six 
foundational questions which, according to 
Mashaw39, “can frame an “accountability 
regime” and help us approach accountability 
in its institutional guise”. These are: (1) Who 
is accountable; (2) to whom; (3) for what is 
the person accountable; (4) through what 
processes is accountability ensured; (5) by 
what standards will the conduct be assessed; 
and (6) what are the potential effects if these 
standards are not met. Ideally this information 
which is key for public institutions and 
decision-makers to be trusted by citizens and 
enterprises and for avoiding fraud and tackling 
corruption, should also be registered and 
available through the blockchain-based system 
itself. Given that accountability is essentially 
at the level of the individual, we can support 
the statement that “the efficiency and 
sustainability of the accountability ensured by 
this technology will depend on its ability to 
address the challenge of decentralised storage 
and processing of information in a way that 
respects the General Data Protection 
Regulation (GDPR).”40  

 
37 A. Antonopoulos, available on https://twitter.com 
/aantonop/status/1257319103527698434. 
38 B. Bodó and A. Giannopoulou, The Logics of Tech-
nology Decentralization - The Case of Distributed 
Ledger Technologies, 2019, available on https://ssrn. 
com/abstract=3330590. 
39 J. L. Mashaw, Accountability and Institutional De-
sign: Some Thoughts on the Grammar of Governance, 
in Public Accountability, Designs, Dilemmas and Expe-
riences, Michael W. Dowdle (ed.), Cambridge Universi-
ty Press, 2006, 115-156. 
40 N. Milionis, Accountability in the EU - the financial 

The challenge for public administrations is 
to be able to rip the benefits of blockchain, 
while ensuring transparency, protection of 
privacy and accountability.  

5.4. Value proposition 
“Blockchain will only survive if it retains 

strong elements of differentiation to gain 
competitive advantage over other species in a 
given environment.”41 This statement is 
inspired from evolutionary theory and is valid 
for all users, including public administrations. 
Any new technology has to demonstrate that it 
solves a problem that remained unsolved or 
that was solved but not in a cost-efficient way. 
The case of digital identity is indicative as a 
challenge for blockchain uptake.  

The Commission proposed in June 2021 a 
framework for a European Digital Identity. 
Under the new Regulation, Member States 
will offer citizens and businesses digital 
wallets that will be able to link their national 
digital identities with proof of other personal 
attributes (e.g. driving licence, educational 
qualifications, bank account). This is expected 
to contribute to achieving some of the targets 
set out in the Commission’s 2030 Digital 
Compass, which is part of the vision towards a 
digitally empowered Europe by 2030: all key 
public services should be available online, all 
citizens will have access to electronic medical 
records; and 80% citizens should use an eID 
solution. 

The new European Digital Identity Wallets 
will enable all Europeans to access services 
online without having to use private 
identification methods or unnecessarily 
sharing personal data. With this solution they 
will have full control of the data they share. In 
practice, we could say that the EU wants to 
offer a European solution to Europeans to use 
instead of Google, Facebook or similar 
accounts.  

The European Digital Identity will be 
available to any EU citizen, resident, and 
business in the EU who would like to use it. 
The European Digital Identity wallets will be 
useable widely as a way either to identify 
users or to prove certain personal attributes, 
for accessing public and private digital 
services across the EU. Its’ users will be able 

 
dimension, (in Greek language), Legal Library, 2021, 
72. 
41 T. Schrepel, Smart Contracts and the Digital Single 
Market Through the Lens of a ‘Law + Technology’ Ap-
proach, in European Commission, 2021.  
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technological principles and ideology on what 
would be possible in an ideal blockchain-
based environment. They should move 
towards corresponding to the real world 
business needs of users and public 
administrations, taking into account their 
existing technological and institutional 
environments. This seems to be the only way 
to see more such solutions moving from 
successful demos, proofs-of-concept and 
pilots to successful services, which are put in 
production and are appreciated by their users. 

5.2. Law and technology 
Blockchain is still an “emerging 

technology”. Therefore, the legal and 
regulatory environment is not yet sufficiently 
developed and established, although legal 
instruments are being put in place at national 
and European level.  A critical risk is that 
technical solutions are decided and 
implemented without taking into account early 
enough the existing legal environment and the 
potential challenges it may represent. This 
corresponds to what can be called technical 
fundamentalism, which “consists of designing 
technology without relying on legal rules, and 
sometimes is a way of avoiding it”32 and can 
put at risk not only the implementation and the 
uptake but even the survival of the underlying 
technology.  

The appropriate solution for blockchain 
from our experience seems to be what is 
called “law and technology approach” in a 
very recent study carried out for the European 
Commission33. Although the study is focusing 
on one of the holy grails of blockchain world, 
the smart contracts, its recommendations are 
applicable, in our opinion, to the overall 
approach to blockchain implementation. The 
advice is that those working on the 
development and implementation of 
blockchain-based technological solutions and 
those working on the development and 
implementation of the legal and regulatory 
aspects should start working hand in hand 
early enough in the process. While doing this, 
both the legal and technical experts should be 
taking into account the real needs of the end 

 
32 T. Schrepel, Smart Contracts and the Digital Single 
Market Through the Lens of a ‘Law + Technology’ Ap-
proach, in European Commission, 2021, available on 
https://ssrn.com/abstract=3947174. 
33 T. Schrepel, Smart Contracts and the Digital Single 
Market Through the Lens of a ‘Law + Technology’ Ap-
proach. 

users (citizens, enterprises) and the specific 
institutional context and reality of the public 
administrations themselves, as well as the 
overall economic and social environment.  

To illustrate the importance of legal issues 
in the implementation of blockchain 
technologies, it is worth noting that among the 
20 proposals and actions included in the 
aforementioned European Commission study 
on Smart contracts, six refer to changes in 
hard law, four call for the harmonization of 
rules or interpretation of concepts and one 
suggests the use of soft law34.  

5.3. Decentralization, transparency and 
accountability 

Decentralization “is seen as the 
architectural guarantee of censorship 
resistance, and a safeguard against the 
coercive influence of any centralized, top-
down force. The external forces of control --
institutions, intermediaries, rules, laws, and 
norms-- prevent the ideal, purely 
technological modes of private ordering, 
based on the horizontal self-organization of 
equal peers. The social order that is expected 
to emerge on decentralized technologies is 
seen as inherently superior.” 35  

One of the most influential architects of the 
blockchain technology space gives the 
following definition: “Blockchains are 
politically decentralized (no one controls 
them) and architecturally decentralized (no 
infrastructural central point of failure) but they 
are logically centralized (there is one 
commonly agreed state and the system 
behaves like a single computer)”36.  A leading 
expert in Bitcoin and open blockchain 
technologies, made the following statement: 
“Is it open, borderless, censorship resistant, 
decentralized, publicly verifiable and neutral? 
If it’s not, it’s not a blockchain. It’s 

 
34 As for the rest: 5 suggest policy actions, 2 invite for 
experimentation in comfort zones and 2 refer to using 
AI and language processing for better managing smart 
contracts. 
35 B. Bodó and A. Giannopoulou, The Logics of Tech-
nology Decentralization - The Case of Distributed 
Ledger Technologies, in Blockchain and Web 3.0: So-
cial, Economic, and Technological Challenges 
Routledge, M. Ragnedda & G. Destefanis (eds.), Uni-
versity of Amsterdam, 2019, available 
on https://ssrn.com/abstract=3330590. 
36 V. Buterin, The meaning of decentralization, in Medi-
um.com, 2017, available on https://medium.com/@ 
VitalikButerin/the-meaning-of-decentralization-a0c92b7 
6a274. 

 
  

Is Public Sector Ready for Blockchain? Is Blockchain Ready for the Public Sector?  
 

  
2021 Erdal, Volume 2, Issue 2 15 
 

Bl
oc

kc
ha

in
 a

nd
 P

ub
lic

 A
dm

in
ist

ra
tio

n 

bullshit.”37 These statements are illustrative of 
the ideological weight given to 
decentralization by blockchain enthusiasts.  

The current situation is well reflected in the 
acknowledgement that “at the moment there is 
a wide gap between the forms and extent of 
decentralization as prescribed by the ideology, 
and the practical forms in which it manifests 
in various blockchain networks.”38   

As far as transparency is concerned, this is 
one of the big promises that blockchain 
technology made and can already deliver as it 
provides a reliable and fully verifiable, 
immutable record of transactions. This is 
particularly important for public 
administrations as it can improve the trust in 
the services they offer, while reducing the cost 
of verification both for them and for their 
users.  However, on-chain transparency does 
not automatically support accountability if it is 
not coupled with clear replies to the six 
foundational questions which, according to 
Mashaw39, “can frame an “accountability 
regime” and help us approach accountability 
in its institutional guise”. These are: (1) Who 
is accountable; (2) to whom; (3) for what is 
the person accountable; (4) through what 
processes is accountability ensured; (5) by 
what standards will the conduct be assessed; 
and (6) what are the potential effects if these 
standards are not met. Ideally this information 
which is key for public institutions and 
decision-makers to be trusted by citizens and 
enterprises and for avoiding fraud and tackling 
corruption, should also be registered and 
available through the blockchain-based system 
itself. Given that accountability is essentially 
at the level of the individual, we can support 
the statement that “the efficiency and 
sustainability of the accountability ensured by 
this technology will depend on its ability to 
address the challenge of decentralised storage 
and processing of information in a way that 
respects the General Data Protection 
Regulation (GDPR).”40  

 
37 A. Antonopoulos, available on https://twitter.com 
/aantonop/status/1257319103527698434. 
38 B. Bodó and A. Giannopoulou, The Logics of Tech-
nology Decentralization - The Case of Distributed 
Ledger Technologies, 2019, available on https://ssrn. 
com/abstract=3330590. 
39 J. L. Mashaw, Accountability and Institutional De-
sign: Some Thoughts on the Grammar of Governance, 
in Public Accountability, Designs, Dilemmas and Expe-
riences, Michael W. Dowdle (ed.), Cambridge Universi-
ty Press, 2006, 115-156. 
40 N. Milionis, Accountability in the EU - the financial 

The challenge for public administrations is 
to be able to rip the benefits of blockchain, 
while ensuring transparency, protection of 
privacy and accountability.  

5.4. Value proposition 
“Blockchain will only survive if it retains 

strong elements of differentiation to gain 
competitive advantage over other species in a 
given environment.”41 This statement is 
inspired from evolutionary theory and is valid 
for all users, including public administrations. 
Any new technology has to demonstrate that it 
solves a problem that remained unsolved or 
that was solved but not in a cost-efficient way. 
The case of digital identity is indicative as a 
challenge for blockchain uptake.  

The Commission proposed in June 2021 a 
framework for a European Digital Identity. 
Under the new Regulation, Member States 
will offer citizens and businesses digital 
wallets that will be able to link their national 
digital identities with proof of other personal 
attributes (e.g. driving licence, educational 
qualifications, bank account). This is expected 
to contribute to achieving some of the targets 
set out in the Commission’s 2030 Digital 
Compass, which is part of the vision towards a 
digitally empowered Europe by 2030: all key 
public services should be available online, all 
citizens will have access to electronic medical 
records; and 80% citizens should use an eID 
solution. 

The new European Digital Identity Wallets 
will enable all Europeans to access services 
online without having to use private 
identification methods or unnecessarily 
sharing personal data. With this solution they 
will have full control of the data they share. In 
practice, we could say that the EU wants to 
offer a European solution to Europeans to use 
instead of Google, Facebook or similar 
accounts.  

The European Digital Identity will be 
available to any EU citizen, resident, and 
business in the EU who would like to use it. 
The European Digital Identity wallets will be 
useable widely as a way either to identify 
users or to prove certain personal attributes, 
for accessing public and private digital 
services across the EU. Its’ users will be able 

 
dimension, (in Greek language), Legal Library, 2021, 
72. 
41 T. Schrepel, Smart Contracts and the Digital Single 
Market Through the Lens of a ‘Law + Technology’ Ap-
proach, in European Commission, 2021.  
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to choose which aspects of their identity, data 
and certificates they share with third parties, 
and to keep track of such sharing. User control 
ensures that only information that needs to be 
shared will be shared. 

The whole conception and terminology 
used for the EU digital identity is very close 
(if not identical) to the concept of self-
sovereign identity, or SSI, which is a key 
concept for blockchain. The European SSI 
framework has also been given a central role 
in the design of EBSI and most of its existing 
use cases. However the regulation is 
technology agnostic, while the commercial 
non-European competitors of EU identities 
have been implemented successfully over the 
past years without using blockchain.  

To make it a reality as soon as possible, the 
Commission invited Member States to 
establish a common toolbox by September 
2022 and to start the necessary preparatory 
work immediately. Whether SSI will be 
included in this EU digital identity toolbox or 
not will be decisive for the future of ESSIF 
and EBSI. 

5.5. Governance  
Blockchain, as well as other emerging 

technologies “are already tacitly or explicitly 
imposing their own governance norms, when 
seen from the perspective of Lessig’s “Code is 
Law”42. However, closer investigation is 
required in order to ascertain whether these 
imposed norms of governance also need 
regulation and governance themselves. There 
is a need to strike a balance between the new 
power distributions and the tacit governance 
norms and structures imposed by technology, 
vis-à-vis the existent normative framework 
and governance structure surrounding our 
democratic principles.”43  

This statement describes quite well our 
own experience. Having a balanced approach 
is a prerequisite for designing and 
implementing a system that can reach 
production in an efficient way. In fact, the 
governance model depends on the type of the 
blockchain, which is defined based on 

 
42 L. Lessig, Code Is Law: On Liberty in Cyberspace, in 
Harvard Magazine, 2000, in https://harvardmaga 
zine.com/2000/01/code-is-law-html. 
43 A. Zwitter and J. Hazenberg, Decentralized Network 
Governance: Blockchain Technology and the Future of 
Regulation, in Frontiers in Blockchain, vol. 3, 2020, 
available on www.frontiersin.org/article/10.3389/fblo 
c.2020.00012. 

whether it is permissioned or not, i.e. who can 
write on it, and on whether it is public or 
private, i.e. who has the right to read the 
registrations, as presented in Table 2. 

  Who reads 

  Only autho-
rised Anybody 

Who 
writes 

Only autho-
rised Private Public permis-

sioned 
Anybody n.a. Public 

Table 2: Types of blockchain 
In the case of a public permissioned 

blockchain, such as the EBSI, this means that 
only known authorized entities should be able 
to write on the chain and everyone should be 
able to read/verify the information. It means 
that somebody - typically the owner of the 
data infrastructure – gives the permission to 
somebody else to do something specific on 
chain, for example to issue or register a 
specific type of official document.   

Who and why is entitled to grant a 
permission? Who and why is entitled to 
receive a permission? What is the recipient of 
the permission authorized to do and what not? 
The replies to all these questions should be 
documented and transparent to stakeholders 
and users of the system, so that they can trust 
it. Ideally the blockchain-based system itself 
should be used to trace all necessary 
documents and actions underpinning this trust.   

It is essential to answer these questions 
already at the design phase of a system. As 
mentioned in a recent article analyzing 
literature on blockchain governance in the 
public sector, questions such as “‘who will be 
authorized to make changes in the system?’, 
and ‘what are the rules/procedures to follow in 
the change of the system?’ are key governance 
considerations for blockchain-based systems. 
Vili Lehdonvirta calls these inherent 
contradictions of blockchain governance as 
‘governance paradox’ as once you address 
these problems of governance, blockchain 
loses its value over conventional technologies 
and means where a trusted central party 
enforces the rules because you are already 
trusting some organization or process to make 
the rules.”44   

The actors, roles, and responsibilities of the 
governance should be specified early enough 
to enable efficient decision making during 
development and deployment. The 

 
44 K. Werbach, The blockchain and the new architecture 
of trust, Cambridge, MA, MIT Press, 2018.  
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governance structure should guarantee that the 
operational, organisational and institutional 
aspects of the target system accommodate the 
needs of the different use contexts and 
domains, as well as the specific conditions of 
the different public administrations and 
domains. These are the main challenges when 
aiming to develop and put in production a 
blockchain-based system and they should be 
the ones to be translated into technical choices 
- and not vice-versa.   

It is also very important to ensure that the 
vision, the scope and the expected outcome of 
the blockchain initiative are clearly specified 
since the beginning and that they are 
understood and shared by all stakeholders.  

5.6. Summary of experience 
Table 3 lists the lessons learned from our 

experience and proposes an approach that we 
consider may foster the uptake of the 
blockchain by public administrations. These 
can be summarized into a single phrase: move 
to the future without turning the back on the 
present (i.e. existing information systems as 
well as legal and institutional environment) 
and focusing our attention to the added value 
created by the use of blockchain.  
Lesson Proposed approach 
Bridge with the existing 
world 

Offer seamless connectivity 
to existing systems. Enable 
free flow of digital assets in 
heterogeneous systems.   

Law and technology Technology and legal experts 
to work together early 
enough, taking into account 
the needs of users and public 
administrations and the eco-
nomic and social environ-
ment. 

Decentralisation, 
transparency and ac-
countability 

Implement solutions, if pos-
sible decentralised, that 
guarantee transparency, pro-
tection of privacy and ac-
countability.  

Value pro position Focus on the competitive ad-
vantage of blockchain for ex-
isting and emerging use cas-
es.  

Governance  Specify very early, already at 
the design phase, the roles, 
responsibilities, decision-
making processes and gov-
ernance structures. Ensure 
that the vision and expected 
results are understood and 
shared by all stakeholders. 

Table 3: Lessons learned and proposed approach 

6. Conclusion 
In our opinion, the public sector does not 

seem to be ready yet to start using and 
proposing blockchain-based services 
extensively. A limited appetite for disruption, 
the still unclear interpretation of the legal and 
regulatory environment and the need to 
demonstrate clear benefits for public 
administrations prevents senior management 
to take decisions towards solutions that could 
entail more risks. We think that, if blockchain 
would be introduced as a new building block, 
as a complement to enhance existing systems 
and processes for traceability and 
transparency, reducing the cost of the services 
provided while improving their effectiveness, 
it would have an opportunity to enter in the 
realm of the public sector, to demonstrate its 
value in day-to-day activities and to take-off.  

Maybe it is true that blockchain for the 
public sector is now in the “trough of 
disillusionment”45. However, it could move 
upwards to the “plateau of productivity” in a 
few years, if all actors, i.e. all those looking 
into law, business processes and technology, 
work hand in hand, avoiding both 
technological fundamentalism and rigid 
formalism. All this must be reflected in 
adapted governance structures, aimed at 
delivering feasible and acceptable solutions to 
real-world problems. 

 

 
45 A. Litan and A. Leow, Hype-Cycle for Blockchain.  
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to choose which aspects of their identity, data 
and certificates they share with third parties, 
and to keep track of such sharing. User control 
ensures that only information that needs to be 
shared will be shared. 

The whole conception and terminology 
used for the EU digital identity is very close 
(if not identical) to the concept of self-
sovereign identity, or SSI, which is a key 
concept for blockchain. The European SSI 
framework has also been given a central role 
in the design of EBSI and most of its existing 
use cases. However the regulation is 
technology agnostic, while the commercial 
non-European competitors of EU identities 
have been implemented successfully over the 
past years without using blockchain.  

To make it a reality as soon as possible, the 
Commission invited Member States to 
establish a common toolbox by September 
2022 and to start the necessary preparatory 
work immediately. Whether SSI will be 
included in this EU digital identity toolbox or 
not will be decisive for the future of ESSIF 
and EBSI. 

5.5. Governance  
Blockchain, as well as other emerging 

technologies “are already tacitly or explicitly 
imposing their own governance norms, when 
seen from the perspective of Lessig’s “Code is 
Law”42. However, closer investigation is 
required in order to ascertain whether these 
imposed norms of governance also need 
regulation and governance themselves. There 
is a need to strike a balance between the new 
power distributions and the tacit governance 
norms and structures imposed by technology, 
vis-à-vis the existent normative framework 
and governance structure surrounding our 
democratic principles.”43  

This statement describes quite well our 
own experience. Having a balanced approach 
is a prerequisite for designing and 
implementing a system that can reach 
production in an efficient way. In fact, the 
governance model depends on the type of the 
blockchain, which is defined based on 

 
42 L. Lessig, Code Is Law: On Liberty in Cyberspace, in 
Harvard Magazine, 2000, in https://harvardmaga 
zine.com/2000/01/code-is-law-html. 
43 A. Zwitter and J. Hazenberg, Decentralized Network 
Governance: Blockchain Technology and the Future of 
Regulation, in Frontiers in Blockchain, vol. 3, 2020, 
available on www.frontiersin.org/article/10.3389/fblo 
c.2020.00012. 

whether it is permissioned or not, i.e. who can 
write on it, and on whether it is public or 
private, i.e. who has the right to read the 
registrations, as presented in Table 2. 

  Who reads 

  Only autho-
rised Anybody 

Who 
writes 

Only autho-
rised Private Public permis-

sioned 
Anybody n.a. Public 

Table 2: Types of blockchain 
In the case of a public permissioned 

blockchain, such as the EBSI, this means that 
only known authorized entities should be able 
to write on the chain and everyone should be 
able to read/verify the information. It means 
that somebody - typically the owner of the 
data infrastructure – gives the permission to 
somebody else to do something specific on 
chain, for example to issue or register a 
specific type of official document.   

Who and why is entitled to grant a 
permission? Who and why is entitled to 
receive a permission? What is the recipient of 
the permission authorized to do and what not? 
The replies to all these questions should be 
documented and transparent to stakeholders 
and users of the system, so that they can trust 
it. Ideally the blockchain-based system itself 
should be used to trace all necessary 
documents and actions underpinning this trust.   

It is essential to answer these questions 
already at the design phase of a system. As 
mentioned in a recent article analyzing 
literature on blockchain governance in the 
public sector, questions such as “‘who will be 
authorized to make changes in the system?’, 
and ‘what are the rules/procedures to follow in 
the change of the system?’ are key governance 
considerations for blockchain-based systems. 
Vili Lehdonvirta calls these inherent 
contradictions of blockchain governance as 
‘governance paradox’ as once you address 
these problems of governance, blockchain 
loses its value over conventional technologies 
and means where a trusted central party 
enforces the rules because you are already 
trusting some organization or process to make 
the rules.”44   

The actors, roles, and responsibilities of the 
governance should be specified early enough 
to enable efficient decision making during 
development and deployment. The 

 
44 K. Werbach, The blockchain and the new architecture 
of trust, Cambridge, MA, MIT Press, 2018.  
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governance structure should guarantee that the 
operational, organisational and institutional 
aspects of the target system accommodate the 
needs of the different use contexts and 
domains, as well as the specific conditions of 
the different public administrations and 
domains. These are the main challenges when 
aiming to develop and put in production a 
blockchain-based system and they should be 
the ones to be translated into technical choices 
- and not vice-versa.   

It is also very important to ensure that the 
vision, the scope and the expected outcome of 
the blockchain initiative are clearly specified 
since the beginning and that they are 
understood and shared by all stakeholders.  

5.6. Summary of experience 
Table 3 lists the lessons learned from our 

experience and proposes an approach that we 
consider may foster the uptake of the 
blockchain by public administrations. These 
can be summarized into a single phrase: move 
to the future without turning the back on the 
present (i.e. existing information systems as 
well as legal and institutional environment) 
and focusing our attention to the added value 
created by the use of blockchain.  
Lesson Proposed approach 
Bridge with the existing 
world 

Offer seamless connectivity 
to existing systems. Enable 
free flow of digital assets in 
heterogeneous systems.   

Law and technology Technology and legal experts 
to work together early 
enough, taking into account 
the needs of users and public 
administrations and the eco-
nomic and social environ-
ment. 

Decentralisation, 
transparency and ac-
countability 

Implement solutions, if pos-
sible decentralised, that 
guarantee transparency, pro-
tection of privacy and ac-
countability.  

Value pro position Focus on the competitive ad-
vantage of blockchain for ex-
isting and emerging use cas-
es.  

Governance  Specify very early, already at 
the design phase, the roles, 
responsibilities, decision-
making processes and gov-
ernance structures. Ensure 
that the vision and expected 
results are understood and 
shared by all stakeholders. 

Table 3: Lessons learned and proposed approach 

6. Conclusion 
In our opinion, the public sector does not 

seem to be ready yet to start using and 
proposing blockchain-based services 
extensively. A limited appetite for disruption, 
the still unclear interpretation of the legal and 
regulatory environment and the need to 
demonstrate clear benefits for public 
administrations prevents senior management 
to take decisions towards solutions that could 
entail more risks. We think that, if blockchain 
would be introduced as a new building block, 
as a complement to enhance existing systems 
and processes for traceability and 
transparency, reducing the cost of the services 
provided while improving their effectiveness, 
it would have an opportunity to enter in the 
realm of the public sector, to demonstrate its 
value in day-to-day activities and to take-off.  

Maybe it is true that blockchain for the 
public sector is now in the “trough of 
disillusionment”45. However, it could move 
upwards to the “plateau of productivity” in a 
few years, if all actors, i.e. all those looking 
into law, business processes and technology, 
work hand in hand, avoiding both 
technological fundamentalism and rigid 
formalism. All this must be reflected in 
adapted governance structures, aimed at 
delivering feasible and acceptable solutions to 
real-world problems. 

 

 
45 A. Litan and A. Leow, Hype-Cycle for Blockchain.  
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to choose which aspects of their identity, data 
and certificates they share with third parties, 
and to keep track of such sharing. User control 
ensures that only information that needs to be 
shared will be shared. 

The whole conception and terminology 
used for the EU digital identity is very close 
(if not identical) to the concept of self-
sovereign identity, or SSI, which is a key 
concept for blockchain. The European SSI 
framework has also been given a central role 
in the design of EBSI and most of its existing 
use cases. However the regulation is 
technology agnostic, while the commercial 
non-European competitors of EU identities 
have been implemented successfully over the 
past years without using blockchain.  

To make it a reality as soon as possible, the 
Commission invited Member States to 
establish a common toolbox by September 
2022 and to start the necessary preparatory 
work immediately. Whether SSI will be 
included in this EU digital identity toolbox or 
not will be decisive for the future of ESSIF 
and EBSI. 

5.5. Governance  
Blockchain, as well as other emerging 

technologies “are already tacitly or explicitly 
imposing their own governance norms, when 
seen from the perspective of Lessig’s “Code is 
Law”42. However, closer investigation is 
required in order to ascertain whether these 
imposed norms of governance also need 
regulation and governance themselves. There 
is a need to strike a balance between the new 
power distributions and the tacit governance 
norms and structures imposed by technology, 
vis-à-vis the existent normative framework 
and governance structure surrounding our 
democratic principles.”43  

This statement describes quite well our 
own experience. Having a balanced approach 
is a prerequisite for designing and 
implementing a system that can reach 
production in an efficient way. In fact, the 
governance model depends on the type of the 
blockchain, which is defined based on 

 
42 L. Lessig, Code Is Law: On Liberty in Cyberspace, in 
Harvard Magazine, 2000, in https://harvardmaga 
zine.com/2000/01/code-is-law-html. 
43 A. Zwitter and J. Hazenberg, Decentralized Network 
Governance: Blockchain Technology and the Future of 
Regulation, in Frontiers in Blockchain, vol. 3, 2020, 
available on www.frontiersin.org/article/10.3389/fblo 
c.2020.00012. 

whether it is permissioned or not, i.e. who can 
write on it, and on whether it is public or 
private, i.e. who has the right to read the 
registrations, as presented in Table 2. 

  Who reads 

  Only autho-
rised Anybody 

Who 
writes 

Only autho-
rised Private Public permis-

sioned 
Anybody n.a. Public 

Table 2: Types of blockchain 
In the case of a public permissioned 
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The replies to all these questions should be 
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should be used to trace all necessary 
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It is essential to answer these questions 
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mentioned in a recent article analyzing 
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authorized to make changes in the system?’, 
and ‘what are the rules/procedures to follow in 
the change of the system?’ are key governance 
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Vili Lehdonvirta calls these inherent 
contradictions of blockchain governance as 
‘governance paradox’ as once you address 
these problems of governance, blockchain 
loses its value over conventional technologies 
and means where a trusted central party 
enforces the rules because you are already 
trusting some organization or process to make 
the rules.”44   

The actors, roles, and responsibilities of the 
governance should be specified early enough 
to enable efficient decision making during 
development and deployment. The 

 
44 K. Werbach, The blockchain and the new architecture 
of trust, Cambridge, MA, MIT Press, 2018.  
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governance structure should guarantee that the 
operational, organisational and institutional 
aspects of the target system accommodate the 
needs of the different use contexts and 
domains, as well as the specific conditions of 
the different public administrations and 
domains. These are the main challenges when 
aiming to develop and put in production a 
blockchain-based system and they should be 
the ones to be translated into technical choices 
- and not vice-versa.   

It is also very important to ensure that the 
vision, the scope and the expected outcome of 
the blockchain initiative are clearly specified 
since the beginning and that they are 
understood and shared by all stakeholders.  

5.6. Summary of experience 
Table 3 lists the lessons learned from our 

experience and proposes an approach that we 
consider may foster the uptake of the 
blockchain by public administrations. These 
can be summarized into a single phrase: move 
to the future without turning the back on the 
present (i.e. existing information systems as 
well as legal and institutional environment) 
and focusing our attention to the added value 
created by the use of blockchain.  
Lesson Proposed approach 
Bridge with the existing 
world 

Offer seamless connectivity 
to existing systems. Enable 
free flow of digital assets in 
heterogeneous systems.   

Law and technology Technology and legal experts 
to work together early 
enough, taking into account 
the needs of users and public 
administrations and the eco-
nomic and social environ-
ment. 

Decentralisation, 
transparency and ac-
countability 

Implement solutions, if pos-
sible decentralised, that 
guarantee transparency, pro-
tection of privacy and ac-
countability.  

Value pro position Focus on the competitive ad-
vantage of blockchain for ex-
isting and emerging use cas-
es.  

Governance  Specify very early, already at 
the design phase, the roles, 
responsibilities, decision-
making processes and gov-
ernance structures. Ensure 
that the vision and expected 
results are understood and 
shared by all stakeholders. 

Table 3: Lessons learned and proposed approach 

6. Conclusion 
In our opinion, the public sector does not 

seem to be ready yet to start using and 
proposing blockchain-based services 
extensively. A limited appetite for disruption, 
the still unclear interpretation of the legal and 
regulatory environment and the need to 
demonstrate clear benefits for public 
administrations prevents senior management 
to take decisions towards solutions that could 
entail more risks. We think that, if blockchain 
would be introduced as a new building block, 
as a complement to enhance existing systems 
and processes for traceability and 
transparency, reducing the cost of the services 
provided while improving their effectiveness, 
it would have an opportunity to enter in the 
realm of the public sector, to demonstrate its 
value in day-to-day activities and to take-off.  

Maybe it is true that blockchain for the 
public sector is now in the “trough of 
disillusionment”45. However, it could move 
upwards to the “plateau of productivity” in a 
few years, if all actors, i.e. all those looking 
into law, business processes and technology, 
work hand in hand, avoiding both 
technological fundamentalism and rigid 
formalism. All this must be reflected in 
adapted governance structures, aimed at 
delivering feasible and acceptable solutions to 
real-world problems. 

 

 
45 A. Litan and A. Leow, Hype-Cycle for Blockchain.  
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ABSTRACT The essay discusses the use of blockchain technology in the public sphere in order to redesign 
information systems, promote user trust and personal data protection, and help to bring about new benefits for 
citizens, public services and businesses. From this viewpoint, three issues are examined: the need to set up a 
specific regulatory model, the multiple ways in which blockchain technology is implemented in different areas of 
administration services, and finally the duty to guarantee the right to obtain human intervention and to challenge 
the truthfulness of the data used by public administrations. These aspects are crucial to include blockchain 
within the European Right to Good Administration.  

1. The blockchain dilemmas in 
administrative tasks  
As in all new technologies, blockchain can 

have enormous potential when applied to the 
public sector, presenting itself as a possible 
remedy for chronic administrative delays and 
inefficiencies. This tool allows, in fact, to 
rethink information systems, promote user 
trust and create new performance 
opportunities1.  

At the same time, given these 
characteristics, the public authorities should 
be particularly attracted to the implementation 
of such a system of interoperability and data 
storage, since they are often stuck with 
outdated information technologies and seek a 
perennial desire for simplification, 

 
* Article submitted to double-blind peer review. 
1 Technically, the blockchain computing technology 
falls among those called DLT, for whose characteristics 
we refer to the Technical Committees ISO TC 307, in 
this regard, see https://www.iso.org/committee/62666 
04.html. The blockchain, in particular, is a distributed 
ledger of transactions managed on each node of the 
network without the need for central control and inter-
mediary authorities. Without hierarchies of some type, 
the network manages to find the consensus on which is 
the list of transactions happened in the course of the 
time for a set of conditions and equilibriums. The archi-
tecture is designed to the point that consensus can be 
found even assuming that some of the network members 
- but not the majority - want to try to break the rules. 
This is a secure register. The blockchain is distributed 
on every node in the network. A block in position “n” is 
linked to the block in position “n-1” by its hash, and 
thus is a list on which it is impossible to make changes 
of any kind in the past blocks without creating incon-
sistencies. On the theme, B. Arruñada, Blockchain’s 
Struggle to Deliver Impersonal Exchange, in Minnesota 
Journal of Law, Science & Technology, n. 19, 2018, 55; 
for an overview F. Sarzana di S. Ippolito and M. Nico-
tra, Diritto della blockchain, intelligenza artificiale e 
IoI, Milano, Ipsoa, 2018; M. Giaccaglia, Considerazioni 
su Blockchain e smart contracts (oltre le criptovalute), 
in Contratto e Impresa, 2019, 941. 

streamlining and ease in managing relations 
with citizens.  

Think of the thorny issue of administrative 
coordination that has always grappled 
administrations paralyzed by gigantism. 
Through the day-to-day events, the difficulty 
of dialogue between the different levels of 
government, sharing information, exchanging 
data and identifying a common position 
between several public bodies is easily 
verifiable. The severe lack of coordination has 
become an endemic problem of administrative 
action. On this front, blockchain could helpful 
by improving interoperability, making the 
systems communicate with each other, despite 
being managed by different entities, to 
promote the usage of data. Based on a 
distributed ledger structure (i.e. a peer-to-peer 
inter-connected computing architecture), the 
blockchain is a decentralized system that 
reports internally to independently validate the 
veracity of circulating information and 
uniqueness with respect to system users2.  

With respect to this technology, the 
administration can assume an ambivalent 
character. That is, it can be both an active 
subject of the same and a passive subject. It 
can both make available to the community 
data to be shared, thus operating as an engine 
that, thanks to its many databases, activates 
and enhances the information chain, 
promoting collaboration between public and 

 
2 Article 8 ter of law 11 February 2019, n. 12 contains 
the regulatory definition of “distributed registry-based 
technologies (DLTs)” i.e., “information technologies 
and protocols that use a shared, distributed, replicable, 
concurrently accessible, architecturally decentralized 
registry on a cryptographic basis, such that both 
plaintext and further cryptographically protected data 
can be recorded, validated, updated, and stored verifia-
bly by each participant, not altered, and not modified”.  
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2 Article 8 ter of law 11 February 2019, n. 12 contains 
the regulatory definition of “distributed registry-based 
technologies (DLTs)” i.e., “information technologies 
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private, operating as a user in turn of 
blockchain networks so as to provide more 
quickly and efficiently services to citizenship3.  

In this context, the blockchain can act as a 
paradigm of reference to guarantee the 
standardization, immutability and authenticity 
of data and documents, also ensuring their 
security, with the consequent effect of 
reducing disputes on transactions and 
perfecting the automation of processes, 
followed by a marked improvement in the 
overall productivity of the public system. 
There are clear advantages in terms of data 
security, speeding up processes and cost-
effectiveness that derive from the application 
of this digital communication model in the 
public sector. 

As stated, “the main and potential feature 
offered by this technology is to reduce, in 
some cases even drastically, the cost of trust 
required to complete a transaction, understood 
as an information or value exchange, while 
providing certainty of its execution. In those 
contexts where the cost of trust is a significant 
component of the transactional cost, these 
technologies can reduce inefficiencies and 
simplify the levels of intermediation. 
Reducing the cost of trust, moreover, can 
make the execution of micro exchanges of 
value between two actors economically viable, 
creating the basis for the development of new 
business models”4.  

 
3 As reported in Ministry of Economic Development, 
Proposte per la Strategia italiana in materia di tecnolo-
gie basate su registri condivisi e Blockchain. Sintesi per 
la consultazione pubblica, “the expansion of the possi-
ble areas of application of these technologies has coin-
cided with a substantial increase in experimentation, 
projects and initiatives that have involved both the pri-
vate and public sectors. According to the Blockchain 
and Distributed Ledger Observatory of the Politecnico 
di Milano as of 2016, more than 1000 projects have 
been implemented. In 2019 alone, the number of new 
projects grew by 56% compared to the previous year. 
This expansion is motivated by a growing awareness of 
the possible applications based on this technology in ar-
eas other than those that marked its first diffusion”. Es-
pecially the public authorities it is added that “Italy 
promotes and regulates the use of Blockchain/DLT 
technologies in the public administration, which in turn, 
when necessary, facilitates and accompanies their appli-
cation by private individuals, in compliance with the 
law, while safeguarding their autonomy”. See, F. Faini, 
Il diritto nella tecnica: tecnologie emergenti e nuove 
forme di regolazione, in Federalismi, n. 16, 2020. 
4 Mise, Proposte per la Strategia italiana. As E. Pezzoli 
points out, Internet of things, tecnologia blockchain e 
diritti IP, in Diritto Industriale, 2020, 113 “Since blocks 
are connected in succession by their hash values, any 
(malicious) modification of a block would require the 
modification of the block itself, with the determination 

In these brief considerations, the reference 
goes to what is called “closed blockchain” or 
permissioned, subjected to a variety of 
conventionally established rules. The 
reference is specific to rules regarding the 
definition of the subjects involved, how data is 
introduced, or how to resolve any disputes. 

In contrast, the pure (or open) version of 
blockchain is not particularly useful for public 
uses. In the latter, “there are no barriers to 
access and the ultimate beneficiaries of legal 
positions directly hold the cryptographic keys 
that allow them to dispose of those legal 
positions”5. Consequently, anonymity is 
guaranteed, the control of the cryptographic 
key corresponds to the availability of the legal 
position, there is an indefinite number of 
nodes scattered throughout the world and it is 
unthinkable that a judge could order their 
annulment. In short, this is a technology that 
lends itself to escape state control, to evade 
the law, more than to promote the effective 
implementation of law. 

Even with respect to permissioned 
blockchain, however, there is no shortage of 
critical issues. This information technology 
requires a complex architecture, defined as 

 
of a new nonce. In turn, this would require the computa-
tion of a new hash in the immediately following block 
and then the determination of its new nonce, and so on 
until the end of the blockchain. However, because each 
node gives precedence to the longest version of the 
blockchain and because of the effort required to deter-
mine nonces, malicious modification would require pro-
cessing power comparable to that expended by the en-
tire network to expand the blockchain from the original 
version of this block to its end (so statistically this re-
quires having more than half of the network’s pro-
cessing power). Blockchains allow information to be 
stored in an immutable and verifiable manner. This is 
achieved with high security and reliability (as there is 
no single point of vulnerability). For this reason, block-
chains lend themselves to a variety of applications, for 
example, in finance, medical, smart contracts, certifica-
tion (public administration, artistic works, anti-
counterfeiting) and so on”. 
5 U. Bechini, Da Berlino a Dublino e Pechino: sulle 
tracce della Blockchain, in Rivista del Notariato, 2018, 
1181, who specifies “a pure Blockchain is therefore not 
an empyrean in which immutable and infallible rules 
protect the rights of all. Rather, it is an arena whose 
rules are not produced by state or supranational bodies, 
certainly imperfect but subject in various forms to pub-
lic scrutiny but are dictated by an elite of neo-notables 
of uncertain pedigree, some of whom might (conditional 
of pure courtesy) take orders from Beijing”. On this ar-
gument, J. Kaufman Winn, The Hedgehog and the Fox: 
Distinguishing Public and Private Sector Ap-proaches 
to Managing Risk for Internet Transac-tions, in Admin-
istrative Law Review, vol. 51, n. 3, 1999, 955; as well as 
M. Marchesi, Blockchain pubbliche e permissioned: una 
questione di fiducia, in Federalismi, n. 2, 2021. 
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“energy-intensive” as it is the source of a 
particularly high consumption of energy and 
for this reason expensive and with a high 
environmental impact6. The legislative and 
regulatory framework that should allow for its 
use is lacking, as is insufficient funding to 
promote its use. It also poses problems of 
personal data protection because of the no 
modifiability of the data entered, or the 
difficulty of deleting them and ensuring 
proper respect of the right to be forgotten7. 
The more data you enter, the slower their 
management process becomes. It may also be 
susceptible to cyber-attacks by those who intend 
to fraudulently seize the data and requires high 
technical skills that are currently rare in public 
administrations8.  

 
6 Mise, Proposte per la Strategia italiana, where it is 
specified that “Italy is aware of the contraindications 
and risks of these technologies with regard to environ-
mental policies and promotes studies for a sustainable 
use through the adoption of measures and initiatives”. 
On these issues L. Casini, Lo Stato nell’era di Google, 
in Rivista trimestrale di diritto pubblico, 2019, 1111. 
7 On this point A.M. Gambino and C. Bomprezzi, 
Blockchain e protezione dei dati personali, in Diritto 
dell’Informazione e dell’Informatica, 2019, 619. The 
argument also recalls what is called the right “to be for-
gotten”. As stated by Bankruptcy Division of the Court 
of Florence, 21 January 2019, n. 18, in blockchain tech-
nology “once recorded with a particular time-stamping 
system, the data in a given block cannot be modified 
retroactively without the modification of all subsequent 
blocks, which requires the collusion of the majority of 
the network”. According to Art. 17 GDPR Regulation, 
the right to be forgotten consists of the enhanced legal 
claim to the deletion of one’s personal data (even after 
withdrawal of consent to processing). Data controllers 
who have made the data subject’s personal data public 
are obliged to inform other data controllers who process 
the erased personal data of the erasure request, includ-
ing “any link, copy or reproduction”. ECJ, 24 Septem-
ber 2019, Case C-507/17, Google LLC, stated that “the 
operator of a search engine is not required to carry out 
de-indexing in all versions of its search engine. It is, 
however, required to carry it out in the versions of that 
search engine corresponding to all Member States and 
to implement measures to discourage internet users 
from having access, from one of the Member States, to 
the links in question contained in the non-EU versions 
of that engine”. On the subject also, Data Protection Su-
pervisor, Guideline 5/2019 on the criteria for the exer-
cise of the right to be forgotten in the case of search en-
gines, defined according to the provisions of Regulation 
(EU) 2016/679, 7 July 2020. 
8 Mise, Proposte per la strategia italiana, where it is speci-
fied that “Blockchain/DLT technologies present risks of 
cyber-attacks to be countered also in the light of the new 
law regarding the perimeter of national cyber security and 
the discipline of special powers in sectors of strategic im-
portance”. On the role of the European Union in the data 
economy being data the indispensable raw material for the 
development and operation of all advanced services and 
technologies, L. Grozdanovski, In search of effectiveness 
and fairness in proving algorithmic discrimination in EU 

From this point of view, the question 
regarding the usability of blockchain by public 
subjects is a source of dilemmas, because 
depending on how the phenomenon is framed, 
one may be inclined to give greater weight to 
the protective aspect, discouraging its use in 
favor of other solutions, or, on the contrary, to 
privilege the innovative aspect and the 
potential that it is able to release, encouraging 
its use. This consequently opens up a series of 
doubts, as it is a technology capable of 
arousing both mistrust and expectations. 

That said, the intention of this contribution 
is to try to make some considerations to shed 
light on three general issues. The first 
intercepts the broad theme of regulation and 
concerns “which blockchain” to employ in the 
uses by public structures. The second is 
dedicated to the doubts upon the application 
of this technology and the contradictory 
indications that the administrations themselves 
receive and have received in this regard. The 
third, in conclusion, aims to investigate what 
is the relationship between man and machine 
in the particular context of the blockchain and 
whether it is compatible in this hypothesis 
some form of replacement that implies “doing 
without” human intermediation with respect to 
what is provided by the European and national 
discipline. 

2. Blockchain as a new method of 
communication and information storage 
on the network  
To promote a higher level of adoption of 

this technology and indicate where to allocate 
financial resources for project development, it 
is first necessary to clarify which blockchain 
technology to favor in the public arena and for 
what purposes. In essence, it is appropriate to 
indicate the sectors within which this 
technology can be used and, above all, 
whether it is useful for the management of 
information sharing, beyond the frequent 
pairing that is made between this tool and the 
bitcoin and cryptocurrency phenomenon9.  

 
law, in Common Market Law Review, 2021, 99.  
9 In this case, bitcoins are managed through a digital 
wallet (e-wallet), installed on a personal computer or 
mobile device from which it is possible to make pay-
ment for the goods or services purchased. This is direct-
ly linked to the blockchain, i.e. a centralized accounting 
ledger, which keeps track of all monetary movements 
processed and credited to each electronic purse. On the 
topic, F. Annunziata, La disciplina delle trading venues 
nell’era delle rivoluzioni tecnologiche: dalle criptovalu-
te alla distributed ledger technology, in Orizzonti del 
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private, operating as a user in turn of 
blockchain networks so as to provide more 
quickly and efficiently services to citizenship3.  

In this context, the blockchain can act as a 
paradigm of reference to guarantee the 
standardization, immutability and authenticity 
of data and documents, also ensuring their 
security, with the consequent effect of 
reducing disputes on transactions and 
perfecting the automation of processes, 
followed by a marked improvement in the 
overall productivity of the public system. 
There are clear advantages in terms of data 
security, speeding up processes and cost-
effectiveness that derive from the application 
of this digital communication model in the 
public sector. 

As stated, “the main and potential feature 
offered by this technology is to reduce, in 
some cases even drastically, the cost of trust 
required to complete a transaction, understood 
as an information or value exchange, while 
providing certainty of its execution. In those 
contexts where the cost of trust is a significant 
component of the transactional cost, these 
technologies can reduce inefficiencies and 
simplify the levels of intermediation. 
Reducing the cost of trust, moreover, can 
make the execution of micro exchanges of 
value between two actors economically viable, 
creating the basis for the development of new 
business models”4.  

 
3 As reported in Ministry of Economic Development, 
Proposte per la Strategia italiana in materia di tecnolo-
gie basate su registri condivisi e Blockchain. Sintesi per 
la consultazione pubblica, “the expansion of the possi-
ble areas of application of these technologies has coin-
cided with a substantial increase in experimentation, 
projects and initiatives that have involved both the pri-
vate and public sectors. According to the Blockchain 
and Distributed Ledger Observatory of the Politecnico 
di Milano as of 2016, more than 1000 projects have 
been implemented. In 2019 alone, the number of new 
projects grew by 56% compared to the previous year. 
This expansion is motivated by a growing awareness of 
the possible applications based on this technology in ar-
eas other than those that marked its first diffusion”. Es-
pecially the public authorities it is added that “Italy 
promotes and regulates the use of Blockchain/DLT 
technologies in the public administration, which in turn, 
when necessary, facilitates and accompanies their appli-
cation by private individuals, in compliance with the 
law, while safeguarding their autonomy”. See, F. Faini, 
Il diritto nella tecnica: tecnologie emergenti e nuove 
forme di regolazione, in Federalismi, n. 16, 2020. 
4 Mise, Proposte per la Strategia italiana. As E. Pezzoli 
points out, Internet of things, tecnologia blockchain e 
diritti IP, in Diritto Industriale, 2020, 113 “Since blocks 
are connected in succession by their hash values, any 
(malicious) modification of a block would require the 
modification of the block itself, with the determination 

In these brief considerations, the reference 
goes to what is called “closed blockchain” or 
permissioned, subjected to a variety of 
conventionally established rules. The 
reference is specific to rules regarding the 
definition of the subjects involved, how data is 
introduced, or how to resolve any disputes. 

In contrast, the pure (or open) version of 
blockchain is not particularly useful for public 
uses. In the latter, “there are no barriers to 
access and the ultimate beneficiaries of legal 
positions directly hold the cryptographic keys 
that allow them to dispose of those legal 
positions”5. Consequently, anonymity is 
guaranteed, the control of the cryptographic 
key corresponds to the availability of the legal 
position, there is an indefinite number of 
nodes scattered throughout the world and it is 
unthinkable that a judge could order their 
annulment. In short, this is a technology that 
lends itself to escape state control, to evade 
the law, more than to promote the effective 
implementation of law. 

Even with respect to permissioned 
blockchain, however, there is no shortage of 
critical issues. This information technology 
requires a complex architecture, defined as 

 
of a new nonce. In turn, this would require the computa-
tion of a new hash in the immediately following block 
and then the determination of its new nonce, and so on 
until the end of the blockchain. However, because each 
node gives precedence to the longest version of the 
blockchain and because of the effort required to deter-
mine nonces, malicious modification would require pro-
cessing power comparable to that expended by the en-
tire network to expand the blockchain from the original 
version of this block to its end (so statistically this re-
quires having more than half of the network’s pro-
cessing power). Blockchains allow information to be 
stored in an immutable and verifiable manner. This is 
achieved with high security and reliability (as there is 
no single point of vulnerability). For this reason, block-
chains lend themselves to a variety of applications, for 
example, in finance, medical, smart contracts, certifica-
tion (public administration, artistic works, anti-
counterfeiting) and so on”. 
5 U. Bechini, Da Berlino a Dublino e Pechino: sulle 
tracce della Blockchain, in Rivista del Notariato, 2018, 
1181, who specifies “a pure Blockchain is therefore not 
an empyrean in which immutable and infallible rules 
protect the rights of all. Rather, it is an arena whose 
rules are not produced by state or supranational bodies, 
certainly imperfect but subject in various forms to pub-
lic scrutiny but are dictated by an elite of neo-notables 
of uncertain pedigree, some of whom might (conditional 
of pure courtesy) take orders from Beijing”. On this ar-
gument, J. Kaufman Winn, The Hedgehog and the Fox: 
Distinguishing Public and Private Sector Ap-proaches 
to Managing Risk for Internet Transac-tions, in Admin-
istrative Law Review, vol. 51, n. 3, 1999, 955; as well as 
M. Marchesi, Blockchain pubbliche e permissioned: una 
questione di fiducia, in Federalismi, n. 2, 2021. 
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“energy-intensive” as it is the source of a 
particularly high consumption of energy and 
for this reason expensive and with a high 
environmental impact6. The legislative and 
regulatory framework that should allow for its 
use is lacking, as is insufficient funding to 
promote its use. It also poses problems of 
personal data protection because of the no 
modifiability of the data entered, or the 
difficulty of deleting them and ensuring 
proper respect of the right to be forgotten7. 
The more data you enter, the slower their 
management process becomes. It may also be 
susceptible to cyber-attacks by those who intend 
to fraudulently seize the data and requires high 
technical skills that are currently rare in public 
administrations8.  

 
6 Mise, Proposte per la Strategia italiana, where it is 
specified that “Italy is aware of the contraindications 
and risks of these technologies with regard to environ-
mental policies and promotes studies for a sustainable 
use through the adoption of measures and initiatives”. 
On these issues L. Casini, Lo Stato nell’era di Google, 
in Rivista trimestrale di diritto pubblico, 2019, 1111. 
7 On this point A.M. Gambino and C. Bomprezzi, 
Blockchain e protezione dei dati personali, in Diritto 
dell’Informazione e dell’Informatica, 2019, 619. The 
argument also recalls what is called the right “to be for-
gotten”. As stated by Bankruptcy Division of the Court 
of Florence, 21 January 2019, n. 18, in blockchain tech-
nology “once recorded with a particular time-stamping 
system, the data in a given block cannot be modified 
retroactively without the modification of all subsequent 
blocks, which requires the collusion of the majority of 
the network”. According to Art. 17 GDPR Regulation, 
the right to be forgotten consists of the enhanced legal 
claim to the deletion of one’s personal data (even after 
withdrawal of consent to processing). Data controllers 
who have made the data subject’s personal data public 
are obliged to inform other data controllers who process 
the erased personal data of the erasure request, includ-
ing “any link, copy or reproduction”. ECJ, 24 Septem-
ber 2019, Case C-507/17, Google LLC, stated that “the 
operator of a search engine is not required to carry out 
de-indexing in all versions of its search engine. It is, 
however, required to carry it out in the versions of that 
search engine corresponding to all Member States and 
to implement measures to discourage internet users 
from having access, from one of the Member States, to 
the links in question contained in the non-EU versions 
of that engine”. On the subject also, Data Protection Su-
pervisor, Guideline 5/2019 on the criteria for the exer-
cise of the right to be forgotten in the case of search en-
gines, defined according to the provisions of Regulation 
(EU) 2016/679, 7 July 2020. 
8 Mise, Proposte per la strategia italiana, where it is speci-
fied that “Blockchain/DLT technologies present risks of 
cyber-attacks to be countered also in the light of the new 
law regarding the perimeter of national cyber security and 
the discipline of special powers in sectors of strategic im-
portance”. On the role of the European Union in the data 
economy being data the indispensable raw material for the 
development and operation of all advanced services and 
technologies, L. Grozdanovski, In search of effectiveness 
and fairness in proving algorithmic discrimination in EU 

From this point of view, the question 
regarding the usability of blockchain by public 
subjects is a source of dilemmas, because 
depending on how the phenomenon is framed, 
one may be inclined to give greater weight to 
the protective aspect, discouraging its use in 
favor of other solutions, or, on the contrary, to 
privilege the innovative aspect and the 
potential that it is able to release, encouraging 
its use. This consequently opens up a series of 
doubts, as it is a technology capable of 
arousing both mistrust and expectations. 

That said, the intention of this contribution 
is to try to make some considerations to shed 
light on three general issues. The first 
intercepts the broad theme of regulation and 
concerns “which blockchain” to employ in the 
uses by public structures. The second is 
dedicated to the doubts upon the application 
of this technology and the contradictory 
indications that the administrations themselves 
receive and have received in this regard. The 
third, in conclusion, aims to investigate what 
is the relationship between man and machine 
in the particular context of the blockchain and 
whether it is compatible in this hypothesis 
some form of replacement that implies “doing 
without” human intermediation with respect to 
what is provided by the European and national 
discipline. 

2. Blockchain as a new method of 
communication and information storage 
on the network  
To promote a higher level of adoption of 

this technology and indicate where to allocate 
financial resources for project development, it 
is first necessary to clarify which blockchain 
technology to favor in the public arena and for 
what purposes. In essence, it is appropriate to 
indicate the sectors within which this 
technology can be used and, above all, 
whether it is useful for the management of 
information sharing, beyond the frequent 
pairing that is made between this tool and the 
bitcoin and cryptocurrency phenomenon9.  

 
law, in Common Market Law Review, 2021, 99.  
9 In this case, bitcoins are managed through a digital 
wallet (e-wallet), installed on a personal computer or 
mobile device from which it is possible to make pay-
ment for the goods or services purchased. This is direct-
ly linked to the blockchain, i.e. a centralized accounting 
ledger, which keeps track of all monetary movements 
processed and credited to each electronic purse. On the 
topic, F. Annunziata, La disciplina delle trading venues 
nell’era delle rivoluzioni tecnologiche: dalle criptovalu-
te alla distributed ledger technology, in Orizzonti del 
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private, operating as a user in turn of 
blockchain networks so as to provide more 
quickly and efficiently services to citizenship3.  

In this context, the blockchain can act as a 
paradigm of reference to guarantee the 
standardization, immutability and authenticity 
of data and documents, also ensuring their 
security, with the consequent effect of 
reducing disputes on transactions and 
perfecting the automation of processes, 
followed by a marked improvement in the 
overall productivity of the public system. 
There are clear advantages in terms of data 
security, speeding up processes and cost-
effectiveness that derive from the application 
of this digital communication model in the 
public sector. 

As stated, “the main and potential feature 
offered by this technology is to reduce, in 
some cases even drastically, the cost of trust 
required to complete a transaction, understood 
as an information or value exchange, while 
providing certainty of its execution. In those 
contexts where the cost of trust is a significant 
component of the transactional cost, these 
technologies can reduce inefficiencies and 
simplify the levels of intermediation. 
Reducing the cost of trust, moreover, can 
make the execution of micro exchanges of 
value between two actors economically viable, 
creating the basis for the development of new 
business models”4.  

 
3 As reported in Ministry of Economic Development, 
Proposte per la Strategia italiana in materia di tecnolo-
gie basate su registri condivisi e Blockchain. Sintesi per 
la consultazione pubblica, “the expansion of the possi-
ble areas of application of these technologies has coin-
cided with a substantial increase in experimentation, 
projects and initiatives that have involved both the pri-
vate and public sectors. According to the Blockchain 
and Distributed Ledger Observatory of the Politecnico 
di Milano as of 2016, more than 1000 projects have 
been implemented. In 2019 alone, the number of new 
projects grew by 56% compared to the previous year. 
This expansion is motivated by a growing awareness of 
the possible applications based on this technology in ar-
eas other than those that marked its first diffusion”. Es-
pecially the public authorities it is added that “Italy 
promotes and regulates the use of Blockchain/DLT 
technologies in the public administration, which in turn, 
when necessary, facilitates and accompanies their appli-
cation by private individuals, in compliance with the 
law, while safeguarding their autonomy”. See, F. Faini, 
Il diritto nella tecnica: tecnologie emergenti e nuove 
forme di regolazione, in Federalismi, n. 16, 2020. 
4 Mise, Proposte per la Strategia italiana. As E. Pezzoli 
points out, Internet of things, tecnologia blockchain e 
diritti IP, in Diritto Industriale, 2020, 113 “Since blocks 
are connected in succession by their hash values, any 
(malicious) modification of a block would require the 
modification of the block itself, with the determination 

In these brief considerations, the reference 
goes to what is called “closed blockchain” or 
permissioned, subjected to a variety of 
conventionally established rules. The 
reference is specific to rules regarding the 
definition of the subjects involved, how data is 
introduced, or how to resolve any disputes. 

In contrast, the pure (or open) version of 
blockchain is not particularly useful for public 
uses. In the latter, “there are no barriers to 
access and the ultimate beneficiaries of legal 
positions directly hold the cryptographic keys 
that allow them to dispose of those legal 
positions”5. Consequently, anonymity is 
guaranteed, the control of the cryptographic 
key corresponds to the availability of the legal 
position, there is an indefinite number of 
nodes scattered throughout the world and it is 
unthinkable that a judge could order their 
annulment. In short, this is a technology that 
lends itself to escape state control, to evade 
the law, more than to promote the effective 
implementation of law. 

Even with respect to permissioned 
blockchain, however, there is no shortage of 
critical issues. This information technology 
requires a complex architecture, defined as 

 
of a new nonce. In turn, this would require the computa-
tion of a new hash in the immediately following block 
and then the determination of its new nonce, and so on 
until the end of the blockchain. However, because each 
node gives precedence to the longest version of the 
blockchain and because of the effort required to deter-
mine nonces, malicious modification would require pro-
cessing power comparable to that expended by the en-
tire network to expand the blockchain from the original 
version of this block to its end (so statistically this re-
quires having more than half of the network’s pro-
cessing power). Blockchains allow information to be 
stored in an immutable and verifiable manner. This is 
achieved with high security and reliability (as there is 
no single point of vulnerability). For this reason, block-
chains lend themselves to a variety of applications, for 
example, in finance, medical, smart contracts, certifica-
tion (public administration, artistic works, anti-
counterfeiting) and so on”. 
5 U. Bechini, Da Berlino a Dublino e Pechino: sulle 
tracce della Blockchain, in Rivista del Notariato, 2018, 
1181, who specifies “a pure Blockchain is therefore not 
an empyrean in which immutable and infallible rules 
protect the rights of all. Rather, it is an arena whose 
rules are not produced by state or supranational bodies, 
certainly imperfect but subject in various forms to pub-
lic scrutiny but are dictated by an elite of neo-notables 
of uncertain pedigree, some of whom might (conditional 
of pure courtesy) take orders from Beijing”. On this ar-
gument, J. Kaufman Winn, The Hedgehog and the Fox: 
Distinguishing Public and Private Sector Ap-proaches 
to Managing Risk for Internet Transac-tions, in Admin-
istrative Law Review, vol. 51, n. 3, 1999, 955; as well as 
M. Marchesi, Blockchain pubbliche e permissioned: una 
questione di fiducia, in Federalismi, n. 2, 2021. 
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“energy-intensive” as it is the source of a 
particularly high consumption of energy and 
for this reason expensive and with a high 
environmental impact6. The legislative and 
regulatory framework that should allow for its 
use is lacking, as is insufficient funding to 
promote its use. It also poses problems of 
personal data protection because of the no 
modifiability of the data entered, or the 
difficulty of deleting them and ensuring 
proper respect of the right to be forgotten7. 
The more data you enter, the slower their 
management process becomes. It may also be 
susceptible to cyber-attacks by those who intend 
to fraudulently seize the data and requires high 
technical skills that are currently rare in public 
administrations8.  

 
6 Mise, Proposte per la Strategia italiana, where it is 
specified that “Italy is aware of the contraindications 
and risks of these technologies with regard to environ-
mental policies and promotes studies for a sustainable 
use through the adoption of measures and initiatives”. 
On these issues L. Casini, Lo Stato nell’era di Google, 
in Rivista trimestrale di diritto pubblico, 2019, 1111. 
7 On this point A.M. Gambino and C. Bomprezzi, 
Blockchain e protezione dei dati personali, in Diritto 
dell’Informazione e dell’Informatica, 2019, 619. The 
argument also recalls what is called the right “to be for-
gotten”. As stated by Bankruptcy Division of the Court 
of Florence, 21 January 2019, n. 18, in blockchain tech-
nology “once recorded with a particular time-stamping 
system, the data in a given block cannot be modified 
retroactively without the modification of all subsequent 
blocks, which requires the collusion of the majority of 
the network”. According to Art. 17 GDPR Regulation, 
the right to be forgotten consists of the enhanced legal 
claim to the deletion of one’s personal data (even after 
withdrawal of consent to processing). Data controllers 
who have made the data subject’s personal data public 
are obliged to inform other data controllers who process 
the erased personal data of the erasure request, includ-
ing “any link, copy or reproduction”. ECJ, 24 Septem-
ber 2019, Case C-507/17, Google LLC, stated that “the 
operator of a search engine is not required to carry out 
de-indexing in all versions of its search engine. It is, 
however, required to carry it out in the versions of that 
search engine corresponding to all Member States and 
to implement measures to discourage internet users 
from having access, from one of the Member States, to 
the links in question contained in the non-EU versions 
of that engine”. On the subject also, Data Protection Su-
pervisor, Guideline 5/2019 on the criteria for the exer-
cise of the right to be forgotten in the case of search en-
gines, defined according to the provisions of Regulation 
(EU) 2016/679, 7 July 2020. 
8 Mise, Proposte per la strategia italiana, where it is speci-
fied that “Blockchain/DLT technologies present risks of 
cyber-attacks to be countered also in the light of the new 
law regarding the perimeter of national cyber security and 
the discipline of special powers in sectors of strategic im-
portance”. On the role of the European Union in the data 
economy being data the indispensable raw material for the 
development and operation of all advanced services and 
technologies, L. Grozdanovski, In search of effectiveness 
and fairness in proving algorithmic discrimination in EU 

From this point of view, the question 
regarding the usability of blockchain by public 
subjects is a source of dilemmas, because 
depending on how the phenomenon is framed, 
one may be inclined to give greater weight to 
the protective aspect, discouraging its use in 
favor of other solutions, or, on the contrary, to 
privilege the innovative aspect and the 
potential that it is able to release, encouraging 
its use. This consequently opens up a series of 
doubts, as it is a technology capable of 
arousing both mistrust and expectations. 

That said, the intention of this contribution 
is to try to make some considerations to shed 
light on three general issues. The first 
intercepts the broad theme of regulation and 
concerns “which blockchain” to employ in the 
uses by public structures. The second is 
dedicated to the doubts upon the application 
of this technology and the contradictory 
indications that the administrations themselves 
receive and have received in this regard. The 
third, in conclusion, aims to investigate what 
is the relationship between man and machine 
in the particular context of the blockchain and 
whether it is compatible in this hypothesis 
some form of replacement that implies “doing 
without” human intermediation with respect to 
what is provided by the European and national 
discipline. 

2. Blockchain as a new method of 
communication and information storage 
on the network  
To promote a higher level of adoption of 

this technology and indicate where to allocate 
financial resources for project development, it 
is first necessary to clarify which blockchain 
technology to favor in the public arena and for 
what purposes. In essence, it is appropriate to 
indicate the sectors within which this 
technology can be used and, above all, 
whether it is useful for the management of 
information sharing, beyond the frequent 
pairing that is made between this tool and the 
bitcoin and cryptocurrency phenomenon9.  

 
law, in Common Market Law Review, 2021, 99.  
9 In this case, bitcoins are managed through a digital 
wallet (e-wallet), installed on a personal computer or 
mobile device from which it is possible to make pay-
ment for the goods or services purchased. This is direct-
ly linked to the blockchain, i.e. a centralized accounting 
ledger, which keeps track of all monetary movements 
processed and credited to each electronic purse. On the 
topic, F. Annunziata, La disciplina delle trading venues 
nell’era delle rivoluzioni tecnologiche: dalle criptovalu-
te alla distributed ledger technology, in Orizzonti del 
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Only once after defining priorities of the 
regulatory framework, the topic can be 
developed in light of the evolving scenarios of 
this technology. Everyone aspires to an 
administration with a high degree of 
automation and interconnection, but it is 
necessary to avoid an uncontrolled use of the 
blockchain with risks of fragmentation among 
individual public experiences. If the 
blockchain were to be used with protocols and 
standards that do not communicate with each 
other, its development would be significantly 
limited and to some extent end in itself. For 
this reason, the issue of governance of the 
process of incorporating this technology into 
the public sector becomes crucial and serves 
to mark the right boundary in the balance 
between regulation and security. 

In this context, the seemingly simplest 
solution seems to be one in which the public 
authority directly provides the infrastructure 
and the tool. The case example is that of the 
blockchain of State – the Blockchain-based 
Service Network (BSN) – of which a first 
worldwide example is China's. In this system, 
a state platform has been created to “provide 
users with a real virtual store from which to 
take computer products based on distributed 
ledger technology”, a permissioned 
blockchain restricted “only to pre-accredited 
parties”10.  

A blockchain of State obviously represents 
the most intrusive and limiting model of 
regulation of personal and economic 
freedoms, with dangerous repercussions in 

 
diritto commerciale, 2018, 102; N. de Luca and M. Pas-
saretta, Le valute virtuali: tra nuovi strumenti di paga-
mento e forme alternative d’investimento, in Le società, 
2020, 571. 
10 P. Rubechini, La Repubblica Popolare Cinese real-
izza la prima “blockchain di Stato”, in Osservatorio 
Stato digitale, in www.irpa.eu, 23 June 2020, known as 
“during the year 2019, in China, a consortium consisting 
of several enterprises (China Mobile Communications 
Corporation Government and Enterprise Service Com-
pany, China Mobile Group Design Institute Co., Ltd., 
Research Institute of Electronic Payment, China Union-
pay Co., LTD, China Mobile Financial Technology Co., 
Ltd, Beijing Red Date Technology Company Limited, 
China Mobile Group Zhejiang Co. Ltd) and headed by a 
specialized state structure - the State Information Center 
- Informatization and Industry Research Department - 
with the goal of building a global-level, public-
governance network infrastructure based on blockchain 
technology, aimed at providing “take away” IT solu-
tions that can remedy the inefficiencies and high entry 
costs resulting from the fragmentation of local “block-
chains”. 

terms of privacy “given the need of the 
Chinese central government to remain the 
exclusive owner of the root key of the BSN 
and, therefore, the power to decrypt and 
control every single movement that occurs on 
the platform”11.  

The role of law, however, could be 
different, i.e., to build a regulatory system less 
inspired by uniformity criteria and directed, 
on the contrary, to prevent monopolization 
and anti-competitive practices12. The aim 
could be to build a “centralized blockchain” 
with constraints to guarantee the security of 
the system: in this sense, the distributed 
consensus implies that each node must know 
the transactions, which makes it impossible to 
take over the system if you do not own 51% of 
the nodes. On the other hand, only a 
centralized blockchain introduces control, 
however, in this way, the risk is to return to a 
“trust model”, where one or more entities 
certify the transactions in the network with the 
related constraints and costs. 

An example of use would be the UK case, 
which recently announced the creation of a 
new regulatory body, the Digital Markets 
Unit, to enforce a code of conduct for the 
digital economy. This is an approach aimed at 
tackling digital giants that make it challenging 
for other companies to enter the market and 
compete, while at the same time limiting 
consumer choice and inhibiting innovation. 
This regulatory approach is characterized by 
the promotion of competition13: specifically, 
beginning in April 2021, the UK Digital 
Markets Unit will have the power to enforce a 
code of conduct for companies that act as 

 
11 P. Rubechini, La Repubblica Popolare Cinese realiz-
za la prima “blockchain di Stato”.  
12 Until now the tech industry has become increasingly 
consolidated for a combination of good reasons - the 
network effects that occur when many people use the 
same products, and the economies of scale and scope - 
but also for bad reasons, such as a small number of 
companies leveraging their power in some areas to ex-
tend and protect it in others. 
13 After all, the lack of competition comes at a high cost. 
Although digital platforms provide seemingly free 
products for consumers, they come at a cost. Consumers 
pay higher prices on advertised products and end up 
with fewer choices, less privacy protection, and slower 
innovation. After all, the lack of competition comes at a 
high cost. Although digital platforms provide seemingly 
free products for consumers, they come at a cost. Con-
sumers pay higher prices on advertised products and end 
up with fewer choices, less privacy protection, and 
slower innovation. 
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gateways or bottlenecks to platform access. 
The legislation aims to define such a code (to 
apply primarily to larger firms, leaving 
freedom to innovate for small and medium-
sized companies) to “meet three high-level 
objectives of fair trading, open choices, trust 
and transparency.” This is intended to provide 
greater predictability by establishing ex ante 
rules that are more easily and effectively 
enforced.   

Taking the same approach for blockchain 
technologies might be helpful. It should also 
be considered that this infrastructure is an 
alternative to using centralized databases14. 
The blockchain ledger is shared and 
unchangeable, so that transactions do not need 
to be validated by intermediaries, given that 
consensus is reached in a peer-to-peer logic. 
The systems based on centralized databases 
require a central location from which the 
contents are visible. A database is read and 
write controlled, a blockchain is write 
controlled only. Although some technical 
problems can also be outmoded (by new 
technological solutions), a basic difference 
remains: the blockchain is more robust, but 
slower performing and energy intensive – as 
each node processes transactions, and none of 
the nodes are crucial to the database as a 
whole –, the centralized database on the 
opposite is more fragile, though considerably 
faster and efficient15.  

 
14 Closed and regulated blockchains can be downgraded 
to one of the possible implementations of interoperabil-
ity and distributed data scenarios, scenarios that can be 
addressed with standard technologies such as Distribut-
ed Database Management Systems (DBMS) by refer-
encing centrally established trust sources. On the organ-
ization and management of data as the exercise of an 
administrative function in the era of interconnected da-
tabases, G. Carullo, Gestione, fruizione e diffusione dei 
dati dell’amministrazione digitale e funzione amminis-
trativa, Torino, Giappichelli, 2017, 81. Also see, F. Fai-
ni, Blockchain e diritto: la “catena del valore” tra do-
cumenti informatici, smart contracts e data protection, 
in Responsabilità civile e previdenza, 2020, 297; about 
the intervention of the regulator, G. D’Acquisto, 
Blockchain e GDPR: verso un approccio basato sul ri-
schio, in Federalismi, n. 2, 2021. 
15 As explained by U. Bechini, Da Berlino a Dublino e 
Pechino, 1189, “a Blockchain is more expensive to 
manage than a centralized database. The mere need to 
maintain multiple nodes, i.e. multiple machines or 
groups of machines, coordinated with each other, makes 
the infrastructure technically and economically more 
challenging. You need a good reason to prefer it, and 
the most obvious one is the lack of recognized authority 
from all stakeholders. If, for example, a series of ship-
ping operators, based in different places such as EU, 
USA and China, intend to launch a system to track con-

The complex of blockchain technologies 
are based on an interconnected, peer-to-peer 
distributed ledger structure. Being 
decentralized, they have low intermediation 
costs which are accompanied by greater 
freedom for the end user to manage their 
information and transactions with one of their 
“peers”. The “price” of this freedom is 
represented by a platform in which the classic 
fiduciary element is replaced by powerful 
technologies, able to prove, support and 
guarantee the authenticity of the parties, the 
confidentiality of information, any specific 
and customizable contractual conditions 
between the subjects (“smart contract”) and 
the consequent successful completion of the 
transaction. 

It follows that, if the two technologies 
described above have different characteristics, 
they should not be seen as competitive, but 
rather complementary. This means that 
blockchain could offer significant advantages 
to the relationship between citizens and 
institutions in areas other than the mere 
sharing of databases. The fields of application 
are differentiated and range from notarial acts, 
land registry, white or green certificates issued 
by the GSE, information on social media and 
sharing economy models in public services, 
artistic copyrights, patents, medical records16. 
The possible developments are numerous. It is 
sufficient to look at the adoption of electronic 
invoicing, to public digital identity system 
(SPID) or, more generally, at the digitalization 
of processes and the dematerialization of 
negotiation documents and, on the other hand, 
at the widening of the fields of applicability of 
these tools compared to the original scope 
referred to the public administration. By way 
of example, consider the traceability of 

 
tainers, none of them can reasonably propose itself as 
the sole holder of the computer data destined to be trust-
ed between the parties: Blockchain appears in such a 
context as an excellent solution, a sort of Geneva (in the 
sense of the city) of the times of the Net”. On the topic, 
A.M. Gambino, Vizi e virtù del diritto computazionale, 
in Diritto dell’Informazione e dell’Informatica, 2019, 
1169. 
16 Governments can also use them as applications to 
create “virtual cash”, book or discount vouchers in local 
circuits, or cryptocurrencies. Or in relation to health-
care, see M. Farina, Blockchain e tutela della salute: 
verso la riorganizzazione dei sistemi sanitari?, in Fede-
ralismi., n. 21, 2020, 170; as well as G. Gallone, La 
pubblica amministrazione alla prova dell’auto azione 
contrattuale. Note in tema di smart contracts, in Fede-
ralismi, n. 20, 2020, 142; or even G. Frezza, 
Blockchain, autenticazioni e arte contemporanea, in Di-
ritto di Famiglia e delle Persone, 2020, 489. 



 
  
MMaarrccoo  MMaacccchhiiaa   
 

 
22  2021 Erdal, Volume 2, Issue 2 
 

Bl
oc

kc
ha

in
 a

nd
 P

ub
lic

 A
dm

in
ist

ra
tio

n 

Only once after defining priorities of the 
regulatory framework, the topic can be 
developed in light of the evolving scenarios of 
this technology. Everyone aspires to an 
administration with a high degree of 
automation and interconnection, but it is 
necessary to avoid an uncontrolled use of the 
blockchain with risks of fragmentation among 
individual public experiences. If the 
blockchain were to be used with protocols and 
standards that do not communicate with each 
other, its development would be significantly 
limited and to some extent end in itself. For 
this reason, the issue of governance of the 
process of incorporating this technology into 
the public sector becomes crucial and serves 
to mark the right boundary in the balance 
between regulation and security. 

In this context, the seemingly simplest 
solution seems to be one in which the public 
authority directly provides the infrastructure 
and the tool. The case example is that of the 
blockchain of State – the Blockchain-based 
Service Network (BSN) – of which a first 
worldwide example is China's. In this system, 
a state platform has been created to “provide 
users with a real virtual store from which to 
take computer products based on distributed 
ledger technology”, a permissioned 
blockchain restricted “only to pre-accredited 
parties”10.  

A blockchain of State obviously represents 
the most intrusive and limiting model of 
regulation of personal and economic 
freedoms, with dangerous repercussions in 

 
diritto commerciale, 2018, 102; N. de Luca and M. Pas-
saretta, Le valute virtuali: tra nuovi strumenti di paga-
mento e forme alternative d’investimento, in Le società, 
2020, 571. 
10 P. Rubechini, La Repubblica Popolare Cinese real-
izza la prima “blockchain di Stato”, in Osservatorio 
Stato digitale, in www.irpa.eu, 23 June 2020, known as 
“during the year 2019, in China, a consortium consisting 
of several enterprises (China Mobile Communications 
Corporation Government and Enterprise Service Com-
pany, China Mobile Group Design Institute Co., Ltd., 
Research Institute of Electronic Payment, China Union-
pay Co., LTD, China Mobile Financial Technology Co., 
Ltd, Beijing Red Date Technology Company Limited, 
China Mobile Group Zhejiang Co. Ltd) and headed by a 
specialized state structure - the State Information Center 
- Informatization and Industry Research Department - 
with the goal of building a global-level, public-
governance network infrastructure based on blockchain 
technology, aimed at providing “take away” IT solu-
tions that can remedy the inefficiencies and high entry 
costs resulting from the fragmentation of local “block-
chains”. 

terms of privacy “given the need of the 
Chinese central government to remain the 
exclusive owner of the root key of the BSN 
and, therefore, the power to decrypt and 
control every single movement that occurs on 
the platform”11.  

The role of law, however, could be 
different, i.e., to build a regulatory system less 
inspired by uniformity criteria and directed, 
on the contrary, to prevent monopolization 
and anti-competitive practices12. The aim 
could be to build a “centralized blockchain” 
with constraints to guarantee the security of 
the system: in this sense, the distributed 
consensus implies that each node must know 
the transactions, which makes it impossible to 
take over the system if you do not own 51% of 
the nodes. On the other hand, only a 
centralized blockchain introduces control, 
however, in this way, the risk is to return to a 
“trust model”, where one or more entities 
certify the transactions in the network with the 
related constraints and costs. 

An example of use would be the UK case, 
which recently announced the creation of a 
new regulatory body, the Digital Markets 
Unit, to enforce a code of conduct for the 
digital economy. This is an approach aimed at 
tackling digital giants that make it challenging 
for other companies to enter the market and 
compete, while at the same time limiting 
consumer choice and inhibiting innovation. 
This regulatory approach is characterized by 
the promotion of competition13: specifically, 
beginning in April 2021, the UK Digital 
Markets Unit will have the power to enforce a 
code of conduct for companies that act as 

 
11 P. Rubechini, La Repubblica Popolare Cinese realiz-
za la prima “blockchain di Stato”.  
12 Until now the tech industry has become increasingly 
consolidated for a combination of good reasons - the 
network effects that occur when many people use the 
same products, and the economies of scale and scope - 
but also for bad reasons, such as a small number of 
companies leveraging their power in some areas to ex-
tend and protect it in others. 
13 After all, the lack of competition comes at a high cost. 
Although digital platforms provide seemingly free 
products for consumers, they come at a cost. Consumers 
pay higher prices on advertised products and end up 
with fewer choices, less privacy protection, and slower 
innovation. After all, the lack of competition comes at a 
high cost. Although digital platforms provide seemingly 
free products for consumers, they come at a cost. Con-
sumers pay higher prices on advertised products and end 
up with fewer choices, less privacy protection, and 
slower innovation. 
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gateways or bottlenecks to platform access. 
The legislation aims to define such a code (to 
apply primarily to larger firms, leaving 
freedom to innovate for small and medium-
sized companies) to “meet three high-level 
objectives of fair trading, open choices, trust 
and transparency.” This is intended to provide 
greater predictability by establishing ex ante 
rules that are more easily and effectively 
enforced.   

Taking the same approach for blockchain 
technologies might be helpful. It should also 
be considered that this infrastructure is an 
alternative to using centralized databases14. 
The blockchain ledger is shared and 
unchangeable, so that transactions do not need 
to be validated by intermediaries, given that 
consensus is reached in a peer-to-peer logic. 
The systems based on centralized databases 
require a central location from which the 
contents are visible. A database is read and 
write controlled, a blockchain is write 
controlled only. Although some technical 
problems can also be outmoded (by new 
technological solutions), a basic difference 
remains: the blockchain is more robust, but 
slower performing and energy intensive – as 
each node processes transactions, and none of 
the nodes are crucial to the database as a 
whole –, the centralized database on the 
opposite is more fragile, though considerably 
faster and efficient15.  

 
14 Closed and regulated blockchains can be downgraded 
to one of the possible implementations of interoperabil-
ity and distributed data scenarios, scenarios that can be 
addressed with standard technologies such as Distribut-
ed Database Management Systems (DBMS) by refer-
encing centrally established trust sources. On the organ-
ization and management of data as the exercise of an 
administrative function in the era of interconnected da-
tabases, G. Carullo, Gestione, fruizione e diffusione dei 
dati dell’amministrazione digitale e funzione amminis-
trativa, Torino, Giappichelli, 2017, 81. Also see, F. Fai-
ni, Blockchain e diritto: la “catena del valore” tra do-
cumenti informatici, smart contracts e data protection, 
in Responsabilità civile e previdenza, 2020, 297; about 
the intervention of the regulator, G. D’Acquisto, 
Blockchain e GDPR: verso un approccio basato sul ri-
schio, in Federalismi, n. 2, 2021. 
15 As explained by U. Bechini, Da Berlino a Dublino e 
Pechino, 1189, “a Blockchain is more expensive to 
manage than a centralized database. The mere need to 
maintain multiple nodes, i.e. multiple machines or 
groups of machines, coordinated with each other, makes 
the infrastructure technically and economically more 
challenging. You need a good reason to prefer it, and 
the most obvious one is the lack of recognized authority 
from all stakeholders. If, for example, a series of ship-
ping operators, based in different places such as EU, 
USA and China, intend to launch a system to track con-

The complex of blockchain technologies 
are based on an interconnected, peer-to-peer 
distributed ledger structure. Being 
decentralized, they have low intermediation 
costs which are accompanied by greater 
freedom for the end user to manage their 
information and transactions with one of their 
“peers”. The “price” of this freedom is 
represented by a platform in which the classic 
fiduciary element is replaced by powerful 
technologies, able to prove, support and 
guarantee the authenticity of the parties, the 
confidentiality of information, any specific 
and customizable contractual conditions 
between the subjects (“smart contract”) and 
the consequent successful completion of the 
transaction. 

It follows that, if the two technologies 
described above have different characteristics, 
they should not be seen as competitive, but 
rather complementary. This means that 
blockchain could offer significant advantages 
to the relationship between citizens and 
institutions in areas other than the mere 
sharing of databases. The fields of application 
are differentiated and range from notarial acts, 
land registry, white or green certificates issued 
by the GSE, information on social media and 
sharing economy models in public services, 
artistic copyrights, patents, medical records16. 
The possible developments are numerous. It is 
sufficient to look at the adoption of electronic 
invoicing, to public digital identity system 
(SPID) or, more generally, at the digitalization 
of processes and the dematerialization of 
negotiation documents and, on the other hand, 
at the widening of the fields of applicability of 
these tools compared to the original scope 
referred to the public administration. By way 
of example, consider the traceability of 

 
tainers, none of them can reasonably propose itself as 
the sole holder of the computer data destined to be trust-
ed between the parties: Blockchain appears in such a 
context as an excellent solution, a sort of Geneva (in the 
sense of the city) of the times of the Net”. On the topic, 
A.M. Gambino, Vizi e virtù del diritto computazionale, 
in Diritto dell’Informazione e dell’Informatica, 2019, 
1169. 
16 Governments can also use them as applications to 
create “virtual cash”, book or discount vouchers in local 
circuits, or cryptocurrencies. Or in relation to health-
care, see M. Farina, Blockchain e tutela della salute: 
verso la riorganizzazione dei sistemi sanitari?, in Fede-
ralismi., n. 21, 2020, 170; as well as G. Gallone, La 
pubblica amministrazione alla prova dell’auto azione 
contrattuale. Note in tema di smart contracts, in Fede-
ralismi, n. 20, 2020, 142; or even G. Frezza, 
Blockchain, autenticazioni e arte contemporanea, in Di-
ritto di Famiglia e delle Persone, 2020, 489. 
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Only once after defining priorities of the 
regulatory framework, the topic can be 
developed in light of the evolving scenarios of 
this technology. Everyone aspires to an 
administration with a high degree of 
automation and interconnection, but it is 
necessary to avoid an uncontrolled use of the 
blockchain with risks of fragmentation among 
individual public experiences. If the 
blockchain were to be used with protocols and 
standards that do not communicate with each 
other, its development would be significantly 
limited and to some extent end in itself. For 
this reason, the issue of governance of the 
process of incorporating this technology into 
the public sector becomes crucial and serves 
to mark the right boundary in the balance 
between regulation and security. 

In this context, the seemingly simplest 
solution seems to be one in which the public 
authority directly provides the infrastructure 
and the tool. The case example is that of the 
blockchain of State – the Blockchain-based 
Service Network (BSN) – of which a first 
worldwide example is China's. In this system, 
a state platform has been created to “provide 
users with a real virtual store from which to 
take computer products based on distributed 
ledger technology”, a permissioned 
blockchain restricted “only to pre-accredited 
parties”10.  

A blockchain of State obviously represents 
the most intrusive and limiting model of 
regulation of personal and economic 
freedoms, with dangerous repercussions in 

 
diritto commerciale, 2018, 102; N. de Luca and M. Pas-
saretta, Le valute virtuali: tra nuovi strumenti di paga-
mento e forme alternative d’investimento, in Le società, 
2020, 571. 
10 P. Rubechini, La Repubblica Popolare Cinese real-
izza la prima “blockchain di Stato”, in Osservatorio 
Stato digitale, in www.irpa.eu, 23 June 2020, known as 
“during the year 2019, in China, a consortium consisting 
of several enterprises (China Mobile Communications 
Corporation Government and Enterprise Service Com-
pany, China Mobile Group Design Institute Co., Ltd., 
Research Institute of Electronic Payment, China Union-
pay Co., LTD, China Mobile Financial Technology Co., 
Ltd, Beijing Red Date Technology Company Limited, 
China Mobile Group Zhejiang Co. Ltd) and headed by a 
specialized state structure - the State Information Center 
- Informatization and Industry Research Department - 
with the goal of building a global-level, public-
governance network infrastructure based on blockchain 
technology, aimed at providing “take away” IT solu-
tions that can remedy the inefficiencies and high entry 
costs resulting from the fragmentation of local “block-
chains”. 

terms of privacy “given the need of the 
Chinese central government to remain the 
exclusive owner of the root key of the BSN 
and, therefore, the power to decrypt and 
control every single movement that occurs on 
the platform”11.  

The role of law, however, could be 
different, i.e., to build a regulatory system less 
inspired by uniformity criteria and directed, 
on the contrary, to prevent monopolization 
and anti-competitive practices12. The aim 
could be to build a “centralized blockchain” 
with constraints to guarantee the security of 
the system: in this sense, the distributed 
consensus implies that each node must know 
the transactions, which makes it impossible to 
take over the system if you do not own 51% of 
the nodes. On the other hand, only a 
centralized blockchain introduces control, 
however, in this way, the risk is to return to a 
“trust model”, where one or more entities 
certify the transactions in the network with the 
related constraints and costs. 

An example of use would be the UK case, 
which recently announced the creation of a 
new regulatory body, the Digital Markets 
Unit, to enforce a code of conduct for the 
digital economy. This is an approach aimed at 
tackling digital giants that make it challenging 
for other companies to enter the market and 
compete, while at the same time limiting 
consumer choice and inhibiting innovation. 
This regulatory approach is characterized by 
the promotion of competition13: specifically, 
beginning in April 2021, the UK Digital 
Markets Unit will have the power to enforce a 
code of conduct for companies that act as 

 
11 P. Rubechini, La Repubblica Popolare Cinese realiz-
za la prima “blockchain di Stato”.  
12 Until now the tech industry has become increasingly 
consolidated for a combination of good reasons - the 
network effects that occur when many people use the 
same products, and the economies of scale and scope - 
but also for bad reasons, such as a small number of 
companies leveraging their power in some areas to ex-
tend and protect it in others. 
13 After all, the lack of competition comes at a high cost. 
Although digital platforms provide seemingly free 
products for consumers, they come at a cost. Consumers 
pay higher prices on advertised products and end up 
with fewer choices, less privacy protection, and slower 
innovation. After all, the lack of competition comes at a 
high cost. Although digital platforms provide seemingly 
free products for consumers, they come at a cost. Con-
sumers pay higher prices on advertised products and end 
up with fewer choices, less privacy protection, and 
slower innovation. 
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gateways or bottlenecks to platform access. 
The legislation aims to define such a code (to 
apply primarily to larger firms, leaving 
freedom to innovate for small and medium-
sized companies) to “meet three high-level 
objectives of fair trading, open choices, trust 
and transparency.” This is intended to provide 
greater predictability by establishing ex ante 
rules that are more easily and effectively 
enforced.   

Taking the same approach for blockchain 
technologies might be helpful. It should also 
be considered that this infrastructure is an 
alternative to using centralized databases14. 
The blockchain ledger is shared and 
unchangeable, so that transactions do not need 
to be validated by intermediaries, given that 
consensus is reached in a peer-to-peer logic. 
The systems based on centralized databases 
require a central location from which the 
contents are visible. A database is read and 
write controlled, a blockchain is write 
controlled only. Although some technical 
problems can also be outmoded (by new 
technological solutions), a basic difference 
remains: the blockchain is more robust, but 
slower performing and energy intensive – as 
each node processes transactions, and none of 
the nodes are crucial to the database as a 
whole –, the centralized database on the 
opposite is more fragile, though considerably 
faster and efficient15.  

 
14 Closed and regulated blockchains can be downgraded 
to one of the possible implementations of interoperabil-
ity and distributed data scenarios, scenarios that can be 
addressed with standard technologies such as Distribut-
ed Database Management Systems (DBMS) by refer-
encing centrally established trust sources. On the organ-
ization and management of data as the exercise of an 
administrative function in the era of interconnected da-
tabases, G. Carullo, Gestione, fruizione e diffusione dei 
dati dell’amministrazione digitale e funzione amminis-
trativa, Torino, Giappichelli, 2017, 81. Also see, F. Fai-
ni, Blockchain e diritto: la “catena del valore” tra do-
cumenti informatici, smart contracts e data protection, 
in Responsabilità civile e previdenza, 2020, 297; about 
the intervention of the regulator, G. D’Acquisto, 
Blockchain e GDPR: verso un approccio basato sul ri-
schio, in Federalismi, n. 2, 2021. 
15 As explained by U. Bechini, Da Berlino a Dublino e 
Pechino, 1189, “a Blockchain is more expensive to 
manage than a centralized database. The mere need to 
maintain multiple nodes, i.e. multiple machines or 
groups of machines, coordinated with each other, makes 
the infrastructure technically and economically more 
challenging. You need a good reason to prefer it, and 
the most obvious one is the lack of recognized authority 
from all stakeholders. If, for example, a series of ship-
ping operators, based in different places such as EU, 
USA and China, intend to launch a system to track con-

The complex of blockchain technologies 
are based on an interconnected, peer-to-peer 
distributed ledger structure. Being 
decentralized, they have low intermediation 
costs which are accompanied by greater 
freedom for the end user to manage their 
information and transactions with one of their 
“peers”. The “price” of this freedom is 
represented by a platform in which the classic 
fiduciary element is replaced by powerful 
technologies, able to prove, support and 
guarantee the authenticity of the parties, the 
confidentiality of information, any specific 
and customizable contractual conditions 
between the subjects (“smart contract”) and 
the consequent successful completion of the 
transaction. 

It follows that, if the two technologies 
described above have different characteristics, 
they should not be seen as competitive, but 
rather complementary. This means that 
blockchain could offer significant advantages 
to the relationship between citizens and 
institutions in areas other than the mere 
sharing of databases. The fields of application 
are differentiated and range from notarial acts, 
land registry, white or green certificates issued 
by the GSE, information on social media and 
sharing economy models in public services, 
artistic copyrights, patents, medical records16. 
The possible developments are numerous. It is 
sufficient to look at the adoption of electronic 
invoicing, to public digital identity system 
(SPID) or, more generally, at the digitalization 
of processes and the dematerialization of 
negotiation documents and, on the other hand, 
at the widening of the fields of applicability of 
these tools compared to the original scope 
referred to the public administration. By way 
of example, consider the traceability of 

 
tainers, none of them can reasonably propose itself as 
the sole holder of the computer data destined to be trust-
ed between the parties: Blockchain appears in such a 
context as an excellent solution, a sort of Geneva (in the 
sense of the city) of the times of the Net”. On the topic, 
A.M. Gambino, Vizi e virtù del diritto computazionale, 
in Diritto dell’Informazione e dell’Informatica, 2019, 
1169. 
16 Governments can also use them as applications to 
create “virtual cash”, book or discount vouchers in local 
circuits, or cryptocurrencies. Or in relation to health-
care, see M. Farina, Blockchain e tutela della salute: 
verso la riorganizzazione dei sistemi sanitari?, in Fede-
ralismi., n. 21, 2020, 170; as well as G. Gallone, La 
pubblica amministrazione alla prova dell’auto azione 
contrattuale. Note in tema di smart contracts, in Fede-
ralismi, n. 20, 2020, 142; or even G. Frezza, 
Blockchain, autenticazioni e arte contemporanea, in Di-
ritto di Famiglia e delle Persone, 2020, 489. 
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certifications in the agricultural sector, the 
dynamics of production and sale in the energy 
sector, the management of image rights and 
fan loyalty in the sports sector, or the 
fractional sale in the works of art sector17.  

Another possible use of blockchain relates 
to combating corruption. Corruption 
presupposes administrative opacity and such 
technology on the contrary can make 
procedures more transparent, particularly in 
the area of public service contracts. Suffice it 
to say that “the maintenance of the bidder's 
anonymity, the stability of the circulating 
tender information and the greater efficiency 
in the cross-checks of legality on the 
participants in the procurement process – all 
elements that are easily ensured through the 
use of blockchain –  allow for the realization 
of an effective strategy to counter the 
phenomenon of corruption in the specific 
sector of public procurement, but the real 
question that seems necessary to resolve is 
whether these initiatives, alone, can be 
considered sufficient to eliminate the 
problem”18. It is well known that “corruption 
in the public sector is a widespread global 
scourge that, however, reaches higher levels 
of intensity in certain parts of the world, 
certainly including the South American area 
and, specifically, the state of Colombia”19, 
territory under WEF attention20. In this 

 
17 In Lombardy, for example, experimentation has be-
gun on a digital traceability model for the beef and dairy 
supply chains. Data are thus organized and recorded in a 
way that can no longer be modified through blockchain 
technology and made available to the final consumer, 
who benefits in terms of transparency. So in P. Rube-
chini, Blockchain e pubblica amministrazione italiana: i 
primi passi di un cammino ancora lungo, in Giornale di 
diritto amministrativo, 2021, 300. On degrees R. Traini-
to, M. Monaco, G. Galasso, Blockchain e mutuo ricono-
scimento dei titoli di studio nell’UE, in Federalismi, n. 
2, 2021. 
18 P. Rubechini, Il World Economic Forum studia la 
blockchain colombiana per prevenire la corruzione 
amministrativa. Ma in Italia a che punto siamo?, in Os-
servatorio Stato digitale, in www.irpa.eu, 9 July 2020. 
19 P. Rubechini, Il World Economic Forum.  
20 This is the report “Exploring Blockchain Technology 
for Government Transparency: Blockchain-Based Pub-
lic Procurement to Reduce Corruption” published by the 
WEF in June 2020. With the support of the Inter-
American Development Bank (IADB) and the Attorney 
General’s Office of Colombia, the World Economic Fo-
rum has thus launched a project entitled “Unlocking 
Government Transparency with Blockchain Technolo-
gy”, which aims to manage the meal procurement pro-
cedures of the Programa de Alimentación Escolar 
(PAE) for schoolchildren in poor conditions, a sector of 
the Colombian administration that is particularly sus-
ceptible to corruption. 

context, “corruption proliferates among the 
shortcomings affecting the public sector in 
terms of transparency, inadequate information 
management and storage, and poor 
accountability, all conditions that blockchain 
technology has the potential to solve or, at any 
rate, greatly reduce, due to its unique 
characteristics: distributed data registries, 
decentralization of information, traceability of 
operations, durability and security of the 
information managed”21.  

In these fields of administrative interest, in 
short, IT solutions could be provided that are 
able to remedy inefficiencies by translating 
user transactions into “blockchains”, so, given 
that, an appropriate regulatory framework 
should be developed noting the evolutionary 
scenarios of this technology. After all, 
blockchain is “constantly evolving and needs 
a framework conducive to innovation that 
enables and encourages legal certainty and 
respects the principle of technological 
neutrality, while promoting the protection of 
consumers, investors and the environment, 
increasing the social value of the technology, 
reducing the digital divide and improving the 
digital skills of citizens”22.  

3. Implementing blockchain in services and 
administrative function  
It is uncertain what turn the use of 

blockchain technology could take. If it is used 
in the absence of trust, i.e. when the subject 
with whom one deals is not trustworthy, 
lacking a guarantee of transparency and 
integrity or regarding the temporal collocation 
of data, the question arises as to whether it is 
useful when dealing with an administration, 
where the database constitutes an authoritative 
source of information in the reference 
domains. One fact is that there are at least 
mixed indications that have the ultimate effect 
of discouraging the use of this technical 
solution. 

In the Three-Year Plan drawn up by the 
Team for Digital Transformation and the 
Digital Italy Agency, the use of blockchain is 
discouraged for public authorities, particularly 
when compared with centralized databases. In 
this scenario, the guidelines on the model of 
interoperability between public 

 
21 P. Rubechini, Il World Economic Forum.  
22 Thus in European Parliament resolution of 3 October 
2018, about Distributed ledger technologies and block-
chain: building trust through disintermediation 
[2017/2772(RSP)]. 
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administrations – preordained to make 
systems talk to each other and to spread a 
wide usability of databases of national 
importance – prefer interchange systems 
based on technologies and protocols different 
from blockchains, which are faster, more 
efficient and offer greater security23.  

In contrast, the European initiative is 
moving in a different direction. The European 
Blockchain Service Infrastructure (EBSI) has 
been established24 – as part of the European 
Blockchain partnership – with the aim of 
realizing Europe-wide public services based 
on blockchain technologies, characterized by 
high levels of security and privacy, even 
though they have low storage capacity and are 
high environmental impact.  

The development of a European blockchain 
infrastructure makes it possible to securely 
share certain information, such as those on 
customs and tax data from EU countries, or 
audit documents from projects funded by 
European agencies, or even cross-border 
certifications of diplomas and on professional 
qualifications and digital identities (eIDAS). 

The main areas of application are notary 
certification25, training credentials, self-

 
23 However, the more complex the distributed register 
becomes, the slower it becomes. Nor should we over-
look the risks of possible cyber attacks to seize the data, 
or the impossibility of deleting the data and non-
compliance with the right to be forgotten. For foreign 
experiences, J. Lindman, J. Berryhill, B. welby and M. 
Barbieri, The uncertain promise of blockchain for gov-
ernment, in www.researchgate.net, 2020. 
24 With this project, the European Union aims to lay the 
foundations for the European-wide implementation of 
public services based on blockchain technologies, char-
acterized by high levels of security and privacy. Under-
lying the launch of the EBSI project is the European 
Blockchain Partnership (promoted in 2018), an initiative 
desired by the European Union that aims to foster col-
laboration among member states to exchange experienc-
es and expertise, both on the technical and regulatory 
levels. Italy joined the partnership on September 27th of 
last year and since last July shares the period of presi-
dency with Sweden and the Czech Republic. From a 
purely operational point of view, the EBSI foresees that 
the individual Member States will be called upon to 
manage the EBSI nodes at national level, which will be 
able to create and transmit transactions. The architecture 
of each node will then be made up of two main “layers”: 
a level of APIs (programmable application interfaces) 
for each of the identified use cases, to allow business 
applications to interface with the node; an infrastructur-
al level with common functions for all use cases. On the 
issue, D. Alessie, M. Sobolewski, L. Vaccari and F. 
Pignatelli (eds.), Blockchain for digital government, 
EUR 29677 EN, Luxembourg, 2019, 31. 
25 For notary certification, the EU’s aim is to exploit 
blockchain technology to create reliable digital audit 
logs, automate compliance checks in high-priority pro-

sovereign identity, and data sharing26. 
Blockchain technology, in fact, reduces 
verification costs and improves confidence in 
the authenticity of the data used. In terms of 
self-sovereign identity, the European project is 
to implement an autonomous identity service, 
which allows users to create and control their 
own identity in cross-border contexts without 
having to rely on central authorities. The 
blockchain system lends itself to validate 
information exchanges on the basis of 
widespread cross-checks by decentralizing the 
control function in favor of the participants 
that make up the network itself, according to a 
mechanism of trust and consensus. 

These projects aim to automate compliance 
checks. Citizens can manage their own 
credentials and monitor the integrity of the 
data, significantly reducing verification costs. 
Along the same lines, there are interesting 
international initiatives, such as the World 
Food Programme (WFP) of the United 
Nations, which has activated an initiative 
called “Building Blocks”, i.e., a refugee 
identification campaign based on blockchain 
technology and biometrics with an iris scan to 
provide each person with a substitute and 
unique digital identity in order to certify and 
authorize their movements27.  

A more precise indication seems to come 
from the latest decree ‘semplificazioni’, in 
which blockchain technology is identified as 
the technological basis as a way to improve 
communication between public administration 
and users, where it refers to “technologies 
based on distributed registers”28.  

In particular, Article 26 specifies that – for 
the purposes of notifying acts, measures, 
notices and communications – as an 
alternative to the methods provided for by 
other provisions of the law, including those 

 
cesses, and make data integrity demonstrable. As an 
example see P. Rubechini, Il Catasto inglese corre velo-
ce con la blockchain e riduce gli sprechi, in Osservato-
rio Stato digitale, in www.irpa.eu, 23 April 2020. 
26 It aims to leverage blockchain to securely share data 
between customs and tax authorities in the European 
Union. 
27 P. Rubechini, Non solo criptovalute: la gestione 
dell’immigrazione clandestina passa anche attraverso 
la blockchain, in Osservatorio Stato digitale, in 
www.irpa.eu, 24 September 2020.  
28 The reference is to Decree Law no. 76/2020 converted 
into Law no. 120 of 11 September 2020, entitled “Misu-
re urgenti per la semplificazione e l’innovazione digita-
le”. With regard to the specific issue of the process of 
technological simplification, P. Clarizia, La digitalizza-
zione della pubblica amministrazione, in Giornale di di-
ritto amministrativo, 2020, 768. 



 
  
MMaarrccoo  MMaacccchhiiaa   
 

 
24  2021 Erdal, Volume 2, Issue 2 
 

Bl
oc

kc
ha

in
 a

nd
 P

ub
lic

 A
dm

in
ist

ra
tio

n 

certifications in the agricultural sector, the 
dynamics of production and sale in the energy 
sector, the management of image rights and 
fan loyalty in the sports sector, or the 
fractional sale in the works of art sector17.  

Another possible use of blockchain relates 
to combating corruption. Corruption 
presupposes administrative opacity and such 
technology on the contrary can make 
procedures more transparent, particularly in 
the area of public service contracts. Suffice it 
to say that “the maintenance of the bidder's 
anonymity, the stability of the circulating 
tender information and the greater efficiency 
in the cross-checks of legality on the 
participants in the procurement process – all 
elements that are easily ensured through the 
use of blockchain –  allow for the realization 
of an effective strategy to counter the 
phenomenon of corruption in the specific 
sector of public procurement, but the real 
question that seems necessary to resolve is 
whether these initiatives, alone, can be 
considered sufficient to eliminate the 
problem”18. It is well known that “corruption 
in the public sector is a widespread global 
scourge that, however, reaches higher levels 
of intensity in certain parts of the world, 
certainly including the South American area 
and, specifically, the state of Colombia”19, 
territory under WEF attention20. In this 

 
17 In Lombardy, for example, experimentation has be-
gun on a digital traceability model for the beef and dairy 
supply chains. Data are thus organized and recorded in a 
way that can no longer be modified through blockchain 
technology and made available to the final consumer, 
who benefits in terms of transparency. So in P. Rube-
chini, Blockchain e pubblica amministrazione italiana: i 
primi passi di un cammino ancora lungo, in Giornale di 
diritto amministrativo, 2021, 300. On degrees R. Traini-
to, M. Monaco, G. Galasso, Blockchain e mutuo ricono-
scimento dei titoli di studio nell’UE, in Federalismi, n. 
2, 2021. 
18 P. Rubechini, Il World Economic Forum studia la 
blockchain colombiana per prevenire la corruzione 
amministrativa. Ma in Italia a che punto siamo?, in Os-
servatorio Stato digitale, in www.irpa.eu, 9 July 2020. 
19 P. Rubechini, Il World Economic Forum.  
20 This is the report “Exploring Blockchain Technology 
for Government Transparency: Blockchain-Based Pub-
lic Procurement to Reduce Corruption” published by the 
WEF in June 2020. With the support of the Inter-
American Development Bank (IADB) and the Attorney 
General’s Office of Colombia, the World Economic Fo-
rum has thus launched a project entitled “Unlocking 
Government Transparency with Blockchain Technolo-
gy”, which aims to manage the meal procurement pro-
cedures of the Programa de Alimentación Escolar 
(PAE) for schoolchildren in poor conditions, a sector of 
the Colombian administration that is particularly sus-
ceptible to corruption. 

context, “corruption proliferates among the 
shortcomings affecting the public sector in 
terms of transparency, inadequate information 
management and storage, and poor 
accountability, all conditions that blockchain 
technology has the potential to solve or, at any 
rate, greatly reduce, due to its unique 
characteristics: distributed data registries, 
decentralization of information, traceability of 
operations, durability and security of the 
information managed”21.  

In these fields of administrative interest, in 
short, IT solutions could be provided that are 
able to remedy inefficiencies by translating 
user transactions into “blockchains”, so, given 
that, an appropriate regulatory framework 
should be developed noting the evolutionary 
scenarios of this technology. After all, 
blockchain is “constantly evolving and needs 
a framework conducive to innovation that 
enables and encourages legal certainty and 
respects the principle of technological 
neutrality, while promoting the protection of 
consumers, investors and the environment, 
increasing the social value of the technology, 
reducing the digital divide and improving the 
digital skills of citizens”22.  

3. Implementing blockchain in services and 
administrative function  
It is uncertain what turn the use of 

blockchain technology could take. If it is used 
in the absence of trust, i.e. when the subject 
with whom one deals is not trustworthy, 
lacking a guarantee of transparency and 
integrity or regarding the temporal collocation 
of data, the question arises as to whether it is 
useful when dealing with an administration, 
where the database constitutes an authoritative 
source of information in the reference 
domains. One fact is that there are at least 
mixed indications that have the ultimate effect 
of discouraging the use of this technical 
solution. 

In the Three-Year Plan drawn up by the 
Team for Digital Transformation and the 
Digital Italy Agency, the use of blockchain is 
discouraged for public authorities, particularly 
when compared with centralized databases. In 
this scenario, the guidelines on the model of 
interoperability between public 

 
21 P. Rubechini, Il World Economic Forum.  
22 Thus in European Parliament resolution of 3 October 
2018, about Distributed ledger technologies and block-
chain: building trust through disintermediation 
[2017/2772(RSP)]. 
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administrations – preordained to make 
systems talk to each other and to spread a 
wide usability of databases of national 
importance – prefer interchange systems 
based on technologies and protocols different 
from blockchains, which are faster, more 
efficient and offer greater security23.  

In contrast, the European initiative is 
moving in a different direction. The European 
Blockchain Service Infrastructure (EBSI) has 
been established24 – as part of the European 
Blockchain partnership – with the aim of 
realizing Europe-wide public services based 
on blockchain technologies, characterized by 
high levels of security and privacy, even 
though they have low storage capacity and are 
high environmental impact.  

The development of a European blockchain 
infrastructure makes it possible to securely 
share certain information, such as those on 
customs and tax data from EU countries, or 
audit documents from projects funded by 
European agencies, or even cross-border 
certifications of diplomas and on professional 
qualifications and digital identities (eIDAS). 

The main areas of application are notary 
certification25, training credentials, self-

 
23 However, the more complex the distributed register 
becomes, the slower it becomes. Nor should we over-
look the risks of possible cyber attacks to seize the data, 
or the impossibility of deleting the data and non-
compliance with the right to be forgotten. For foreign 
experiences, J. Lindman, J. Berryhill, B. welby and M. 
Barbieri, The uncertain promise of blockchain for gov-
ernment, in www.researchgate.net, 2020. 
24 With this project, the European Union aims to lay the 
foundations for the European-wide implementation of 
public services based on blockchain technologies, char-
acterized by high levels of security and privacy. Under-
lying the launch of the EBSI project is the European 
Blockchain Partnership (promoted in 2018), an initiative 
desired by the European Union that aims to foster col-
laboration among member states to exchange experienc-
es and expertise, both on the technical and regulatory 
levels. Italy joined the partnership on September 27th of 
last year and since last July shares the period of presi-
dency with Sweden and the Czech Republic. From a 
purely operational point of view, the EBSI foresees that 
the individual Member States will be called upon to 
manage the EBSI nodes at national level, which will be 
able to create and transmit transactions. The architecture 
of each node will then be made up of two main “layers”: 
a level of APIs (programmable application interfaces) 
for each of the identified use cases, to allow business 
applications to interface with the node; an infrastructur-
al level with common functions for all use cases. On the 
issue, D. Alessie, M. Sobolewski, L. Vaccari and F. 
Pignatelli (eds.), Blockchain for digital government, 
EUR 29677 EN, Luxembourg, 2019, 31. 
25 For notary certification, the EU’s aim is to exploit 
blockchain technology to create reliable digital audit 
logs, automate compliance checks in high-priority pro-

sovereign identity, and data sharing26. 
Blockchain technology, in fact, reduces 
verification costs and improves confidence in 
the authenticity of the data used. In terms of 
self-sovereign identity, the European project is 
to implement an autonomous identity service, 
which allows users to create and control their 
own identity in cross-border contexts without 
having to rely on central authorities. The 
blockchain system lends itself to validate 
information exchanges on the basis of 
widespread cross-checks by decentralizing the 
control function in favor of the participants 
that make up the network itself, according to a 
mechanism of trust and consensus. 

These projects aim to automate compliance 
checks. Citizens can manage their own 
credentials and monitor the integrity of the 
data, significantly reducing verification costs. 
Along the same lines, there are interesting 
international initiatives, such as the World 
Food Programme (WFP) of the United 
Nations, which has activated an initiative 
called “Building Blocks”, i.e., a refugee 
identification campaign based on blockchain 
technology and biometrics with an iris scan to 
provide each person with a substitute and 
unique digital identity in order to certify and 
authorize their movements27.  

A more precise indication seems to come 
from the latest decree ‘semplificazioni’, in 
which blockchain technology is identified as 
the technological basis as a way to improve 
communication between public administration 
and users, where it refers to “technologies 
based on distributed registers”28.  

In particular, Article 26 specifies that – for 
the purposes of notifying acts, measures, 
notices and communications – as an 
alternative to the methods provided for by 
other provisions of the law, including those 

 
cesses, and make data integrity demonstrable. As an 
example see P. Rubechini, Il Catasto inglese corre velo-
ce con la blockchain e riduce gli sprechi, in Osservato-
rio Stato digitale, in www.irpa.eu, 23 April 2020. 
26 It aims to leverage blockchain to securely share data 
between customs and tax authorities in the European 
Union. 
27 P. Rubechini, Non solo criptovalute: la gestione 
dell’immigrazione clandestina passa anche attraverso 
la blockchain, in Osservatorio Stato digitale, in 
www.irpa.eu, 24 September 2020.  
28 The reference is to Decree Law no. 76/2020 converted 
into Law no. 120 of 11 September 2020, entitled “Misu-
re urgenti per la semplificazione e l’innovazione digita-
le”. With regard to the specific issue of the process of 
technological simplification, P. Clarizia, La digitalizza-
zione della pubblica amministrazione, in Giornale di di-
ritto amministrativo, 2020, 768. 
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certifications in the agricultural sector, the 
dynamics of production and sale in the energy 
sector, the management of image rights and 
fan loyalty in the sports sector, or the 
fractional sale in the works of art sector17.  

Another possible use of blockchain relates 
to combating corruption. Corruption 
presupposes administrative opacity and such 
technology on the contrary can make 
procedures more transparent, particularly in 
the area of public service contracts. Suffice it 
to say that “the maintenance of the bidder's 
anonymity, the stability of the circulating 
tender information and the greater efficiency 
in the cross-checks of legality on the 
participants in the procurement process – all 
elements that are easily ensured through the 
use of blockchain –  allow for the realization 
of an effective strategy to counter the 
phenomenon of corruption in the specific 
sector of public procurement, but the real 
question that seems necessary to resolve is 
whether these initiatives, alone, can be 
considered sufficient to eliminate the 
problem”18. It is well known that “corruption 
in the public sector is a widespread global 
scourge that, however, reaches higher levels 
of intensity in certain parts of the world, 
certainly including the South American area 
and, specifically, the state of Colombia”19, 
territory under WEF attention20. In this 

 
17 In Lombardy, for example, experimentation has be-
gun on a digital traceability model for the beef and dairy 
supply chains. Data are thus organized and recorded in a 
way that can no longer be modified through blockchain 
technology and made available to the final consumer, 
who benefits in terms of transparency. So in P. Rube-
chini, Blockchain e pubblica amministrazione italiana: i 
primi passi di un cammino ancora lungo, in Giornale di 
diritto amministrativo, 2021, 300. On degrees R. Traini-
to, M. Monaco, G. Galasso, Blockchain e mutuo ricono-
scimento dei titoli di studio nell’UE, in Federalismi, n. 
2, 2021. 
18 P. Rubechini, Il World Economic Forum studia la 
blockchain colombiana per prevenire la corruzione 
amministrativa. Ma in Italia a che punto siamo?, in Os-
servatorio Stato digitale, in www.irpa.eu, 9 July 2020. 
19 P. Rubechini, Il World Economic Forum.  
20 This is the report “Exploring Blockchain Technology 
for Government Transparency: Blockchain-Based Pub-
lic Procurement to Reduce Corruption” published by the 
WEF in June 2020. With the support of the Inter-
American Development Bank (IADB) and the Attorney 
General’s Office of Colombia, the World Economic Fo-
rum has thus launched a project entitled “Unlocking 
Government Transparency with Blockchain Technolo-
gy”, which aims to manage the meal procurement pro-
cedures of the Programa de Alimentación Escolar 
(PAE) for schoolchildren in poor conditions, a sector of 
the Colombian administration that is particularly sus-
ceptible to corruption. 

context, “corruption proliferates among the 
shortcomings affecting the public sector in 
terms of transparency, inadequate information 
management and storage, and poor 
accountability, all conditions that blockchain 
technology has the potential to solve or, at any 
rate, greatly reduce, due to its unique 
characteristics: distributed data registries, 
decentralization of information, traceability of 
operations, durability and security of the 
information managed”21.  

In these fields of administrative interest, in 
short, IT solutions could be provided that are 
able to remedy inefficiencies by translating 
user transactions into “blockchains”, so, given 
that, an appropriate regulatory framework 
should be developed noting the evolutionary 
scenarios of this technology. After all, 
blockchain is “constantly evolving and needs 
a framework conducive to innovation that 
enables and encourages legal certainty and 
respects the principle of technological 
neutrality, while promoting the protection of 
consumers, investors and the environment, 
increasing the social value of the technology, 
reducing the digital divide and improving the 
digital skills of citizens”22.  

3. Implementing blockchain in services and 
administrative function  
It is uncertain what turn the use of 

blockchain technology could take. If it is used 
in the absence of trust, i.e. when the subject 
with whom one deals is not trustworthy, 
lacking a guarantee of transparency and 
integrity or regarding the temporal collocation 
of data, the question arises as to whether it is 
useful when dealing with an administration, 
where the database constitutes an authoritative 
source of information in the reference 
domains. One fact is that there are at least 
mixed indications that have the ultimate effect 
of discouraging the use of this technical 
solution. 

In the Three-Year Plan drawn up by the 
Team for Digital Transformation and the 
Digital Italy Agency, the use of blockchain is 
discouraged for public authorities, particularly 
when compared with centralized databases. In 
this scenario, the guidelines on the model of 
interoperability between public 

 
21 P. Rubechini, Il World Economic Forum.  
22 Thus in European Parliament resolution of 3 October 
2018, about Distributed ledger technologies and block-
chain: building trust through disintermediation 
[2017/2772(RSP)]. 
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administrations – preordained to make 
systems talk to each other and to spread a 
wide usability of databases of national 
importance – prefer interchange systems 
based on technologies and protocols different 
from blockchains, which are faster, more 
efficient and offer greater security23.  

In contrast, the European initiative is 
moving in a different direction. The European 
Blockchain Service Infrastructure (EBSI) has 
been established24 – as part of the European 
Blockchain partnership – with the aim of 
realizing Europe-wide public services based 
on blockchain technologies, characterized by 
high levels of security and privacy, even 
though they have low storage capacity and are 
high environmental impact.  

The development of a European blockchain 
infrastructure makes it possible to securely 
share certain information, such as those on 
customs and tax data from EU countries, or 
audit documents from projects funded by 
European agencies, or even cross-border 
certifications of diplomas and on professional 
qualifications and digital identities (eIDAS). 

The main areas of application are notary 
certification25, training credentials, self-

 
23 However, the more complex the distributed register 
becomes, the slower it becomes. Nor should we over-
look the risks of possible cyber attacks to seize the data, 
or the impossibility of deleting the data and non-
compliance with the right to be forgotten. For foreign 
experiences, J. Lindman, J. Berryhill, B. welby and M. 
Barbieri, The uncertain promise of blockchain for gov-
ernment, in www.researchgate.net, 2020. 
24 With this project, the European Union aims to lay the 
foundations for the European-wide implementation of 
public services based on blockchain technologies, char-
acterized by high levels of security and privacy. Under-
lying the launch of the EBSI project is the European 
Blockchain Partnership (promoted in 2018), an initiative 
desired by the European Union that aims to foster col-
laboration among member states to exchange experienc-
es and expertise, both on the technical and regulatory 
levels. Italy joined the partnership on September 27th of 
last year and since last July shares the period of presi-
dency with Sweden and the Czech Republic. From a 
purely operational point of view, the EBSI foresees that 
the individual Member States will be called upon to 
manage the EBSI nodes at national level, which will be 
able to create and transmit transactions. The architecture 
of each node will then be made up of two main “layers”: 
a level of APIs (programmable application interfaces) 
for each of the identified use cases, to allow business 
applications to interface with the node; an infrastructur-
al level with common functions for all use cases. On the 
issue, D. Alessie, M. Sobolewski, L. Vaccari and F. 
Pignatelli (eds.), Blockchain for digital government, 
EUR 29677 EN, Luxembourg, 2019, 31. 
25 For notary certification, the EU’s aim is to exploit 
blockchain technology to create reliable digital audit 
logs, automate compliance checks in high-priority pro-

sovereign identity, and data sharing26. 
Blockchain technology, in fact, reduces 
verification costs and improves confidence in 
the authenticity of the data used. In terms of 
self-sovereign identity, the European project is 
to implement an autonomous identity service, 
which allows users to create and control their 
own identity in cross-border contexts without 
having to rely on central authorities. The 
blockchain system lends itself to validate 
information exchanges on the basis of 
widespread cross-checks by decentralizing the 
control function in favor of the participants 
that make up the network itself, according to a 
mechanism of trust and consensus. 

These projects aim to automate compliance 
checks. Citizens can manage their own 
credentials and monitor the integrity of the 
data, significantly reducing verification costs. 
Along the same lines, there are interesting 
international initiatives, such as the World 
Food Programme (WFP) of the United 
Nations, which has activated an initiative 
called “Building Blocks”, i.e., a refugee 
identification campaign based on blockchain 
technology and biometrics with an iris scan to 
provide each person with a substitute and 
unique digital identity in order to certify and 
authorize their movements27.  

A more precise indication seems to come 
from the latest decree ‘semplificazioni’, in 
which blockchain technology is identified as 
the technological basis as a way to improve 
communication between public administration 
and users, where it refers to “technologies 
based on distributed registers”28.  

In particular, Article 26 specifies that – for 
the purposes of notifying acts, measures, 
notices and communications – as an 
alternative to the methods provided for by 
other provisions of the law, including those 

 
cesses, and make data integrity demonstrable. As an 
example see P. Rubechini, Il Catasto inglese corre velo-
ce con la blockchain e riduce gli sprechi, in Osservato-
rio Stato digitale, in www.irpa.eu, 23 April 2020. 
26 It aims to leverage blockchain to securely share data 
between customs and tax authorities in the European 
Union. 
27 P. Rubechini, Non solo criptovalute: la gestione 
dell’immigrazione clandestina passa anche attraverso 
la blockchain, in Osservatorio Stato digitale, in 
www.irpa.eu, 24 September 2020.  
28 The reference is to Decree Law no. 76/2020 converted 
into Law no. 120 of 11 September 2020, entitled “Misu-
re urgenti per la semplificazione e l’innovazione digita-
le”. With regard to the specific issue of the process of 
technological simplification, P. Clarizia, La digitalizza-
zione della pubblica amministrazione, in Giornale di di-
ritto amministrativo, 2020, 768. 
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relating to taxation, the government may make 
the corresponding IT documents available 
electronically on the platform, [...] possibly 
also with the application of “technologies 
based on distributed registers”29.  

This is not new in absolute terms. Already 
Article 8 ter of Law. n. 12/2019 provides a 
useful definition of blockchain aimed at 
circumscribing its scope of application30. Law 
n. 160/2019 then planned to develop a digital 
platform for notifications, on grounds that this 
technology contains enormous potential in 
terms of certification security. In this way, the 
legislator laid the foundations for the 
notification with legal value through 
blockchain of acts, measures, notices and 
communications of the public administration, 
leading to savings in public spending and 
lower burdens for citizens, by allocating 
specific economic resources for its 
implementation. However, this initiative was 
not followed up immediately, also due to the 
pandemic emergency. Poste Italiane in turn 
replaced SOGEI as the “designated manager 
of the digital notification platform”31.  

A Fund (referred to in Article 1, paragraph 
226, Law n. 145 of 30 December 2018, 
Budget Law 2019) had also been established 
in the estimate of the Ministry of Economic 
Development to encourage the development 
of artificial intelligence, blockchain and 
internet of things technologies and 
applications. However, the rules relating to 
this fund were subsequently amended by 

 
29 The platform operator ensures the authenticity, integ-
rity, immutability, readability and retrievability of the 
electronic documents made available by the administra-
tions and, in turn, makes them available to the recipi-
ents, to whom he ensures access to the platform, per-
sonally or through delegates, for the retrieval, consulta-
tion and acquisition of electronic documents subject to 
notification. On this see P. Rubechini, Il d.l. 76/2020 e 
le notifiche digitali della pubblica amministrazione: ba-
sta scrivere “blockchain” per semplificare?, in Osser-
vatorio Stato digitale, in www.irpa.eu, 13 October 2020. 
30 Article 8 ter, paragraph 1, of Law 11 February 2019, 
n. 12 (converting Decree Law 14 December 2018, n. 
135, containing urgent provisions on support and sim-
plification for businesses and public administration) 
provides a definition of “distributed ledger-based tech-
nologies” as “information technologies and protocols 
that use a shared, distributed, replicable, simultaneously 
accessible, architecturally decentralized ledger on a 
cryptographic basis, such as to enable the recording, 
validation, updating and storage of both plaintext and 
further cryptographically protected data verifiable by 
each participant, not alterable and not modifiable”. 
31 P. Rubechini, Il d.l. 76/2020 e le notifiche digitali del-
la pubblica amministrazione: basta scrivere 
“blockchain” per semplificare?.  

Article 39 ter, of Decree Law no. 76/2020. 
The current regime provides for the issuance 
of a decree by the Minister of Economic 
Development in agreement with the Minister 
of Economy and Finance for the issuance of 
the implementing rules. To this end, the 
Minister of Economic Development may 
make use of the company Infratel Italia s.p.a.. 
In other words, “a procedural simplification in 
the implementation phase and direct and 
immediate responsibility for the management 
of the measure by the Minister of Economic 
Development, through the Ministry's in-house 
company, Infratel Italia S.p.a. of the Invitalia 
group” is established32.  

Although the legislator's recognition 
regarding the importance of these techniques 
is evident, some critical issues nevertheless 
remain. Firstly, there seems to be a lack of a 
reference infrastructure architecture within 
which to implement blockchain technology. 
Secondly, there is a lack of legal regulation, 
incurring the risk of neglecting the objective 
of interoperability, considered one of the key 
factors in ensuring effective digitalization. 
Thirdly, the current regulatory regime leaves 
public authorities free to do available on the 
digital platform their acts intended for 
notification, with the threat “of curbing 
innovation through laziness to revolutionize a 
set-up that is certainly consolidated but clearly 
inefficient, which is that of postal notifications 
or by means of municipal messenger, as well 
as to relegate the use of a technology with 
enormous potential in terms of security 
certification and advantageous scalar costs – 
which is the blockchain – to an exercise of 
style of a few virtuous sectoral or local 
projects”33.  

4. Blockchain, public authorities and human 
mediation  
Blockchain technology improves security 

and functionality in the context of a 
collaborative and open innovation ecosystem, 
bringing greater transparency and traceability. 
However – while it relies on eliminating 
middlemen and intermediary costs, increasing 
transaction transparency, redesigning value 

 
32 G. Urbano, L’attività di impresa, in Giornale di dirit-
to amministrativo, 2020, 783. 
33 P. Rubechini, Il d.l. 76/2020 e le notifiche digitali del-
la pubblica amministrazione: basta scrivere 
“blockchain” per semplificare?; M. Giaccaglia, Consi-
derazioni su Blockchain e smart contracts (oltre le crip-
tovalute), in Contratto e impresa, n. 3, 2019, 941. 
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chains, and improving organizational 
efficiency through reliable decentralization – 
it can be used as a support, but cannot be a 
replacement for the chief administrative 
officer. 

The issue is the necessity of intermediation 
to ensure the certainty of legal transactions. It 
is true that the blockchain is little used in the 
field of strictly decision-making, being greater 
its application in the administration of 
performance according to the objective of 
conveying digital services to citizens, 
however, the underlying process of 
ascertaining the factual truth of the data and 
its traceability to the person concerned are an 
essential element of any deliberative process. 
The circulation of government documents 
presupposes their non-falsification and non-
interpolation. 

Concerning personal data, Regulation No. 
679/2016 GDPR distinguishes between “fully 
automated decisions”, on the one hand, and 
“‘not fully’ automated decisions”, on the other 
hand, with specific regard to the regulation of 
automated decision-making relating to natural 
persons including profiling. While the first 
are, in principle, prohibited, the latter are 
generally permitted. 

Article 22, in particular, provides for the 
right of the data subject not to be subjected to 
a decision based solely on automated data 
processing. The exclusive use of digital 
technologies in public decision-making, i.e., 
without human involvement, is permitted only 
under three conditions: i) if it is necessary for 
the conclusion or performance of a contract 
between the data subject and a data controller; 
ii) if it is authorized by the law of the 
European Union or the Member State to 
which the data controller is subject; and iii) if 
there is explicit consent from the data subject. 

In order to prevent an excessive delegation 
to the computer technology, some guarantees 
are expressly provided for, such as: i) the right 
to receive – from the data controller – 
meaningful information on the reasoning 
behind the decision, on its importance and the 
expected consequences for the data subject; ii) 
the right to obtain human intervention; iii) the 
right to express one's opinion; iv) the right to 
contest the computer's decision. 

By means of blockchain technology, the 
authenticity of a document, of its procedural 
phase, can be transmitted and certified, being 
able to rely on the nodes of the network that 
could coincide with the public connectivity 

system and with the individual interconnected 
administrative offices. A network of this type 
can also be open towards the outside and 
allow the exchange of information already 
authenticated by the system itself with third 
parties (private individuals or companies)34.  

The European Parliament Resolution of 
February 16th, 2017 on robotics also promotes 
a well-balanced stability between machine and 
human intervention, behind needing humans 
to maintain “at all times control over 
intelligent machines”: a necessity that, in the 
case of automated and algorithmic decision-
making processes, is declined with the 
possibility of human verification and control 
to protect the principles of equality, due 
process, transparency, accountability as well 
as the comprehensibility of decision-making 
processes. It is necessary, in short, to put 
humans before the blockchain machine35.The 
right not to be subjected to a fully automated 
treatment is part of the specific discipline on 
the protection of personal data, obviously 
aspiring to a broader recognition, which 
emancipates it from the dimension of data 
protection36.  

Even where they reach their highest degree 
of precision and even perfection, computer 
procedures can never replace, substituting it 
really fully, the cognitive activity, acquisitive 
and judgment that only a preliminary 
investigation entrusted to an official person is 
able to play and that therefore, in order to 
ensure compliance with the institutions of 
participation, interlocution procedural, of 
acquisition of the collaborative contributions 
of the private one and of the interests involved 
in the procedure, must continue to be the 
dominus of the same procedure, to the purpose 
dominating the same computer science 
procedures predisposed in servant function 
and to which it goes therefore reserved still 
today an instrumental role and merely 
auxiliary within the administrative procedure 
and never dominant or surrogate of the 

 
34 S. Olnes and A. Jansen, Blockchain technology as in-
frastructure in public sector: an analytical framework, 
in www.researchgate.net, 2018. 
35 In this regard, A. Pajno, M. Bassini, G. De Gregorio, 
M. Macchia, F.P. Patti, O. Pollicino, S. Quattrocolo, D. 
Simeoli and P. Sirena, AI: profili giuridici Intelligenza 
Artificiale: criticità emergenti e sfide per il giurista, in 
BioLaw Journal - Rivista di BioDiritto, n. 3, 2019, 218. 
36 In this regard, M. Macchia, Pubblica amministrazione 
e tecniche algoritmiche, in Diritto pubblico comparato 
europeo, 2022, currently being published. 
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relating to taxation, the government may make 
the corresponding IT documents available 
electronically on the platform, [...] possibly 
also with the application of “technologies 
based on distributed registers”29.  

This is not new in absolute terms. Already 
Article 8 ter of Law. n. 12/2019 provides a 
useful definition of blockchain aimed at 
circumscribing its scope of application30. Law 
n. 160/2019 then planned to develop a digital 
platform for notifications, on grounds that this 
technology contains enormous potential in 
terms of certification security. In this way, the 
legislator laid the foundations for the 
notification with legal value through 
blockchain of acts, measures, notices and 
communications of the public administration, 
leading to savings in public spending and 
lower burdens for citizens, by allocating 
specific economic resources for its 
implementation. However, this initiative was 
not followed up immediately, also due to the 
pandemic emergency. Poste Italiane in turn 
replaced SOGEI as the “designated manager 
of the digital notification platform”31.  

A Fund (referred to in Article 1, paragraph 
226, Law n. 145 of 30 December 2018, 
Budget Law 2019) had also been established 
in the estimate of the Ministry of Economic 
Development to encourage the development 
of artificial intelligence, blockchain and 
internet of things technologies and 
applications. However, the rules relating to 
this fund were subsequently amended by 

 
29 The platform operator ensures the authenticity, integ-
rity, immutability, readability and retrievability of the 
electronic documents made available by the administra-
tions and, in turn, makes them available to the recipi-
ents, to whom he ensures access to the platform, per-
sonally or through delegates, for the retrieval, consulta-
tion and acquisition of electronic documents subject to 
notification. On this see P. Rubechini, Il d.l. 76/2020 e 
le notifiche digitali della pubblica amministrazione: ba-
sta scrivere “blockchain” per semplificare?, in Osser-
vatorio Stato digitale, in www.irpa.eu, 13 October 2020. 
30 Article 8 ter, paragraph 1, of Law 11 February 2019, 
n. 12 (converting Decree Law 14 December 2018, n. 
135, containing urgent provisions on support and sim-
plification for businesses and public administration) 
provides a definition of “distributed ledger-based tech-
nologies” as “information technologies and protocols 
that use a shared, distributed, replicable, simultaneously 
accessible, architecturally decentralized ledger on a 
cryptographic basis, such as to enable the recording, 
validation, updating and storage of both plaintext and 
further cryptographically protected data verifiable by 
each participant, not alterable and not modifiable”. 
31 P. Rubechini, Il d.l. 76/2020 e le notifiche digitali del-
la pubblica amministrazione: basta scrivere 
“blockchain” per semplificare?.  

Article 39 ter, of Decree Law no. 76/2020. 
The current regime provides for the issuance 
of a decree by the Minister of Economic 
Development in agreement with the Minister 
of Economy and Finance for the issuance of 
the implementing rules. To this end, the 
Minister of Economic Development may 
make use of the company Infratel Italia s.p.a.. 
In other words, “a procedural simplification in 
the implementation phase and direct and 
immediate responsibility for the management 
of the measure by the Minister of Economic 
Development, through the Ministry's in-house 
company, Infratel Italia S.p.a. of the Invitalia 
group” is established32.  

Although the legislator's recognition 
regarding the importance of these techniques 
is evident, some critical issues nevertheless 
remain. Firstly, there seems to be a lack of a 
reference infrastructure architecture within 
which to implement blockchain technology. 
Secondly, there is a lack of legal regulation, 
incurring the risk of neglecting the objective 
of interoperability, considered one of the key 
factors in ensuring effective digitalization. 
Thirdly, the current regulatory regime leaves 
public authorities free to do available on the 
digital platform their acts intended for 
notification, with the threat “of curbing 
innovation through laziness to revolutionize a 
set-up that is certainly consolidated but clearly 
inefficient, which is that of postal notifications 
or by means of municipal messenger, as well 
as to relegate the use of a technology with 
enormous potential in terms of security 
certification and advantageous scalar costs – 
which is the blockchain – to an exercise of 
style of a few virtuous sectoral or local 
projects”33.  

4. Blockchain, public authorities and human 
mediation  
Blockchain technology improves security 

and functionality in the context of a 
collaborative and open innovation ecosystem, 
bringing greater transparency and traceability. 
However – while it relies on eliminating 
middlemen and intermediary costs, increasing 
transaction transparency, redesigning value 

 
32 G. Urbano, L’attività di impresa, in Giornale di dirit-
to amministrativo, 2020, 783. 
33 P. Rubechini, Il d.l. 76/2020 e le notifiche digitali del-
la pubblica amministrazione: basta scrivere 
“blockchain” per semplificare?; M. Giaccaglia, Consi-
derazioni su Blockchain e smart contracts (oltre le crip-
tovalute), in Contratto e impresa, n. 3, 2019, 941. 
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chains, and improving organizational 
efficiency through reliable decentralization – 
it can be used as a support, but cannot be a 
replacement for the chief administrative 
officer. 

The issue is the necessity of intermediation 
to ensure the certainty of legal transactions. It 
is true that the blockchain is little used in the 
field of strictly decision-making, being greater 
its application in the administration of 
performance according to the objective of 
conveying digital services to citizens, 
however, the underlying process of 
ascertaining the factual truth of the data and 
its traceability to the person concerned are an 
essential element of any deliberative process. 
The circulation of government documents 
presupposes their non-falsification and non-
interpolation. 

Concerning personal data, Regulation No. 
679/2016 GDPR distinguishes between “fully 
automated decisions”, on the one hand, and 
“‘not fully’ automated decisions”, on the other 
hand, with specific regard to the regulation of 
automated decision-making relating to natural 
persons including profiling. While the first 
are, in principle, prohibited, the latter are 
generally permitted. 

Article 22, in particular, provides for the 
right of the data subject not to be subjected to 
a decision based solely on automated data 
processing. The exclusive use of digital 
technologies in public decision-making, i.e., 
without human involvement, is permitted only 
under three conditions: i) if it is necessary for 
the conclusion or performance of a contract 
between the data subject and a data controller; 
ii) if it is authorized by the law of the 
European Union or the Member State to 
which the data controller is subject; and iii) if 
there is explicit consent from the data subject. 

In order to prevent an excessive delegation 
to the computer technology, some guarantees 
are expressly provided for, such as: i) the right 
to receive – from the data controller – 
meaningful information on the reasoning 
behind the decision, on its importance and the 
expected consequences for the data subject; ii) 
the right to obtain human intervention; iii) the 
right to express one's opinion; iv) the right to 
contest the computer's decision. 

By means of blockchain technology, the 
authenticity of a document, of its procedural 
phase, can be transmitted and certified, being 
able to rely on the nodes of the network that 
could coincide with the public connectivity 

system and with the individual interconnected 
administrative offices. A network of this type 
can also be open towards the outside and 
allow the exchange of information already 
authenticated by the system itself with third 
parties (private individuals or companies)34.  

The European Parliament Resolution of 
February 16th, 2017 on robotics also promotes 
a well-balanced stability between machine and 
human intervention, behind needing humans 
to maintain “at all times control over 
intelligent machines”: a necessity that, in the 
case of automated and algorithmic decision-
making processes, is declined with the 
possibility of human verification and control 
to protect the principles of equality, due 
process, transparency, accountability as well 
as the comprehensibility of decision-making 
processes. It is necessary, in short, to put 
humans before the blockchain machine35.The 
right not to be subjected to a fully automated 
treatment is part of the specific discipline on 
the protection of personal data, obviously 
aspiring to a broader recognition, which 
emancipates it from the dimension of data 
protection36.  

Even where they reach their highest degree 
of precision and even perfection, computer 
procedures can never replace, substituting it 
really fully, the cognitive activity, acquisitive 
and judgment that only a preliminary 
investigation entrusted to an official person is 
able to play and that therefore, in order to 
ensure compliance with the institutions of 
participation, interlocution procedural, of 
acquisition of the collaborative contributions 
of the private one and of the interests involved 
in the procedure, must continue to be the 
dominus of the same procedure, to the purpose 
dominating the same computer science 
procedures predisposed in servant function 
and to which it goes therefore reserved still 
today an instrumental role and merely 
auxiliary within the administrative procedure 
and never dominant or surrogate of the 

 
34 S. Olnes and A. Jansen, Blockchain technology as in-
frastructure in public sector: an analytical framework, 
in www.researchgate.net, 2018. 
35 In this regard, A. Pajno, M. Bassini, G. De Gregorio, 
M. Macchia, F.P. Patti, O. Pollicino, S. Quattrocolo, D. 
Simeoli and P. Sirena, AI: profili giuridici Intelligenza 
Artificiale: criticità emergenti e sfide per il giurista, in 
BioLaw Journal - Rivista di BioDiritto, n. 3, 2019, 218. 
36 In this regard, M. Macchia, Pubblica amministrazione 
e tecniche algoritmiche, in Diritto pubblico comparato 
europeo, 2022, currently being published. 
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relating to taxation, the government may make 
the corresponding IT documents available 
electronically on the platform, [...] possibly 
also with the application of “technologies 
based on distributed registers”29.  

This is not new in absolute terms. Already 
Article 8 ter of Law. n. 12/2019 provides a 
useful definition of blockchain aimed at 
circumscribing its scope of application30. Law 
n. 160/2019 then planned to develop a digital 
platform for notifications, on grounds that this 
technology contains enormous potential in 
terms of certification security. In this way, the 
legislator laid the foundations for the 
notification with legal value through 
blockchain of acts, measures, notices and 
communications of the public administration, 
leading to savings in public spending and 
lower burdens for citizens, by allocating 
specific economic resources for its 
implementation. However, this initiative was 
not followed up immediately, also due to the 
pandemic emergency. Poste Italiane in turn 
replaced SOGEI as the “designated manager 
of the digital notification platform”31.  

A Fund (referred to in Article 1, paragraph 
226, Law n. 145 of 30 December 2018, 
Budget Law 2019) had also been established 
in the estimate of the Ministry of Economic 
Development to encourage the development 
of artificial intelligence, blockchain and 
internet of things technologies and 
applications. However, the rules relating to 
this fund were subsequently amended by 

 
29 The platform operator ensures the authenticity, integ-
rity, immutability, readability and retrievability of the 
electronic documents made available by the administra-
tions and, in turn, makes them available to the recipi-
ents, to whom he ensures access to the platform, per-
sonally or through delegates, for the retrieval, consulta-
tion and acquisition of electronic documents subject to 
notification. On this see P. Rubechini, Il d.l. 76/2020 e 
le notifiche digitali della pubblica amministrazione: ba-
sta scrivere “blockchain” per semplificare?, in Osser-
vatorio Stato digitale, in www.irpa.eu, 13 October 2020. 
30 Article 8 ter, paragraph 1, of Law 11 February 2019, 
n. 12 (converting Decree Law 14 December 2018, n. 
135, containing urgent provisions on support and sim-
plification for businesses and public administration) 
provides a definition of “distributed ledger-based tech-
nologies” as “information technologies and protocols 
that use a shared, distributed, replicable, simultaneously 
accessible, architecturally decentralized ledger on a 
cryptographic basis, such as to enable the recording, 
validation, updating and storage of both plaintext and 
further cryptographically protected data verifiable by 
each participant, not alterable and not modifiable”. 
31 P. Rubechini, Il d.l. 76/2020 e le notifiche digitali del-
la pubblica amministrazione: basta scrivere 
“blockchain” per semplificare?.  

Article 39 ter, of Decree Law no. 76/2020. 
The current regime provides for the issuance 
of a decree by the Minister of Economic 
Development in agreement with the Minister 
of Economy and Finance for the issuance of 
the implementing rules. To this end, the 
Minister of Economic Development may 
make use of the company Infratel Italia s.p.a.. 
In other words, “a procedural simplification in 
the implementation phase and direct and 
immediate responsibility for the management 
of the measure by the Minister of Economic 
Development, through the Ministry's in-house 
company, Infratel Italia S.p.a. of the Invitalia 
group” is established32.  

Although the legislator's recognition 
regarding the importance of these techniques 
is evident, some critical issues nevertheless 
remain. Firstly, there seems to be a lack of a 
reference infrastructure architecture within 
which to implement blockchain technology. 
Secondly, there is a lack of legal regulation, 
incurring the risk of neglecting the objective 
of interoperability, considered one of the key 
factors in ensuring effective digitalization. 
Thirdly, the current regulatory regime leaves 
public authorities free to do available on the 
digital platform their acts intended for 
notification, with the threat “of curbing 
innovation through laziness to revolutionize a 
set-up that is certainly consolidated but clearly 
inefficient, which is that of postal notifications 
or by means of municipal messenger, as well 
as to relegate the use of a technology with 
enormous potential in terms of security 
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4. Blockchain, public authorities and human 
mediation  
Blockchain technology improves security 

and functionality in the context of a 
collaborative and open innovation ecosystem, 
bringing greater transparency and traceability. 
However – while it relies on eliminating 
middlemen and intermediary costs, increasing 
transaction transparency, redesigning value 

 
32 G. Urbano, L’attività di impresa, in Giornale di dirit-
to amministrativo, 2020, 783. 
33 P. Rubechini, Il d.l. 76/2020 e le notifiche digitali del-
la pubblica amministrazione: basta scrivere 
“blockchain” per semplificare?; M. Giaccaglia, Consi-
derazioni su Blockchain e smart contracts (oltre le crip-
tovalute), in Contratto e impresa, n. 3, 2019, 941. 
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chains, and improving organizational 
efficiency through reliable decentralization – 
it can be used as a support, but cannot be a 
replacement for the chief administrative 
officer. 

The issue is the necessity of intermediation 
to ensure the certainty of legal transactions. It 
is true that the blockchain is little used in the 
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its application in the administration of 
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however, the underlying process of 
ascertaining the factual truth of the data and 
its traceability to the person concerned are an 
essential element of any deliberative process. 
The circulation of government documents 
presupposes their non-falsification and non-
interpolation. 

Concerning personal data, Regulation No. 
679/2016 GDPR distinguishes between “fully 
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“‘not fully’ automated decisions”, on the other 
hand, with specific regard to the regulation of 
automated decision-making relating to natural 
persons including profiling. While the first 
are, in principle, prohibited, the latter are 
generally permitted. 
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processing. The exclusive use of digital 
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without human involvement, is permitted only 
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ii) if it is authorized by the law of the 
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which the data controller is subject; and iii) if 
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In order to prevent an excessive delegation 
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authenticity of a document, of its procedural 
phase, can be transmitted and certified, being 
able to rely on the nodes of the network that 
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system and with the individual interconnected 
administrative offices. A network of this type 
can also be open towards the outside and 
allow the exchange of information already 
authenticated by the system itself with third 
parties (private individuals or companies)34.  

The European Parliament Resolution of 
February 16th, 2017 on robotics also promotes 
a well-balanced stability between machine and 
human intervention, behind needing humans 
to maintain “at all times control over 
intelligent machines”: a necessity that, in the 
case of automated and algorithmic decision-
making processes, is declined with the 
possibility of human verification and control 
to protect the principles of equality, due 
process, transparency, accountability as well 
as the comprehensibility of decision-making 
processes. It is necessary, in short, to put 
humans before the blockchain machine35.The 
right not to be subjected to a fully automated 
treatment is part of the specific discipline on 
the protection of personal data, obviously 
aspiring to a broader recognition, which 
emancipates it from the dimension of data 
protection36.  

Even where they reach their highest degree 
of precision and even perfection, computer 
procedures can never replace, substituting it 
really fully, the cognitive activity, acquisitive 
and judgment that only a preliminary 
investigation entrusted to an official person is 
able to play and that therefore, in order to 
ensure compliance with the institutions of 
participation, interlocution procedural, of 
acquisition of the collaborative contributions 
of the private one and of the interests involved 
in the procedure, must continue to be the 
dominus of the same procedure, to the purpose 
dominating the same computer science 
procedures predisposed in servant function 
and to which it goes therefore reserved still 
today an instrumental role and merely 
auxiliary within the administrative procedure 
and never dominant or surrogate of the 

 
34 S. Olnes and A. Jansen, Blockchain technology as in-
frastructure in public sector: an analytical framework, 
in www.researchgate.net, 2018. 
35 In this regard, A. Pajno, M. Bassini, G. De Gregorio, 
M. Macchia, F.P. Patti, O. Pollicino, S. Quattrocolo, D. 
Simeoli and P. Sirena, AI: profili giuridici Intelligenza 
Artificiale: criticità emergenti e sfide per il giurista, in 
BioLaw Journal - Rivista di BioDiritto, n. 3, 2019, 218. 
36 In this regard, M. Macchia, Pubblica amministrazione 
e tecniche algoritmiche, in Diritto pubblico comparato 
europeo, 2022, currently being published. 
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5. A few concluding remarks  
IT travels three times faster than traditional 

industry, which in turn would be three times 
faster than the public sector38. If catching up is 
therefore impossible, at least an attempt can 
be made to close the gap. On the road to 
innovation based on information technologies 
– which are the foundation of all modern 
innovative economic systems – blockchain 
also makes a contribution. For this reason, it is 
seen by Brussels as “a great opportunity for 
Europe and the Member States to rethink their 
information systems, promote user trust and 
personal data protection, help create new 
business opportunities and establish new areas 
of leadership, to the benefit of citizens, public 
services and companies”. Italy, as a country in 
digital transition, cannot miss this 
appointment. 

With respect to this goal, the first objective 
is the preparation of a specific regulatory 
model, which serves to initiate management 
and administrative organization policies that 
can serve as a solid foundation for 
computerized procedures, guaranteeing 
interoperability. It is insufficient to enable the 
authorities to make use of this technology by 
means of a legitimizing regulation; rather, it is 
necessary to provide a regulatory framework 
for the promotion and implementation of this 
technological development and data 
standardization, with precise rules. Norms 
managing access to information, ensuring the 
fulfillment of the obligations and imposed by 
the GDPR, according to which there must be 
total transparency on the processing of 
personal data of users39. Only with a clear and 

 
37 TAR Lazio, Rome, sec. III bis, 10 September 2018, n. 
9230; TAR Lazio, Rome, sec. III bis, 25 March 2019, n. 
3985; TAR Lazio, Rome, sec. III bis, 19 April 2019, n. 
5134. 
38 According to the well-known statement, named “The 
Debriefing”, addressed by Bill Gates to then-president 
of the United States Bill Clinton, concluding so “you 
and I are out of sync by a factor of nine”, in Wired, De-
cember 2000, https://www.wired.com/2000/12/clinton-
2. 
39 In this logic is widely shared the recommendation of 
Mise, Proposte per la Strategia italiana, “the activation 
of a unitary structure, with the modalities identified by 
the Government, for a National Governance for innova-
tive technologies with the purpose of (i) contributing to 
define in coordinated terms policies and concrete inter-
ventions, also through public consultations, in the field 
of new technologies, in respect of the principle of tech-

certain regulation, primarily aimed at 
protecting the fundamental rights of the 
individual and based on the principles of 
transparency and accountability, is a wide use 
of this innovative instrument possible. 

The second aim is to shed light on the 
many applications of blockchain to different 
areas of performance administration. The 
impression is that many fields are still 
unexplored, in the sense that by enabling 
decentralized controls on individual nodes, 
this technology could also facilitate novel 
forms of civic monitoring or be a valuable tool 
for democratic support in this direction. In this 
view, information systems could be rethought 
for reliable data sharing between authorities 
and with citizen users. Or “exponential 
technologies, and especially Blockchain/DLT, 
can play an important role in the circular 
economy for the definition and enablement of 
sustainable production and consumption 
models capable of directing the interests of all 
actors in the ecosystem, and in particular the 
citizen/consumer, towards their 
environmentally friendly introduction”40.  

Lastly, the third objective is to reconcile 
information and data management activities 
with the regulatory limitation of prohibiting 
solely automated data processing. Although 

 
nological neutrality; (ii) coordinating investments in a 
design of unitary and synergic interventions (iii) acti-
vate and encourage, if necessary, collaboration between 
institutions, committees and public offices with compe-
tences and tasks in the field, also signaling the oppor-
tunity for joint regulations of the sector Authorities; (iv) 
dialogue with institutions and competent offices of the 
EU and other countries; (v) monitor the impact of the 
interventions made; (vi) express opinions in the phases 
of formation of primary and secondary legislation and in 
the phases of transposition of European legislation into 
Italian law”. On the relationship between blockchain 
and efficiency of the administrative system, S. Caldarel-
li, L’uso della tecnologia blockchain nel settore delle 
pubbliche amministrazioni: tra “mito” e realtà giuridi-
ca, in Diritto dell’Informazione e dell’Informatica, 
2020, 878. 
40 Mise, Proposte per la Strategia italiana. On the relation-
ship between administrative procedure and blockchain, S. 
Crisci, Intelligenza artificiale ed etica dell’algoritmo, in 
Foro amministrativo, 2018, 1787. As highlighted by D.U. 
Galetta, Algoritmi, procedimento amministrativo e gar-
anzie: brevi riflessioni, anche alla luce degli ultimi arresti 
giurisprudenziali in materia, in Rivista italiana diritto 
pubblico comunitario, 2020, 501, “through the use of Arti-
ficial Intelligence systems it is in fact possible not only to 
better manage all the data and information in the posses-
sion of the Public Administrations, but it is also possible a 
relatively easy automation of part of the decision-making 
process, applying Artificial Intelligence to vast areas of 
routine, repetitive and standardized activities”. 
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the data may be standardized, the right to 
obtain human intervention and to challenge 
the factual truth of the data and its traceability 
to the data subject must be guaranteed. Only 
by respecting such a path, the use of 
blockchain technology can be fully connected 
to “one of the most important rights in the 
citizen-public administration relationship of 
the 21st century: the right to a good 
administration”41, provided for in Article 41 of 
the Charter of Rights of the European Union, 
as an effective synthesis of procedural rights 
of the citizen.  

 
41 D.U. Galetta and J.G. Corvalán, Intelligenza Artificia-
le per una Pubblica Amministrazione 4.0? Potenzialità, 
rischi e sfide della rivoluzione tecnologica in atto, in 
Federalismi.it, n. 6, 2019.  
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The Use of Blockchain in Public 
Administration* 

Lisa Wiese 
(Research Fellow, Chair for Public International Law and Public Law at the Leipzig University) 

ABSTRACT The potential fields of application for blockchain technology are many and varied. While the 
technology gained recognition primarily through its use in cryptocurrencies – such as Bitcoin or Ethereum –and 
its impact on the financial sector, there are far-reaching opportunities for the application in industry, commerce 
and also public administration.The German federal government wants to make Germany one of the leading 
locations for blockchain technology and issued a strategy  on how to fully exploit the potential of the technology 
as an innovation driver. In this context, the federal government sees a potential to sustainably transform and 
influence public administration. The strategy explicitly formulates a wide range of application possibilities like 
registry management, digital identity and data verification. Therefore, Blockchain technology could replace 
institutional trust with self-managed and autonomous transparency.  
The article briefly describes the technology of the blockchain and its essential features (1.), gives examples of 
the potential use of blockchain in public administration in Germany (2.) and assess legal challenges and effects 
with regard to data protection and constitutional law (3.). 

1. What is Blockchain Technology? 
The blockchain is a complex and 

multilayered informatic construct. It is not a 
completely new technology, but an innovative 
combination of existing concepts. In 
simplified terms, the blockchain is a 
decentralized database in which data blocks 
are symbolically strung together in a chain 
and stored distributed in a network1. It can be 
compared to a database, which belongs to no 
one and at the same time belongs to everyone, 
since a copy is stored on every connected 
computer. In this way, a blockchain ensures 
an exchange of information, values and goods 
of any kind without having to resort to 
intermediary institutions. The essential 
features of a blockchain, which make the 
definition a little more understandable, include 
the following. 

1.1. Decentralized 
Blockchain technology’s development was 

based on the vision of a system with 
decentralised distribution, one that is to take 
over from central organisational units and is to 
make transactions possible directly between 
the given network’s participants (peer-to-peer 

 
* Article submitted to double-blind peer review. 
This article uses the term ‘blockchain’ as a synonym for 
“distributed ledger technologies”. 
Refer to https://www.bundesregierung.de/breg-de/them-
en/digitalisierung/blockchain-strategie-1671902. 
Refer also to https://www.euractiv.de/section/innovati-
on/news/deutschlands-steiniger-weg-zur-blockchain-na-
tion/. 
1 See https://legislature.vermont.gov/statutes/section/11-
/025/04173. 

networks). Blockchain represents a secure and 
decentralized framework for transaction 
processing. The ability to record facts and data 
with built-in protection against malicious 
interference creates undeniable advantages 
over other distributed data processing and 
storage systems, thereby promising to save us 
from intermediaries2. 

1.2. Immutability 
In previous data transactions, only an 

identical copy was transmitted to the 
recipient3. If it is to be ensured that the sender 
no longer has the corresponding data record as 
a result of the transmission process, 
verification by an intermediary such as a bank 
or another administrative office would be 
required. To enable the blockchain to dispense 
with the intermediation of intermediaries, all 
transactions of a data record are archived 
chronologically on several computing units 
connected to the network. A cryptographic 
process is used to verify and prove the 
effectiveness of data transmission: when a 
new data block is formed and linked to the 
transaction history, a computer solves a 
mathematical problem and the result is 
confirmed by other computers participating in 
the network. The decentralized consensus 

 
2 C. Welzel, K.-P. Eckert, F. Kirstein and V. Jacumeit, 
Mythos Blockchain: Herausforderung für den 
öffentlichen Sektor, Berlin, Kompetenzzentrum 
Öffentliche IT, 2017, 3, 17. 
3 F. Faust, Zivilrechtliches Gutachten zum 71. DJT 
2016: Digitale Wirtschaft – Analoges Recht: Braucht 
das BGB ein Update?, Munich, Beck, 2016, 1. 
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ABSTRACT The potential fields of application for blockchain technology are many and varied. While the 
technology gained recognition primarily through its use in cryptocurrencies – such as Bitcoin or Ethereum –and 
its impact on the financial sector, there are far-reaching opportunities for the application in industry, commerce 
and also public administration.The German federal government wants to make Germany one of the leading 
locations for blockchain technology and issued a strategy  on how to fully exploit the potential of the technology 
as an innovation driver. In this context, the federal government sees a potential to sustainably transform and 
influence public administration. The strategy explicitly formulates a wide range of application possibilities like 
registry management, digital identity and data verification. Therefore, Blockchain technology could replace 
institutional trust with self-managed and autonomous transparency.  
The article briefly describes the technology of the blockchain and its essential features (1.), gives examples of 
the potential use of blockchain in public administration in Germany (2.) and assess legal challenges and effects 
with regard to data protection and constitutional law (3.). 

1. What is Blockchain Technology? 
The blockchain is a complex and 

multilayered informatic construct. It is not a 
completely new technology, but an innovative 
combination of existing concepts. In 
simplified terms, the blockchain is a 
decentralized database in which data blocks 
are symbolically strung together in a chain 
and stored distributed in a network1. It can be 
compared to a database, which belongs to no 
one and at the same time belongs to everyone, 
since a copy is stored on every connected 
computer. In this way, a blockchain ensures 
an exchange of information, values and goods 
of any kind without having to resort to 
intermediary institutions. The essential 
features of a blockchain, which make the 
definition a little more understandable, include 
the following. 

1.1. Decentralized 
Blockchain technology’s development was 

based on the vision of a system with 
decentralised distribution, one that is to take 
over from central organisational units and is to 
make transactions possible directly between 
the given network’s participants (peer-to-peer 

 
* Article submitted to double-blind peer review. 
This article uses the term ‘blockchain’ as a synonym for 
“distributed ledger technologies”. 
Refer to https://www.bundesregierung.de/breg-de/them-
en/digitalisierung/blockchain-strategie-1671902. 
Refer also to https://www.euractiv.de/section/innovati-
on/news/deutschlands-steiniger-weg-zur-blockchain-na-
tion/. 
1 See https://legislature.vermont.gov/statutes/section/11-
/025/04173. 

networks). Blockchain represents a secure and 
decentralized framework for transaction 
processing. The ability to record facts and data 
with built-in protection against malicious 
interference creates undeniable advantages 
over other distributed data processing and 
storage systems, thereby promising to save us 
from intermediaries2. 

1.2. Immutability 
In previous data transactions, only an 

identical copy was transmitted to the 
recipient3. If it is to be ensured that the sender 
no longer has the corresponding data record as 
a result of the transmission process, 
verification by an intermediary such as a bank 
or another administrative office would be 
required. To enable the blockchain to dispense 
with the intermediation of intermediaries, all 
transactions of a data record are archived 
chronologically on several computing units 
connected to the network. A cryptographic 
process is used to verify and prove the 
effectiveness of data transmission: when a 
new data block is formed and linked to the 
transaction history, a computer solves a 
mathematical problem and the result is 
confirmed by other computers participating in 
the network. The decentralized consensus 

 
2 C. Welzel, K.-P. Eckert, F. Kirstein and V. Jacumeit, 
Mythos Blockchain: Herausforderung für den 
öffentlichen Sektor, Berlin, Kompetenzzentrum 
Öffentliche IT, 2017, 3, 17. 
3 F. Faust, Zivilrechtliches Gutachten zum 71. DJT 
2016: Digitale Wirtschaft – Analoges Recht: Braucht 
das BGB ein Update?, Munich, Beck, 2016, 1. 
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process is highly tamper-proof and provides 
an algorithmic guarantee of correctness.  

1.3. Transparency 
All accesses and interactions in a 

blockchain are distributed to all participants in 
the blockchain network and are thus openly 
visible. No information can be changed or 
deleted, but only new information about the 
change of circumstances can be stored, so that 
up to the origin every change and every access 
in the blockchain is traceable for everyone4. 

1.4. Anonymity 
While all accesses and activities of the 

participants in the blockchain are completely 
transparent and can be traced by anyone, the 
users behind them are only represented by 
cryptographically encrypted rows of numbers. 
In the blockchain, users are only visible with a 
“public key” and it is not possible to draw 
conclusions about a person from an individual 
transaction. Public distributed decentralized 
networks ultimately work with asymmetric 
encryption. Users have a public address, a 
kind of account number, and a “private key”. 
The "private key” gives access to the user’s 
public address. Basically, the “private key” is 
the personal password5. Depending on the 
type of blockchain, it is very difficult and 
sometimes even impossible to determine the 
real identity of a participant. Only by 
analyzing all transactions that have been made 
from a public address, it may be possible to 
draw conclusions about individuals or 
organizations6. 

In summary Blockchains are decentralized, 
digital registers that can offer a high degree of 
data integrity and trustworthiness through 
cryptographic processes and decentralized 

 
4 See footnote 5, 17. 
5 This is a strength of the new technology, but also a 
disadvantage, since there is no central authority that can 
communicate or even reset the password in case it is 
forgotten According to a study by the Chain lysis, about 
13-22% of all coins created so far (about 2.3 - 3.7 
million coins) are lost forever because, among other 
things, the "private key" has gone missing, cf. 
https://blog.chainalysis.com/reports/money-supply. 
Especially in early years of Bitcoin, when the price was 
still in the penny or single-digit dollar range, according 
to Chain lysis, many users paid little attention to 
securing their Bitcoin holdings. It is likely that assets lie 
on many old hard drives or forgotten USB sticks. See 
for example: https://www.spiegel.de/wirtschaft/james-
howells-der-mann-der-100-millionen-dollar-im-muell-s 
ucht-a-1184783.htm.  
6 See footnote 5, 17. 

storage. The technology could contribute to 
the modernization of registers and the 
digitization of documentation processes and 
drive the automation of processes7. 

2. Applying blockchain technology in public 
administration 
In many cases today, actors of the public 

sector perform the role of intermediaries. The 
public administration maintains registers to 
document ownership structures, while 
notaries, through their special position of 
trustworthiness, ensure ownership transfers. In 
addition, the state serves in many situations as 
a trusted third party, such as when it comes to 
confirming identities of persons or things or 
verifying the authenticity of documents. 
Therefore, the use of blockchain technology in 
many areas of public administration is quite 
conceivable. 

The spectrum of current discussion for 
potential application areas in public 
administration ranges from the mapping of 
digital identities to transparency and openness, 
publicly maintained registers and management 
of ownership, proof of origin, verification and 
confirmation services, e-payment as well as 
securing electronic elections. In the following, 
only the most relevant application possibilities 
will be discussed, for which pilot projects 
have already been started or for which there is 
at least particularly promising potential for 
use. 

2.1. Digital Identity (eID)  
Prerequisites for the creation of digital 

administrative services are digital identities 
for individuals. Digital identities act as an 
important foundation for the use of digital 
services and networking, because they make 
communication, data exchange and 
transactions possible.  

With the Online Access Act 
(Onlinezugangsgesetz) the federal, state and 
local governments are obliged to offer their 
administrative services digitally by 2022. 
Administrative portals of the federal 
government, the states and the municipalities 
will be technically linked in order to provide 
uniform access to all digital services offered 
by public administration. User accounts will 
be provided for citizens and companies in the 

 
7 Refer to https://www.bmwi.de/Redaktion/DE/Down-
loads/B/bekanntmachung-umsetzung-blockchain-strate-
gie.pdf?__blob=publicationFile&v=4. 
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portal network. Up to now the means of 
identification are a combination of user name 
and password and the online ID function. 

It would also be possible that a connection 
between this user account and blockchain 
technology could create the basis for carrying 
out and recording user-to-user transactions in 
digital administrative services.  

In Germany it is currently examined 
whether these blockchain based digital 
identities offer the prospect of a clear added-
value compared to existing solutions, and 
whether they can be structured in a way that 
satisfies data protection law’s requirements. In 
addition, the structuring must regard 
practicability, user-friendliness and the 
guaranteeing of autonomy in terms of 
information (informationelle Selbstbestimm-
ung). Furthermore, the Federal Government is 
examining in various public-administration 
procedures, whether and to what extent, it is 
possible to accept derived digital identities 
from the private sector, either for public-
administrative procedures or respectively for 
certain legal transactions8. 

The first prototypes for public digital 
identities already exist in Estonia and 
Switzerland. The E-Government Programs of 
these countries are becoming a showcase for 
many other countries with regard to 
blockchain-based initiatives.   The Swiss city 
Zug9 developed a blockchain-based digital ID 
with which citizens have access to various 
public services like bike rental, parking 
management, book lending from libraries and 
more.  

Since 2015 the Baltic state has been 
offering blockchain-based administrative 
services with its e-residency program (e-
Estonia)10. The program combines digital 
identities with a blockchain-based public 
authority system (“X-Road”). As a result, all 
2.400 public services of Estonia11 can be 
accessed digitally by its citizens (except from 
marriage, divorce and house purchase). 

 
 

 
8 See https://www.digitale-technologien.de/DT/Navigat 
ion/DE/ProgrammeProjekte/AktuelleTechnologieprogra
mme/Sichere_Digitale_Identitaeten/Projekte_Umsetzun
gsphase/projekte_umsetzungsphase.html.  
9 https://www.stadtzug.ch/newsarchiv/431448.  
10 Jameson, Hudson, Hard Fork No. 4: Spurious Dragon 
– Ethereum Blog, 16 March 2017, https://blog.ethe-
reum.org/2016/11/18/hard-fork-no-4-spurious-dragon/.  
11 See https://www.eesti.ee/et. 

2.2. Transparency and Openness  
The public sector is increasingly faced with 

the challenge of making its activities and 
decisions more transparent and 
comprehensible. With open data projects, the 
federal government12 and local authorities are 
making their own data easily accessible and 
open to the public. Even at European level an 
online portal for open data has been made 
available13. 

Blockchain technology can take 
transparency performance to a new level of 
quality. For example, the origin and 
authenticity of data can be secured by a 
blockchain, which would increase confidence 
in the correctness, or source of the data 
itself14. 

Another field of application in this area are 
public budgets. Revenues and expenditures of 
public budgets can be made more transparent 
by storing a transaction in a blockchain. Such 
a concept could also be applicable to 
international aid15 or donation financing, by 
providing information on how and for what 
the funds are used. This could help to prevent 
misuse and at the same time reduce 
bureaucracy.  

2.3. Public Register and Verification 
One of the main tasks of public 

administration is to grant, modify, transfer and 
document rights. For example, public 
administration offices register who owns a 
car, who is married to whom, who has 
received a place in a kindergarten, who owns 
a piece of land, who has a driver’s license, or 
who is allowed to set up an advertising system 

 
12 Refer to https://www.bundesregierung.de/breg-de/su-
che/open-data-strategie-1939808. 
13 See https://data.europa.eu/de. 
14 J. Smith, J. Tennison, P. Wells, J. Fawcett and S. 
Harrison, Applying blockchain technology in global 
data infrastructure, Open Data Institute, 2016, see 
http://theodi.org/technical-reportblockchain-technology-
in-global-data-infrastr.   
15 The Federal Ministry for economic Cooperation set 
up the project “TruBudget”: a digital working platform 
for the transparent and secure implementation of public 
investments in developing countries, which is 
technically based on a blockchain. The platform is up 
and running in four Countries. Brazil has been using 
“TruBudget” for 2 years as part of the Amazon Fund. In 
Georgia since July 2020, two projects with a volume of 
around 200 million have been documented on 
“TruBudget” since July 2020. Further FC projects in 
Ethiopia and Burkina Faso will follow.  
“TrueBudget” transparency through blockchain: see 
https://www.bmz.de/de/entwicklungspolitik/digitalisieru
ng/ziele-und-schwerpunkte/ziel-04-12216. 



 
  
LLiissaa  WWiieessee 
 

 
32  2021 Erdal, Volume 2, Issue 2 
 

Bl
oc

kc
ha

in
 a

nd
 P

ub
lic

 A
dm

in
ist

ra
tio

n 

process is highly tamper-proof and provides 
an algorithmic guarantee of correctness.  

1.3. Transparency 
All accesses and interactions in a 

blockchain are distributed to all participants in 
the blockchain network and are thus openly 
visible. No information can be changed or 
deleted, but only new information about the 
change of circumstances can be stored, so that 
up to the origin every change and every access 
in the blockchain is traceable for everyone4. 

1.4. Anonymity 
While all accesses and activities of the 

participants in the blockchain are completely 
transparent and can be traced by anyone, the 
users behind them are only represented by 
cryptographically encrypted rows of numbers. 
In the blockchain, users are only visible with a 
“public key” and it is not possible to draw 
conclusions about a person from an individual 
transaction. Public distributed decentralized 
networks ultimately work with asymmetric 
encryption. Users have a public address, a 
kind of account number, and a “private key”. 
The "private key” gives access to the user’s 
public address. Basically, the “private key” is 
the personal password5. Depending on the 
type of blockchain, it is very difficult and 
sometimes even impossible to determine the 
real identity of a participant. Only by 
analyzing all transactions that have been made 
from a public address, it may be possible to 
draw conclusions about individuals or 
organizations6. 

In summary Blockchains are decentralized, 
digital registers that can offer a high degree of 
data integrity and trustworthiness through 
cryptographic processes and decentralized 

 
4 See footnote 5, 17. 
5 This is a strength of the new technology, but also a 
disadvantage, since there is no central authority that can 
communicate or even reset the password in case it is 
forgotten According to a study by the Chain lysis, about 
13-22% of all coins created so far (about 2.3 - 3.7 
million coins) are lost forever because, among other 
things, the "private key" has gone missing, cf. 
https://blog.chainalysis.com/reports/money-supply. 
Especially in early years of Bitcoin, when the price was 
still in the penny or single-digit dollar range, according 
to Chain lysis, many users paid little attention to 
securing their Bitcoin holdings. It is likely that assets lie 
on many old hard drives or forgotten USB sticks. See 
for example: https://www.spiegel.de/wirtschaft/james-
howells-der-mann-der-100-millionen-dollar-im-muell-s 
ucht-a-1184783.htm.  
6 See footnote 5, 17. 

storage. The technology could contribute to 
the modernization of registers and the 
digitization of documentation processes and 
drive the automation of processes7. 

2. Applying blockchain technology in public 
administration 
In many cases today, actors of the public 

sector perform the role of intermediaries. The 
public administration maintains registers to 
document ownership structures, while 
notaries, through their special position of 
trustworthiness, ensure ownership transfers. In 
addition, the state serves in many situations as 
a trusted third party, such as when it comes to 
confirming identities of persons or things or 
verifying the authenticity of documents. 
Therefore, the use of blockchain technology in 
many areas of public administration is quite 
conceivable. 

The spectrum of current discussion for 
potential application areas in public 
administration ranges from the mapping of 
digital identities to transparency and openness, 
publicly maintained registers and management 
of ownership, proof of origin, verification and 
confirmation services, e-payment as well as 
securing electronic elections. In the following, 
only the most relevant application possibilities 
will be discussed, for which pilot projects 
have already been started or for which there is 
at least particularly promising potential for 
use. 

2.1. Digital Identity (eID)  
Prerequisites for the creation of digital 

administrative services are digital identities 
for individuals. Digital identities act as an 
important foundation for the use of digital 
services and networking, because they make 
communication, data exchange and 
transactions possible.  

With the Online Access Act 
(Onlinezugangsgesetz) the federal, state and 
local governments are obliged to offer their 
administrative services digitally by 2022. 
Administrative portals of the federal 
government, the states and the municipalities 
will be technically linked in order to provide 
uniform access to all digital services offered 
by public administration. User accounts will 
be provided for citizens and companies in the 

 
7 Refer to https://www.bmwi.de/Redaktion/DE/Down-
loads/B/bekanntmachung-umsetzung-blockchain-strate-
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portal network. Up to now the means of 
identification are a combination of user name 
and password and the online ID function. 

It would also be possible that a connection 
between this user account and blockchain 
technology could create the basis for carrying 
out and recording user-to-user transactions in 
digital administrative services.  

In Germany it is currently examined 
whether these blockchain based digital 
identities offer the prospect of a clear added-
value compared to existing solutions, and 
whether they can be structured in a way that 
satisfies data protection law’s requirements. In 
addition, the structuring must regard 
practicability, user-friendliness and the 
guaranteeing of autonomy in terms of 
information (informationelle Selbstbestimm-
ung). Furthermore, the Federal Government is 
examining in various public-administration 
procedures, whether and to what extent, it is 
possible to accept derived digital identities 
from the private sector, either for public-
administrative procedures or respectively for 
certain legal transactions8. 

The first prototypes for public digital 
identities already exist in Estonia and 
Switzerland. The E-Government Programs of 
these countries are becoming a showcase for 
many other countries with regard to 
blockchain-based initiatives.   The Swiss city 
Zug9 developed a blockchain-based digital ID 
with which citizens have access to various 
public services like bike rental, parking 
management, book lending from libraries and 
more.  

Since 2015 the Baltic state has been 
offering blockchain-based administrative 
services with its e-residency program (e-
Estonia)10. The program combines digital 
identities with a blockchain-based public 
authority system (“X-Road”). As a result, all 
2.400 public services of Estonia11 can be 
accessed digitally by its citizens (except from 
marriage, divorce and house purchase). 

 
 

 
8 See https://www.digitale-technologien.de/DT/Navigat 
ion/DE/ProgrammeProjekte/AktuelleTechnologieprogra
mme/Sichere_Digitale_Identitaeten/Projekte_Umsetzun
gsphase/projekte_umsetzungsphase.html.  
9 https://www.stadtzug.ch/newsarchiv/431448.  
10 Jameson, Hudson, Hard Fork No. 4: Spurious Dragon 
– Ethereum Blog, 16 March 2017, https://blog.ethe-
reum.org/2016/11/18/hard-fork-no-4-spurious-dragon/.  
11 See https://www.eesti.ee/et. 

2.2. Transparency and Openness  
The public sector is increasingly faced with 

the challenge of making its activities and 
decisions more transparent and 
comprehensible. With open data projects, the 
federal government12 and local authorities are 
making their own data easily accessible and 
open to the public. Even at European level an 
online portal for open data has been made 
available13. 

Blockchain technology can take 
transparency performance to a new level of 
quality. For example, the origin and 
authenticity of data can be secured by a 
blockchain, which would increase confidence 
in the correctness, or source of the data 
itself14. 

Another field of application in this area are 
public budgets. Revenues and expenditures of 
public budgets can be made more transparent 
by storing a transaction in a blockchain. Such 
a concept could also be applicable to 
international aid15 or donation financing, by 
providing information on how and for what 
the funds are used. This could help to prevent 
misuse and at the same time reduce 
bureaucracy.  

2.3. Public Register and Verification 
One of the main tasks of public 

administration is to grant, modify, transfer and 
document rights. For example, public 
administration offices register who owns a 
car, who is married to whom, who has 
received a place in a kindergarten, who owns 
a piece of land, who has a driver’s license, or 
who is allowed to set up an advertising system 

 
12 Refer to https://www.bundesregierung.de/breg-de/su-
che/open-data-strategie-1939808. 
13 See https://data.europa.eu/de. 
14 J. Smith, J. Tennison, P. Wells, J. Fawcett and S. 
Harrison, Applying blockchain technology in global 
data infrastructure, Open Data Institute, 2016, see 
http://theodi.org/technical-reportblockchain-technology-
in-global-data-infrastr.   
15 The Federal Ministry for economic Cooperation set 
up the project “TruBudget”: a digital working platform 
for the transparent and secure implementation of public 
investments in developing countries, which is 
technically based on a blockchain. The platform is up 
and running in four Countries. Brazil has been using 
“TruBudget” for 2 years as part of the Amazon Fund. In 
Georgia since July 2020, two projects with a volume of 
around 200 million have been documented on 
“TruBudget” since July 2020. Further FC projects in 
Ethiopia and Burkina Faso will follow.  
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process is highly tamper-proof and provides 
an algorithmic guarantee of correctness.  

1.3. Transparency 
All accesses and interactions in a 

blockchain are distributed to all participants in 
the blockchain network and are thus openly 
visible. No information can be changed or 
deleted, but only new information about the 
change of circumstances can be stored, so that 
up to the origin every change and every access 
in the blockchain is traceable for everyone4. 

1.4. Anonymity 
While all accesses and activities of the 

participants in the blockchain are completely 
transparent and can be traced by anyone, the 
users behind them are only represented by 
cryptographically encrypted rows of numbers. 
In the blockchain, users are only visible with a 
“public key” and it is not possible to draw 
conclusions about a person from an individual 
transaction. Public distributed decentralized 
networks ultimately work with asymmetric 
encryption. Users have a public address, a 
kind of account number, and a “private key”. 
The "private key” gives access to the user’s 
public address. Basically, the “private key” is 
the personal password5. Depending on the 
type of blockchain, it is very difficult and 
sometimes even impossible to determine the 
real identity of a participant. Only by 
analyzing all transactions that have been made 
from a public address, it may be possible to 
draw conclusions about individuals or 
organizations6. 

In summary Blockchains are decentralized, 
digital registers that can offer a high degree of 
data integrity and trustworthiness through 
cryptographic processes and decentralized 

 
4 See footnote 5, 17. 
5 This is a strength of the new technology, but also a 
disadvantage, since there is no central authority that can 
communicate or even reset the password in case it is 
forgotten According to a study by the Chain lysis, about 
13-22% of all coins created so far (about 2.3 - 3.7 
million coins) are lost forever because, among other 
things, the "private key" has gone missing, cf. 
https://blog.chainalysis.com/reports/money-supply. 
Especially in early years of Bitcoin, when the price was 
still in the penny or single-digit dollar range, according 
to Chain lysis, many users paid little attention to 
securing their Bitcoin holdings. It is likely that assets lie 
on many old hard drives or forgotten USB sticks. See 
for example: https://www.spiegel.de/wirtschaft/james-
howells-der-mann-der-100-millionen-dollar-im-muell-s 
ucht-a-1184783.htm.  
6 See footnote 5, 17. 

storage. The technology could contribute to 
the modernization of registers and the 
digitization of documentation processes and 
drive the automation of processes7. 

2. Applying blockchain technology in public 
administration 
In many cases today, actors of the public 

sector perform the role of intermediaries. The 
public administration maintains registers to 
document ownership structures, while 
notaries, through their special position of 
trustworthiness, ensure ownership transfers. In 
addition, the state serves in many situations as 
a trusted third party, such as when it comes to 
confirming identities of persons or things or 
verifying the authenticity of documents. 
Therefore, the use of blockchain technology in 
many areas of public administration is quite 
conceivable. 

The spectrum of current discussion for 
potential application areas in public 
administration ranges from the mapping of 
digital identities to transparency and openness, 
publicly maintained registers and management 
of ownership, proof of origin, verification and 
confirmation services, e-payment as well as 
securing electronic elections. In the following, 
only the most relevant application possibilities 
will be discussed, for which pilot projects 
have already been started or for which there is 
at least particularly promising potential for 
use. 

2.1. Digital Identity (eID)  
Prerequisites for the creation of digital 

administrative services are digital identities 
for individuals. Digital identities act as an 
important foundation for the use of digital 
services and networking, because they make 
communication, data exchange and 
transactions possible.  

With the Online Access Act 
(Onlinezugangsgesetz) the federal, state and 
local governments are obliged to offer their 
administrative services digitally by 2022. 
Administrative portals of the federal 
government, the states and the municipalities 
will be technically linked in order to provide 
uniform access to all digital services offered 
by public administration. User accounts will 
be provided for citizens and companies in the 

 
7 Refer to https://www.bmwi.de/Redaktion/DE/Down-
loads/B/bekanntmachung-umsetzung-blockchain-strate-
gie.pdf?__blob=publicationFile&v=4. 
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portal network. Up to now the means of 
identification are a combination of user name 
and password and the online ID function. 

It would also be possible that a connection 
between this user account and blockchain 
technology could create the basis for carrying 
out and recording user-to-user transactions in 
digital administrative services.  

In Germany it is currently examined 
whether these blockchain based digital 
identities offer the prospect of a clear added-
value compared to existing solutions, and 
whether they can be structured in a way that 
satisfies data protection law’s requirements. In 
addition, the structuring must regard 
practicability, user-friendliness and the 
guaranteeing of autonomy in terms of 
information (informationelle Selbstbestimm-
ung). Furthermore, the Federal Government is 
examining in various public-administration 
procedures, whether and to what extent, it is 
possible to accept derived digital identities 
from the private sector, either for public-
administrative procedures or respectively for 
certain legal transactions8. 

The first prototypes for public digital 
identities already exist in Estonia and 
Switzerland. The E-Government Programs of 
these countries are becoming a showcase for 
many other countries with regard to 
blockchain-based initiatives.   The Swiss city 
Zug9 developed a blockchain-based digital ID 
with which citizens have access to various 
public services like bike rental, parking 
management, book lending from libraries and 
more.  

Since 2015 the Baltic state has been 
offering blockchain-based administrative 
services with its e-residency program (e-
Estonia)10. The program combines digital 
identities with a blockchain-based public 
authority system (“X-Road”). As a result, all 
2.400 public services of Estonia11 can be 
accessed digitally by its citizens (except from 
marriage, divorce and house purchase). 

 
 

 
8 See https://www.digitale-technologien.de/DT/Navigat 
ion/DE/ProgrammeProjekte/AktuelleTechnologieprogra
mme/Sichere_Digitale_Identitaeten/Projekte_Umsetzun
gsphase/projekte_umsetzungsphase.html.  
9 https://www.stadtzug.ch/newsarchiv/431448.  
10 Jameson, Hudson, Hard Fork No. 4: Spurious Dragon 
– Ethereum Blog, 16 March 2017, https://blog.ethe-
reum.org/2016/11/18/hard-fork-no-4-spurious-dragon/.  
11 See https://www.eesti.ee/et. 

2.2. Transparency and Openness  
The public sector is increasingly faced with 

the challenge of making its activities and 
decisions more transparent and 
comprehensible. With open data projects, the 
federal government12 and local authorities are 
making their own data easily accessible and 
open to the public. Even at European level an 
online portal for open data has been made 
available13. 

Blockchain technology can take 
transparency performance to a new level of 
quality. For example, the origin and 
authenticity of data can be secured by a 
blockchain, which would increase confidence 
in the correctness, or source of the data 
itself14. 

Another field of application in this area are 
public budgets. Revenues and expenditures of 
public budgets can be made more transparent 
by storing a transaction in a blockchain. Such 
a concept could also be applicable to 
international aid15 or donation financing, by 
providing information on how and for what 
the funds are used. This could help to prevent 
misuse and at the same time reduce 
bureaucracy.  

2.3. Public Register and Verification 
One of the main tasks of public 

administration is to grant, modify, transfer and 
document rights. For example, public 
administration offices register who owns a 
car, who is married to whom, who has 
received a place in a kindergarten, who owns 
a piece of land, who has a driver’s license, or 
who is allowed to set up an advertising system 

 
12 Refer to https://www.bundesregierung.de/breg-de/su-
che/open-data-strategie-1939808. 
13 See https://data.europa.eu/de. 
14 J. Smith, J. Tennison, P. Wells, J. Fawcett and S. 
Harrison, Applying blockchain technology in global 
data infrastructure, Open Data Institute, 2016, see 
http://theodi.org/technical-reportblockchain-technology-
in-global-data-infrastr.   
15 The Federal Ministry for economic Cooperation set 
up the project “TruBudget”: a digital working platform 
for the transparent and secure implementation of public 
investments in developing countries, which is 
technically based on a blockchain. The platform is up 
and running in four Countries. Brazil has been using 
“TruBudget” for 2 years as part of the Amazon Fund. In 
Georgia since July 2020, two projects with a volume of 
around 200 million have been documented on 
“TruBudget” since July 2020. Further FC projects in 
Ethiopia and Burkina Faso will follow.  
“TrueBudget” transparency through blockchain: see 
https://www.bmz.de/de/entwicklungspolitik/digitalisieru
ng/ziele-und-schwerpunkte/ziel-04-12216. 
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in the street. These rights are well documented 
in registers.  

All these registers store data on persons or 
institutions and document changes over time. 
Managing and storing various rights in 
registers are one of the main tasks of public 
administration offices. Keeping these public 
registers on a blockchain seems quite obvious, 
as the blockchain with its verifiable, 
transparent documentation of transactions is 
already very similar to a classic register16. 
However, proposals that see blockchain as a 
quasi-substitute for registers should be viewed 
critically17. It limits the view of the actual 
potential of the technology for public 
administration: this lies much more in its use 
as a digital system for certification and 
verification of rights rather than in the 
abolition of registers. 

With help of the blockchain it would be 
possible to manage a certification system 
(excerpts from the registers, e.g. birth 
certificate) in a more simplified way18. The 
citizen who has to provide a certificate could 
give a temporary permission to check whether 
corresponding rights are available to the 
recipient, for whom the proof is needed19. 
Each query in the blockchain is automatically 
logged in order to create transparency and 
security for the parties involved. 

2.4. Elections  
Another potential application of blockchain 

is e-voting (electronic voting) or even I-voting 
(voting over the Internet). In such a context, 
each voter generally receives a coin (or token) 
that represents his or her vote. Each candidate 
gets a receiving address (comparable to a 
wallet). The election itself is represented by a 
transaction of the coin to the candidate's 
receiving address.  

While there are concerns for blockchain-
based parliamentary elections20, from a state 
organization law (Staatsorganisationsrecht) 
perspective, elections via blockchain would be 

 
16 A. Berger, Blockchain – Mythos oder Technologie für 
die öffentliche Verwaltung, in Deutsches 
Verwaltungsblatt, vol. 132, n. 20, 2017, 1271. 
17 D. Rehfeld, Blockchain in der öffentlichen 
Verwaltung in T. Klenk, F. Nullmeier and G. Wewer 
(eds.), Handbuch Digitalisierung in Staat und 
Verwaltung, Wiesbaden, Springer VS, 2020, 68.  
18 D. Rehfeld, Grundlagen einer möglichen 
Infrastruktur, in www.egovernment-computing.de. 
19 See Footnote 20, 22.  
20 W. Prinz and A. Schulte (eds.), Blockchain and Smart 
Contracts, Fraunhofer-Gesellschaft, 2018, 29; Fn. 5, 22. 

possible. The considerations made in this 
regard include tangible benefits such as 
immediate overview of votes, high data 
integrity and benefits like an increase in voter 
turnout21. If a blockchain-based election 
system is appropriately designed, no violation 
of the principles of electoral law codified in 
Article 38 para. 1 of the German 
Constitution22 is evident. On the contrary, a 
blockchain-based electoral system could 
violate the principal of publicity according to 
Art. 38 (1) and Article 20 para. 1 and 2 of the 
German Constitution. According to this 
principal, the essential parts of an election 
must be publicly auditable. This means that 
every citizen must be able to reliably 
understand the central step of the election 
process. This puts blockchain technology due 
to its technical complexity in a difficult 
position23. In a decision on the 
constitutionality of voting computers, the 
German Constitutional Court stated that every 
voter must be able to reliably convince 
himself of the legality of the election24. In this 
respect, the Constitutional Court further stated 
that no information technology knowledge 
may be necessary for the comprehensibility of 
the voting process25. However, it can be 
objected that the data collection and data 
processing mechanisms of digital information 
technologies are generally and fundamentally 
beyond actual perception. It is therefore 
appropriate to be sceptical as to whether 
technical comprehensibility for the entire 
voters represents a legitimacy of the digital 
state. The BVerfG is obviously not quite 
serious about this itself since it has made the 
proposal that electronic voting machines 
should additionally print out a paper 
record/protocol of the votes26. Moreover, 
printing out the votes would not improve the 
technical understanding and verification of the 
election, because it would still not be possible 
to verify whether the printed votes 

 
21 P. Boucher, What if blockchain technology 
revolutionized voting?, European Parliament Research 
Service, 2016, see: http://www.europarl.europa.eu/th 
inktank/de/document.html?reference=EPRS_ATA(2016
)581918. 
22 “Members of the German Bundestag shall be elected 
in general, direct, free, equal and secret elections”. 
23 J. Susskind, Decrypting Democracy: Incentivizing 
Blockchain Voting Technology for an Improved Election 
System, in San Diego Law Review, 2017, vol. 54, 785, 
814.  
24 BVerfG MMR 2009, 317. 
25 BVerfG MMR 2009, 318.  
26 BVerfG MMR 2009, 319. 
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corresponded to the actual votes. It remains to 
be seen whether a renewed attempt will be 
made to digitize the voting process. 

2.5. European Blockchain Service 
Infrastructure (EBSI) 

Blockchain technology is characterised by 
a decentralised infrastructure on which the 
most diverse range of applications can be 
provided. With regards to transnational and 
cross-sectorial interoperability of the 
blockchain, the demand for a public 
infrastructure used for blockchain applications 
arises. This blockchain infrastructure should 
support companies or organisations in 
developing specific applications. State 
infrastructure activities are associated not only 
with the hope of setting standards for 
interoperability but also for establishing 
governance structures for decentralised 
networks.  

The European public sector is building its 
own blockchain services infrastructure, which 
should soon be interoperable with private 
sector platforms27. European Blockchain 
Service Infrastructure (EBSI) focuses on a 
small number of specific use cases 
(applications), and plans to expand over time.  

Through the European Blockchain 
Partnership, the German government is 
actively participating in the development of 
the European Blockchain Services, which will 
also be used to provide EU-wide 
administrative services. The first use cases 
will go live shortly. At the national level, 
work is underway on a national Blockchain 
infrastructure for the public sector as part of 
Govdigital28. Some administrative solutions 
based on blockchain technology have already 
been piloted, including to support inter-agency 
communication and collaboration in the 
asylum process or to transparently and 
securely implement public investments in 
developing countries. Other solutions are 
currently still being worked on, such as an 
electronic vehicle record (eFA), more efficient 
customs valuation of e-commerce transactions 
with third countries, or digitally verified 
competency certificates and job references29. 

 
27 See https://digital-strategy.ec.europa.eu/en/policies/eu 
ropean-blockchain-services-infrastructure. 
28 See https://www.govdigital.de/themen-leistungen/blo-
ckchain.  
29 See https://digital-strategy.ec.europa.eu/en/policies/eu 
ropean-blockchain-services-infrastructure.  

3. Legal challenges and other effects 
Many of the internationally discussed 

application scenarios in the public sector are 
accompanied by a number of new challenges. 
Building and running a blockchain is not 
trivial and requires experienced professionals, 
including cryptologists and computer 
scientists. In addition to a variety of open 
technical points, there are also fundamental 
questions involved. Classic intermediaries 
create trust through organizational measures. 
Intermediaries in the public sector are subject 
to special requirements with regard to 
correctness and trustworthiness. Blockchain 
technology replaces this organisational trust 
with confidence in technology and its 
cryptographic processes. In this context, it has 
to be considered in each case whether the use 
of blockchain is reasonable and sustainable in 
the long run. 

Emphasis was given to potential efficiency 
increases, resulting from simplified data 
exchange across horizontal and vertical 
administration levels, reduced duplication of 
data, and lower transaction costs. There was 
also a description of the technology’s potential 
with regard to transparency, participation and 
traceability of administrative processes. 
However, the demonstrated advantages of the 
blockchain come with legal barriers regarding 
current data protection requirements30. 

Immutability of stored data and 
transparency of blockchain coupled with its 
temporal unlimited traceability are in 
contradiction to essential basic principles of 
current data protection law. This concerns in 
particular the right of deletion (Art. 17 
DSGVO in conjunction with § 35 BDSG), 
correction (Art. 16 DSGVO), blocking (Art. 
18DSGVO) and information (Art. 15 DSGVO 
in conjunction with § 34 BDSG). 

Various approaches are being discussed in 
order to eliminate legal concerns. 
Consideration is given to reducing the right to 
deletion for complex, decentral organized IT 
systems in favour of a right to sufficient 
protective measures, in order not to jeopardize 
the innovation potential of blockchain 
technology31. 

However, the conflicts under data 
 

30 Basic Data Protection Regulation (DSGVO) and the 
national Federal Data Protection Act.  
31 M. Martini and Q. Weinzierl, Die Blockchain-
Technologie und das Recht auf Vergessenwerden, in 
Neue Zeitschrift für Verwaltungsrecht, vol. 36, n. 17, 
2017, 1251, 1258.  
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in the street. These rights are well documented 
in registers.  

All these registers store data on persons or 
institutions and document changes over time. 
Managing and storing various rights in 
registers are one of the main tasks of public 
administration offices. Keeping these public 
registers on a blockchain seems quite obvious, 
as the blockchain with its verifiable, 
transparent documentation of transactions is 
already very similar to a classic register16. 
However, proposals that see blockchain as a 
quasi-substitute for registers should be viewed 
critically17. It limits the view of the actual 
potential of the technology for public 
administration: this lies much more in its use 
as a digital system for certification and 
verification of rights rather than in the 
abolition of registers. 

With help of the blockchain it would be 
possible to manage a certification system 
(excerpts from the registers, e.g. birth 
certificate) in a more simplified way18. The 
citizen who has to provide a certificate could 
give a temporary permission to check whether 
corresponding rights are available to the 
recipient, for whom the proof is needed19. 
Each query in the blockchain is automatically 
logged in order to create transparency and 
security for the parties involved. 

2.4. Elections  
Another potential application of blockchain 

is e-voting (electronic voting) or even I-voting 
(voting over the Internet). In such a context, 
each voter generally receives a coin (or token) 
that represents his or her vote. Each candidate 
gets a receiving address (comparable to a 
wallet). The election itself is represented by a 
transaction of the coin to the candidate's 
receiving address.  

While there are concerns for blockchain-
based parliamentary elections20, from a state 
organization law (Staatsorganisationsrecht) 
perspective, elections via blockchain would be 

 
16 A. Berger, Blockchain – Mythos oder Technologie für 
die öffentliche Verwaltung, in Deutsches 
Verwaltungsblatt, vol. 132, n. 20, 2017, 1271. 
17 D. Rehfeld, Blockchain in der öffentlichen 
Verwaltung in T. Klenk, F. Nullmeier and G. Wewer 
(eds.), Handbuch Digitalisierung in Staat und 
Verwaltung, Wiesbaden, Springer VS, 2020, 68.  
18 D. Rehfeld, Grundlagen einer möglichen 
Infrastruktur, in www.egovernment-computing.de. 
19 See Footnote 20, 22.  
20 W. Prinz and A. Schulte (eds.), Blockchain and Smart 
Contracts, Fraunhofer-Gesellschaft, 2018, 29; Fn. 5, 22. 

possible. The considerations made in this 
regard include tangible benefits such as 
immediate overview of votes, high data 
integrity and benefits like an increase in voter 
turnout21. If a blockchain-based election 
system is appropriately designed, no violation 
of the principles of electoral law codified in 
Article 38 para. 1 of the German 
Constitution22 is evident. On the contrary, a 
blockchain-based electoral system could 
violate the principal of publicity according to 
Art. 38 (1) and Article 20 para. 1 and 2 of the 
German Constitution. According to this 
principal, the essential parts of an election 
must be publicly auditable. This means that 
every citizen must be able to reliably 
understand the central step of the election 
process. This puts blockchain technology due 
to its technical complexity in a difficult 
position23. In a decision on the 
constitutionality of voting computers, the 
German Constitutional Court stated that every 
voter must be able to reliably convince 
himself of the legality of the election24. In this 
respect, the Constitutional Court further stated 
that no information technology knowledge 
may be necessary for the comprehensibility of 
the voting process25. However, it can be 
objected that the data collection and data 
processing mechanisms of digital information 
technologies are generally and fundamentally 
beyond actual perception. It is therefore 
appropriate to be sceptical as to whether 
technical comprehensibility for the entire 
voters represents a legitimacy of the digital 
state. The BVerfG is obviously not quite 
serious about this itself since it has made the 
proposal that electronic voting machines 
should additionally print out a paper 
record/protocol of the votes26. Moreover, 
printing out the votes would not improve the 
technical understanding and verification of the 
election, because it would still not be possible 
to verify whether the printed votes 

 
21 P. Boucher, What if blockchain technology 
revolutionized voting?, European Parliament Research 
Service, 2016, see: http://www.europarl.europa.eu/th 
inktank/de/document.html?reference=EPRS_ATA(2016
)581918. 
22 “Members of the German Bundestag shall be elected 
in general, direct, free, equal and secret elections”. 
23 J. Susskind, Decrypting Democracy: Incentivizing 
Blockchain Voting Technology for an Improved Election 
System, in San Diego Law Review, 2017, vol. 54, 785, 
814.  
24 BVerfG MMR 2009, 317. 
25 BVerfG MMR 2009, 318.  
26 BVerfG MMR 2009, 319. 
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corresponded to the actual votes. It remains to 
be seen whether a renewed attempt will be 
made to digitize the voting process. 

2.5. European Blockchain Service 
Infrastructure (EBSI) 

Blockchain technology is characterised by 
a decentralised infrastructure on which the 
most diverse range of applications can be 
provided. With regards to transnational and 
cross-sectorial interoperability of the 
blockchain, the demand for a public 
infrastructure used for blockchain applications 
arises. This blockchain infrastructure should 
support companies or organisations in 
developing specific applications. State 
infrastructure activities are associated not only 
with the hope of setting standards for 
interoperability but also for establishing 
governance structures for decentralised 
networks.  

The European public sector is building its 
own blockchain services infrastructure, which 
should soon be interoperable with private 
sector platforms27. European Blockchain 
Service Infrastructure (EBSI) focuses on a 
small number of specific use cases 
(applications), and plans to expand over time.  

Through the European Blockchain 
Partnership, the German government is 
actively participating in the development of 
the European Blockchain Services, which will 
also be used to provide EU-wide 
administrative services. The first use cases 
will go live shortly. At the national level, 
work is underway on a national Blockchain 
infrastructure for the public sector as part of 
Govdigital28. Some administrative solutions 
based on blockchain technology have already 
been piloted, including to support inter-agency 
communication and collaboration in the 
asylum process or to transparently and 
securely implement public investments in 
developing countries. Other solutions are 
currently still being worked on, such as an 
electronic vehicle record (eFA), more efficient 
customs valuation of e-commerce transactions 
with third countries, or digitally verified 
competency certificates and job references29. 

 
27 See https://digital-strategy.ec.europa.eu/en/policies/eu 
ropean-blockchain-services-infrastructure. 
28 See https://www.govdigital.de/themen-leistungen/blo-
ckchain.  
29 See https://digital-strategy.ec.europa.eu/en/policies/eu 
ropean-blockchain-services-infrastructure.  

3. Legal challenges and other effects 
Many of the internationally discussed 

application scenarios in the public sector are 
accompanied by a number of new challenges. 
Building and running a blockchain is not 
trivial and requires experienced professionals, 
including cryptologists and computer 
scientists. In addition to a variety of open 
technical points, there are also fundamental 
questions involved. Classic intermediaries 
create trust through organizational measures. 
Intermediaries in the public sector are subject 
to special requirements with regard to 
correctness and trustworthiness. Blockchain 
technology replaces this organisational trust 
with confidence in technology and its 
cryptographic processes. In this context, it has 
to be considered in each case whether the use 
of blockchain is reasonable and sustainable in 
the long run. 

Emphasis was given to potential efficiency 
increases, resulting from simplified data 
exchange across horizontal and vertical 
administration levels, reduced duplication of 
data, and lower transaction costs. There was 
also a description of the technology’s potential 
with regard to transparency, participation and 
traceability of administrative processes. 
However, the demonstrated advantages of the 
blockchain come with legal barriers regarding 
current data protection requirements30. 

Immutability of stored data and 
transparency of blockchain coupled with its 
temporal unlimited traceability are in 
contradiction to essential basic principles of 
current data protection law. This concerns in 
particular the right of deletion (Art. 17 
DSGVO in conjunction with § 35 BDSG), 
correction (Art. 16 DSGVO), blocking (Art. 
18DSGVO) and information (Art. 15 DSGVO 
in conjunction with § 34 BDSG). 

Various approaches are being discussed in 
order to eliminate legal concerns. 
Consideration is given to reducing the right to 
deletion for complex, decentral organized IT 
systems in favour of a right to sufficient 
protective measures, in order not to jeopardize 
the innovation potential of blockchain 
technology31. 

However, the conflicts under data 
 

30 Basic Data Protection Regulation (DSGVO) and the 
national Federal Data Protection Act.  
31 M. Martini and Q. Weinzierl, Die Blockchain-
Technologie und das Recht auf Vergessenwerden, in 
Neue Zeitschrift für Verwaltungsrecht, vol. 36, n. 17, 
2017, 1251, 1258.  
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in the street. These rights are well documented 
in registers.  

All these registers store data on persons or 
institutions and document changes over time. 
Managing and storing various rights in 
registers are one of the main tasks of public 
administration offices. Keeping these public 
registers on a blockchain seems quite obvious, 
as the blockchain with its verifiable, 
transparent documentation of transactions is 
already very similar to a classic register16. 
However, proposals that see blockchain as a 
quasi-substitute for registers should be viewed 
critically17. It limits the view of the actual 
potential of the technology for public 
administration: this lies much more in its use 
as a digital system for certification and 
verification of rights rather than in the 
abolition of registers. 

With help of the blockchain it would be 
possible to manage a certification system 
(excerpts from the registers, e.g. birth 
certificate) in a more simplified way18. The 
citizen who has to provide a certificate could 
give a temporary permission to check whether 
corresponding rights are available to the 
recipient, for whom the proof is needed19. 
Each query in the blockchain is automatically 
logged in order to create transparency and 
security for the parties involved. 

2.4. Elections  
Another potential application of blockchain 

is e-voting (electronic voting) or even I-voting 
(voting over the Internet). In such a context, 
each voter generally receives a coin (or token) 
that represents his or her vote. Each candidate 
gets a receiving address (comparable to a 
wallet). The election itself is represented by a 
transaction of the coin to the candidate's 
receiving address.  

While there are concerns for blockchain-
based parliamentary elections20, from a state 
organization law (Staatsorganisationsrecht) 
perspective, elections via blockchain would be 

 
16 A. Berger, Blockchain – Mythos oder Technologie für 
die öffentliche Verwaltung, in Deutsches 
Verwaltungsblatt, vol. 132, n. 20, 2017, 1271. 
17 D. Rehfeld, Blockchain in der öffentlichen 
Verwaltung in T. Klenk, F. Nullmeier and G. Wewer 
(eds.), Handbuch Digitalisierung in Staat und 
Verwaltung, Wiesbaden, Springer VS, 2020, 68.  
18 D. Rehfeld, Grundlagen einer möglichen 
Infrastruktur, in www.egovernment-computing.de. 
19 See Footnote 20, 22.  
20 W. Prinz and A. Schulte (eds.), Blockchain and Smart 
Contracts, Fraunhofer-Gesellschaft, 2018, 29; Fn. 5, 22. 

possible. The considerations made in this 
regard include tangible benefits such as 
immediate overview of votes, high data 
integrity and benefits like an increase in voter 
turnout21. If a blockchain-based election 
system is appropriately designed, no violation 
of the principles of electoral law codified in 
Article 38 para. 1 of the German 
Constitution22 is evident. On the contrary, a 
blockchain-based electoral system could 
violate the principal of publicity according to 
Art. 38 (1) and Article 20 para. 1 and 2 of the 
German Constitution. According to this 
principal, the essential parts of an election 
must be publicly auditable. This means that 
every citizen must be able to reliably 
understand the central step of the election 
process. This puts blockchain technology due 
to its technical complexity in a difficult 
position23. In a decision on the 
constitutionality of voting computers, the 
German Constitutional Court stated that every 
voter must be able to reliably convince 
himself of the legality of the election24. In this 
respect, the Constitutional Court further stated 
that no information technology knowledge 
may be necessary for the comprehensibility of 
the voting process25. However, it can be 
objected that the data collection and data 
processing mechanisms of digital information 
technologies are generally and fundamentally 
beyond actual perception. It is therefore 
appropriate to be sceptical as to whether 
technical comprehensibility for the entire 
voters represents a legitimacy of the digital 
state. The BVerfG is obviously not quite 
serious about this itself since it has made the 
proposal that electronic voting machines 
should additionally print out a paper 
record/protocol of the votes26. Moreover, 
printing out the votes would not improve the 
technical understanding and verification of the 
election, because it would still not be possible 
to verify whether the printed votes 

 
21 P. Boucher, What if blockchain technology 
revolutionized voting?, European Parliament Research 
Service, 2016, see: http://www.europarl.europa.eu/th 
inktank/de/document.html?reference=EPRS_ATA(2016
)581918. 
22 “Members of the German Bundestag shall be elected 
in general, direct, free, equal and secret elections”. 
23 J. Susskind, Decrypting Democracy: Incentivizing 
Blockchain Voting Technology for an Improved Election 
System, in San Diego Law Review, 2017, vol. 54, 785, 
814.  
24 BVerfG MMR 2009, 317. 
25 BVerfG MMR 2009, 318.  
26 BVerfG MMR 2009, 319. 
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corresponded to the actual votes. It remains to 
be seen whether a renewed attempt will be 
made to digitize the voting process. 

2.5. European Blockchain Service 
Infrastructure (EBSI) 

Blockchain technology is characterised by 
a decentralised infrastructure on which the 
most diverse range of applications can be 
provided. With regards to transnational and 
cross-sectorial interoperability of the 
blockchain, the demand for a public 
infrastructure used for blockchain applications 
arises. This blockchain infrastructure should 
support companies or organisations in 
developing specific applications. State 
infrastructure activities are associated not only 
with the hope of setting standards for 
interoperability but also for establishing 
governance structures for decentralised 
networks.  

The European public sector is building its 
own blockchain services infrastructure, which 
should soon be interoperable with private 
sector platforms27. European Blockchain 
Service Infrastructure (EBSI) focuses on a 
small number of specific use cases 
(applications), and plans to expand over time.  

Through the European Blockchain 
Partnership, the German government is 
actively participating in the development of 
the European Blockchain Services, which will 
also be used to provide EU-wide 
administrative services. The first use cases 
will go live shortly. At the national level, 
work is underway on a national Blockchain 
infrastructure for the public sector as part of 
Govdigital28. Some administrative solutions 
based on blockchain technology have already 
been piloted, including to support inter-agency 
communication and collaboration in the 
asylum process or to transparently and 
securely implement public investments in 
developing countries. Other solutions are 
currently still being worked on, such as an 
electronic vehicle record (eFA), more efficient 
customs valuation of e-commerce transactions 
with third countries, or digitally verified 
competency certificates and job references29. 

 
27 See https://digital-strategy.ec.europa.eu/en/policies/eu 
ropean-blockchain-services-infrastructure. 
28 See https://www.govdigital.de/themen-leistungen/blo-
ckchain.  
29 See https://digital-strategy.ec.europa.eu/en/policies/eu 
ropean-blockchain-services-infrastructure.  

3. Legal challenges and other effects 
Many of the internationally discussed 

application scenarios in the public sector are 
accompanied by a number of new challenges. 
Building and running a blockchain is not 
trivial and requires experienced professionals, 
including cryptologists and computer 
scientists. In addition to a variety of open 
technical points, there are also fundamental 
questions involved. Classic intermediaries 
create trust through organizational measures. 
Intermediaries in the public sector are subject 
to special requirements with regard to 
correctness and trustworthiness. Blockchain 
technology replaces this organisational trust 
with confidence in technology and its 
cryptographic processes. In this context, it has 
to be considered in each case whether the use 
of blockchain is reasonable and sustainable in 
the long run. 

Emphasis was given to potential efficiency 
increases, resulting from simplified data 
exchange across horizontal and vertical 
administration levels, reduced duplication of 
data, and lower transaction costs. There was 
also a description of the technology’s potential 
with regard to transparency, participation and 
traceability of administrative processes. 
However, the demonstrated advantages of the 
blockchain come with legal barriers regarding 
current data protection requirements30. 

Immutability of stored data and 
transparency of blockchain coupled with its 
temporal unlimited traceability are in 
contradiction to essential basic principles of 
current data protection law. This concerns in 
particular the right of deletion (Art. 17 
DSGVO in conjunction with § 35 BDSG), 
correction (Art. 16 DSGVO), blocking (Art. 
18DSGVO) and information (Art. 15 DSGVO 
in conjunction with § 34 BDSG). 

Various approaches are being discussed in 
order to eliminate legal concerns. 
Consideration is given to reducing the right to 
deletion for complex, decentral organized IT 
systems in favour of a right to sufficient 
protective measures, in order not to jeopardize 
the innovation potential of blockchain 
technology31. 

However, the conflicts under data 
 

30 Basic Data Protection Regulation (DSGVO) and the 
national Federal Data Protection Act.  
31 M. Martini and Q. Weinzierl, Die Blockchain-
Technologie und das Recht auf Vergessenwerden, in 
Neue Zeitschrift für Verwaltungsrecht, vol. 36, n. 17, 
2017, 1251, 1258.  
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protection law could also be resolved on a 
technological or conceptual level. One 
approach is to store the personal data 
permanently encrypted on the blockchain. At 
the same time the user can give selective 
permission to a third-party to access the data32. 

An expert opinion by the Federal Office for 
Migration and Refugees on the use of 
blockchain technology in asylum procedures 
concludes: “The planned use of a 
permissioned blockchain is generally 
permissible under data protection law. 
However, there is a compelling need for 
adjustment with regard to the development of 
a deletion concept for the personal data stored 
in the blockchain”33. 

At the same time the question must be 
asked as to whether the use of the blockchain 
technology makes any sense at all, if technical 
adjustments have to be made in the specific 
application. 

Another open issue is the question of 
regulation and the role of the State. The 
challenge for regulation lies in the 
decentralized nature of the blockchain 
approach. Classic regulatory mechanisms 
reach their limits, when contact persons and 
responsibilities are not given. Therefore, with 
regard to the blockchain, there is a demand for 
“state regulatory resistance”. Others disagree 
because there are also participants in 
blockchain networks who play a key role and 
bear more responsibility (like miners or 
traders for example) than other participants. 
Thus, addressees of regulation can certainly 
be identified. However, the global nature of 
the network makes it difficult to regulate on a 
national level34. 

4. Future Perspectives 
Blockchain technology with its outlined 

characteristics of security, immutability and 
decentralization, can represent a thoroughly 
revolutionary development for public 
administration. At the same time, the 
technology brings complex challenges. The 
computing power required to operate a 

 
32 N. Guggenberger, Datenschutz durch Blockchain – 
eine große Chance, in Zeitschrift für Datenschutz, vol. 
7, n. 2, 2017, 49. 
33 T. Hoeren adn J. Baur, Datenschutzrechtliche 
Zulässigkeit der Übermittlung von Informationen über 
Migrantenzwischen öffentlichen Stellen mittels einer 
„permissioned Blockchain“, 38: https://fragdenstaat.de 
/anfrage/gutachten-blockchainbamf/302470/anhang/ifg 
_gutachten_blockchain.pdf.  
34 Refer to footnote 5, 24. 

blockchain raises questions about energy 
efficiency. So far, reliable estimates of the 
climate impact of upscaling blockchain 
technology are lacking and research is still 
needed in this regard. In addition, 
policymakers are faced with the task of 
examining whether the current framework 
conditions do justice to the protection of 
people when exchanging sensitive data. It 
should be taken into account that blockchains 
represent a technological solution to certain 
trust problems that arise at very different 
points in administration. But not every 
problem necessarily needs a blockchain 
solution. Unlike other states without a 
functioning administration and a general lack 
of trust in public authorities, for Germany it is 
necessary that a serious advantage can be 
identified to justify a change in the existing 
system. Germany is equipped with public state 
infrastructure which is efficient and the risk of 
manipulation is limited – at least at first 
glance.  

However, demographic change and the 
associated shortage of skilled workers, our 
state structures are in danger. It is an open 
secret that the public sector is affected by the 
shortage of skilled workers and will be 
affected to an even greater extent in the 
future35. In this respect, serious consideration 
should be given to the possibilities of 
compensation with the help of blockchain 
technology 

 
35 In 2030 the public sector will not be able to fill 
816.000 positions due to a lack of qualifies applicants. 
See study by Price Waterhouse Cooper “Shortage of 
skilled workers in the public sector”, 2017, 39: 
https://www.pwc.de/de/branchen-und-markte/oeffentlic 
her-sektor/fachkraeftemangel-im-oeffentlichen-dienst.ht 
ml. 
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ABSTRACT This Article assesses the impact that blockchain technology could have on monitoring compliance 
with public law regulations, in particular by rendering it more cooperative, thanks to the possibility to involve in 
the monitoring process various non-public actors, including specifically the regulated entities and the general 
public. Focusing in particular on permissioned platforms (as opposed to permissionless ones), the Article 
shows how blockchain technology could potentially open up new horizons for a number of currently available 
compliance mechanisms - whether based on more traditional direct regulatory models, on self-monitoring and 
auditing mechanisms or on market mechanisms - thanks to the direct involvment of regulated entities and 
citizens in the performance of functions that have previously fallen within the purview of public agencies.  

1. Introduction 
The idea that the use of technological 

solutions can facilitate compliance with and 
monitoring of regulatory requirements is not 
new. In the financial sector, where regulators 
have to deal with the challenges posed by the 
raise of financial technology (or “FinTech”), the 
expression “regulatory technology” (or 
“RegTech”) refers to the application of 
technology to compliance and supervisory 
activities.1  

The expression “ReghTech” can however be 
used also in a broader context to encompass all 
those instruments that - usually by automation - 
can make reporting and regulation more 
transparent, efficient and effective, for the 
benefit of both the regulated entities and the 
regulator. 

This article focuses on one of those 
instruments, i.e. blockchain technology (and 
distributed ledger technologies - DLTs - in 
general)2, and the impact it could have on 
monitoring compliance with public law 
regulations, in particular by reinforcing and 

 
* Article submitted to double-blind peer review. 
1 Toronto Center, FinTech, RegTech and SupTech: What 
They Mean for Financial Supervision, in 
www.res.torontocenter.org, 2017. To be more precise, the 
term “RegTech” is sometimes used exclusively in relation 
to reporting and compliance activities by regulated entities, 
while the more specific expression “supervisory 
technology”, or “SupTech”, is used for the supervisory 
activities of the competent authorities.  
2 In common parlance, the term “blockchain” is used as an 
alternative to Distributed Ledger Technologies (DLTs). 
This article will follow this approach, subject however to 
the provision that a distributed register is also a blockchain 
only if it uses the blockchain data structure to record 
transactions. 

enhancing the efficacy of public supervision, but 
moreover by rendering it more cooperative, 
thanks to the possibility to involve in the 
monitoring process various non-public actors, 
including specifically the regulated entities and 
the general public.  

Most of the current hype and hope associated 
with blockchain result from the fact that the said 
technology heralds a potential withdrawal of the 
State and public authorities in general from 
certain function traditionally performed by them: 
indeed, as a as a peer-to-peer digital database 
distributed across multiple computers or “nodes” 
(thus open to participants that do not need to 
know or trust each other to interact), this 
technology makes it possible to certify the 
completion of particular activities or compliance 
with certain formal requirements without 
involving a centralized administrator or an 
independent third party.3 Thus, according to 
many, certain public functions and services 
traditionally performed by the State and public 
authorities in general could be redesigned 
according to an equalitarian system of 
governance, where individuals could reach 
consensus and coordination through 
cryptographically verified peer-to-peer 
procedures, without the intermediation of any 
independent party: in brief, within a context 
made up of “decentralized trustless 

 
3 This is typically the perspective of crypto-anarchists and 
techno-libertarians: but see M. Atzori, Blockchain 
Technology and Decentralised Governance: Is the State 
Still Necessary?, in Journal of Governance & Regulation, 
vol. 45, n. 6, 2017, 26, highlighting the risks associated 
with the reduction in the authority of the State as a central 
point of coordination within society. 
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protection law could also be resolved on a 
technological or conceptual level. One 
approach is to store the personal data 
permanently encrypted on the blockchain. At 
the same time the user can give selective 
permission to a third-party to access the data32. 

An expert opinion by the Federal Office for 
Migration and Refugees on the use of 
blockchain technology in asylum procedures 
concludes: “The planned use of a 
permissioned blockchain is generally 
permissible under data protection law. 
However, there is a compelling need for 
adjustment with regard to the development of 
a deletion concept for the personal data stored 
in the blockchain”33. 

At the same time the question must be 
asked as to whether the use of the blockchain 
technology makes any sense at all, if technical 
adjustments have to be made in the specific 
application. 

Another open issue is the question of 
regulation and the role of the State. The 
challenge for regulation lies in the 
decentralized nature of the blockchain 
approach. Classic regulatory mechanisms 
reach their limits, when contact persons and 
responsibilities are not given. Therefore, with 
regard to the blockchain, there is a demand for 
“state regulatory resistance”. Others disagree 
because there are also participants in 
blockchain networks who play a key role and 
bear more responsibility (like miners or 
traders for example) than other participants. 
Thus, addressees of regulation can certainly 
be identified. However, the global nature of 
the network makes it difficult to regulate on a 
national level34. 

4. Future Perspectives 
Blockchain technology with its outlined 

characteristics of security, immutability and 
decentralization, can represent a thoroughly 
revolutionary development for public 
administration. At the same time, the 
technology brings complex challenges. The 
computing power required to operate a 

 
32 N. Guggenberger, Datenschutz durch Blockchain – 
eine große Chance, in Zeitschrift für Datenschutz, vol. 
7, n. 2, 2017, 49. 
33 T. Hoeren adn J. Baur, Datenschutzrechtliche 
Zulässigkeit der Übermittlung von Informationen über 
Migrantenzwischen öffentlichen Stellen mittels einer 
„permissioned Blockchain“, 38: https://fragdenstaat.de 
/anfrage/gutachten-blockchainbamf/302470/anhang/ifg 
_gutachten_blockchain.pdf.  
34 Refer to footnote 5, 24. 

blockchain raises questions about energy 
efficiency. So far, reliable estimates of the 
climate impact of upscaling blockchain 
technology are lacking and research is still 
needed in this regard. In addition, 
policymakers are faced with the task of 
examining whether the current framework 
conditions do justice to the protection of 
people when exchanging sensitive data. It 
should be taken into account that blockchains 
represent a technological solution to certain 
trust problems that arise at very different 
points in administration. But not every 
problem necessarily needs a blockchain 
solution. Unlike other states without a 
functioning administration and a general lack 
of trust in public authorities, for Germany it is 
necessary that a serious advantage can be 
identified to justify a change in the existing 
system. Germany is equipped with public state 
infrastructure which is efficient and the risk of 
manipulation is limited – at least at first 
glance.  

However, demographic change and the 
associated shortage of skilled workers, our 
state structures are in danger. It is an open 
secret that the public sector is affected by the 
shortage of skilled workers and will be 
affected to an even greater extent in the 
future35. In this respect, serious consideration 
should be given to the possibilities of 
compensation with the help of blockchain 
technology 

 
35 In 2030 the public sector will not be able to fill 
816.000 positions due to a lack of qualifies applicants. 
See study by Price Waterhouse Cooper “Shortage of 
skilled workers in the public sector”, 2017, 39: 
https://www.pwc.de/de/branchen-und-markte/oeffentlic 
her-sektor/fachkraeftemangel-im-oeffentlichen-dienst.ht 
ml. 
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with public law regulations, in particular by rendering it more cooperative, thanks to the possibility to involve in 
the monitoring process various non-public actors, including specifically the regulated entities and the general 
public. Focusing in particular on permissioned platforms (as opposed to permissionless ones), the Article 
shows how blockchain technology could potentially open up new horizons for a number of currently available 
compliance mechanisms - whether based on more traditional direct regulatory models, on self-monitoring and 
auditing mechanisms or on market mechanisms - thanks to the direct involvment of regulated entities and 
citizens in the performance of functions that have previously fallen within the purview of public agencies.  

1. Introduction 
The idea that the use of technological 

solutions can facilitate compliance with and 
monitoring of regulatory requirements is not 
new. In the financial sector, where regulators 
have to deal with the challenges posed by the 
raise of financial technology (or “FinTech”), the 
expression “regulatory technology” (or 
“RegTech”) refers to the application of 
technology to compliance and supervisory 
activities.1  

The expression “ReghTech” can however be 
used also in a broader context to encompass all 
those instruments that - usually by automation - 
can make reporting and regulation more 
transparent, efficient and effective, for the 
benefit of both the regulated entities and the 
regulator. 

This article focuses on one of those 
instruments, i.e. blockchain technology (and 
distributed ledger technologies - DLTs - in 
general)2, and the impact it could have on 
monitoring compliance with public law 
regulations, in particular by reinforcing and 

 
* Article submitted to double-blind peer review. 
1 Toronto Center, FinTech, RegTech and SupTech: What 
They Mean for Financial Supervision, in 
www.res.torontocenter.org, 2017. To be more precise, the 
term “RegTech” is sometimes used exclusively in relation 
to reporting and compliance activities by regulated entities, 
while the more specific expression “supervisory 
technology”, or “SupTech”, is used for the supervisory 
activities of the competent authorities.  
2 In common parlance, the term “blockchain” is used as an 
alternative to Distributed Ledger Technologies (DLTs). 
This article will follow this approach, subject however to 
the provision that a distributed register is also a blockchain 
only if it uses the blockchain data structure to record 
transactions. 

enhancing the efficacy of public supervision, but 
moreover by rendering it more cooperative, 
thanks to the possibility to involve in the 
monitoring process various non-public actors, 
including specifically the regulated entities and 
the general public.  

Most of the current hype and hope associated 
with blockchain result from the fact that the said 
technology heralds a potential withdrawal of the 
State and public authorities in general from 
certain function traditionally performed by them: 
indeed, as a as a peer-to-peer digital database 
distributed across multiple computers or “nodes” 
(thus open to participants that do not need to 
know or trust each other to interact), this 
technology makes it possible to certify the 
completion of particular activities or compliance 
with certain formal requirements without 
involving a centralized administrator or an 
independent third party.3 Thus, according to 
many, certain public functions and services 
traditionally performed by the State and public 
authorities in general could be redesigned 
according to an equalitarian system of 
governance, where individuals could reach 
consensus and coordination through 
cryptographically verified peer-to-peer 
procedures, without the intermediation of any 
independent party: in brief, within a context 
made up of “decentralized trustless 

 
3 This is typically the perspective of crypto-anarchists and 
techno-libertarians: but see M. Atzori, Blockchain 
Technology and Decentralised Governance: Is the State 
Still Necessary?, in Journal of Governance & Regulation, 
vol. 45, n. 6, 2017, 26, highlighting the risks associated 
with the reduction in the authority of the State as a central 
point of coordination within society. 
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protection law could also be resolved on a 
technological or conceptual level. One 
approach is to store the personal data 
permanently encrypted on the blockchain. At 
the same time the user can give selective 
permission to a third-party to access the data32. 

An expert opinion by the Federal Office for 
Migration and Refugees on the use of 
blockchain technology in asylum procedures 
concludes: “The planned use of a 
permissioned blockchain is generally 
permissible under data protection law. 
However, there is a compelling need for 
adjustment with regard to the development of 
a deletion concept for the personal data stored 
in the blockchain”33. 

At the same time the question must be 
asked as to whether the use of the blockchain 
technology makes any sense at all, if technical 
adjustments have to be made in the specific 
application. 

Another open issue is the question of 
regulation and the role of the State. The 
challenge for regulation lies in the 
decentralized nature of the blockchain 
approach. Classic regulatory mechanisms 
reach their limits, when contact persons and 
responsibilities are not given. Therefore, with 
regard to the blockchain, there is a demand for 
“state regulatory resistance”. Others disagree 
because there are also participants in 
blockchain networks who play a key role and 
bear more responsibility (like miners or 
traders for example) than other participants. 
Thus, addressees of regulation can certainly 
be identified. However, the global nature of 
the network makes it difficult to regulate on a 
national level34. 

4. Future Perspectives 
Blockchain technology with its outlined 

characteristics of security, immutability and 
decentralization, can represent a thoroughly 
revolutionary development for public 
administration. At the same time, the 
technology brings complex challenges. The 
computing power required to operate a 

 
32 N. Guggenberger, Datenschutz durch Blockchain – 
eine große Chance, in Zeitschrift für Datenschutz, vol. 
7, n. 2, 2017, 49. 
33 T. Hoeren adn J. Baur, Datenschutzrechtliche 
Zulässigkeit der Übermittlung von Informationen über 
Migrantenzwischen öffentlichen Stellen mittels einer 
„permissioned Blockchain“, 38: https://fragdenstaat.de 
/anfrage/gutachten-blockchainbamf/302470/anhang/ifg 
_gutachten_blockchain.pdf.  
34 Refer to footnote 5, 24. 

blockchain raises questions about energy 
efficiency. So far, reliable estimates of the 
climate impact of upscaling blockchain 
technology are lacking and research is still 
needed in this regard. In addition, 
policymakers are faced with the task of 
examining whether the current framework 
conditions do justice to the protection of 
people when exchanging sensitive data. It 
should be taken into account that blockchains 
represent a technological solution to certain 
trust problems that arise at very different 
points in administration. But not every 
problem necessarily needs a blockchain 
solution. Unlike other states without a 
functioning administration and a general lack 
of trust in public authorities, for Germany it is 
necessary that a serious advantage can be 
identified to justify a change in the existing 
system. Germany is equipped with public state 
infrastructure which is efficient and the risk of 
manipulation is limited – at least at first 
glance.  

However, demographic change and the 
associated shortage of skilled workers, our 
state structures are in danger. It is an open 
secret that the public sector is affected by the 
shortage of skilled workers and will be 
affected to an even greater extent in the 
future35. In this respect, serious consideration 
should be given to the possibilities of 
compensation with the help of blockchain 
technology 

 
35 In 2030 the public sector will not be able to fill 
816.000 positions due to a lack of qualifies applicants. 
See study by Price Waterhouse Cooper “Shortage of 
skilled workers in the public sector”, 2017, 39: 
https://www.pwc.de/de/branchen-und-markte/oeffentlic 
her-sektor/fachkraeftemangel-im-oeffentlichen-dienst.ht 
ml. 
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1. Introduction 
The idea that the use of technological 

solutions can facilitate compliance with and 
monitoring of regulatory requirements is not 
new. In the financial sector, where regulators 
have to deal with the challenges posed by the 
raise of financial technology (or “FinTech”), the 
expression “regulatory technology” (or 
“RegTech”) refers to the application of 
technology to compliance and supervisory 
activities.1  

The expression “ReghTech” can however be 
used also in a broader context to encompass all 
those instruments that - usually by automation - 
can make reporting and regulation more 
transparent, efficient and effective, for the 
benefit of both the regulated entities and the 
regulator. 

This article focuses on one of those 
instruments, i.e. blockchain technology (and 
distributed ledger technologies - DLTs - in 
general)2, and the impact it could have on 
monitoring compliance with public law 
regulations, in particular by reinforcing and 

 
* Article submitted to double-blind peer review. 
1 Toronto Center, FinTech, RegTech and SupTech: What 
They Mean for Financial Supervision, in 
www.res.torontocenter.org, 2017. To be more precise, the 
term “RegTech” is sometimes used exclusively in relation 
to reporting and compliance activities by regulated entities, 
while the more specific expression “supervisory 
technology”, or “SupTech”, is used for the supervisory 
activities of the competent authorities.  
2 In common parlance, the term “blockchain” is used as an 
alternative to Distributed Ledger Technologies (DLTs). 
This article will follow this approach, subject however to 
the provision that a distributed register is also a blockchain 
only if it uses the blockchain data structure to record 
transactions. 

enhancing the efficacy of public supervision, but 
moreover by rendering it more cooperative, 
thanks to the possibility to involve in the 
monitoring process various non-public actors, 
including specifically the regulated entities and 
the general public.  

Most of the current hype and hope associated 
with blockchain result from the fact that the said 
technology heralds a potential withdrawal of the 
State and public authorities in general from 
certain function traditionally performed by them: 
indeed, as a as a peer-to-peer digital database 
distributed across multiple computers or “nodes” 
(thus open to participants that do not need to 
know or trust each other to interact), this 
technology makes it possible to certify the 
completion of particular activities or compliance 
with certain formal requirements without 
involving a centralized administrator or an 
independent third party.3 Thus, according to 
many, certain public functions and services 
traditionally performed by the State and public 
authorities in general could be redesigned 
according to an equalitarian system of 
governance, where individuals could reach 
consensus and coordination through 
cryptographically verified peer-to-peer 
procedures, without the intermediation of any 
independent party: in brief, within a context 
made up of “decentralized trustless 

 
3 This is typically the perspective of crypto-anarchists and 
techno-libertarians: but see M. Atzori, Blockchain 
Technology and Decentralised Governance: Is the State 
Still Necessary?, in Journal of Governance & Regulation, 
vol. 45, n. 6, 2017, 26, highlighting the risks associated 
with the reduction in the authority of the State as a central 
point of coordination within society. 
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transactions”.4 Against this backdrop, the very 
perimeter of public law would shrink, 
confirming the prospect - envisaged by some 
scholarship - of a crasis between public and 
private law or, at least, of an increase of areas of 
regulatory hybridization.5 

Although the perspective outlined above 
seems fascinating and worthy of investigation, 
this paper takes a different view. Indeed, in the 
following Sections blockchain technology will 
be analyzed not as an instrument of potential 
withdrawal of the State and public authorities, 
but instead as an instrument which potentially 
allows a more direct engagement of both 
regulated entities and the general public in the 
performance of public functions: in other words, 
the thesis of this Article is that blockchain will 
not eliminate the role of public bodies, but it will 
make it possible to reformulate certain 
traditional public functions (and in particular, the 
supervisory/monitoring function) according to a 
multipolar logic, where public authorities, the 
regulated entities and the general public 
cooperate all together on a genuinely peer-to-
peer basis: as a consequence, the traditional 
alterity between the controlling administration, 
the parties that are subject to checks and the 
general public fades away, leaving space for the 
performance by all parties of an active role and 
thus changing the very nature of the supervisory 
function.6  

 
4 See M. Swan, Blockchain: Blueprint for A New Economy 
Sebastopol, Calif, O'Reilly, 2015; P. De Filippi and A. 
Wright, Decentralized Blockchain Technology and the Rise 
of Lex Cryptographia, 12 March 2015, 
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=25806
64; K. Werbach, Trust, but Verify: Why the Blockchain 
Needs the Law, 33 Berkeley Tech. Law Journal 487, 494 
2018; Id., Blockchain and the New Architecture of Trust, 
Cambridge (MA), MIT Press, 2018.  
5 Since, by virtue of the use of blockchain, many operations 
traditionally pertaining to public power would be entrusted 
to private individuals. In general, on the hybridization of 
public and private law see G. Napolitano, Pubblico e 
privato nel diritto amministrativo, Milano, Giuffrè, 2003 
and, more recently, P. Cirillo, Sistema istituzionale di 
diritto comune, Padova, Cedam, 2021. 
6 For the idea that parity in the relationship between citizen 
and public administration is not achievable through the 
application of private law, but instead by virtue of public 
law transformed through procedural dialectics see for all F. 
Benvenuti, Funzione amministrativa, procedimento, 
processo, in Scritti giuridici. Articoli e altri scritti 
(1948/1959), vol. II, Milano, Vita e Pensiero, 2006, 1117 
ss.; Id., Per un diritto amministrativo paritario, in Scritti 
giuridici, Articoli e altri scritti (1970/1983), vol. IV, 
Milano, Vita e Pensiero, 2006, 3223 ss.; Id., 
L’amministrazione oggettivata: un nuovo modello, ibidem, 
3467 ss. The thesis that the application to the public 
administration of procedural guarantees (including 
participation of the citizenry) allows a more cooperative 

Against this backdrop, Section 2 of this 
article sets out the basic technical characteristics 
of blockchain technology focusing in particular 
on permissioned platforms (as opposed to 
permissionless ones) that, as “narrowly 
distributed” platforms, may prove to be more 
appropriate when specific public functions - that 
are intrinsically necessary (in the sense that they 
need to be performed by the State and cannot be 
suspended) - are at stake. Section 3 examines 
how the characteristics of blockchain make it 
possible to put in place a form of “dispersed 
verification” of data submitted by the regulated 
entities under which it is the people who use that 
distributed ledger (including the general public 
and the regulated entities) who directly certify 
the formal completion of certain operations and 
associate them with a precise timestamp. Section 
4 concludes.  
 
2. Permissioned Blockchain as instrumental to 

the public supervisory function  
Blockchain technology was effectively 

defined as “a distributed, shared, encrypted 
database that serves as an irreversible and 
incorruptible public repository of information”.7 
The database is “distributed” since it is not 
physically hosted on one single server, but rather 
on a distributed network of computers (“nodes”), 
each of which holds an identical copy of it, 
updated in real time.  

Data in such a database are aggregated into 
blocks which, once they reach a certain size, are 
chained to one another through a cryptographic 
process (s.c. hashing process). The particular 
way in which data are recorded in 
cryptographically inter-linked blocks (hence the 
name “block-chain”)8 ordered in temporal 

 
system has been subsequently further developed in 
particular by G. Pastori in the work Introduzione generale, 
in Id. (ed.), La procedura amministrativa, Vicenza, Neri 
Pozza, 1964. See also G. Gallone, Blockchain, 
procedimenti amministrativi e prevenzione della 
corruzione, in Il diritto dell'economia, vol. 3, 2019, 187, 
especially 199, who underlines, inter alia, the potential of 
blockchain to impact on the very concept of 
authoritativeness of the public administration. 
7 P. De Filippi and A. Wright, Lex Cryptographia, supra 
note 4, at 2 and note 15, where it is stated that, precisely 
due to its combination of various existing technologies that 
are already being used in isolation from one another, 
blockchain technology amounts more to an “incremental 
improvement” than “a huge technological advance”.  
8 In particular, the data contained in each block are 
converted into a digital fingerprint (or a “hash”) comprised 
of a string of characters and numbers with a fixed length, 
which cannot be reverse-engineered (i.e., it is practically 
impossible to establish the content of any given body of 
data starting from their hash). Each hash is uniquely 
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sequence (a process known as “notarization”) 9, 
along with the comprehensive visibility of all 
operations10, mean that any attempt to interfere 
with an entry after it has been recorded will by 
definition leave a trace11. The result is a 
transparent and “tamper-evident” database, 
which permanently records transactions without 
necessarily revealing their content since it can be 
configured in such a way as to permit differing 
levels of visibility, including allowing any 
sensitive data to be kept secret. 

Another important characteristic of the 
system lies in the fact that information is entered 
by a wide variety of actors (“users”): when a 
“user” asks to register new data, the data must 
first and foremost be validated by one of the 
“nodes” in the network. Thereafter, in order to 
be permanently recorded on the database 
(according to the system comprised of “chains of 
blocks” described above), the other “nodes” (or 
usually a majority of them) must confirm that the 
said validation occurred in accordance with 
clearly defined pre-agreed rules, that is in 
accordance with the blockchain protocol which 
establishes what data can be recorded (and what 
characteristics the data must have).12 This is 
referred to as a “consensus protocol” because the 
rules enable the various nodes to reach 
agreement as to which blocks should be added to 
the chain13: consensus protocols lie at the very 

 
associated with a specific block: this means that even a 
minimal change to the contents of the data block (e.g. 
changing one single character) would generate a 
completely different hash. 
9 Each hash associated with a specific block is timestamped 
in order to establish that the data originating in that 
particular hash existed at a precise moment in time 
10 Indeed, both hashes and timestamps are published: thus 
in principle anyone in the network can see at what time any 
specific data was entered and verify that it has not been 
subsequently changed. 
11 In particular, the hash for each block is cryptographically 
signed with the hash of the previous block which ensures 
that the data from the various blocks cannot be 
manipulated without leaving a trace: in fact, any alteration 
at all of the data grouped together within a block will result 
in a change not only in the hash for that block but also of 
all of the subsequent hashes in the chain. 
12 As a matter of fact, everything is managed by an 
algorithm which establishes which nodes can validate the 
data and which data can be registered. 
13 There are various types of consensus: the most well-
known (and that hitherto considered to be the most secure 
in networks with a large number of mutually unacquainted 
participants) is Bitcoin’s “proof of work”. In this case, in 
order to avoid fraud, the blocks are validated according to 
complex mathematical calculations for identifying a valid 
hash that satisfies certain properties for each new block, 
which are particularly energy-consuming (for this reason, 
the nodes that compete with one another in order to 
validate new blocks are referred to as “miners”): the 
greater the computational resources a node dedicates to 

heart of the blockchain since they make it 
possible to remove the need for an intermediary 
and it is this, without doubt, that is one of the 
most fascinating and potentially transformative 
aspects of this technology. 

The first blockchains associated with 
cryptocurrencies were conceptualized as 
permissionless platforms enabling any person to 
register new data (thus, act as a “user”), to 
download the entire database (thus, act as a 
“node”), and to validate new blocks (thus, act as 
a “miner”).14 This system meets with the need to 
enable cash transactions to be concluded in a 
“trustless environment”, that is between 
participants who do not know and do not trust 
one another, bypassing any requirement for a 
specific, centralized, third-party intermediary: 
hence the slogan “in code we trust” or “in crypto 
we trust”, which implies that, within a system 
operating between mutually unknown users such 
as Bitcoin, each of the various participants in the 
network simply places his or her trust in the fact 
that the various miners will follow the Bitcoin 
consensus protocol, and hence perpetuate the 
system.15 

However, databases may be decentralized to 
different degrees and the registration of blocks 
of data in distributed ledgers can be achieved in 
various ways: everything is dependent upon the 
objective that has been set as well as the 
intended use of such platforms.16  

As specifically regards public supervision, it 
 

resolving the problem, the more likely it will be the first to 
identify the hash in question. The successful miner is then 
rewarded with a certain number of Bitcoins. Over time, 
other types of consensus protocol have therefore been 
developed, such as for instance the s.c. “proof-of-stake”, 
under which the node competent to validate new data is 
identified according to a randomized selection that takes 
account of actors such as the quantity of cryptocurrency 
held by each node and the period of time for which they 
have been held. 
14 This is the case for Bitcoin which was revealed to the 
world when someone using the pseudonym of Satoshi 
Nakamoto published a “white paper” in which he proposed 
an electronic peer-to-peer payment system (called Bitcoin), 
which would have allowed “online payments to be sent 
directly from one party to another without going through a 
financial institution”: S. Nakamoto, Bitcoin: A Peer-To-
Peer Electronic Cash System, https://bitcoin.org/ 
bitcoin.pdf. 
15 See A. Walch, In Code(rs) We Trust: Software 
Developers as Fiduciaries in Public Blockchains, in P. 
Hacker et al. (eds.), Regulating Blockchain. Techno-Social 
and Legal Challenges, Oxford, OUP, 2019, 58 ss. 
16 Thus for example, if the main objective is security, this 
will increase the more widely a blockchain is distributed 
(in the sense that anyone can operate on the register by 
adding or validating new data). In fact, it is without doubt 
harder to corrupt thousands of users than to corrupt a single 
institution or a limited group of institutions. 
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transactions”.4 Against this backdrop, the very 
perimeter of public law would shrink, 
confirming the prospect - envisaged by some 
scholarship - of a crasis between public and 
private law or, at least, of an increase of areas of 
regulatory hybridization.5 

Although the perspective outlined above 
seems fascinating and worthy of investigation, 
this paper takes a different view. Indeed, in the 
following Sections blockchain technology will 
be analyzed not as an instrument of potential 
withdrawal of the State and public authorities, 
but instead as an instrument which potentially 
allows a more direct engagement of both 
regulated entities and the general public in the 
performance of public functions: in other words, 
the thesis of this Article is that blockchain will 
not eliminate the role of public bodies, but it will 
make it possible to reformulate certain 
traditional public functions (and in particular, the 
supervisory/monitoring function) according to a 
multipolar logic, where public authorities, the 
regulated entities and the general public 
cooperate all together on a genuinely peer-to-
peer basis: as a consequence, the traditional 
alterity between the controlling administration, 
the parties that are subject to checks and the 
general public fades away, leaving space for the 
performance by all parties of an active role and 
thus changing the very nature of the supervisory 
function.6  

 
4 See M. Swan, Blockchain: Blueprint for A New Economy 
Sebastopol, Calif, O'Reilly, 2015; P. De Filippi and A. 
Wright, Decentralized Blockchain Technology and the Rise 
of Lex Cryptographia, 12 March 2015, 
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=25806
64; K. Werbach, Trust, but Verify: Why the Blockchain 
Needs the Law, 33 Berkeley Tech. Law Journal 487, 494 
2018; Id., Blockchain and the New Architecture of Trust, 
Cambridge (MA), MIT Press, 2018.  
5 Since, by virtue of the use of blockchain, many operations 
traditionally pertaining to public power would be entrusted 
to private individuals. In general, on the hybridization of 
public and private law see G. Napolitano, Pubblico e 
privato nel diritto amministrativo, Milano, Giuffrè, 2003 
and, more recently, P. Cirillo, Sistema istituzionale di 
diritto comune, Padova, Cedam, 2021. 
6 For the idea that parity in the relationship between citizen 
and public administration is not achievable through the 
application of private law, but instead by virtue of public 
law transformed through procedural dialectics see for all F. 
Benvenuti, Funzione amministrativa, procedimento, 
processo, in Scritti giuridici. Articoli e altri scritti 
(1948/1959), vol. II, Milano, Vita e Pensiero, 2006, 1117 
ss.; Id., Per un diritto amministrativo paritario, in Scritti 
giuridici, Articoli e altri scritti (1970/1983), vol. IV, 
Milano, Vita e Pensiero, 2006, 3223 ss.; Id., 
L’amministrazione oggettivata: un nuovo modello, ibidem, 
3467 ss. The thesis that the application to the public 
administration of procedural guarantees (including 
participation of the citizenry) allows a more cooperative 

Against this backdrop, Section 2 of this 
article sets out the basic technical characteristics 
of blockchain technology focusing in particular 
on permissioned platforms (as opposed to 
permissionless ones) that, as “narrowly 
distributed” platforms, may prove to be more 
appropriate when specific public functions - that 
are intrinsically necessary (in the sense that they 
need to be performed by the State and cannot be 
suspended) - are at stake. Section 3 examines 
how the characteristics of blockchain make it 
possible to put in place a form of “dispersed 
verification” of data submitted by the regulated 
entities under which it is the people who use that 
distributed ledger (including the general public 
and the regulated entities) who directly certify 
the formal completion of certain operations and 
associate them with a precise timestamp. Section 
4 concludes.  
 
2. Permissioned Blockchain as instrumental to 

the public supervisory function  
Blockchain technology was effectively 

defined as “a distributed, shared, encrypted 
database that serves as an irreversible and 
incorruptible public repository of information”.7 
The database is “distributed” since it is not 
physically hosted on one single server, but rather 
on a distributed network of computers (“nodes”), 
each of which holds an identical copy of it, 
updated in real time.  

Data in such a database are aggregated into 
blocks which, once they reach a certain size, are 
chained to one another through a cryptographic 
process (s.c. hashing process). The particular 
way in which data are recorded in 
cryptographically inter-linked blocks (hence the 
name “block-chain”)8 ordered in temporal 

 
system has been subsequently further developed in 
particular by G. Pastori in the work Introduzione generale, 
in Id. (ed.), La procedura amministrativa, Vicenza, Neri 
Pozza, 1964. See also G. Gallone, Blockchain, 
procedimenti amministrativi e prevenzione della 
corruzione, in Il diritto dell'economia, vol. 3, 2019, 187, 
especially 199, who underlines, inter alia, the potential of 
blockchain to impact on the very concept of 
authoritativeness of the public administration. 
7 P. De Filippi and A. Wright, Lex Cryptographia, supra 
note 4, at 2 and note 15, where it is stated that, precisely 
due to its combination of various existing technologies that 
are already being used in isolation from one another, 
blockchain technology amounts more to an “incremental 
improvement” than “a huge technological advance”.  
8 In particular, the data contained in each block are 
converted into a digital fingerprint (or a “hash”) comprised 
of a string of characters and numbers with a fixed length, 
which cannot be reverse-engineered (i.e., it is practically 
impossible to establish the content of any given body of 
data starting from their hash). Each hash is uniquely 
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sequence (a process known as “notarization”) 9, 
along with the comprehensive visibility of all 
operations10, mean that any attempt to interfere 
with an entry after it has been recorded will by 
definition leave a trace11. The result is a 
transparent and “tamper-evident” database, 
which permanently records transactions without 
necessarily revealing their content since it can be 
configured in such a way as to permit differing 
levels of visibility, including allowing any 
sensitive data to be kept secret. 

Another important characteristic of the 
system lies in the fact that information is entered 
by a wide variety of actors (“users”): when a 
“user” asks to register new data, the data must 
first and foremost be validated by one of the 
“nodes” in the network. Thereafter, in order to 
be permanently recorded on the database 
(according to the system comprised of “chains of 
blocks” described above), the other “nodes” (or 
usually a majority of them) must confirm that the 
said validation occurred in accordance with 
clearly defined pre-agreed rules, that is in 
accordance with the blockchain protocol which 
establishes what data can be recorded (and what 
characteristics the data must have).12 This is 
referred to as a “consensus protocol” because the 
rules enable the various nodes to reach 
agreement as to which blocks should be added to 
the chain13: consensus protocols lie at the very 

 
associated with a specific block: this means that even a 
minimal change to the contents of the data block (e.g. 
changing one single character) would generate a 
completely different hash. 
9 Each hash associated with a specific block is timestamped 
in order to establish that the data originating in that 
particular hash existed at a precise moment in time 
10 Indeed, both hashes and timestamps are published: thus 
in principle anyone in the network can see at what time any 
specific data was entered and verify that it has not been 
subsequently changed. 
11 In particular, the hash for each block is cryptographically 
signed with the hash of the previous block which ensures 
that the data from the various blocks cannot be 
manipulated without leaving a trace: in fact, any alteration 
at all of the data grouped together within a block will result 
in a change not only in the hash for that block but also of 
all of the subsequent hashes in the chain. 
12 As a matter of fact, everything is managed by an 
algorithm which establishes which nodes can validate the 
data and which data can be registered. 
13 There are various types of consensus: the most well-
known (and that hitherto considered to be the most secure 
in networks with a large number of mutually unacquainted 
participants) is Bitcoin’s “proof of work”. In this case, in 
order to avoid fraud, the blocks are validated according to 
complex mathematical calculations for identifying a valid 
hash that satisfies certain properties for each new block, 
which are particularly energy-consuming (for this reason, 
the nodes that compete with one another in order to 
validate new blocks are referred to as “miners”): the 
greater the computational resources a node dedicates to 

heart of the blockchain since they make it 
possible to remove the need for an intermediary 
and it is this, without doubt, that is one of the 
most fascinating and potentially transformative 
aspects of this technology. 

The first blockchains associated with 
cryptocurrencies were conceptualized as 
permissionless platforms enabling any person to 
register new data (thus, act as a “user”), to 
download the entire database (thus, act as a 
“node”), and to validate new blocks (thus, act as 
a “miner”).14 This system meets with the need to 
enable cash transactions to be concluded in a 
“trustless environment”, that is between 
participants who do not know and do not trust 
one another, bypassing any requirement for a 
specific, centralized, third-party intermediary: 
hence the slogan “in code we trust” or “in crypto 
we trust”, which implies that, within a system 
operating between mutually unknown users such 
as Bitcoin, each of the various participants in the 
network simply places his or her trust in the fact 
that the various miners will follow the Bitcoin 
consensus protocol, and hence perpetuate the 
system.15 

However, databases may be decentralized to 
different degrees and the registration of blocks 
of data in distributed ledgers can be achieved in 
various ways: everything is dependent upon the 
objective that has been set as well as the 
intended use of such platforms.16  

As specifically regards public supervision, it 
 

resolving the problem, the more likely it will be the first to 
identify the hash in question. The successful miner is then 
rewarded with a certain number of Bitcoins. Over time, 
other types of consensus protocol have therefore been 
developed, such as for instance the s.c. “proof-of-stake”, 
under which the node competent to validate new data is 
identified according to a randomized selection that takes 
account of actors such as the quantity of cryptocurrency 
held by each node and the period of time for which they 
have been held. 
14 This is the case for Bitcoin which was revealed to the 
world when someone using the pseudonym of Satoshi 
Nakamoto published a “white paper” in which he proposed 
an electronic peer-to-peer payment system (called Bitcoin), 
which would have allowed “online payments to be sent 
directly from one party to another without going through a 
financial institution”: S. Nakamoto, Bitcoin: A Peer-To-
Peer Electronic Cash System, https://bitcoin.org/ 
bitcoin.pdf. 
15 See A. Walch, In Code(rs) We Trust: Software 
Developers as Fiduciaries in Public Blockchains, in P. 
Hacker et al. (eds.), Regulating Blockchain. Techno-Social 
and Legal Challenges, Oxford, OUP, 2019, 58 ss. 
16 Thus for example, if the main objective is security, this 
will increase the more widely a blockchain is distributed 
(in the sense that anyone can operate on the register by 
adding or validating new data). In fact, it is without doubt 
harder to corrupt thousands of users than to corrupt a single 
institution or a limited group of institutions. 
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transactions”.4 Against this backdrop, the very 
perimeter of public law would shrink, 
confirming the prospect - envisaged by some 
scholarship - of a crasis between public and 
private law or, at least, of an increase of areas of 
regulatory hybridization.5 

Although the perspective outlined above 
seems fascinating and worthy of investigation, 
this paper takes a different view. Indeed, in the 
following Sections blockchain technology will 
be analyzed not as an instrument of potential 
withdrawal of the State and public authorities, 
but instead as an instrument which potentially 
allows a more direct engagement of both 
regulated entities and the general public in the 
performance of public functions: in other words, 
the thesis of this Article is that blockchain will 
not eliminate the role of public bodies, but it will 
make it possible to reformulate certain 
traditional public functions (and in particular, the 
supervisory/monitoring function) according to a 
multipolar logic, where public authorities, the 
regulated entities and the general public 
cooperate all together on a genuinely peer-to-
peer basis: as a consequence, the traditional 
alterity between the controlling administration, 
the parties that are subject to checks and the 
general public fades away, leaving space for the 
performance by all parties of an active role and 
thus changing the very nature of the supervisory 
function.6  

 
4 See M. Swan, Blockchain: Blueprint for A New Economy 
Sebastopol, Calif, O'Reilly, 2015; P. De Filippi and A. 
Wright, Decentralized Blockchain Technology and the Rise 
of Lex Cryptographia, 12 March 2015, 
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=25806
64; K. Werbach, Trust, but Verify: Why the Blockchain 
Needs the Law, 33 Berkeley Tech. Law Journal 487, 494 
2018; Id., Blockchain and the New Architecture of Trust, 
Cambridge (MA), MIT Press, 2018.  
5 Since, by virtue of the use of blockchain, many operations 
traditionally pertaining to public power would be entrusted 
to private individuals. In general, on the hybridization of 
public and private law see G. Napolitano, Pubblico e 
privato nel diritto amministrativo, Milano, Giuffrè, 2003 
and, more recently, P. Cirillo, Sistema istituzionale di 
diritto comune, Padova, Cedam, 2021. 
6 For the idea that parity in the relationship between citizen 
and public administration is not achievable through the 
application of private law, but instead by virtue of public 
law transformed through procedural dialectics see for all F. 
Benvenuti, Funzione amministrativa, procedimento, 
processo, in Scritti giuridici. Articoli e altri scritti 
(1948/1959), vol. II, Milano, Vita e Pensiero, 2006, 1117 
ss.; Id., Per un diritto amministrativo paritario, in Scritti 
giuridici, Articoli e altri scritti (1970/1983), vol. IV, 
Milano, Vita e Pensiero, 2006, 3223 ss.; Id., 
L’amministrazione oggettivata: un nuovo modello, ibidem, 
3467 ss. The thesis that the application to the public 
administration of procedural guarantees (including 
participation of the citizenry) allows a more cooperative 

Against this backdrop, Section 2 of this 
article sets out the basic technical characteristics 
of blockchain technology focusing in particular 
on permissioned platforms (as opposed to 
permissionless ones) that, as “narrowly 
distributed” platforms, may prove to be more 
appropriate when specific public functions - that 
are intrinsically necessary (in the sense that they 
need to be performed by the State and cannot be 
suspended) - are at stake. Section 3 examines 
how the characteristics of blockchain make it 
possible to put in place a form of “dispersed 
verification” of data submitted by the regulated 
entities under which it is the people who use that 
distributed ledger (including the general public 
and the regulated entities) who directly certify 
the formal completion of certain operations and 
associate them with a precise timestamp. Section 
4 concludes.  
 
2. Permissioned Blockchain as instrumental to 

the public supervisory function  
Blockchain technology was effectively 

defined as “a distributed, shared, encrypted 
database that serves as an irreversible and 
incorruptible public repository of information”.7 
The database is “distributed” since it is not 
physically hosted on one single server, but rather 
on a distributed network of computers (“nodes”), 
each of which holds an identical copy of it, 
updated in real time.  

Data in such a database are aggregated into 
blocks which, once they reach a certain size, are 
chained to one another through a cryptographic 
process (s.c. hashing process). The particular 
way in which data are recorded in 
cryptographically inter-linked blocks (hence the 
name “block-chain”)8 ordered in temporal 

 
system has been subsequently further developed in 
particular by G. Pastori in the work Introduzione generale, 
in Id. (ed.), La procedura amministrativa, Vicenza, Neri 
Pozza, 1964. See also G. Gallone, Blockchain, 
procedimenti amministrativi e prevenzione della 
corruzione, in Il diritto dell'economia, vol. 3, 2019, 187, 
especially 199, who underlines, inter alia, the potential of 
blockchain to impact on the very concept of 
authoritativeness of the public administration. 
7 P. De Filippi and A. Wright, Lex Cryptographia, supra 
note 4, at 2 and note 15, where it is stated that, precisely 
due to its combination of various existing technologies that 
are already being used in isolation from one another, 
blockchain technology amounts more to an “incremental 
improvement” than “a huge technological advance”.  
8 In particular, the data contained in each block are 
converted into a digital fingerprint (or a “hash”) comprised 
of a string of characters and numbers with a fixed length, 
which cannot be reverse-engineered (i.e., it is practically 
impossible to establish the content of any given body of 
data starting from their hash). Each hash is uniquely 
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sequence (a process known as “notarization”) 9, 
along with the comprehensive visibility of all 
operations10, mean that any attempt to interfere 
with an entry after it has been recorded will by 
definition leave a trace11. The result is a 
transparent and “tamper-evident” database, 
which permanently records transactions without 
necessarily revealing their content since it can be 
configured in such a way as to permit differing 
levels of visibility, including allowing any 
sensitive data to be kept secret. 

Another important characteristic of the 
system lies in the fact that information is entered 
by a wide variety of actors (“users”): when a 
“user” asks to register new data, the data must 
first and foremost be validated by one of the 
“nodes” in the network. Thereafter, in order to 
be permanently recorded on the database 
(according to the system comprised of “chains of 
blocks” described above), the other “nodes” (or 
usually a majority of them) must confirm that the 
said validation occurred in accordance with 
clearly defined pre-agreed rules, that is in 
accordance with the blockchain protocol which 
establishes what data can be recorded (and what 
characteristics the data must have).12 This is 
referred to as a “consensus protocol” because the 
rules enable the various nodes to reach 
agreement as to which blocks should be added to 
the chain13: consensus protocols lie at the very 

 
associated with a specific block: this means that even a 
minimal change to the contents of the data block (e.g. 
changing one single character) would generate a 
completely different hash. 
9 Each hash associated with a specific block is timestamped 
in order to establish that the data originating in that 
particular hash existed at a precise moment in time 
10 Indeed, both hashes and timestamps are published: thus 
in principle anyone in the network can see at what time any 
specific data was entered and verify that it has not been 
subsequently changed. 
11 In particular, the hash for each block is cryptographically 
signed with the hash of the previous block which ensures 
that the data from the various blocks cannot be 
manipulated without leaving a trace: in fact, any alteration 
at all of the data grouped together within a block will result 
in a change not only in the hash for that block but also of 
all of the subsequent hashes in the chain. 
12 As a matter of fact, everything is managed by an 
algorithm which establishes which nodes can validate the 
data and which data can be registered. 
13 There are various types of consensus: the most well-
known (and that hitherto considered to be the most secure 
in networks with a large number of mutually unacquainted 
participants) is Bitcoin’s “proof of work”. In this case, in 
order to avoid fraud, the blocks are validated according to 
complex mathematical calculations for identifying a valid 
hash that satisfies certain properties for each new block, 
which are particularly energy-consuming (for this reason, 
the nodes that compete with one another in order to 
validate new blocks are referred to as “miners”): the 
greater the computational resources a node dedicates to 

heart of the blockchain since they make it 
possible to remove the need for an intermediary 
and it is this, without doubt, that is one of the 
most fascinating and potentially transformative 
aspects of this technology. 

The first blockchains associated with 
cryptocurrencies were conceptualized as 
permissionless platforms enabling any person to 
register new data (thus, act as a “user”), to 
download the entire database (thus, act as a 
“node”), and to validate new blocks (thus, act as 
a “miner”).14 This system meets with the need to 
enable cash transactions to be concluded in a 
“trustless environment”, that is between 
participants who do not know and do not trust 
one another, bypassing any requirement for a 
specific, centralized, third-party intermediary: 
hence the slogan “in code we trust” or “in crypto 
we trust”, which implies that, within a system 
operating between mutually unknown users such 
as Bitcoin, each of the various participants in the 
network simply places his or her trust in the fact 
that the various miners will follow the Bitcoin 
consensus protocol, and hence perpetuate the 
system.15 

However, databases may be decentralized to 
different degrees and the registration of blocks 
of data in distributed ledgers can be achieved in 
various ways: everything is dependent upon the 
objective that has been set as well as the 
intended use of such platforms.16  

As specifically regards public supervision, it 
 

resolving the problem, the more likely it will be the first to 
identify the hash in question. The successful miner is then 
rewarded with a certain number of Bitcoins. Over time, 
other types of consensus protocol have therefore been 
developed, such as for instance the s.c. “proof-of-stake”, 
under which the node competent to validate new data is 
identified according to a randomized selection that takes 
account of actors such as the quantity of cryptocurrency 
held by each node and the period of time for which they 
have been held. 
14 This is the case for Bitcoin which was revealed to the 
world when someone using the pseudonym of Satoshi 
Nakamoto published a “white paper” in which he proposed 
an electronic peer-to-peer payment system (called Bitcoin), 
which would have allowed “online payments to be sent 
directly from one party to another without going through a 
financial institution”: S. Nakamoto, Bitcoin: A Peer-To-
Peer Electronic Cash System, https://bitcoin.org/ 
bitcoin.pdf. 
15 See A. Walch, In Code(rs) We Trust: Software 
Developers as Fiduciaries in Public Blockchains, in P. 
Hacker et al. (eds.), Regulating Blockchain. Techno-Social 
and Legal Challenges, Oxford, OUP, 2019, 58 ss. 
16 Thus for example, if the main objective is security, this 
will increase the more widely a blockchain is distributed 
(in the sense that anyone can operate on the register by 
adding or validating new data). In fact, it is without doubt 
harder to corrupt thousands of users than to corrupt a single 
institution or a limited group of institutions. 
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may not be necessary for the particular form of 
data registration in blocks to be accompanied 
also by the ability for thousands of unknown 
users to operate on the database nor to operate in 
a “trustless environment”, that is between 
participants who do not know and do not trust 
one another. On the contrary, a “narrowly 
distributed” platform with a shared (as opposed 
to distributed) ledger may prove to be more 
suitable for this purpose, as only some clearly 
identified operators store the database and 
validate new blocks, while the ability to propose 
the inclusion of new data and to consult the 
database as a whole can be open to all (or not) as 
required17: this is the model of s.c. 
“permissioned blockchains”, which combine 
some of the characteristics of the first 
blockchains (for instance, data integrity, 
security, full visibility, decentralization on a 
peer-to-peer basis within the network of 
participants) with less costs in terms of 
maintenance, increased sustainability18 and 
scalability.19  

The characteristics above are at the basis of 
the success of permissioned blockchains in the 
financial and industrial sector (especially in 
supply chains whenever there is a need to 
guarantee the origin, form of production and 
transformation over time of a particular 
product)20 and also explain why the said 
blockchains have started being used in some 
countries to ensure the integrity and security of 
public registers and databases.21 

 
17 As mentioned, those who request the recording of new 
data and can see what happens on the database, but do not 
store a full copy of the database and do not participate in 
the validation of new blocks are called “users”. 
18 Permissioned blockchains require less energy to operate 
because they use a traditional synchronous consensus 
protocol in order to establish agreement concerning the 
registration of new blocks, thus bypassing the highly costly 
“proof-of-work” or other similar asynchrony consensus 
protocols (see nt. 13 above). 
19 In permissionless blockchains, the continuously growing 
number of nodes has resulted in the blockchain scalability 
problem which implies that the transaction throughput is 
reduced: for instance, permissionless blockchains process 
almost 7 transactions every second, while Visa processes 
almost 1700 transactions every second on average.  
20 It is worth noting that permissioned blockchains differ 
from “fully private blockchains”, which are databases 
stored in a centralized manner, where an individual 
organization verifies the data and ensures that they are 
registered on a fully centralized register organized into the 
block structure described above. 
21 This is the case for instance of Estonia which started 
testing the use of cryptography to secure data and 
transactions in 2008, thus six months before the Bitcoin 
was created. See also the Italian experience where the 
Ministry of economy and finance (MEF) started testing the 
use of cryptography to secure data and transactions since 

In the following Section, the scenario 
disclosed by permissioned blockchains, where 
public authorities necessarily operate as 
“nodes”22, while the regulated entities and/or 
interested groups23 (such as NGOs, consumer 
associations, groups of citizens, etc.) participate 
as “nodes” depending on the specific case, will 
be discussed to show how the technology at 
stake could potentially open up innovative forms 
of interaction between the public administration, 
the regulated entities and citizens. 
 
3. From a binary controller-controlled 

mechanism to a “dispersed verification of 
compliance model” 
The limits of a system of supervision/ 

monitoring of regulated activities essentially 
managed by public authorities, where the latter 
have the monopoly of the exercise of controlling 
power and basically are exclusively charged with 
overseeing the actions of others, are well known 
and have been debated in detail, as are the 
reasons that led to the development of alternative 
and more collaborative approaches.24 Indeed, 
intrinsic limits on government information and 
administrative enforcement resources make it 
particularly challenging for regulators to develop 
legal controls in response to always new 
problems and social needs. At the same time, it 
is well known that it is difficult to induce 
companies to cooperate in good faith, and to 
self-detect and report any breaches of regulation. 

Moreover, within the context of a binary 
controller-controlled mechanism, instances of - 
among others - information asymmetry, 
corruption, maladministration, and regulatory 
capture by the regulated entities themselves can 
always occur. A good example are polluting 
activities, where business almost always has 
more or better information than public 
authorities and the latter, in turn, have proved in 

 
2015 (http://noipa.mef.gov.it./cl/en/sunfish; https://noipa. 
mef.gov.it/cl/en/Poseidon): on this experience see M. 
Bianchini and I. Kwon, Blockchain for SMEs and 
entrepreneurs in Italy, in www.oecd.org, 2020, 57. 
22 As mentioned, being the supervisory power a necessary 
one, active involvement by public authorities should 
always be stipulated as a necessary prerequisite for the 
operation of the system. 
23 Such as, for instance, NGOs, consumer associations, 
groups of citizens in general that according to the law are 
entitled to participate to the system. 
24 See, ex multis, D.A. Farber, Triangulating the Future of 
Reinvention: Three Emerging Models of Environmental 
Protection, in Univewrsity Illinois Law Review, vol. 61, 
2000, 323; R.B. Stewart, A New Generation of 
Environmental Regulation?, in Capital University Law 
Rev., vol. 29, 2001, 27 and 99. 
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many cases to be willing to adopt a more tolerant 
approach towards business in order to safeguard 
jobs and retain production facilities. 

The same problem arises, albeit on a more 
limited scale, also when well-structured self-
monitoring and reporting mechanisms are in 
place (in line with the s.c. “reflexive approaches 
to regulation”25) and the data reported by the 
regulated entities are verified by private third 
parties (s.c. private certification systems). In 
fact, any certification work carried out by such 
bodies, even assuming that they are genuinely 
independent, must be (at least randomly) 
controlled by public authorities, which in turn 
brings us back once again to the binary logic of 
the controller-controlled: thus, from this 
perspective, public supervision still remains tied 
to a centralizing logic since the ongoing need for 
checks by public authorities on the correctness 
and accuracy of the data presented by businesses 
cannot be completely eliminated. 

In the last decades, the increasingly pervasive 
reporting requirements imposed by the 
international and domestic regulatory framework 
have had further onerous consequences for both 
the regulated entities, which are required to 
ensure adequate methods for collecting, 
organizing and communicating relevant data, 
and the supervisory authorities, which are called 
upon to develop more efficient systems for 
managing and processing the enormous amount 
of data received, as well as to identify effective 
systems for verifying the reliability of those data.  

Even though the almost complete automation 
of many reporting processes has considerably 
reduced the risk of false or inaccurate 
declarations, technological development has not 
eliminated the ongoing need for checks by 
public authorities of the formal correctness and 
accuracy of the data presented by businesses (or, 
along the same lines, automatic data 
transmission systems, in order to ensure that they 
have not been interfered with). 

Against this backdrop, the strength of the 
blockchain lies precisely in its capability of 
enabling the time of recording and formal 
completeness of the data to be verified in a 
manner which I will referred to below as 
“dispersed”, meaning that it is the people who 
use the blockchain ledger who directly certify 
the completion of certain operations and 

 
25 The s.c. “reflexive approaches to regulation” assume that 
self-analysis by regulated entities may foster a culture of 
self-responsibility, as opposed to the traditional regulatory 
models based on the authoritative setting of limits and the 
control of compliance with them by public agencies. 

associate them with a precise timestamp. 
Consider for instance the duty of a business to 
report certain data to the authorities: in order for 
them to be registered on the blockchain, these 
data would have to be verified by the various 
computers from the network. Specifically, these 
computers would be required to certify, by 
majority, that the business had complied at least 
formally with all requirements laid down by a 
certain law (inserting all types of data and the 
documentation requested). Thus, any computer 
in the network (i.e., any party admitted to the 
permissioned blockchain such as, depending on 
the circumstances, the competent public 
authorities, other competitor businesses, the 
general public) would be in a position to verify 
the formal validity of the data inserted. 
Moreover, inclusion “on chain” would constitute 
evidence that the said data had been made 
available before the applicable time limit. 

This leads to three many consequences. 
First, blockchain technology has the potential 

to involve a number of subjects directly in the 
creation of public databases (indeed, data which 
has not been verified cannot be registered on the 
distributed ledger) thereby giving rise to an 
innovative system under which data that are 
made available to the public are already “secure” 
upon creation, thanks to the prior verification of 
their formal parameters by a potentially very 
large number of subjects. Within this context, 
the traditional alterity between the controlling 
administration, the parties that are subject to 
checks and the general public fades away, 
leaving space for the performance by all parties 
of an active role in checking data (subject to the 
limits mentioned above) on a genuinely peer-to-
peer basis. 

Second, it is clear that a business that is 
called upon to engage constantly with the said 
distributed ledger - which is potentially under 
the control of a large number of operators 
(public administrations, other competitor 
businesses as well as private individuals and 
groupings of individuals) - would almost 
naturally be inclined to improve its own self-
monitoring and reporting practices. This because 
it would be aware that effective compliance (at 
least) with the formal regulatory requirements in 
a timely manner would be subject to continuous, 
dispersed controls. As a result, it would know 
that it could not rely for example on the 
inattentiveness of the public regulator, a lack of 
resources available to it, or even worse 
fraudulent collusion with it, since any conduct at 
odds with the regulatory framework would 
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may not be necessary for the particular form of 
data registration in blocks to be accompanied 
also by the ability for thousands of unknown 
users to operate on the database nor to operate in 
a “trustless environment”, that is between 
participants who do not know and do not trust 
one another. On the contrary, a “narrowly 
distributed” platform with a shared (as opposed 
to distributed) ledger may prove to be more 
suitable for this purpose, as only some clearly 
identified operators store the database and 
validate new blocks, while the ability to propose 
the inclusion of new data and to consult the 
database as a whole can be open to all (or not) as 
required17: this is the model of s.c. 
“permissioned blockchains”, which combine 
some of the characteristics of the first 
blockchains (for instance, data integrity, 
security, full visibility, decentralization on a 
peer-to-peer basis within the network of 
participants) with less costs in terms of 
maintenance, increased sustainability18 and 
scalability.19  

The characteristics above are at the basis of 
the success of permissioned blockchains in the 
financial and industrial sector (especially in 
supply chains whenever there is a need to 
guarantee the origin, form of production and 
transformation over time of a particular 
product)20 and also explain why the said 
blockchains have started being used in some 
countries to ensure the integrity and security of 
public registers and databases.21 

 
17 As mentioned, those who request the recording of new 
data and can see what happens on the database, but do not 
store a full copy of the database and do not participate in 
the validation of new blocks are called “users”. 
18 Permissioned blockchains require less energy to operate 
because they use a traditional synchronous consensus 
protocol in order to establish agreement concerning the 
registration of new blocks, thus bypassing the highly costly 
“proof-of-work” or other similar asynchrony consensus 
protocols (see nt. 13 above). 
19 In permissionless blockchains, the continuously growing 
number of nodes has resulted in the blockchain scalability 
problem which implies that the transaction throughput is 
reduced: for instance, permissionless blockchains process 
almost 7 transactions every second, while Visa processes 
almost 1700 transactions every second on average.  
20 It is worth noting that permissioned blockchains differ 
from “fully private blockchains”, which are databases 
stored in a centralized manner, where an individual 
organization verifies the data and ensures that they are 
registered on a fully centralized register organized into the 
block structure described above. 
21 This is the case for instance of Estonia which started 
testing the use of cryptography to secure data and 
transactions in 2008, thus six months before the Bitcoin 
was created. See also the Italian experience where the 
Ministry of economy and finance (MEF) started testing the 
use of cryptography to secure data and transactions since 

In the following Section, the scenario 
disclosed by permissioned blockchains, where 
public authorities necessarily operate as 
“nodes”22, while the regulated entities and/or 
interested groups23 (such as NGOs, consumer 
associations, groups of citizens, etc.) participate 
as “nodes” depending on the specific case, will 
be discussed to show how the technology at 
stake could potentially open up innovative forms 
of interaction between the public administration, 
the regulated entities and citizens. 
 
3. From a binary controller-controlled 

mechanism to a “dispersed verification of 
compliance model” 
The limits of a system of supervision/ 

monitoring of regulated activities essentially 
managed by public authorities, where the latter 
have the monopoly of the exercise of controlling 
power and basically are exclusively charged with 
overseeing the actions of others, are well known 
and have been debated in detail, as are the 
reasons that led to the development of alternative 
and more collaborative approaches.24 Indeed, 
intrinsic limits on government information and 
administrative enforcement resources make it 
particularly challenging for regulators to develop 
legal controls in response to always new 
problems and social needs. At the same time, it 
is well known that it is difficult to induce 
companies to cooperate in good faith, and to 
self-detect and report any breaches of regulation. 

Moreover, within the context of a binary 
controller-controlled mechanism, instances of - 
among others - information asymmetry, 
corruption, maladministration, and regulatory 
capture by the regulated entities themselves can 
always occur. A good example are polluting 
activities, where business almost always has 
more or better information than public 
authorities and the latter, in turn, have proved in 

 
2015 (http://noipa.mef.gov.it./cl/en/sunfish; https://noipa. 
mef.gov.it/cl/en/Poseidon): on this experience see M. 
Bianchini and I. Kwon, Blockchain for SMEs and 
entrepreneurs in Italy, in www.oecd.org, 2020, 57. 
22 As mentioned, being the supervisory power a necessary 
one, active involvement by public authorities should 
always be stipulated as a necessary prerequisite for the 
operation of the system. 
23 Such as, for instance, NGOs, consumer associations, 
groups of citizens in general that according to the law are 
entitled to participate to the system. 
24 See, ex multis, D.A. Farber, Triangulating the Future of 
Reinvention: Three Emerging Models of Environmental 
Protection, in Univewrsity Illinois Law Review, vol. 61, 
2000, 323; R.B. Stewart, A New Generation of 
Environmental Regulation?, in Capital University Law 
Rev., vol. 29, 2001, 27 and 99. 
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many cases to be willing to adopt a more tolerant 
approach towards business in order to safeguard 
jobs and retain production facilities. 

The same problem arises, albeit on a more 
limited scale, also when well-structured self-
monitoring and reporting mechanisms are in 
place (in line with the s.c. “reflexive approaches 
to regulation”25) and the data reported by the 
regulated entities are verified by private third 
parties (s.c. private certification systems). In 
fact, any certification work carried out by such 
bodies, even assuming that they are genuinely 
independent, must be (at least randomly) 
controlled by public authorities, which in turn 
brings us back once again to the binary logic of 
the controller-controlled: thus, from this 
perspective, public supervision still remains tied 
to a centralizing logic since the ongoing need for 
checks by public authorities on the correctness 
and accuracy of the data presented by businesses 
cannot be completely eliminated. 

In the last decades, the increasingly pervasive 
reporting requirements imposed by the 
international and domestic regulatory framework 
have had further onerous consequences for both 
the regulated entities, which are required to 
ensure adequate methods for collecting, 
organizing and communicating relevant data, 
and the supervisory authorities, which are called 
upon to develop more efficient systems for 
managing and processing the enormous amount 
of data received, as well as to identify effective 
systems for verifying the reliability of those data.  

Even though the almost complete automation 
of many reporting processes has considerably 
reduced the risk of false or inaccurate 
declarations, technological development has not 
eliminated the ongoing need for checks by 
public authorities of the formal correctness and 
accuracy of the data presented by businesses (or, 
along the same lines, automatic data 
transmission systems, in order to ensure that they 
have not been interfered with). 

Against this backdrop, the strength of the 
blockchain lies precisely in its capability of 
enabling the time of recording and formal 
completeness of the data to be verified in a 
manner which I will referred to below as 
“dispersed”, meaning that it is the people who 
use the blockchain ledger who directly certify 
the completion of certain operations and 

 
25 The s.c. “reflexive approaches to regulation” assume that 
self-analysis by regulated entities may foster a culture of 
self-responsibility, as opposed to the traditional regulatory 
models based on the authoritative setting of limits and the 
control of compliance with them by public agencies. 

associate them with a precise timestamp. 
Consider for instance the duty of a business to 
report certain data to the authorities: in order for 
them to be registered on the blockchain, these 
data would have to be verified by the various 
computers from the network. Specifically, these 
computers would be required to certify, by 
majority, that the business had complied at least 
formally with all requirements laid down by a 
certain law (inserting all types of data and the 
documentation requested). Thus, any computer 
in the network (i.e., any party admitted to the 
permissioned blockchain such as, depending on 
the circumstances, the competent public 
authorities, other competitor businesses, the 
general public) would be in a position to verify 
the formal validity of the data inserted. 
Moreover, inclusion “on chain” would constitute 
evidence that the said data had been made 
available before the applicable time limit. 

This leads to three many consequences. 
First, blockchain technology has the potential 

to involve a number of subjects directly in the 
creation of public databases (indeed, data which 
has not been verified cannot be registered on the 
distributed ledger) thereby giving rise to an 
innovative system under which data that are 
made available to the public are already “secure” 
upon creation, thanks to the prior verification of 
their formal parameters by a potentially very 
large number of subjects. Within this context, 
the traditional alterity between the controlling 
administration, the parties that are subject to 
checks and the general public fades away, 
leaving space for the performance by all parties 
of an active role in checking data (subject to the 
limits mentioned above) on a genuinely peer-to-
peer basis. 

Second, it is clear that a business that is 
called upon to engage constantly with the said 
distributed ledger - which is potentially under 
the control of a large number of operators 
(public administrations, other competitor 
businesses as well as private individuals and 
groupings of individuals) - would almost 
naturally be inclined to improve its own self-
monitoring and reporting practices. This because 
it would be aware that effective compliance (at 
least) with the formal regulatory requirements in 
a timely manner would be subject to continuous, 
dispersed controls. As a result, it would know 
that it could not rely for example on the 
inattentiveness of the public regulator, a lack of 
resources available to it, or even worse 
fraudulent collusion with it, since any conduct at 
odds with the regulatory framework would 
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may not be necessary for the particular form of 
data registration in blocks to be accompanied 
also by the ability for thousands of unknown 
users to operate on the database nor to operate in 
a “trustless environment”, that is between 
participants who do not know and do not trust 
one another. On the contrary, a “narrowly 
distributed” platform with a shared (as opposed 
to distributed) ledger may prove to be more 
suitable for this purpose, as only some clearly 
identified operators store the database and 
validate new blocks, while the ability to propose 
the inclusion of new data and to consult the 
database as a whole can be open to all (or not) as 
required17: this is the model of s.c. 
“permissioned blockchains”, which combine 
some of the characteristics of the first 
blockchains (for instance, data integrity, 
security, full visibility, decentralization on a 
peer-to-peer basis within the network of 
participants) with less costs in terms of 
maintenance, increased sustainability18 and 
scalability.19  

The characteristics above are at the basis of 
the success of permissioned blockchains in the 
financial and industrial sector (especially in 
supply chains whenever there is a need to 
guarantee the origin, form of production and 
transformation over time of a particular 
product)20 and also explain why the said 
blockchains have started being used in some 
countries to ensure the integrity and security of 
public registers and databases.21 

 
17 As mentioned, those who request the recording of new 
data and can see what happens on the database, but do not 
store a full copy of the database and do not participate in 
the validation of new blocks are called “users”. 
18 Permissioned blockchains require less energy to operate 
because they use a traditional synchronous consensus 
protocol in order to establish agreement concerning the 
registration of new blocks, thus bypassing the highly costly 
“proof-of-work” or other similar asynchrony consensus 
protocols (see nt. 13 above). 
19 In permissionless blockchains, the continuously growing 
number of nodes has resulted in the blockchain scalability 
problem which implies that the transaction throughput is 
reduced: for instance, permissionless blockchains process 
almost 7 transactions every second, while Visa processes 
almost 1700 transactions every second on average.  
20 It is worth noting that permissioned blockchains differ 
from “fully private blockchains”, which are databases 
stored in a centralized manner, where an individual 
organization verifies the data and ensures that they are 
registered on a fully centralized register organized into the 
block structure described above. 
21 This is the case for instance of Estonia which started 
testing the use of cryptography to secure data and 
transactions in 2008, thus six months before the Bitcoin 
was created. See also the Italian experience where the 
Ministry of economy and finance (MEF) started testing the 
use of cryptography to secure data and transactions since 

In the following Section, the scenario 
disclosed by permissioned blockchains, where 
public authorities necessarily operate as 
“nodes”22, while the regulated entities and/or 
interested groups23 (such as NGOs, consumer 
associations, groups of citizens, etc.) participate 
as “nodes” depending on the specific case, will 
be discussed to show how the technology at 
stake could potentially open up innovative forms 
of interaction between the public administration, 
the regulated entities and citizens. 
 
3. From a binary controller-controlled 

mechanism to a “dispersed verification of 
compliance model” 
The limits of a system of supervision/ 

monitoring of regulated activities essentially 
managed by public authorities, where the latter 
have the monopoly of the exercise of controlling 
power and basically are exclusively charged with 
overseeing the actions of others, are well known 
and have been debated in detail, as are the 
reasons that led to the development of alternative 
and more collaborative approaches.24 Indeed, 
intrinsic limits on government information and 
administrative enforcement resources make it 
particularly challenging for regulators to develop 
legal controls in response to always new 
problems and social needs. At the same time, it 
is well known that it is difficult to induce 
companies to cooperate in good faith, and to 
self-detect and report any breaches of regulation. 

Moreover, within the context of a binary 
controller-controlled mechanism, instances of - 
among others - information asymmetry, 
corruption, maladministration, and regulatory 
capture by the regulated entities themselves can 
always occur. A good example are polluting 
activities, where business almost always has 
more or better information than public 
authorities and the latter, in turn, have proved in 

 
2015 (http://noipa.mef.gov.it./cl/en/sunfish; https://noipa. 
mef.gov.it/cl/en/Poseidon): on this experience see M. 
Bianchini and I. Kwon, Blockchain for SMEs and 
entrepreneurs in Italy, in www.oecd.org, 2020, 57. 
22 As mentioned, being the supervisory power a necessary 
one, active involvement by public authorities should 
always be stipulated as a necessary prerequisite for the 
operation of the system. 
23 Such as, for instance, NGOs, consumer associations, 
groups of citizens in general that according to the law are 
entitled to participate to the system. 
24 See, ex multis, D.A. Farber, Triangulating the Future of 
Reinvention: Three Emerging Models of Environmental 
Protection, in Univewrsity Illinois Law Review, vol. 61, 
2000, 323; R.B. Stewart, A New Generation of 
Environmental Regulation?, in Capital University Law 
Rev., vol. 29, 2001, 27 and 99. 
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many cases to be willing to adopt a more tolerant 
approach towards business in order to safeguard 
jobs and retain production facilities. 

The same problem arises, albeit on a more 
limited scale, also when well-structured self-
monitoring and reporting mechanisms are in 
place (in line with the s.c. “reflexive approaches 
to regulation”25) and the data reported by the 
regulated entities are verified by private third 
parties (s.c. private certification systems). In 
fact, any certification work carried out by such 
bodies, even assuming that they are genuinely 
independent, must be (at least randomly) 
controlled by public authorities, which in turn 
brings us back once again to the binary logic of 
the controller-controlled: thus, from this 
perspective, public supervision still remains tied 
to a centralizing logic since the ongoing need for 
checks by public authorities on the correctness 
and accuracy of the data presented by businesses 
cannot be completely eliminated. 

In the last decades, the increasingly pervasive 
reporting requirements imposed by the 
international and domestic regulatory framework 
have had further onerous consequences for both 
the regulated entities, which are required to 
ensure adequate methods for collecting, 
organizing and communicating relevant data, 
and the supervisory authorities, which are called 
upon to develop more efficient systems for 
managing and processing the enormous amount 
of data received, as well as to identify effective 
systems for verifying the reliability of those data.  

Even though the almost complete automation 
of many reporting processes has considerably 
reduced the risk of false or inaccurate 
declarations, technological development has not 
eliminated the ongoing need for checks by 
public authorities of the formal correctness and 
accuracy of the data presented by businesses (or, 
along the same lines, automatic data 
transmission systems, in order to ensure that they 
have not been interfered with). 

Against this backdrop, the strength of the 
blockchain lies precisely in its capability of 
enabling the time of recording and formal 
completeness of the data to be verified in a 
manner which I will referred to below as 
“dispersed”, meaning that it is the people who 
use the blockchain ledger who directly certify 
the completion of certain operations and 

 
25 The s.c. “reflexive approaches to regulation” assume that 
self-analysis by regulated entities may foster a culture of 
self-responsibility, as opposed to the traditional regulatory 
models based on the authoritative setting of limits and the 
control of compliance with them by public agencies. 

associate them with a precise timestamp. 
Consider for instance the duty of a business to 
report certain data to the authorities: in order for 
them to be registered on the blockchain, these 
data would have to be verified by the various 
computers from the network. Specifically, these 
computers would be required to certify, by 
majority, that the business had complied at least 
formally with all requirements laid down by a 
certain law (inserting all types of data and the 
documentation requested). Thus, any computer 
in the network (i.e., any party admitted to the 
permissioned blockchain such as, depending on 
the circumstances, the competent public 
authorities, other competitor businesses, the 
general public) would be in a position to verify 
the formal validity of the data inserted. 
Moreover, inclusion “on chain” would constitute 
evidence that the said data had been made 
available before the applicable time limit. 

This leads to three many consequences. 
First, blockchain technology has the potential 

to involve a number of subjects directly in the 
creation of public databases (indeed, data which 
has not been verified cannot be registered on the 
distributed ledger) thereby giving rise to an 
innovative system under which data that are 
made available to the public are already “secure” 
upon creation, thanks to the prior verification of 
their formal parameters by a potentially very 
large number of subjects. Within this context, 
the traditional alterity between the controlling 
administration, the parties that are subject to 
checks and the general public fades away, 
leaving space for the performance by all parties 
of an active role in checking data (subject to the 
limits mentioned above) on a genuinely peer-to-
peer basis. 

Second, it is clear that a business that is 
called upon to engage constantly with the said 
distributed ledger - which is potentially under 
the control of a large number of operators 
(public administrations, other competitor 
businesses as well as private individuals and 
groupings of individuals) - would almost 
naturally be inclined to improve its own self-
monitoring and reporting practices. This because 
it would be aware that effective compliance (at 
least) with the formal regulatory requirements in 
a timely manner would be subject to continuous, 
dispersed controls. As a result, it would know 
that it could not rely for example on the 
inattentiveness of the public regulator, a lack of 
resources available to it, or even worse 
fraudulent collusion with it, since any conduct at 
odds with the regulatory framework would 
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become immediately visible to a wide range of 
people. These people could moreover potentially 
have considerable incentives to perform a 
controlling function (consider a competitor 
business, a consumer association or residents in 
an area exposed to the emissions of a particularly 
polluting industry). Given the high likelihood of 
being discovered, business would have a 
particular interest in preventing instances of non-
compliance from occurring by putting in place 
an effective system of internal controls. From 
this viewpoint, blockchain technology could thus 
provide effective “teeth” in order to enhance the 
efficacy of self-monitoring and reporting 
practices, which are already widely provided for 
in many sectors. 

Indeed, any business would itself know that, 
since any negative performance (even only in 
terms of a breach of formal reporting obligations 
or the failure to comply on time) could be 
immediately visible also to the general public (if 
the design of the specific blockchain so 
provides), that outcome could have a significant 
adverse impact on its reputation and on 
consumer choices (think for instance of the 
heightened sensitivity of consumers about 
environmental compliance or data protection 
requirements). As a result, it might decide to act 
in a manner that is more compliant with 
regulatory requirements precisely in order to 
better respond to the social needs and 
expectations of consumers. 

Third, within this perspective, it is even 
conceivable that full compliance with particular 
regulatory requirements as certified by the 
blockchain system could operate as a kind of 
dispersed certification system of good 
compliance with sectorial regulations, albeit 
limited to formal aspects. In particular, a 
prerequisite for the receipt and maintenance of 
the said certification would be full and timely 
compliance with reporting obligations as 
documented by the blockchain system.  

This would inter alia resolve one of the 
principal limits to private certification, that is the 
fact that it tends to be managed by private 
operators which, due to the obvious conflict of 
interest (their operations are remunerated by the 
controlled body, which not infrequently chooses 
its own certifying body), are not particularly 
reliable, and also do not always operate in a fully 
transparent manner. On the contrary, the 
blockchain would give rise to a system of 
dispersed certification that can in principle be 
managed and controlled also by the public at 
large, and it is thus likely that it would end up 

being perceived by the public as more secure and 
more reliable26. 

In conclusion, the unprecedented collective 
and dispersed scrutiny achieved by the 
blockchain, at least in terms of the timeliness 
and formal regularity of reporting, appears to be 
capable of opening up new horizons for a 
number of currently available compliance 
mechanisms, whether based on more traditional 
direct regulatory models, on self-monitoring and 
auditing mechanisms or on market mechanisms. 

 
4. Conclusions 

The implementation of a system of wide-
scale scrutiny such as that described above 
would have significant consequences not only in 
terms of enhanced transparency and reliability of 
information submitted to the public authorities, 
but would also lay the groundwork for more 
effective substantive controls concerning the 
accuracy of the data submitted. Indeed, it is 
likely that, during formal checks as to the 
completeness of the data and whether they have 
been submitted on time, the system would enable 
interested parties to obtain any information 
required in order to request public authorities to 
carry out substantive checks as to their accuracy.  

Therefore, a control system based on 
blockchain technology may in principle 
exponentially increase oversight over (formal 
and substantive) compliance by regulated 
entities with public law regulation. 

Furthermore, from a systemic point of view, 
the type of “dispersed verification” of data that 
can be achieved using blockchain moves beyond 
the juxtaposition between “command and 
control” and market instruments, giving rise to 
an entirely innovative approach under which 
dynamic forces within society become directly 
involved both in the performance of functions 
that have previously fallen within the purview of 
public agencies as well as in reconfiguring 
certain traditional market mechanisms in 
innovative and potentially more effective terms.  

As mentioned above, the blockchain would 
not eliminate the role of public authorities, but 
would make it possible to reformulate the 
function of formal verification of data submitted 
by regulated entities and their registration on 
public databases according to a multi-nodal 
logic, thereby preventing potential cases of 

 
26 On the philosophical implications of the production of 
certainty allowed by blockchain technology see G. 
Fracchia, Verum-factum. La produzione della certezza 
ordinamentale a fronte della blockchain, unpublished 
manuscript. 
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corruption, maladministration and regulatory 
capture. On the other hand, the joint public-
private exercise of that control would make it 
possible to counter the limits that arise when that 
activity is carried out by private operators. These 
limits essentially result from the fact that these 
operators have an inherent tendency to be of low 
reliability owing to their pursuit (also) of their 
own specific interests.  

The blockchain accordingly makes it possible 
to envisage a “third way” between “state failure” 
and “market failure” in which public and private 
bodies cooperate with a view to making 
available in a timely manner data that are, at 
least in formal terms, completely reliable.  
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become immediately visible to a wide range of 
people. These people could moreover potentially 
have considerable incentives to perform a 
controlling function (consider a competitor 
business, a consumer association or residents in 
an area exposed to the emissions of a particularly 
polluting industry). Given the high likelihood of 
being discovered, business would have a 
particular interest in preventing instances of non-
compliance from occurring by putting in place 
an effective system of internal controls. From 
this viewpoint, blockchain technology could thus 
provide effective “teeth” in order to enhance the 
efficacy of self-monitoring and reporting 
practices, which are already widely provided for 
in many sectors. 

Indeed, any business would itself know that, 
since any negative performance (even only in 
terms of a breach of formal reporting obligations 
or the failure to comply on time) could be 
immediately visible also to the general public (if 
the design of the specific blockchain so 
provides), that outcome could have a significant 
adverse impact on its reputation and on 
consumer choices (think for instance of the 
heightened sensitivity of consumers about 
environmental compliance or data protection 
requirements). As a result, it might decide to act 
in a manner that is more compliant with 
regulatory requirements precisely in order to 
better respond to the social needs and 
expectations of consumers. 

Third, within this perspective, it is even 
conceivable that full compliance with particular 
regulatory requirements as certified by the 
blockchain system could operate as a kind of 
dispersed certification system of good 
compliance with sectorial regulations, albeit 
limited to formal aspects. In particular, a 
prerequisite for the receipt and maintenance of 
the said certification would be full and timely 
compliance with reporting obligations as 
documented by the blockchain system.  

This would inter alia resolve one of the 
principal limits to private certification, that is the 
fact that it tends to be managed by private 
operators which, due to the obvious conflict of 
interest (their operations are remunerated by the 
controlled body, which not infrequently chooses 
its own certifying body), are not particularly 
reliable, and also do not always operate in a fully 
transparent manner. On the contrary, the 
blockchain would give rise to a system of 
dispersed certification that can in principle be 
managed and controlled also by the public at 
large, and it is thus likely that it would end up 

being perceived by the public as more secure and 
more reliable26. 

In conclusion, the unprecedented collective 
and dispersed scrutiny achieved by the 
blockchain, at least in terms of the timeliness 
and formal regularity of reporting, appears to be 
capable of opening up new horizons for a 
number of currently available compliance 
mechanisms, whether based on more traditional 
direct regulatory models, on self-monitoring and 
auditing mechanisms or on market mechanisms. 

 
4. Conclusions 

The implementation of a system of wide-
scale scrutiny such as that described above 
would have significant consequences not only in 
terms of enhanced transparency and reliability of 
information submitted to the public authorities, 
but would also lay the groundwork for more 
effective substantive controls concerning the 
accuracy of the data submitted. Indeed, it is 
likely that, during formal checks as to the 
completeness of the data and whether they have 
been submitted on time, the system would enable 
interested parties to obtain any information 
required in order to request public authorities to 
carry out substantive checks as to their accuracy.  

Therefore, a control system based on 
blockchain technology may in principle 
exponentially increase oversight over (formal 
and substantive) compliance by regulated 
entities with public law regulation. 

Furthermore, from a systemic point of view, 
the type of “dispersed verification” of data that 
can be achieved using blockchain moves beyond 
the juxtaposition between “command and 
control” and market instruments, giving rise to 
an entirely innovative approach under which 
dynamic forces within society become directly 
involved both in the performance of functions 
that have previously fallen within the purview of 
public agencies as well as in reconfiguring 
certain traditional market mechanisms in 
innovative and potentially more effective terms.  

As mentioned above, the blockchain would 
not eliminate the role of public authorities, but 
would make it possible to reformulate the 
function of formal verification of data submitted 
by regulated entities and their registration on 
public databases according to a multi-nodal 
logic, thereby preventing potential cases of 

 
26 On the philosophical implications of the production of 
certainty allowed by blockchain technology see G. 
Fracchia, Verum-factum. La produzione della certezza 
ordinamentale a fronte della blockchain, unpublished 
manuscript. 
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corruption, maladministration and regulatory 
capture. On the other hand, the joint public-
private exercise of that control would make it 
possible to counter the limits that arise when that 
activity is carried out by private operators. These 
limits essentially result from the fact that these 
operators have an inherent tendency to be of low 
reliability owing to their pursuit (also) of their 
own specific interests.  

The blockchain accordingly makes it possible 
to envisage a “third way” between “state failure” 
and “market failure” in which public and private 
bodies cooperate with a view to making 
available in a timely manner data that are, at 
least in formal terms, completely reliable.  
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become immediately visible to a wide range of 
people. These people could moreover potentially 
have considerable incentives to perform a 
controlling function (consider a competitor 
business, a consumer association or residents in 
an area exposed to the emissions of a particularly 
polluting industry). Given the high likelihood of 
being discovered, business would have a 
particular interest in preventing instances of non-
compliance from occurring by putting in place 
an effective system of internal controls. From 
this viewpoint, blockchain technology could thus 
provide effective “teeth” in order to enhance the 
efficacy of self-monitoring and reporting 
practices, which are already widely provided for 
in many sectors. 

Indeed, any business would itself know that, 
since any negative performance (even only in 
terms of a breach of formal reporting obligations 
or the failure to comply on time) could be 
immediately visible also to the general public (if 
the design of the specific blockchain so 
provides), that outcome could have a significant 
adverse impact on its reputation and on 
consumer choices (think for instance of the 
heightened sensitivity of consumers about 
environmental compliance or data protection 
requirements). As a result, it might decide to act 
in a manner that is more compliant with 
regulatory requirements precisely in order to 
better respond to the social needs and 
expectations of consumers. 

Third, within this perspective, it is even 
conceivable that full compliance with particular 
regulatory requirements as certified by the 
blockchain system could operate as a kind of 
dispersed certification system of good 
compliance with sectorial regulations, albeit 
limited to formal aspects. In particular, a 
prerequisite for the receipt and maintenance of 
the said certification would be full and timely 
compliance with reporting obligations as 
documented by the blockchain system.  

This would inter alia resolve one of the 
principal limits to private certification, that is the 
fact that it tends to be managed by private 
operators which, due to the obvious conflict of 
interest (their operations are remunerated by the 
controlled body, which not infrequently chooses 
its own certifying body), are not particularly 
reliable, and also do not always operate in a fully 
transparent manner. On the contrary, the 
blockchain would give rise to a system of 
dispersed certification that can in principle be 
managed and controlled also by the public at 
large, and it is thus likely that it would end up 

being perceived by the public as more secure and 
more reliable26. 

In conclusion, the unprecedented collective 
and dispersed scrutiny achieved by the 
blockchain, at least in terms of the timeliness 
and formal regularity of reporting, appears to be 
capable of opening up new horizons for a 
number of currently available compliance 
mechanisms, whether based on more traditional 
direct regulatory models, on self-monitoring and 
auditing mechanisms or on market mechanisms. 

 
4. Conclusions 

The implementation of a system of wide-
scale scrutiny such as that described above 
would have significant consequences not only in 
terms of enhanced transparency and reliability of 
information submitted to the public authorities, 
but would also lay the groundwork for more 
effective substantive controls concerning the 
accuracy of the data submitted. Indeed, it is 
likely that, during formal checks as to the 
completeness of the data and whether they have 
been submitted on time, the system would enable 
interested parties to obtain any information 
required in order to request public authorities to 
carry out substantive checks as to their accuracy.  

Therefore, a control system based on 
blockchain technology may in principle 
exponentially increase oversight over (formal 
and substantive) compliance by regulated 
entities with public law regulation. 

Furthermore, from a systemic point of view, 
the type of “dispersed verification” of data that 
can be achieved using blockchain moves beyond 
the juxtaposition between “command and 
control” and market instruments, giving rise to 
an entirely innovative approach under which 
dynamic forces within society become directly 
involved both in the performance of functions 
that have previously fallen within the purview of 
public agencies as well as in reconfiguring 
certain traditional market mechanisms in 
innovative and potentially more effective terms.  

As mentioned above, the blockchain would 
not eliminate the role of public authorities, but 
would make it possible to reformulate the 
function of formal verification of data submitted 
by regulated entities and their registration on 
public databases according to a multi-nodal 
logic, thereby preventing potential cases of 

 
26 On the philosophical implications of the production of 
certainty allowed by blockchain technology see G. 
Fracchia, Verum-factum. La produzione della certezza 
ordinamentale a fronte della blockchain, unpublished 
manuscript. 
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corruption, maladministration and regulatory 
capture. On the other hand, the joint public-
private exercise of that control would make it 
possible to counter the limits that arise when that 
activity is carried out by private operators. These 
limits essentially result from the fact that these 
operators have an inherent tendency to be of low 
reliability owing to their pursuit (also) of their 
own specific interests.  

The blockchain accordingly makes it possible 
to envisage a “third way” between “state failure” 
and “market failure” in which public and private 
bodies cooperate with a view to making 
available in a timely manner data that are, at 
least in formal terms, completely reliable.  
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Regulating Distributed Ledgers as 
Legal Institutions Based in Trust 
Services 

Ignacio Alamillo-Domingo 
(Researcher - iDerTec - University of Murcia) 

ABSTRACT On 3 June 2013, Margrethe Vestager, Executive Vice-President of the European Commission for a 
Europe fit for the Digital Age, and Thierry Breton, Commissioner for the Internal Market, presented in Brussels 
the expected text of the proposal to amend Regulation (EU) No 910/2014 of 23 July 2013 (‘eIDAS Regulation’) to 
establish a framework for the European Digital Identity (COM (2021) 281 final, or “eIDAS 2 Proposal”), which 
fosters and gives full legal validity to the electronic ledgers. Distributed ledger technologies such as 
blockchains offer highly relevant opportunities for the transformation of digital processes by sustaining data 
and document processing that until the emergence of these technologies required third-party databases. In this 
article we present the fundamental features of these technologies, and we introduce the new regulation 
proposed in relation to them into European Union law. 

1. A brief introduction to (distributed) 
electronic ledgers 
Distributed ledger technologies (DLTs) and 

blockchain technology allow for the creation of 
an unalterable and completely decentralised type 
of ledger (distributed ledger), which enables new 
applications, with a very important 
transformative potential in all domains1. 

An electronic ledger is an information store 
that maintains final and final transaction records. 
While the general concept of ledger was 
originally defined in accounting and financial 
practice, it can be used for the recording of any 
type of transaction, such as movements and 
transfers of movable property. 

A highly desirable property of a ledger is 
resistance to manipulation; in other words, the 
transaction records, once entered in the general 
ledger, are extremely difficult to alter by design 
and cannot be modified without the alteration 
being evident, whether deliberate or accidental, 

 
* Article submitted to double-blind peer review. 
1 B. Cappiello and G. Carullo, G., Introduction: The 
Challenges and Opportunities of Blockchain Technologies, 
in Blockchain, Law and Governance, B. Cappiello and G. 
Carullo (eds.), Cham, Springer Nature Switzerland AG, 
2021, 1; G. Carullo, The Role of Blockchain in the Public 
Sector: An Overview in B. Cappiello and G. Carullo (ed.), 
Blockchain, Law and Governance, 55; D. Hellwig, G. 
Karlic and A. Huchzermeier, Build Your Own Blockchain, 
Cham, Springer Nature Switzerland AG, 2020, 173 M. 
Swan, Blockchain. Blueprint for a new economy, 
Sebastopol, O’Reilly Media Inc, 2020, 27; A.N. Turi, 
Blockchain and Distributed Ledger Technology 
Applications, in A.N. Turi (ed.), Technologies for Modern 
Digital Entrepreneurship: Understanding Emerging Tech 
at the Cutting-Edge of the Web 3.0 Economy, Berkeley 
(CA), Apress, 2020, 123, doi.org/10.1007/978-1-4842-
6005-0_4.  

malicious, or benign. Although it is usually 
assumed that the information contained in the 
blockchain is unalterable, there are mechanisms 
that allow for its controlled modification, using 
techniques such as the use of chameleonic 
hashes2, for example to use when it is legally 
necessary to delete information3, so we should 
refer to relative immutability.  

A distributed ledger has its entries stored in a 
series of nodes in a network, rather than in a 
single location. In this way, the different nodes 
of the network can be owned by various entities 
that interact with each other, having a copy of 
the ledger.  

Distributed ledger (DLT) technologies allow 
the operation and use of distributed ledgers. A 
distributed ledger can be defined as a ledger 
shared between a set of DLT nodes and 
synchronised between DLT nodes through a 
consensus mechanism4.  

From an abstract point of view, distributed 
ledger technology allows the updating of all 
nodes in a network, in a distributed computing 
environment, of the current state of the world, 
thus allowing a shared state of trust to be 
conferred on a distributed system; in other 
words, when an action is recorded using these 
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the expected text of the proposal to amend Regulation (EU) No 910/2014 of 23 July 2013 (‘eIDAS Regulation’) to 
establish a framework for the European Digital Identity (COM (2021) 281 final, or “eIDAS 2 Proposal”), which 
fosters and gives full legal validity to the electronic ledgers. Distributed ledger technologies such as 
blockchains offer highly relevant opportunities for the transformation of digital processes by sustaining data 
and document processing that until the emergence of these technologies required third-party databases. In this 
article we present the fundamental features of these technologies, and we introduce the new regulation 
proposed in relation to them into European Union law. 

1. A brief introduction to (distributed) 
electronic ledgers 
Distributed ledger technologies (DLTs) and 

blockchain technology allow for the creation of 
an unalterable and completely decentralised type 
of ledger (distributed ledger), which enables new 
applications, with a very important 
transformative potential in all domains1. 

An electronic ledger is an information store 
that maintains final and final transaction records. 
While the general concept of ledger was 
originally defined in accounting and financial 
practice, it can be used for the recording of any 
type of transaction, such as movements and 
transfers of movable property. 

A highly desirable property of a ledger is 
resistance to manipulation; in other words, the 
transaction records, once entered in the general 
ledger, are extremely difficult to alter by design 
and cannot be modified without the alteration 
being evident, whether deliberate or accidental, 
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malicious, or benign. Although it is usually 
assumed that the information contained in the 
blockchain is unalterable, there are mechanisms 
that allow for its controlled modification, using 
techniques such as the use of chameleonic 
hashes2, for example to use when it is legally 
necessary to delete information3, so we should 
refer to relative immutability.  

A distributed ledger has its entries stored in a 
series of nodes in a network, rather than in a 
single location. In this way, the different nodes 
of the network can be owned by various entities 
that interact with each other, having a copy of 
the ledger.  

Distributed ledger (DLT) technologies allow 
the operation and use of distributed ledgers. A 
distributed ledger can be defined as a ledger 
shared between a set of DLT nodes and 
synchronised between DLT nodes through a 
consensus mechanism4.  

From an abstract point of view, distributed 
ledger technology allows the updating of all 
nodes in a network, in a distributed computing 
environment, of the current state of the world, 
thus allowing a shared state of trust to be 
conferred on a distributed system; in other 
words, when an action is recorded using these 
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Distributed ledger technologies (DLTs) and 

blockchain technology allow for the creation of 
an unalterable and completely decentralised type 
of ledger (distributed ledger), which enables new 
applications, with a very important 
transformative potential in all domains1. 

An electronic ledger is an information store 
that maintains final and final transaction records. 
While the general concept of ledger was 
originally defined in accounting and financial 
practice, it can be used for the recording of any 
type of transaction, such as movements and 
transfers of movable property. 

A highly desirable property of a ledger is 
resistance to manipulation; in other words, the 
transaction records, once entered in the general 
ledger, are extremely difficult to alter by design 
and cannot be modified without the alteration 
being evident, whether deliberate or accidental, 
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malicious, or benign. Although it is usually 
assumed that the information contained in the 
blockchain is unalterable, there are mechanisms 
that allow for its controlled modification, using 
techniques such as the use of chameleonic 
hashes2, for example to use when it is legally 
necessary to delete information3, so we should 
refer to relative immutability.  

A distributed ledger has its entries stored in a 
series of nodes in a network, rather than in a 
single location. In this way, the different nodes 
of the network can be owned by various entities 
that interact with each other, having a copy of 
the ledger.  

Distributed ledger (DLT) technologies allow 
the operation and use of distributed ledgers. A 
distributed ledger can be defined as a ledger 
shared between a set of DLT nodes and 
synchronised between DLT nodes through a 
consensus mechanism4.  

From an abstract point of view, distributed 
ledger technology allows the updating of all 
nodes in a network, in a distributed computing 
environment, of the current state of the world, 
thus allowing a shared state of trust to be 
conferred on a distributed system; in other 
words, when an action is recorded using these 
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technologies, what really happens is that that 
register is carried out in a large number of 
different places, rather than a single centralised 
place, so we can consider such a register to be 
authentic. 

DLT systems are designed to implement 
distributed ledgers, a major challenge due to the 
need to agree and maintain transaction logs in 
the distributed ledger5. In a DLT system, 
consensus ensures that each replicated version of 
a transaction is the same on all nodes where it is 
stored, and that its content is generally agreed 
between the parties involved in the transaction. 
In addition, the set of records in the distributed 
ledger should be verifiable and auditable, one of 
the main objectives of DLT to provide non-
disputable online transaction records between 
the parties.  

As regards the DLT node we have already 
referred to, it is defined as a device or process 
that participates in a network and stores a 
complete or partial replica of the ledger records, 
and a general ledger record is defined as a 
registry containing transaction records, summary 
values of transactions, records or references to 
transaction records recorded in a distributed 
ledger6.  

Again, blockchain systems are a subset of 
distributed ledger technologies in which the 
status of a distributed ledger is maintained by 
processing lots of transactions in secure 
cryptographically known as blocks data 
structures7. To exemplify this explanation, 
Figure 1 shows the structure of an Ethereum 
block8. 

A valid protocol must ensure that each block 
is cryptographically linked to an immediately 
preceding block that forms a single sequence of 
blocks over time. The complete sequence of 
cryptographically associated blocks forms a 
globally accessible append-only data structure, 
the blockchain, which provides the canonical 
version of the global transaction history.  

To ensure that the ledger update process 
results in a single ledger status for a given block, 
blockchain protocols include a consensus 
mechanism that provides a total order of all 
intra-block transactions. The collective action of 

 
5 ISO 23257. Blockchain and distributed ledger 
technologies — Reference architecture. 
6 ISO 22739:2020. 
7 ISO 23257. 
8 I. Weber, Q. Lu, A.B. Tran, A. Deshmukh, M. Gorski, 
and M. Strazds, A Platform Architecture for Multi-Tenant 
Blockchain-Based Systems, presented at IEEE International 
Conference on Software Architecture (ICSA), 2019, 
doi.org/10.1109/ICSA.2019.00019, 2019. 

all nodes in the blockchain system works as a 
time stamp server that validates pending 
transactions and updates the current state of the 
ledger by adding blocks sequentially to the 
blockchain. 

 
To implement a distributed ledger, 

blockchain systems therefore require (1) a 
mechanism to distribute new blocks to all nodes, 
(2) a mechanism to validate transactions, and (3) 
a mechanism to ensure consistency of all copies 
of the blockchain. There is a rich variety of 
consensus mechanisms, including Proof of 
Work, employed in open networks, such as 
Bitcoin and Ethereum, or Proof of Authority, 
employed in permissioned networks, public or 
private, such as Alastria or the European 
Blockchain Services Infrastructure (EBSI). 

We are therefore referring to a system in 
which we can write any information we want, 
forwarding a transaction, either acting as a 
network node or through a network node; from 
that moment on, that transaction, and the 
information it contains, will be copied to all 
other nodes on the network, so none of them will 
be able to delete that information unilaterally. 
Only with the participation of a significant 
number of nodes –depending on the consensus 
protocol– could an insertion into the network in 
question be eliminated, so there is no need to 
rely on any of them, and that an insertion of 
information, or the result of the execution of a 
transaction, which has spread within the 
network, be considered to be “true”.  

This does not mean, of course, that the 
information itself is “true”, but that it is true that 
that information was recorded, and not another 
different information, or that that a movement 
was made between accounts, and not a different 
one. Similarly, when a qualified electronic 
signature is used to authenticate a private 
document, the content of the document is 
attributable to the signatory, regardless of 
whether the content is true or not. For example, 

 

Figure 1. Structure of an Ethereum block 
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when a false declaration is made and signed, the 
document is authentic because it is imputable to 
the signatory, but its content is false. The same is 
true, in essence, of distributed registration 
technologies.  

What really differentiates both cases have to 
do with one of the most unique particularities of 
the electronic document and consists of the 
possibility of making infinite identical copies of 
it, all of them with the condition of original, 
simultaneously. 

In fact, let’s imagine that we write a contract 
in a PDF file, and we sign it electronically. On 
paper the physical copy containing the signature 
would be original, and given the impossibility of 
duplicating it, we will need at least two copies, 
each signed by both parties, to formalise the 
contract (which, for this reason, is signed ‘in 
duplicate copy’), each of them having this 
condition exclusively. On the contrary, on the 
said electronic medium and PDF format, it is 
only necessary to sign one copy. it can be 
reproduced endlessly, by simply copying the 
corresponding computer file, such as when 
stored on a hard or removable disk, when it is 
sent by email or uploaded to a file storage 
service in the Cloud (for which, in addition, the 
ritual reference to ‘duplicate copy’ should be 
abandoned today favour of an ‘electronic single 
copy’). 

The example just given shows one of the 
advantages of electronically signing a document, 
but it also gives a good account of one of its 
limitations, which can be quickly sensed. It is 
not a useful mechanism for those cases where 
the transfer of a value occurs through the 
delivery of a document.  

DLT/Blockchain allows, for the first time in 
history, applications such as the execution of 
endorsements, thus facilitating the 
implementation of electronic securities of all 
kinds, or the efficient and unalterable 
implementation of unalterable legal and 
administrative registers, in particular those that 
collect transfers of assets or allocations of 
privileges, which are carried out by means of the 
corresponding electronic signature of the natural 
person or electronic seal of the legal person of 
the transaction referred to the DLT/Blockchain 
system.  

In this respect, an analysis of the properties of 
the electronic seal provided for in Regulation 
(EU) No 910/2014 of 23 July 2014 (‘eIDAS 
Regulation’), with and without the use of 
blockchain technologies, has already been 

carried out9, concluding in its equivalence, so 
that the choice of one or the other technique 
depends only on the case of use. Since this is 
true from a technical point of view, the fact 
remains that the eIDAS Regulation limits the 
cross-border recognition of signature/sealing 
systems to certain technical formats, which 
currently do not support DLT/Blockchain. 
Therefore, various proposals have been made to 
allow signatures/seals on DLT/Blockchain based 
on qualified certificates using current 
technologies, based on the ITU-T standard Rec. 
X.50910.  

Until the emergence of these technologies, 
the approach to the computerisation (today we 
would probably talk about digitisation) of 
securities of all kinds consisted of replacing the 
use of the corresponding title with its 
“notification into account”; that is to say, by the 
entry in a centralised register of titles and 
subsequent amendments thereto. This has 
happened in secondary markets, in cash transfers 
and other payment transactions, or in 
transportation tickets. 

However, with distributed ledger 
technologies, we now can electronically transfer 
titles through electronic endorsement, 
eliminating the need for such centralised 
registers. In this area it is inescapable to refer to 
the possibility of implementing, through 
distributed registration technologies, traceability 
systems for all types of objects, both in the 
electronic world and in the physical world, using 
the technique of “tokenisation”, especially when 
tokens represent assets.  

But it is not only in this domain in which 
applications of distributed registry technologies 
have been proposed, since this technology would 
allow the implementation of guarantees of 
authenticity in the currently centralised 
databases, preventing the undetectable 
modification of the records contained therein, 
something important both in the private sector 
and in the public sector, given the legal 
requirements regarding the integrity of 
databases, especially in accounting and tax 
regulations.  

From a public sector perspective, DLT seems 
 

9 V. Alimehaj, A. Halili, R. Dervishi, V. Neziriand and B. 
Rexha, Analysing and comparing the digital seal 
according to eIDAS regulation with and without 
blockchain technology, in International Journal of 
Information and Computer Security, vol. 14, n. 2, 2021, 
171. 
10 M. Turkanović and B. Podgorelec, Signing Blockchain 
Transactions Using Qualified Certificates, in IEEE 
Internet Computing, vol. 24, n. 6, 2020, 39. 
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technologies, what really happens is that that 
register is carried out in a large number of 
different places, rather than a single centralised 
place, so we can consider such a register to be 
authentic. 

DLT systems are designed to implement 
distributed ledgers, a major challenge due to the 
need to agree and maintain transaction logs in 
the distributed ledger5. In a DLT system, 
consensus ensures that each replicated version of 
a transaction is the same on all nodes where it is 
stored, and that its content is generally agreed 
between the parties involved in the transaction. 
In addition, the set of records in the distributed 
ledger should be verifiable and auditable, one of 
the main objectives of DLT to provide non-
disputable online transaction records between 
the parties.  

As regards the DLT node we have already 
referred to, it is defined as a device or process 
that participates in a network and stores a 
complete or partial replica of the ledger records, 
and a general ledger record is defined as a 
registry containing transaction records, summary 
values of transactions, records or references to 
transaction records recorded in a distributed 
ledger6.  

Again, blockchain systems are a subset of 
distributed ledger technologies in which the 
status of a distributed ledger is maintained by 
processing lots of transactions in secure 
cryptographically known as blocks data 
structures7. To exemplify this explanation, 
Figure 1 shows the structure of an Ethereum 
block8. 

A valid protocol must ensure that each block 
is cryptographically linked to an immediately 
preceding block that forms a single sequence of 
blocks over time. The complete sequence of 
cryptographically associated blocks forms a 
globally accessible append-only data structure, 
the blockchain, which provides the canonical 
version of the global transaction history.  

To ensure that the ledger update process 
results in a single ledger status for a given block, 
blockchain protocols include a consensus 
mechanism that provides a total order of all 
intra-block transactions. The collective action of 

 
5 ISO 23257. Blockchain and distributed ledger 
technologies — Reference architecture. 
6 ISO 22739:2020. 
7 ISO 23257. 
8 I. Weber, Q. Lu, A.B. Tran, A. Deshmukh, M. Gorski, 
and M. Strazds, A Platform Architecture for Multi-Tenant 
Blockchain-Based Systems, presented at IEEE International 
Conference on Software Architecture (ICSA), 2019, 
doi.org/10.1109/ICSA.2019.00019, 2019. 

all nodes in the blockchain system works as a 
time stamp server that validates pending 
transactions and updates the current state of the 
ledger by adding blocks sequentially to the 
blockchain. 

 
To implement a distributed ledger, 

blockchain systems therefore require (1) a 
mechanism to distribute new blocks to all nodes, 
(2) a mechanism to validate transactions, and (3) 
a mechanism to ensure consistency of all copies 
of the blockchain. There is a rich variety of 
consensus mechanisms, including Proof of 
Work, employed in open networks, such as 
Bitcoin and Ethereum, or Proof of Authority, 
employed in permissioned networks, public or 
private, such as Alastria or the European 
Blockchain Services Infrastructure (EBSI). 

We are therefore referring to a system in 
which we can write any information we want, 
forwarding a transaction, either acting as a 
network node or through a network node; from 
that moment on, that transaction, and the 
information it contains, will be copied to all 
other nodes on the network, so none of them will 
be able to delete that information unilaterally. 
Only with the participation of a significant 
number of nodes –depending on the consensus 
protocol– could an insertion into the network in 
question be eliminated, so there is no need to 
rely on any of them, and that an insertion of 
information, or the result of the execution of a 
transaction, which has spread within the 
network, be considered to be “true”.  

This does not mean, of course, that the 
information itself is “true”, but that it is true that 
that information was recorded, and not another 
different information, or that that a movement 
was made between accounts, and not a different 
one. Similarly, when a qualified electronic 
signature is used to authenticate a private 
document, the content of the document is 
attributable to the signatory, regardless of 
whether the content is true or not. For example, 

 

Figure 1. Structure of an Ethereum block 
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when a false declaration is made and signed, the 
document is authentic because it is imputable to 
the signatory, but its content is false. The same is 
true, in essence, of distributed registration 
technologies.  

What really differentiates both cases have to 
do with one of the most unique particularities of 
the electronic document and consists of the 
possibility of making infinite identical copies of 
it, all of them with the condition of original, 
simultaneously. 

In fact, let’s imagine that we write a contract 
in a PDF file, and we sign it electronically. On 
paper the physical copy containing the signature 
would be original, and given the impossibility of 
duplicating it, we will need at least two copies, 
each signed by both parties, to formalise the 
contract (which, for this reason, is signed ‘in 
duplicate copy’), each of them having this 
condition exclusively. On the contrary, on the 
said electronic medium and PDF format, it is 
only necessary to sign one copy. it can be 
reproduced endlessly, by simply copying the 
corresponding computer file, such as when 
stored on a hard or removable disk, when it is 
sent by email or uploaded to a file storage 
service in the Cloud (for which, in addition, the 
ritual reference to ‘duplicate copy’ should be 
abandoned today favour of an ‘electronic single 
copy’). 

The example just given shows one of the 
advantages of electronically signing a document, 
but it also gives a good account of one of its 
limitations, which can be quickly sensed. It is 
not a useful mechanism for those cases where 
the transfer of a value occurs through the 
delivery of a document.  

DLT/Blockchain allows, for the first time in 
history, applications such as the execution of 
endorsements, thus facilitating the 
implementation of electronic securities of all 
kinds, or the efficient and unalterable 
implementation of unalterable legal and 
administrative registers, in particular those that 
collect transfers of assets or allocations of 
privileges, which are carried out by means of the 
corresponding electronic signature of the natural 
person or electronic seal of the legal person of 
the transaction referred to the DLT/Blockchain 
system.  

In this respect, an analysis of the properties of 
the electronic seal provided for in Regulation 
(EU) No 910/2014 of 23 July 2014 (‘eIDAS 
Regulation’), with and without the use of 
blockchain technologies, has already been 

carried out9, concluding in its equivalence, so 
that the choice of one or the other technique 
depends only on the case of use. Since this is 
true from a technical point of view, the fact 
remains that the eIDAS Regulation limits the 
cross-border recognition of signature/sealing 
systems to certain technical formats, which 
currently do not support DLT/Blockchain. 
Therefore, various proposals have been made to 
allow signatures/seals on DLT/Blockchain based 
on qualified certificates using current 
technologies, based on the ITU-T standard Rec. 
X.50910.  

Until the emergence of these technologies, 
the approach to the computerisation (today we 
would probably talk about digitisation) of 
securities of all kinds consisted of replacing the 
use of the corresponding title with its 
“notification into account”; that is to say, by the 
entry in a centralised register of titles and 
subsequent amendments thereto. This has 
happened in secondary markets, in cash transfers 
and other payment transactions, or in 
transportation tickets. 

However, with distributed ledger 
technologies, we now can electronically transfer 
titles through electronic endorsement, 
eliminating the need for such centralised 
registers. In this area it is inescapable to refer to 
the possibility of implementing, through 
distributed registration technologies, traceability 
systems for all types of objects, both in the 
electronic world and in the physical world, using 
the technique of “tokenisation”, especially when 
tokens represent assets.  

But it is not only in this domain in which 
applications of distributed registry technologies 
have been proposed, since this technology would 
allow the implementation of guarantees of 
authenticity in the currently centralised 
databases, preventing the undetectable 
modification of the records contained therein, 
something important both in the private sector 
and in the public sector, given the legal 
requirements regarding the integrity of 
databases, especially in accounting and tax 
regulations.  

From a public sector perspective, DLT seems 
 

9 V. Alimehaj, A. Halili, R. Dervishi, V. Neziriand and B. 
Rexha, Analysing and comparing the digital seal 
according to eIDAS regulation with and without 
blockchain technology, in International Journal of 
Information and Computer Security, vol. 14, n. 2, 2021, 
171. 
10 M. Turkanović and B. Podgorelec, Signing Blockchain 
Transactions Using Qualified Certificates, in IEEE 
Internet Computing, vol. 24, n. 6, 2020, 39. 
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technologies, what really happens is that that 
register is carried out in a large number of 
different places, rather than a single centralised 
place, so we can consider such a register to be 
authentic. 

DLT systems are designed to implement 
distributed ledgers, a major challenge due to the 
need to agree and maintain transaction logs in 
the distributed ledger5. In a DLT system, 
consensus ensures that each replicated version of 
a transaction is the same on all nodes where it is 
stored, and that its content is generally agreed 
between the parties involved in the transaction. 
In addition, the set of records in the distributed 
ledger should be verifiable and auditable, one of 
the main objectives of DLT to provide non-
disputable online transaction records between 
the parties.  

As regards the DLT node we have already 
referred to, it is defined as a device or process 
that participates in a network and stores a 
complete or partial replica of the ledger records, 
and a general ledger record is defined as a 
registry containing transaction records, summary 
values of transactions, records or references to 
transaction records recorded in a distributed 
ledger6.  

Again, blockchain systems are a subset of 
distributed ledger technologies in which the 
status of a distributed ledger is maintained by 
processing lots of transactions in secure 
cryptographically known as blocks data 
structures7. To exemplify this explanation, 
Figure 1 shows the structure of an Ethereum 
block8. 

A valid protocol must ensure that each block 
is cryptographically linked to an immediately 
preceding block that forms a single sequence of 
blocks over time. The complete sequence of 
cryptographically associated blocks forms a 
globally accessible append-only data structure, 
the blockchain, which provides the canonical 
version of the global transaction history.  

To ensure that the ledger update process 
results in a single ledger status for a given block, 
blockchain protocols include a consensus 
mechanism that provides a total order of all 
intra-block transactions. The collective action of 

 
5 ISO 23257. Blockchain and distributed ledger 
technologies — Reference architecture. 
6 ISO 22739:2020. 
7 ISO 23257. 
8 I. Weber, Q. Lu, A.B. Tran, A. Deshmukh, M. Gorski, 
and M. Strazds, A Platform Architecture for Multi-Tenant 
Blockchain-Based Systems, presented at IEEE International 
Conference on Software Architecture (ICSA), 2019, 
doi.org/10.1109/ICSA.2019.00019, 2019. 

all nodes in the blockchain system works as a 
time stamp server that validates pending 
transactions and updates the current state of the 
ledger by adding blocks sequentially to the 
blockchain. 

 
To implement a distributed ledger, 

blockchain systems therefore require (1) a 
mechanism to distribute new blocks to all nodes, 
(2) a mechanism to validate transactions, and (3) 
a mechanism to ensure consistency of all copies 
of the blockchain. There is a rich variety of 
consensus mechanisms, including Proof of 
Work, employed in open networks, such as 
Bitcoin and Ethereum, or Proof of Authority, 
employed in permissioned networks, public or 
private, such as Alastria or the European 
Blockchain Services Infrastructure (EBSI). 

We are therefore referring to a system in 
which we can write any information we want, 
forwarding a transaction, either acting as a 
network node or through a network node; from 
that moment on, that transaction, and the 
information it contains, will be copied to all 
other nodes on the network, so none of them will 
be able to delete that information unilaterally. 
Only with the participation of a significant 
number of nodes –depending on the consensus 
protocol– could an insertion into the network in 
question be eliminated, so there is no need to 
rely on any of them, and that an insertion of 
information, or the result of the execution of a 
transaction, which has spread within the 
network, be considered to be “true”.  

This does not mean, of course, that the 
information itself is “true”, but that it is true that 
that information was recorded, and not another 
different information, or that that a movement 
was made between accounts, and not a different 
one. Similarly, when a qualified electronic 
signature is used to authenticate a private 
document, the content of the document is 
attributable to the signatory, regardless of 
whether the content is true or not. For example, 

 

Figure 1. Structure of an Ethereum block 
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when a false declaration is made and signed, the 
document is authentic because it is imputable to 
the signatory, but its content is false. The same is 
true, in essence, of distributed registration 
technologies.  

What really differentiates both cases have to 
do with one of the most unique particularities of 
the electronic document and consists of the 
possibility of making infinite identical copies of 
it, all of them with the condition of original, 
simultaneously. 

In fact, let’s imagine that we write a contract 
in a PDF file, and we sign it electronically. On 
paper the physical copy containing the signature 
would be original, and given the impossibility of 
duplicating it, we will need at least two copies, 
each signed by both parties, to formalise the 
contract (which, for this reason, is signed ‘in 
duplicate copy’), each of them having this 
condition exclusively. On the contrary, on the 
said electronic medium and PDF format, it is 
only necessary to sign one copy. it can be 
reproduced endlessly, by simply copying the 
corresponding computer file, such as when 
stored on a hard or removable disk, when it is 
sent by email or uploaded to a file storage 
service in the Cloud (for which, in addition, the 
ritual reference to ‘duplicate copy’ should be 
abandoned today favour of an ‘electronic single 
copy’). 

The example just given shows one of the 
advantages of electronically signing a document, 
but it also gives a good account of one of its 
limitations, which can be quickly sensed. It is 
not a useful mechanism for those cases where 
the transfer of a value occurs through the 
delivery of a document.  

DLT/Blockchain allows, for the first time in 
history, applications such as the execution of 
endorsements, thus facilitating the 
implementation of electronic securities of all 
kinds, or the efficient and unalterable 
implementation of unalterable legal and 
administrative registers, in particular those that 
collect transfers of assets or allocations of 
privileges, which are carried out by means of the 
corresponding electronic signature of the natural 
person or electronic seal of the legal person of 
the transaction referred to the DLT/Blockchain 
system.  

In this respect, an analysis of the properties of 
the electronic seal provided for in Regulation 
(EU) No 910/2014 of 23 July 2014 (‘eIDAS 
Regulation’), with and without the use of 
blockchain technologies, has already been 

carried out9, concluding in its equivalence, so 
that the choice of one or the other technique 
depends only on the case of use. Since this is 
true from a technical point of view, the fact 
remains that the eIDAS Regulation limits the 
cross-border recognition of signature/sealing 
systems to certain technical formats, which 
currently do not support DLT/Blockchain. 
Therefore, various proposals have been made to 
allow signatures/seals on DLT/Blockchain based 
on qualified certificates using current 
technologies, based on the ITU-T standard Rec. 
X.50910.  

Until the emergence of these technologies, 
the approach to the computerisation (today we 
would probably talk about digitisation) of 
securities of all kinds consisted of replacing the 
use of the corresponding title with its 
“notification into account”; that is to say, by the 
entry in a centralised register of titles and 
subsequent amendments thereto. This has 
happened in secondary markets, in cash transfers 
and other payment transactions, or in 
transportation tickets. 

However, with distributed ledger 
technologies, we now can electronically transfer 
titles through electronic endorsement, 
eliminating the need for such centralised 
registers. In this area it is inescapable to refer to 
the possibility of implementing, through 
distributed registration technologies, traceability 
systems for all types of objects, both in the 
electronic world and in the physical world, using 
the technique of “tokenisation”, especially when 
tokens represent assets.  

But it is not only in this domain in which 
applications of distributed registry technologies 
have been proposed, since this technology would 
allow the implementation of guarantees of 
authenticity in the currently centralised 
databases, preventing the undetectable 
modification of the records contained therein, 
something important both in the private sector 
and in the public sector, given the legal 
requirements regarding the integrity of 
databases, especially in accounting and tax 
regulations.  

From a public sector perspective, DLT seems 
 

9 V. Alimehaj, A. Halili, R. Dervishi, V. Neziriand and B. 
Rexha, Analysing and comparing the digital seal 
according to eIDAS regulation with and without 
blockchain technology, in International Journal of 
Information and Computer Security, vol. 14, n. 2, 2021, 
171. 
10 M. Turkanović and B. Podgorelec, Signing Blockchain 
Transactions Using Qualified Certificates, in IEEE 
Internet Computing, vol. 24, n. 6, 2020, 39. 
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particularly appropriate as a supporting 
technology for decentralised digital identity 
management and records management, 
presenting a significant potential for the 
transformation of secure document management 
in the public sector, especially as regards digital 
signatures, certificates, and document 
authentication11, which applies also to other 
sectors as well. However, it should not be 
forgotten that this technology has inherent 
limitations, both technological and socio-
economic, especially depending on the 
consensus mechanism used and the governance 
model of the network, which must be considered 
before adopting its widespread use12. 

 
2. The general notion of trust service in the 

eIDAS Regulation 
According to Article 3(16) of the eIDAS 

Regulation, a trust service “means an electronic 
service normally provided for remuneration 
which consists of: (a) the creation, verification, 
and validation of electronic signatures, electronic 
seals or electronic time stamps, electronic 
registered delivery services and certificates 
related to those services, or (b) the creation, 
verification and validation of certificates for 
website authentication; or (c) the preservation of 
electronic signatures, seals or certificates related 
to those services”. 

This Article does not properly contain a 
definition or concept of trust service, but rather 
an enumeration of information society services 
(or digital services, using a more modern 
terminology used by the European Union 
institution) which, precisely because they are 
included in this closed list, are considered to be 
“trustworthy”.  

The designation of “trust service” contained 
in the eIDAS Regulation constitutes an evolution 
and, at the same time, a semantic extension on 
the name of the “certification service” used in 
the eSign Directive. It is an expression derived 

 
11 S. Ølnes and A. Jansen, Blockchain Technology as a 
Information Infrastructure in the Public Sector, in C.G. 
Reddick, M.P. Rodriguez and H.J. Scholl (eds.), 
Blockchain and the Public Sector. Theories, Reforms and 
Case Studies, Cham, Springer Nature Switzerland AG, 
2021, 19. 
12 A. Buldas, D. Draheim, T. Nagumo and A. Vedeshin, 
Blockchain Technology: Intrinsic Technological and 
Socio-Economic Barriers, in T. K. Dang, J. Küng, M. 
Takizawa, & T. M. Chung (eds.), Future Data and Security 
Engineering, Cham, Springer Nature Switzerland AG, 
2020, 17; Gamage, H.T.M., Weerasinghe, H.D. and N.G.J. 
Dias, A Survey on Blockchain Technology Concepts, 
Applications, and Issues, SN Computer Science, vol. 1, n. 
114, 2020, 12. 

from the fact that these services enable 
confidence in the business processes in which 
they are used, possibly thanks to the legal effects 
associated with said services. This notion of 
“trust service”, also referred to as “reliable 
service” or “trusted service”, is not an invention 
of the eIDAS Regulation, but rather has been 
used for a long time by market operators, as well 
as by scholars13. 

Thus, according to Recital (2) of the eIDAS 
Regulation, it “seeks to enhance trust in 
electronic transactions in the internal market by 
providing a common foundation for secure 
electronic interaction between citizens, 
businesses and public authorities, thereby 
increasing the effectiveness of public and private 
online services, electronic business and 
electronic commerce in the Union”, for which it 
is necessary to go beyond the regulation of 
electronic signature, which did not offer “a 
comprehensive cross-border and cross-sector 
framework for secure, trustworthy and easy-to-
use electronic transactions”. 

The eIDAS Regulation, therefore, pursued the 
creation of a uniform law for the internal market, 
providing harmonised legal norms in relation to 
various services, which in fact already operated 
on similar technical standards, and offered the 
possibility of coordinating the different basis of 
laws for electronic government and digital 
society globally, although it also posed 
important challenges14. 

Trust services can be described as those 
technologies that can be trusted, modifying the 
user’s perception regarding the vulnerability of a 
process to which they are incorporated. For this, 
the user must be able to recognise a trust service, 
in fact, as secure and reliable enough. To do this, 
the approach of the eIDAS Regulation is the 
creation of a reinforced level of services of trust, 

 
13 J. Dumortier and N. Vandezande, Critical Observations 
on the Proposed Regulation for Electronic Identification 
and Trust Services for Electronic Transactions in the 
Internal Market, ICRI Research Paper 9, 2012; J. 
Dumortier and N. Vandezande, Trust in the proposed EU 
regulation on trust services?, in Computer Law & Security 
Review, vol. 28, n. 5, 2012, 573; A. Jøsang, R. Ismail and 
C. Boyd, A survey of trust and reputation systems for 
online service provision, in Decision Support Systems, vol. 
43, n. 2, 2007, 619; J. Ølnes, A Taxonomy for Trusted 
Services, in B. Schmid, K. Stanoevska Slabeva, & V. 
Tschammer (eds.), Towards the E-Society: E-Commerce, 
E-Business, and E-Government, Boston, MA, Kluwer 
Academic Publishers, 2002, 37. 
14 G. Borges, The Draft Regulation on Electronic 
Identification and Trust Services for Electronic 
Transactions in the Internal Market, COM (2012) 238, 
Presentation at the Workshop on Electronic Identification 
and Trust Services, Brussels, 2012. 
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which is significant in the sense that the trust in 
these services seems to be born from the fact that 
they are legally regulated, rather than only in 
their own technical characteristics15. 

Article 3(17) of eIDAS Regulation provides 
the notion of a “qualified trust service”, defining 
it as “a trust service that meets the applicable 
requirements laid down in this Regulation”, 
which differentiates two “reliance levels”: 
• The non-qualified trust service level, which is 

not practically regulated and has not an 
associated legal effect in the eIDAS 
Regulation, to the trust service or to the 
institution supported by the trust service; in 
this case, the user must build his own internal 
state of trust with respect to the service. For 
example, a person can consider a password 
provided by her financial institution as being 
secure enough for signing a contract. 

• The qualified trust service level, which is 
highly regulated, and receives a particular 
recognition of legal effects, something which 
should be an incentive to its adoption, a 
promise that has not always been fulfilled due 
to several inhibitors16. In this case, this 
explicit legal recognition is the one that 
allows the user to recognise the service as 
reliable, so we can assume that these services 
will be developed earlier and in greater 
volume than those that do not enjoy this 
condition. 
It should also be noted that the eIDAS 

Regulation contains a closed list of trusted 
services in order to delimit the scope of the 
uniform European regulation but that Member 
States may define other trust services as well as 
maintain (or introduce) national provisions, in 
accordance with Union law, concerning trust 
services of confidence, provided that such 
services are not fully harmonised by this 
Regulation, considerations which show the 
central objective of the regulation, which is none 
other than to guarantee the free movement of 
these services in the internal market, by means 
of a minimum set of harmonised standards. 

 
15 I. Alamillo-Domingo, SSI eIDAS Legal Report. How 
eIDAS can legally support digital identity and trustworthy 
DLT-based transactions in the Digital Single Market, 
2020, https://joinup.ec.europa.eu/sites/default/files/docum 
ent/2020-04/SSI_eIDAS_legal_report_final_0.pdf.  
16 H. Roβnagel, On diffusion and confusion - Why 
electronic signatures have failed, in S. Fischer-Hübner, S. 
Furnell and C. Lambrinoudakis (eds.), Trust and Privacy in 
Digital Business. 3rd International Conference on Trust 
and Privacy in Digital Business, TrustBus 2006, Vol. 
LNCS 4083, Springer, 2006; A. Srivastava, Resistance to 
change: Six reasons why businesses don’t use e-signatures, 
in Electronic Commerce Research, vol. 11, n. 4, 2011, 366. 

One consequence of this model is the more 
than possible divergence in the catalogue of trust 
services in the different jurisdictions of the 
European Union, as the business sector is 
constantly generating new services, based on 
technological innovation. For instance, Belgium 
has regulated a national trust service consisting 
in a secure document archive, with a specific 
legal effect, both as non-qualified and qualified 
service. 

Under the eIDAS Regulation, all trust service 
providers are subject to some obligations (e.g., 
Article 19, with regards to appropriate technical 
and organisational measures to manage the risks 
posed to the security of the trust services) and 
qualified trust service providers must comply 
with a set of strict legal obligations commonly 
applicable to all services (Article 24) and 
specific requirements for each qualified trust 
service). 

In contrast to the previous legislation, where 
the provision of certification services was not 
subject to any kind of previous licence, the 
eIDAS Regulation opts for a regulatory 
orientation of prior administrative authorisation 
in relation to the provision of qualified trust 
services17, while maintaining the ex-post 
supervision model for non-qualified services. 

Indeed, Article 21 (1) of the eIDAS 
Regulation sets out that a provider, who does not 
have a qualification, to begin its activity relating 
to qualified services, must submit to the 
supervisory body a notification of his intention 
together with a conformity assessment report 
issued by a conformity assessment body, 
whereas Article 17 (3) (a) (4) (g) stipulates that 
the national body will carry out prior supervision 
and the award of the qualification, and that the 
service cannot be started until such qualification 
has been obtained (Article 21 (3)), and it has 
been publicly disseminated through the 
mechanism provided for in Article 22 of the 
eIDAS Regulation (the Trusted List). Although 
with a somewhat obscure terminology, this is an 
administrative authorisation, which must be 
granted under the relevant administrative 
procedure, within the national legislation 
framework. 

In addition, the qualified provider of trusted 

 
17 D. Gobert, Le règlement européen du 23 juillet 2014 sur 
l’identification électronique et les services de confiance 
(eIDAS): analyse approfondie, in www.droit-
technologie.org, 2015; M. Rico-Carrillo, El Reglamento 
europeo sobre identificación y servicios de confianza 
electrónicos, in Revista General de Derecho Europeo, vol. 
35, 2015. 
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particularly appropriate as a supporting 
technology for decentralised digital identity 
management and records management, 
presenting a significant potential for the 
transformation of secure document management 
in the public sector, especially as regards digital 
signatures, certificates, and document 
authentication11, which applies also to other 
sectors as well. However, it should not be 
forgotten that this technology has inherent 
limitations, both technological and socio-
economic, especially depending on the 
consensus mechanism used and the governance 
model of the network, which must be considered 
before adopting its widespread use12. 

 
2. The general notion of trust service in the 

eIDAS Regulation 
According to Article 3(16) of the eIDAS 

Regulation, a trust service “means an electronic 
service normally provided for remuneration 
which consists of: (a) the creation, verification, 
and validation of electronic signatures, electronic 
seals or electronic time stamps, electronic 
registered delivery services and certificates 
related to those services, or (b) the creation, 
verification and validation of certificates for 
website authentication; or (c) the preservation of 
electronic signatures, seals or certificates related 
to those services”. 

This Article does not properly contain a 
definition or concept of trust service, but rather 
an enumeration of information society services 
(or digital services, using a more modern 
terminology used by the European Union 
institution) which, precisely because they are 
included in this closed list, are considered to be 
“trustworthy”.  

The designation of “trust service” contained 
in the eIDAS Regulation constitutes an evolution 
and, at the same time, a semantic extension on 
the name of the “certification service” used in 
the eSign Directive. It is an expression derived 

 
11 S. Ølnes and A. Jansen, Blockchain Technology as a 
Information Infrastructure in the Public Sector, in C.G. 
Reddick, M.P. Rodriguez and H.J. Scholl (eds.), 
Blockchain and the Public Sector. Theories, Reforms and 
Case Studies, Cham, Springer Nature Switzerland AG, 
2021, 19. 
12 A. Buldas, D. Draheim, T. Nagumo and A. Vedeshin, 
Blockchain Technology: Intrinsic Technological and 
Socio-Economic Barriers, in T. K. Dang, J. Küng, M. 
Takizawa, & T. M. Chung (eds.), Future Data and Security 
Engineering, Cham, Springer Nature Switzerland AG, 
2020, 17; Gamage, H.T.M., Weerasinghe, H.D. and N.G.J. 
Dias, A Survey on Blockchain Technology Concepts, 
Applications, and Issues, SN Computer Science, vol. 1, n. 
114, 2020, 12. 

from the fact that these services enable 
confidence in the business processes in which 
they are used, possibly thanks to the legal effects 
associated with said services. This notion of 
“trust service”, also referred to as “reliable 
service” or “trusted service”, is not an invention 
of the eIDAS Regulation, but rather has been 
used for a long time by market operators, as well 
as by scholars13. 

Thus, according to Recital (2) of the eIDAS 
Regulation, it “seeks to enhance trust in 
electronic transactions in the internal market by 
providing a common foundation for secure 
electronic interaction between citizens, 
businesses and public authorities, thereby 
increasing the effectiveness of public and private 
online services, electronic business and 
electronic commerce in the Union”, for which it 
is necessary to go beyond the regulation of 
electronic signature, which did not offer “a 
comprehensive cross-border and cross-sector 
framework for secure, trustworthy and easy-to-
use electronic transactions”. 

The eIDAS Regulation, therefore, pursued the 
creation of a uniform law for the internal market, 
providing harmonised legal norms in relation to 
various services, which in fact already operated 
on similar technical standards, and offered the 
possibility of coordinating the different basis of 
laws for electronic government and digital 
society globally, although it also posed 
important challenges14. 

Trust services can be described as those 
technologies that can be trusted, modifying the 
user’s perception regarding the vulnerability of a 
process to which they are incorporated. For this, 
the user must be able to recognise a trust service, 
in fact, as secure and reliable enough. To do this, 
the approach of the eIDAS Regulation is the 
creation of a reinforced level of services of trust, 

 
13 J. Dumortier and N. Vandezande, Critical Observations 
on the Proposed Regulation for Electronic Identification 
and Trust Services for Electronic Transactions in the 
Internal Market, ICRI Research Paper 9, 2012; J. 
Dumortier and N. Vandezande, Trust in the proposed EU 
regulation on trust services?, in Computer Law & Security 
Review, vol. 28, n. 5, 2012, 573; A. Jøsang, R. Ismail and 
C. Boyd, A survey of trust and reputation systems for 
online service provision, in Decision Support Systems, vol. 
43, n. 2, 2007, 619; J. Ølnes, A Taxonomy for Trusted 
Services, in B. Schmid, K. Stanoevska Slabeva, & V. 
Tschammer (eds.), Towards the E-Society: E-Commerce, 
E-Business, and E-Government, Boston, MA, Kluwer 
Academic Publishers, 2002, 37. 
14 G. Borges, The Draft Regulation on Electronic 
Identification and Trust Services for Electronic 
Transactions in the Internal Market, COM (2012) 238, 
Presentation at the Workshop on Electronic Identification 
and Trust Services, Brussels, 2012. 
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which is significant in the sense that the trust in 
these services seems to be born from the fact that 
they are legally regulated, rather than only in 
their own technical characteristics15. 

Article 3(17) of eIDAS Regulation provides 
the notion of a “qualified trust service”, defining 
it as “a trust service that meets the applicable 
requirements laid down in this Regulation”, 
which differentiates two “reliance levels”: 
• The non-qualified trust service level, which is 

not practically regulated and has not an 
associated legal effect in the eIDAS 
Regulation, to the trust service or to the 
institution supported by the trust service; in 
this case, the user must build his own internal 
state of trust with respect to the service. For 
example, a person can consider a password 
provided by her financial institution as being 
secure enough for signing a contract. 

• The qualified trust service level, which is 
highly regulated, and receives a particular 
recognition of legal effects, something which 
should be an incentive to its adoption, a 
promise that has not always been fulfilled due 
to several inhibitors16. In this case, this 
explicit legal recognition is the one that 
allows the user to recognise the service as 
reliable, so we can assume that these services 
will be developed earlier and in greater 
volume than those that do not enjoy this 
condition. 
It should also be noted that the eIDAS 

Regulation contains a closed list of trusted 
services in order to delimit the scope of the 
uniform European regulation but that Member 
States may define other trust services as well as 
maintain (or introduce) national provisions, in 
accordance with Union law, concerning trust 
services of confidence, provided that such 
services are not fully harmonised by this 
Regulation, considerations which show the 
central objective of the regulation, which is none 
other than to guarantee the free movement of 
these services in the internal market, by means 
of a minimum set of harmonised standards. 

 
15 I. Alamillo-Domingo, SSI eIDAS Legal Report. How 
eIDAS can legally support digital identity and trustworthy 
DLT-based transactions in the Digital Single Market, 
2020, https://joinup.ec.europa.eu/sites/default/files/docum 
ent/2020-04/SSI_eIDAS_legal_report_final_0.pdf.  
16 H. Roβnagel, On diffusion and confusion - Why 
electronic signatures have failed, in S. Fischer-Hübner, S. 
Furnell and C. Lambrinoudakis (eds.), Trust and Privacy in 
Digital Business. 3rd International Conference on Trust 
and Privacy in Digital Business, TrustBus 2006, Vol. 
LNCS 4083, Springer, 2006; A. Srivastava, Resistance to 
change: Six reasons why businesses don’t use e-signatures, 
in Electronic Commerce Research, vol. 11, n. 4, 2011, 366. 

One consequence of this model is the more 
than possible divergence in the catalogue of trust 
services in the different jurisdictions of the 
European Union, as the business sector is 
constantly generating new services, based on 
technological innovation. For instance, Belgium 
has regulated a national trust service consisting 
in a secure document archive, with a specific 
legal effect, both as non-qualified and qualified 
service. 

Under the eIDAS Regulation, all trust service 
providers are subject to some obligations (e.g., 
Article 19, with regards to appropriate technical 
and organisational measures to manage the risks 
posed to the security of the trust services) and 
qualified trust service providers must comply 
with a set of strict legal obligations commonly 
applicable to all services (Article 24) and 
specific requirements for each qualified trust 
service). 

In contrast to the previous legislation, where 
the provision of certification services was not 
subject to any kind of previous licence, the 
eIDAS Regulation opts for a regulatory 
orientation of prior administrative authorisation 
in relation to the provision of qualified trust 
services17, while maintaining the ex-post 
supervision model for non-qualified services. 

Indeed, Article 21 (1) of the eIDAS 
Regulation sets out that a provider, who does not 
have a qualification, to begin its activity relating 
to qualified services, must submit to the 
supervisory body a notification of his intention 
together with a conformity assessment report 
issued by a conformity assessment body, 
whereas Article 17 (3) (a) (4) (g) stipulates that 
the national body will carry out prior supervision 
and the award of the qualification, and that the 
service cannot be started until such qualification 
has been obtained (Article 21 (3)), and it has 
been publicly disseminated through the 
mechanism provided for in Article 22 of the 
eIDAS Regulation (the Trusted List). Although 
with a somewhat obscure terminology, this is an 
administrative authorisation, which must be 
granted under the relevant administrative 
procedure, within the national legislation 
framework. 

In addition, the qualified provider of trusted 

 
17 D. Gobert, Le règlement européen du 23 juillet 2014 sur 
l’identification électronique et les services de confiance 
(eIDAS): analyse approfondie, in www.droit-
technologie.org, 2015; M. Rico-Carrillo, El Reglamento 
europeo sobre identificación y servicios de confianza 
electrónicos, in Revista General de Derecho Europeo, vol. 
35, 2015. 
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particularly appropriate as a supporting 
technology for decentralised digital identity 
management and records management, 
presenting a significant potential for the 
transformation of secure document management 
in the public sector, especially as regards digital 
signatures, certificates, and document 
authentication11, which applies also to other 
sectors as well. However, it should not be 
forgotten that this technology has inherent 
limitations, both technological and socio-
economic, especially depending on the 
consensus mechanism used and the governance 
model of the network, which must be considered 
before adopting its widespread use12. 

 
2. The general notion of trust service in the 

eIDAS Regulation 
According to Article 3(16) of the eIDAS 

Regulation, a trust service “means an electronic 
service normally provided for remuneration 
which consists of: (a) the creation, verification, 
and validation of electronic signatures, electronic 
seals or electronic time stamps, electronic 
registered delivery services and certificates 
related to those services, or (b) the creation, 
verification and validation of certificates for 
website authentication; or (c) the preservation of 
electronic signatures, seals or certificates related 
to those services”. 

This Article does not properly contain a 
definition or concept of trust service, but rather 
an enumeration of information society services 
(or digital services, using a more modern 
terminology used by the European Union 
institution) which, precisely because they are 
included in this closed list, are considered to be 
“trustworthy”.  

The designation of “trust service” contained 
in the eIDAS Regulation constitutes an evolution 
and, at the same time, a semantic extension on 
the name of the “certification service” used in 
the eSign Directive. It is an expression derived 

 
11 S. Ølnes and A. Jansen, Blockchain Technology as a 
Information Infrastructure in the Public Sector, in C.G. 
Reddick, M.P. Rodriguez and H.J. Scholl (eds.), 
Blockchain and the Public Sector. Theories, Reforms and 
Case Studies, Cham, Springer Nature Switzerland AG, 
2021, 19. 
12 A. Buldas, D. Draheim, T. Nagumo and A. Vedeshin, 
Blockchain Technology: Intrinsic Technological and 
Socio-Economic Barriers, in T. K. Dang, J. Küng, M. 
Takizawa, & T. M. Chung (eds.), Future Data and Security 
Engineering, Cham, Springer Nature Switzerland AG, 
2020, 17; Gamage, H.T.M., Weerasinghe, H.D. and N.G.J. 
Dias, A Survey on Blockchain Technology Concepts, 
Applications, and Issues, SN Computer Science, vol. 1, n. 
114, 2020, 12. 

from the fact that these services enable 
confidence in the business processes in which 
they are used, possibly thanks to the legal effects 
associated with said services. This notion of 
“trust service”, also referred to as “reliable 
service” or “trusted service”, is not an invention 
of the eIDAS Regulation, but rather has been 
used for a long time by market operators, as well 
as by scholars13. 

Thus, according to Recital (2) of the eIDAS 
Regulation, it “seeks to enhance trust in 
electronic transactions in the internal market by 
providing a common foundation for secure 
electronic interaction between citizens, 
businesses and public authorities, thereby 
increasing the effectiveness of public and private 
online services, electronic business and 
electronic commerce in the Union”, for which it 
is necessary to go beyond the regulation of 
electronic signature, which did not offer “a 
comprehensive cross-border and cross-sector 
framework for secure, trustworthy and easy-to-
use electronic transactions”. 

The eIDAS Regulation, therefore, pursued the 
creation of a uniform law for the internal market, 
providing harmonised legal norms in relation to 
various services, which in fact already operated 
on similar technical standards, and offered the 
possibility of coordinating the different basis of 
laws for electronic government and digital 
society globally, although it also posed 
important challenges14. 

Trust services can be described as those 
technologies that can be trusted, modifying the 
user’s perception regarding the vulnerability of a 
process to which they are incorporated. For this, 
the user must be able to recognise a trust service, 
in fact, as secure and reliable enough. To do this, 
the approach of the eIDAS Regulation is the 
creation of a reinforced level of services of trust, 

 
13 J. Dumortier and N. Vandezande, Critical Observations 
on the Proposed Regulation for Electronic Identification 
and Trust Services for Electronic Transactions in the 
Internal Market, ICRI Research Paper 9, 2012; J. 
Dumortier and N. Vandezande, Trust in the proposed EU 
regulation on trust services?, in Computer Law & Security 
Review, vol. 28, n. 5, 2012, 573; A. Jøsang, R. Ismail and 
C. Boyd, A survey of trust and reputation systems for 
online service provision, in Decision Support Systems, vol. 
43, n. 2, 2007, 619; J. Ølnes, A Taxonomy for Trusted 
Services, in B. Schmid, K. Stanoevska Slabeva, & V. 
Tschammer (eds.), Towards the E-Society: E-Commerce, 
E-Business, and E-Government, Boston, MA, Kluwer 
Academic Publishers, 2002, 37. 
14 G. Borges, The Draft Regulation on Electronic 
Identification and Trust Services for Electronic 
Transactions in the Internal Market, COM (2012) 238, 
Presentation at the Workshop on Electronic Identification 
and Trust Services, Brussels, 2012. 
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which is significant in the sense that the trust in 
these services seems to be born from the fact that 
they are legally regulated, rather than only in 
their own technical characteristics15. 

Article 3(17) of eIDAS Regulation provides 
the notion of a “qualified trust service”, defining 
it as “a trust service that meets the applicable 
requirements laid down in this Regulation”, 
which differentiates two “reliance levels”: 
• The non-qualified trust service level, which is 

not practically regulated and has not an 
associated legal effect in the eIDAS 
Regulation, to the trust service or to the 
institution supported by the trust service; in 
this case, the user must build his own internal 
state of trust with respect to the service. For 
example, a person can consider a password 
provided by her financial institution as being 
secure enough for signing a contract. 

• The qualified trust service level, which is 
highly regulated, and receives a particular 
recognition of legal effects, something which 
should be an incentive to its adoption, a 
promise that has not always been fulfilled due 
to several inhibitors16. In this case, this 
explicit legal recognition is the one that 
allows the user to recognise the service as 
reliable, so we can assume that these services 
will be developed earlier and in greater 
volume than those that do not enjoy this 
condition. 
It should also be noted that the eIDAS 

Regulation contains a closed list of trusted 
services in order to delimit the scope of the 
uniform European regulation but that Member 
States may define other trust services as well as 
maintain (or introduce) national provisions, in 
accordance with Union law, concerning trust 
services of confidence, provided that such 
services are not fully harmonised by this 
Regulation, considerations which show the 
central objective of the regulation, which is none 
other than to guarantee the free movement of 
these services in the internal market, by means 
of a minimum set of harmonised standards. 

 
15 I. Alamillo-Domingo, SSI eIDAS Legal Report. How 
eIDAS can legally support digital identity and trustworthy 
DLT-based transactions in the Digital Single Market, 
2020, https://joinup.ec.europa.eu/sites/default/files/docum 
ent/2020-04/SSI_eIDAS_legal_report_final_0.pdf.  
16 H. Roβnagel, On diffusion and confusion - Why 
electronic signatures have failed, in S. Fischer-Hübner, S. 
Furnell and C. Lambrinoudakis (eds.), Trust and Privacy in 
Digital Business. 3rd International Conference on Trust 
and Privacy in Digital Business, TrustBus 2006, Vol. 
LNCS 4083, Springer, 2006; A. Srivastava, Resistance to 
change: Six reasons why businesses don’t use e-signatures, 
in Electronic Commerce Research, vol. 11, n. 4, 2011, 366. 

One consequence of this model is the more 
than possible divergence in the catalogue of trust 
services in the different jurisdictions of the 
European Union, as the business sector is 
constantly generating new services, based on 
technological innovation. For instance, Belgium 
has regulated a national trust service consisting 
in a secure document archive, with a specific 
legal effect, both as non-qualified and qualified 
service. 

Under the eIDAS Regulation, all trust service 
providers are subject to some obligations (e.g., 
Article 19, with regards to appropriate technical 
and organisational measures to manage the risks 
posed to the security of the trust services) and 
qualified trust service providers must comply 
with a set of strict legal obligations commonly 
applicable to all services (Article 24) and 
specific requirements for each qualified trust 
service). 

In contrast to the previous legislation, where 
the provision of certification services was not 
subject to any kind of previous licence, the 
eIDAS Regulation opts for a regulatory 
orientation of prior administrative authorisation 
in relation to the provision of qualified trust 
services17, while maintaining the ex-post 
supervision model for non-qualified services. 

Indeed, Article 21 (1) of the eIDAS 
Regulation sets out that a provider, who does not 
have a qualification, to begin its activity relating 
to qualified services, must submit to the 
supervisory body a notification of his intention 
together with a conformity assessment report 
issued by a conformity assessment body, 
whereas Article 17 (3) (a) (4) (g) stipulates that 
the national body will carry out prior supervision 
and the award of the qualification, and that the 
service cannot be started until such qualification 
has been obtained (Article 21 (3)), and it has 
been publicly disseminated through the 
mechanism provided for in Article 22 of the 
eIDAS Regulation (the Trusted List). Although 
with a somewhat obscure terminology, this is an 
administrative authorisation, which must be 
granted under the relevant administrative 
procedure, within the national legislation 
framework. 

In addition, the qualified provider of trusted 

 
17 D. Gobert, Le règlement européen du 23 juillet 2014 sur 
l’identification électronique et les services de confiance 
(eIDAS): analyse approfondie, in www.droit-
technologie.org, 2015; M. Rico-Carrillo, El Reglamento 
europeo sobre identificación y servicios de confianza 
electrónicos, in Revista General de Derecho Europeo, vol. 
35, 2015. 
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services must pass a conformity assessment at 
least every two years and send it to the 
supervisor, as determined by Article 20 (1) of 
the Regulation, as well as accept any audit 
performed by the supervisor, or additional 
assessments of conformity that it imposes on it, 
pursuant to the provisions of paragraph 2 of 
Article 20 of the eIDAS Regulation. 

As seen in Figure 2, technical standards play 
a significant role18, sometimes being applicable 
in a voluntary basis (i.e., the policy and security 
requirements set forth by ETSI standards), while 
in other cases they become mandatory (e.g., in 
the case of the so-called qualified electronic 
signature or seal devices, according to CEN 
standards). 
 

 
It is also interesting to note that qualified trust 

services have a strict liability regime contained 
in Article 13 (1) of the eIDAS Regulation. In its 
virtue, “trust service providers shall be liable for 
damage caused intentionally or negligently to 
any natural or legal person due to a failure to 
comply with the obligations under this 
Regulation” (subparagraph 1), and “the intention 
or negligence of a qualified trust service 
provider shall be presumed unless that qualified 
trust service provider proves that the damage 
referred to in the first subparagraph occurred 
without the intention or negligence of that 
qualified trust service provider” (subparagraph 
3); while in the case of non-qualified trust 
services, “the burden of proving intention or 
negligence of a non-qualified trust service 
provider shall lie with the natural or legal person 
claiming the damage referred to in the first 

 
18 I. Alamillo-Domingo, Identificación, firma y otras 
pruebas electrónicas. La regulación jurídico-
administrativa de la acreditación de las transacciones 
electrónicas, Cizur Menor, Aranzadi, 2019, 148; K. 
Nguyen, Certification of eIDAS trust services and new 
global transparency trends, in Datenschutz und 
Datensicherheit, vol. 7, 2018, 425. 

subparagraph” (subparagraph 2).  

3. The new legal institution of electronic ledger 
The eIDAS 2 proposal expands the current 

eIDAS list of trust services with three new 
qualified trust services, namely the provision of 
electronic archiving services, electronic ledgers 
and the management of remote electronic 
signature and seal creation devices, as a response 
to the dynamics of the markets and to 
technological developments. 

As stated in the impact assessment section of 
the proposal, “electronic ledgers provide users 
with proof and an immutable audit trail for the 
sequencing of transactions and data records, 
safeguarding data integrity”. Furthermore, “an 
electronic ledger combines time stamping of data 
and their sequencing with certainty about the 
data originator similar to e-signing with the 
additional benefit of enabling a more 
decentralized governance that is suitable for 
multi-party cooperation”, pointing clearly to 
distributed ledger technology. 

Some of the potential use cases of this new 
legal institution include the pooling of data from 
decentralised sources, self-sovereign identity 
solutions, attributing ownership to digital assets, 
recording business processes to audit compliance 
with sustainability criteria and various use cases 
in capital markets. Some statistics provided in 
the proposal try to justify the need for this 
regulation. In this sense, “75% of all use cases 
for electronic ledgers were in banking and 
finance back in 2017. Use cases for electronic 
ledgers are today increasingly diverse, with 17% 
in communication & media; 15% in 
manufacturing & natural resources, 10% in the 
governmental sector, 8% in insurance, 5% in 
retail, 6% in transportation, 5% in utilities”. 

This electronic ledger is characterised, in the 
same impact assessment section of the proposal, 
as a “trust service, that builds upon existing trust 
services as it combines time stamping of data 
and their sequencing with certainty about the 
data originator, which is similar to e-signing”, 
which is not really what the proposal says.  

Indeed, the detailed explanation of the 
specific provisions of the proposal clarifies that 
“the new section 11 establishes a framework for 
trust services in regards to the creation and 
maintenance of electronic ledgers and qualified 
electronic ledgers”, following the logic of other 
eIDAS legal institutions and the associated trust 
services, as shown in Figure 3, regarding 
electronic signatures.  

Figure 2. eIDAS Regulatory model conceptual map 
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The application of this eIDAS logic to the 

electronic ledger is shown in Figure 4. 
 

 
In this sense, the proposed regulation is 

considered “necessary to prevent fragmentation 
of the internal market, by defining a single pan-
European framework that enables the cross-
border recognition of trust services supporting 
the operation of qualified electronic ledgers”, 
following again the usual logic of the eIDAS 
Regulation. 

From a formal legal perspective, Article 1(c) 
of the eIDAS Regulation is expanded to state 
that the Regulation “establishes a legal 
framework for […] electronic ledgers”. To this 
end, a new item 53 of the same Article 3 defines 
“electronic ledger” as “a tamper proof electronic 
record of data, providing authenticity and 
integrity of the data it contains, accuracy of their 
date and time, and of their chronological 
ordering”. 

The legal definition covers both centralised 
and distributed electronic ledgers, to ensure the 
technical neutrality of the regulation, in line with 
other legal institutions and the corresponding 

supporting or associated trust services. 
As with other institutions already supported 

by the eIDAS Regulation, Article 45h of the 
eIDAS 2 Proposal defines the legal effects of 
electronic ledgers. 

First, under paragraph 1, “an electronic ledger 
shall not be denied legal effect and admissibility 
as evidence in legal proceedings solely on the 
grounds that it is in an electronic form or that it 
does not meet the requirements for qualified 
electronic ledgers”, thus applying the non-
discrimination principle to electronic ledgers of 
any sorts.  

This is important because it provides a 
general rule in favour of the legal admissibility 
of this legal institution, which is currently not 
granted in all Member States (possibly it is not 
granted in any Member State, except perhaps 
Italy, under Article 8-ter of D.L. 14 December 
2018, n. 135, confirmed by L. 11 February 2019, 
n. 12). 

Second, and following again the eIDAS logic, 
under paragraph 2, “a qualified electronic ledger 
shall enjoy the presumption of the uniqueness 
and authenticity of the data it contains, of the 
accuracy of their date and time, and of their 
sequential chronological ordering within the 
ledger”. 

This legal effect partially overlaps with the 
legal effect of other legal institutions, namely 
qualified electronic signatures or seals, which 
ensure the authenticity of data, and qualified 
electronic timestamps, which ensure the integrity 
and accuracy of date and time of data. 

The novelty is that a qualified ledger ensures 
two additional properties: uniqueness and 
sequential chronological ordering of data (within 
the ledger, or course). As explained in section 1, 
these two properties cannot be ensured using the 
other legal institutions alone, which clearly 
justifies the proposal. 

4. A trust service for electronic ledgers  
A new item (f) of Article 3(16) of the eIDAS 

Regulation define a new specific trust service, 
which consists in “the recording of electronic 
data into an electronic ledger”. Recall that a trust 
service is an electronic service normally 
provided for remuneration, which is offered by a 
so-called trust service provider, which is a 
natural or a legal person who provides one or 
more trust services either as a qualified or as a 
non-qualified trust service provider, as 
introduced before. 

Therefore, it is of paramount importance to 
identify who exactly is the trust service provider, 

Legal institution

Relevant trust 
services 
(regulated 
infrastructure)

Signature creation service 
(can’t be qualified)

Signature validation service Signature preservation service

Certificate issuance and 
management service

Electronic signature Legal effect
A qualified electronic signature 
is equivalent to a handwritten 

signature

Trust service 
tokens 
(products) 
examples

Advanced/qualified signature 
(e.g. XAdES)

Validation report Preservation objects

Digital certificates, CRLs, OCSP 
responses

Figure 3. Electronic signature and associated trust 
services 

Legal institution

Relevant trust 
services 
(regulated 
infrastructure)

Selection, execution and recording of a set of transactions into an immutable ledger 
(by one or different TSPs working jointly, according to a consensus protocol) 

Immutable 
electronic ledger Legal effect

A qualified immutable electronic ledger shall 
enjoy the presumption of the uniqueness 

and authenticity of the transactions it 
contains, of the accuracy of their date and 
time, and of its sequential chronological 

ordering within the ledger

Trust service 
tokens 
(products) 
examples

Block added to a 
blockchain

Supporting many use cases such as transferable 
records, not covered by the current Regulation

Figure 4. Electronic ledger and associated trust 
services 
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services must pass a conformity assessment at 
least every two years and send it to the 
supervisor, as determined by Article 20 (1) of 
the Regulation, as well as accept any audit 
performed by the supervisor, or additional 
assessments of conformity that it imposes on it, 
pursuant to the provisions of paragraph 2 of 
Article 20 of the eIDAS Regulation. 

As seen in Figure 2, technical standards play 
a significant role18, sometimes being applicable 
in a voluntary basis (i.e., the policy and security 
requirements set forth by ETSI standards), while 
in other cases they become mandatory (e.g., in 
the case of the so-called qualified electronic 
signature or seal devices, according to CEN 
standards). 
 

 
It is also interesting to note that qualified trust 

services have a strict liability regime contained 
in Article 13 (1) of the eIDAS Regulation. In its 
virtue, “trust service providers shall be liable for 
damage caused intentionally or negligently to 
any natural or legal person due to a failure to 
comply with the obligations under this 
Regulation” (subparagraph 1), and “the intention 
or negligence of a qualified trust service 
provider shall be presumed unless that qualified 
trust service provider proves that the damage 
referred to in the first subparagraph occurred 
without the intention or negligence of that 
qualified trust service provider” (subparagraph 
3); while in the case of non-qualified trust 
services, “the burden of proving intention or 
negligence of a non-qualified trust service 
provider shall lie with the natural or legal person 
claiming the damage referred to in the first 

 
18 I. Alamillo-Domingo, Identificación, firma y otras 
pruebas electrónicas. La regulación jurídico-
administrativa de la acreditación de las transacciones 
electrónicas, Cizur Menor, Aranzadi, 2019, 148; K. 
Nguyen, Certification of eIDAS trust services and new 
global transparency trends, in Datenschutz und 
Datensicherheit, vol. 7, 2018, 425. 

subparagraph” (subparagraph 2).  

3. The new legal institution of electronic ledger 
The eIDAS 2 proposal expands the current 

eIDAS list of trust services with three new 
qualified trust services, namely the provision of 
electronic archiving services, electronic ledgers 
and the management of remote electronic 
signature and seal creation devices, as a response 
to the dynamics of the markets and to 
technological developments. 

As stated in the impact assessment section of 
the proposal, “electronic ledgers provide users 
with proof and an immutable audit trail for the 
sequencing of transactions and data records, 
safeguarding data integrity”. Furthermore, “an 
electronic ledger combines time stamping of data 
and their sequencing with certainty about the 
data originator similar to e-signing with the 
additional benefit of enabling a more 
decentralized governance that is suitable for 
multi-party cooperation”, pointing clearly to 
distributed ledger technology. 

Some of the potential use cases of this new 
legal institution include the pooling of data from 
decentralised sources, self-sovereign identity 
solutions, attributing ownership to digital assets, 
recording business processes to audit compliance 
with sustainability criteria and various use cases 
in capital markets. Some statistics provided in 
the proposal try to justify the need for this 
regulation. In this sense, “75% of all use cases 
for electronic ledgers were in banking and 
finance back in 2017. Use cases for electronic 
ledgers are today increasingly diverse, with 17% 
in communication & media; 15% in 
manufacturing & natural resources, 10% in the 
governmental sector, 8% in insurance, 5% in 
retail, 6% in transportation, 5% in utilities”. 

This electronic ledger is characterised, in the 
same impact assessment section of the proposal, 
as a “trust service, that builds upon existing trust 
services as it combines time stamping of data 
and their sequencing with certainty about the 
data originator, which is similar to e-signing”, 
which is not really what the proposal says.  

Indeed, the detailed explanation of the 
specific provisions of the proposal clarifies that 
“the new section 11 establishes a framework for 
trust services in regards to the creation and 
maintenance of electronic ledgers and qualified 
electronic ledgers”, following the logic of other 
eIDAS legal institutions and the associated trust 
services, as shown in Figure 3, regarding 
electronic signatures.  

Figure 2. eIDAS Regulatory model conceptual map 
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The application of this eIDAS logic to the 

electronic ledger is shown in Figure 4. 
 

 
In this sense, the proposed regulation is 

considered “necessary to prevent fragmentation 
of the internal market, by defining a single pan-
European framework that enables the cross-
border recognition of trust services supporting 
the operation of qualified electronic ledgers”, 
following again the usual logic of the eIDAS 
Regulation. 

From a formal legal perspective, Article 1(c) 
of the eIDAS Regulation is expanded to state 
that the Regulation “establishes a legal 
framework for […] electronic ledgers”. To this 
end, a new item 53 of the same Article 3 defines 
“electronic ledger” as “a tamper proof electronic 
record of data, providing authenticity and 
integrity of the data it contains, accuracy of their 
date and time, and of their chronological 
ordering”. 

The legal definition covers both centralised 
and distributed electronic ledgers, to ensure the 
technical neutrality of the regulation, in line with 
other legal institutions and the corresponding 

supporting or associated trust services. 
As with other institutions already supported 

by the eIDAS Regulation, Article 45h of the 
eIDAS 2 Proposal defines the legal effects of 
electronic ledgers. 

First, under paragraph 1, “an electronic ledger 
shall not be denied legal effect and admissibility 
as evidence in legal proceedings solely on the 
grounds that it is in an electronic form or that it 
does not meet the requirements for qualified 
electronic ledgers”, thus applying the non-
discrimination principle to electronic ledgers of 
any sorts.  

This is important because it provides a 
general rule in favour of the legal admissibility 
of this legal institution, which is currently not 
granted in all Member States (possibly it is not 
granted in any Member State, except perhaps 
Italy, under Article 8-ter of D.L. 14 December 
2018, n. 135, confirmed by L. 11 February 2019, 
n. 12). 

Second, and following again the eIDAS logic, 
under paragraph 2, “a qualified electronic ledger 
shall enjoy the presumption of the uniqueness 
and authenticity of the data it contains, of the 
accuracy of their date and time, and of their 
sequential chronological ordering within the 
ledger”. 

This legal effect partially overlaps with the 
legal effect of other legal institutions, namely 
qualified electronic signatures or seals, which 
ensure the authenticity of data, and qualified 
electronic timestamps, which ensure the integrity 
and accuracy of date and time of data. 

The novelty is that a qualified ledger ensures 
two additional properties: uniqueness and 
sequential chronological ordering of data (within 
the ledger, or course). As explained in section 1, 
these two properties cannot be ensured using the 
other legal institutions alone, which clearly 
justifies the proposal. 

4. A trust service for electronic ledgers  
A new item (f) of Article 3(16) of the eIDAS 

Regulation define a new specific trust service, 
which consists in “the recording of electronic 
data into an electronic ledger”. Recall that a trust 
service is an electronic service normally 
provided for remuneration, which is offered by a 
so-called trust service provider, which is a 
natural or a legal person who provides one or 
more trust services either as a qualified or as a 
non-qualified trust service provider, as 
introduced before. 

Therefore, it is of paramount importance to 
identify who exactly is the trust service provider, 

Legal institution

Relevant trust 
services 
(regulated 
infrastructure)

Signature creation service 
(can’t be qualified)

Signature validation service Signature preservation service

Certificate issuance and 
management service

Electronic signature Legal effect
A qualified electronic signature 
is equivalent to a handwritten 

signature

Trust service 
tokens 
(products) 
examples

Advanced/qualified signature 
(e.g. XAdES)

Validation report Preservation objects

Digital certificates, CRLs, OCSP 
responses

Figure 3. Electronic signature and associated trust 
services 

Legal institution

Relevant trust 
services 
(regulated 
infrastructure)
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services must pass a conformity assessment at 
least every two years and send it to the 
supervisor, as determined by Article 20 (1) of 
the Regulation, as well as accept any audit 
performed by the supervisor, or additional 
assessments of conformity that it imposes on it, 
pursuant to the provisions of paragraph 2 of 
Article 20 of the eIDAS Regulation. 

As seen in Figure 2, technical standards play 
a significant role18, sometimes being applicable 
in a voluntary basis (i.e., the policy and security 
requirements set forth by ETSI standards), while 
in other cases they become mandatory (e.g., in 
the case of the so-called qualified electronic 
signature or seal devices, according to CEN 
standards). 
 

 
It is also interesting to note that qualified trust 

services have a strict liability regime contained 
in Article 13 (1) of the eIDAS Regulation. In its 
virtue, “trust service providers shall be liable for 
damage caused intentionally or negligently to 
any natural or legal person due to a failure to 
comply with the obligations under this 
Regulation” (subparagraph 1), and “the intention 
or negligence of a qualified trust service 
provider shall be presumed unless that qualified 
trust service provider proves that the damage 
referred to in the first subparagraph occurred 
without the intention or negligence of that 
qualified trust service provider” (subparagraph 
3); while in the case of non-qualified trust 
services, “the burden of proving intention or 
negligence of a non-qualified trust service 
provider shall lie with the natural or legal person 
claiming the damage referred to in the first 

 
18 I. Alamillo-Domingo, Identificación, firma y otras 
pruebas electrónicas. La regulación jurídico-
administrativa de la acreditación de las transacciones 
electrónicas, Cizur Menor, Aranzadi, 2019, 148; K. 
Nguyen, Certification of eIDAS trust services and new 
global transparency trends, in Datenschutz und 
Datensicherheit, vol. 7, 2018, 425. 

subparagraph” (subparagraph 2).  

3. The new legal institution of electronic ledger 
The eIDAS 2 proposal expands the current 

eIDAS list of trust services with three new 
qualified trust services, namely the provision of 
electronic archiving services, electronic ledgers 
and the management of remote electronic 
signature and seal creation devices, as a response 
to the dynamics of the markets and to 
technological developments. 

As stated in the impact assessment section of 
the proposal, “electronic ledgers provide users 
with proof and an immutable audit trail for the 
sequencing of transactions and data records, 
safeguarding data integrity”. Furthermore, “an 
electronic ledger combines time stamping of data 
and their sequencing with certainty about the 
data originator similar to e-signing with the 
additional benefit of enabling a more 
decentralized governance that is suitable for 
multi-party cooperation”, pointing clearly to 
distributed ledger technology. 

Some of the potential use cases of this new 
legal institution include the pooling of data from 
decentralised sources, self-sovereign identity 
solutions, attributing ownership to digital assets, 
recording business processes to audit compliance 
with sustainability criteria and various use cases 
in capital markets. Some statistics provided in 
the proposal try to justify the need for this 
regulation. In this sense, “75% of all use cases 
for electronic ledgers were in banking and 
finance back in 2017. Use cases for electronic 
ledgers are today increasingly diverse, with 17% 
in communication & media; 15% in 
manufacturing & natural resources, 10% in the 
governmental sector, 8% in insurance, 5% in 
retail, 6% in transportation, 5% in utilities”. 

This electronic ledger is characterised, in the 
same impact assessment section of the proposal, 
as a “trust service, that builds upon existing trust 
services as it combines time stamping of data 
and their sequencing with certainty about the 
data originator, which is similar to e-signing”, 
which is not really what the proposal says.  

Indeed, the detailed explanation of the 
specific provisions of the proposal clarifies that 
“the new section 11 establishes a framework for 
trust services in regards to the creation and 
maintenance of electronic ledgers and qualified 
electronic ledgers”, following the logic of other 
eIDAS legal institutions and the associated trust 
services, as shown in Figure 3, regarding 
electronic signatures.  

Figure 2. eIDAS Regulatory model conceptual map 
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The application of this eIDAS logic to the 
electronic ledger is shown in Figure 4. 

In this sense, the proposed regulation is 
considered “necessary to prevent fragmentation 
of the internal market, by defining a single pan-
European framework that enables the cross-
border recognition of trust services supporting 
the operation of qualified electronic ledgers”, 
following again the usual logic of the eIDAS 
Regulation. 

From a formal legal perspective, Article 1(c) 
of the eIDAS Regulation is expanded to state 
that the Regulation “establishes a legal 
framework for […] electronic ledgers”. To this 
end, a new item 53 of the same Article 3 defines 
“electronic ledger” as “a tamper proof electronic 
record of data, providing authenticity and 
integrity of the data it contains, accuracy of their 
date and time, and of their chronological 
ordering”.

The legal definition covers both centralised 
and distributed electronic ledgers, to ensure the 
technical neutrality of the regulation, in line with 
other legal institutions and the corresponding 

supporting or associated trust services. 
As with other institutions already supported 

by the eIDAS Regulation, Article 45h of the 
eIDAS 2 Proposal defines the legal effects of 
electronic ledgers. 

First, under paragraph 1, “an electronic ledger 
shall not be denied legal effect and admissibility 
as evidence in legal proceedings solely on the 
grounds that it is in an electronic form or that it 
does not meet the requirements for qualified 
electronic ledgers”, thus applying the non-
discrimination principle to electronic ledgers of 
any sorts.  

This is important because it provides a 
general rule in favour of the legal admissibility 
of this legal institution, which is currently not 
granted in all Member States (possibly it is not 
granted in any Member State, except perhaps 
Italy, under Article 8-ter of D.L. 14 December 
2018, n. 135, confirmed by L. 11 February 2019, 
n. 12).

Second, and following again the eIDAS logic, 
under paragraph 2, “a qualified electronic ledger 
shall enjoy the presumption of the uniqueness 
and authenticity of the data it contains, of the 
accuracy of their date and time, and of their 
sequential chronological ordering within the 
ledger”.

This legal effect partially overlaps with the 
legal effect of other legal institutions, namely 
qualified electronic signatures or seals, which 
ensure the authenticity of data, and qualified 
electronic timestamps, which ensure the integrity 
and accuracy of date and time of data. 

The novelty is that a qualified ledger ensures 
two additional properties: uniqueness and 
sequential chronological ordering of data (within 
the ledger, or course). As explained in section 1, 
these two properties cannot be ensured using the 
other legal institutions alone, which clearly 
justifies the proposal. 

4. A trust service for electronic ledgers  
A new item (f) of Article 3(16) of the eIDAS 

Regulation define a new specific trust service, 
which consists in “the recording of electronic 
data into an electronic ledger”. Recall that a trust 
service is an electronic service normally 
provided for remuneration, which is offered by a 
so-called trust service provider, which is a 
natural or a legal person who provides one or 
more trust services either as a qualified or as a 
non-qualified trust service provider, as 
introduced before. 

Therefore, it is of paramount importance to 
identify who exactly is the trust service provider, 
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something that will vary depending on the type 
of electronic ledger being created.  

First, permissionless distributed electronic 
ledgers may not benefit from the eIDAS 
Regulation, because they operate under 
pseudonyms and do not submit to any 
supervisory regime. 

Second, while in a centralised ledger 
approach it is easy to determine who provides 
the service, it may be difficult to do so when it 
comes to decentralised ledgers, where there are 
several roles involved, including the so-called 
miners, minters, validators or orderers, and 
regular nodes, depending on the consensus 
protocol. Are all these roles to be considered as 
trust service providers? Attending to the trust 
service definition, only distributed ledger actors 
recording electronic data into the ledger are to be 
subject to the regulation (of course, when they 
offer their service to the public, as happens with 
any trust service). 

Article 45i(1) of the eIDAS 2 Proposal 
contain the legal requirements for creating 
qualified electronic ledgers, including the need 
to be created by one or more qualified trust 
service provider or providers –allowing 
centralised and distributed ledgers–; to ensure 
the uniqueness, authenticity and correct 
sequencing of data entries recorded in the ledger; 
the correct sequential chronological ordering of 
data in the ledger and the accuracy of the date 
and time of the data entry; and to record data in 
such a way that any subsequent change to the 
data is immediately detectable. 

Article 45i(1) refers to the creation of the 
qualified electronic ledger, this signalling that 
the recording of information into the ledger is 
done by any actor who actually creates this 
ledger; therefore, in a distributed ledger 
environment such as a blockchain, the trust 
service provider will be, normally, any actor 
intervening in the creation of blocks. For 
instance, in the case of Proof of Authority under 
IBFT 2.019 used in the EBSI, these will be the 
validator nodes, including those proposing 
blocks and those confirming blocks (using their 
electronic seals, by the way), but not the regular 
nodes. 

How these requirements are fulfilled will 
heavily depend on the functioning of the 
electronic ledger technology, of course. Thus, 
the role of the standardization activities is of 

 
19 R. Saltini and D. Hyland-Wood, IBFT 2.0: A Safe and 
Live Variation of the IBFT Blockchain Consensus Protocol 
for Eventually Synchronous Networks, presentend at IBFT 
2.0, Istanbul, 2019. 

paramount importance. This is recognised in 
Article 45i(2), which states that “compliance 
with the requirements laid down in paragraph 1 
shall be presumed where an electronic ledger 
meets the standards referred to in paragraph 3”.  

Such standards may be established by the 
European Commission, by means of 
implementing acts adopted in accordance with 
the examination procedure referred to in Article 
48(2), and they will be referred to the processes 
of execution and registration of a set of data into, 
and the creation, of a qualified electronic ledger. 
Interestingly, this is the only paragraph where 
the proposal refers to the execution over data 
capability of the ledger, in a clear reference to 
the so-called smart contracts. 

Of course, there may be other legal 
requirements applicable to the trust service 
provider(s) offering the service, as stated in 
Whereas (35), “this trust service for electronic 
ledgers and qualified electronic ledgers and the 
certification as qualified trust service provider 
for electronic ledgers should be notwithstanding 
the need for use cases to comply with Union law 
or national law in compliance with Union law”, 
citing GDPR but with a clear focus in use cases 
that involve crypto assets, which “should be 
compatible with all applicable financial rules for 
example with the Markets in Financial 
Instruments Directive, the Payment Services 
Directive and the future Markets in Crypto 
Assets Regulation”. 

5. Conclusions  
The eIDAS 2 Regulation can be seen as a 

baseline, general regulation for all electronic 
ledgers and the associated trust service, defining 
a generic legal effect and recognition in cross-
border transactions, facilitating it adoption in the 
Digital Single Market, and legal certainty to all 
use cases relying in electronic ledgers. 

It represents a bold, novel, approach to the 
regulation of distributed ledgers technologies, 
but it implies important challenges in order to its 
sound application, especially from the 
perspective of the adoption of technical 
regulatory standards. 
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1. Introduction 
In addition to the private sector, 

digitalisation is also increasingly extending to 
public administration. New technologies are 
intended to simplify processes and procedures 
by means of technical innovation and to 
process information in a reliable and secure 
manner. For these purposes, the use of 
blockchains and smart contracts is 
conceivable. Blockchain solutions can offer a 
high degree of transparency and 
confidentiality, which makes it attractive for 
public administration purposes. Especially in 
the public sector, public institutions act as 
intermediaries and keep registers, for example 
to document property and secure property 
transfers.  

The German Federal Government has 
further announced the implementation of 
digital administrative services as part of its 
blockchain strategy1. Whether the use of these 
technologies can also be considered for the 
German public administration and which 
opportunities and risks result from this, will be 
explained in this article. 

2. Technical aspects 
In order to create a basic technical 

understanding, the terms blockchain and smart 
contract will first be distinguished from each 
other. 

 

 
* Article submitted to double-blind peer review. 
1 Bundesregierung, Blockchain-Strategie der 
Bundesregierung, p. 6, available at: www.bmwi.de 
/Redaktion/DE/Publikationen/Digitale-Welt/blockchain-str 
ategie.pdf. 

2.1. Blockchain 
A blockchain is basically a decentralised 

database2. This means that the blockchain is 
not only held on a single server. Instead, the 
blockchain is stored on many interconnected 
computers, each has a copy of the entire data 
set. The database is available to the 
participants several times over a peer-to-peer 
network3. It is protected against changes by 
cryptographic procedures. 

2.2. Smart Contract 
In comparison to the blockchain, smart 

contracts simply provide a special area of 
application for the blockchain4. In a smart 
contract, a digitally verifiable event is 
processed by a programme code and leads to a 
legally relevant action5. At least according to 
the German understanding, the smart contract 
is not a contract in the sense of civil law6. 
Instead, it is a form of contract drafting. 
Special challenges arise when the smart 
contract must be supplied with external 
information. So-called oracle services can be 
used for this purpose7. However, this 

 
2 D-K. Kipker, P. Birreck, M. Niewöhner, and T. Schnorr, 
Rechtliche und technische Rahmenbedingungen der “Smart 
Contracts”, in Multimedia und Recht, 2020, 509. 
3 D. Kochheim, Cybercrime und Strafrecht in der 
Informations und Kommunikationstechnik, vol. 2, 2018, 
Munich, C.H. Beck, 386. 
4 N. Guggenberger, Smart Contracts, ICOs und 
Datenschutz, in Handbuch Multimedia-Recht, vol. 56, 
2021, recital 99; D-K. Kipker, P. Birreck, M. Niewöhner, 
and T. Schnorr, Rechtliche und technische 
Rahmenbedingungen der “Smart Contracts”, 509. 
5 D-K. Kipker, P. Birreck, M. Niewöhner and T. Schnorr, 
Rechtliche und technische Rahmenbedingungen der “Smart 
Contracts”, 509. 
6 Sections 145 ff. BGB (German Civil Code). 
7 K. Potel and S. Hessel, Rechtsprobleme von Smart 
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something that will vary depending on the type 
of electronic ledger being created.  

First, permissionless distributed electronic 
ledgers may not benefit from the eIDAS 
Regulation, because they operate under 
pseudonyms and do not submit to any 
supervisory regime. 

Second, while in a centralised ledger 
approach it is easy to determine who provides 
the service, it may be difficult to do so when it 
comes to decentralised ledgers, where there are 
several roles involved, including the so-called 
miners, minters, validators or orderers, and 
regular nodes, depending on the consensus 
protocol. Are all these roles to be considered as 
trust service providers? Attending to the trust 
service definition, only distributed ledger actors 
recording electronic data into the ledger are to be 
subject to the regulation (of course, when they 
offer their service to the public, as happens with 
any trust service). 

Article 45i(1) of the eIDAS 2 Proposal 
contain the legal requirements for creating 
qualified electronic ledgers, including the need 
to be created by one or more qualified trust 
service provider or providers –allowing 
centralised and distributed ledgers–; to ensure 
the uniqueness, authenticity and correct 
sequencing of data entries recorded in the ledger; 
the correct sequential chronological ordering of 
data in the ledger and the accuracy of the date 
and time of the data entry; and to record data in 
such a way that any subsequent change to the 
data is immediately detectable. 

Article 45i(1) refers to the creation of the 
qualified electronic ledger, this signalling that 
the recording of information into the ledger is 
done by any actor who actually creates this 
ledger; therefore, in a distributed ledger 
environment such as a blockchain, the trust 
service provider will be, normally, any actor 
intervening in the creation of blocks. For 
instance, in the case of Proof of Authority under 
IBFT 2.019 used in the EBSI, these will be the 
validator nodes, including those proposing 
blocks and those confirming blocks (using their 
electronic seals, by the way), but not the regular 
nodes. 

How these requirements are fulfilled will 
heavily depend on the functioning of the 
electronic ledger technology, of course. Thus, 
the role of the standardization activities is of 

 
19 R. Saltini and D. Hyland-Wood, IBFT 2.0: A Safe and 
Live Variation of the IBFT Blockchain Consensus Protocol 
for Eventually Synchronous Networks, presentend at IBFT 
2.0, Istanbul, 2019. 

paramount importance. This is recognised in 
Article 45i(2), which states that “compliance 
with the requirements laid down in paragraph 1 
shall be presumed where an electronic ledger 
meets the standards referred to in paragraph 3”.  

Such standards may be established by the 
European Commission, by means of 
implementing acts adopted in accordance with 
the examination procedure referred to in Article 
48(2), and they will be referred to the processes 
of execution and registration of a set of data into, 
and the creation, of a qualified electronic ledger. 
Interestingly, this is the only paragraph where 
the proposal refers to the execution over data 
capability of the ledger, in a clear reference to 
the so-called smart contracts. 

Of course, there may be other legal 
requirements applicable to the trust service 
provider(s) offering the service, as stated in 
Whereas (35), “this trust service for electronic 
ledgers and qualified electronic ledgers and the 
certification as qualified trust service provider 
for electronic ledgers should be notwithstanding 
the need for use cases to comply with Union law 
or national law in compliance with Union law”, 
citing GDPR but with a clear focus in use cases 
that involve crypto assets, which “should be 
compatible with all applicable financial rules for 
example with the Markets in Financial 
Instruments Directive, the Payment Services 
Directive and the future Markets in Crypto 
Assets Regulation”. 

5. Conclusions  
The eIDAS 2 Regulation can be seen as a 

baseline, general regulation for all electronic 
ledgers and the associated trust service, defining 
a generic legal effect and recognition in cross-
border transactions, facilitating it adoption in the 
Digital Single Market, and legal certainty to all 
use cases relying in electronic ledgers. 

It represents a bold, novel, approach to the 
regulation of distributed ledgers technologies, 
but it implies important challenges in order to its 
sound application, especially from the 
perspective of the adoption of technical 
regulatory standards. 
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1. Introduction 
In addition to the private sector, 

digitalisation is also increasingly extending to 
public administration. New technologies are 
intended to simplify processes and procedures 
by means of technical innovation and to 
process information in a reliable and secure 
manner. For these purposes, the use of 
blockchains and smart contracts is 
conceivable. Blockchain solutions can offer a 
high degree of transparency and 
confidentiality, which makes it attractive for 
public administration purposes. Especially in 
the public sector, public institutions act as 
intermediaries and keep registers, for example 
to document property and secure property 
transfers.  

The German Federal Government has 
further announced the implementation of 
digital administrative services as part of its 
blockchain strategy1. Whether the use of these 
technologies can also be considered for the 
German public administration and which 
opportunities and risks result from this, will be 
explained in this article. 

2. Technical aspects 
In order to create a basic technical 

understanding, the terms blockchain and smart 
contract will first be distinguished from each 
other. 

 

 
* Article submitted to double-blind peer review. 
1 Bundesregierung, Blockchain-Strategie der 
Bundesregierung, p. 6, available at: www.bmwi.de 
/Redaktion/DE/Publikationen/Digitale-Welt/blockchain-str 
ategie.pdf. 

2.1. Blockchain 
A blockchain is basically a decentralised 

database2. This means that the blockchain is 
not only held on a single server. Instead, the 
blockchain is stored on many interconnected 
computers, each has a copy of the entire data 
set. The database is available to the 
participants several times over a peer-to-peer 
network3. It is protected against changes by 
cryptographic procedures. 

2.2. Smart Contract 
In comparison to the blockchain, smart 

contracts simply provide a special area of 
application for the blockchain4. In a smart 
contract, a digitally verifiable event is 
processed by a programme code and leads to a 
legally relevant action5. At least according to 
the German understanding, the smart contract 
is not a contract in the sense of civil law6. 
Instead, it is a form of contract drafting. 
Special challenges arise when the smart 
contract must be supplied with external 
information. So-called oracle services can be 
used for this purpose7. However, this 

 
2 D-K. Kipker, P. Birreck, M. Niewöhner, and T. Schnorr, 
Rechtliche und technische Rahmenbedingungen der “Smart 
Contracts”, in Multimedia und Recht, 2020, 509. 
3 D. Kochheim, Cybercrime und Strafrecht in der 
Informations und Kommunikationstechnik, vol. 2, 2018, 
Munich, C.H. Beck, 386. 
4 N. Guggenberger, Smart Contracts, ICOs und 
Datenschutz, in Handbuch Multimedia-Recht, vol. 56, 
2021, recital 99; D-K. Kipker, P. Birreck, M. Niewöhner, 
and T. Schnorr, Rechtliche und technische 
Rahmenbedingungen der “Smart Contracts”, 509. 
5 D-K. Kipker, P. Birreck, M. Niewöhner and T. Schnorr, 
Rechtliche und technische Rahmenbedingungen der “Smart 
Contracts”, 509. 
6 Sections 145 ff. BGB (German Civil Code). 
7 K. Potel and S. Hessel, Rechtsprobleme von Smart 
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something that will vary depending on the type 
of electronic ledger being created.  

First, permissionless distributed electronic 
ledgers may not benefit from the eIDAS 
Regulation, because they operate under 
pseudonyms and do not submit to any 
supervisory regime. 

Second, while in a centralised ledger 
approach it is easy to determine who provides 
the service, it may be difficult to do so when it 
comes to decentralised ledgers, where there are 
several roles involved, including the so-called 
miners, minters, validators or orderers, and 
regular nodes, depending on the consensus 
protocol. Are all these roles to be considered as 
trust service providers? Attending to the trust 
service definition, only distributed ledger actors 
recording electronic data into the ledger are to be 
subject to the regulation (of course, when they 
offer their service to the public, as happens with 
any trust service). 

Article 45i(1) of the eIDAS 2 Proposal 
contain the legal requirements for creating 
qualified electronic ledgers, including the need 
to be created by one or more qualified trust 
service provider or providers –allowing 
centralised and distributed ledgers–; to ensure 
the uniqueness, authenticity and correct 
sequencing of data entries recorded in the ledger; 
the correct sequential chronological ordering of 
data in the ledger and the accuracy of the date 
and time of the data entry; and to record data in 
such a way that any subsequent change to the 
data is immediately detectable. 

Article 45i(1) refers to the creation of the 
qualified electronic ledger, this signalling that 
the recording of information into the ledger is 
done by any actor who actually creates this 
ledger; therefore, in a distributed ledger 
environment such as a blockchain, the trust 
service provider will be, normally, any actor 
intervening in the creation of blocks. For 
instance, in the case of Proof of Authority under 
IBFT 2.019 used in the EBSI, these will be the 
validator nodes, including those proposing 
blocks and those confirming blocks (using their 
electronic seals, by the way), but not the regular 
nodes. 

How these requirements are fulfilled will 
heavily depend on the functioning of the 
electronic ledger technology, of course. Thus, 
the role of the standardization activities is of 

 
19 R. Saltini and D. Hyland-Wood, IBFT 2.0: A Safe and 
Live Variation of the IBFT Blockchain Consensus Protocol 
for Eventually Synchronous Networks, presentend at IBFT 
2.0, Istanbul, 2019. 

paramount importance. This is recognised in 
Article 45i(2), which states that “compliance 
with the requirements laid down in paragraph 1 
shall be presumed where an electronic ledger 
meets the standards referred to in paragraph 3”.  

Such standards may be established by the 
European Commission, by means of 
implementing acts adopted in accordance with 
the examination procedure referred to in Article 
48(2), and they will be referred to the processes 
of execution and registration of a set of data into, 
and the creation, of a qualified electronic ledger. 
Interestingly, this is the only paragraph where 
the proposal refers to the execution over data 
capability of the ledger, in a clear reference to 
the so-called smart contracts. 

Of course, there may be other legal 
requirements applicable to the trust service 
provider(s) offering the service, as stated in 
Whereas (35), “this trust service for electronic 
ledgers and qualified electronic ledgers and the 
certification as qualified trust service provider 
for electronic ledgers should be notwithstanding 
the need for use cases to comply with Union law 
or national law in compliance with Union law”, 
citing GDPR but with a clear focus in use cases 
that involve crypto assets, which “should be 
compatible with all applicable financial rules for 
example with the Markets in Financial 
Instruments Directive, the Payment Services 
Directive and the future Markets in Crypto 
Assets Regulation”. 

5. Conclusions  
The eIDAS 2 Regulation can be seen as a 

baseline, general regulation for all electronic 
ledgers and the associated trust service, defining 
a generic legal effect and recognition in cross-
border transactions, facilitating it adoption in the 
Digital Single Market, and legal certainty to all 
use cases relying in electronic ledgers. 

It represents a bold, novel, approach to the 
regulation of distributed ledgers technologies, 
but it implies important challenges in order to its 
sound application, especially from the 
perspective of the adoption of technical 
regulatory standards. 
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ABSTRACT The article describes the current status of the use of blockchain and smart contracts in German 
public administration and discusses the legal challenges of using blockchain by public authorities in the 
European and German law. In conclusion the authors recommend to the German legislators that they should be 
open-minded about new technologies and push forward with the digitalization of public administration in 
Germany. 

1. Introduction 
In addition to the private sector, 

digitalisation is also increasingly extending to 
public administration. New technologies are 
intended to simplify processes and procedures 
by means of technical innovation and to 
process information in a reliable and secure 
manner. For these purposes, the use of 
blockchains and smart contracts is 
conceivable. Blockchain solutions can offer a 
high degree of transparency and 
confidentiality, which makes it attractive for 
public administration purposes. Especially in 
the public sector, public institutions act as 
intermediaries and keep registers, for example 
to document property and secure property 
transfers.  

The German Federal Government has 
further announced the implementation of 
digital administrative services as part of its 
blockchain strategy1. Whether the use of these 
technologies can also be considered for the 
German public administration and which 
opportunities and risks result from this, will be 
explained in this article. 

2. Technical aspects 
In order to create a basic technical 

understanding, the terms blockchain and smart 
contract will first be distinguished from each 
other. 

 

 
* Article submitted to double-blind peer review. 
1 Bundesregierung, Blockchain-Strategie der 
Bundesregierung, p. 6, available at: www.bmwi.de 
/Redaktion/DE/Publikationen/Digitale-Welt/blockchain-str 
ategie.pdf. 

2.1. Blockchain 
A blockchain is basically a decentralised 

database2. This means that the blockchain is 
not only held on a single server. Instead, the 
blockchain is stored on many interconnected 
computers, each has a copy of the entire data 
set. The database is available to the 
participants several times over a peer-to-peer 
network3. It is protected against changes by 
cryptographic procedures. 

2.2. Smart Contract 
In comparison to the blockchain, smart 

contracts simply provide a special area of 
application for the blockchain4. In a smart 
contract, a digitally verifiable event is 
processed by a programme code and leads to a 
legally relevant action5. At least according to 
the German understanding, the smart contract 
is not a contract in the sense of civil law6. 
Instead, it is a form of contract drafting. 
Special challenges arise when the smart 
contract must be supplied with external 
information. So-called oracle services can be 
used for this purpose7. However, this 

 
2 D-K. Kipker, P. Birreck, M. Niewöhner, and T. Schnorr, 
Rechtliche und technische Rahmenbedingungen der “Smart 
Contracts”, in Multimedia und Recht, 2020, 509. 
3 D. Kochheim, Cybercrime und Strafrecht in der 
Informations und Kommunikationstechnik, vol. 2, 2018, 
Munich, C.H. Beck, 386. 
4 N. Guggenberger, Smart Contracts, ICOs und 
Datenschutz, in Handbuch Multimedia-Recht, vol. 56, 
2021, recital 99; D-K. Kipker, P. Birreck, M. Niewöhner, 
and T. Schnorr, Rechtliche und technische 
Rahmenbedingungen der “Smart Contracts”, 509. 
5 D-K. Kipker, P. Birreck, M. Niewöhner and T. Schnorr, 
Rechtliche und technische Rahmenbedingungen der “Smart 
Contracts”, 509. 
6 Sections 145 ff. BGB (German Civil Code). 
7 K. Potel and S. Hessel, Rechtsprobleme von Smart 
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circumstance results in a dependency of the 
smart contract from the oracle service, which 
is contrary to an automated contract 
implementation8. 

3. Possible applications in public 
administration 
Blockchain and smart contracts offer a 

variety of possible applications. They can be 
used not only in civil law9, but also in public 
law, especially in public administration. Their 
application can range from public registers, 
property management, proof of origin, 
verification and confirmation services, digital 
identity mapping to securing electronic 
elections or digital currencies. Among the 
best-known applications of the blockchain is 
Bitcoin as a crypto currency. Not least the 
rising rates of the Bitcoin have triggered 
public interest in blockchains. In the 
following, the use of blockchain in public 
registers and as a currency will be discussed in 
more detail. 

3.1. Registers 
Countries such as Georgia have already 

started using blockchain technology in pilot 
projects to keep public registers10. Their 
ability to document transactions verifiable, 
transparent and unchangeable, comes very 
close to the requirements of classical registry 
management systems (for example land 
registers)11. The reasons for using blockchain 
technology in the public sector can be many 
and varied. However, they are particularly 
suitable for regions where traditional state 
structures for register management or trust in 
these structures are lacking12. 

 
Contracts – Automatisierte Abwicklung von Verträgen, in 
Juris Die Monatszeitschrift, vol. 10, 2020, 354. 
8 K. Potel and S. Hessel, Rechtsprobleme von Smart 
Contracts – Automatisierte Abwicklung von Verträgen, 
354. 
9 K. Potel and S. Hessel, Rechtsprobleme von Smart 
Contracts – Automatisierte Abwicklung von Verträgen, 
354-359. 
10 C.-M. Leeb and T. Asatiani, Georgiens Grundbuch auf 
der Blockchain: Funktionsweise und erste Erfahrungen, 
2019, available at: https://legal-teverzeichnis.de/ 
fachartikel/georgiens-grundbuch-auf-der-blockchain-funkti 
onsweise-und-erste-erfahrungen. 
11 J. Schrey and T. Thalhofer, Rechtliche Aspekte der 
Blockchain, in Neue Juristische Wochenschrift, 2017, 
1431. 
12 W. Prinz and A. T. Schulte, Blockchain und Smart 
Contracts – Technologien, Forschungsfragen und 
Anwendungen, p. 31, available at: www.sit.fraunhofer.de/ 
fileadmin/dokumente/studien_und_technical_reports/Fraun
hofer-PositionspapierBlockchain-und-Smart-Contracts.pdf. 

3.2. Digital Currency  
Currencies can also be mapped on a 

blockchain – as confirmed by the practical 
example of Bitcoin. Sweden started a pilot 
project with blockchain as the basis for a 
digital currency in 201613. In contrast to other 
crypto currencies, the value of the so-called 
“e-krona” is guaranteed by the state14. China 
also introduced the “e-yuan” just in the middle 
of this year15. In order to increase the use of 
the digital currency, China put a significant 
amount of the digital currency into circulation 
via digital lotteries16. Generally, a trend 
towards cashless payment transactions can be 
seen in many countries. The pandemic has 
also driven the use of digital payments. 
However, cash is still one of the official forms 
of payment. 

Through their transparency, blockchain-
based crypto currencies can contribute to the 
fight against tax evasion, corruption and 
terrorist financing17. However, they also offer 
a high potential for state surveillance, because 
every flow of money is precisely documented. 

4. Status of the current discussion in 
Germany 
Like all technological innovations, the 

application of blockchain and smart contracts 
in public administration offers opportunities 
and risks. 

In many cases, public sector actors now act 
as intermediaries. The public administration 
keeps registers, such as the land register, to 
document property relationships. Property 
relations are secured by notaries, who enjoy a 
special position of trust. They therefore act as 
intermediaries in the acquisition of property. 
Using blockchain technology, their activity 
could no longer be necessary.  

Dispensing with intermediaries can lead to 
a reduction in costs. However, the German 

 
13 H. Steuer, Schweden verlängert sein Pilotprojekt, E-
Krone, in Handelsblatt, available at: 
www.handelsblatt.com. 
14 H. Steuer, Schweden verlängert sein Pilotprojekt, E-
Krone. 
15 F. Kretschmer, “E-YUAN” – China hat neue staatliche 
Digitalwährung – mit deutlichen Vorteilen für die 
Regierung, in Frankfurter Rundschau, 13 June 2021, 
available at: www.fr.de. 
16 F. Kretschmer, “E-YUAN” – China hat neue staatliche 
Digitalwährung – mit deutlichen Vorteilen für die 
Regierung. 
17 F. Kretschmer, “E-YUAN” – China hat neue staatliche 
Digitalwährung – mit deutlichen Vorteilen für die 
Regierung. 
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Federal Government does not see it as an end 
in itself to replace functioning administrative 
processes and existing public registers with 
blockchain-based solutions18. Instead, the 
need and usefulness of implementing 
administrative processes using blockchain 
technologies should be examined on a case-
by-case basis19. A requirement is therefore not 
seen in particular for publicly kept registers 
that require further legal checks, for example 
the land register20. The situation is different, 
however, for databases that are held for the 
storage of original documents, such as deeds 
or certificates21. 

5. Challenges of the German law  
5.1. Data protection law 
5.1.1. Processing of personal data 

Depending on the type and design of the 
blockchain application, information stored on 
it may have a personal element. According to 
Article 4 No. 1 General Data Protection 
Regulation (GDPR) personal data means any 
information relating to an identified or 
identifiable natural person (‘data subject’). An 
identifiable natural person is one who can be 
identified, directly or indirectly, by reference 
to an identifier such as a name, an 
identification number, location data, an online 
identifier or to one or more factors specific to 
the physical, physiological, genetic, mental, 
economic, cultural or social identity of that 
natural person. This applies in particular to 
applications that are not limited to virtual 
transactions and therefore require the 
identification of the natural participation (for 
example in the purchase of real estate). The 
controller is subject to special obligations 
under the GDPR where personal data are 
involved. The Controller means according to 
Article 4 No. 7 GDPR the natural or legal 
person, public authority, agency or other body 
which, alone or jointly with others, determines 
the purposes and means of the processing of 
personal data. After that, parts of the public 
administration can be qualified as the 

 
18 Bundesregierung, Blockchain-Strategie der 
Bundesregierung, 19, available at: www.bmwi.de/R 
edaktion/DE/Publikationen/Digitale-Welt/blockchain-st 
rategie.pdf. 
19 Bundesregierung, Blockchain-Strategie der 
Bundesregierung, 19. 
20 Bundesregierung, Blockchain-Strategie der 
Bundesregierung, 19. 
21 Bundesregierung, Blockchain-Strategie der 
Bundesregierung, 19. 

controller as well. Therefore, they must 
comply with the principles of the GDPR when 
processing personal data. A special privilege 
does not exist in this case. 

5.1.2. Legal basis of the processing 
According to Article 6 GDPR the 

processing requires a legal basis. Due to the 
lack of the freely given consent of the data 
subject there is no legal basis for the 
processing based on Article 6 (1) sentence 1, 
point (a) GDPR. The processing of personal 
data by the public administration could be 
based on Article 6 (1) sentence 1, 
point(e)GDPR. 

The processing therefore must be necessary 
for the performance of a task carried out in the 
public interest or in the exercise of official 
authority vested in the controller. The basis 
for the processing referred to in Article 6 (1) 
sentence 1, point (e)GDPR shall be laid down 
by Member State law to which the controller 
is subject. The purpose of the processing shall 
be according to Article 6 (3) sentence 2 GDPR 
determined in that legal basis or, as regards 
the processing referred to in point (e), shall be 
necessary for the performance of a task 
carried out in the public interest or in the 
exercise of official authority vested in the 
controller. Therefore, depending on the 
specific use of the blockchain, a legal basis for 
the processing is required. 

5.1.3. Rights of the data subject 
Conflicts between the blockchain approach 

and the GDPR may also arise regarding the 
rights of the data subject. The immutability of 
the blockchain could thereby contradict the 
implementation of the rights. 

5.1.3.1. Right to rectification 
According to Article 16 sentence 1 and 2 

GDPR the data subject shall have the right to 
obtain from the controller without undue delay 
the rectification of inaccurate personal data 
concerning him or her. Taking into account 
the purposes of the processing, the data 
subject shall have the right to have incomplete 
personal data completed, including by means 
of providing a supplementary statement. This 
right is challenged by the immutability of the 
blockchain used. Reverse transaction could be 
considered to comply with the right22. This 

 
22 J. Schrey and T. Thalhofer, Rechtliche Aspekte der 
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circumstance results in a dependency of the 
smart contract from the oracle service, which 
is contrary to an automated contract 
implementation8. 

3. Possible applications in public 
administration 
Blockchain and smart contracts offer a 

variety of possible applications. They can be 
used not only in civil law9, but also in public 
law, especially in public administration. Their 
application can range from public registers, 
property management, proof of origin, 
verification and confirmation services, digital 
identity mapping to securing electronic 
elections or digital currencies. Among the 
best-known applications of the blockchain is 
Bitcoin as a crypto currency. Not least the 
rising rates of the Bitcoin have triggered 
public interest in blockchains. In the 
following, the use of blockchain in public 
registers and as a currency will be discussed in 
more detail. 

3.1. Registers 
Countries such as Georgia have already 

started using blockchain technology in pilot 
projects to keep public registers10. Their 
ability to document transactions verifiable, 
transparent and unchangeable, comes very 
close to the requirements of classical registry 
management systems (for example land 
registers)11. The reasons for using blockchain 
technology in the public sector can be many 
and varied. However, they are particularly 
suitable for regions where traditional state 
structures for register management or trust in 
these structures are lacking12. 

 
Contracts – Automatisierte Abwicklung von Verträgen, in 
Juris Die Monatszeitschrift, vol. 10, 2020, 354. 
8 K. Potel and S. Hessel, Rechtsprobleme von Smart 
Contracts – Automatisierte Abwicklung von Verträgen, 
354. 
9 K. Potel and S. Hessel, Rechtsprobleme von Smart 
Contracts – Automatisierte Abwicklung von Verträgen, 
354-359. 
10 C.-M. Leeb and T. Asatiani, Georgiens Grundbuch auf 
der Blockchain: Funktionsweise und erste Erfahrungen, 
2019, available at: https://legal-teverzeichnis.de/ 
fachartikel/georgiens-grundbuch-auf-der-blockchain-funkti 
onsweise-und-erste-erfahrungen. 
11 J. Schrey and T. Thalhofer, Rechtliche Aspekte der 
Blockchain, in Neue Juristische Wochenschrift, 2017, 
1431. 
12 W. Prinz and A. T. Schulte, Blockchain und Smart 
Contracts – Technologien, Forschungsfragen und 
Anwendungen, p. 31, available at: www.sit.fraunhofer.de/ 
fileadmin/dokumente/studien_und_technical_reports/Fraun
hofer-PositionspapierBlockchain-und-Smart-Contracts.pdf. 

3.2. Digital Currency  
Currencies can also be mapped on a 

blockchain – as confirmed by the practical 
example of Bitcoin. Sweden started a pilot 
project with blockchain as the basis for a 
digital currency in 201613. In contrast to other 
crypto currencies, the value of the so-called 
“e-krona” is guaranteed by the state14. China 
also introduced the “e-yuan” just in the middle 
of this year15. In order to increase the use of 
the digital currency, China put a significant 
amount of the digital currency into circulation 
via digital lotteries16. Generally, a trend 
towards cashless payment transactions can be 
seen in many countries. The pandemic has 
also driven the use of digital payments. 
However, cash is still one of the official forms 
of payment. 

Through their transparency, blockchain-
based crypto currencies can contribute to the 
fight against tax evasion, corruption and 
terrorist financing17. However, they also offer 
a high potential for state surveillance, because 
every flow of money is precisely documented. 

4. Status of the current discussion in 
Germany 
Like all technological innovations, the 

application of blockchain and smart contracts 
in public administration offers opportunities 
and risks. 

In many cases, public sector actors now act 
as intermediaries. The public administration 
keeps registers, such as the land register, to 
document property relationships. Property 
relations are secured by notaries, who enjoy a 
special position of trust. They therefore act as 
intermediaries in the acquisition of property. 
Using blockchain technology, their activity 
could no longer be necessary.  

Dispensing with intermediaries can lead to 
a reduction in costs. However, the German 

 
13 H. Steuer, Schweden verlängert sein Pilotprojekt, E-
Krone, in Handelsblatt, available at: 
www.handelsblatt.com. 
14 H. Steuer, Schweden verlängert sein Pilotprojekt, E-
Krone. 
15 F. Kretschmer, “E-YUAN” – China hat neue staatliche 
Digitalwährung – mit deutlichen Vorteilen für die 
Regierung, in Frankfurter Rundschau, 13 June 2021, 
available at: www.fr.de. 
16 F. Kretschmer, “E-YUAN” – China hat neue staatliche 
Digitalwährung – mit deutlichen Vorteilen für die 
Regierung. 
17 F. Kretschmer, “E-YUAN” – China hat neue staatliche 
Digitalwährung – mit deutlichen Vorteilen für die 
Regierung. 
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Federal Government does not see it as an end 
in itself to replace functioning administrative 
processes and existing public registers with 
blockchain-based solutions18. Instead, the 
need and usefulness of implementing 
administrative processes using blockchain 
technologies should be examined on a case-
by-case basis19. A requirement is therefore not 
seen in particular for publicly kept registers 
that require further legal checks, for example 
the land register20. The situation is different, 
however, for databases that are held for the 
storage of original documents, such as deeds 
or certificates21. 

5. Challenges of the German law  
5.1. Data protection law 
5.1.1. Processing of personal data 

Depending on the type and design of the 
blockchain application, information stored on 
it may have a personal element. According to 
Article 4 No. 1 General Data Protection 
Regulation (GDPR) personal data means any 
information relating to an identified or 
identifiable natural person (‘data subject’). An 
identifiable natural person is one who can be 
identified, directly or indirectly, by reference 
to an identifier such as a name, an 
identification number, location data, an online 
identifier or to one or more factors specific to 
the physical, physiological, genetic, mental, 
economic, cultural or social identity of that 
natural person. This applies in particular to 
applications that are not limited to virtual 
transactions and therefore require the 
identification of the natural participation (for 
example in the purchase of real estate). The 
controller is subject to special obligations 
under the GDPR where personal data are 
involved. The Controller means according to 
Article 4 No. 7 GDPR the natural or legal 
person, public authority, agency or other body 
which, alone or jointly with others, determines 
the purposes and means of the processing of 
personal data. After that, parts of the public 
administration can be qualified as the 

 
18 Bundesregierung, Blockchain-Strategie der 
Bundesregierung, 19, available at: www.bmwi.de/R 
edaktion/DE/Publikationen/Digitale-Welt/blockchain-st 
rategie.pdf. 
19 Bundesregierung, Blockchain-Strategie der 
Bundesregierung, 19. 
20 Bundesregierung, Blockchain-Strategie der 
Bundesregierung, 19. 
21 Bundesregierung, Blockchain-Strategie der 
Bundesregierung, 19. 

controller as well. Therefore, they must 
comply with the principles of the GDPR when 
processing personal data. A special privilege 
does not exist in this case. 

5.1.2. Legal basis of the processing 
According to Article 6 GDPR the 

processing requires a legal basis. Due to the 
lack of the freely given consent of the data 
subject there is no legal basis for the 
processing based on Article 6 (1) sentence 1, 
point (a) GDPR. The processing of personal 
data by the public administration could be 
based on Article 6 (1) sentence 1, 
point(e)GDPR. 

The processing therefore must be necessary 
for the performance of a task carried out in the 
public interest or in the exercise of official 
authority vested in the controller. The basis 
for the processing referred to in Article 6 (1) 
sentence 1, point (e)GDPR shall be laid down 
by Member State law to which the controller 
is subject. The purpose of the processing shall 
be according to Article 6 (3) sentence 2 GDPR 
determined in that legal basis or, as regards 
the processing referred to in point (e), shall be 
necessary for the performance of a task 
carried out in the public interest or in the 
exercise of official authority vested in the 
controller. Therefore, depending on the 
specific use of the blockchain, a legal basis for 
the processing is required. 

5.1.3. Rights of the data subject 
Conflicts between the blockchain approach 

and the GDPR may also arise regarding the 
rights of the data subject. The immutability of 
the blockchain could thereby contradict the 
implementation of the rights. 

5.1.3.1. Right to rectification 
According to Article 16 sentence 1 and 2 

GDPR the data subject shall have the right to 
obtain from the controller without undue delay 
the rectification of inaccurate personal data 
concerning him or her. Taking into account 
the purposes of the processing, the data 
subject shall have the right to have incomplete 
personal data completed, including by means 
of providing a supplementary statement. This 
right is challenged by the immutability of the 
blockchain used. Reverse transaction could be 
considered to comply with the right22. This 

 
22 J. Schrey and T. Thalhofer, Rechtliche Aspekte der 
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circumstance results in a dependency of the 
smart contract from the oracle service, which 
is contrary to an automated contract 
implementation8. 

3. Possible applications in public 
administration 
Blockchain and smart contracts offer a 

variety of possible applications. They can be 
used not only in civil law9, but also in public 
law, especially in public administration. Their 
application can range from public registers, 
property management, proof of origin, 
verification and confirmation services, digital 
identity mapping to securing electronic 
elections or digital currencies. Among the 
best-known applications of the blockchain is 
Bitcoin as a crypto currency. Not least the 
rising rates of the Bitcoin have triggered 
public interest in blockchains. In the 
following, the use of blockchain in public 
registers and as a currency will be discussed in 
more detail. 

3.1. Registers 
Countries such as Georgia have already 

started using blockchain technology in pilot 
projects to keep public registers10. Their 
ability to document transactions verifiable, 
transparent and unchangeable, comes very 
close to the requirements of classical registry 
management systems (for example land 
registers)11. The reasons for using blockchain 
technology in the public sector can be many 
and varied. However, they are particularly 
suitable for regions where traditional state 
structures for register management or trust in 
these structures are lacking12. 

 
Contracts – Automatisierte Abwicklung von Verträgen, in 
Juris Die Monatszeitschrift, vol. 10, 2020, 354. 
8 K. Potel and S. Hessel, Rechtsprobleme von Smart 
Contracts – Automatisierte Abwicklung von Verträgen, 
354. 
9 K. Potel and S. Hessel, Rechtsprobleme von Smart 
Contracts – Automatisierte Abwicklung von Verträgen, 
354-359. 
10 C.-M. Leeb and T. Asatiani, Georgiens Grundbuch auf 
der Blockchain: Funktionsweise und erste Erfahrungen, 
2019, available at: https://legal-teverzeichnis.de/ 
fachartikel/georgiens-grundbuch-auf-der-blockchain-funkti 
onsweise-und-erste-erfahrungen. 
11 J. Schrey and T. Thalhofer, Rechtliche Aspekte der 
Blockchain, in Neue Juristische Wochenschrift, 2017, 
1431. 
12 W. Prinz and A. T. Schulte, Blockchain und Smart 
Contracts – Technologien, Forschungsfragen und 
Anwendungen, p. 31, available at: www.sit.fraunhofer.de/ 
fileadmin/dokumente/studien_und_technical_reports/Fraun
hofer-PositionspapierBlockchain-und-Smart-Contracts.pdf. 

3.2. Digital Currency  
Currencies can also be mapped on a 

blockchain – as confirmed by the practical 
example of Bitcoin. Sweden started a pilot 
project with blockchain as the basis for a 
digital currency in 201613. In contrast to other 
crypto currencies, the value of the so-called 
“e-krona” is guaranteed by the state14. China 
also introduced the “e-yuan” just in the middle 
of this year15. In order to increase the use of 
the digital currency, China put a significant 
amount of the digital currency into circulation 
via digital lotteries16. Generally, a trend 
towards cashless payment transactions can be 
seen in many countries. The pandemic has 
also driven the use of digital payments. 
However, cash is still one of the official forms 
of payment. 

Through their transparency, blockchain-
based crypto currencies can contribute to the 
fight against tax evasion, corruption and 
terrorist financing17. However, they also offer 
a high potential for state surveillance, because 
every flow of money is precisely documented. 

4. Status of the current discussion in 
Germany 
Like all technological innovations, the 

application of blockchain and smart contracts 
in public administration offers opportunities 
and risks. 

In many cases, public sector actors now act 
as intermediaries. The public administration 
keeps registers, such as the land register, to 
document property relationships. Property 
relations are secured by notaries, who enjoy a 
special position of trust. They therefore act as 
intermediaries in the acquisition of property. 
Using blockchain technology, their activity 
could no longer be necessary.  

Dispensing with intermediaries can lead to 
a reduction in costs. However, the German 

 
13 H. Steuer, Schweden verlängert sein Pilotprojekt, E-
Krone, in Handelsblatt, available at: 
www.handelsblatt.com. 
14 H. Steuer, Schweden verlängert sein Pilotprojekt, E-
Krone. 
15 F. Kretschmer, “E-YUAN” – China hat neue staatliche 
Digitalwährung – mit deutlichen Vorteilen für die 
Regierung, in Frankfurter Rundschau, 13 June 2021, 
available at: www.fr.de. 
16 F. Kretschmer, “E-YUAN” – China hat neue staatliche 
Digitalwährung – mit deutlichen Vorteilen für die 
Regierung. 
17 F. Kretschmer, “E-YUAN” – China hat neue staatliche 
Digitalwährung – mit deutlichen Vorteilen für die 
Regierung. 
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Federal Government does not see it as an end 
in itself to replace functioning administrative 
processes and existing public registers with 
blockchain-based solutions18. Instead, the 
need and usefulness of implementing 
administrative processes using blockchain 
technologies should be examined on a case-
by-case basis19. A requirement is therefore not 
seen in particular for publicly kept registers 
that require further legal checks, for example 
the land register20. The situation is different, 
however, for databases that are held for the 
storage of original documents, such as deeds 
or certificates21. 

5. Challenges of the German law  
5.1. Data protection law 
5.1.1. Processing of personal data 

Depending on the type and design of the 
blockchain application, information stored on 
it may have a personal element. According to 
Article 4 No. 1 General Data Protection 
Regulation (GDPR) personal data means any 
information relating to an identified or 
identifiable natural person (‘data subject’). An 
identifiable natural person is one who can be 
identified, directly or indirectly, by reference 
to an identifier such as a name, an 
identification number, location data, an online 
identifier or to one or more factors specific to 
the physical, physiological, genetic, mental, 
economic, cultural or social identity of that 
natural person. This applies in particular to 
applications that are not limited to virtual 
transactions and therefore require the 
identification of the natural participation (for 
example in the purchase of real estate). The 
controller is subject to special obligations 
under the GDPR where personal data are 
involved. The Controller means according to 
Article 4 No. 7 GDPR the natural or legal 
person, public authority, agency or other body 
which, alone or jointly with others, determines 
the purposes and means of the processing of 
personal data. After that, parts of the public 
administration can be qualified as the 

 
18 Bundesregierung, Blockchain-Strategie der 
Bundesregierung, 19, available at: www.bmwi.de/R 
edaktion/DE/Publikationen/Digitale-Welt/blockchain-st 
rategie.pdf. 
19 Bundesregierung, Blockchain-Strategie der 
Bundesregierung, 19. 
20 Bundesregierung, Blockchain-Strategie der 
Bundesregierung, 19. 
21 Bundesregierung, Blockchain-Strategie der 
Bundesregierung, 19. 

controller as well. Therefore, they must 
comply with the principles of the GDPR when 
processing personal data. A special privilege 
does not exist in this case. 

5.1.2. Legal basis of the processing 
According to Article 6 GDPR the 

processing requires a legal basis. Due to the 
lack of the freely given consent of the data 
subject there is no legal basis for the 
processing based on Article 6 (1) sentence 1, 
point (a) GDPR. The processing of personal 
data by the public administration could be 
based on Article 6 (1) sentence 1, 
point(e)GDPR. 

The processing therefore must be necessary 
for the performance of a task carried out in the 
public interest or in the exercise of official 
authority vested in the controller. The basis 
for the processing referred to in Article 6 (1) 
sentence 1, point (e)GDPR shall be laid down 
by Member State law to which the controller 
is subject. The purpose of the processing shall 
be according to Article 6 (3) sentence 2 GDPR 
determined in that legal basis or, as regards 
the processing referred to in point (e), shall be 
necessary for the performance of a task 
carried out in the public interest or in the 
exercise of official authority vested in the 
controller. Therefore, depending on the 
specific use of the blockchain, a legal basis for 
the processing is required. 

5.1.3. Rights of the data subject 
Conflicts between the blockchain approach 

and the GDPR may also arise regarding the 
rights of the data subject. The immutability of 
the blockchain could thereby contradict the 
implementation of the rights. 

5.1.3.1. Right to rectification 
According to Article 16 sentence 1 and 2 

GDPR the data subject shall have the right to 
obtain from the controller without undue delay 
the rectification of inaccurate personal data 
concerning him or her. Taking into account 
the purposes of the processing, the data 
subject shall have the right to have incomplete 
personal data completed, including by means 
of providing a supplementary statement. This 
right is challenged by the immutability of the 
blockchain used. Reverse transaction could be 
considered to comply with the right22. This 

 
22 J. Schrey and T. Thalhofer, Rechtliche Aspekte der 
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method artificially injects transactions into the 
blockchain until a corrected copy has been 
produced23. However, this method contradicts 
the principle of the blockchain. 

5.1.3.2. Right to be forgotten 
According to Article 17 (1) GDPR the data 

subject shall have the right to obtain from the 
controller the erasure of personal data 
concerning him or her without undue delay 
and the controller shall have the obligation to 
erase personal data without undue delay. In 
view of the immutability of the blockchain, it 
therefore seems impossible to implement this 
right of the data subject24. In principle, single 
blocks of a blockchain cannot be removed 
without technically breaking its structure. 

Instead of erasure, one could also consider 
blocking the data25. Although blocking the 
data is possible from a technical point of view, 
but this procedure does not correspond to the 
purpose of the blockchain. In principle, the 
immutability of the blockchain could be kept, 
but another important feature of the 
blockchain, namely the transparency, cannot 
be kept up. 

In some cases, it is possible to remove 
obsolete blocks from the blockchain if their 
underlying result has already become part of 
the current transaction and they are no longer 
necessary to maintain the structure of the 
blockchain26. This procedure is called 
pruning27. The information that a personal 
data was processed remains in the 
blockchain28. The personal data itself can be 
removed from the blockchain29. 

5.1.3.3.  Compatibility of the blockchain with      
the rights of the data subject 

In summary, it is difficult to make the 
principle of the blockchain compatible with 
rights of the data subject. In particular, 

 
Blockchain, 1435. 
23 J. Schrey and T. Thalhofer, Rechtliche Aspekte der 
Blockchain, 1435. 
24 J. Schrey and T. Thalhofer, Rechtliche Aspekte der 
Blockchain, 1434. 
25 J. Schrey and T. Thalhofer, Rechtliche Aspekte der 
Blockchain, 1435. 
26 M. Martini and Q. Weinzierl, Die Blockchain-
Technologie und das Recht auf Vergessenwerden, in Neue 
Zeitschrift für Verwaltungsrecht, 2017, 1255. 
27 M. Martini and Q. Weinzierl, Die Blockchain-
Technologie und das Recht auf Vergessenwerden, 1255. 
28 M. Martini and Q. Weinzierl, Die Blockchain-
Technologie und das Recht auf Vergessenwerden, 1255. 
29 M. Martini and Q. Weinzierl, Die Blockchain-
Technologie und das Recht auf Vergessenwerden, 1255. 

subsequent changes and adjustments bring the 
use of blockchains to their limits. Technically 
possible approaches have so far run counter to 
the purpose of the blockchain. A stubborn use 
of the technology, on the other hand, has so 
far not complied with the rights of the data 
subject. 

5.2. German Administration Law 
At the beginning of the year, the Federal 

Government passed its draft law on the 
implementation of the Digitalisation Directive 
(Gesetz zur Umsetzung der 
Digitalisierungsrichtlinie, DiRUG). This draft 
already provides for online formation of the 
limited liability company (Gesellschaft mit 
beschränkter Haftung, GmbH) as well as 
online procedures with regard to the filing and 
registration of deeds and information on the 
commercial register. 

However, the structure of German 
administrative law does not preclude 
digitisation. According to Section 10 of the 
German Administrative Procedure Act 
(Verwaltungsverfahrensgesetz, VwVfG)30, the 
administrative procedure is not bound to any 
form and thus reflects the openness to 
technology of the Rules of Procedure. Section 
35a VwVfG provides for the fully automated 
issuing of administrative acts. In addition to 
savings in resources and personnel, automated 
decreeing of administrative acts offers a 
special degree of neutrality and objectivity31. 
With regard to the granting of the discretion, 
no discretion may be required, because this 
can only be exercised by a natural person. The 
use of Blockchain-based applications and 
Smart Contracts is therefore only thinkable in 
a strictly limited scope of application. In this 
context, the general procedural requirements 
must also be observed in the case of an 
automated decree. According to Sections 24 
(1) sentence 1, 28 (2) point 4 VwVfG the facts 
on which the decision is based shall be 
ascertained and, if necessary, the person 
concerned shall be heard. These provisions 
serve individual justice and can, at least in the 
case of onerous administrative acts, conflict 
with an automated decree32. 

 
30 German Administrative Procedures Act.  
31 L. Prell, Section 35a VwVfG, in J. Bader and M. 
Ronellenfitsch (eds.), Beck’scher Online-Kommentar zum 
Verwaltungsverfahrensgesetz (VwVfG), vol. 54, 1 January 
2022, marginal n. 20. 
32 T. Siegel, Digitalisierung des Verwaltungsverfahrens in 
Berlin, in Landes- und Kommunalverwaltung, 2020, 533. 
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5.3. Risks of dispensing with intermediaries 
Due to its decentralised structure and the 

special trust to be placed in a blockchain, 
intermediaries such as notaries or banks could 
be dispensed with. However, this dispensing is 
not entirely risk-free. Although the blockchain 
is considered to be particularly manipulation-
proof and can lead to cost savings by 
dispensing with intermediaries, this also 
means that state control and auditing options 
are being lost. So far, no successful hacker 
attacks on blockchain applications are known. 
Nevertheless, an increased use of the 
technology leads to an increased interest of 
potential attackers. If public registers or 
digital currencies are affected by attacks, they 
can lead to significant financial losses in the 
private and public sectors. This risk should 
therefore always be considered when using 
such technologies. Furthermore, public 
registers must also be organised on public 
servers. However, the blockchain itself can 
only be public to a limited extent. 

6. Conclusion 
Against the background of the specifics of 

German law described above, the use of 
blockchain and smart contracts is challenging. 
The requirements of data protection law in 
particular are complex and should not be 
underestimated. At the same time, however, 
there are also hurdles in German 
administrative law. Legal adjustments would 
therefore be necessary for the widespread use 
of blockchain and smart contracts. But 
German legislators should not close its doors 
to technical innovations, and work on possible 
implementations to harmonise law and 
technology. International pilot projects 
illustrate the growing interest. In order to 
maintain the economic attractiveness of 
Germany as a business location, work should 
be done on simple, timely and effective 
administrative processes, also with the help of 
blockchain applications. 
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method artificially injects transactions into the 
blockchain until a corrected copy has been 
produced23. However, this method contradicts 
the principle of the blockchain. 

5.1.3.2. Right to be forgotten 
According to Article 17 (1) GDPR the data 

subject shall have the right to obtain from the 
controller the erasure of personal data 
concerning him or her without undue delay 
and the controller shall have the obligation to 
erase personal data without undue delay. In 
view of the immutability of the blockchain, it 
therefore seems impossible to implement this 
right of the data subject24. In principle, single 
blocks of a blockchain cannot be removed 
without technically breaking its structure. 

Instead of erasure, one could also consider 
blocking the data25. Although blocking the 
data is possible from a technical point of view, 
but this procedure does not correspond to the 
purpose of the blockchain. In principle, the 
immutability of the blockchain could be kept, 
but another important feature of the 
blockchain, namely the transparency, cannot 
be kept up. 

In some cases, it is possible to remove 
obsolete blocks from the blockchain if their 
underlying result has already become part of 
the current transaction and they are no longer 
necessary to maintain the structure of the 
blockchain26. This procedure is called 
pruning27. The information that a personal 
data was processed remains in the 
blockchain28. The personal data itself can be 
removed from the blockchain29. 

5.1.3.3.  Compatibility of the blockchain with      
the rights of the data subject 

In summary, it is difficult to make the 
principle of the blockchain compatible with 
rights of the data subject. In particular, 

 
Blockchain, 1435. 
23 J. Schrey and T. Thalhofer, Rechtliche Aspekte der 
Blockchain, 1435. 
24 J. Schrey and T. Thalhofer, Rechtliche Aspekte der 
Blockchain, 1434. 
25 J. Schrey and T. Thalhofer, Rechtliche Aspekte der 
Blockchain, 1435. 
26 M. Martini and Q. Weinzierl, Die Blockchain-
Technologie und das Recht auf Vergessenwerden, in Neue 
Zeitschrift für Verwaltungsrecht, 2017, 1255. 
27 M. Martini and Q. Weinzierl, Die Blockchain-
Technologie und das Recht auf Vergessenwerden, 1255. 
28 M. Martini and Q. Weinzierl, Die Blockchain-
Technologie und das Recht auf Vergessenwerden, 1255. 
29 M. Martini and Q. Weinzierl, Die Blockchain-
Technologie und das Recht auf Vergessenwerden, 1255. 

subsequent changes and adjustments bring the 
use of blockchains to their limits. Technically 
possible approaches have so far run counter to 
the purpose of the blockchain. A stubborn use 
of the technology, on the other hand, has so 
far not complied with the rights of the data 
subject. 

5.2. German Administration Law 
At the beginning of the year, the Federal 

Government passed its draft law on the 
implementation of the Digitalisation Directive 
(Gesetz zur Umsetzung der 
Digitalisierungsrichtlinie, DiRUG). This draft 
already provides for online formation of the 
limited liability company (Gesellschaft mit 
beschränkter Haftung, GmbH) as well as 
online procedures with regard to the filing and 
registration of deeds and information on the 
commercial register. 

However, the structure of German 
administrative law does not preclude 
digitisation. According to Section 10 of the 
German Administrative Procedure Act 
(Verwaltungsverfahrensgesetz, VwVfG)30, the 
administrative procedure is not bound to any 
form and thus reflects the openness to 
technology of the Rules of Procedure. Section 
35a VwVfG provides for the fully automated 
issuing of administrative acts. In addition to 
savings in resources and personnel, automated 
decreeing of administrative acts offers a 
special degree of neutrality and objectivity31. 
With regard to the granting of the discretion, 
no discretion may be required, because this 
can only be exercised by a natural person. The 
use of Blockchain-based applications and 
Smart Contracts is therefore only thinkable in 
a strictly limited scope of application. In this 
context, the general procedural requirements 
must also be observed in the case of an 
automated decree. According to Sections 24 
(1) sentence 1, 28 (2) point 4 VwVfG the facts 
on which the decision is based shall be 
ascertained and, if necessary, the person 
concerned shall be heard. These provisions 
serve individual justice and can, at least in the 
case of onerous administrative acts, conflict 
with an automated decree32. 

 
30 German Administrative Procedures Act.  
31 L. Prell, Section 35a VwVfG, in J. Bader and M. 
Ronellenfitsch (eds.), Beck’scher Online-Kommentar zum 
Verwaltungsverfahrensgesetz (VwVfG), vol. 54, 1 January 
2022, marginal n. 20. 
32 T. Siegel, Digitalisierung des Verwaltungsverfahrens in 
Berlin, in Landes- und Kommunalverwaltung, 2020, 533. 
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5.3. Risks of dispensing with intermediaries 
Due to its decentralised structure and the 

special trust to be placed in a blockchain, 
intermediaries such as notaries or banks could 
be dispensed with. However, this dispensing is 
not entirely risk-free. Although the blockchain 
is considered to be particularly manipulation-
proof and can lead to cost savings by 
dispensing with intermediaries, this also 
means that state control and auditing options 
are being lost. So far, no successful hacker 
attacks on blockchain applications are known. 
Nevertheless, an increased use of the 
technology leads to an increased interest of 
potential attackers. If public registers or 
digital currencies are affected by attacks, they 
can lead to significant financial losses in the 
private and public sectors. This risk should 
therefore always be considered when using 
such technologies. Furthermore, public 
registers must also be organised on public 
servers. However, the blockchain itself can 
only be public to a limited extent. 

6. Conclusion 
Against the background of the specifics of 

German law described above, the use of 
blockchain and smart contracts is challenging. 
The requirements of data protection law in 
particular are complex and should not be 
underestimated. At the same time, however, 
there are also hurdles in German 
administrative law. Legal adjustments would 
therefore be necessary for the widespread use 
of blockchain and smart contracts. But 
German legislators should not close its doors 
to technical innovations, and work on possible 
implementations to harmonise law and 
technology. International pilot projects 
illustrate the growing interest. In order to 
maintain the economic attractiveness of 
Germany as a business location, work should 
be done on simple, timely and effective 
administrative processes, also with the help of 
blockchain applications. 
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method artificially injects transactions into the 
blockchain until a corrected copy has been 
produced23. However, this method contradicts 
the principle of the blockchain. 

5.1.3.2. Right to be forgotten 
According to Article 17 (1) GDPR the data 

subject shall have the right to obtain from the 
controller the erasure of personal data 
concerning him or her without undue delay 
and the controller shall have the obligation to 
erase personal data without undue delay. In 
view of the immutability of the blockchain, it 
therefore seems impossible to implement this 
right of the data subject24. In principle, single 
blocks of a blockchain cannot be removed 
without technically breaking its structure. 

Instead of erasure, one could also consider 
blocking the data25. Although blocking the 
data is possible from a technical point of view, 
but this procedure does not correspond to the 
purpose of the blockchain. In principle, the 
immutability of the blockchain could be kept, 
but another important feature of the 
blockchain, namely the transparency, cannot 
be kept up. 

In some cases, it is possible to remove 
obsolete blocks from the blockchain if their 
underlying result has already become part of 
the current transaction and they are no longer 
necessary to maintain the structure of the 
blockchain26. This procedure is called 
pruning27. The information that a personal 
data was processed remains in the 
blockchain28. The personal data itself can be 
removed from the blockchain29. 

5.1.3.3.  Compatibility of the blockchain with      
the rights of the data subject 

In summary, it is difficult to make the 
principle of the blockchain compatible with 
rights of the data subject. In particular, 
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subsequent changes and adjustments bring the 
use of blockchains to their limits. Technically 
possible approaches have so far run counter to 
the purpose of the blockchain. A stubborn use 
of the technology, on the other hand, has so 
far not complied with the rights of the data 
subject. 

5.2. German Administration Law 
At the beginning of the year, the Federal 

Government passed its draft law on the 
implementation of the Digitalisation Directive 
(Gesetz zur Umsetzung der 
Digitalisierungsrichtlinie, DiRUG). This draft 
already provides for online formation of the 
limited liability company (Gesellschaft mit 
beschränkter Haftung, GmbH) as well as 
online procedures with regard to the filing and 
registration of deeds and information on the 
commercial register. 

However, the structure of German 
administrative law does not preclude 
digitisation. According to Section 10 of the 
German Administrative Procedure Act 
(Verwaltungsverfahrensgesetz, VwVfG)30, the 
administrative procedure is not bound to any 
form and thus reflects the openness to 
technology of the Rules of Procedure. Section 
35a VwVfG provides for the fully automated 
issuing of administrative acts. In addition to 
savings in resources and personnel, automated 
decreeing of administrative acts offers a 
special degree of neutrality and objectivity31. 
With regard to the granting of the discretion, 
no discretion may be required, because this 
can only be exercised by a natural person. The 
use of Blockchain-based applications and 
Smart Contracts is therefore only thinkable in 
a strictly limited scope of application. In this 
context, the general procedural requirements 
must also be observed in the case of an 
automated decree. According to Sections 24 
(1) sentence 1, 28 (2) point 4 VwVfG the facts 
on which the decision is based shall be 
ascertained and, if necessary, the person 
concerned shall be heard. These provisions 
serve individual justice and can, at least in the 
case of onerous administrative acts, conflict 
with an automated decree32. 

 
30 German Administrative Procedures Act.  
31 L. Prell, Section 35a VwVfG, in J. Bader and M. 
Ronellenfitsch (eds.), Beck’scher Online-Kommentar zum 
Verwaltungsverfahrensgesetz (VwVfG), vol. 54, 1 January 
2022, marginal n. 20. 
32 T. Siegel, Digitalisierung des Verwaltungsverfahrens in 
Berlin, in Landes- und Kommunalverwaltung, 2020, 533. 
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5.3. Risks of dispensing with intermediaries 
Due to its decentralised structure and the 

special trust to be placed in a blockchain, 
intermediaries such as notaries or banks could 
be dispensed with. However, this dispensing is 
not entirely risk-free. Although the blockchain 
is considered to be particularly manipulation-
proof and can lead to cost savings by 
dispensing with intermediaries, this also 
means that state control and auditing options 
are being lost. So far, no successful hacker 
attacks on blockchain applications are known. 
Nevertheless, an increased use of the 
technology leads to an increased interest of 
potential attackers. If public registers or 
digital currencies are affected by attacks, they 
can lead to significant financial losses in the 
private and public sectors. This risk should 
therefore always be considered when using 
such technologies. Furthermore, public 
registers must also be organised on public 
servers. However, the blockchain itself can 
only be public to a limited extent. 

6. Conclusion 
Against the background of the specifics of 

German law described above, the use of 
blockchain and smart contracts is challenging. 
The requirements of data protection law in 
particular are complex and should not be 
underestimated. At the same time, however, 
there are also hurdles in German 
administrative law. Legal adjustments would 
therefore be necessary for the widespread use 
of blockchain and smart contracts. But 
German legislators should not close its doors 
to technical innovations, and work on possible 
implementations to harmonise law and 
technology. International pilot projects 
illustrate the growing interest. In order to 
maintain the economic attractiveness of 
Germany as a business location, work should 
be done on simple, timely and effective 
administrative processes, also with the help of 
blockchain applications. 
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Transformación digital, blockchain, 
inteligencia artificial. Referencias y 
experiencias en Aragón* 

Julio Tejedor Bielsa 
(Full Professor of Administrative Law - University of Zaragoza) 

ABSTRACT The digital transformation of the Spanish public sector is not being easy nor uniform. It has been 
legislated rather than managed. But laws, by themselves, usually do not solve the problems. However, in recent 
yearsthis process has accelerated, probably due to a growing social demand for administrative agility. This 
acceleration of digital transformation is reinforced by the entry into the scene of disruptive technologies, such 
as blockchain, artificial intelligence, big data management or others, the pandemic crisis and, in the European 
Union, the commitment to funds for economic recovery that include a specific component for the digital 
transformation of European administrations. In this context, the application of disruptive technologies in public 
administration has begun to be regulated. The Autonomous Community of Aragon is an example of this, 
specifically of blockchain. An extremely interesting use case has already been developed, in terms of 
recruitment. But a lot more can be achieved from the combination of blockchain, artificial intelligence, big data 
and cloud. 

1. La digitalización que llega 
La transformación digital está siendo 

impulsada por la Unión Europea de forma 
decidida y ambiciosa. Ya el Plan de Acción 
sobre Administración Electrónica 2016-2020 
se propuso acelerar la transformación digital 
de la administración planteando como 
objetivo fundamental que “en 2020 a más 
tardar, las administraciones públicas y las 
instituciones públicas de la Unión Europea 
deberían ser abiertas, eficientes e integradoras, 
y prestar servicios públicos digitales sin 
fronteras, personalizados, fáciles de utilizar y 
de extremo a extremo a todos los ciudadanos y 
empresas de la UE. Se aplican enfoques 
innovadores para diseñar y prestar mejores 
servicios de conformidad con las necesidades 
y las demandas de la ciudadanía y las 
empresas. Las administraciones públicas 
aprovechan las oportunidades que brinda el 
nuevo entorno digital para facilitar sus 
interacciones con las partes interesadas y entre 
sí”1. 

En España, el Plan de Digitalización de las 
Administraciones Públicas 2021-2025 del 
Ministerio de Asuntos Económicos y 
Transformación Digital, considera que 
“España cuenta con una buena posición de 

 
* Article submitted to double-blind peer review. 
1 Comunicación de la Comisión al Parlamento Europeo, 
al Consejo, al Comité Económico y Social Europeo y al 
Comité de las Regiones COM(2016) 179 final, de 19 de 
abril de 2016, sobre Plan de Acción sobre Administra-
ción Electrónica de la UE 2016-2020 Acelerar la trans-
formación digital de la administración. 

partida para impulsar la administración 
digital”, aunque reconoce igualmente que “la 
relación digital con los ciudadanos se 
caracteriza actualmente por ser transaccional, 
atomizada en torno a la unidad mínima del 
procedimiento, generalista y no 
personalizada”, por lo que se propone “dar un 
paso más allá en la mejora de la eficacia y 
eficiencia de la Administración Pública, 
maximizando la automatización de la 
gestión”2. 

Más recientemente, entre las acciones 
incluidas en el Plan de Recuperación, 
Transformación y Resiliencia, la palanca IV, 
sobre una administración para el siglo XXI, 
incluye el componente 11 de modernización 
de las administraciones públicas, dotado con 
4.238 millones de euros. Ese componente, 
partiendo del reconocimiento del efecto 
tractor que unas administraciones públicas 
modernas y eficientes tiene sobre la 
productividad, el crecimiento y el bienestar, 
propone acciones de modernización mediante 
la digitalización, especialmente en ámbitos 
estratégicos como justicia, servicios de 
empleo, administraciones territoriales y 
consular, una mayor eficiencia energética y la 
modernización de sus procesos y sistema de 
relación interadministrativa y métodos de 
trabajo, potenciando además instrumentos de 
información y formación. 

 
2 Ministerio de Asuntos Económicos y Transformación 
Digital, Plan de digitalización de las Administraciones 
Públicas 2021-2025. Estrategia en materia de Adminis-
tración Digital y Servicios Públicos Digitales, 1. 
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No ha bastado fomentar ni regular, hasta el 
momento al menos. Es indispensable 
planificar y programar la ejecución de lo 
regulado. En palabras del Foro y observatorio 
sobre blockchain de la Unión Europea, “the 
task should not be underestimated. Planning, 
building and implementing complex IT 
systems is difficult in any sector. Government 
settings, where decisions can be affected by 
shifting politics and complex procurement 
rules, can present extra hurdles. Budgets for 
government projects can also be tight. And, 
like any large organisation, government 
agencies are not immune to silo thinking or to 
administrators resistant to change and new 
mindsets”3. 

La administración española ha sido 
víctima, en cierto modo, de esa falta de 
planificación y programación. La 
implantación en España de la administración 
electrónica, entendida como la implantación 
del uso de los medios electrónicos en la 
organización y el procedimiento 
administrativos4, no está siendo sencilla, ni 
lineal, ni parece responder a una estrategia 
previamente diseñada5, ni ha logrado 
extenderse de forma generalizada conforme a 
lo previsto en la normativa básica6. La 

 
3 European Union Blockchain Observatory & Forum, 
Blockchain for government and public services, 7 de 
diciembre de 2018, 9. 
4 Tomo el concepto de I. Martín Delgado, Una panorá-
mica general del impacto de la nueva Ley de Procedi-
miento Administrativo Común, en las relaciones de los 
ciudadanos con la administración pública, en el exce-
lente volumen colectivo La reforma de la administra-
ción electrónica: una oportunidad para la innovación, 
dirigido por I. Martín Delgado, INAP, Madrid, 2017, 
211-256. 
5 Una propuesta detallada de las bases y proceso de 
transformación digital en la Administración pública S. 
Jiménez, Transformación digital para Administraciones 
públicas, Madrid, INAP, 2019. La transformación digi-
tal, para Jiménez, con quien coincido, “es un modelo 
productivo, tecnológico y, sobre todo organizativo, re-
sultado de un contexto muy concreto en el que los avan-
ces digitales y las dinámicas económicas han primado 
determinadas aproximaciones a la gestión organizativa” 
(22). 
6 La principal conclusión del estudio realizado por Ernst 
& Young, La administración digital en España desde la 
perspectiva del ciudadano y de la empresa, marzo de 
2019, 6, es que en 2019 ninguna administración españo-
la cumplía todos los requerimientos sobre administra-
ción electrónica exigidos en las leyes de procedimiento 
administrativo común y régimen jurídico del sector pú-
blico. Prácticamente en ninguna existía sistema de acre-
ditación de la representación y registro electrónico (ló-
gico, dada la moratoria), pero apenas se había implanta-
do la identidad digital y la firma electrónica (el 23% de 
las Comunidades, el 9,6% de las diputaciones y el 9,5% 
de los ayuntamientos) o el sistema de comunicaciones y 

ausencia de colaboración orgánica o funcional 
en un modelo organizativo tan descentralizado 
como el español ha generado fragmentación, 
multiplicidad de herramientas y 
descoordinación, características 
fundamentales del devenir de la 
administración electrónica, que no es ajena, 
además, a problemas regulatorios importantes. 

La digitalización efectiva tiene todavía un 
largo camino por delante en España7. Y el 
Derecho no ha sido ajeno a ello, como han 
apuntado entre nosotros autores como Valero 
Torrijos o Gamero Casado8, ni podrá serlo en 

 
notificaciones al ciudadano (el 41% de las Comunida-
des, el 23% de las diputaciones y el 19% de los ayunta-
mientos). En cuanto a la sede electrónica los porcentajes 
de implantación rondaban el 50%, al igual que en los 
sistemas de asistencia al ciudadano y empresas y tan só-
lo en la disponibilidad del portal web institucional el 
grado de cumplimiento resultaba elevado. En muchas 
ocasiones, la transformación digital, según se afirma 
también en el estudio citado, 7, “se ha realizado sin nin-
gún tipo de orden, lógica o estrategia clara”, lo que hace 
indispensable “definir un Plan de Transformación Digi-
tal o reforzarlo, con el fin de disponer de una estrategia 
digital que incluya una hoja de ruta en este proceso y un 
dimensionamiento de los recursos que deberán destinar-
se para tal fin”. Lo grave era que, como se precisaba en 
el mismo informe, 8, “a la vista del nuevo plazo (2 de 
octubre de 2020) concedido para el cumplimiento de las 
leyes 39 y 40/2015, y teniendo en cuenta que el plazo 
medio para la adjudicación de un contrato en el Sector 
Público español está en torno a 9 y 12 meses, y que la 
duración mínima de un proyecto de Transformación Di-
gital puede estar aproximadamente entre 1 y 1,5 años, 
cualquier administración con un nivel de madurez bajo 
debería publicar los pliegos de condiciones técnicas y 
particulares en los meses de verano de 2019. Para alcan-
zar este objetivo se deberá haber definido su estrategia 
de transformación digital en el primer cuatrimestre de 
2019”. La moratoria parcial no decayó hasta el 2 de 
abril de 2021. 
7 En este sentido, El Observatorio y Foro sobre Blo-
ckchain de la Unión Europea, en el estudio Blockchain 
for Government and public services, de 7 de diciembre 
de 2018, ha precisado lo siguiente: “FROM DREAMS 
TO REALITY. Thus, we have a picture of some of the 
ways blockchain technology could be used to enhance 
and transform how government services are delivered in 
Europe, increasing efficiencies, reducing costs and im-
proving security along the way. These are all worthy 
goals, of course. They are also, at this point, aspiration-
al. In truth, there is still a long way to go before we will 
be able to implement many of these ideas. There are 
technological hurdles to overcome, from scalability and 
security of blockchains to the usability of the apps built 
on top of them. As we have pointed out elsewhere, there 
are also many legal and regulatory questions still to be 
decided before blockchain-based platforms can be 
adopted on a mass scale. For a technology whose main 
purpose is collaborative data gathering and sharing, is-
sues of data protection are among the most important 
here. Implementing blockchain for government services 
will also likely mean clearing political and bureaucratic 
hurdles”. 
8 E. Gamero Casado, Panorama de la Administración 
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el futuro. Afrontamos un retraso endémico 
que no debiera perpetuarse más. Son muchos 
y diversos, en mi opinión, los factores que han 
hecho que, habitualmente, los avances legales 
no hayan tenido un reflejo rápido, ni 
completo, en los instrumentos y prácticas de 
gestión, pero la resiliencia de la organización, 
la ausencia de implicación global de la misma 
en esta dinámica de cambio, la falta de 
voluntad política sostenida para impulsarlo y 
la falta de leal colaboración entre los 
diferentes niveles de gobierno del Estado 
autonómico9 son algunas de las causas 
fundamentales de la situación. No avanzar en 
administración electrónica no implica sólo no 
innovar, no mejorar, no modernizar; comporta 
directamente fracasar en la función de servicio 
que la sociedad actual exige de la 
administración pública, que se aleja del 
ciudadano y renuncia a los canales de relación 
que ya están plenamente implantados en la 
sociedad. 

2. Tecnologías de registro distribuido en la 
legislación estatal y regional aragonesa 
El rápido desarrollo de las nuevas 

tecnologías sobre redes resulta 
extraordinariamente interesante desde la 
perspectiva de la gestión pública, genera 
relevantes interrogantes jurídicos10 y no está 

 
electrónica en la nueva legislación administrativa bási-
ca, en Revista Española de Derecho Administrativo, n. 
175, 2016, 27. Anteriormente, J. Valero Torrijos, La re-
forma de la Administración electrónica, ¿una oportuni-
dad perdida?, en Revista Española de Derecho Admi-
nistrativo, n. 172, 2015, 13-26, tras analizar las escasas 
novedades introducidas en su día por las leyes de proce-
dimiento administrativo común y régimen jurídico del 
sector público, afirma que la reforma desaprovechó una 
oportunidad única para impulsar de forma decidida la 
innovación en la gestión pública impulsando una serie 
de medidas, que enuncia, y que brillan por su ausencia. 
9 Sobre esta cuestión me remito al primer epígrafe de mi 
trabajo Transformación digital, blockchain e inteligen-
cia artificial en la administración pública, en Revista 
Española de Derecho Administrativo, n. 209, 2020, 
111-138. 
10 Como demuestran dos magníficos monográficos, el 
primero sobre Derecho público, derechos y transparen-
cia ante el uso de algoritmos, inteligencia artificial y 
big data, coordinado por A. Boix Palop y L. Cotino 
Hueso, en Revista General de Derecho Administrativo, 
n. 50, 2019; el segundo dirigido por A. Huergo Lora y 
coordinado por G.M. Díaz González, La regulación de 
los algoritmos, Aranzadi, Pamplona, 2020. De gran in-
terés resulta el trabajo de A. Soriano Arnanz, Decisiones 
automatizadas: problemas y soluciones jurídicas. Más 
allá de la protección de datos, en Revista de Derecho 
Público: Teoría y método, vol. 3, 2021, donde identifica 
los riesgos generados por el uso de algoritmos, la insufi-
ciencia del actual marco regulatorio para reducirlos y 

exenta de riesgos11. El desarrollo del cloud12, 
la actuación automatizada mediante smart 
contracts y algoritmos13, cuya naturaleza 

 
controlarlos y propuestas para mejorarlo. Con una pers-
pectiva más amplia, reflexionando sobre el impacto de 
las tecnologías digitales sobre el Derecho, A. Quintiá 
Pastrana, Reforma del derecho y revolución digital. Las 
garantías sociales en la economía de plataformas, en B. 
Puentes Cociña, A. Nogueira López y A. Quintiá Pas-
trana (coord.), El derecho ante la transformación digi-
tal. Oportunidades, riesgos y garantías, Barcelona, Ate-
lier, 2019, 105-126. 
11 A. Cerrillo i Martínez, Transformación digital y mo-
dernización de las administraciones públicas, en Revis-
ta Democracia y Gobierno Local, n. 50, 2020, 6, apunta 
atinadamente el riesgo de captura de la administración y 
la gestión pública por empresas tecnológicas como con-
secuencia de la falta de recursos económicos, compe-
tenciales o informacionales precisos en las administra-
ciones públicas sujetas al proceso de transformación di-
gital. En sentido similar, vid. A. Soriano Arnanz, Deci-
siones automatizadas, 101-104. 
12 La tecnología cloud está ya siendo utilizada, en sus 
múltiples variantes, por ciudadanos, gobiernos y empre-
sas. Su potencial e impacto económico, no obstante, son 
crecientes. Al respecto, vid. el trabajo de D. Cierco Ji-
ménez de Parga, Cloud computing; retos y oportunida-
des, Fundación Ideas, documento de trabajo 02/2011; el 
documento del Observatorio nacional de las telecomu-
nicaciones y la sociedad de la información, Cloud com-
puting. Retos y oportunidades, mayo de 2012; y el estu-
dio de la Comisión Europea Measuring the economic 
impact of cloud computing in Europe, elaborado por 
Deloitte, 2016. 
13 Materias que precisan, como muchas otras antes deri-
vadas de los avances y cambios naturales en la sociedad, 
de una regulación adecuada, como propone el Observa-
torio y Foro sobre Blockchain de la Unión Europea, Le-
gal and regulatory framework of blockchains and smart 
contracts, 27 de septiembre de 2019, 33, donde, en lo 
esencial, se concluye aconsejando a quienes afrontan la 
regulación e implantación de tecnologías como blo-
ckchain y smart contracts simplicidad, en la definición 
de la tecnología y en el conjunto de la regulación, cohe-
rencia entre las diferentes normas, formación acerca de 
las características generales de la tecnología y que se 
afronten en primer lugar casos de uso simples de alto 
impacto, monitorizando los más complejos. En todo ca-
so, conviene tener presente que el artículo 22 del Re-
glamento (UE) 2016/679, del Parlamento Europeo y del 
Consejo, de 27 de abril de 2016, relativo a la protección 
de las personas físicas en lo que respecta al tratamiento 
de datos personales y a la libre circulación de estos da-
tos y por el que se deroga la Directiva 95/46/CE (Re-
glamento general de protección de datos) establece res-
tricciones a la aplicación de decisiones automatizadas, 
con efectos jurídicos o que afecten al interesado signifi-
cativamente, desde la perspectiva del tratamiento de da-
tos de carácter personal, previendo un derecho de los in-
teresados en tal sentido, bien es cierto que con excep-
ciones, no incondicionadas, entre las que se incluye que 
se base en el consentimiento explícito del interesado, 
sea “necesaria para la celebración o la ejecución de un 
contrato entre el interesado y un responsable del trata-
miento” o esté “autorizada por el Derecho de la Unión o 
de los Estados miembros que se aplique al responsable 
del tratamiento y que establezca asimismo medidas ade-
cuadas para salvaguardar los derechos y libertades y los 
intereses legítimos del interesado”. En este último su-
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No ha bastado fomentar ni regular, hasta el 
momento al menos. Es indispensable 
planificar y programar la ejecución de lo 
regulado. En palabras del Foro y observatorio 
sobre blockchain de la Unión Europea, “the 
task should not be underestimated. Planning, 
building and implementing complex IT 
systems is difficult in any sector. Government 
settings, where decisions can be affected by 
shifting politics and complex procurement 
rules, can present extra hurdles. Budgets for 
government projects can also be tight. And, 
like any large organisation, government 
agencies are not immune to silo thinking or to 
administrators resistant to change and new 
mindsets”3. 

La administración española ha sido 
víctima, en cierto modo, de esa falta de 
planificación y programación. La 
implantación en España de la administración 
electrónica, entendida como la implantación 
del uso de los medios electrónicos en la 
organización y el procedimiento 
administrativos4, no está siendo sencilla, ni 
lineal, ni parece responder a una estrategia 
previamente diseñada5, ni ha logrado 
extenderse de forma generalizada conforme a 
lo previsto en la normativa básica6. La 

 
3 European Union Blockchain Observatory & Forum, 
Blockchain for government and public services, 7 de 
diciembre de 2018, 9. 
4 Tomo el concepto de I. Martín Delgado, Una panorá-
mica general del impacto de la nueva Ley de Procedi-
miento Administrativo Común, en las relaciones de los 
ciudadanos con la administración pública, en el exce-
lente volumen colectivo La reforma de la administra-
ción electrónica: una oportunidad para la innovación, 
dirigido por I. Martín Delgado, INAP, Madrid, 2017, 
211-256. 
5 Una propuesta detallada de las bases y proceso de 
transformación digital en la Administración pública S. 
Jiménez, Transformación digital para Administraciones 
públicas, Madrid, INAP, 2019. La transformación digi-
tal, para Jiménez, con quien coincido, “es un modelo 
productivo, tecnológico y, sobre todo organizativo, re-
sultado de un contexto muy concreto en el que los avan-
ces digitales y las dinámicas económicas han primado 
determinadas aproximaciones a la gestión organizativa” 
(22). 
6 La principal conclusión del estudio realizado por Ernst 
& Young, La administración digital en España desde la 
perspectiva del ciudadano y de la empresa, marzo de 
2019, 6, es que en 2019 ninguna administración españo-
la cumplía todos los requerimientos sobre administra-
ción electrónica exigidos en las leyes de procedimiento 
administrativo común y régimen jurídico del sector pú-
blico. Prácticamente en ninguna existía sistema de acre-
ditación de la representación y registro electrónico (ló-
gico, dada la moratoria), pero apenas se había implanta-
do la identidad digital y la firma electrónica (el 23% de 
las Comunidades, el 9,6% de las diputaciones y el 9,5% 
de los ayuntamientos) o el sistema de comunicaciones y 

ausencia de colaboración orgánica o funcional 
en un modelo organizativo tan descentralizado 
como el español ha generado fragmentación, 
multiplicidad de herramientas y 
descoordinación, características 
fundamentales del devenir de la 
administración electrónica, que no es ajena, 
además, a problemas regulatorios importantes. 

La digitalización efectiva tiene todavía un 
largo camino por delante en España7. Y el 
Derecho no ha sido ajeno a ello, como han 
apuntado entre nosotros autores como Valero 
Torrijos o Gamero Casado8, ni podrá serlo en 

 
notificaciones al ciudadano (el 41% de las Comunida-
des, el 23% de las diputaciones y el 19% de los ayunta-
mientos). En cuanto a la sede electrónica los porcentajes 
de implantación rondaban el 50%, al igual que en los 
sistemas de asistencia al ciudadano y empresas y tan só-
lo en la disponibilidad del portal web institucional el 
grado de cumplimiento resultaba elevado. En muchas 
ocasiones, la transformación digital, según se afirma 
también en el estudio citado, 7, “se ha realizado sin nin-
gún tipo de orden, lógica o estrategia clara”, lo que hace 
indispensable “definir un Plan de Transformación Digi-
tal o reforzarlo, con el fin de disponer de una estrategia 
digital que incluya una hoja de ruta en este proceso y un 
dimensionamiento de los recursos que deberán destinar-
se para tal fin”. Lo grave era que, como se precisaba en 
el mismo informe, 8, “a la vista del nuevo plazo (2 de 
octubre de 2020) concedido para el cumplimiento de las 
leyes 39 y 40/2015, y teniendo en cuenta que el plazo 
medio para la adjudicación de un contrato en el Sector 
Público español está en torno a 9 y 12 meses, y que la 
duración mínima de un proyecto de Transformación Di-
gital puede estar aproximadamente entre 1 y 1,5 años, 
cualquier administración con un nivel de madurez bajo 
debería publicar los pliegos de condiciones técnicas y 
particulares en los meses de verano de 2019. Para alcan-
zar este objetivo se deberá haber definido su estrategia 
de transformación digital en el primer cuatrimestre de 
2019”. La moratoria parcial no decayó hasta el 2 de 
abril de 2021. 
7 En este sentido, El Observatorio y Foro sobre Blo-
ckchain de la Unión Europea, en el estudio Blockchain 
for Government and public services, de 7 de diciembre 
de 2018, ha precisado lo siguiente: “FROM DREAMS 
TO REALITY. Thus, we have a picture of some of the 
ways blockchain technology could be used to enhance 
and transform how government services are delivered in 
Europe, increasing efficiencies, reducing costs and im-
proving security along the way. These are all worthy 
goals, of course. They are also, at this point, aspiration-
al. In truth, there is still a long way to go before we will 
be able to implement many of these ideas. There are 
technological hurdles to overcome, from scalability and 
security of blockchains to the usability of the apps built 
on top of them. As we have pointed out elsewhere, there 
are also many legal and regulatory questions still to be 
decided before blockchain-based platforms can be 
adopted on a mass scale. For a technology whose main 
purpose is collaborative data gathering and sharing, is-
sues of data protection are among the most important 
here. Implementing blockchain for government services 
will also likely mean clearing political and bureaucratic 
hurdles”. 
8 E. Gamero Casado, Panorama de la Administración 
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el futuro. Afrontamos un retraso endémico 
que no debiera perpetuarse más. Son muchos 
y diversos, en mi opinión, los factores que han 
hecho que, habitualmente, los avances legales 
no hayan tenido un reflejo rápido, ni 
completo, en los instrumentos y prácticas de 
gestión, pero la resiliencia de la organización, 
la ausencia de implicación global de la misma 
en esta dinámica de cambio, la falta de 
voluntad política sostenida para impulsarlo y 
la falta de leal colaboración entre los 
diferentes niveles de gobierno del Estado 
autonómico9 son algunas de las causas 
fundamentales de la situación. No avanzar en 
administración electrónica no implica sólo no 
innovar, no mejorar, no modernizar; comporta 
directamente fracasar en la función de servicio 
que la sociedad actual exige de la 
administración pública, que se aleja del 
ciudadano y renuncia a los canales de relación 
que ya están plenamente implantados en la 
sociedad. 

2. Tecnologías de registro distribuido en la 
legislación estatal y regional aragonesa 
El rápido desarrollo de las nuevas 

tecnologías sobre redes resulta 
extraordinariamente interesante desde la 
perspectiva de la gestión pública, genera 
relevantes interrogantes jurídicos10 y no está 

 
electrónica en la nueva legislación administrativa bási-
ca, en Revista Española de Derecho Administrativo, n. 
175, 2016, 27. Anteriormente, J. Valero Torrijos, La re-
forma de la Administración electrónica, ¿una oportuni-
dad perdida?, en Revista Española de Derecho Admi-
nistrativo, n. 172, 2015, 13-26, tras analizar las escasas 
novedades introducidas en su día por las leyes de proce-
dimiento administrativo común y régimen jurídico del 
sector público, afirma que la reforma desaprovechó una 
oportunidad única para impulsar de forma decidida la 
innovación en la gestión pública impulsando una serie 
de medidas, que enuncia, y que brillan por su ausencia. 
9 Sobre esta cuestión me remito al primer epígrafe de mi 
trabajo Transformación digital, blockchain e inteligen-
cia artificial en la administración pública, en Revista 
Española de Derecho Administrativo, n. 209, 2020, 
111-138. 
10 Como demuestran dos magníficos monográficos, el 
primero sobre Derecho público, derechos y transparen-
cia ante el uso de algoritmos, inteligencia artificial y 
big data, coordinado por A. Boix Palop y L. Cotino 
Hueso, en Revista General de Derecho Administrativo, 
n. 50, 2019; el segundo dirigido por A. Huergo Lora y 
coordinado por G.M. Díaz González, La regulación de 
los algoritmos, Aranzadi, Pamplona, 2020. De gran in-
terés resulta el trabajo de A. Soriano Arnanz, Decisiones 
automatizadas: problemas y soluciones jurídicas. Más 
allá de la protección de datos, en Revista de Derecho 
Público: Teoría y método, vol. 3, 2021, donde identifica 
los riesgos generados por el uso de algoritmos, la insufi-
ciencia del actual marco regulatorio para reducirlos y 

exenta de riesgos11. El desarrollo del cloud12, 
la actuación automatizada mediante smart 
contracts y algoritmos13, cuya naturaleza 

 
controlarlos y propuestas para mejorarlo. Con una pers-
pectiva más amplia, reflexionando sobre el impacto de 
las tecnologías digitales sobre el Derecho, A. Quintiá 
Pastrana, Reforma del derecho y revolución digital. Las 
garantías sociales en la economía de plataformas, en B. 
Puentes Cociña, A. Nogueira López y A. Quintiá Pas-
trana (coord.), El derecho ante la transformación digi-
tal. Oportunidades, riesgos y garantías, Barcelona, Ate-
lier, 2019, 105-126. 
11 A. Cerrillo i Martínez, Transformación digital y mo-
dernización de las administraciones públicas, en Revis-
ta Democracia y Gobierno Local, n. 50, 2020, 6, apunta 
atinadamente el riesgo de captura de la administración y 
la gestión pública por empresas tecnológicas como con-
secuencia de la falta de recursos económicos, compe-
tenciales o informacionales precisos en las administra-
ciones públicas sujetas al proceso de transformación di-
gital. En sentido similar, vid. A. Soriano Arnanz, Deci-
siones automatizadas, 101-104. 
12 La tecnología cloud está ya siendo utilizada, en sus 
múltiples variantes, por ciudadanos, gobiernos y empre-
sas. Su potencial e impacto económico, no obstante, son 
crecientes. Al respecto, vid. el trabajo de D. Cierco Ji-
ménez de Parga, Cloud computing; retos y oportunida-
des, Fundación Ideas, documento de trabajo 02/2011; el 
documento del Observatorio nacional de las telecomu-
nicaciones y la sociedad de la información, Cloud com-
puting. Retos y oportunidades, mayo de 2012; y el estu-
dio de la Comisión Europea Measuring the economic 
impact of cloud computing in Europe, elaborado por 
Deloitte, 2016. 
13 Materias que precisan, como muchas otras antes deri-
vadas de los avances y cambios naturales en la sociedad, 
de una regulación adecuada, como propone el Observa-
torio y Foro sobre Blockchain de la Unión Europea, Le-
gal and regulatory framework of blockchains and smart 
contracts, 27 de septiembre de 2019, 33, donde, en lo 
esencial, se concluye aconsejando a quienes afrontan la 
regulación e implantación de tecnologías como blo-
ckchain y smart contracts simplicidad, en la definición 
de la tecnología y en el conjunto de la regulación, cohe-
rencia entre las diferentes normas, formación acerca de 
las características generales de la tecnología y que se 
afronten en primer lugar casos de uso simples de alto 
impacto, monitorizando los más complejos. En todo ca-
so, conviene tener presente que el artículo 22 del Re-
glamento (UE) 2016/679, del Parlamento Europeo y del 
Consejo, de 27 de abril de 2016, relativo a la protección 
de las personas físicas en lo que respecta al tratamiento 
de datos personales y a la libre circulación de estos da-
tos y por el que se deroga la Directiva 95/46/CE (Re-
glamento general de protección de datos) establece res-
tricciones a la aplicación de decisiones automatizadas, 
con efectos jurídicos o que afecten al interesado signifi-
cativamente, desde la perspectiva del tratamiento de da-
tos de carácter personal, previendo un derecho de los in-
teresados en tal sentido, bien es cierto que con excep-
ciones, no incondicionadas, entre las que se incluye que 
se base en el consentimiento explícito del interesado, 
sea “necesaria para la celebración o la ejecución de un 
contrato entre el interesado y un responsable del trata-
miento” o esté “autorizada por el Derecho de la Unión o 
de los Estados miembros que se aplique al responsable 
del tratamiento y que establezca asimismo medidas ade-
cuadas para salvaguardar los derechos y libertades y los 
intereses legítimos del interesado”. En este último su-
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No ha bastado fomentar ni regular, hasta el 
momento al menos. Es indispensable 
planificar y programar la ejecución de lo 
regulado. En palabras del Foro y observatorio 
sobre blockchain de la Unión Europea, “the 
task should not be underestimated. Planning, 
building and implementing complex IT 
systems is difficult in any sector. Government 
settings, where decisions can be affected by 
shifting politics and complex procurement 
rules, can present extra hurdles. Budgets for 
government projects can also be tight. And, 
like any large organisation, government 
agencies are not immune to silo thinking or to 
administrators resistant to change and new 
mindsets”3. 

La administración española ha sido 
víctima, en cierto modo, de esa falta de 
planificación y programación. La 
implantación en España de la administración 
electrónica, entendida como la implantación 
del uso de los medios electrónicos en la 
organización y el procedimiento 
administrativos4, no está siendo sencilla, ni 
lineal, ni parece responder a una estrategia 
previamente diseñada5, ni ha logrado 
extenderse de forma generalizada conforme a 
lo previsto en la normativa básica6. La 

 
3 European Union Blockchain Observatory & Forum, 
Blockchain for government and public services, 7 de 
diciembre de 2018, 9. 
4 Tomo el concepto de I. Martín Delgado, Una panorá-
mica general del impacto de la nueva Ley de Procedi-
miento Administrativo Común, en las relaciones de los 
ciudadanos con la administración pública, en el exce-
lente volumen colectivo La reforma de la administra-
ción electrónica: una oportunidad para la innovación, 
dirigido por I. Martín Delgado, INAP, Madrid, 2017, 
211-256. 
5 Una propuesta detallada de las bases y proceso de 
transformación digital en la Administración pública S. 
Jiménez, Transformación digital para Administraciones 
públicas, Madrid, INAP, 2019. La transformación digi-
tal, para Jiménez, con quien coincido, “es un modelo 
productivo, tecnológico y, sobre todo organizativo, re-
sultado de un contexto muy concreto en el que los avan-
ces digitales y las dinámicas económicas han primado 
determinadas aproximaciones a la gestión organizativa” 
(22). 
6 La principal conclusión del estudio realizado por Ernst 
& Young, La administración digital en España desde la 
perspectiva del ciudadano y de la empresa, marzo de 
2019, 6, es que en 2019 ninguna administración españo-
la cumplía todos los requerimientos sobre administra-
ción electrónica exigidos en las leyes de procedimiento 
administrativo común y régimen jurídico del sector pú-
blico. Prácticamente en ninguna existía sistema de acre-
ditación de la representación y registro electrónico (ló-
gico, dada la moratoria), pero apenas se había implanta-
do la identidad digital y la firma electrónica (el 23% de 
las Comunidades, el 9,6% de las diputaciones y el 9,5% 
de los ayuntamientos) o el sistema de comunicaciones y 

ausencia de colaboración orgánica o funcional 
en un modelo organizativo tan descentralizado 
como el español ha generado fragmentación, 
multiplicidad de herramientas y 
descoordinación, características 
fundamentales del devenir de la 
administración electrónica, que no es ajena, 
además, a problemas regulatorios importantes. 

La digitalización efectiva tiene todavía un 
largo camino por delante en España7. Y el 
Derecho no ha sido ajeno a ello, como han 
apuntado entre nosotros autores como Valero 
Torrijos o Gamero Casado8, ni podrá serlo en 

 
notificaciones al ciudadano (el 41% de las Comunida-
des, el 23% de las diputaciones y el 19% de los ayunta-
mientos). En cuanto a la sede electrónica los porcentajes 
de implantación rondaban el 50%, al igual que en los 
sistemas de asistencia al ciudadano y empresas y tan só-
lo en la disponibilidad del portal web institucional el 
grado de cumplimiento resultaba elevado. En muchas 
ocasiones, la transformación digital, según se afirma 
también en el estudio citado, 7, “se ha realizado sin nin-
gún tipo de orden, lógica o estrategia clara”, lo que hace 
indispensable “definir un Plan de Transformación Digi-
tal o reforzarlo, con el fin de disponer de una estrategia 
digital que incluya una hoja de ruta en este proceso y un 
dimensionamiento de los recursos que deberán destinar-
se para tal fin”. Lo grave era que, como se precisaba en 
el mismo informe, 8, “a la vista del nuevo plazo (2 de 
octubre de 2020) concedido para el cumplimiento de las 
leyes 39 y 40/2015, y teniendo en cuenta que el plazo 
medio para la adjudicación de un contrato en el Sector 
Público español está en torno a 9 y 12 meses, y que la 
duración mínima de un proyecto de Transformación Di-
gital puede estar aproximadamente entre 1 y 1,5 años, 
cualquier administración con un nivel de madurez bajo 
debería publicar los pliegos de condiciones técnicas y 
particulares en los meses de verano de 2019. Para alcan-
zar este objetivo se deberá haber definido su estrategia 
de transformación digital en el primer cuatrimestre de 
2019”. La moratoria parcial no decayó hasta el 2 de 
abril de 2021. 
7 En este sentido, El Observatorio y Foro sobre Blo-
ckchain de la Unión Europea, en el estudio Blockchain 
for Government and public services, de 7 de diciembre 
de 2018, ha precisado lo siguiente: “FROM DREAMS 
TO REALITY. Thus, we have a picture of some of the 
ways blockchain technology could be used to enhance 
and transform how government services are delivered in 
Europe, increasing efficiencies, reducing costs and im-
proving security along the way. These are all worthy 
goals, of course. They are also, at this point, aspiration-
al. In truth, there is still a long way to go before we will 
be able to implement many of these ideas. There are 
technological hurdles to overcome, from scalability and 
security of blockchains to the usability of the apps built 
on top of them. As we have pointed out elsewhere, there 
are also many legal and regulatory questions still to be 
decided before blockchain-based platforms can be 
adopted on a mass scale. For a technology whose main 
purpose is collaborative data gathering and sharing, is-
sues of data protection are among the most important 
here. Implementing blockchain for government services 
will also likely mean clearing political and bureaucratic 
hurdles”. 
8 E. Gamero Casado, Panorama de la Administración 
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el futuro. Afrontamos un retraso endémico 
que no debiera perpetuarse más. Son muchos 
y diversos, en mi opinión, los factores que han 
hecho que, habitualmente, los avances legales 
no hayan tenido un reflejo rápido, ni 
completo, en los instrumentos y prácticas de 
gestión, pero la resiliencia de la organización, 
la ausencia de implicación global de la misma 
en esta dinámica de cambio, la falta de 
voluntad política sostenida para impulsarlo y 
la falta de leal colaboración entre los 
diferentes niveles de gobierno del Estado 
autonómico9 son algunas de las causas 
fundamentales de la situación. No avanzar en 
administración electrónica no implica sólo no 
innovar, no mejorar, no modernizar; comporta 
directamente fracasar en la función de servicio 
que la sociedad actual exige de la 
administración pública, que se aleja del 
ciudadano y renuncia a los canales de relación 
que ya están plenamente implantados en la 
sociedad. 

2. Tecnologías de registro distribuido en la 
legislación estatal y regional aragonesa 
El rápido desarrollo de las nuevas 

tecnologías sobre redes resulta 
extraordinariamente interesante desde la 
perspectiva de la gestión pública, genera 
relevantes interrogantes jurídicos10 y no está 

 
electrónica en la nueva legislación administrativa bási-
ca, en Revista Española de Derecho Administrativo, n. 
175, 2016, 27. Anteriormente, J. Valero Torrijos, La re-
forma de la Administración electrónica, ¿una oportuni-
dad perdida?, en Revista Española de Derecho Admi-
nistrativo, n. 172, 2015, 13-26, tras analizar las escasas 
novedades introducidas en su día por las leyes de proce-
dimiento administrativo común y régimen jurídico del 
sector público, afirma que la reforma desaprovechó una 
oportunidad única para impulsar de forma decidida la 
innovación en la gestión pública impulsando una serie 
de medidas, que enuncia, y que brillan por su ausencia. 
9 Sobre esta cuestión me remito al primer epígrafe de mi 
trabajo Transformación digital, blockchain e inteligen-
cia artificial en la administración pública, en Revista 
Española de Derecho Administrativo, n. 209, 2020, 
111-138. 
10 Como demuestran dos magníficos monográficos, el 
primero sobre Derecho público, derechos y transparen-
cia ante el uso de algoritmos, inteligencia artificial y 
big data, coordinado por A. Boix Palop y L. Cotino 
Hueso, en Revista General de Derecho Administrativo, 
n. 50, 2019; el segundo dirigido por A. Huergo Lora y 
coordinado por G.M. Díaz González, La regulación de 
los algoritmos, Aranzadi, Pamplona, 2020. De gran in-
terés resulta el trabajo de A. Soriano Arnanz, Decisiones 
automatizadas: problemas y soluciones jurídicas. Más 
allá de la protección de datos, en Revista de Derecho 
Público: Teoría y método, vol. 3, 2021, donde identifica 
los riesgos generados por el uso de algoritmos, la insufi-
ciencia del actual marco regulatorio para reducirlos y 

exenta de riesgos11. El desarrollo del cloud12, 
la actuación automatizada mediante smart 
contracts y algoritmos13, cuya naturaleza 

 
controlarlos y propuestas para mejorarlo. Con una pers-
pectiva más amplia, reflexionando sobre el impacto de 
las tecnologías digitales sobre el Derecho, A. Quintiá 
Pastrana, Reforma del derecho y revolución digital. Las 
garantías sociales en la economía de plataformas, en B. 
Puentes Cociña, A. Nogueira López y A. Quintiá Pas-
trana (coord.), El derecho ante la transformación digi-
tal. Oportunidades, riesgos y garantías, Barcelona, Ate-
lier, 2019, 105-126. 
11 A. Cerrillo i Martínez, Transformación digital y mo-
dernización de las administraciones públicas, en Revis-
ta Democracia y Gobierno Local, n. 50, 2020, 6, apunta 
atinadamente el riesgo de captura de la administración y 
la gestión pública por empresas tecnológicas como con-
secuencia de la falta de recursos económicos, compe-
tenciales o informacionales precisos en las administra-
ciones públicas sujetas al proceso de transformación di-
gital. En sentido similar, vid. A. Soriano Arnanz, Deci-
siones automatizadas, 101-104. 
12 La tecnología cloud está ya siendo utilizada, en sus 
múltiples variantes, por ciudadanos, gobiernos y empre-
sas. Su potencial e impacto económico, no obstante, son 
crecientes. Al respecto, vid. el trabajo de D. Cierco Ji-
ménez de Parga, Cloud computing; retos y oportunida-
des, Fundación Ideas, documento de trabajo 02/2011; el 
documento del Observatorio nacional de las telecomu-
nicaciones y la sociedad de la información, Cloud com-
puting. Retos y oportunidades, mayo de 2012; y el estu-
dio de la Comisión Europea Measuring the economic 
impact of cloud computing in Europe, elaborado por 
Deloitte, 2016. 
13 Materias que precisan, como muchas otras antes deri-
vadas de los avances y cambios naturales en la sociedad, 
de una regulación adecuada, como propone el Observa-
torio y Foro sobre Blockchain de la Unión Europea, Le-
gal and regulatory framework of blockchains and smart 
contracts, 27 de septiembre de 2019, 33, donde, en lo 
esencial, se concluye aconsejando a quienes afrontan la 
regulación e implantación de tecnologías como blo-
ckchain y smart contracts simplicidad, en la definición 
de la tecnología y en el conjunto de la regulación, cohe-
rencia entre las diferentes normas, formación acerca de 
las características generales de la tecnología y que se 
afronten en primer lugar casos de uso simples de alto 
impacto, monitorizando los más complejos. En todo ca-
so, conviene tener presente que el artículo 22 del Re-
glamento (UE) 2016/679, del Parlamento Europeo y del 
Consejo, de 27 de abril de 2016, relativo a la protección 
de las personas físicas en lo que respecta al tratamiento 
de datos personales y a la libre circulación de estos da-
tos y por el que se deroga la Directiva 95/46/CE (Re-
glamento general de protección de datos) establece res-
tricciones a la aplicación de decisiones automatizadas, 
con efectos jurídicos o que afecten al interesado signifi-
cativamente, desde la perspectiva del tratamiento de da-
tos de carácter personal, previendo un derecho de los in-
teresados en tal sentido, bien es cierto que con excep-
ciones, no incondicionadas, entre las que se incluye que 
se base en el consentimiento explícito del interesado, 
sea “necesaria para la celebración o la ejecución de un 
contrato entre el interesado y un responsable del trata-
miento” o esté “autorizada por el Derecho de la Unión o 
de los Estados miembros que se aplique al responsable 
del tratamiento y que establezca asimismo medidas ade-
cuadas para salvaguardar los derechos y libertades y los 
intereses legítimos del interesado”. En este último su-
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jurídica está siendo objeto de debate14, la 
inteligencia artificial, el machine learning, la 
explotación del big data, las redes sociales, la 
combinación de algunas o de todas ellas, u 
otras tecnologías, que están ya siendo 
implantadas y utilizadas de forma 
generalizada en el sector privado15, pueden 
aportar también soluciones en el sector 
público en ámbitos como el impositivo, pagos, 
publicación, servicios públicos y, 
específicamente, sociales y sanitarios, entre 
otros, que han dado lugar ya a algunos casos 
de uso interesantes. Así ocurre, por ejemplo, 
con el que analizaré en el siguiente epígrafe, 
la implantación en Aragón de un sistema de 
licitación electrónica sobre tecnología de 
registro distribuido, utilizando pues 
blockchain para proporcionar seguridad, 
transparencia y trazabilidad a todo el 
procedimiento de licitación. 

La tecnología blockchain está siendo 
utilizada en diversos países con desarrollos 

 
puesto, a diferencia de los dos anteriores, en que tales 
medidas adecuadas deberán incluir como mínimo “el 
derecho a obtener intervención humana por parte del 
responsable, a expresar su punto de vista y a impugnar 
la decisión”, no se concretan cuáles son, remitiéndose al 
responsable del tratamiento su concreción. Sobre esta 
cuestión, A. Palma Ortigosa, Decisiones automatizadas 
en el RGPD. El uso de algoritmos en el contexto de la 
protección de datos, en Revista General de Derecho 
Administrativo, n. 50, 2019. Sobre la problemática jurí-
dica que suscitan los smart contracts, vid. C. Argelich 
Comelles, Smart contracts. Code is law. Soluciones le-
gales para la robotización contractual, en InDret, 2, 
2020. 
14 J. Ponce Solé, Inteligencia artificial, derecho admi-
nistrativo y reserva de humanidad: Algoritmos y proce-
dimiento administrativo debido tecnológico, en Revista 
General de Derecho administrativo, n. 50, 2019, 28, 34 
y 35; A. Boix Palop, Los algoritmos son reglamentos: 
la necesidad de extender las garantías propias de las 
normas reglamentarias a los programas empleados por 
la administración para la adopción de decisiones, en 
Revista de Derecho Público: teoría y método, vol. 1, 
2020, 450-454; y Algorithms as regulations: Consider 
on algorithms, when used by the Public Administration 
for Decision-making, as Legal Norms in order to gua-
rantee the proper adoption of Administrative decisions, 
en European review of Digital Administration & Law, 
2020, vol. 1, Issue 1-2, June-December. 
15 Suscita interés en muchos ámbitos, como el financie-
ro, como demuestra el estudio del Banco Europeo de 
Inversiones, Blockchain, FinTechs and their relevance 
for international financia linstitutions, EIB Working 
Paper 2019/01, enero de 2019, el inmobiliario, el de 
servicios u otros. Pero también está siendo identificada 
como tecnología idónea para sectores como el de la 
economía social, según se afirma en el Dictamen del 
Comité Económico y Social Europeo, La tecnología de 
cadena de bloques y de registros distribuidos: una in-
fraestructura ideal para la economía social, INT/880, 
de 13 de diciembre de 2018. 

interesantes y avanzados16 y es objeto de 
promoción por la Comisión Europea17. 
Blockchain es una tecnología de registro 
distribuido, muy descentralizada en la 
modalidad más abierta, que encadena 
transacciones electrónicas encriptadas que 
quedan registradas en los diferentes nodos de 
la red hasta que, mediante consenso, quedan 
validadas y devienen, desde ese momento, 
inmutables18. El carácter descentralizado de la 
red hace que la tecnología de registro 
distribuido no permisionada sea global y, por 
ello, sus ventajas y riesgos también tienen ese 
mismo carácter. La blockchain privada limita 
el carácter global y, lógicamente, resulta más 
eficiente energéticamente y útil como entorno 
controlado alternativo a entornos no 
distribuidos de base de datos19. 

 
16 Al respecto, vid. D. Allessie, M. Sobolewski y L. 
Vaccari, Blockchain for digital government, European 
Commission - Joint Research Science Observatorio, Se-
villa, 2019; y Foro sobre Blockchain de la Unión Euro-
pea, Blockchain for governments and public services, 7 
de diciembre de 2018, ambos con análisis general del 
potencial de la implantación de esta tecnología en el 
sector público y específico de casos de uso ya implanta-
dos. Específicamente, para analizar el impacto efectivo 
de la implantación, resulta de interés el caso de Estonia, 
que puede conocerse en el Digital Government Fact 
sheet 2019. Estonia, de la Comisión Europea o en la di-
rección https://e-estonia.com. Una visión general de 
numerosos casos de uso en J. C. Melián, Blockchain y 
smart contracts para la transparencia y la confidencia-
lidad de los contratos públicos, en https://mymabog 
ados.com/blockchain-en-la-contratacion# (última con-
sulta a 19 de septiembre de 2021). 
17 Basta con remitir a los trabajos del Observatorio y Fo-
ro Europeo sobre Blockchain de la Unión Europea en 
https://www.eublockchainforum.eu (última consulta a 
19 de septiembre de 2021) y al documento elaborado 
por dicho Observatorio, Blockchain innovation in Euro-
pe, 21 de agosto de 2018, donde plantea como ejes de 
acción para el desarrollo de la tecnología blockchain en 
la Unión clarificar el marco regulatorio, promover la 
formación e investigación, impulsar la adopción de esta 
tecnología en el ámbito público y privado, promover la 
colaboración en el entorno blockchain y continuar ana-
lizando el ecosistema aportando datos sobre su creci-
miento y situación. 
18 Para una aproximación general a la tecnología blo-
ckchain resulta de interés el monográfico Blockchain. 
The future is here, de la MIT Technology Review, vol. 
121, n. 3, 2018. M. Pereiro Cárceles, La utilización del 
blockchain en los procedimientos de concurrencia com-
petitiva, en Revista General de Derecho Administrativo, 
n. 50, 2019, 8-13, concreta las utilidades blockchain en 
la administración pública en su posible uso como siste-
ma de identificación digital, la inmutabilidad de los do-
cumentos registrados, el incremento de eficacia de los 
procedimientos, su transparencia y trazabilidad y la po-
tencial mejora de la intercomunicación entre los órganos 
o entidades que han de intervenir en el procedimiento. 
19 Sobre el carácter alternativo y los criterios de elegibi-
lidad de blockchain pública o privada o bases de datos, 
K. Wüst y A. Gervais, ¿Do you need a blockchain?, en 
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La blockchain aporta seguridad, capacidad 
de proceso y, por ello, rapidez, posibilidad de 
identificación digital, disponibilidad, 
transparencia, menores costes de implantación 
y mantenimiento e inmutabilidad de los 
registros, lo que la convierte en una tecnología 
potencialmente muy útil para dotar de 
transparencia y a la acción de los poderes 
públicos y de lucha contra la corrupción20. 
Pero, al mismo tiempo, existen riesgos que no 
pueden ser obviados, pues nos encontramos 
ante una tecnología madura en lo esencial, 
pero susceptible aún de desarrollo, que se basa 
en la duplicación ineficiente de procesos, no 
optimiza el consumo energético como 
consecuencia de la descentralización, depende 
de la disponibilidad de red, puede prestarse a 
concentración o corrupción en la minería, 
cuando esté presente, y puede suscitar riesgos 
sobre protección de datos de carácter 
personal21. 

La genérica legislación estatal no realizaba 
referencias al uso potencial de tecnologías de 
registro distribuido, como a tantas otras 
tecnologías disruptivas, que deben encajarse 
en la regulación general de la administración 
electrónica22. Así, en lo que respecta a la 

 
http://doyouneedablockchain.com (última consulta a 16 
de septiembre de 2021). 
20 N. Aggarwal y L. Floridi, The opportunities and chal-
lenges of blockchain in the fight against government 
corruption, en el Nineteenth General Activity Report 
(2018) of the Group of States against Corruption 
(GRECO). Anti-corruption trends, challenges and good 
practices in Europe & United States of America, 22 de 
marzo de 2019, 16-18. 
21 Esto último, precisamente por la inmutabilidad y la 
accesibilidad a la información incluida en la cadena de 
bloques, es cuestión que ha de ser específicamente tra-
tada y tenida en cuenta al desarrollar casos de uso. El 
Observatorio y Foro sobre Blockchain de la Unión Eu-
ropea se ha ocupado de la cuestión en el estudio Blo-
ckchain and GDPR, 16 de octubre de 2018, 28-31, don-
de, lejos de una visión catastrofista, concluye que “los 
opuestos se atraen” y formula cuatro principios para 
compatibilizar blockchain y protección de datos. En 
primer lugar, propone analizar la situación y objetivos 
generales, concretando cómo se crea el valor para el 
usuario, cómo se usan los datos y si realmente se necesi-
ta blockchain. En segundo lugar, plantea evitar almace-
nar datos personales en una cadena de bloques, por su 
inmutabilidad, aprovechando al máximo las técnicas de 
ofuscación, cifrado y agregación de datos para anonimi-
zar los datos. En tercer lugar, propone recopilar los da-
tos personales fuera de la cadena de bloques o, si no se 
puede evitar la cadena de bloques, en redes privadas de 
cadenas de bloques privadas, teniendo en cuenta la pre-
sencia en estas de datos personales cuando se conecten 
con cadenas públicas. Y, finalmente, en cuarto lugar, 
sugiere continuar innovando, siendo lo más claro y 
transparente posible con los usuarios. 
22 D. Canals Ametller, El proceso normativo ante el 

identificación digital, el uso de huellas 
electrónicas mediante identidad soberana 
digital sobre blockchain resultaba 
perfectamente admisible tanto para 
identificación como para firma [arts. 9.2.c) y 
10.2.c) de la Ley de Procedimiento 
Administrativo Común y, en el ámbito 
contractual, DA 16ª.1.h) de la Ley de 
Contratos del Sector Público]. Conforme a 
estas normas, la huella electrónica, cuando se 
refiere a la oferta de un licitador en un 
procedimiento de contratación, es “el conjunto 
de datos cuyo proceso de generación garantiza 
que se relacionan de manera inequívoca con el 
contenido de la oferta propiamente dicha, y 
que permiten detectar posibles alteraciones del 
contenido de esta garantizando su integridad”. 

Sin embargo, la aprobación del Real 
Decreto-Ley 14/2019, de 31 de octubre, por el 
que se adoptan medidas urgentes por razones 
de seguridad jurídica en materia de 
administración digital, contratación del sector 
público y telecomunicaciones, ha alterado 
radicalmente la situación, en lo que respecta a 
la admisión de la identidad soberana sobre 
blockchain como forma de identificación y 
firma en la administración pública23. Esta 
norma, criticada con razón, pretende basarse 
en la competencia estatal sobre seguridad 
nacional para condicionar el despliegue de 
nuevas tecnologías y las redes que le sirven de 
soporte, basándose en la existencia de 
amenazas (desinformación, manipulación 
política, espionaje), pero, sobre todo, en “los 
recientes y graves acontecimientos acaecidos 
en parte del territorio español”, refiriéndose a 
lo ocurrido en Cataluña como justificación24. 

 
avance tecnológico y la transformación digital ¿nuevos 
conceptos para nuevas realidades técnicas?, en Revista 
General de Derecho Administrativo, n. 50, 2019, 4, 
afirma con toda razón que “en España la innovación 
tecnológica y la transformación digital apenas han em-
pezado a introducirse en el proceso normativo; apenas 
se encuentran contempladas en la legislación vigente”. 
23 Vid. M.A. Bernal Blay, Medidas digitales urgentes 
por razones de seguridad pública. Breve comentario al 
Real Decreto-Ley 14/2019, de 31 de octubre, en Boletic, 
n. 85, 2019, 35-38; e I. Alamillo Domingo, El RDL 
14/2019: una extraordinariamente urgente e innecesa-
ria reforma del régimen de identificación y firma elec-
trónica en la LPAC, en El Consultor de los Ayuntamien-
tos, n. 12/2019, 112-123. 
24 En realidad, la norma estatal parece más una reacción 
a lo que se dio en llamar “República digital catalana”, 
basada en la promoción del uso de blockchain mediante 
el Acuerdo GOV/65/2018, de 24 de julio, por el que se 
impulsa la implementación de la tecnología blockchain 
en la actividad de las administraciones públicas catala-
nas, desarrollada mediante la Estratègia Blockchain de 
Catalunya, de junio de 2019, elaborada por la Secretaría 
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jurídica está siendo objeto de debate14, la 
inteligencia artificial, el machine learning, la 
explotación del big data, las redes sociales, la 
combinación de algunas o de todas ellas, u 
otras tecnologías, que están ya siendo 
implantadas y utilizadas de forma 
generalizada en el sector privado15, pueden 
aportar también soluciones en el sector 
público en ámbitos como el impositivo, pagos, 
publicación, servicios públicos y, 
específicamente, sociales y sanitarios, entre 
otros, que han dado lugar ya a algunos casos 
de uso interesantes. Así ocurre, por ejemplo, 
con el que analizaré en el siguiente epígrafe, 
la implantación en Aragón de un sistema de 
licitación electrónica sobre tecnología de 
registro distribuido, utilizando pues 
blockchain para proporcionar seguridad, 
transparencia y trazabilidad a todo el 
procedimiento de licitación. 

La tecnología blockchain está siendo 
utilizada en diversos países con desarrollos 

 
puesto, a diferencia de los dos anteriores, en que tales 
medidas adecuadas deberán incluir como mínimo “el 
derecho a obtener intervención humana por parte del 
responsable, a expresar su punto de vista y a impugnar 
la decisión”, no se concretan cuáles son, remitiéndose al 
responsable del tratamiento su concreción. Sobre esta 
cuestión, A. Palma Ortigosa, Decisiones automatizadas 
en el RGPD. El uso de algoritmos en el contexto de la 
protección de datos, en Revista General de Derecho 
Administrativo, n. 50, 2019. Sobre la problemática jurí-
dica que suscitan los smart contracts, vid. C. Argelich 
Comelles, Smart contracts. Code is law. Soluciones le-
gales para la robotización contractual, en InDret, 2, 
2020. 
14 J. Ponce Solé, Inteligencia artificial, derecho admi-
nistrativo y reserva de humanidad: Algoritmos y proce-
dimiento administrativo debido tecnológico, en Revista 
General de Derecho administrativo, n. 50, 2019, 28, 34 
y 35; A. Boix Palop, Los algoritmos son reglamentos: 
la necesidad de extender las garantías propias de las 
normas reglamentarias a los programas empleados por 
la administración para la adopción de decisiones, en 
Revista de Derecho Público: teoría y método, vol. 1, 
2020, 450-454; y Algorithms as regulations: Consider 
on algorithms, when used by the Public Administration 
for Decision-making, as Legal Norms in order to gua-
rantee the proper adoption of Administrative decisions, 
en European review of Digital Administration & Law, 
2020, vol. 1, Issue 1-2, June-December. 
15 Suscita interés en muchos ámbitos, como el financie-
ro, como demuestra el estudio del Banco Europeo de 
Inversiones, Blockchain, FinTechs and their relevance 
for international financia linstitutions, EIB Working 
Paper 2019/01, enero de 2019, el inmobiliario, el de 
servicios u otros. Pero también está siendo identificada 
como tecnología idónea para sectores como el de la 
economía social, según se afirma en el Dictamen del 
Comité Económico y Social Europeo, La tecnología de 
cadena de bloques y de registros distribuidos: una in-
fraestructura ideal para la economía social, INT/880, 
de 13 de diciembre de 2018. 

interesantes y avanzados16 y es objeto de 
promoción por la Comisión Europea17. 
Blockchain es una tecnología de registro 
distribuido, muy descentralizada en la 
modalidad más abierta, que encadena 
transacciones electrónicas encriptadas que 
quedan registradas en los diferentes nodos de 
la red hasta que, mediante consenso, quedan 
validadas y devienen, desde ese momento, 
inmutables18. El carácter descentralizado de la 
red hace que la tecnología de registro 
distribuido no permisionada sea global y, por 
ello, sus ventajas y riesgos también tienen ese 
mismo carácter. La blockchain privada limita 
el carácter global y, lógicamente, resulta más 
eficiente energéticamente y útil como entorno 
controlado alternativo a entornos no 
distribuidos de base de datos19. 

 
16 Al respecto, vid. D. Allessie, M. Sobolewski y L. 
Vaccari, Blockchain for digital government, European 
Commission - Joint Research Science Observatorio, Se-
villa, 2019; y Foro sobre Blockchain de la Unión Euro-
pea, Blockchain for governments and public services, 7 
de diciembre de 2018, ambos con análisis general del 
potencial de la implantación de esta tecnología en el 
sector público y específico de casos de uso ya implanta-
dos. Específicamente, para analizar el impacto efectivo 
de la implantación, resulta de interés el caso de Estonia, 
que puede conocerse en el Digital Government Fact 
sheet 2019. Estonia, de la Comisión Europea o en la di-
rección https://e-estonia.com. Una visión general de 
numerosos casos de uso en J. C. Melián, Blockchain y 
smart contracts para la transparencia y la confidencia-
lidad de los contratos públicos, en https://mymabog 
ados.com/blockchain-en-la-contratacion# (última con-
sulta a 19 de septiembre de 2021). 
17 Basta con remitir a los trabajos del Observatorio y Fo-
ro Europeo sobre Blockchain de la Unión Europea en 
https://www.eublockchainforum.eu (última consulta a 
19 de septiembre de 2021) y al documento elaborado 
por dicho Observatorio, Blockchain innovation in Euro-
pe, 21 de agosto de 2018, donde plantea como ejes de 
acción para el desarrollo de la tecnología blockchain en 
la Unión clarificar el marco regulatorio, promover la 
formación e investigación, impulsar la adopción de esta 
tecnología en el ámbito público y privado, promover la 
colaboración en el entorno blockchain y continuar ana-
lizando el ecosistema aportando datos sobre su creci-
miento y situación. 
18 Para una aproximación general a la tecnología blo-
ckchain resulta de interés el monográfico Blockchain. 
The future is here, de la MIT Technology Review, vol. 
121, n. 3, 2018. M. Pereiro Cárceles, La utilización del 
blockchain en los procedimientos de concurrencia com-
petitiva, en Revista General de Derecho Administrativo, 
n. 50, 2019, 8-13, concreta las utilidades blockchain en 
la administración pública en su posible uso como siste-
ma de identificación digital, la inmutabilidad de los do-
cumentos registrados, el incremento de eficacia de los 
procedimientos, su transparencia y trazabilidad y la po-
tencial mejora de la intercomunicación entre los órganos 
o entidades que han de intervenir en el procedimiento. 
19 Sobre el carácter alternativo y los criterios de elegibi-
lidad de blockchain pública o privada o bases de datos, 
K. Wüst y A. Gervais, ¿Do you need a blockchain?, en 
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La blockchain aporta seguridad, capacidad 
de proceso y, por ello, rapidez, posibilidad de 
identificación digital, disponibilidad, 
transparencia, menores costes de implantación 
y mantenimiento e inmutabilidad de los 
registros, lo que la convierte en una tecnología 
potencialmente muy útil para dotar de 
transparencia y a la acción de los poderes 
públicos y de lucha contra la corrupción20. 
Pero, al mismo tiempo, existen riesgos que no 
pueden ser obviados, pues nos encontramos 
ante una tecnología madura en lo esencial, 
pero susceptible aún de desarrollo, que se basa 
en la duplicación ineficiente de procesos, no 
optimiza el consumo energético como 
consecuencia de la descentralización, depende 
de la disponibilidad de red, puede prestarse a 
concentración o corrupción en la minería, 
cuando esté presente, y puede suscitar riesgos 
sobre protección de datos de carácter 
personal21. 

La genérica legislación estatal no realizaba 
referencias al uso potencial de tecnologías de 
registro distribuido, como a tantas otras 
tecnologías disruptivas, que deben encajarse 
en la regulación general de la administración 
electrónica22. Así, en lo que respecta a la 

 
http://doyouneedablockchain.com (última consulta a 16 
de septiembre de 2021). 
20 N. Aggarwal y L. Floridi, The opportunities and chal-
lenges of blockchain in the fight against government 
corruption, en el Nineteenth General Activity Report 
(2018) of the Group of States against Corruption 
(GRECO). Anti-corruption trends, challenges and good 
practices in Europe & United States of America, 22 de 
marzo de 2019, 16-18. 
21 Esto último, precisamente por la inmutabilidad y la 
accesibilidad a la información incluida en la cadena de 
bloques, es cuestión que ha de ser específicamente tra-
tada y tenida en cuenta al desarrollar casos de uso. El 
Observatorio y Foro sobre Blockchain de la Unión Eu-
ropea se ha ocupado de la cuestión en el estudio Blo-
ckchain and GDPR, 16 de octubre de 2018, 28-31, don-
de, lejos de una visión catastrofista, concluye que “los 
opuestos se atraen” y formula cuatro principios para 
compatibilizar blockchain y protección de datos. En 
primer lugar, propone analizar la situación y objetivos 
generales, concretando cómo se crea el valor para el 
usuario, cómo se usan los datos y si realmente se necesi-
ta blockchain. En segundo lugar, plantea evitar almace-
nar datos personales en una cadena de bloques, por su 
inmutabilidad, aprovechando al máximo las técnicas de 
ofuscación, cifrado y agregación de datos para anonimi-
zar los datos. En tercer lugar, propone recopilar los da-
tos personales fuera de la cadena de bloques o, si no se 
puede evitar la cadena de bloques, en redes privadas de 
cadenas de bloques privadas, teniendo en cuenta la pre-
sencia en estas de datos personales cuando se conecten 
con cadenas públicas. Y, finalmente, en cuarto lugar, 
sugiere continuar innovando, siendo lo más claro y 
transparente posible con los usuarios. 
22 D. Canals Ametller, El proceso normativo ante el 

identificación digital, el uso de huellas 
electrónicas mediante identidad soberana 
digital sobre blockchain resultaba 
perfectamente admisible tanto para 
identificación como para firma [arts. 9.2.c) y 
10.2.c) de la Ley de Procedimiento 
Administrativo Común y, en el ámbito 
contractual, DA 16ª.1.h) de la Ley de 
Contratos del Sector Público]. Conforme a 
estas normas, la huella electrónica, cuando se 
refiere a la oferta de un licitador en un 
procedimiento de contratación, es “el conjunto 
de datos cuyo proceso de generación garantiza 
que se relacionan de manera inequívoca con el 
contenido de la oferta propiamente dicha, y 
que permiten detectar posibles alteraciones del 
contenido de esta garantizando su integridad”. 

Sin embargo, la aprobación del Real 
Decreto-Ley 14/2019, de 31 de octubre, por el 
que se adoptan medidas urgentes por razones 
de seguridad jurídica en materia de 
administración digital, contratación del sector 
público y telecomunicaciones, ha alterado 
radicalmente la situación, en lo que respecta a 
la admisión de la identidad soberana sobre 
blockchain como forma de identificación y 
firma en la administración pública23. Esta 
norma, criticada con razón, pretende basarse 
en la competencia estatal sobre seguridad 
nacional para condicionar el despliegue de 
nuevas tecnologías y las redes que le sirven de 
soporte, basándose en la existencia de 
amenazas (desinformación, manipulación 
política, espionaje), pero, sobre todo, en “los 
recientes y graves acontecimientos acaecidos 
en parte del territorio español”, refiriéndose a 
lo ocurrido en Cataluña como justificación24. 

 
avance tecnológico y la transformación digital ¿nuevos 
conceptos para nuevas realidades técnicas?, en Revista 
General de Derecho Administrativo, n. 50, 2019, 4, 
afirma con toda razón que “en España la innovación 
tecnológica y la transformación digital apenas han em-
pezado a introducirse en el proceso normativo; apenas 
se encuentran contempladas en la legislación vigente”. 
23 Vid. M.A. Bernal Blay, Medidas digitales urgentes 
por razones de seguridad pública. Breve comentario al 
Real Decreto-Ley 14/2019, de 31 de octubre, en Boletic, 
n. 85, 2019, 35-38; e I. Alamillo Domingo, El RDL 
14/2019: una extraordinariamente urgente e innecesa-
ria reforma del régimen de identificación y firma elec-
trónica en la LPAC, en El Consultor de los Ayuntamien-
tos, n. 12/2019, 112-123. 
24 En realidad, la norma estatal parece más una reacción 
a lo que se dio en llamar “República digital catalana”, 
basada en la promoción del uso de blockchain mediante 
el Acuerdo GOV/65/2018, de 24 de julio, por el que se 
impulsa la implementación de la tecnología blockchain 
en la actividad de las administraciones públicas catala-
nas, desarrollada mediante la Estratègia Blockchain de 
Catalunya, de junio de 2019, elaborada por la Secretaría 
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jurídica está siendo objeto de debate14, la 
inteligencia artificial, el machine learning, la 
explotación del big data, las redes sociales, la 
combinación de algunas o de todas ellas, u 
otras tecnologías, que están ya siendo 
implantadas y utilizadas de forma 
generalizada en el sector privado15, pueden 
aportar también soluciones en el sector 
público en ámbitos como el impositivo, pagos, 
publicación, servicios públicos y, 
específicamente, sociales y sanitarios, entre 
otros, que han dado lugar ya a algunos casos 
de uso interesantes. Así ocurre, por ejemplo, 
con el que analizaré en el siguiente epígrafe, 
la implantación en Aragón de un sistema de 
licitación electrónica sobre tecnología de 
registro distribuido, utilizando pues 
blockchain para proporcionar seguridad, 
transparencia y trazabilidad a todo el 
procedimiento de licitación. 

La tecnología blockchain está siendo 
utilizada en diversos países con desarrollos 

 
puesto, a diferencia de los dos anteriores, en que tales 
medidas adecuadas deberán incluir como mínimo “el 
derecho a obtener intervención humana por parte del 
responsable, a expresar su punto de vista y a impugnar 
la decisión”, no se concretan cuáles son, remitiéndose al 
responsable del tratamiento su concreción. Sobre esta 
cuestión, A. Palma Ortigosa, Decisiones automatizadas 
en el RGPD. El uso de algoritmos en el contexto de la 
protección de datos, en Revista General de Derecho 
Administrativo, n. 50, 2019. Sobre la problemática jurí-
dica que suscitan los smart contracts, vid. C. Argelich 
Comelles, Smart contracts. Code is law. Soluciones le-
gales para la robotización contractual, en InDret, 2, 
2020. 
14 J. Ponce Solé, Inteligencia artificial, derecho admi-
nistrativo y reserva de humanidad: Algoritmos y proce-
dimiento administrativo debido tecnológico, en Revista 
General de Derecho administrativo, n. 50, 2019, 28, 34 
y 35; A. Boix Palop, Los algoritmos son reglamentos: 
la necesidad de extender las garantías propias de las 
normas reglamentarias a los programas empleados por 
la administración para la adopción de decisiones, en 
Revista de Derecho Público: teoría y método, vol. 1, 
2020, 450-454; y Algorithms as regulations: Consider 
on algorithms, when used by the Public Administration 
for Decision-making, as Legal Norms in order to gua-
rantee the proper adoption of Administrative decisions, 
en European review of Digital Administration & Law, 
2020, vol. 1, Issue 1-2, June-December. 
15 Suscita interés en muchos ámbitos, como el financie-
ro, como demuestra el estudio del Banco Europeo de 
Inversiones, Blockchain, FinTechs and their relevance 
for international financia linstitutions, EIB Working 
Paper 2019/01, enero de 2019, el inmobiliario, el de 
servicios u otros. Pero también está siendo identificada 
como tecnología idónea para sectores como el de la 
economía social, según se afirma en el Dictamen del 
Comité Económico y Social Europeo, La tecnología de 
cadena de bloques y de registros distribuidos: una in-
fraestructura ideal para la economía social, INT/880, 
de 13 de diciembre de 2018. 

interesantes y avanzados16 y es objeto de 
promoción por la Comisión Europea17. 
Blockchain es una tecnología de registro 
distribuido, muy descentralizada en la 
modalidad más abierta, que encadena 
transacciones electrónicas encriptadas que 
quedan registradas en los diferentes nodos de 
la red hasta que, mediante consenso, quedan 
validadas y devienen, desde ese momento, 
inmutables18. El carácter descentralizado de la 
red hace que la tecnología de registro 
distribuido no permisionada sea global y, por 
ello, sus ventajas y riesgos también tienen ese 
mismo carácter. La blockchain privada limita 
el carácter global y, lógicamente, resulta más 
eficiente energéticamente y útil como entorno 
controlado alternativo a entornos no 
distribuidos de base de datos19. 

 
16 Al respecto, vid. D. Allessie, M. Sobolewski y L. 
Vaccari, Blockchain for digital government, European 
Commission - Joint Research Science Observatorio, Se-
villa, 2019; y Foro sobre Blockchain de la Unión Euro-
pea, Blockchain for governments and public services, 7 
de diciembre de 2018, ambos con análisis general del 
potencial de la implantación de esta tecnología en el 
sector público y específico de casos de uso ya implanta-
dos. Específicamente, para analizar el impacto efectivo 
de la implantación, resulta de interés el caso de Estonia, 
que puede conocerse en el Digital Government Fact 
sheet 2019. Estonia, de la Comisión Europea o en la di-
rección https://e-estonia.com. Una visión general de 
numerosos casos de uso en J. C. Melián, Blockchain y 
smart contracts para la transparencia y la confidencia-
lidad de los contratos públicos, en https://mymabog 
ados.com/blockchain-en-la-contratacion# (última con-
sulta a 19 de septiembre de 2021). 
17 Basta con remitir a los trabajos del Observatorio y Fo-
ro Europeo sobre Blockchain de la Unión Europea en 
https://www.eublockchainforum.eu (última consulta a 
19 de septiembre de 2021) y al documento elaborado 
por dicho Observatorio, Blockchain innovation in Euro-
pe, 21 de agosto de 2018, donde plantea como ejes de 
acción para el desarrollo de la tecnología blockchain en 
la Unión clarificar el marco regulatorio, promover la 
formación e investigación, impulsar la adopción de esta 
tecnología en el ámbito público y privado, promover la 
colaboración en el entorno blockchain y continuar ana-
lizando el ecosistema aportando datos sobre su creci-
miento y situación. 
18 Para una aproximación general a la tecnología blo-
ckchain resulta de interés el monográfico Blockchain. 
The future is here, de la MIT Technology Review, vol. 
121, n. 3, 2018. M. Pereiro Cárceles, La utilización del 
blockchain en los procedimientos de concurrencia com-
petitiva, en Revista General de Derecho Administrativo, 
n. 50, 2019, 8-13, concreta las utilidades blockchain en 
la administración pública en su posible uso como siste-
ma de identificación digital, la inmutabilidad de los do-
cumentos registrados, el incremento de eficacia de los 
procedimientos, su transparencia y trazabilidad y la po-
tencial mejora de la intercomunicación entre los órganos 
o entidades que han de intervenir en el procedimiento. 
19 Sobre el carácter alternativo y los criterios de elegibi-
lidad de blockchain pública o privada o bases de datos, 
K. Wüst y A. Gervais, ¿Do you need a blockchain?, en 
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La blockchain aporta seguridad, capacidad 
de proceso y, por ello, rapidez, posibilidad de 
identificación digital, disponibilidad, 
transparencia, menores costes de implantación 
y mantenimiento e inmutabilidad de los 
registros, lo que la convierte en una tecnología 
potencialmente muy útil para dotar de 
transparencia y a la acción de los poderes 
públicos y de lucha contra la corrupción20. 
Pero, al mismo tiempo, existen riesgos que no 
pueden ser obviados, pues nos encontramos 
ante una tecnología madura en lo esencial, 
pero susceptible aún de desarrollo, que se basa 
en la duplicación ineficiente de procesos, no 
optimiza el consumo energético como 
consecuencia de la descentralización, depende 
de la disponibilidad de red, puede prestarse a 
concentración o corrupción en la minería, 
cuando esté presente, y puede suscitar riesgos 
sobre protección de datos de carácter 
personal21. 

La genérica legislación estatal no realizaba 
referencias al uso potencial de tecnologías de 
registro distribuido, como a tantas otras 
tecnologías disruptivas, que deben encajarse 
en la regulación general de la administración 
electrónica22. Así, en lo que respecta a la 

 
http://doyouneedablockchain.com (última consulta a 16 
de septiembre de 2021). 
20 N. Aggarwal y L. Floridi, The opportunities and chal-
lenges of blockchain in the fight against government 
corruption, en el Nineteenth General Activity Report 
(2018) of the Group of States against Corruption 
(GRECO). Anti-corruption trends, challenges and good 
practices in Europe & United States of America, 22 de 
marzo de 2019, 16-18. 
21 Esto último, precisamente por la inmutabilidad y la 
accesibilidad a la información incluida en la cadena de 
bloques, es cuestión que ha de ser específicamente tra-
tada y tenida en cuenta al desarrollar casos de uso. El 
Observatorio y Foro sobre Blockchain de la Unión Eu-
ropea se ha ocupado de la cuestión en el estudio Blo-
ckchain and GDPR, 16 de octubre de 2018, 28-31, don-
de, lejos de una visión catastrofista, concluye que “los 
opuestos se atraen” y formula cuatro principios para 
compatibilizar blockchain y protección de datos. En 
primer lugar, propone analizar la situación y objetivos 
generales, concretando cómo se crea el valor para el 
usuario, cómo se usan los datos y si realmente se necesi-
ta blockchain. En segundo lugar, plantea evitar almace-
nar datos personales en una cadena de bloques, por su 
inmutabilidad, aprovechando al máximo las técnicas de 
ofuscación, cifrado y agregación de datos para anonimi-
zar los datos. En tercer lugar, propone recopilar los da-
tos personales fuera de la cadena de bloques o, si no se 
puede evitar la cadena de bloques, en redes privadas de 
cadenas de bloques privadas, teniendo en cuenta la pre-
sencia en estas de datos personales cuando se conecten 
con cadenas públicas. Y, finalmente, en cuarto lugar, 
sugiere continuar innovando, siendo lo más claro y 
transparente posible con los usuarios. 
22 D. Canals Ametller, El proceso normativo ante el 

identificación digital, el uso de huellas 
electrónicas mediante identidad soberana 
digital sobre blockchain resultaba 
perfectamente admisible tanto para 
identificación como para firma [arts. 9.2.c) y 
10.2.c) de la Ley de Procedimiento 
Administrativo Común y, en el ámbito 
contractual, DA 16ª.1.h) de la Ley de 
Contratos del Sector Público]. Conforme a 
estas normas, la huella electrónica, cuando se 
refiere a la oferta de un licitador en un 
procedimiento de contratación, es “el conjunto 
de datos cuyo proceso de generación garantiza 
que se relacionan de manera inequívoca con el 
contenido de la oferta propiamente dicha, y 
que permiten detectar posibles alteraciones del 
contenido de esta garantizando su integridad”. 

Sin embargo, la aprobación del Real 
Decreto-Ley 14/2019, de 31 de octubre, por el 
que se adoptan medidas urgentes por razones 
de seguridad jurídica en materia de 
administración digital, contratación del sector 
público y telecomunicaciones, ha alterado 
radicalmente la situación, en lo que respecta a 
la admisión de la identidad soberana sobre 
blockchain como forma de identificación y 
firma en la administración pública23. Esta 
norma, criticada con razón, pretende basarse 
en la competencia estatal sobre seguridad 
nacional para condicionar el despliegue de 
nuevas tecnologías y las redes que le sirven de 
soporte, basándose en la existencia de 
amenazas (desinformación, manipulación 
política, espionaje), pero, sobre todo, en “los 
recientes y graves acontecimientos acaecidos 
en parte del territorio español”, refiriéndose a 
lo ocurrido en Cataluña como justificación24. 

 
avance tecnológico y la transformación digital ¿nuevos 
conceptos para nuevas realidades técnicas?, en Revista 
General de Derecho Administrativo, n. 50, 2019, 4, 
afirma con toda razón que “en España la innovación 
tecnológica y la transformación digital apenas han em-
pezado a introducirse en el proceso normativo; apenas 
se encuentran contempladas en la legislación vigente”. 
23 Vid. M.A. Bernal Blay, Medidas digitales urgentes 
por razones de seguridad pública. Breve comentario al 
Real Decreto-Ley 14/2019, de 31 de octubre, en Boletic, 
n. 85, 2019, 35-38; e I. Alamillo Domingo, El RDL 
14/2019: una extraordinariamente urgente e innecesa-
ria reforma del régimen de identificación y firma elec-
trónica en la LPAC, en El Consultor de los Ayuntamien-
tos, n. 12/2019, 112-123. 
24 En realidad, la norma estatal parece más una reacción 
a lo que se dio en llamar “República digital catalana”, 
basada en la promoción del uso de blockchain mediante 
el Acuerdo GOV/65/2018, de 24 de julio, por el que se 
impulsa la implementación de la tecnología blockchain 
en la actividad de las administraciones públicas catala-
nas, desarrollada mediante la Estratègia Blockchain de 
Catalunya, de junio de 2019, elaborada por la Secretaría 
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Regula el documento nacional de identidad 
como único documento con suficiente valor 
por sí solo para la acreditación, a todos los 
efectos, de la identidad y los datos personales 
de su titular25, modifica las leyes de 
procedimiento administrativo común y 
régimen jurídico del sector público 
sometiendo a autorización previa el uso de 
sistemas de identificación o firma alternativos, 
condiciona la ubicación de servidores y datos 
en función del tipo de estos, establece el 
régimen de intervención de redes y servicios 
de comunicaciones en supuestos 
excepcionales que puedan afectar al orden 
público, la seguridad pública y la seguridad 
nacional, modifica la normativa de 
contratación pública en relación con la 
protección de datos de carácter personal y, 
especialmente, establece una moratoria 
expresa respecto de sistemas de identificación 
basados en tecnologías de registro de 
distribuido y los sistemas de firma basados en 
los anteriores, en tanto sean objeto de 
regulación específica por el Estado en el 
marco del Derecho de la Unión Europea, 
imponiendo, además, a la Administración 
general del Estado como autoridad intermedia. 
De este modo, en la práctica, el citado Real 
Decreto-ley 14/2019 bloquea la tecnología 
blockchain para identificación digital ante las 
administraciones públicas españolas e impide 
desarrollar casos de uso basados o conectados 
con la misma, por un lado, y condiciona el 
negocio cloud al vincular ubicación de 
servidores y datos, por otro. 

Paradójicamente, desde el Observatorio y 
Foro sobre Blockchain de la Unión Europea 
no sólo no se desautoriza el uso de la 
identidad soberana, o identidad digital 
descentralizada, sino que se promueve 
manifestando explícitamente “as we have 
seen, digital identity is a key pre-requisite for 
the digital single market and hence should be 
a priority of policy makers. We have 
advocated for a decentralised identity 
framework in Europe. In our opinion, a 
decentralised identity framework in Europe 
could be supported in the following ways”. En 
ese marco, el Observatorio propone potenciar 

 
de Políticas Digitales del Departamento de Políticas Di-
gitales y Administración Pública dela Generalitat. 
25 Y se potencia, dentro del Plan Nacional de Recupera-
ción, Transformación y Resiliencia, mediante la inver-
sión 2 del componente 11, al incluir la evolución del 
DNI digital para poder utilizarlo desde teléfonos móvi-
les. 

el papel de los Gobiernos como emisores de 
credenciales, clarificar la relación entre 
blockchain y las regulaciones de servicios de 
confianza, autenticación e identificación, 
protección de datos u otras, continuar 
trabajando para construir un marco europeo de 
identidad auto-soberana sobre la base del 
EBSI (European Blockchain Services 
Infraestructure) y apoyar el uso de la identidad 
digital en las ciudades26. No resulta coherente, 
habida cuenta del impulso que la Unión 
parece pretender dar a la identidad soberana, 
la congelación a la que el Gobierno de España 
la ha sometido en el sector público, 
paralizando el desarrollo de casos de uso ya en 
marcha. 

En esta misma línea, resulta igualmente 
sorprendente, en un Estado que ha legislado 
del modo expuesto sobre identidad basada en 
tecnología de registro distribuido, que su 
Observatorio Nacional de las 
Telecomunicaciones y Sociedad de la 
Información identifique como una de las 
tendencias relevantes la transparencia y 
trazabilidad que aporta la tecnología 
blockchain27. El Observatorio identifica 
blockchain como tendencia para unificar, 
reducir y simplificar transacciones 
empresariales, ponderando la seguridad que a 
las mismas proporciona la identidad digital 
que, desde la perspectiva de los ciudadanos, 
les “permitirá disponer y controlar en todo 
momento de su identidad digital, 
permitiéndoles realizar todas las transacciones 

 
26 Observatorio y Foro sobre blockchain de la Unión Eu-
ropea, Blockchain and digital identity, 2 de mayo de 
2019, 22. 
27 Observatorio Nacional de las Telecomunicaciones y 
de la Sociedad de la Información, La sociedad en red: 
Transformación digital en España: Informe anual 2019, 
Madrid, 2020, 65-67. Es más, aun cuando no se refiera 
específicamente a la cuestión de la identidad, el Plan de 
digitalización de las administraciones públicas 2021-
2025, 18, sí incorpora la tecnología blockchain dentro 
de la medida 4, sobre puesta en marcha de un servicio 
de innovación tecnológica, concebido como espacio 
participativo y de colaboración cuyos ámbitos principa-
les de acción “serán las tecnologías emergentes como 
IA, analítica del dato y blockchain”. Es más, esta inicia-
tiva escala a nivel europeo al proponer que “se persegui-
rá, además, la creación de servicios públicos personali-
zados e innovadores que se puedan enmarcar en actua-
ciones europeas, participando con los Estados miembros 
de la Unión Europea en proyectos como el European 
Blockchain Services Infrastructure (EBSI, una red blo-
ckchain que permitirá prestar servicios públicos a lo lar-
go de toda la Unión Europea de forma segura), o pro-
puestas relacionadas con los datos y con la Inteligencia 
Artificial”. 
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de forma segura”28. Es más, se considera que 
“la verificación de la identidad es una de las 
piedras angulares de la tecnología 
blockchain”, “un sistema para validar 
identidades de forma irrefutable, segura e 
inmutable, lo que permitirá a los ciudadanos el 
control del uso de sus datos por terceros”29. 

La implementación de un sistema de 
licitación sobre blockchain requiere, como 
cualquier otra tecnología dirigida a este fin, 
que se cumplan los requisitos de presentación 
de documentos y, en particular, de ofertas, 
utilizándose medios electrónicos [disposición 
adicional 15ª.3 de la Ley de Contratos del 
Sector Público], los requisitos técnicos 
(disposición adicional 17ª de la Ley de 
Contratos del Sector Público) y de seguridad 
[disposición adicional 16ª.1.f) de la Ley de 
Contratos del Sector Público] de las 
aplicaciones y el carácter abierto, libre y 
reutilizable de los formatos de los archivos 
generados [disposición adicional 16ª.j) de la 
Ley de Contratos del Sector Público]. La 
gestión automatizada, en su caso, mediante 
smart contracts sobre blockchain está 
amparada por la normativa de régimen 
jurídico (art. 41 de la Ley de Régimen 
Jurídico del Sector Público) y, al menos en 
algunos procedimientos, también de forma 
expresa en el ámbito de la contratación del 
sector público [art. 159.6.d) de la Ley de 
Contratos del Sector Público]. Habría que 
explorar su utilización, al amparo de la 
habilitación general, para la gestión de la 
ejecución del contrato. En todo caso, ha de 
acreditarse fecha y hora de envío o puesta a 
disposición y de recepción o acceso por el 
interesado de las comunicaciones, integridad 
de su contenido e identidad del remitente de 
esta [disposición adicional 16.1.e) de la Ley 
de Contratos del Sector Público]30. 

Pero la regulación es escasa, y genera 
inseguridad. En este sentido, el Observatorio 
de la Unión Europea ha puesto de manifiesto, 
tras enunciar las ventajas de blockchain y 
junto a los retos que comportan la garantía de 
seguridad, interoperabilidad y escalabilidad 
requerida por su expansión, que una de las 
fundamentales barreras es la regulación o, en 

 
28 Idem, 65. 
29 Ibidem, 66. 
30 Sobre estas cuestiones M.A. Bernal Blay, Licitación 
electrónica y tecnología de registro distribuido, en el 
volumen dirigido por J. M. Gimeno Feliu (coord.), Ob-
servatorio de Contratación Pública 2018, Cizur Menor, 
Aranzadi, 2019, 229-252. 

términos más precisos, su ausencia, dado que 
“no existe una regulación específica al 
respecto, lo que genera desconfianza en su 
aplicabilidad y usabilidad por parte de 
usuarios y empresas31. Y la poca regulación 
estatal que existe, como ya ha quedado 
señalado, no parece invitar al optimismo. 

Con el ánimo de corregir esta situación en 
el ámbito de sus competencias, 
proporcionando una indispensable seguridad 
jurídica al uso de estas tecnologías en sede 
administrativa, la más reciente legislación 
aragonesa de simplificación y régimen 
jurídico del sector público ha introducido 
diversas referencias que le proporcionan 
cobertura en la administración pública 
autonómica aragonesa32. El artículo 52.3 de la 
Ley 1/2021, de 11 de febrero, de 
simplificación administrativa, define, a los 
efectos establecidos de dicha ley, los sistemas 
electrónicos de registro distribuido como 
aquellos que permitan “el almacenamiento de 
la información, o su representación digital 
mediante huella electrónica, de manera 
permanente, simultánea y sucesiva en una 
base de datos distribuida, de manera que 
quede garantizada la inmutabilidad de dicha 
información y se permita la auditoria de su 
integridad”. 

En lo que respecta al régimen al que se 
somete la utilización de estas tecnologías, en 
primer lugar, el artículo 52 de la Ley 1/2021, 
de 11 de febrero, de simplificación 
administrativa, dedicado específicamente a 
esta cuestión, establece que “podrán utilizarse 

 
31 Observatorio y Foro sobre blockchain de la Unión Eu-
ropea, Blockchain and digital identity, 67. 
32 En el Proyecto de Ley de organización y uso estraté-
gico de la contratación pública, publicado en el Boletín 
Oficial de las Cortes de Aragón nº. 266, de 3 de agosto 
de 2018, se incluyó una disposición adicional cuarta, 
sobre utilización de registros distribuidos, con la si-
guiente redacción: “1. Para asegurar la integridad de los 
datos y documentos que consten en cualquier expedien-
te, procedimiento o registro de contratación pública de 
cualquier clase, podrán implementarse sistemas electró-
nicos de registro distribuido. 2. También podrán utili-
zarse, con plena validez legal, sistemas electrónicos de 
registro distribuido para la automatización de trámites o 
procesos que se realicen en el seno de procedimientos 
de contratación pública de cualquier clase. 3. A los efec-
tos de lo dispuesto en esta disposición, tendrá la consi-
deración de sistema electrónico de registro distribuido el 
que permita el almacenamiento de la información, o su 
representación digital mediante huella electrónica, de 
manera permanente, simultánea y sucesiva en una base 
de datos distribuida, de manera que quede garantizada la 
inmutabilidad de dicha información y se permita la au-
ditoría de su integridad”. Dicho proyecto de Ley, no 
obstante, decayó. 
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Regula el documento nacional de identidad 
como único documento con suficiente valor 
por sí solo para la acreditación, a todos los 
efectos, de la identidad y los datos personales 
de su titular25, modifica las leyes de 
procedimiento administrativo común y 
régimen jurídico del sector público 
sometiendo a autorización previa el uso de 
sistemas de identificación o firma alternativos, 
condiciona la ubicación de servidores y datos 
en función del tipo de estos, establece el 
régimen de intervención de redes y servicios 
de comunicaciones en supuestos 
excepcionales que puedan afectar al orden 
público, la seguridad pública y la seguridad 
nacional, modifica la normativa de 
contratación pública en relación con la 
protección de datos de carácter personal y, 
especialmente, establece una moratoria 
expresa respecto de sistemas de identificación 
basados en tecnologías de registro de 
distribuido y los sistemas de firma basados en 
los anteriores, en tanto sean objeto de 
regulación específica por el Estado en el 
marco del Derecho de la Unión Europea, 
imponiendo, además, a la Administración 
general del Estado como autoridad intermedia. 
De este modo, en la práctica, el citado Real 
Decreto-ley 14/2019 bloquea la tecnología 
blockchain para identificación digital ante las 
administraciones públicas españolas e impide 
desarrollar casos de uso basados o conectados 
con la misma, por un lado, y condiciona el 
negocio cloud al vincular ubicación de 
servidores y datos, por otro. 

Paradójicamente, desde el Observatorio y 
Foro sobre Blockchain de la Unión Europea 
no sólo no se desautoriza el uso de la 
identidad soberana, o identidad digital 
descentralizada, sino que se promueve 
manifestando explícitamente “as we have 
seen, digital identity is a key pre-requisite for 
the digital single market and hence should be 
a priority of policy makers. We have 
advocated for a decentralised identity 
framework in Europe. In our opinion, a 
decentralised identity framework in Europe 
could be supported in the following ways”. En 
ese marco, el Observatorio propone potenciar 

 
de Políticas Digitales del Departamento de Políticas Di-
gitales y Administración Pública dela Generalitat. 
25 Y se potencia, dentro del Plan Nacional de Recupera-
ción, Transformación y Resiliencia, mediante la inver-
sión 2 del componente 11, al incluir la evolución del 
DNI digital para poder utilizarlo desde teléfonos móvi-
les. 

el papel de los Gobiernos como emisores de 
credenciales, clarificar la relación entre 
blockchain y las regulaciones de servicios de 
confianza, autenticación e identificación, 
protección de datos u otras, continuar 
trabajando para construir un marco europeo de 
identidad auto-soberana sobre la base del 
EBSI (European Blockchain Services 
Infraestructure) y apoyar el uso de la identidad 
digital en las ciudades26. No resulta coherente, 
habida cuenta del impulso que la Unión 
parece pretender dar a la identidad soberana, 
la congelación a la que el Gobierno de España 
la ha sometido en el sector público, 
paralizando el desarrollo de casos de uso ya en 
marcha. 

En esta misma línea, resulta igualmente 
sorprendente, en un Estado que ha legislado 
del modo expuesto sobre identidad basada en 
tecnología de registro distribuido, que su 
Observatorio Nacional de las 
Telecomunicaciones y Sociedad de la 
Información identifique como una de las 
tendencias relevantes la transparencia y 
trazabilidad que aporta la tecnología 
blockchain27. El Observatorio identifica 
blockchain como tendencia para unificar, 
reducir y simplificar transacciones 
empresariales, ponderando la seguridad que a 
las mismas proporciona la identidad digital 
que, desde la perspectiva de los ciudadanos, 
les “permitirá disponer y controlar en todo 
momento de su identidad digital, 
permitiéndoles realizar todas las transacciones 

 
26 Observatorio y Foro sobre blockchain de la Unión Eu-
ropea, Blockchain and digital identity, 2 de mayo de 
2019, 22. 
27 Observatorio Nacional de las Telecomunicaciones y 
de la Sociedad de la Información, La sociedad en red: 
Transformación digital en España: Informe anual 2019, 
Madrid, 2020, 65-67. Es más, aun cuando no se refiera 
específicamente a la cuestión de la identidad, el Plan de 
digitalización de las administraciones públicas 2021-
2025, 18, sí incorpora la tecnología blockchain dentro 
de la medida 4, sobre puesta en marcha de un servicio 
de innovación tecnológica, concebido como espacio 
participativo y de colaboración cuyos ámbitos principa-
les de acción “serán las tecnologías emergentes como 
IA, analítica del dato y blockchain”. Es más, esta inicia-
tiva escala a nivel europeo al proponer que “se persegui-
rá, además, la creación de servicios públicos personali-
zados e innovadores que se puedan enmarcar en actua-
ciones europeas, participando con los Estados miembros 
de la Unión Europea en proyectos como el European 
Blockchain Services Infrastructure (EBSI, una red blo-
ckchain que permitirá prestar servicios públicos a lo lar-
go de toda la Unión Europea de forma segura), o pro-
puestas relacionadas con los datos y con la Inteligencia 
Artificial”. 
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de forma segura”28. Es más, se considera que 
“la verificación de la identidad es una de las 
piedras angulares de la tecnología 
blockchain”, “un sistema para validar 
identidades de forma irrefutable, segura e 
inmutable, lo que permitirá a los ciudadanos el 
control del uso de sus datos por terceros”29. 

La implementación de un sistema de 
licitación sobre blockchain requiere, como 
cualquier otra tecnología dirigida a este fin, 
que se cumplan los requisitos de presentación 
de documentos y, en particular, de ofertas, 
utilizándose medios electrónicos [disposición 
adicional 15ª.3 de la Ley de Contratos del 
Sector Público], los requisitos técnicos 
(disposición adicional 17ª de la Ley de 
Contratos del Sector Público) y de seguridad 
[disposición adicional 16ª.1.f) de la Ley de 
Contratos del Sector Público] de las 
aplicaciones y el carácter abierto, libre y 
reutilizable de los formatos de los archivos 
generados [disposición adicional 16ª.j) de la 
Ley de Contratos del Sector Público]. La 
gestión automatizada, en su caso, mediante 
smart contracts sobre blockchain está 
amparada por la normativa de régimen 
jurídico (art. 41 de la Ley de Régimen 
Jurídico del Sector Público) y, al menos en 
algunos procedimientos, también de forma 
expresa en el ámbito de la contratación del 
sector público [art. 159.6.d) de la Ley de 
Contratos del Sector Público]. Habría que 
explorar su utilización, al amparo de la 
habilitación general, para la gestión de la 
ejecución del contrato. En todo caso, ha de 
acreditarse fecha y hora de envío o puesta a 
disposición y de recepción o acceso por el 
interesado de las comunicaciones, integridad 
de su contenido e identidad del remitente de 
esta [disposición adicional 16.1.e) de la Ley 
de Contratos del Sector Público]30. 

Pero la regulación es escasa, y genera 
inseguridad. En este sentido, el Observatorio 
de la Unión Europea ha puesto de manifiesto, 
tras enunciar las ventajas de blockchain y 
junto a los retos que comportan la garantía de 
seguridad, interoperabilidad y escalabilidad 
requerida por su expansión, que una de las 
fundamentales barreras es la regulación o, en 

 
28 Idem, 65. 
29 Ibidem, 66. 
30 Sobre estas cuestiones M.A. Bernal Blay, Licitación 
electrónica y tecnología de registro distribuido, en el 
volumen dirigido por J. M. Gimeno Feliu (coord.), Ob-
servatorio de Contratación Pública 2018, Cizur Menor, 
Aranzadi, 2019, 229-252. 

términos más precisos, su ausencia, dado que 
“no existe una regulación específica al 
respecto, lo que genera desconfianza en su 
aplicabilidad y usabilidad por parte de 
usuarios y empresas31. Y la poca regulación 
estatal que existe, como ya ha quedado 
señalado, no parece invitar al optimismo. 

Con el ánimo de corregir esta situación en 
el ámbito de sus competencias, 
proporcionando una indispensable seguridad 
jurídica al uso de estas tecnologías en sede 
administrativa, la más reciente legislación 
aragonesa de simplificación y régimen 
jurídico del sector público ha introducido 
diversas referencias que le proporcionan 
cobertura en la administración pública 
autonómica aragonesa32. El artículo 52.3 de la 
Ley 1/2021, de 11 de febrero, de 
simplificación administrativa, define, a los 
efectos establecidos de dicha ley, los sistemas 
electrónicos de registro distribuido como 
aquellos que permitan “el almacenamiento de 
la información, o su representación digital 
mediante huella electrónica, de manera 
permanente, simultánea y sucesiva en una 
base de datos distribuida, de manera que 
quede garantizada la inmutabilidad de dicha 
información y se permita la auditoria de su 
integridad”. 

En lo que respecta al régimen al que se 
somete la utilización de estas tecnologías, en 
primer lugar, el artículo 52 de la Ley 1/2021, 
de 11 de febrero, de simplificación 
administrativa, dedicado específicamente a 
esta cuestión, establece que “podrán utilizarse 

 
31 Observatorio y Foro sobre blockchain de la Unión Eu-
ropea, Blockchain and digital identity, 67. 
32 En el Proyecto de Ley de organización y uso estraté-
gico de la contratación pública, publicado en el Boletín 
Oficial de las Cortes de Aragón nº. 266, de 3 de agosto 
de 2018, se incluyó una disposición adicional cuarta, 
sobre utilización de registros distribuidos, con la si-
guiente redacción: “1. Para asegurar la integridad de los 
datos y documentos que consten en cualquier expedien-
te, procedimiento o registro de contratación pública de 
cualquier clase, podrán implementarse sistemas electró-
nicos de registro distribuido. 2. También podrán utili-
zarse, con plena validez legal, sistemas electrónicos de 
registro distribuido para la automatización de trámites o 
procesos que se realicen en el seno de procedimientos 
de contratación pública de cualquier clase. 3. A los efec-
tos de lo dispuesto en esta disposición, tendrá la consi-
deración de sistema electrónico de registro distribuido el 
que permita el almacenamiento de la información, o su 
representación digital mediante huella electrónica, de 
manera permanente, simultánea y sucesiva en una base 
de datos distribuida, de manera que quede garantizada la 
inmutabilidad de dicha información y se permita la au-
ditoría de su integridad”. Dicho proyecto de Ley, no 
obstante, decayó. 

 
  
JJuulliioo  TTeejjeeddoorr  BBiieellssaa 
 

 
64  2021 Erdal, Volume 2, Issue 2 
 

Bl
oc

kc
ha

in
 a

nd
 P

ub
lic

 A
dm

in
ist

ra
tio

n 

Regula el documento nacional de identidad 
como único documento con suficiente valor 
por sí solo para la acreditación, a todos los 
efectos, de la identidad y los datos personales 
de su titular25, modifica las leyes de 
procedimiento administrativo común y 
régimen jurídico del sector público 
sometiendo a autorización previa el uso de 
sistemas de identificación o firma alternativos, 
condiciona la ubicación de servidores y datos 
en función del tipo de estos, establece el 
régimen de intervención de redes y servicios 
de comunicaciones en supuestos 
excepcionales que puedan afectar al orden 
público, la seguridad pública y la seguridad 
nacional, modifica la normativa de 
contratación pública en relación con la 
protección de datos de carácter personal y, 
especialmente, establece una moratoria 
expresa respecto de sistemas de identificación 
basados en tecnologías de registro de 
distribuido y los sistemas de firma basados en 
los anteriores, en tanto sean objeto de 
regulación específica por el Estado en el 
marco del Derecho de la Unión Europea, 
imponiendo, además, a la Administración 
general del Estado como autoridad intermedia. 
De este modo, en la práctica, el citado Real 
Decreto-ley 14/2019 bloquea la tecnología 
blockchain para identificación digital ante las 
administraciones públicas españolas e impide 
desarrollar casos de uso basados o conectados 
con la misma, por un lado, y condiciona el 
negocio cloud al vincular ubicación de 
servidores y datos, por otro. 

Paradójicamente, desde el Observatorio y 
Foro sobre Blockchain de la Unión Europea 
no sólo no se desautoriza el uso de la 
identidad soberana, o identidad digital 
descentralizada, sino que se promueve 
manifestando explícitamente “as we have 
seen, digital identity is a key pre-requisite for 
the digital single market and hence should be 
a priority of policy makers. We have 
advocated for a decentralised identity 
framework in Europe. In our opinion, a 
decentralised identity framework in Europe 
could be supported in the following ways”. En 
ese marco, el Observatorio propone potenciar 

 
de Políticas Digitales del Departamento de Políticas Di-
gitales y Administración Pública dela Generalitat. 
25 Y se potencia, dentro del Plan Nacional de Recupera-
ción, Transformación y Resiliencia, mediante la inver-
sión 2 del componente 11, al incluir la evolución del 
DNI digital para poder utilizarlo desde teléfonos móvi-
les. 

el papel de los Gobiernos como emisores de 
credenciales, clarificar la relación entre 
blockchain y las regulaciones de servicios de 
confianza, autenticación e identificación, 
protección de datos u otras, continuar 
trabajando para construir un marco europeo de 
identidad auto-soberana sobre la base del 
EBSI (European Blockchain Services 
Infraestructure) y apoyar el uso de la identidad 
digital en las ciudades26. No resulta coherente, 
habida cuenta del impulso que la Unión 
parece pretender dar a la identidad soberana, 
la congelación a la que el Gobierno de España 
la ha sometido en el sector público, 
paralizando el desarrollo de casos de uso ya en 
marcha. 

En esta misma línea, resulta igualmente 
sorprendente, en un Estado que ha legislado 
del modo expuesto sobre identidad basada en 
tecnología de registro distribuido, que su 
Observatorio Nacional de las 
Telecomunicaciones y Sociedad de la 
Información identifique como una de las 
tendencias relevantes la transparencia y 
trazabilidad que aporta la tecnología 
blockchain27. El Observatorio identifica 
blockchain como tendencia para unificar, 
reducir y simplificar transacciones 
empresariales, ponderando la seguridad que a 
las mismas proporciona la identidad digital 
que, desde la perspectiva de los ciudadanos, 
les “permitirá disponer y controlar en todo 
momento de su identidad digital, 
permitiéndoles realizar todas las transacciones 

 
26 Observatorio y Foro sobre blockchain de la Unión Eu-
ropea, Blockchain and digital identity, 2 de mayo de 
2019, 22. 
27 Observatorio Nacional de las Telecomunicaciones y 
de la Sociedad de la Información, La sociedad en red: 
Transformación digital en España: Informe anual 2019, 
Madrid, 2020, 65-67. Es más, aun cuando no se refiera 
específicamente a la cuestión de la identidad, el Plan de 
digitalización de las administraciones públicas 2021-
2025, 18, sí incorpora la tecnología blockchain dentro 
de la medida 4, sobre puesta en marcha de un servicio 
de innovación tecnológica, concebido como espacio 
participativo y de colaboración cuyos ámbitos principa-
les de acción “serán las tecnologías emergentes como 
IA, analítica del dato y blockchain”. Es más, esta inicia-
tiva escala a nivel europeo al proponer que “se persegui-
rá, además, la creación de servicios públicos personali-
zados e innovadores que se puedan enmarcar en actua-
ciones europeas, participando con los Estados miembros 
de la Unión Europea en proyectos como el European 
Blockchain Services Infrastructure (EBSI, una red blo-
ckchain que permitirá prestar servicios públicos a lo lar-
go de toda la Unión Europea de forma segura), o pro-
puestas relacionadas con los datos y con la Inteligencia 
Artificial”. 
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de forma segura”28. Es más, se considera que 
“la verificación de la identidad es una de las 
piedras angulares de la tecnología 
blockchain”, “un sistema para validar 
identidades de forma irrefutable, segura e 
inmutable, lo que permitirá a los ciudadanos el 
control del uso de sus datos por terceros”29. 

La implementación de un sistema de 
licitación sobre blockchain requiere, como 
cualquier otra tecnología dirigida a este fin, 
que se cumplan los requisitos de presentación 
de documentos y, en particular, de ofertas, 
utilizándose medios electrónicos [disposición 
adicional 15ª.3 de la Ley de Contratos del 
Sector Público], los requisitos técnicos 
(disposición adicional 17ª de la Ley de 
Contratos del Sector Público) y de seguridad 
[disposición adicional 16ª.1.f) de la Ley de 
Contratos del Sector Público] de las 
aplicaciones y el carácter abierto, libre y 
reutilizable de los formatos de los archivos 
generados [disposición adicional 16ª.j) de la 
Ley de Contratos del Sector Público]. La 
gestión automatizada, en su caso, mediante 
smart contracts sobre blockchain está 
amparada por la normativa de régimen 
jurídico (art. 41 de la Ley de Régimen 
Jurídico del Sector Público) y, al menos en 
algunos procedimientos, también de forma 
expresa en el ámbito de la contratación del 
sector público [art. 159.6.d) de la Ley de 
Contratos del Sector Público]. Habría que 
explorar su utilización, al amparo de la 
habilitación general, para la gestión de la 
ejecución del contrato. En todo caso, ha de 
acreditarse fecha y hora de envío o puesta a 
disposición y de recepción o acceso por el 
interesado de las comunicaciones, integridad 
de su contenido e identidad del remitente de 
esta [disposición adicional 16.1.e) de la Ley 
de Contratos del Sector Público]30. 

Pero la regulación es escasa, y genera 
inseguridad. En este sentido, el Observatorio 
de la Unión Europea ha puesto de manifiesto, 
tras enunciar las ventajas de blockchain y 
junto a los retos que comportan la garantía de 
seguridad, interoperabilidad y escalabilidad 
requerida por su expansión, que una de las 
fundamentales barreras es la regulación o, en 

 
28 Idem, 65. 
29 Ibidem, 66. 
30 Sobre estas cuestiones M.A. Bernal Blay, Licitación 
electrónica y tecnología de registro distribuido, en el 
volumen dirigido por J. M. Gimeno Feliu (coord.), Ob-
servatorio de Contratación Pública 2018, Cizur Menor, 
Aranzadi, 2019, 229-252. 

términos más precisos, su ausencia, dado que 
“no existe una regulación específica al 
respecto, lo que genera desconfianza en su 
aplicabilidad y usabilidad por parte de 
usuarios y empresas31. Y la poca regulación 
estatal que existe, como ya ha quedado 
señalado, no parece invitar al optimismo. 

Con el ánimo de corregir esta situación en 
el ámbito de sus competencias, 
proporcionando una indispensable seguridad 
jurídica al uso de estas tecnologías en sede 
administrativa, la más reciente legislación 
aragonesa de simplificación y régimen 
jurídico del sector público ha introducido 
diversas referencias que le proporcionan 
cobertura en la administración pública 
autonómica aragonesa32. El artículo 52.3 de la 
Ley 1/2021, de 11 de febrero, de 
simplificación administrativa, define, a los 
efectos establecidos de dicha ley, los sistemas 
electrónicos de registro distribuido como 
aquellos que permitan “el almacenamiento de 
la información, o su representación digital 
mediante huella electrónica, de manera 
permanente, simultánea y sucesiva en una 
base de datos distribuida, de manera que 
quede garantizada la inmutabilidad de dicha 
información y se permita la auditoria de su 
integridad”. 

En lo que respecta al régimen al que se 
somete la utilización de estas tecnologías, en 
primer lugar, el artículo 52 de la Ley 1/2021, 
de 11 de febrero, de simplificación 
administrativa, dedicado específicamente a 
esta cuestión, establece que “podrán utilizarse 

 
31 Observatorio y Foro sobre blockchain de la Unión Eu-
ropea, Blockchain and digital identity, 67. 
32 En el Proyecto de Ley de organización y uso estraté-
gico de la contratación pública, publicado en el Boletín 
Oficial de las Cortes de Aragón nº. 266, de 3 de agosto 
de 2018, se incluyó una disposición adicional cuarta, 
sobre utilización de registros distribuidos, con la si-
guiente redacción: “1. Para asegurar la integridad de los 
datos y documentos que consten en cualquier expedien-
te, procedimiento o registro de contratación pública de 
cualquier clase, podrán implementarse sistemas electró-
nicos de registro distribuido. 2. También podrán utili-
zarse, con plena validez legal, sistemas electrónicos de 
registro distribuido para la automatización de trámites o 
procesos que se realicen en el seno de procedimientos 
de contratación pública de cualquier clase. 3. A los efec-
tos de lo dispuesto en esta disposición, tendrá la consi-
deración de sistema electrónico de registro distribuido el 
que permita el almacenamiento de la información, o su 
representación digital mediante huella electrónica, de 
manera permanente, simultánea y sucesiva en una base 
de datos distribuida, de manera que quede garantizada la 
inmutabilidad de dicha información y se permita la au-
ditoría de su integridad”. Dicho proyecto de Ley, no 
obstante, decayó. 
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sistemas electrónicos de registro distribuido 
para asegurar la aportación, acreditación e 
integridad de los datos y documentos en 
cualquier expediente, procedimiento o 
registro”, dejando al margen, conforme luego 
explicaré, lo previsto específicamente para 
identificación y firma por imperativo de la 
normativa básica estatal. Además, se prevé 
que “podrán también utilizarse sistemas 
electrónicos de registro distribuido, con plena 
validez legal, para la realización de 
tramitación administrativa automatizada 
conforme a la normativa básica estatal y, en 
particular, en cualesquiera procedimientos de 
contratación pública. De este modo, cabe 
afirmar que el uso de tecnologías de registro 
distribuido en relación con la aportación, 
acreditación o garantía de integridad de datos 
y la actuación administrativa automatizada 
tiene en Aragón plena cobertura legal y basta 
que la regulación de los procedimientos en 
cuestión los incorpore. El número de posibles 
casos de uso es muy elevado33. 

Por otra parte, en segundo lugar, 
específicamente en relación con los sistema de 
identificación y firma en la sede electrónica y 
sedes asociadas, el artículo 51 de la Ley 
aragonesa de simplificación administrativa, al 
que remite el artículo 40 de la más reciente 
Ley 5/2021, de 29 de junio, de Organización y 
Régimen Jurídico del Sector Público 
Autonómico de Aragón, sobre los sistemas de 
identificación y firma en la sede electrónica y 
sedes asociadas, prevé, tras establecer como 
regla general para tal fin el uso de Cl@ve o un 
sistema equivalente, prevé expresamente que 
“en particular, podrán considerarse sistemas 
equivalentes de identificación y firma los 
basados en un registro distribuido de atributos 
de identidad aceptados por el órgano 
administrativo ante el que el interesado 
pretenda identificarse, de conformidad con lo 
establecido en la normativa estatal sobre 
procedimiento administrativo”. La remisión 

 
33 M. Pereiro Cárceles, Usos de la tecnología blo-
ckchain en la Administración Pública, en el volumen 
colectivo dirigido por B. Puentes Cociña, A. Nogueira 
López y A. Quintiá Pastrana (coord.), El derecho ante la 
transformación digital. Oportunidades, riesgos y garan-
tías, 141-154, identifica las ventajas de blockchain en la 
administración pública, en línea con lo ya expuesto en 
texto, e identifica como casos de uso la gestión de la 
identidad, registro de títulos y activos, historiales clíni-
cos, emisión de certificados y diplomas académicos, vo-
to electrónico, gestión de compras y contratación públi-
ca, ayudas y subvenciones, smart cities, lucha contra el 
fraude y trazabilidad de productos. 

expresa a la norma estatal subordina la 
vigencia de la previsión aragonesa a la 
obtención de la autorización prevista en el 
artículo 10.2.c) de la Ley 39/2015, de 1 de 
octubre, del Procedimiento Administrativo 
Común de las Administraciones Públicas. 

Sin embargo, la norma aragonesa ha 
establecido otra previsión, en tercer lugar, que 
otorga un gran potencial a las tecnologías de 
registro distribuido para la acreditación de 
otros atributos de identidad a efectos 
diferentes a los de identificación y firma. En 
concreto, el artículo 10.5 de la citada Ley de 
Simplificación, establece que “la acreditación 
por los interesados de atributos de identidad 
diferentes a su nombre y apellidos o 
denominación o razón social, según 
corresponda, podrá realizarse a través de 
cualesquiera de los sistemas de identificación 
y firma previstos en esta ley o en la normativa 
básica estatal”. Ha de entenderse, a este 
respecto, que, no tratándose de identificación 
o firma, el uso de tecnología de registro 
distribuido puede implementarse directamente 
en la administración aragonesa para la 
acreditación de cualesquiera otros atributos de 
identidad con los efectos establecidos en el 
artículo 52, antes analizado, de la misma Ley 
de Simplificación. 

La dispersión normativa, incluso la propia 
ubicación sistemática de gran parte de las 
normas que se acaban de citar pone de 
manifiesto que pudiera resultar conveniente 
una reflexión más general, prospectiva y 
sistemática sobre la transición digital que, 
para simplificar la regulación y mejorar la 
gestión pública, permitiese explotar las nuevas 
tecnologías impulsándolas en los diferentes 
ámbitos de la acción pública en los que 
pudieran aportar mayor utilidad. Como he 
señalado anteriormente, esa utilidad no se 
logrará si se mantiene la actual situación, en la 
que la transición digital se percibe como poco 
más que incorporar los procedimientos 
analógicos en herramientas telemáticas, sin 
reflexionar previamente acerca de la 
adecuación de dichos procedimientos o de los 
objetivos o utilidades que se trata de alcanzar 
con el proceso de transformación digital. 
Baste, por ejemplo, pensar en lo que podría 
suponer para una adecuada coordinación 
interadministrativa, en un país con 
procedimientos cada vez más complejos y 
entrecruzados competencialmente, la 
explotación de tecnologías de la información y 
comunicación y la automatización de todos 
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aquellos procedimientos en los que fuese 
posible. 

En el caso específico que expondré a 
continuación, el de la contratación pública, 
utilizando smart contracts sobre blockchain es 
posible lograr la automatización casi total del 
procedimiento, maximizar la transparencia, 
permanente y dinámica, garantizar la 
trazabilidad, reforzar la integridad en la 
contratación y, recurriendo a la inteligencia 
artificial, utilizando los datos generados por el 
propio aplicativo sobre licitaciones, criterios, 
adjudicaciones, plazos de ejecución y 
liquidaciones de los contratos, optimizar 
pliegos y mejorar la eficacia y eficiencia de la 
actividad contractual. En este ámbito, a la 
hora de identificar un caso de uso adecuado 
para implementar la tecnología de registro 
distribuido, había que partir de algunos 
elementos que condicionaban los 
procedimientos en que podría hacerse: la 
integridad de datos y documentos, la 
inmutabilidad de la información, transparencia 
y descentralización del proceso propia de las 
tecnologías de registro distribuido como 
blockchain y la automatización propia del 
smart contract están reñidas con la valoración 
subjetiva y la tramitación no electrónica. 

3. Contratación pública sobre tecnología 
blockchain en Aragón. 
La aplicación inicial de tecnologías 

disruptivas como blockchain en la gestión 
pública requiere seleccionar procedimientos 
concebidos como electrónicos, con la menor 
carga documental posible, de concurrencia 
competitiva, donde los criterios de valoración 
sean susceptibles de valoración mediante 
fórmulas, automatizables por tanto, donde la 
intervención humana (directa de un empleado 
público), en consecuencia, resulte prescindible 
totalmente o en su mayor parte, haciendo 
posible la automatización de la actuación 
administrativa34. No se trata de traducir 
digitalmente procedimientos analógicos, sino 
de construir procedimientos digitales que, 
cuando respondan a especificaciones 
adecuadas a la tecnología de registro 
distribuido, puedan utilizar esta para lograr 
agilizar y proporcionar plena seguridad 
jurídica, transparencia y garantías a la 

 
34 M. Pereiro Cárceles, La utilización del blockchain, 6-
8, específicamente respecto de la aplicación de blo-
ckchain en procedimientos de contratación pública, 13-
22, y de ayudas y subvenciones, 22-25. 

tramitación. 
Tales especificaciones, en materia de 

contratación pública, llevaron directamente a 
trabajar sobre el procedimiento abierto 
abreviado. Se trata de una regulación que 
reclama la automatización y tramitación 
electrónica porque la oferta ha de entregarse 
en un único sobre o archivo electrónico y 
evaluarse, en todo caso, con criterios de 
adjudicación cuantificables mediante la mera 
aplicación de fórmulas establecidas en los 
pliegos, sin necesidad de acreditación por los 
licitadores de solvencia económica y 
financiera y técnica o profesional. Además, se 
admite que la valoración de las ofertas se 
efectúe automáticamente mediante 
dispositivos informáticos o, alternativamente, 
con la colaboración de una unidad técnica que 
auxilie al órgano de contratación. Son esos 
“dispositivos informáticos” los que abren la 
puerta en la normativa estatal a la tecnología 
de registro distribuido y los contratos 
inteligentes. 

La trazabilidad transparente deriva de la 
exigencia de que las ofertas presentadas y la 
documentación relativa a su valoración sean 
accesibles de forma abierta por medios 
informáticos sin restricción alguna desde el 
momento en que se notifique la adjudicación 
del contrato. Deberá garantizarse, mediante un 
dispositivo electrónico, que la apertura de las 
proposiciones no se realiza hasta que haya 
finalizado el plazo de presentación, por lo que 
no se requiere acto público de apertura y, 
como corolario, la formalización del contrato 
puede efectuarse mediante la firma de 
aceptación por el contratista de la resolución 
de adjudicación35. 

El desarrollo del sistema de licitación sobre 
blockchain en Aragón partió de un anuncio 
previo publicado en la plataforma de contratos 
del sector público que, tras la elaboración de 
pliegos, dio lugar a la licitación del contrato 
de servicios A02003456-HAP SCC 24/2018 
para el diseño y desarrollo de la plataforma de 
licitación por procedimiento abierto 
supersimplificado en Aragón36, que fue 

 
35 Además del contrato menor en su modalidad general, 
regulada en la normativa básica estatal, en Aragón re-
sultaría perfectamente tramitable mediante la plataforma 
de licitación sobre blockchain, y adecuado como 
“leading case”, el contrato menor con publicidad y con-
currencia (Decreto-ley 1/2018, de 20 de marzo). 
36 El expediente de contratación del “Servicio de regis-
tro distribuido de ofertas y evaluación automatizada de 
las mismas en procedimientos de contratación pública 
electrónica con destino a la Administración de la Co-



 
  
JJuulliioo  TTeejjeeddoorr  BBiieellssaa 
 

 
66  2021 Erdal, Volume 2, Issue 2 
 

Bl
oc

kc
ha

in
 a

nd
 P

ub
lic

 A
dm

in
ist

ra
tio

n 

sistemas electrónicos de registro distribuido 
para asegurar la aportación, acreditación e 
integridad de los datos y documentos en 
cualquier expediente, procedimiento o 
registro”, dejando al margen, conforme luego 
explicaré, lo previsto específicamente para 
identificación y firma por imperativo de la 
normativa básica estatal. Además, se prevé 
que “podrán también utilizarse sistemas 
electrónicos de registro distribuido, con plena 
validez legal, para la realización de 
tramitación administrativa automatizada 
conforme a la normativa básica estatal y, en 
particular, en cualesquiera procedimientos de 
contratación pública. De este modo, cabe 
afirmar que el uso de tecnologías de registro 
distribuido en relación con la aportación, 
acreditación o garantía de integridad de datos 
y la actuación administrativa automatizada 
tiene en Aragón plena cobertura legal y basta 
que la regulación de los procedimientos en 
cuestión los incorpore. El número de posibles 
casos de uso es muy elevado33. 

Por otra parte, en segundo lugar, 
específicamente en relación con los sistema de 
identificación y firma en la sede electrónica y 
sedes asociadas, el artículo 51 de la Ley 
aragonesa de simplificación administrativa, al 
que remite el artículo 40 de la más reciente 
Ley 5/2021, de 29 de junio, de Organización y 
Régimen Jurídico del Sector Público 
Autonómico de Aragón, sobre los sistemas de 
identificación y firma en la sede electrónica y 
sedes asociadas, prevé, tras establecer como 
regla general para tal fin el uso de Cl@ve o un 
sistema equivalente, prevé expresamente que 
“en particular, podrán considerarse sistemas 
equivalentes de identificación y firma los 
basados en un registro distribuido de atributos 
de identidad aceptados por el órgano 
administrativo ante el que el interesado 
pretenda identificarse, de conformidad con lo 
establecido en la normativa estatal sobre 
procedimiento administrativo”. La remisión 

 
33 M. Pereiro Cárceles, Usos de la tecnología blo-
ckchain en la Administración Pública, en el volumen 
colectivo dirigido por B. Puentes Cociña, A. Nogueira 
López y A. Quintiá Pastrana (coord.), El derecho ante la 
transformación digital. Oportunidades, riesgos y garan-
tías, 141-154, identifica las ventajas de blockchain en la 
administración pública, en línea con lo ya expuesto en 
texto, e identifica como casos de uso la gestión de la 
identidad, registro de títulos y activos, historiales clíni-
cos, emisión de certificados y diplomas académicos, vo-
to electrónico, gestión de compras y contratación públi-
ca, ayudas y subvenciones, smart cities, lucha contra el 
fraude y trazabilidad de productos. 

expresa a la norma estatal subordina la 
vigencia de la previsión aragonesa a la 
obtención de la autorización prevista en el 
artículo 10.2.c) de la Ley 39/2015, de 1 de 
octubre, del Procedimiento Administrativo 
Común de las Administraciones Públicas. 

Sin embargo, la norma aragonesa ha 
establecido otra previsión, en tercer lugar, que 
otorga un gran potencial a las tecnologías de 
registro distribuido para la acreditación de 
otros atributos de identidad a efectos 
diferentes a los de identificación y firma. En 
concreto, el artículo 10.5 de la citada Ley de 
Simplificación, establece que “la acreditación 
por los interesados de atributos de identidad 
diferentes a su nombre y apellidos o 
denominación o razón social, según 
corresponda, podrá realizarse a través de 
cualesquiera de los sistemas de identificación 
y firma previstos en esta ley o en la normativa 
básica estatal”. Ha de entenderse, a este 
respecto, que, no tratándose de identificación 
o firma, el uso de tecnología de registro 
distribuido puede implementarse directamente 
en la administración aragonesa para la 
acreditación de cualesquiera otros atributos de 
identidad con los efectos establecidos en el 
artículo 52, antes analizado, de la misma Ley 
de Simplificación. 

La dispersión normativa, incluso la propia 
ubicación sistemática de gran parte de las 
normas que se acaban de citar pone de 
manifiesto que pudiera resultar conveniente 
una reflexión más general, prospectiva y 
sistemática sobre la transición digital que, 
para simplificar la regulación y mejorar la 
gestión pública, permitiese explotar las nuevas 
tecnologías impulsándolas en los diferentes 
ámbitos de la acción pública en los que 
pudieran aportar mayor utilidad. Como he 
señalado anteriormente, esa utilidad no se 
logrará si se mantiene la actual situación, en la 
que la transición digital se percibe como poco 
más que incorporar los procedimientos 
analógicos en herramientas telemáticas, sin 
reflexionar previamente acerca de la 
adecuación de dichos procedimientos o de los 
objetivos o utilidades que se trata de alcanzar 
con el proceso de transformación digital. 
Baste, por ejemplo, pensar en lo que podría 
suponer para una adecuada coordinación 
interadministrativa, en un país con 
procedimientos cada vez más complejos y 
entrecruzados competencialmente, la 
explotación de tecnologías de la información y 
comunicación y la automatización de todos 
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aquellos procedimientos en los que fuese 
posible. 

En el caso específico que expondré a 
continuación, el de la contratación pública, 
utilizando smart contracts sobre blockchain es 
posible lograr la automatización casi total del 
procedimiento, maximizar la transparencia, 
permanente y dinámica, garantizar la 
trazabilidad, reforzar la integridad en la 
contratación y, recurriendo a la inteligencia 
artificial, utilizando los datos generados por el 
propio aplicativo sobre licitaciones, criterios, 
adjudicaciones, plazos de ejecución y 
liquidaciones de los contratos, optimizar 
pliegos y mejorar la eficacia y eficiencia de la 
actividad contractual. En este ámbito, a la 
hora de identificar un caso de uso adecuado 
para implementar la tecnología de registro 
distribuido, había que partir de algunos 
elementos que condicionaban los 
procedimientos en que podría hacerse: la 
integridad de datos y documentos, la 
inmutabilidad de la información, transparencia 
y descentralización del proceso propia de las 
tecnologías de registro distribuido como 
blockchain y la automatización propia del 
smart contract están reñidas con la valoración 
subjetiva y la tramitación no electrónica. 

3. Contratación pública sobre tecnología 
blockchain en Aragón. 
La aplicación inicial de tecnologías 

disruptivas como blockchain en la gestión 
pública requiere seleccionar procedimientos 
concebidos como electrónicos, con la menor 
carga documental posible, de concurrencia 
competitiva, donde los criterios de valoración 
sean susceptibles de valoración mediante 
fórmulas, automatizables por tanto, donde la 
intervención humana (directa de un empleado 
público), en consecuencia, resulte prescindible 
totalmente o en su mayor parte, haciendo 
posible la automatización de la actuación 
administrativa34. No se trata de traducir 
digitalmente procedimientos analógicos, sino 
de construir procedimientos digitales que, 
cuando respondan a especificaciones 
adecuadas a la tecnología de registro 
distribuido, puedan utilizar esta para lograr 
agilizar y proporcionar plena seguridad 
jurídica, transparencia y garantías a la 

 
34 M. Pereiro Cárceles, La utilización del blockchain, 6-
8, específicamente respecto de la aplicación de blo-
ckchain en procedimientos de contratación pública, 13-
22, y de ayudas y subvenciones, 22-25. 

tramitación. 
Tales especificaciones, en materia de 

contratación pública, llevaron directamente a 
trabajar sobre el procedimiento abierto 
abreviado. Se trata de una regulación que 
reclama la automatización y tramitación 
electrónica porque la oferta ha de entregarse 
en un único sobre o archivo electrónico y 
evaluarse, en todo caso, con criterios de 
adjudicación cuantificables mediante la mera 
aplicación de fórmulas establecidas en los 
pliegos, sin necesidad de acreditación por los 
licitadores de solvencia económica y 
financiera y técnica o profesional. Además, se 
admite que la valoración de las ofertas se 
efectúe automáticamente mediante 
dispositivos informáticos o, alternativamente, 
con la colaboración de una unidad técnica que 
auxilie al órgano de contratación. Son esos 
“dispositivos informáticos” los que abren la 
puerta en la normativa estatal a la tecnología 
de registro distribuido y los contratos 
inteligentes. 

La trazabilidad transparente deriva de la 
exigencia de que las ofertas presentadas y la 
documentación relativa a su valoración sean 
accesibles de forma abierta por medios 
informáticos sin restricción alguna desde el 
momento en que se notifique la adjudicación 
del contrato. Deberá garantizarse, mediante un 
dispositivo electrónico, que la apertura de las 
proposiciones no se realiza hasta que haya 
finalizado el plazo de presentación, por lo que 
no se requiere acto público de apertura y, 
como corolario, la formalización del contrato 
puede efectuarse mediante la firma de 
aceptación por el contratista de la resolución 
de adjudicación35. 

El desarrollo del sistema de licitación sobre 
blockchain en Aragón partió de un anuncio 
previo publicado en la plataforma de contratos 
del sector público que, tras la elaboración de 
pliegos, dio lugar a la licitación del contrato 
de servicios A02003456-HAP SCC 24/2018 
para el diseño y desarrollo de la plataforma de 
licitación por procedimiento abierto 
supersimplificado en Aragón36, que fue 

 
35 Además del contrato menor en su modalidad general, 
regulada en la normativa básica estatal, en Aragón re-
sultaría perfectamente tramitable mediante la plataforma 
de licitación sobre blockchain, y adecuado como 
“leading case”, el contrato menor con publicidad y con-
currencia (Decreto-ley 1/2018, de 20 de marzo). 
36 El expediente de contratación del “Servicio de regis-
tro distribuido de ofertas y evaluación automatizada de 
las mismas en procedimientos de contratación pública 
electrónica con destino a la Administración de la Co-
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sistemas electrónicos de registro distribuido 
para asegurar la aportación, acreditación e 
integridad de los datos y documentos en 
cualquier expediente, procedimiento o 
registro”, dejando al margen, conforme luego 
explicaré, lo previsto específicamente para 
identificación y firma por imperativo de la 
normativa básica estatal. Además, se prevé 
que “podrán también utilizarse sistemas 
electrónicos de registro distribuido, con plena 
validez legal, para la realización de 
tramitación administrativa automatizada 
conforme a la normativa básica estatal y, en 
particular, en cualesquiera procedimientos de 
contratación pública. De este modo, cabe 
afirmar que el uso de tecnologías de registro 
distribuido en relación con la aportación, 
acreditación o garantía de integridad de datos 
y la actuación administrativa automatizada 
tiene en Aragón plena cobertura legal y basta 
que la regulación de los procedimientos en 
cuestión los incorpore. El número de posibles 
casos de uso es muy elevado33. 

Por otra parte, en segundo lugar, 
específicamente en relación con los sistema de 
identificación y firma en la sede electrónica y 
sedes asociadas, el artículo 51 de la Ley 
aragonesa de simplificación administrativa, al 
que remite el artículo 40 de la más reciente 
Ley 5/2021, de 29 de junio, de Organización y 
Régimen Jurídico del Sector Público 
Autonómico de Aragón, sobre los sistemas de 
identificación y firma en la sede electrónica y 
sedes asociadas, prevé, tras establecer como 
regla general para tal fin el uso de Cl@ve o un 
sistema equivalente, prevé expresamente que 
“en particular, podrán considerarse sistemas 
equivalentes de identificación y firma los 
basados en un registro distribuido de atributos 
de identidad aceptados por el órgano 
administrativo ante el que el interesado 
pretenda identificarse, de conformidad con lo 
establecido en la normativa estatal sobre 
procedimiento administrativo”. La remisión 

 
33 M. Pereiro Cárceles, Usos de la tecnología blo-
ckchain en la Administración Pública, en el volumen 
colectivo dirigido por B. Puentes Cociña, A. Nogueira 
López y A. Quintiá Pastrana (coord.), El derecho ante la 
transformación digital. Oportunidades, riesgos y garan-
tías, 141-154, identifica las ventajas de blockchain en la 
administración pública, en línea con lo ya expuesto en 
texto, e identifica como casos de uso la gestión de la 
identidad, registro de títulos y activos, historiales clíni-
cos, emisión de certificados y diplomas académicos, vo-
to electrónico, gestión de compras y contratación públi-
ca, ayudas y subvenciones, smart cities, lucha contra el 
fraude y trazabilidad de productos. 

expresa a la norma estatal subordina la 
vigencia de la previsión aragonesa a la 
obtención de la autorización prevista en el 
artículo 10.2.c) de la Ley 39/2015, de 1 de 
octubre, del Procedimiento Administrativo 
Común de las Administraciones Públicas. 

Sin embargo, la norma aragonesa ha 
establecido otra previsión, en tercer lugar, que 
otorga un gran potencial a las tecnologías de 
registro distribuido para la acreditación de 
otros atributos de identidad a efectos 
diferentes a los de identificación y firma. En 
concreto, el artículo 10.5 de la citada Ley de 
Simplificación, establece que “la acreditación 
por los interesados de atributos de identidad 
diferentes a su nombre y apellidos o 
denominación o razón social, según 
corresponda, podrá realizarse a través de 
cualesquiera de los sistemas de identificación 
y firma previstos en esta ley o en la normativa 
básica estatal”. Ha de entenderse, a este 
respecto, que, no tratándose de identificación 
o firma, el uso de tecnología de registro 
distribuido puede implementarse directamente 
en la administración aragonesa para la 
acreditación de cualesquiera otros atributos de 
identidad con los efectos establecidos en el 
artículo 52, antes analizado, de la misma Ley 
de Simplificación. 

La dispersión normativa, incluso la propia 
ubicación sistemática de gran parte de las 
normas que se acaban de citar pone de 
manifiesto que pudiera resultar conveniente 
una reflexión más general, prospectiva y 
sistemática sobre la transición digital que, 
para simplificar la regulación y mejorar la 
gestión pública, permitiese explotar las nuevas 
tecnologías impulsándolas en los diferentes 
ámbitos de la acción pública en los que 
pudieran aportar mayor utilidad. Como he 
señalado anteriormente, esa utilidad no se 
logrará si se mantiene la actual situación, en la 
que la transición digital se percibe como poco 
más que incorporar los procedimientos 
analógicos en herramientas telemáticas, sin 
reflexionar previamente acerca de la 
adecuación de dichos procedimientos o de los 
objetivos o utilidades que se trata de alcanzar 
con el proceso de transformación digital. 
Baste, por ejemplo, pensar en lo que podría 
suponer para una adecuada coordinación 
interadministrativa, en un país con 
procedimientos cada vez más complejos y 
entrecruzados competencialmente, la 
explotación de tecnologías de la información y 
comunicación y la automatización de todos 
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aquellos procedimientos en los que fuese 
posible. 

En el caso específico que expondré a 
continuación, el de la contratación pública, 
utilizando smart contracts sobre blockchain es 
posible lograr la automatización casi total del 
procedimiento, maximizar la transparencia, 
permanente y dinámica, garantizar la 
trazabilidad, reforzar la integridad en la 
contratación y, recurriendo a la inteligencia 
artificial, utilizando los datos generados por el 
propio aplicativo sobre licitaciones, criterios, 
adjudicaciones, plazos de ejecución y 
liquidaciones de los contratos, optimizar 
pliegos y mejorar la eficacia y eficiencia de la 
actividad contractual. En este ámbito, a la 
hora de identificar un caso de uso adecuado 
para implementar la tecnología de registro 
distribuido, había que partir de algunos 
elementos que condicionaban los 
procedimientos en que podría hacerse: la 
integridad de datos y documentos, la 
inmutabilidad de la información, transparencia 
y descentralización del proceso propia de las 
tecnologías de registro distribuido como 
blockchain y la automatización propia del 
smart contract están reñidas con la valoración 
subjetiva y la tramitación no electrónica. 

3. Contratación pública sobre tecnología 
blockchain en Aragón. 
La aplicación inicial de tecnologías 

disruptivas como blockchain en la gestión 
pública requiere seleccionar procedimientos 
concebidos como electrónicos, con la menor 
carga documental posible, de concurrencia 
competitiva, donde los criterios de valoración 
sean susceptibles de valoración mediante 
fórmulas, automatizables por tanto, donde la 
intervención humana (directa de un empleado 
público), en consecuencia, resulte prescindible 
totalmente o en su mayor parte, haciendo 
posible la automatización de la actuación 
administrativa34. No se trata de traducir 
digitalmente procedimientos analógicos, sino 
de construir procedimientos digitales que, 
cuando respondan a especificaciones 
adecuadas a la tecnología de registro 
distribuido, puedan utilizar esta para lograr 
agilizar y proporcionar plena seguridad 
jurídica, transparencia y garantías a la 

 
34 M. Pereiro Cárceles, La utilización del blockchain, 6-
8, específicamente respecto de la aplicación de blo-
ckchain en procedimientos de contratación pública, 13-
22, y de ayudas y subvenciones, 22-25. 

tramitación. 
Tales especificaciones, en materia de 

contratación pública, llevaron directamente a 
trabajar sobre el procedimiento abierto 
abreviado. Se trata de una regulación que 
reclama la automatización y tramitación 
electrónica porque la oferta ha de entregarse 
en un único sobre o archivo electrónico y 
evaluarse, en todo caso, con criterios de 
adjudicación cuantificables mediante la mera 
aplicación de fórmulas establecidas en los 
pliegos, sin necesidad de acreditación por los 
licitadores de solvencia económica y 
financiera y técnica o profesional. Además, se 
admite que la valoración de las ofertas se 
efectúe automáticamente mediante 
dispositivos informáticos o, alternativamente, 
con la colaboración de una unidad técnica que 
auxilie al órgano de contratación. Son esos 
“dispositivos informáticos” los que abren la 
puerta en la normativa estatal a la tecnología 
de registro distribuido y los contratos 
inteligentes. 

La trazabilidad transparente deriva de la 
exigencia de que las ofertas presentadas y la 
documentación relativa a su valoración sean 
accesibles de forma abierta por medios 
informáticos sin restricción alguna desde el 
momento en que se notifique la adjudicación 
del contrato. Deberá garantizarse, mediante un 
dispositivo electrónico, que la apertura de las 
proposiciones no se realiza hasta que haya 
finalizado el plazo de presentación, por lo que 
no se requiere acto público de apertura y, 
como corolario, la formalización del contrato 
puede efectuarse mediante la firma de 
aceptación por el contratista de la resolución 
de adjudicación35. 

El desarrollo del sistema de licitación sobre 
blockchain en Aragón partió de un anuncio 
previo publicado en la plataforma de contratos 
del sector público que, tras la elaboración de 
pliegos, dio lugar a la licitación del contrato 
de servicios A02003456-HAP SCC 24/2018 
para el diseño y desarrollo de la plataforma de 
licitación por procedimiento abierto 
supersimplificado en Aragón36, que fue 

 
35 Además del contrato menor en su modalidad general, 
regulada en la normativa básica estatal, en Aragón re-
sultaría perfectamente tramitable mediante la plataforma 
de licitación sobre blockchain, y adecuado como 
“leading case”, el contrato menor con publicidad y con-
currencia (Decreto-ley 1/2018, de 20 de marzo). 
36 El expediente de contratación del “Servicio de regis-
tro distribuido de ofertas y evaluación automatizada de 
las mismas en procedimientos de contratación pública 
electrónica con destino a la Administración de la Co-
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ejecutado y llegó a estar en producción en sus 
dos primeras fases, pero que no llegó a 
alcanzar la puesta en producción de la tercera 
fase, correspondiente a la valoración 
automatizada de ofertas37. 

El funcionamiento del sistema, en su 
proyección exterior, resultaba tan simple 
como la regulación. Se automatizó el proceso 
de licitación, de modo que, a través del frontal 
de acceso del rol de “gestor” se insertaban las 
licitaciones en plazo, accesibles a cualquier 
interesado a través del frontal de acceso del 
rol de “licitador” y visible en todo momento 
en modo lectura para el rol de 
“intervención”38. A efectos de transparencia se 
previó también un rol de “público general”, 
que podía acceder dinámicamente a la 
información de licitaciones. 

Una vez anunciada la licitación, con el 
correspondiente enlace a la plataforma de 
contratación del sector público, cualquier 
empresa interesada anunciaba su intención de 
licitar registrándose en el sistema, concretando 
su oferta, y generando, dentro del plazo de 
registro de huellas, vinculada a su oferta y 
mediando firma electrónica, la huella 
electrónica [disposición adicional 16ª, 1.h) de 
la Ley de Contratos del Sector Público]. En el 
procedimiento abierto abreviado no es 
exigible, pero en una hipotética extensión al 
procedimiento abierto simplificado, u otros, 
en su caso, haría precisa o conveniente la 
interconexión con el Registro Oficial de 
Licitadores y Empresas Clasificadas del 
Sector Público o sus equivalentes 
autonómicos. La oferta sólo la conocía en este 
momento el licitador, no salía de su ordenador 
y quedaba, eso sí, vinculada a la huella 
electrónica, de manera que cualquier 
modificación implicaba la alteración de la 
huella que, esta sí, quedaba grabada 

 
munidad Autónoma de Aragón y sus organismos y entes 
públicos”, contrato de servicios con presupuesto de 
46.880,27 euros y valor estimado de 70.320,40 euros 
puede consultarse en https://contrataciondelestado.es/ 
wps/portal/!ut/p/b0/04  (a 15 de septiembre de 2021). 
37 Este sistema aragonés de licitación utilizando tecno-
logía blockchain mereció el premio al mejor proyecto 
con tecnologías innovadoras (soluciones en la nube, in-
teligencia artificial, blockchain, 5G, big data, business 
intelligence) otorgado al Gobierno de Aragón el 4 de 
marzo de 2020 por el CNIS2020. 
38 Las licitaciones estaban accesibles en https://licitacion 
.aragon.es/licitaciones/listado, el rol “gestor” en 
https://licitacion.aragon.es/gestor/loginMfe, con cl@ve 
como sistema de autenticación, lo que hace que no le 
afecte el Real Decreto-ley 14/2019. Desde el 30 de junio 
de 2021 el sistema ya no resulta accesible. 

públicamente en el sistema. 
Cerrado el plazo anterior, las ofertas 

anunciadas habían ya generado su huella 
electrónica, que era volcada en blockchain, 
mediante un algoritmo HASH estándar que 
incluía información que permitía distinguir al 
licitador que realizaba la oferta, pero sin 
identificarlo, el contrato para el que 
presentaba dicha oferta, el lote concreto en su 
caso y la fecha y hora de recepción de la 
solicitud en el sistema. Toda la red conocía, de 
inmediato, sin mediar actuación alguna, la 
presentación de ofertas, pero no las ofertas en 
sí. La huella, en este contexto, era una clave 
vinculada a un contenido que custodiaba quien 
provocaba su generación, que lo identificaba, 
pero no lo revelaba, no reversible. 

A continuación, se abría el plazo de 
presentación de ofertas y los licitadores 
formulaban las asociadas a su última huella 
(pues podían generar varias en la fase 
anterior). En este momento el licitador 
enviaba todos los datos y documentación que 
integraban su oferta, formalizándola, dentro 
del plazo específico establecido, quedando sin 
efecto de no hacerlo el anuncio y fuera del 
procedimiento. Cada licitador tenía acceso 
desde el portal del licitador a las huellas 
registradas y al contenido de las ofertas 
presentadas para cada contrato o lote. La 
huella era, como ya he señalado, la garantía de 
inalterabilidad de la oferta. 

Concluido el plazo de presentación de 
ofertas, de forma previa a la valoración 
automatizada, se ofrecía al gestor la 
posibilidad de admitir o excluir una oferta 
determinada, indicando el motivo de la 
exclusión o un comentario asociado a la 
admisión. Las ofertas excluidas no debían 
tenerse en cuenta para la valoración 
automática del resto. En todo caso, en 
blockchain se registraba esta información en 
la trazabilidad del contrato o lote. 

A continuación, debía activarse sobre 
Ethereum el smart contract correspondiente al 
criterio automático de valoración indicado 
inicialmente. El smart contract se configuraba 
con los criterios correspondientes a fórmulas, 
valores máximos y mínimos, puntuaciones 
máximas y mínimas y ponderaciones 
anunciados, los valores para esos criterios 
completados por cada licitador y las reglas 
sobre ofertas desproporcionadas o temerarias. 
El resultado final se registraba también en 
blockchain, asociándolo a la identidad del 
contrato o lote. 
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Como resultado de la ejecución del smart 
contract, que debía realizar la valoración 
automatizada de las ofertas presentadas, sin 
intervención humana, el resultado alcanzado 
se consideraba propuesta de adjudicación, que 
debía ser confirmada por el órgano de 
contratación previa supervisión del gestor. De 
nuevo de dicha propuesta se dejaba constancia 
en blockchain garantizando de este modo la 
trazabilidad de todo el expediente de 
contratación, incluyendo ofertas registradas, 
ofertas finalmente presentadas, propuesta de 
valoración, ofertas excluidas, orden final de 
adjudicación y resolución de adjudicación 
final, por contrato o por lote, en su caso. 

Pese a que el proyecto en su estado actual, 
como he señalado, no está en producción, en 
mayo de 2021 se licitó por el Departamento de 
Hacienda y Administración Pública del 
Gobierno de Aragón, con un presupuesto ocho 
veces y media superior al inicial, un contrato 
de servicios para el desarrollo y evolución del 
sistema de licitación electrónica con 
tecnología de Registro distribuido 
(Blockchain) de la Comunidad Autónoma de 
Aragón (HAP_SGT_5/2021), que pretende 
ampliar el ámbito funcional del sistema, una 
mera posibilidad en el contrato anterior, 
extendiéndolo a otros procedimientos 
diferentes del inicial, incluso con criterios que 
dependen de un juicio de valor, con 
participación del gestor39. 

El nuevo contrato mantiene una estructura 
y un diseño del proceso de digitalización de 
los procedimientos similar a los planteados en 
el anterior, pero con cambios relevantes en 
cuanto a la infraestructura. Frente al 
planteamiento SaaS del contrato anterior, que 
operaba sobre una blockchain privada con otra 
pública de respaldo, el nuevo contrato 
propone un relevante cambio tecnológico de 
orientación al pasar de esa concepción SaaS, 
versátil y fácilmente escalable, a otra basada 
en una aplicación propietaria, integrada con 
servicios horizontales de administración 
electrónica de la administración aragonesa, 
tales como los de identificación y firma, 
notificaciones telemáticas o almacenamiento 

 
39 El expediente de contratación del “Contrato del desa-
rrollo y evolución del sistema de licitación electrónica 
con tecnología de Registro distribuido 
(BLOCKCHAIN) de la comunidad Autónoma de Ara-
gón”, contrato de servicios con presupuesto de 
406.135,91 euros y valor estimado de 539.676,43 euros 
puede consultarse en https://contrataciondelestado.es/-
wps/wcm (a 15 de septiembre de 2021). 

de documentos y expedientes electrónicos. La 
aplicación deberá alojarse en una cloud 
pública que, aun cuando se asignen al 
adjudicatario los costes de creación, operación 
y mantenimiento podrá contratarse con uno o 
varios proveedores cloud, indicando 
modalidad de servicio, entre otras cuestiones. 

Desde ese entorno se recurrirá a la red o 
redes blockchain para alojar la valoración 
automática en smart contracts y como sistema 
de registro de evidencias de ciertos eventos de 
la licitación electrónica. A tal objeto, el 
adjudicatario debe implementar las 
herramientas necesarias para poder escribir en 
la red o redes blockchain, teniendo presente 
que para acceder a la red o redes públicas 
utilizadas deberá hacerse uso de un wallet, 
propiedad del Gobierno de Aragón, al que el 
adjudicatario prestará soporte para el 
mantenimiento y operación, siendo además 
responsable de garantizar la disponibilidad de 
fondos para poder realizar transacciones en la 
red pública. 

En la oferta los licitadores deben 
especificar la red o redes blockchain a utilizar, 
justificando debidamente su elección 
conforme a los objetivos del proyecto. En su 
caso, la oferta presentada deberá también 
contener los detalles de acceso y uso de la red 
o redes blockchain de carácter público 
elegidas, incluyendo, por ejemplo, la 
convivencia entre las diferentes redes. De todo 
ello se deduce que cabe que el sistema utilice 
una sola red pública sin recurrir a una red 
privada principal como en el sistema anterior. 
En cualquier caso, tal opción deberá 
justificarse debidamente y resultará, en su 
caso, del proceso de licitación, que admite 
replicar la infraestructura del sistema anterior. 

4. Inteligencia artificial y blockchain 
Blockchain es un ejemplo del profundo 

cambio en la cultura regulatoria y de gestión 
que la tecnología puede aportar a la 
administración pública y al derecho 
administrativo. Pero es sólo una de las 
tecnologías a las que me he referido 
anteriormente. Hay más, muchas más, que 
interactuando con blockchain pueden 
contribuir de forma decisiva a la efectiva 
transformación digital de la administración 
pública. La inteligencia artificial y, una de sus 
modalidades, el aprendizaje automático, el 
machine learning, que explota la ingente 
información generada por la administración, el 
big data, están ya en la agenda de 
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ejecutado y llegó a estar en producción en sus 
dos primeras fases, pero que no llegó a 
alcanzar la puesta en producción de la tercera 
fase, correspondiente a la valoración 
automatizada de ofertas37. 

El funcionamiento del sistema, en su 
proyección exterior, resultaba tan simple 
como la regulación. Se automatizó el proceso 
de licitación, de modo que, a través del frontal 
de acceso del rol de “gestor” se insertaban las 
licitaciones en plazo, accesibles a cualquier 
interesado a través del frontal de acceso del 
rol de “licitador” y visible en todo momento 
en modo lectura para el rol de 
“intervención”38. A efectos de transparencia se 
previó también un rol de “público general”, 
que podía acceder dinámicamente a la 
información de licitaciones. 

Una vez anunciada la licitación, con el 
correspondiente enlace a la plataforma de 
contratación del sector público, cualquier 
empresa interesada anunciaba su intención de 
licitar registrándose en el sistema, concretando 
su oferta, y generando, dentro del plazo de 
registro de huellas, vinculada a su oferta y 
mediando firma electrónica, la huella 
electrónica [disposición adicional 16ª, 1.h) de 
la Ley de Contratos del Sector Público]. En el 
procedimiento abierto abreviado no es 
exigible, pero en una hipotética extensión al 
procedimiento abierto simplificado, u otros, 
en su caso, haría precisa o conveniente la 
interconexión con el Registro Oficial de 
Licitadores y Empresas Clasificadas del 
Sector Público o sus equivalentes 
autonómicos. La oferta sólo la conocía en este 
momento el licitador, no salía de su ordenador 
y quedaba, eso sí, vinculada a la huella 
electrónica, de manera que cualquier 
modificación implicaba la alteración de la 
huella que, esta sí, quedaba grabada 

 
munidad Autónoma de Aragón y sus organismos y entes 
públicos”, contrato de servicios con presupuesto de 
46.880,27 euros y valor estimado de 70.320,40 euros 
puede consultarse en https://contrataciondelestado.es/ 
wps/portal/!ut/p/b0/04  (a 15 de septiembre de 2021). 
37 Este sistema aragonés de licitación utilizando tecno-
logía blockchain mereció el premio al mejor proyecto 
con tecnologías innovadoras (soluciones en la nube, in-
teligencia artificial, blockchain, 5G, big data, business 
intelligence) otorgado al Gobierno de Aragón el 4 de 
marzo de 2020 por el CNIS2020. 
38 Las licitaciones estaban accesibles en https://licitacion 
.aragon.es/licitaciones/listado, el rol “gestor” en 
https://licitacion.aragon.es/gestor/loginMfe, con cl@ve 
como sistema de autenticación, lo que hace que no le 
afecte el Real Decreto-ley 14/2019. Desde el 30 de junio 
de 2021 el sistema ya no resulta accesible. 

públicamente en el sistema. 
Cerrado el plazo anterior, las ofertas 

anunciadas habían ya generado su huella 
electrónica, que era volcada en blockchain, 
mediante un algoritmo HASH estándar que 
incluía información que permitía distinguir al 
licitador que realizaba la oferta, pero sin 
identificarlo, el contrato para el que 
presentaba dicha oferta, el lote concreto en su 
caso y la fecha y hora de recepción de la 
solicitud en el sistema. Toda la red conocía, de 
inmediato, sin mediar actuación alguna, la 
presentación de ofertas, pero no las ofertas en 
sí. La huella, en este contexto, era una clave 
vinculada a un contenido que custodiaba quien 
provocaba su generación, que lo identificaba, 
pero no lo revelaba, no reversible. 

A continuación, se abría el plazo de 
presentación de ofertas y los licitadores 
formulaban las asociadas a su última huella 
(pues podían generar varias en la fase 
anterior). En este momento el licitador 
enviaba todos los datos y documentación que 
integraban su oferta, formalizándola, dentro 
del plazo específico establecido, quedando sin 
efecto de no hacerlo el anuncio y fuera del 
procedimiento. Cada licitador tenía acceso 
desde el portal del licitador a las huellas 
registradas y al contenido de las ofertas 
presentadas para cada contrato o lote. La 
huella era, como ya he señalado, la garantía de 
inalterabilidad de la oferta. 

Concluido el plazo de presentación de 
ofertas, de forma previa a la valoración 
automatizada, se ofrecía al gestor la 
posibilidad de admitir o excluir una oferta 
determinada, indicando el motivo de la 
exclusión o un comentario asociado a la 
admisión. Las ofertas excluidas no debían 
tenerse en cuenta para la valoración 
automática del resto. En todo caso, en 
blockchain se registraba esta información en 
la trazabilidad del contrato o lote. 

A continuación, debía activarse sobre 
Ethereum el smart contract correspondiente al 
criterio automático de valoración indicado 
inicialmente. El smart contract se configuraba 
con los criterios correspondientes a fórmulas, 
valores máximos y mínimos, puntuaciones 
máximas y mínimas y ponderaciones 
anunciados, los valores para esos criterios 
completados por cada licitador y las reglas 
sobre ofertas desproporcionadas o temerarias. 
El resultado final se registraba también en 
blockchain, asociándolo a la identidad del 
contrato o lote. 
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Como resultado de la ejecución del smart 
contract, que debía realizar la valoración 
automatizada de las ofertas presentadas, sin 
intervención humana, el resultado alcanzado 
se consideraba propuesta de adjudicación, que 
debía ser confirmada por el órgano de 
contratación previa supervisión del gestor. De 
nuevo de dicha propuesta se dejaba constancia 
en blockchain garantizando de este modo la 
trazabilidad de todo el expediente de 
contratación, incluyendo ofertas registradas, 
ofertas finalmente presentadas, propuesta de 
valoración, ofertas excluidas, orden final de 
adjudicación y resolución de adjudicación 
final, por contrato o por lote, en su caso. 

Pese a que el proyecto en su estado actual, 
como he señalado, no está en producción, en 
mayo de 2021 se licitó por el Departamento de 
Hacienda y Administración Pública del 
Gobierno de Aragón, con un presupuesto ocho 
veces y media superior al inicial, un contrato 
de servicios para el desarrollo y evolución del 
sistema de licitación electrónica con 
tecnología de Registro distribuido 
(Blockchain) de la Comunidad Autónoma de 
Aragón (HAP_SGT_5/2021), que pretende 
ampliar el ámbito funcional del sistema, una 
mera posibilidad en el contrato anterior, 
extendiéndolo a otros procedimientos 
diferentes del inicial, incluso con criterios que 
dependen de un juicio de valor, con 
participación del gestor39. 

El nuevo contrato mantiene una estructura 
y un diseño del proceso de digitalización de 
los procedimientos similar a los planteados en 
el anterior, pero con cambios relevantes en 
cuanto a la infraestructura. Frente al 
planteamiento SaaS del contrato anterior, que 
operaba sobre una blockchain privada con otra 
pública de respaldo, el nuevo contrato 
propone un relevante cambio tecnológico de 
orientación al pasar de esa concepción SaaS, 
versátil y fácilmente escalable, a otra basada 
en una aplicación propietaria, integrada con 
servicios horizontales de administración 
electrónica de la administración aragonesa, 
tales como los de identificación y firma, 
notificaciones telemáticas o almacenamiento 

 
39 El expediente de contratación del “Contrato del desa-
rrollo y evolución del sistema de licitación electrónica 
con tecnología de Registro distribuido 
(BLOCKCHAIN) de la comunidad Autónoma de Ara-
gón”, contrato de servicios con presupuesto de 
406.135,91 euros y valor estimado de 539.676,43 euros 
puede consultarse en https://contrataciondelestado.es/-
wps/wcm (a 15 de septiembre de 2021). 

de documentos y expedientes electrónicos. La 
aplicación deberá alojarse en una cloud 
pública que, aun cuando se asignen al 
adjudicatario los costes de creación, operación 
y mantenimiento podrá contratarse con uno o 
varios proveedores cloud, indicando 
modalidad de servicio, entre otras cuestiones. 

Desde ese entorno se recurrirá a la red o 
redes blockchain para alojar la valoración 
automática en smart contracts y como sistema 
de registro de evidencias de ciertos eventos de 
la licitación electrónica. A tal objeto, el 
adjudicatario debe implementar las 
herramientas necesarias para poder escribir en 
la red o redes blockchain, teniendo presente 
que para acceder a la red o redes públicas 
utilizadas deberá hacerse uso de un wallet, 
propiedad del Gobierno de Aragón, al que el 
adjudicatario prestará soporte para el 
mantenimiento y operación, siendo además 
responsable de garantizar la disponibilidad de 
fondos para poder realizar transacciones en la 
red pública. 

En la oferta los licitadores deben 
especificar la red o redes blockchain a utilizar, 
justificando debidamente su elección 
conforme a los objetivos del proyecto. En su 
caso, la oferta presentada deberá también 
contener los detalles de acceso y uso de la red 
o redes blockchain de carácter público 
elegidas, incluyendo, por ejemplo, la 
convivencia entre las diferentes redes. De todo 
ello se deduce que cabe que el sistema utilice 
una sola red pública sin recurrir a una red 
privada principal como en el sistema anterior. 
En cualquier caso, tal opción deberá 
justificarse debidamente y resultará, en su 
caso, del proceso de licitación, que admite 
replicar la infraestructura del sistema anterior. 

4. Inteligencia artificial y blockchain 
Blockchain es un ejemplo del profundo 

cambio en la cultura regulatoria y de gestión 
que la tecnología puede aportar a la 
administración pública y al derecho 
administrativo. Pero es sólo una de las 
tecnologías a las que me he referido 
anteriormente. Hay más, muchas más, que 
interactuando con blockchain pueden 
contribuir de forma decisiva a la efectiva 
transformación digital de la administración 
pública. La inteligencia artificial y, una de sus 
modalidades, el aprendizaje automático, el 
machine learning, que explota la ingente 
información generada por la administración, el 
big data, están ya en la agenda de 
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ejecutado y llegó a estar en producción en sus 
dos primeras fases, pero que no llegó a 
alcanzar la puesta en producción de la tercera 
fase, correspondiente a la valoración 
automatizada de ofertas37. 

El funcionamiento del sistema, en su 
proyección exterior, resultaba tan simple 
como la regulación. Se automatizó el proceso 
de licitación, de modo que, a través del frontal 
de acceso del rol de “gestor” se insertaban las 
licitaciones en plazo, accesibles a cualquier 
interesado a través del frontal de acceso del 
rol de “licitador” y visible en todo momento 
en modo lectura para el rol de 
“intervención”38. A efectos de transparencia se 
previó también un rol de “público general”, 
que podía acceder dinámicamente a la 
información de licitaciones. 

Una vez anunciada la licitación, con el 
correspondiente enlace a la plataforma de 
contratación del sector público, cualquier 
empresa interesada anunciaba su intención de 
licitar registrándose en el sistema, concretando 
su oferta, y generando, dentro del plazo de 
registro de huellas, vinculada a su oferta y 
mediando firma electrónica, la huella 
electrónica [disposición adicional 16ª, 1.h) de 
la Ley de Contratos del Sector Público]. En el 
procedimiento abierto abreviado no es 
exigible, pero en una hipotética extensión al 
procedimiento abierto simplificado, u otros, 
en su caso, haría precisa o conveniente la 
interconexión con el Registro Oficial de 
Licitadores y Empresas Clasificadas del 
Sector Público o sus equivalentes 
autonómicos. La oferta sólo la conocía en este 
momento el licitador, no salía de su ordenador 
y quedaba, eso sí, vinculada a la huella 
electrónica, de manera que cualquier 
modificación implicaba la alteración de la 
huella que, esta sí, quedaba grabada 

 
munidad Autónoma de Aragón y sus organismos y entes 
públicos”, contrato de servicios con presupuesto de 
46.880,27 euros y valor estimado de 70.320,40 euros 
puede consultarse en https://contrataciondelestado.es/ 
wps/portal/!ut/p/b0/04  (a 15 de septiembre de 2021). 
37 Este sistema aragonés de licitación utilizando tecno-
logía blockchain mereció el premio al mejor proyecto 
con tecnologías innovadoras (soluciones en la nube, in-
teligencia artificial, blockchain, 5G, big data, business 
intelligence) otorgado al Gobierno de Aragón el 4 de 
marzo de 2020 por el CNIS2020. 
38 Las licitaciones estaban accesibles en https://licitacion 
.aragon.es/licitaciones/listado, el rol “gestor” en 
https://licitacion.aragon.es/gestor/loginMfe, con cl@ve 
como sistema de autenticación, lo que hace que no le 
afecte el Real Decreto-ley 14/2019. Desde el 30 de junio 
de 2021 el sistema ya no resulta accesible. 

públicamente en el sistema. 
Cerrado el plazo anterior, las ofertas 

anunciadas habían ya generado su huella 
electrónica, que era volcada en blockchain, 
mediante un algoritmo HASH estándar que 
incluía información que permitía distinguir al 
licitador que realizaba la oferta, pero sin 
identificarlo, el contrato para el que 
presentaba dicha oferta, el lote concreto en su 
caso y la fecha y hora de recepción de la 
solicitud en el sistema. Toda la red conocía, de 
inmediato, sin mediar actuación alguna, la 
presentación de ofertas, pero no las ofertas en 
sí. La huella, en este contexto, era una clave 
vinculada a un contenido que custodiaba quien 
provocaba su generación, que lo identificaba, 
pero no lo revelaba, no reversible. 

A continuación, se abría el plazo de 
presentación de ofertas y los licitadores 
formulaban las asociadas a su última huella 
(pues podían generar varias en la fase 
anterior). En este momento el licitador 
enviaba todos los datos y documentación que 
integraban su oferta, formalizándola, dentro 
del plazo específico establecido, quedando sin 
efecto de no hacerlo el anuncio y fuera del 
procedimiento. Cada licitador tenía acceso 
desde el portal del licitador a las huellas 
registradas y al contenido de las ofertas 
presentadas para cada contrato o lote. La 
huella era, como ya he señalado, la garantía de 
inalterabilidad de la oferta. 

Concluido el plazo de presentación de 
ofertas, de forma previa a la valoración 
automatizada, se ofrecía al gestor la 
posibilidad de admitir o excluir una oferta 
determinada, indicando el motivo de la 
exclusión o un comentario asociado a la 
admisión. Las ofertas excluidas no debían 
tenerse en cuenta para la valoración 
automática del resto. En todo caso, en 
blockchain se registraba esta información en 
la trazabilidad del contrato o lote. 

A continuación, debía activarse sobre 
Ethereum el smart contract correspondiente al 
criterio automático de valoración indicado 
inicialmente. El smart contract se configuraba 
con los criterios correspondientes a fórmulas, 
valores máximos y mínimos, puntuaciones 
máximas y mínimas y ponderaciones 
anunciados, los valores para esos criterios 
completados por cada licitador y las reglas 
sobre ofertas desproporcionadas o temerarias. 
El resultado final se registraba también en 
blockchain, asociándolo a la identidad del 
contrato o lote. 
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Como resultado de la ejecución del smart 
contract, que debía realizar la valoración 
automatizada de las ofertas presentadas, sin 
intervención humana, el resultado alcanzado 
se consideraba propuesta de adjudicación, que 
debía ser confirmada por el órgano de 
contratación previa supervisión del gestor. De 
nuevo de dicha propuesta se dejaba constancia 
en blockchain garantizando de este modo la 
trazabilidad de todo el expediente de 
contratación, incluyendo ofertas registradas, 
ofertas finalmente presentadas, propuesta de 
valoración, ofertas excluidas, orden final de 
adjudicación y resolución de adjudicación 
final, por contrato o por lote, en su caso. 

Pese a que el proyecto en su estado actual, 
como he señalado, no está en producción, en 
mayo de 2021 se licitó por el Departamento de 
Hacienda y Administración Pública del 
Gobierno de Aragón, con un presupuesto ocho 
veces y media superior al inicial, un contrato 
de servicios para el desarrollo y evolución del 
sistema de licitación electrónica con 
tecnología de Registro distribuido 
(Blockchain) de la Comunidad Autónoma de 
Aragón (HAP_SGT_5/2021), que pretende 
ampliar el ámbito funcional del sistema, una 
mera posibilidad en el contrato anterior, 
extendiéndolo a otros procedimientos 
diferentes del inicial, incluso con criterios que 
dependen de un juicio de valor, con 
participación del gestor39. 

El nuevo contrato mantiene una estructura 
y un diseño del proceso de digitalización de 
los procedimientos similar a los planteados en 
el anterior, pero con cambios relevantes en 
cuanto a la infraestructura. Frente al 
planteamiento SaaS del contrato anterior, que 
operaba sobre una blockchain privada con otra 
pública de respaldo, el nuevo contrato 
propone un relevante cambio tecnológico de 
orientación al pasar de esa concepción SaaS, 
versátil y fácilmente escalable, a otra basada 
en una aplicación propietaria, integrada con 
servicios horizontales de administración 
electrónica de la administración aragonesa, 
tales como los de identificación y firma, 
notificaciones telemáticas o almacenamiento 

 
39 El expediente de contratación del “Contrato del desa-
rrollo y evolución del sistema de licitación electrónica 
con tecnología de Registro distribuido 
(BLOCKCHAIN) de la comunidad Autónoma de Ara-
gón”, contrato de servicios con presupuesto de 
406.135,91 euros y valor estimado de 539.676,43 euros 
puede consultarse en https://contrataciondelestado.es/-
wps/wcm (a 15 de septiembre de 2021). 

de documentos y expedientes electrónicos. La 
aplicación deberá alojarse en una cloud 
pública que, aun cuando se asignen al 
adjudicatario los costes de creación, operación 
y mantenimiento podrá contratarse con uno o 
varios proveedores cloud, indicando 
modalidad de servicio, entre otras cuestiones. 

Desde ese entorno se recurrirá a la red o 
redes blockchain para alojar la valoración 
automática en smart contracts y como sistema 
de registro de evidencias de ciertos eventos de 
la licitación electrónica. A tal objeto, el 
adjudicatario debe implementar las 
herramientas necesarias para poder escribir en 
la red o redes blockchain, teniendo presente 
que para acceder a la red o redes públicas 
utilizadas deberá hacerse uso de un wallet, 
propiedad del Gobierno de Aragón, al que el 
adjudicatario prestará soporte para el 
mantenimiento y operación, siendo además 
responsable de garantizar la disponibilidad de 
fondos para poder realizar transacciones en la 
red pública. 

En la oferta los licitadores deben 
especificar la red o redes blockchain a utilizar, 
justificando debidamente su elección 
conforme a los objetivos del proyecto. En su 
caso, la oferta presentada deberá también 
contener los detalles de acceso y uso de la red 
o redes blockchain de carácter público 
elegidas, incluyendo, por ejemplo, la 
convivencia entre las diferentes redes. De todo 
ello se deduce que cabe que el sistema utilice 
una sola red pública sin recurrir a una red 
privada principal como en el sistema anterior. 
En cualquier caso, tal opción deberá 
justificarse debidamente y resultará, en su 
caso, del proceso de licitación, que admite 
replicar la infraestructura del sistema anterior. 

4. Inteligencia artificial y blockchain 
Blockchain es un ejemplo del profundo 

cambio en la cultura regulatoria y de gestión 
que la tecnología puede aportar a la 
administración pública y al derecho 
administrativo. Pero es sólo una de las 
tecnologías a las que me he referido 
anteriormente. Hay más, muchas más, que 
interactuando con blockchain pueden 
contribuir de forma decisiva a la efectiva 
transformación digital de la administración 
pública. La inteligencia artificial y, una de sus 
modalidades, el aprendizaje automático, el 
machine learning, que explota la ingente 
información generada por la administración, el 
big data, están ya en la agenda de 
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transformación digital y son objeto de 
atención doctrinal40 y de la Unión Europea41. 
De la combinación de las tecnologías de 
registro distribuido y la inteligencia artificial 
pueden surgir múltiples casos de uso, 
especialmente en relación con la actuación 
automatizada de la administración. 

Son muchos, en todo caso, los ámbitos de 
la gestión pública, que pueden ser objeto de 
estas tecnologías, en diferentes 
combinaciones. Así ocurre con los 
procedimientos de elaboración y evaluación 
de disposiciones42, la adopción automatizada 
de decisiones regladas43, la búsqueda y 
sistematización de los elementos que sirven de 
base a la motivación para la adopción de las 
decisiones discrecionales44. Pero también se 
ha planteado el posible uso de la inteligencia 
artificial, más allá del ámbito administrativo, 
en la administración de justicia45. La ciencia 

 
40 Un catálogo de estas tecnologías, con una sucinta 
descripción, en L. Cotino Hueso, Riesgos e impactos del 
big data. La inteligencia artificial y la robótica. Enfo-
ques, modelos y principios de la respuesta del Derecho, 
en Revista General de Derecho Administrativo, n. 50, 
2019, 2-9. 
41 Baste la referencia a los intensos trabajos desarrolla-
dos en relación con la inteligencia artificial, plasmados 
inicialmente en las comunicaciones de la Comisión al 
Parlamento Europeo, al Consejo Europeo, al Consejo, al 
Comité Económico y Social Europeo y al Comité de las 
Regiones sobre Inteligencia artificial para Europa, 
COM(2018) 237 final, de 25 de abril de 2018; Plan 
coordinado sobre la inteligencia artificial, COM(2018) 
795 final, de 7 de diciembre de 2018; Generar confian-
za en la inteligencia artificial centrada en el ser hu-
mano, COM(2019) 168 final, de 8 de abril de 2019; y  
Repercusiones en materia de seguridad y responsabili-
dad civil de la inteligencia artificial, el internet de las 
cosas y la robótica, COM(2020) 64 final, de 19 de fe-
brero de 2020. Tales trabajos se concretaron en el Libro 
blanco sobre la inteligencia artificial. Un enfoque euro-
peo orientado a la excelencia y la confianza, 
COM(2020) 65 final, de 19 de febrero de 2020 y, espe-
cialmente, en la comunicación Fomentando una apro-
ximación europea a la inteligencia artificial, 
COM(2021) 205 final, de 21 de abril de 2021, que in-
corpora como anexo la Revisión del Plan coordinado de 
inteligencia artificial, y con la que simultáneamente 
aprobó la Comisión la Propuesta de Reglamento del 
Parlamento Europeo y del Consejo por el que se esta-
blecen normas armonizadas en materia de inteligencia 
artificial y se modifican diversas normas, COM(2021) 
206 final, de 21 de abril. A estos documentos me refiero 
más adelante. 
42 Resulta muy interesante, sobre esta cuestión, el estu-
dio de D. Canals Ametller, El proceso normativo ante el 
avance, 9-17. 
43 J. Ponce Solé, Inteligencia artificial, derecho admi-
nistrativo, 28. 
44 Idem, 32. 
45 S. de la Sierra, Inteligencia artificial y justicia admi-
nistrativa: una aproximación desde la teoría del control 
de la administración pública, en Revista General de 

de los datos y la inteligencia artificial son, 
como ya se ha puesto de manifiesto, 
elementos claves en la evolución de lo público 
y lo privado en el futuro inmediato46. En 
presencia de datos y actuación automatizada 
basada, en su caso, en inteligencia artificial, 
las tecnologías de registro distribuido pueden 
desarrollar todo su potencial. 

La Comisión Europea puso de manifiesto 
en 2018 la falta de inversión en inteligencia 
artificial en Europa, que “se sitúa a la zaga en 
inversiones privadas en IA, las cuales 
oscilaron entre 2.400 y 3.200 millones EUR 
en 2016, frente a 6.500-9.700 millones EUR 
en Asia y 12.100-18.600 millones EUR en 
América del Norte”47 y, sobre esa base, se 
orientó a un ambicioso horizonte conforme al 

 
Derecho Administrativo, n. 50, 2019, 1-19, se refiere, 
además de al uso por la justicia de la inteligencia artifi-
cial, admitiendo con relación a España que “desde las 
instituciones no se ha abordado siquiera de forma em-
brionaria la eventual utilidad, los peligros y las barreras, 
de los algoritmos y la inteligencia artificial en la pro-
ducción de resoluciones judiciales”, a la problemática 
que puede suscitar el control de la administración algo-
rítmica. Sobre esta cuestión, vid. A. Cerrillo i Martínez 
y C.I. Velasco Rico, Jurisdicción, algoritmos e inteli-
gencia artificial, en el volumen colectivo 20 años de la 
Ley de lo Contencioso-administrativo, coordinado por 
F. López Ramón y J. Valero Torrijos, Asociación Espa-
ñola de Profesores de Derecho Administrativo e Institu-
to Nacional de Administración Pública, Madrid, 2019, 
291-303, confirman lo señalado por de la Sierra, dando 
cuenta de posibles casos de uso o proyectos impulsados 
en otros países para búsquedas de jurisprudencia, reso-
lución de conflictos on line, ayudas para la redacción de 
textos legales, instrumentos de análisis para realizar 
predicciones o baremos, sistemas de categorización de 
contratos y bots conversacionales de apoyo a las partes 
litigantes en procesos judiciales. 
46 S. Jiménez, Transformación digital, 253-267, apela a 
la definición nítida de roles y al equilibrio afirmando 
que “en todo caso, estamos en un periodo de reajuste y 
de salto tecnológico, lo que no es sencillo ni rápido. 
Simplemente, debemos construir un mundo en el que 
tengamos claro que el papel de la política y la acción 
pública es el de definir qué tipo de sociedad tenemos y 
el de los algoritmos y la IA llevarnos al mejor lugar po-
sible. La cuestión es que tengamos capacidad de enten-
der y valorar cada uno de esos sistemas para evitar efec-
tos no deseados” (267). Destacando el potencial trans-
formador emergente de la inteligencia artificial vid., 
también, A. Cerrillo i Martínez, El impacto de la inteli-
gencia artificial en el Derecho administrativo ¿nuevos 
conceptos para nuevas realidades técnicas?, en Revista 
General de Derecho Administrativo, n. 50, 2019, 1-8, 
apuntando, además, diversos casos de uso en adminis-
traciones públicas. Sobre el encaje de los algoritmos en 
la administración, vid. O. Cortés, Algoritmos y algunos 
retos jurídico-institucionales para su aplicación en la 
administración pública, en Revista vasca de gestión de 
personas y organizaciones públicas, n. 18, 2020, 54-63. 
47 Comunicación de la Comisión sobre inteligencia arti-
ficial para Europa, COM(2018) 237 final, de 25 de 
abril de 2018, 5. 
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cual “la UE en su conjunto (sumando los 
sectores público y privado) debería fijarse el 
objetivo de incrementar esta inversión al 
menos hasta 20.000 millones EUR de aquí 
[2018] a finales de 2020, y, a continuación, 
invertir más de 20.000 millones EUR anuales 
durante la próxima década”48. Para ello, 
propuso una estrategia Europa sobre 
inteligencia artificial con la finalidad de 
potenciar la capacidad tecnológica e industrial 
de la Unión e impulsar la adopción de esta 
tecnología en todos los ámbitos de la 
economía, tanto en el sector privado como 
público, donde detecta una oportunidad de 
mejora significativa de los servicios públicos 
y de contribución al logro de los objetivos de 
mejora de la administración electrónica. 
Igualmente, con la estrategia se pretende 
preparar a la Unión para las transformaciones 
socioeconómicas que genera la inteligencia 
artificial en los ámbitos educativo, de mercado 
laboral y de protección social y, además, 
garantizar el establecimiento de un marco 
ético y jurídico apropiado, basado en los 
valores de la Unión y atento a la Carta de los 
Derechos Fundamentales49. 

El Libro blanco sobre inteligencia artificial. 
Aproximación europea desde la excelencia y 
la confianza profundiza en los planteamientos 
de la Comisión y propone, por un lado, 
acciones concretas para generar un entorno de 
excelencia que permita desarrollar e implantar 
colaborativamente entre los sectores público y 
privado la inteligencia artificial; analiza, por 
otro lado, las mejoras y cambios regulatorios 
precisos para que dicho entorno de excelencia 
se desenvuelva, además, en un marco de 
confianza, que la Comisión considera “un 
objetivo estratégico en sí mismo, que debería 
generar la confianza de los ciudadanos para 
adoptar aplicaciones de IA y dar a las 

 
48 Idem, 7. 
49 La estrategia se plasmó en la Comunicación del Plan 
coordinado sobre la inteligencia artificial, COM(2018) 
795 final, de 7 de diciembre de 2018, en el que se pro-
puso a todos los Estados que aún no la tenían a dotarse 
de una estrategia coordinada de inteligencia artificial. 
España adoptó su Estrategia española de I+D+I en in-
teligencia artificial en 2019, (última consulta a 19 de 
septiembre de 2021), como primer paso hacia la estrate-
gia nacional de inteligencia artificial aprobada en 2020, 
accesible en https://portal.mineco.gob.es/es-es/ministe 
rio/areas-prioritarias/Paginas/inteligencia-artificial.aspx 
(última consulta a 19 de septiembre de 2021). En rela-
ción con esta cuestión resulta interesante el documento 
del Real Instituto Elcano elaborado por F. Arteaga y A. 
Ortega, Hacia un ecosistema español de Inteligencia 
Artificial: una propuesta, Madrid, Elcano, 2019. 

empresas y organizaciones del sector público 
la seguridad jurídica para innovar a través de 
AI”50. Para ambos escenarios, el de excelencia 
y el de confianza, tiene gran importancia, 
como se explica en el propio Libro blanco51, 
aprovechar las oportunidades de explotación 
de datos que se abren en el inmediato futuro, 
cuestión en la que la Unión propone centrar 
gran parte de su compromiso regulatorio52. 
Por lo demás, al margen del conjunto de 
ambiciosas acciones planteadas y de la 
indispensable mejora regulatoria, conviene 
destacar que una de las seis acciones 
fundamentales prevé que “la Comisión 
iniciará diálogos sectoriales abiertos y 
transparentes, dando prioridad a los 
proveedores de servicios de salud y a los 
operadores de servicios públicos, a fin de 
presentar un plan de acción para facilitar el 
desarrollo, las pruebas y la adopción. Los 
diálogos sectoriales se utilizarán para 
desarrollar un programa específico para la 
adopción de IA que respaldará la contratación 
pública de los sistemas de IA y ayudará a 
transformar los procesos de contratación 
pública”53. 

La inteligencia artificial, como señala 
Cerrillo i Martínez, persigue emular las 
facultades intelectuales humanas en máquinas 
para que estas puedan realizar tareas propias 
de los seres humanos y se basa en el uso de 
algoritmos y datos54. No obstante, advierte 
Merchán Murillo que existen diversas 
definiciones de inteligencia artificial sin que 
ninguna de ellas haya resultado 
universalmente aceptada55, lo que le lleva a 

 
50 Libro blanco sobre inteligencia artificial. Aproxima-
ción europea desde la excelencia y la confianza, 
COM(2020) 65 final, de 19 de febrero de 2020, 3. 
51 Idem, 4-5. 
52 Propósito que A. Boix Palop, Los algoritmos son re-
glamentos, 244-249, considera decepcionante. 
53 Ibidem, 8. C. Ramió Matas, Inteligencia artificial, ro-
bótica y modelos de Administración pública, en Revista 
del CLAD Reforma y Democracia, n. 72, 2018, 5-42, 
considera que la inteligencia artificial y la robótica 
constituyen una oportunidad para la radical renovación 
institucional y organizativa de la administración implan-
tando un modelo burocrático objetivo, neutral, rápido y 
eficaz, lo que denomina un “burocracia sin burócratas”. 
54 A. Cerrillo i Martínez, El impacto de la inteligencia 
artificial,3 (ee). En su estadio actual, la inteligencia ac-
tual se basa en datos, que explota y de los que aprende. 
Antes, desde finales de los años setenta del siglo XX, la 
inteligencia artificial se basaba en la traducción compu-
tacional del conocimiento humano. 
55 En el mismo sentido, S. Marín García, Ética e inteli-
gencia artificial, en Cuadernos de la Cátedra Caixa-
bank de Responsabilidad Social Corporativa, n. 42, 
2019, 6-7. 
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transformación digital y son objeto de 
atención doctrinal40 y de la Unión Europea41. 
De la combinación de las tecnologías de 
registro distribuido y la inteligencia artificial 
pueden surgir múltiples casos de uso, 
especialmente en relación con la actuación 
automatizada de la administración. 

Son muchos, en todo caso, los ámbitos de 
la gestión pública, que pueden ser objeto de 
estas tecnologías, en diferentes 
combinaciones. Así ocurre con los 
procedimientos de elaboración y evaluación 
de disposiciones42, la adopción automatizada 
de decisiones regladas43, la búsqueda y 
sistematización de los elementos que sirven de 
base a la motivación para la adopción de las 
decisiones discrecionales44. Pero también se 
ha planteado el posible uso de la inteligencia 
artificial, más allá del ámbito administrativo, 
en la administración de justicia45. La ciencia 

 
40 Un catálogo de estas tecnologías, con una sucinta 
descripción, en L. Cotino Hueso, Riesgos e impactos del 
big data. La inteligencia artificial y la robótica. Enfo-
ques, modelos y principios de la respuesta del Derecho, 
en Revista General de Derecho Administrativo, n. 50, 
2019, 2-9. 
41 Baste la referencia a los intensos trabajos desarrolla-
dos en relación con la inteligencia artificial, plasmados 
inicialmente en las comunicaciones de la Comisión al 
Parlamento Europeo, al Consejo Europeo, al Consejo, al 
Comité Económico y Social Europeo y al Comité de las 
Regiones sobre Inteligencia artificial para Europa, 
COM(2018) 237 final, de 25 de abril de 2018; Plan 
coordinado sobre la inteligencia artificial, COM(2018) 
795 final, de 7 de diciembre de 2018; Generar confian-
za en la inteligencia artificial centrada en el ser hu-
mano, COM(2019) 168 final, de 8 de abril de 2019; y  
Repercusiones en materia de seguridad y responsabili-
dad civil de la inteligencia artificial, el internet de las 
cosas y la robótica, COM(2020) 64 final, de 19 de fe-
brero de 2020. Tales trabajos se concretaron en el Libro 
blanco sobre la inteligencia artificial. Un enfoque euro-
peo orientado a la excelencia y la confianza, 
COM(2020) 65 final, de 19 de febrero de 2020 y, espe-
cialmente, en la comunicación Fomentando una apro-
ximación europea a la inteligencia artificial, 
COM(2021) 205 final, de 21 de abril de 2021, que in-
corpora como anexo la Revisión del Plan coordinado de 
inteligencia artificial, y con la que simultáneamente 
aprobó la Comisión la Propuesta de Reglamento del 
Parlamento Europeo y del Consejo por el que se esta-
blecen normas armonizadas en materia de inteligencia 
artificial y se modifican diversas normas, COM(2021) 
206 final, de 21 de abril. A estos documentos me refiero 
más adelante. 
42 Resulta muy interesante, sobre esta cuestión, el estu-
dio de D. Canals Ametller, El proceso normativo ante el 
avance, 9-17. 
43 J. Ponce Solé, Inteligencia artificial, derecho admi-
nistrativo, 28. 
44 Idem, 32. 
45 S. de la Sierra, Inteligencia artificial y justicia admi-
nistrativa: una aproximación desde la teoría del control 
de la administración pública, en Revista General de 

de los datos y la inteligencia artificial son, 
como ya se ha puesto de manifiesto, 
elementos claves en la evolución de lo público 
y lo privado en el futuro inmediato46. En 
presencia de datos y actuación automatizada 
basada, en su caso, en inteligencia artificial, 
las tecnologías de registro distribuido pueden 
desarrollar todo su potencial. 

La Comisión Europea puso de manifiesto 
en 2018 la falta de inversión en inteligencia 
artificial en Europa, que “se sitúa a la zaga en 
inversiones privadas en IA, las cuales 
oscilaron entre 2.400 y 3.200 millones EUR 
en 2016, frente a 6.500-9.700 millones EUR 
en Asia y 12.100-18.600 millones EUR en 
América del Norte”47 y, sobre esa base, se 
orientó a un ambicioso horizonte conforme al 

 
Derecho Administrativo, n. 50, 2019, 1-19, se refiere, 
además de al uso por la justicia de la inteligencia artifi-
cial, admitiendo con relación a España que “desde las 
instituciones no se ha abordado siquiera de forma em-
brionaria la eventual utilidad, los peligros y las barreras, 
de los algoritmos y la inteligencia artificial en la pro-
ducción de resoluciones judiciales”, a la problemática 
que puede suscitar el control de la administración algo-
rítmica. Sobre esta cuestión, vid. A. Cerrillo i Martínez 
y C.I. Velasco Rico, Jurisdicción, algoritmos e inteli-
gencia artificial, en el volumen colectivo 20 años de la 
Ley de lo Contencioso-administrativo, coordinado por 
F. López Ramón y J. Valero Torrijos, Asociación Espa-
ñola de Profesores de Derecho Administrativo e Institu-
to Nacional de Administración Pública, Madrid, 2019, 
291-303, confirman lo señalado por de la Sierra, dando 
cuenta de posibles casos de uso o proyectos impulsados 
en otros países para búsquedas de jurisprudencia, reso-
lución de conflictos on line, ayudas para la redacción de 
textos legales, instrumentos de análisis para realizar 
predicciones o baremos, sistemas de categorización de 
contratos y bots conversacionales de apoyo a las partes 
litigantes en procesos judiciales. 
46 S. Jiménez, Transformación digital, 253-267, apela a 
la definición nítida de roles y al equilibrio afirmando 
que “en todo caso, estamos en un periodo de reajuste y 
de salto tecnológico, lo que no es sencillo ni rápido. 
Simplemente, debemos construir un mundo en el que 
tengamos claro que el papel de la política y la acción 
pública es el de definir qué tipo de sociedad tenemos y 
el de los algoritmos y la IA llevarnos al mejor lugar po-
sible. La cuestión es que tengamos capacidad de enten-
der y valorar cada uno de esos sistemas para evitar efec-
tos no deseados” (267). Destacando el potencial trans-
formador emergente de la inteligencia artificial vid., 
también, A. Cerrillo i Martínez, El impacto de la inteli-
gencia artificial en el Derecho administrativo ¿nuevos 
conceptos para nuevas realidades técnicas?, en Revista 
General de Derecho Administrativo, n. 50, 2019, 1-8, 
apuntando, además, diversos casos de uso en adminis-
traciones públicas. Sobre el encaje de los algoritmos en 
la administración, vid. O. Cortés, Algoritmos y algunos 
retos jurídico-institucionales para su aplicación en la 
administración pública, en Revista vasca de gestión de 
personas y organizaciones públicas, n. 18, 2020, 54-63. 
47 Comunicación de la Comisión sobre inteligencia arti-
ficial para Europa, COM(2018) 237 final, de 25 de 
abril de 2018, 5. 
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cual “la UE en su conjunto (sumando los 
sectores público y privado) debería fijarse el 
objetivo de incrementar esta inversión al 
menos hasta 20.000 millones EUR de aquí 
[2018] a finales de 2020, y, a continuación, 
invertir más de 20.000 millones EUR anuales 
durante la próxima década”48. Para ello, 
propuso una estrategia Europa sobre 
inteligencia artificial con la finalidad de 
potenciar la capacidad tecnológica e industrial 
de la Unión e impulsar la adopción de esta 
tecnología en todos los ámbitos de la 
economía, tanto en el sector privado como 
público, donde detecta una oportunidad de 
mejora significativa de los servicios públicos 
y de contribución al logro de los objetivos de 
mejora de la administración electrónica. 
Igualmente, con la estrategia se pretende 
preparar a la Unión para las transformaciones 
socioeconómicas que genera la inteligencia 
artificial en los ámbitos educativo, de mercado 
laboral y de protección social y, además, 
garantizar el establecimiento de un marco 
ético y jurídico apropiado, basado en los 
valores de la Unión y atento a la Carta de los 
Derechos Fundamentales49. 

El Libro blanco sobre inteligencia artificial. 
Aproximación europea desde la excelencia y 
la confianza profundiza en los planteamientos 
de la Comisión y propone, por un lado, 
acciones concretas para generar un entorno de 
excelencia que permita desarrollar e implantar 
colaborativamente entre los sectores público y 
privado la inteligencia artificial; analiza, por 
otro lado, las mejoras y cambios regulatorios 
precisos para que dicho entorno de excelencia 
se desenvuelva, además, en un marco de 
confianza, que la Comisión considera “un 
objetivo estratégico en sí mismo, que debería 
generar la confianza de los ciudadanos para 
adoptar aplicaciones de IA y dar a las 

 
48 Idem, 7. 
49 La estrategia se plasmó en la Comunicación del Plan 
coordinado sobre la inteligencia artificial, COM(2018) 
795 final, de 7 de diciembre de 2018, en el que se pro-
puso a todos los Estados que aún no la tenían a dotarse 
de una estrategia coordinada de inteligencia artificial. 
España adoptó su Estrategia española de I+D+I en in-
teligencia artificial en 2019, (última consulta a 19 de 
septiembre de 2021), como primer paso hacia la estrate-
gia nacional de inteligencia artificial aprobada en 2020, 
accesible en https://portal.mineco.gob.es/es-es/ministe 
rio/areas-prioritarias/Paginas/inteligencia-artificial.aspx 
(última consulta a 19 de septiembre de 2021). En rela-
ción con esta cuestión resulta interesante el documento 
del Real Instituto Elcano elaborado por F. Arteaga y A. 
Ortega, Hacia un ecosistema español de Inteligencia 
Artificial: una propuesta, Madrid, Elcano, 2019. 

empresas y organizaciones del sector público 
la seguridad jurídica para innovar a través de 
AI”50. Para ambos escenarios, el de excelencia 
y el de confianza, tiene gran importancia, 
como se explica en el propio Libro blanco51, 
aprovechar las oportunidades de explotación 
de datos que se abren en el inmediato futuro, 
cuestión en la que la Unión propone centrar 
gran parte de su compromiso regulatorio52. 
Por lo demás, al margen del conjunto de 
ambiciosas acciones planteadas y de la 
indispensable mejora regulatoria, conviene 
destacar que una de las seis acciones 
fundamentales prevé que “la Comisión 
iniciará diálogos sectoriales abiertos y 
transparentes, dando prioridad a los 
proveedores de servicios de salud y a los 
operadores de servicios públicos, a fin de 
presentar un plan de acción para facilitar el 
desarrollo, las pruebas y la adopción. Los 
diálogos sectoriales se utilizarán para 
desarrollar un programa específico para la 
adopción de IA que respaldará la contratación 
pública de los sistemas de IA y ayudará a 
transformar los procesos de contratación 
pública”53. 

La inteligencia artificial, como señala 
Cerrillo i Martínez, persigue emular las 
facultades intelectuales humanas en máquinas 
para que estas puedan realizar tareas propias 
de los seres humanos y se basa en el uso de 
algoritmos y datos54. No obstante, advierte 
Merchán Murillo que existen diversas 
definiciones de inteligencia artificial sin que 
ninguna de ellas haya resultado 
universalmente aceptada55, lo que le lleva a 

 
50 Libro blanco sobre inteligencia artificial. Aproxima-
ción europea desde la excelencia y la confianza, 
COM(2020) 65 final, de 19 de febrero de 2020, 3. 
51 Idem, 4-5. 
52 Propósito que A. Boix Palop, Los algoritmos son re-
glamentos, 244-249, considera decepcionante. 
53 Ibidem, 8. C. Ramió Matas, Inteligencia artificial, ro-
bótica y modelos de Administración pública, en Revista 
del CLAD Reforma y Democracia, n. 72, 2018, 5-42, 
considera que la inteligencia artificial y la robótica 
constituyen una oportunidad para la radical renovación 
institucional y organizativa de la administración implan-
tando un modelo burocrático objetivo, neutral, rápido y 
eficaz, lo que denomina un “burocracia sin burócratas”. 
54 A. Cerrillo i Martínez, El impacto de la inteligencia 
artificial,3 (ee). En su estadio actual, la inteligencia ac-
tual se basa en datos, que explota y de los que aprende. 
Antes, desde finales de los años setenta del siglo XX, la 
inteligencia artificial se basaba en la traducción compu-
tacional del conocimiento humano. 
55 En el mismo sentido, S. Marín García, Ética e inteli-
gencia artificial, en Cuadernos de la Cátedra Caixa-
bank de Responsabilidad Social Corporativa, n. 42, 
2019, 6-7. 
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transformación digital y son objeto de 
atención doctrinal40 y de la Unión Europea41. 
De la combinación de las tecnologías de 
registro distribuido y la inteligencia artificial 
pueden surgir múltiples casos de uso, 
especialmente en relación con la actuación 
automatizada de la administración. 

Son muchos, en todo caso, los ámbitos de 
la gestión pública, que pueden ser objeto de 
estas tecnologías, en diferentes 
combinaciones. Así ocurre con los 
procedimientos de elaboración y evaluación 
de disposiciones42, la adopción automatizada 
de decisiones regladas43, la búsqueda y 
sistematización de los elementos que sirven de 
base a la motivación para la adopción de las 
decisiones discrecionales44. Pero también se 
ha planteado el posible uso de la inteligencia 
artificial, más allá del ámbito administrativo, 
en la administración de justicia45. La ciencia 

 
40 Un catálogo de estas tecnologías, con una sucinta 
descripción, en L. Cotino Hueso, Riesgos e impactos del 
big data. La inteligencia artificial y la robótica. Enfo-
ques, modelos y principios de la respuesta del Derecho, 
en Revista General de Derecho Administrativo, n. 50, 
2019, 2-9. 
41 Baste la referencia a los intensos trabajos desarrolla-
dos en relación con la inteligencia artificial, plasmados 
inicialmente en las comunicaciones de la Comisión al 
Parlamento Europeo, al Consejo Europeo, al Consejo, al 
Comité Económico y Social Europeo y al Comité de las 
Regiones sobre Inteligencia artificial para Europa, 
COM(2018) 237 final, de 25 de abril de 2018; Plan 
coordinado sobre la inteligencia artificial, COM(2018) 
795 final, de 7 de diciembre de 2018; Generar confian-
za en la inteligencia artificial centrada en el ser hu-
mano, COM(2019) 168 final, de 8 de abril de 2019; y  
Repercusiones en materia de seguridad y responsabili-
dad civil de la inteligencia artificial, el internet de las 
cosas y la robótica, COM(2020) 64 final, de 19 de fe-
brero de 2020. Tales trabajos se concretaron en el Libro 
blanco sobre la inteligencia artificial. Un enfoque euro-
peo orientado a la excelencia y la confianza, 
COM(2020) 65 final, de 19 de febrero de 2020 y, espe-
cialmente, en la comunicación Fomentando una apro-
ximación europea a la inteligencia artificial, 
COM(2021) 205 final, de 21 de abril de 2021, que in-
corpora como anexo la Revisión del Plan coordinado de 
inteligencia artificial, y con la que simultáneamente 
aprobó la Comisión la Propuesta de Reglamento del 
Parlamento Europeo y del Consejo por el que se esta-
blecen normas armonizadas en materia de inteligencia 
artificial y se modifican diversas normas, COM(2021) 
206 final, de 21 de abril. A estos documentos me refiero 
más adelante. 
42 Resulta muy interesante, sobre esta cuestión, el estu-
dio de D. Canals Ametller, El proceso normativo ante el 
avance, 9-17. 
43 J. Ponce Solé, Inteligencia artificial, derecho admi-
nistrativo, 28. 
44 Idem, 32. 
45 S. de la Sierra, Inteligencia artificial y justicia admi-
nistrativa: una aproximación desde la teoría del control 
de la administración pública, en Revista General de 

de los datos y la inteligencia artificial son, 
como ya se ha puesto de manifiesto, 
elementos claves en la evolución de lo público 
y lo privado en el futuro inmediato46. En 
presencia de datos y actuación automatizada 
basada, en su caso, en inteligencia artificial, 
las tecnologías de registro distribuido pueden 
desarrollar todo su potencial. 

La Comisión Europea puso de manifiesto 
en 2018 la falta de inversión en inteligencia 
artificial en Europa, que “se sitúa a la zaga en 
inversiones privadas en IA, las cuales 
oscilaron entre 2.400 y 3.200 millones EUR 
en 2016, frente a 6.500-9.700 millones EUR 
en Asia y 12.100-18.600 millones EUR en 
América del Norte”47 y, sobre esa base, se 
orientó a un ambicioso horizonte conforme al 

 
Derecho Administrativo, n. 50, 2019, 1-19, se refiere, 
además de al uso por la justicia de la inteligencia artifi-
cial, admitiendo con relación a España que “desde las 
instituciones no se ha abordado siquiera de forma em-
brionaria la eventual utilidad, los peligros y las barreras, 
de los algoritmos y la inteligencia artificial en la pro-
ducción de resoluciones judiciales”, a la problemática 
que puede suscitar el control de la administración algo-
rítmica. Sobre esta cuestión, vid. A. Cerrillo i Martínez 
y C.I. Velasco Rico, Jurisdicción, algoritmos e inteli-
gencia artificial, en el volumen colectivo 20 años de la 
Ley de lo Contencioso-administrativo, coordinado por 
F. López Ramón y J. Valero Torrijos, Asociación Espa-
ñola de Profesores de Derecho Administrativo e Institu-
to Nacional de Administración Pública, Madrid, 2019, 
291-303, confirman lo señalado por de la Sierra, dando 
cuenta de posibles casos de uso o proyectos impulsados 
en otros países para búsquedas de jurisprudencia, reso-
lución de conflictos on line, ayudas para la redacción de 
textos legales, instrumentos de análisis para realizar 
predicciones o baremos, sistemas de categorización de 
contratos y bots conversacionales de apoyo a las partes 
litigantes en procesos judiciales. 
46 S. Jiménez, Transformación digital, 253-267, apela a 
la definición nítida de roles y al equilibrio afirmando 
que “en todo caso, estamos en un periodo de reajuste y 
de salto tecnológico, lo que no es sencillo ni rápido. 
Simplemente, debemos construir un mundo en el que 
tengamos claro que el papel de la política y la acción 
pública es el de definir qué tipo de sociedad tenemos y 
el de los algoritmos y la IA llevarnos al mejor lugar po-
sible. La cuestión es que tengamos capacidad de enten-
der y valorar cada uno de esos sistemas para evitar efec-
tos no deseados” (267). Destacando el potencial trans-
formador emergente de la inteligencia artificial vid., 
también, A. Cerrillo i Martínez, El impacto de la inteli-
gencia artificial en el Derecho administrativo ¿nuevos 
conceptos para nuevas realidades técnicas?, en Revista 
General de Derecho Administrativo, n. 50, 2019, 1-8, 
apuntando, además, diversos casos de uso en adminis-
traciones públicas. Sobre el encaje de los algoritmos en 
la administración, vid. O. Cortés, Algoritmos y algunos 
retos jurídico-institucionales para su aplicación en la 
administración pública, en Revista vasca de gestión de 
personas y organizaciones públicas, n. 18, 2020, 54-63. 
47 Comunicación de la Comisión sobre inteligencia arti-
ficial para Europa, COM(2018) 237 final, de 25 de 
abril de 2018, 5. 
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cual “la UE en su conjunto (sumando los 
sectores público y privado) debería fijarse el 
objetivo de incrementar esta inversión al 
menos hasta 20.000 millones EUR de aquí 
[2018] a finales de 2020, y, a continuación, 
invertir más de 20.000 millones EUR anuales 
durante la próxima década”48. Para ello, 
propuso una estrategia Europa sobre 
inteligencia artificial con la finalidad de 
potenciar la capacidad tecnológica e industrial 
de la Unión e impulsar la adopción de esta 
tecnología en todos los ámbitos de la 
economía, tanto en el sector privado como 
público, donde detecta una oportunidad de 
mejora significativa de los servicios públicos 
y de contribución al logro de los objetivos de 
mejora de la administración electrónica. 
Igualmente, con la estrategia se pretende 
preparar a la Unión para las transformaciones 
socioeconómicas que genera la inteligencia 
artificial en los ámbitos educativo, de mercado 
laboral y de protección social y, además, 
garantizar el establecimiento de un marco 
ético y jurídico apropiado, basado en los 
valores de la Unión y atento a la Carta de los 
Derechos Fundamentales49. 

El Libro blanco sobre inteligencia artificial. 
Aproximación europea desde la excelencia y 
la confianza profundiza en los planteamientos 
de la Comisión y propone, por un lado, 
acciones concretas para generar un entorno de 
excelencia que permita desarrollar e implantar 
colaborativamente entre los sectores público y 
privado la inteligencia artificial; analiza, por 
otro lado, las mejoras y cambios regulatorios 
precisos para que dicho entorno de excelencia 
se desenvuelva, además, en un marco de 
confianza, que la Comisión considera “un 
objetivo estratégico en sí mismo, que debería 
generar la confianza de los ciudadanos para 
adoptar aplicaciones de IA y dar a las 

 
48 Idem, 7. 
49 La estrategia se plasmó en la Comunicación del Plan 
coordinado sobre la inteligencia artificial, COM(2018) 
795 final, de 7 de diciembre de 2018, en el que se pro-
puso a todos los Estados que aún no la tenían a dotarse 
de una estrategia coordinada de inteligencia artificial. 
España adoptó su Estrategia española de I+D+I en in-
teligencia artificial en 2019, (última consulta a 19 de 
septiembre de 2021), como primer paso hacia la estrate-
gia nacional de inteligencia artificial aprobada en 2020, 
accesible en https://portal.mineco.gob.es/es-es/ministe 
rio/areas-prioritarias/Paginas/inteligencia-artificial.aspx 
(última consulta a 19 de septiembre de 2021). En rela-
ción con esta cuestión resulta interesante el documento 
del Real Instituto Elcano elaborado por F. Arteaga y A. 
Ortega, Hacia un ecosistema español de Inteligencia 
Artificial: una propuesta, Madrid, Elcano, 2019. 

empresas y organizaciones del sector público 
la seguridad jurídica para innovar a través de 
AI”50. Para ambos escenarios, el de excelencia 
y el de confianza, tiene gran importancia, 
como se explica en el propio Libro blanco51, 
aprovechar las oportunidades de explotación 
de datos que se abren en el inmediato futuro, 
cuestión en la que la Unión propone centrar 
gran parte de su compromiso regulatorio52. 
Por lo demás, al margen del conjunto de 
ambiciosas acciones planteadas y de la 
indispensable mejora regulatoria, conviene 
destacar que una de las seis acciones 
fundamentales prevé que “la Comisión 
iniciará diálogos sectoriales abiertos y 
transparentes, dando prioridad a los 
proveedores de servicios de salud y a los 
operadores de servicios públicos, a fin de 
presentar un plan de acción para facilitar el 
desarrollo, las pruebas y la adopción. Los 
diálogos sectoriales se utilizarán para 
desarrollar un programa específico para la 
adopción de IA que respaldará la contratación 
pública de los sistemas de IA y ayudará a 
transformar los procesos de contratación 
pública”53. 

La inteligencia artificial, como señala 
Cerrillo i Martínez, persigue emular las 
facultades intelectuales humanas en máquinas 
para que estas puedan realizar tareas propias 
de los seres humanos y se basa en el uso de 
algoritmos y datos54. No obstante, advierte 
Merchán Murillo que existen diversas 
definiciones de inteligencia artificial sin que 
ninguna de ellas haya resultado 
universalmente aceptada55, lo que le lleva a 

 
50 Libro blanco sobre inteligencia artificial. Aproxima-
ción europea desde la excelencia y la confianza, 
COM(2020) 65 final, de 19 de febrero de 2020, 3. 
51 Idem, 4-5. 
52 Propósito que A. Boix Palop, Los algoritmos son re-
glamentos, 244-249, considera decepcionante. 
53 Ibidem, 8. C. Ramió Matas, Inteligencia artificial, ro-
bótica y modelos de Administración pública, en Revista 
del CLAD Reforma y Democracia, n. 72, 2018, 5-42, 
considera que la inteligencia artificial y la robótica 
constituyen una oportunidad para la radical renovación 
institucional y organizativa de la administración implan-
tando un modelo burocrático objetivo, neutral, rápido y 
eficaz, lo que denomina un “burocracia sin burócratas”. 
54 A. Cerrillo i Martínez, El impacto de la inteligencia 
artificial,3 (ee). En su estadio actual, la inteligencia ac-
tual se basa en datos, que explota y de los que aprende. 
Antes, desde finales de los años setenta del siglo XX, la 
inteligencia artificial se basaba en la traducción compu-
tacional del conocimiento humano. 
55 En el mismo sentido, S. Marín García, Ética e inteli-
gencia artificial, en Cuadernos de la Cátedra Caixa-
bank de Responsabilidad Social Corporativa, n. 42, 
2019, 6-7. 
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postular la necesidad de una definición 
europea común, que permita regular 
adecuadamente la inteligencia artificial, 
teniendo en cuenta que se caracteriza por su 
capacidad de adquirir autonomía mediante 
sensores o mediante el intercambio de datos 
con su entorno y el análisis de estos, su 
capacidad de aprender a través de la 
experiencia y la interacción, la forma del 
soporte físico del robot, en su caso, y la 
capacidad de adaptar su comportamiento y 
acciones al entorno56. 

Algoritmos y datos son, en todo caso, el 
alma de la inteligencia artificial. Los 
algoritmos utilizan los datos para calcular la 
respuesta adecuada. Son el proceso de toma de 
decisión de la inteligencia artificial, 
sustituyendo al proceso mental humano, lo 
que impide afirmar su naturaleza 
reglamentaria57. Y hoy los algoritmos 
aprenden de los datos que manejan y del 
resultado de las respuestas que proporcionan 
en cada momento con los datos de los que 
disponen. Con cada aplicación del algoritmo 
la inteligencia artificial aprende. Cuantos más 
datos genera y más veces los utiliza el 
algoritmo más aprende. Se comprende así la 
conexión entre inteligencia artificial, machine 
learning y big data, son complementarios, 
trabajan de forma combinada para un mismo 
fin y, en la medida en que simulan la 
inteligencia humana, pueden llegar a trabajar 
y, de hecho, lo hacen, de forma autónoma. 

Pero, como ha recalcado Boix Palop, 
resulta obvia la diferente complejidad, y 
problemas derivados, que pueden suscitar los 
algoritmos en función de que, en su 
configuración más simple, se limiten a realizar 
cálculos reglados que predeterminan la 
decisión o, en modalidades más complejas, y 
diversas, realicen cálculos o análisis 
estadísticos mucho más complejos 
completados, cada vez con más frecuencia, 
con análisis masivo de datos que escapa a la 
capacidad humana y sistemas de aprendizaje 
automático que, a la postre, llevan el 
algoritmo más allá de su programación inicial 

 
56 A. Merchán Murillo, Inteligencia artificial y blo-
ckchain: retos jurídicos en paralelo, en Revista General 
de Derecho Administrativo, n. 50, 2019, 3-5 (ee). El au-
tor enuncia unas características, en mi opinión, válidas 
para la inteligencia artificial estática y robotizada, que 
permiten distinguirlas. 
57  En este sentido, J. Ponce Solé, Inteligencia artificial, 
Derecho administrativo, 34-35. Afirma, en cambio, el 
carácter reglamentario de los algoritmos A. Boix Palop, 
Los algoritmos son reglamentos, 235-238 y 249-265. 

y comportan su evolución y la de las 
soluciones que proporciona58. Fácilmente se 
comprende que los problemas éticos y 
jurídicos se incrementan en función de la 
complejidad de la inteligencia artificial de que 
se trate. Y los riesgos existen59. 

Como he señalado anteriormente, la 
gestión automatizada, independientemente de 
la tecnología que la soporte, entre las que está 
la de registro distribuido, está amparada por la 
normativa de régimen jurídico (arts. 41 y 42 
de la Ley de Régimen Jurídico del Sector 
Público) y, parcialmente al menos, en la de 
contratación del sector público [art. 159.6.d) 
de la Ley de Contratos del Sector Público]60. 
Pero su regulación resulta a todas luces 
insuficiente, como ha puesto de manifiesto la 
doctrina61, y no afronta la complejidad de las 
controversias éticas y problemas jurídicos que, 
lógicamente, suscita un dispositivo electrónico 
que simula la actuación humana62, ni el 

 
58 A. Boix Palop, Los algoritmos son reglamentos, 229-
234. 
59 L. Cotino Hueso, Riesgos e impactos del big data, 9-
15, expone un amplio catálogo de riesgos, puestos de 
manifiesto por diversas fuentes, y nos habla de concen-
tración del poder y la riqueza, incertidumbre sobre la 
evolución de la inteligencia artificial, riesgo de que el 
control humano se pierda o, simplemente su mal uso, al 
margen de toda ética, por el ser humano. 
60 L. Cotino Hueso, Riesgos e impactos del big data, 34-
35, recoge precedentes y últimas, con alguna referencia 
comparada. 
61 A. Merchán Murillo, Inteligencia artificial y blo-
ckchain: retos jurídicos en paralelo, en Revista General 
de Derecho Administrativo, n. 50, 2019, 9-10; J. Ponce 
Solé, Inteligencia artificial, derecho administrativo, 28. 
A. Boix Palop, Los algoritmos son reglamentos, 239-
244, pone de manifiesto la involución de la legislación 
española en materia de garantías respecto del uso por la 
Administración de algoritmos y automatización de pro-
cedimientos cotejando lo dispuesto en el artículo 45 
LAP, con las previsiones de la Ley 11/2007, de 22 de 
junio, de acceso electrónico de los ciudadanos a los ser-
vicios públicos, y, finalmente, la LPAC y la LRJSL. L. 
Cotino Hueso, Riesgos e impactos del big data, 15-33, 
pone de manifiesto las notables dificultades regulatorias 
por el alto grado de tecnificación y la rápida evolución 
de la inteligencia artificial. Por su parte, A. Cerrillo i 
Martínez, El impacto de la inteligencia artificial, 9-13, 
constatando también las dificultades al respecto, propo-
ne tomar como modelo las bases de la regulación de In-
ternet, esto es, la unión de aspectos técnicos y jurídicos, 
la identificación del valor de la tecnología como instru-
mento de regulación, proponer diversas estrategias para 
regular el desarrollo de la tecnología y apostar por la au-
torregulación, sin descuidar, obviamente, los complejos 
aspectos éticos que la inteligencia artificial suscita. 
62 S. Marín García, Ética e inteligencia artificial, 9-11, 
vincula los componentes éticos en torno a la inteligencia 
artificial a la idea de autonomía porque “el campo de la 
ética se extiende allá donde encuentra agentes dotados 
de autonomía e inteligencia, es decir, sujetos capaces de 
tomar decisiones y actual de forma racional”. No muy 
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profundo rediseño que nuestras 
Administraciones deberán afrontar para 
implantarla de manera efectiva63. 

Las tareas que está asumiendo la 
inteligencia artificial son cada vez más 
relevantes, habituales y, por ello, generadoras 
de riesgos. Ello exige, como en otros ámbitos 
de la técnica, garantizar la fiabilidad, la 
robustez, de la inteligencia artificial y su 
combinación con la tecnología de registro 
distribuido puede contribuir decisivamente a 
lograr esos objetivos. Su aplicación a 
determinados procesos industriales, a la 
medicina, a los vehículos autónomos u otros 
robots impone, junto al principio de 
prudencia, la exigencia de cumplimiento de 
unos estándares y normas técnicas de calidad 
y de seguridad rigurosos que, por otra parte, 
son habituales en los procesos y productos 
industriales. Obviamente, para el 
establecimiento de esos estándares podrán 
aplicarse las técnicas regulatorias habituales, 
incluso a través de autorregulación o mediante 
agencias, pero su necesidad es obvia. 

La inteligencia artificial decide y, si lo 
hace, debe rendir cuentas y gestionar la 
discrepancia. Con ello, obviamente, se pone el 
foco en los algoritmos, los datos utilizados, 
los procesos de aprendizaje sobre los que se 
reconstruyen o renuevan decisiones, o se 
evolucionan los propios algoritmos. Debemos 
poder conocer con la máxima seguridad 

 
distinta podría ser la delimitación del campo del Dere-
cho. Sobre la interacción entre los aspectos éticos y ju-
rídicos y la innovación tecnológica J.L. Piñar Mañas, 
Derecho, ética e innovación tecnológica, en Revista Es-
pañola de Derecho Administrativo, n. 195, 2018, 11-30, 
apostando por el impulso del estatuto de ciudadanía di-
gital como respuesta a los interrogantes que suscita la 
innovación. Sobre la ética en la gestión de datos vid. C. 
Buenadicha et alt., La gestión ética de los datos, BID, 
2019. 
63 Resulta de gran interés, específicamente en relación 
con el uso de la inteligencia artificial en el sector públi-
co, la Declaración Final del II Seminario de Derecho 
administrativo e Inteligencia Artificial en el sector pú-
blico, celebrado en Valencia, los días 10 y 11 de octubre 
de 2019, que citaré como Declaración de Valencia; así 
como las Conclusiones del I Seminario Internacional 
sobre Derecho administrativo e inteligencia artificial, 
celebrado en Toledo el 1 de abril de 2019. En el punto 5 
de la Declaración de Valencia se reflexiona sobre la or-
ganización y la formación en la Administración defen-
diendo que “deben crearse nuevas unidades orgánicas y 
dinámicas que combinen el conocimiento técnico y jurí-
dico bajo el principio de precaución; en su caso comi-
siones éticas para la incorporación de la IA. Diversas 
autoridades independientes han de asumir sin temor 
nuevos roles y pautas de actuación y se les ha de forta-
lecer y reconocer mayores facultades de acceso y con-
trol de los sistemas empleados”. 

jurídica las razones de la decisión y, en 
determinadas circunstancias, tener reconocido 
el derecho a discutirlas. Para ello devienen 
esenciales la regulación de los algoritmos, su 
carácter público y la accesibilidad de su 
código fuente, así como, de nuevo, la de los 
datos, su posibilidad y condiciones de 
utilización y el acceso a los mismos. En esta 
línea se ha propuesto que la aprobación de 
algoritmos sea objeto de un procedimiento 
específico, que su funcionamiento resulte 
comprensible para el ciudadano, que su 
código sea abierto y transparente, con 
publicidad activa y derecho de acceso, que 
eliminen sesgos discriminatorios y que 
evalúen su impacto sobre la protección de 
datos64. Blockchain puede contribuir a 
proporcionar trazabilidad, publicidad y 
seguridad a los algoritmos. 

Quien decide, quien tiene una capacidad 
autónoma de elegir, debe ser responsable de 
sus decisiones. Para ello resulta indispensable 
que las decisiones o la actuación de la 
inteligencia artificial sean efectivamente 
imputables a la inteligencia artificial y, 
consecuentemente, deben identificarse 
inequívocamente tales decisiones y 
actuaciones y resultar trazables. Blockchain, 
de nuevo, pueden contribuir a ello. Cuando 
interactuamos con la inteligencia artificial 
debemos saberlo y poder acreditarlo. Porque, 
a partir de ahí, surge el problema de la 
responsabilidad. 

El fundamental límite al uso de tecnología 
de registro distribuido y smart contracts en 
combinación con la inteligencia artificial es el 
fundamental límite general de esta, su 
subordinación a la inteligencia humana y, en 
particular, la “reserva de humanidad”, en 
palabras de Ponce Solé65, que implica la 
imposibilidad de decisiones totalmente 
automatizadas, basadas en inteligencia 
artificial, en el ámbito de las potestades 
discrecionales, de modo que la decisión final 
deberá seguir correspondiendo a un humano, 
que podrá, eso sí, servirse de inteligencia 
artificial en el curso del procedimiento para 
dotarse de elementos adecuados para su toma 
de decisión. La opacidad en el uso de la 
inteligencia artificial en cualquier fase de un 

 
64 J. Ponce Solé, Inteligencia artificial, derecho admi-
nistrativo, 35-48. 
65 J. Ponce Solé, Inteligencia artificial, derecho admi-
nistrativo, 28-34, sintonizando con planteamientos re-
cogidos en el punto 11 de las Conclusiones de Toledo y 
4 de la Declaración de Valencia. 
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postular la necesidad de una definición 
europea común, que permita regular 
adecuadamente la inteligencia artificial, 
teniendo en cuenta que se caracteriza por su 
capacidad de adquirir autonomía mediante 
sensores o mediante el intercambio de datos 
con su entorno y el análisis de estos, su 
capacidad de aprender a través de la 
experiencia y la interacción, la forma del 
soporte físico del robot, en su caso, y la 
capacidad de adaptar su comportamiento y 
acciones al entorno56. 

Algoritmos y datos son, en todo caso, el 
alma de la inteligencia artificial. Los 
algoritmos utilizan los datos para calcular la 
respuesta adecuada. Son el proceso de toma de 
decisión de la inteligencia artificial, 
sustituyendo al proceso mental humano, lo 
que impide afirmar su naturaleza 
reglamentaria57. Y hoy los algoritmos 
aprenden de los datos que manejan y del 
resultado de las respuestas que proporcionan 
en cada momento con los datos de los que 
disponen. Con cada aplicación del algoritmo 
la inteligencia artificial aprende. Cuantos más 
datos genera y más veces los utiliza el 
algoritmo más aprende. Se comprende así la 
conexión entre inteligencia artificial, machine 
learning y big data, son complementarios, 
trabajan de forma combinada para un mismo 
fin y, en la medida en que simulan la 
inteligencia humana, pueden llegar a trabajar 
y, de hecho, lo hacen, de forma autónoma. 

Pero, como ha recalcado Boix Palop, 
resulta obvia la diferente complejidad, y 
problemas derivados, que pueden suscitar los 
algoritmos en función de que, en su 
configuración más simple, se limiten a realizar 
cálculos reglados que predeterminan la 
decisión o, en modalidades más complejas, y 
diversas, realicen cálculos o análisis 
estadísticos mucho más complejos 
completados, cada vez con más frecuencia, 
con análisis masivo de datos que escapa a la 
capacidad humana y sistemas de aprendizaje 
automático que, a la postre, llevan el 
algoritmo más allá de su programación inicial 

 
56 A. Merchán Murillo, Inteligencia artificial y blo-
ckchain: retos jurídicos en paralelo, en Revista General 
de Derecho Administrativo, n. 50, 2019, 3-5 (ee). El au-
tor enuncia unas características, en mi opinión, válidas 
para la inteligencia artificial estática y robotizada, que 
permiten distinguirlas. 
57  En este sentido, J. Ponce Solé, Inteligencia artificial, 
Derecho administrativo, 34-35. Afirma, en cambio, el 
carácter reglamentario de los algoritmos A. Boix Palop, 
Los algoritmos son reglamentos, 235-238 y 249-265. 

y comportan su evolución y la de las 
soluciones que proporciona58. Fácilmente se 
comprende que los problemas éticos y 
jurídicos se incrementan en función de la 
complejidad de la inteligencia artificial de que 
se trate. Y los riesgos existen59. 

Como he señalado anteriormente, la 
gestión automatizada, independientemente de 
la tecnología que la soporte, entre las que está 
la de registro distribuido, está amparada por la 
normativa de régimen jurídico (arts. 41 y 42 
de la Ley de Régimen Jurídico del Sector 
Público) y, parcialmente al menos, en la de 
contratación del sector público [art. 159.6.d) 
de la Ley de Contratos del Sector Público]60. 
Pero su regulación resulta a todas luces 
insuficiente, como ha puesto de manifiesto la 
doctrina61, y no afronta la complejidad de las 
controversias éticas y problemas jurídicos que, 
lógicamente, suscita un dispositivo electrónico 
que simula la actuación humana62, ni el 

 
58 A. Boix Palop, Los algoritmos son reglamentos, 229-
234. 
59 L. Cotino Hueso, Riesgos e impactos del big data, 9-
15, expone un amplio catálogo de riesgos, puestos de 
manifiesto por diversas fuentes, y nos habla de concen-
tración del poder y la riqueza, incertidumbre sobre la 
evolución de la inteligencia artificial, riesgo de que el 
control humano se pierda o, simplemente su mal uso, al 
margen de toda ética, por el ser humano. 
60 L. Cotino Hueso, Riesgos e impactos del big data, 34-
35, recoge precedentes y últimas, con alguna referencia 
comparada. 
61 A. Merchán Murillo, Inteligencia artificial y blo-
ckchain: retos jurídicos en paralelo, en Revista General 
de Derecho Administrativo, n. 50, 2019, 9-10; J. Ponce 
Solé, Inteligencia artificial, derecho administrativo, 28. 
A. Boix Palop, Los algoritmos son reglamentos, 239-
244, pone de manifiesto la involución de la legislación 
española en materia de garantías respecto del uso por la 
Administración de algoritmos y automatización de pro-
cedimientos cotejando lo dispuesto en el artículo 45 
LAP, con las previsiones de la Ley 11/2007, de 22 de 
junio, de acceso electrónico de los ciudadanos a los ser-
vicios públicos, y, finalmente, la LPAC y la LRJSL. L. 
Cotino Hueso, Riesgos e impactos del big data, 15-33, 
pone de manifiesto las notables dificultades regulatorias 
por el alto grado de tecnificación y la rápida evolución 
de la inteligencia artificial. Por su parte, A. Cerrillo i 
Martínez, El impacto de la inteligencia artificial, 9-13, 
constatando también las dificultades al respecto, propo-
ne tomar como modelo las bases de la regulación de In-
ternet, esto es, la unión de aspectos técnicos y jurídicos, 
la identificación del valor de la tecnología como instru-
mento de regulación, proponer diversas estrategias para 
regular el desarrollo de la tecnología y apostar por la au-
torregulación, sin descuidar, obviamente, los complejos 
aspectos éticos que la inteligencia artificial suscita. 
62 S. Marín García, Ética e inteligencia artificial, 9-11, 
vincula los componentes éticos en torno a la inteligencia 
artificial a la idea de autonomía porque “el campo de la 
ética se extiende allá donde encuentra agentes dotados 
de autonomía e inteligencia, es decir, sujetos capaces de 
tomar decisiones y actual de forma racional”. No muy 
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profundo rediseño que nuestras 
Administraciones deberán afrontar para 
implantarla de manera efectiva63. 

Las tareas que está asumiendo la 
inteligencia artificial son cada vez más 
relevantes, habituales y, por ello, generadoras 
de riesgos. Ello exige, como en otros ámbitos 
de la técnica, garantizar la fiabilidad, la 
robustez, de la inteligencia artificial y su 
combinación con la tecnología de registro 
distribuido puede contribuir decisivamente a 
lograr esos objetivos. Su aplicación a 
determinados procesos industriales, a la 
medicina, a los vehículos autónomos u otros 
robots impone, junto al principio de 
prudencia, la exigencia de cumplimiento de 
unos estándares y normas técnicas de calidad 
y de seguridad rigurosos que, por otra parte, 
son habituales en los procesos y productos 
industriales. Obviamente, para el 
establecimiento de esos estándares podrán 
aplicarse las técnicas regulatorias habituales, 
incluso a través de autorregulación o mediante 
agencias, pero su necesidad es obvia. 

La inteligencia artificial decide y, si lo 
hace, debe rendir cuentas y gestionar la 
discrepancia. Con ello, obviamente, se pone el 
foco en los algoritmos, los datos utilizados, 
los procesos de aprendizaje sobre los que se 
reconstruyen o renuevan decisiones, o se 
evolucionan los propios algoritmos. Debemos 
poder conocer con la máxima seguridad 

 
distinta podría ser la delimitación del campo del Dere-
cho. Sobre la interacción entre los aspectos éticos y ju-
rídicos y la innovación tecnológica J.L. Piñar Mañas, 
Derecho, ética e innovación tecnológica, en Revista Es-
pañola de Derecho Administrativo, n. 195, 2018, 11-30, 
apostando por el impulso del estatuto de ciudadanía di-
gital como respuesta a los interrogantes que suscita la 
innovación. Sobre la ética en la gestión de datos vid. C. 
Buenadicha et alt., La gestión ética de los datos, BID, 
2019. 
63 Resulta de gran interés, específicamente en relación 
con el uso de la inteligencia artificial en el sector públi-
co, la Declaración Final del II Seminario de Derecho 
administrativo e Inteligencia Artificial en el sector pú-
blico, celebrado en Valencia, los días 10 y 11 de octubre 
de 2019, que citaré como Declaración de Valencia; así 
como las Conclusiones del I Seminario Internacional 
sobre Derecho administrativo e inteligencia artificial, 
celebrado en Toledo el 1 de abril de 2019. En el punto 5 
de la Declaración de Valencia se reflexiona sobre la or-
ganización y la formación en la Administración defen-
diendo que “deben crearse nuevas unidades orgánicas y 
dinámicas que combinen el conocimiento técnico y jurí-
dico bajo el principio de precaución; en su caso comi-
siones éticas para la incorporación de la IA. Diversas 
autoridades independientes han de asumir sin temor 
nuevos roles y pautas de actuación y se les ha de forta-
lecer y reconocer mayores facultades de acceso y con-
trol de los sistemas empleados”. 

jurídica las razones de la decisión y, en 
determinadas circunstancias, tener reconocido 
el derecho a discutirlas. Para ello devienen 
esenciales la regulación de los algoritmos, su 
carácter público y la accesibilidad de su 
código fuente, así como, de nuevo, la de los 
datos, su posibilidad y condiciones de 
utilización y el acceso a los mismos. En esta 
línea se ha propuesto que la aprobación de 
algoritmos sea objeto de un procedimiento 
específico, que su funcionamiento resulte 
comprensible para el ciudadano, que su 
código sea abierto y transparente, con 
publicidad activa y derecho de acceso, que 
eliminen sesgos discriminatorios y que 
evalúen su impacto sobre la protección de 
datos64. Blockchain puede contribuir a 
proporcionar trazabilidad, publicidad y 
seguridad a los algoritmos. 

Quien decide, quien tiene una capacidad 
autónoma de elegir, debe ser responsable de 
sus decisiones. Para ello resulta indispensable 
que las decisiones o la actuación de la 
inteligencia artificial sean efectivamente 
imputables a la inteligencia artificial y, 
consecuentemente, deben identificarse 
inequívocamente tales decisiones y 
actuaciones y resultar trazables. Blockchain, 
de nuevo, pueden contribuir a ello. Cuando 
interactuamos con la inteligencia artificial 
debemos saberlo y poder acreditarlo. Porque, 
a partir de ahí, surge el problema de la 
responsabilidad. 

El fundamental límite al uso de tecnología 
de registro distribuido y smart contracts en 
combinación con la inteligencia artificial es el 
fundamental límite general de esta, su 
subordinación a la inteligencia humana y, en 
particular, la “reserva de humanidad”, en 
palabras de Ponce Solé65, que implica la 
imposibilidad de decisiones totalmente 
automatizadas, basadas en inteligencia 
artificial, en el ámbito de las potestades 
discrecionales, de modo que la decisión final 
deberá seguir correspondiendo a un humano, 
que podrá, eso sí, servirse de inteligencia 
artificial en el curso del procedimiento para 
dotarse de elementos adecuados para su toma 
de decisión. La opacidad en el uso de la 
inteligencia artificial en cualquier fase de un 

 
64 J. Ponce Solé, Inteligencia artificial, derecho admi-
nistrativo, 35-48. 
65 J. Ponce Solé, Inteligencia artificial, derecho admi-
nistrativo, 28-34, sintonizando con planteamientos re-
cogidos en el punto 11 de las Conclusiones de Toledo y 
4 de la Declaración de Valencia. 
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postular la necesidad de una definición 
europea común, que permita regular 
adecuadamente la inteligencia artificial, 
teniendo en cuenta que se caracteriza por su 
capacidad de adquirir autonomía mediante 
sensores o mediante el intercambio de datos 
con su entorno y el análisis de estos, su 
capacidad de aprender a través de la 
experiencia y la interacción, la forma del 
soporte físico del robot, en su caso, y la 
capacidad de adaptar su comportamiento y 
acciones al entorno56. 

Algoritmos y datos son, en todo caso, el 
alma de la inteligencia artificial. Los 
algoritmos utilizan los datos para calcular la 
respuesta adecuada. Son el proceso de toma de 
decisión de la inteligencia artificial, 
sustituyendo al proceso mental humano, lo 
que impide afirmar su naturaleza 
reglamentaria57. Y hoy los algoritmos 
aprenden de los datos que manejan y del 
resultado de las respuestas que proporcionan 
en cada momento con los datos de los que 
disponen. Con cada aplicación del algoritmo 
la inteligencia artificial aprende. Cuantos más 
datos genera y más veces los utiliza el 
algoritmo más aprende. Se comprende así la 
conexión entre inteligencia artificial, machine 
learning y big data, son complementarios, 
trabajan de forma combinada para un mismo 
fin y, en la medida en que simulan la 
inteligencia humana, pueden llegar a trabajar 
y, de hecho, lo hacen, de forma autónoma. 

Pero, como ha recalcado Boix Palop, 
resulta obvia la diferente complejidad, y 
problemas derivados, que pueden suscitar los 
algoritmos en función de que, en su 
configuración más simple, se limiten a realizar 
cálculos reglados que predeterminan la 
decisión o, en modalidades más complejas, y 
diversas, realicen cálculos o análisis 
estadísticos mucho más complejos 
completados, cada vez con más frecuencia, 
con análisis masivo de datos que escapa a la 
capacidad humana y sistemas de aprendizaje 
automático que, a la postre, llevan el 
algoritmo más allá de su programación inicial 

 
56 A. Merchán Murillo, Inteligencia artificial y blo-
ckchain: retos jurídicos en paralelo, en Revista General 
de Derecho Administrativo, n. 50, 2019, 3-5 (ee). El au-
tor enuncia unas características, en mi opinión, válidas 
para la inteligencia artificial estática y robotizada, que 
permiten distinguirlas. 
57  En este sentido, J. Ponce Solé, Inteligencia artificial, 
Derecho administrativo, 34-35. Afirma, en cambio, el 
carácter reglamentario de los algoritmos A. Boix Palop, 
Los algoritmos son reglamentos, 235-238 y 249-265. 

y comportan su evolución y la de las 
soluciones que proporciona58. Fácilmente se 
comprende que los problemas éticos y 
jurídicos se incrementan en función de la 
complejidad de la inteligencia artificial de que 
se trate. Y los riesgos existen59. 

Como he señalado anteriormente, la 
gestión automatizada, independientemente de 
la tecnología que la soporte, entre las que está 
la de registro distribuido, está amparada por la 
normativa de régimen jurídico (arts. 41 y 42 
de la Ley de Régimen Jurídico del Sector 
Público) y, parcialmente al menos, en la de 
contratación del sector público [art. 159.6.d) 
de la Ley de Contratos del Sector Público]60. 
Pero su regulación resulta a todas luces 
insuficiente, como ha puesto de manifiesto la 
doctrina61, y no afronta la complejidad de las 
controversias éticas y problemas jurídicos que, 
lógicamente, suscita un dispositivo electrónico 
que simula la actuación humana62, ni el 

 
58 A. Boix Palop, Los algoritmos son reglamentos, 229-
234. 
59 L. Cotino Hueso, Riesgos e impactos del big data, 9-
15, expone un amplio catálogo de riesgos, puestos de 
manifiesto por diversas fuentes, y nos habla de concen-
tración del poder y la riqueza, incertidumbre sobre la 
evolución de la inteligencia artificial, riesgo de que el 
control humano se pierda o, simplemente su mal uso, al 
margen de toda ética, por el ser humano. 
60 L. Cotino Hueso, Riesgos e impactos del big data, 34-
35, recoge precedentes y últimas, con alguna referencia 
comparada. 
61 A. Merchán Murillo, Inteligencia artificial y blo-
ckchain: retos jurídicos en paralelo, en Revista General 
de Derecho Administrativo, n. 50, 2019, 9-10; J. Ponce 
Solé, Inteligencia artificial, derecho administrativo, 28. 
A. Boix Palop, Los algoritmos son reglamentos, 239-
244, pone de manifiesto la involución de la legislación 
española en materia de garantías respecto del uso por la 
Administración de algoritmos y automatización de pro-
cedimientos cotejando lo dispuesto en el artículo 45 
LAP, con las previsiones de la Ley 11/2007, de 22 de 
junio, de acceso electrónico de los ciudadanos a los ser-
vicios públicos, y, finalmente, la LPAC y la LRJSL. L. 
Cotino Hueso, Riesgos e impactos del big data, 15-33, 
pone de manifiesto las notables dificultades regulatorias 
por el alto grado de tecnificación y la rápida evolución 
de la inteligencia artificial. Por su parte, A. Cerrillo i 
Martínez, El impacto de la inteligencia artificial, 9-13, 
constatando también las dificultades al respecto, propo-
ne tomar como modelo las bases de la regulación de In-
ternet, esto es, la unión de aspectos técnicos y jurídicos, 
la identificación del valor de la tecnología como instru-
mento de regulación, proponer diversas estrategias para 
regular el desarrollo de la tecnología y apostar por la au-
torregulación, sin descuidar, obviamente, los complejos 
aspectos éticos que la inteligencia artificial suscita. 
62 S. Marín García, Ética e inteligencia artificial, 9-11, 
vincula los componentes éticos en torno a la inteligencia 
artificial a la idea de autonomía porque “el campo de la 
ética se extiende allá donde encuentra agentes dotados 
de autonomía e inteligencia, es decir, sujetos capaces de 
tomar decisiones y actual de forma racional”. No muy 
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profundo rediseño que nuestras 
Administraciones deberán afrontar para 
implantarla de manera efectiva63. 

Las tareas que está asumiendo la 
inteligencia artificial son cada vez más 
relevantes, habituales y, por ello, generadoras 
de riesgos. Ello exige, como en otros ámbitos 
de la técnica, garantizar la fiabilidad, la 
robustez, de la inteligencia artificial y su 
combinación con la tecnología de registro 
distribuido puede contribuir decisivamente a 
lograr esos objetivos. Su aplicación a 
determinados procesos industriales, a la 
medicina, a los vehículos autónomos u otros 
robots impone, junto al principio de 
prudencia, la exigencia de cumplimiento de 
unos estándares y normas técnicas de calidad 
y de seguridad rigurosos que, por otra parte, 
son habituales en los procesos y productos 
industriales. Obviamente, para el 
establecimiento de esos estándares podrán 
aplicarse las técnicas regulatorias habituales, 
incluso a través de autorregulación o mediante 
agencias, pero su necesidad es obvia. 

La inteligencia artificial decide y, si lo 
hace, debe rendir cuentas y gestionar la 
discrepancia. Con ello, obviamente, se pone el 
foco en los algoritmos, los datos utilizados, 
los procesos de aprendizaje sobre los que se 
reconstruyen o renuevan decisiones, o se 
evolucionan los propios algoritmos. Debemos 
poder conocer con la máxima seguridad 

 
distinta podría ser la delimitación del campo del Dere-
cho. Sobre la interacción entre los aspectos éticos y ju-
rídicos y la innovación tecnológica J.L. Piñar Mañas, 
Derecho, ética e innovación tecnológica, en Revista Es-
pañola de Derecho Administrativo, n. 195, 2018, 11-30, 
apostando por el impulso del estatuto de ciudadanía di-
gital como respuesta a los interrogantes que suscita la 
innovación. Sobre la ética en la gestión de datos vid. C. 
Buenadicha et alt., La gestión ética de los datos, BID, 
2019. 
63 Resulta de gran interés, específicamente en relación 
con el uso de la inteligencia artificial en el sector públi-
co, la Declaración Final del II Seminario de Derecho 
administrativo e Inteligencia Artificial en el sector pú-
blico, celebrado en Valencia, los días 10 y 11 de octubre 
de 2019, que citaré como Declaración de Valencia; así 
como las Conclusiones del I Seminario Internacional 
sobre Derecho administrativo e inteligencia artificial, 
celebrado en Toledo el 1 de abril de 2019. En el punto 5 
de la Declaración de Valencia se reflexiona sobre la or-
ganización y la formación en la Administración defen-
diendo que “deben crearse nuevas unidades orgánicas y 
dinámicas que combinen el conocimiento técnico y jurí-
dico bajo el principio de precaución; en su caso comi-
siones éticas para la incorporación de la IA. Diversas 
autoridades independientes han de asumir sin temor 
nuevos roles y pautas de actuación y se les ha de forta-
lecer y reconocer mayores facultades de acceso y con-
trol de los sistemas empleados”. 

jurídica las razones de la decisión y, en 
determinadas circunstancias, tener reconocido 
el derecho a discutirlas. Para ello devienen 
esenciales la regulación de los algoritmos, su 
carácter público y la accesibilidad de su 
código fuente, así como, de nuevo, la de los 
datos, su posibilidad y condiciones de 
utilización y el acceso a los mismos. En esta 
línea se ha propuesto que la aprobación de 
algoritmos sea objeto de un procedimiento 
específico, que su funcionamiento resulte 
comprensible para el ciudadano, que su 
código sea abierto y transparente, con 
publicidad activa y derecho de acceso, que 
eliminen sesgos discriminatorios y que 
evalúen su impacto sobre la protección de 
datos64. Blockchain puede contribuir a 
proporcionar trazabilidad, publicidad y 
seguridad a los algoritmos. 

Quien decide, quien tiene una capacidad 
autónoma de elegir, debe ser responsable de 
sus decisiones. Para ello resulta indispensable 
que las decisiones o la actuación de la 
inteligencia artificial sean efectivamente 
imputables a la inteligencia artificial y, 
consecuentemente, deben identificarse 
inequívocamente tales decisiones y 
actuaciones y resultar trazables. Blockchain, 
de nuevo, pueden contribuir a ello. Cuando 
interactuamos con la inteligencia artificial 
debemos saberlo y poder acreditarlo. Porque, 
a partir de ahí, surge el problema de la 
responsabilidad. 

El fundamental límite al uso de tecnología 
de registro distribuido y smart contracts en 
combinación con la inteligencia artificial es el 
fundamental límite general de esta, su 
subordinación a la inteligencia humana y, en 
particular, la “reserva de humanidad”, en 
palabras de Ponce Solé65, que implica la 
imposibilidad de decisiones totalmente 
automatizadas, basadas en inteligencia 
artificial, en el ámbito de las potestades 
discrecionales, de modo que la decisión final 
deberá seguir correspondiendo a un humano, 
que podrá, eso sí, servirse de inteligencia 
artificial en el curso del procedimiento para 
dotarse de elementos adecuados para su toma 
de decisión. La opacidad en el uso de la 
inteligencia artificial en cualquier fase de un 

 
64 J. Ponce Solé, Inteligencia artificial, derecho admi-
nistrativo, 35-48. 
65 J. Ponce Solé, Inteligencia artificial, derecho admi-
nistrativo, 28-34, sintonizando con planteamientos re-
cogidos en el punto 11 de las Conclusiones de Toledo y 
4 de la Declaración de Valencia. 
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procedimiento puede suponer una nueva 
forma de huida del Derecho por lo que “debe 
haber una clara trazabilidad y transparencia 
del uso de sistemas algorítmicos en cualquier 
fase y tipo de actuación administrativa -formal 
o informal- que, entre otras cosas, permita 
determinar el grado real de intervención 
humana en la toma de decisiones”66. Esto 
puede aportarlo blockchain. 

  

 
66 Punto 3 de la Declaración de Valencia. 
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ABSTRACT Creating legal identity in the digital space involves the challenging task of addressing the data-
related responsibilities and obligations for data governance and data protection (by design and by default) to 
name a few. Substantially, it also requires the datafication of legal identity which means transposing all its 
properties and foundational traits inits corresponding data expressions and relations. As (digital) legal identity 
evolves from the fringes of purely technology-related challenges towards the legal and socio-technical, state 
institutions –sovereignly responsible for delivering digital legal identities to citizens– are acknowledging the 
polyvalent, non-monolithic, and relational characters of identitiesand they explore appropriate architectures. 
This paper sets out to explore the institutional turn towards decentralized digital identities. The claims 
surrounding these digital identities raise high hopes for the cross border digital identity provisioning being data 
protection and privacy compliant, technologically secure, and user-centric. This paper attempts to explore how 
the relevant accountable actors –as recognized through the data protection normative framework– are formed 
around the technological identity infrastructure.We highlight and examine the conflict between the European 
proposals on the provision of digital identity infrastructures through decentralized architectures and the 
concepts of data controllership in the GDPR. 

1. Introduction 
In the State of the Union speech on 16 
September 2020, the President of the 
European Commission put digital identity 
provisioning at the heart of the Commission’s 
ambitions: “We want a set of rules that puts 
people at the centre. (...) This includes control 
over our personal data, which we still have far 
too rarely today. Every time an app or website 
asks us to create a new digital identity or to 
easily log on via a big platform, we have no 
idea what happens to our data in reality. That 
is why the Commission will soon propose a 
secure European e-identity. One that we trust 
and that any citizen can use anywhere in 
Europe to do anything from paying your taxes 
to renting a bicycle. A technology where we 
can control ourselves what data and how data 
is used”1. This ambition was later affirmed 
and solidified by the European Council’s 
support which, in its Conclusions of 1-2 
October 2020, highlighted the need for the 
European Commission to put together a 
European digital identity framework proposal. 
Namely, the European Council called for “The 
development of an EU-wide framework for 
secure public electronic identification (eID), 
including interoperable digital signatures, to 
provide people with control over their online 

 
* Article submitted to double-blind peer review. 
1 U. Vor der Leyen, State of the Union Address by 
President at the European Parliament Plenary, 16 
September 2020, 
https://ec.europa.eu/commission/presscorner/ 
detail/en/SPEECH_20_1655 (last access: 4 May 2022). 

identity and data as well as to enable access to 
public, private and cross-border digital 
services”. The Council invites the 
Commission to “come forward with a 
proposal for a European digital identity 
framework initiative by mid-2021”2.  
In its most recent communication, the 
European Commission announced the 
following strategic goal: “Government as a 
Platform is the new way of building digital 
public services. The ambition is that by 2030 
all online provisions of key public services 
become available for European citizens and 
businesses, that all European citizens have 
access to their medical records (e-records) and 
that 80% of citizens will use a digital ID 
solution”3. In this phrasing, it clarifies that the 
path towards achieving a European digital ID 
will be facilitated by the European Health 
Data Space project. The proposal for a 
Regulation on the European Health Data 
Space4, this regulatory instrument is planning 

 
2 European Commission, Report from the Commission 
to the European Parliament and the Council on the 
evaluation of Regulation (EU) No 910/2014 on 
electronic identification and trust services for electronic 
transactions in the internal market (eIDAS), Brussels, 3 
June 2021, COM(2021) 290 final, §1.2. 
3 European Commission, Proposal for a decision of the 
European Parliament and of the Council establishing 
the 2030 Policy Programme “Path to the Digital 
Decade”, Brussels, 15 September 2021 COM(2021) 
574 final 2021/0293 (COD).  See also the 2020 Berlin 
Declaration on Digital Society and Value-Based Digital 
Government.   
4 European Commission, Proposal for a Regulation of 
the European Parliament and of the Council on the 
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In the State of the Union speech on 16 
September 2020, the President of the 
European Commission put digital identity 
provisioning at the heart of the Commission’s 
ambitions: “We want a set of rules that puts 
people at the centre. (...) This includes control 
over our personal data, which we still have far 
too rarely today. Every time an app or website 
asks us to create a new digital identity or to 
easily log on via a big platform, we have no 
idea what happens to our data in reality. That 
is why the Commission will soon propose a 
secure European e-identity. One that we trust 
and that any citizen can use anywhere in 
Europe to do anything from paying your taxes 
to renting a bicycle. A technology where we 
can control ourselves what data and how data 
is used”1. This ambition was later affirmed 
and solidified by the European Council’s 
support which, in its Conclusions of 1-2 
October 2020, highlighted the need for the 
European Commission to put together a 
European digital identity framework proposal. 
Namely, the European Council called for “The 
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development of an EU-wide framework for 
secure public electronic identification (eID), 
including interoperable digital signatures, to 
provide people with control over their online 
identity and data as well as to enable access to 
public, private and cross-border digital 
services”. The Council invites the 
Commission to “come forward with a 
proposal for a European digital identity 
framework initiative by mid-2021”2.  

In its most recent communication, the 
European Commission announced the 
following strategic goal: “Government as a 
Platform is the new way of building digital 
public services. The ambition is that by 2030 
all online provisions of key public services 
become available for European citizens and 
businesses, that all European citizens have 
access to their medical records (e-records) and 
that 80% of citizens will use a digital ID 
solution”3. In this phrasing, it clarifies that the 
path towards achieving a European digital ID 
will be facilitated by the European Health 

 
2 European Commission, Report from the Commission 
to the European Parliament and the Council on the 
evaluation of Regulation (EU) No 910/2014 on 
electronic identification and trust services for electronic 
transactions in the internal market (eIDAS), Brussels, 3 
June 2021, COM(2021) 290 final, §1.2. 
3 European Commission, Proposal for a decision of the 
European Parliament and of the Council establishing 
the 2030 Policy Programme “Path to the Digital 
Decade”, Brussels, 15 September 2021 COM(2021) 
574 final 2021/0293 (COD).  See also the 2020 Berlin 
Declaration on Digital Society and Value-Based Digital 
Government.   
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Data Space project. The proposal for a 
Regulation on the European Health Data 
Space4, this regulatory instrument is planning 
to “build upon the new proposal on the 
European Digital Identity with the 
improvements in the domain of electronic 
identification, including the Digital Identity 
Wallet”. The European regulator attempts to 
address electronic identification and digital 
identity as a technological infrastructure 
which can be built with individual control as a 
fundamental principle and which can facilitate 
cross-border identity verification in a secure, 
interoperable manner. This narrative is critical 
for our paper, which sets out to explore the 
institutional turn towards decentralized 
systems for digital identities.  

The claims surrounding digital identities 
raise high hopes for the cross border digital 
identity provisioning being data protection 
and privacy compliant, technologically secure, 
and user-centric. This paper attempts to 
explore how relevant accountable actors –as 
recognized through the data protection 
normative framework– are identified around 
this decentralized technological identity 
infrastructure. The allocation of control within 
a decentralized digital identity system should 
reflect the responsibility that the government 
and European institutions have (or should 
have) in the creation of digital identity and its 
corresponding technological infrastructures. 
We critically approach the conflict emerging 
between European proposals on the provision 
of digital identity infrastructures through 
decentralized architectures and the GDPR 
concept of data controllership. As explained in 
our analysis, the deployment of decentralized 
technological infrastructures for digital 
identity systems presents certain advantages 
compared to others but, when constructed by 
European institutions and/or Member States, 
there is an equal need to ensure that 
accountability be properly maintained by the 
relevant corresponding institutions in these 
systems.   

Identification management systems allow 
the establishment of trust relationships5 

 
4 European Commission, Proposal for a Regulation of 
the European Parliament and of the Council on the 
European Health Data Space, COM/2022/197 final. 
5 B. Manby, Legal Identity for All’ and Statelessness: 
Opportunity and Threat at the Junction of Public and 
Private International Law, in Statelessness and 
Citizenship Review, vol 2, issue 2, 2020, 248-271, and 
B. Manby, The Sustainable Development Goals and 
“Legal Identity for All”: “First, Do No Harm”, in 

especially between sovereign states and their 
citizens. In general, identity is considered a 
fundamental element in promoting social 
equality, freedom, democracy and economic 
independence. For this reason, the 
organization of identification systems and the 
definition of certain universal rules of 
operation both constitute essential 
preconditions to the digitalization processes of 
citizens' interactions with the state and with 
the private sector. The importance of trust in 
these interactions cannot be overstated: on the 
one hand, the issuance and recognition of the 
validity of various aspects of our identity 
(national identity cards, passports, driver’s 
license, etc.) lies within the sovereign powers 
of a state. On the other, in the private sector, 
various forms of digital identification offer 
access to products, services, or even 
specialized privileges (for example: email 
accounts, social media, bonus cards, and 
membership cards, etc.). This means that 
digital identity appears in different forms as a 
necessary technological artefact underlying 
many functions of our everyday lives.  

The management of digital identity –
similar to that of non-digital identity– is 
subject to national regulations, as an 
expression of the sovereignty of the digital 
state6. However, there is a growing need for 
the delivery of cross-border digital services 
and digital interactions between Member 
States' citizens, businesses, and public 
authorities. For this reason, the creation of a 
cross-European digital identity infrastructure 
became a priority in the European Digital 
Strategy. In a recent statement, the European 
Commission stated that “a universally 
accepted public electronic identity (eID) is 
essential for consumers to have access to their 
data and to use the products and services they 
want without having to use irrelevant 
platforms. to do so and unnecessarily share 
personal data with them. Europeans can also 
benefit from the use of data to improve public 
and private decision-making”7. Similarly, the 
European Strategy for the Digital Financial 
Sector states that “by 2024, the EU should 

 
World Development, 2021, 139, https://doi.org/ 
10.1016/j.worlddev.2020.105343. 
6 T. Madiega, Digital sovereignty for Europe, in 
European Parliamentary Research Service Ideas 
Papers, vol.10, issue 2, 2021. 
7  European Commission, Commission proposes a 
trusted and secure Digital Identity for all Europeans, 
Press release, 3 June 2021 https://ec.europa.eu/comm 
ission/presscorner/detail/en/ip_21_2663. 
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implement a sound legal framework that 
allows the use of interoperable digital identity 
solutions”, which will lead to consolidation of 
universal technological rules, interoperability 
and wider security in the identification and 
authentication of users by financial 
institutions (and beyond). 

Identification and identity construction 
processes are all the more becoming 
digitalized. Identity has become a commercial 
matter and not just one performed by public 
institutions. As a result, identity has 
increasingly become a technological artifact8, 
a digital solution aspiring to formalize the 
individualization of access to computer 
networks and to digitally recreate the 
relationships that (in)form identity. 
Khatchatourov describes the double essence 
of the concept: “Digital identity can therefore 
have two complementary meanings, which 
precisely constitute the crux of the 
problematic of this domain: identification of 
the user and their actions in the digital 
environment and the effects of digital 
technology on the construction of identity 
understood as a relationship to oneself, to 
others and the public space”.9 

On a European level, this ongoing process 
of digitalizing identity is supported by a 
network of regulatory reforms, and is 
facilitated by targeted technological change. 
As evidenced and highlighted by the European 
Commission, these processes are intensifying 
at the aftermath of the pandemic: “In just one 
year, the COVID-19 pandemic has radically 
changed the role and relevance of 
digitalization in our societies and economies, 
and accelerated its pace. In a response to the 
increased digitalization of services, the 
demand by users and business for means to 
identify and authenticate online, as well as to 
digitally exchange information related to 
identity, attributes or qualifications, in a 
secure way and with a high level of data 
protection, has increased radically”10. 

 
8 Since the early ‘90s, Donna Haraway spelled out a 
‘cyborg’ identity, to highlight that it would be 
increasingly difficult to discern where the individual 
ends and where the machine begins. D. Haraway, The 
Cyborg Manifesto. In: Simians, cyborgs, and women: 
the reinvention of nature, London, Routledge. 1991, 
149-182. 
9 A. Khatchatourov, Digital identities in tension. 
Between autonomy and control, Hoboken, NJ, Wiley, 
2019, 24. 
10 European Commission, Recommendation on a 
common Union Toolbox for a coordinated approach 

Digital identity has been identified as an 
essential component for securing a single 
digital market, and an institutional European 
goal that seeks appropriate and 
proportionately necessary technological 
integration. As part of its Digital Agenda 
program, the European Commission 
announced on 3 June 2021 the goal of creating 
a “European digital identity” which “will be 
available to EU citizens, residents and 
businesses wishing to prove their identity or to 
confirm certain personal information. It can be 
used for both online and offline public and 
private services across the EU”. This digital 
identity project envisages the integration of 
digital identity wallets, which would function 
as a local (on citizens’ phone devices) digital 
storage of identity credentials from public and 
private trusted (identity) sources. This 
initiative aligns with the broader network of 
products, services, and infrastructure that the 
European Union is undertaking in order to 
facilitate cross-border interoperability of 
national digital identities. This article explores 
how responsibility can be allocated according 
to the GDPR on decentralized digital 
identities.     

2. Towards a decentralized digital identity 
framework  

The lack of a persistent and horizontal 
digital identification layer online can be (and 
has been) perceived as a technological feature 
favoring anonymity and pseudonymity. 
However, the need to create an identification 
technical layer for every online service added 
to the complexity in network-mediated 
services and relations11. The lack of technical 
standardization in identity provision has 
enabled the rapid growth of digital identity 
markets, which has grown into a multi-billion-
dollar industry. There is no shortage of 
technical specifications, tools, standards, and 
certification mechanisms online, all 
attempting to provide the most suitable 
technological solution to digital identification. 

Admitting the limitations of the current 
web 2.0 digital identification implementations, 
the vision for the web 3.0 describes a digital 
identity management system that prioritizes 

 
towards a European Digital Identity Framework, 
Brussels, 3 June 2021, C (2021) 3968 final.  
11 I. Kerr, C. Lucock, and V. Steeves, Lessons from the 
Identity Trail. Anonymity, Privacy and Identity in a 
Networked Society, Oxford, Oxford University Press, 
2009. 
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decentralization, interoperability, and user 
control.  This vision is also adopted by the 
European Commission which states: The 
“provision of digital identity is undergoing 
fundamental changes. Entities such as banks, 
providers of electronic communications 
services or utility companies, some of which 
are required by law to collect identity 
attributes, are leveraging their procedures to 
act as verified identity providers. Internet 
intermediaries, including major social media 
platforms and internet browsers, act as de 
facto digital identity gatekeepers and offer 
BYOI (bring your own identity) solutions that 
allow their users to authenticate on third-party 
websites and services by using their user 
profiles. This convenience comes at the cost 
of loss of control over disclosed personal data 
while these eID means are disconnected from 
a verified physical identity, which makes 
fraud and cybersecurity threats more difficult 
to mitigate. A large majority of EU citizens 
would like to have access to a secure digital 
identity that they could use to access online 
services. Finally, although there are many 
different views on the future of digital 
identity, the key role of the national 
governments in the development of any far-
reaching digital ID ecosystem needs to be 
duly considered”. The European Commission 
highlights the role national governments have 
to play in digital identity provisioning, and it 
positions all of them as key players in the 
creation of the European digital identity 
ecosystem, based on a decentralized identity 
infrastructure.   

As evidenced above, digital identity 
reforms tend to focus their efforts on 
developing open technical standards and 
ensuring interoperability on the one hand, and 
on escaping the control of dominant identity 
providers on the other. The emphasis on 
decentralization as a technological design 
principle, stems from risks and limitations that 
prior established digital identity management 
systems operating both in the private and 
public sector have identified.  

By identity management, we refer to the 
centralized management of multiple identities, 
perceived as authentication and access control 
systems, online. This means that a 
considerable number of an individual’s 
(social) identification online is/can be 
mediated through a single Facebook or 
Google account. Similarly, in the public sector 
and provision of e-government services, 

digital identity management is mediated 
through a single application. In the case of the 
Netherlands, for instance, this means the 
DigiD12.  

These different identities, mediated by 
different identity providers but often founded 
on similar technological architectures, can be 
used to authenticate users/citizens so that they 
can access different services with various 
service providers. Identity management 
“allows users to manage their online identities 
but also allows service providers to determine 
the conditions under which users get access to 
their services”13. However, the increased 
centralization of identity provision through 
existing identity systems was identified as 
both a privacy and a security risk14. 

Decentralized identity technological 
infrastructures are emerging as ways out of 
these risks. However, as we have already 
noted elsewhere, “decentralization in the 
technology discourse is rarely a descriptive 
category with its own particular costs and 
benefits, but rather a normative ideal. 
Centralization means the rule of the few over 
the many, the potential for censorship, for 
coercion. Decentralization is seen as the 
architectural guarantee of censorship 
resistance, and a safeguard against the 
coercive influence of any centralized, top-
down force. The external forces of control 
–institutions, intermediaries, rules, laws, and 
norms– prevent the ideal, purely technological 
modes of private ordering, based on the 
horizontal self-organization of equal peers”15.  

Lately, the mythical objective of 
decentralization has been intrinsically linked 
with blockchain-based systems. More 
importantly, digitization of legal identities is 
becoming one of the main domains of 
development for blockchain enthusiasts, 
promising to deliver national and cross-border 
identity services and infrastructure. 
Progressively, blockchain-based digital 
identity solutions solidify their position in the 

 
12 www.digid.nl (last access: 25 November 2021). 
13 J.H. Hoepman, Privacy is hard and seven other 
myths. Achieving privacy through careful design, 
Boston, MA, MIT Press, 2021, 132.  
14 Ibidem, 127-136.   
 15 B. Bodó and A. Giannopoulou, The logics of 
technology decentralization: The case of distributed 
ledger technologies, in M. Ragnedda and G. Destefanis 
(eds.) Blockchain and web 3.0: Social, economic, and 
technological challenges, London, Routledge, 2019, 
available on https://doi.org/10.4324/9780429029530-8. 
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global digital identity market16. They also start 
to, in parallel, become associated with 
government digital identity reforms operating 
both at a Member State and an EU-level. For 
instance, on a European Union level, the 
newly-formed body called European 
Blockchain Partnership (hereinafter EBP)17 
which is supported by the European 
Commission, initiated the creation of the 
European Blockchain Services Infrastructure 
(hereinafter EBSI)18. EBSI is a joint initiative 
from the European Commission and the EBP 
to deliver EU-wide, cross-border public 
services with the use of blockchain 
technology. EBSI will be composed of a 
network of distributed nodes spread across 
European Member States with the 
participation of the European Commission, 
leveraging several applications focused on 
specific use cases19.The goal of its design is to 
provide “cross-border process carried out by 
[national] public authorities, a public service 
or a service of public interest offered to users 
(public authorities, companies or individuals) 
that may be enabled or enhanced by 
blockchain technology”. One of its most 
heralded use cases is the decentralized (or 
self-sovereign, to use the established– yet 
rather misleading term20) digital identity 
framework.    

These blockchain-based digital identities 
are founded on a set of pre-existing technical 
architectures for identity management, which 
is on attribute-based credentials. This 
technological design, later coupled with 
blockchain-based architectures to form a 
complete identity management system, is 
addressing identity as a set of claims that can 
be reflected on a digital (or physical) 
credential. These attributes are susceptible to 
contain any identity-related or identity-
relevant information, depending on the 
context: from driver’s license, to passports 
and university diplomas, attributes are stored 
in ‘digitally signed documents called 

 
16 D. Reed, and A. Preukschat, Self-Sovereign Identity, 
New York, NY, Manning, 2021. 
17 https://digital-strategy.ec.europa.eu/en/policies/blockc 
hain-partnership (last access: 25 November 2021).  
18 https://digital-strategy.ec.europa.eu/en/policies/europe 
an-blockchain-services-infrastructure (last access: 25 
November 2021). 
19 See https://ec.europa.eu/cefdigital/wiki/pages/view-
page.action  (last access: 25 November 2021). 
20 A. Giannopoulou and F. Wang, Self-sovereign 
identity, in Internet Policy Review, vol.10, issue 2, 2021.  

credentials’21. Credentials can be stored at a 
physical device in a digital wallet or on an 
external physical storage device. What makes 
this credential trustworthy and reliable is the 
encrypted digital signature that secures both 
the accuracy of the information asserted and 
its validity as issued by the appropriate and 
relevant credential issuer. This mechanism 
exists within (or also without) a blockchain-
based system. This mechanism promises to 
ensure a higher level of security than current 
identity management systems22.  

For this new technological system to be 
able to interact with existing institutions 
embedded within a broader sociotechnical 
framework, its external recognition to be 
ensured. This means that the embeddedness, 
and ultimately the usability of the system in 
question is dependent on elements such as 
legal compliance. The drift towards legality 
“implies that the legal, political, economic 
systems and institutions develop the necessary 
tools to adopt the decentralized system. In a 
similar vein, DLTs also have to build the 
capacities to be recognizable by existing 
formal institutions, legal systems. Since legal 
compliance rests on parties being clearly 
identifiable, and rights and obligations being 
well defined, this drift towards legality further 
creates pathways of recentralization. Control 
of the blockchain through identifiable actors 
and processes translates into control of the 
code, of the network, and/or of the decision-
making process”23. 

The reforms announced to deliver cross-
border digital identity provisioning promise to 
develop the relevant EU-wide technological 
infrastructure in a legally compliant manner. 
However, to this day, it is still not clear what 
the legal or technological shape the European 
digital identity wallet(s) will take.  

Decoupling identity provision from identity 
service providers who tend to abuse their data-
driven power is a fair technological aspiration. 
There are numerous merits in exploring 
technological design options that could ensure 
higher security standards for citizen identity 
data. However, the state sovereign power in 

 
21 Ibid, 139.  
22 J. Van Dijck and B. Jacobs, Electronic identity ser-
vices as sociotechnical and political-economic con-
structs, in New Media & Society, vol. 22, issue 5, 2020, 
896 - 914.  
23 B. Bodó and A. Giannopoulou, The logics of 
technology decentralization: The case of distributed 
ledger technologies, 114-129.  
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issuing legal identities and the government 
accountability that supports such a power are 
difficult to apply to decentralization 
aspirations. For instance, when operating 
under “self-sovereign identity” principles24, 
these systems aim to distribute technological 
control over identity data sharing among 
various ‘nodes’ which maintain the 
decentralized network. The efforts to 
eliminate any elements of external control 
from these identity systems are dominated by 
technological implementations that see 
identity management as a set of credential 
flows and data stored among a complex 
network of actors25.  

This technical decentralization focus 
usually influences the governability of the 
systems in question, complex by nature. 
Identity management has historically and 
consistently included many actors with 
context-dependent accountability, and the 
articulation of roles in accountability terms 
often showed its limitations26. More 
importantly, the compliance of digital identity 
management systems with EU data protection 
framework is challenging. The allocation of 
roles such as that of data controllers has often 
been subject to precise legislative and policy 
efforts in order to instill legal certainty in the 
roles and responsibilities of each actor27. 

The significant change that we are 
observing is the allocation of roles and 
responsibilities in the redesigned government 
identity proposals (and their respective cross-
border infrastructures), is the shift in the types 
of actors involved in the identity management 

 
24 This term has been adopted by European institutions 
in Regulation proposals. See for instance, Proposal for 
a Regulation of the European Parliament and of the 
Council amending Regulation (EU) No 910/2014 as 
regards establishing a framework for a European 
Digital Identity, 3 June 2021. 
25 Policy and reform of the eIDAS Regulation are an 
excellent example to showcase this technological focus 
on identity management. A. Giannopoulou, Putting data 
protection by design on the blockchain, in European 
Data Protection Law Review, 2021, 388-399. 
26 See B. Van Alsenoy, Data protection law in the EU: 
roles, responsibilities and liability, Bruxelles, 
Intersentia, 2019, 371-374. 
27 However, even in these occasions, the role of 
institutional actors such as that of the European 
Commission ends up being an issue of debate. See, for 
instance, the qualification of the European Commission 
as an “operator” with specified responsibilities with 
regard to the IMI system. This dubious characterization 
was later amended by the EDPS, who qualified the 
institution as a data controller.  
See also B. Van Alsenoy, Data protection law in the 
EU: roles, responsibilities and liability.  

networks. In practice, interjecting various 
private sector technical identity and 
authentication service providers on a 
blockchain-based legal identity system creates 
a complex network of actors that is likely to 
have the “chain of responsibility and 
accountability” collapse, “leaving individuals 
with limited control over how their 
information is used or any decisions that are 
made”28. For these forms of government 
digital identities, technologically-mediated 
and technologically-enabled user control 
comes at the cost of (legal) clarity and of 
control-as-in-accountability.  

All of the above systems come with 
assurances of legal compliance which comes 
with potentially high costs, due to the legal 
uncertainty in attributing traditional 
accountability roles in decentralized 
technological systems developed by both 
public and private actors. The use of these 
technological architectures by established 
institutions with longstanding responsibility 
affordances can lead to the erosion of trust 
towards these same institutions29 every time 
these technologies show their failures. 
Technical decentralization through “particular 
engineering solutions” should not be conflated 
with “the political, social, or economic aims 
of decentralization (more autonomy, reduction 
of power asymmetries, elimination of market 
monopolies, direct involvement in decision 
making, solidarity among members of 
voluntary associations). (…) A decentralized 
network topology might not produce 
decentralizing social and political effects and 
might not even be particularly decentralized in 
its technical deployment”30.  

Modern digital identity infrastructures 
emphasize user control, cross-border and 
cross-sectorial uses, security, privacy, and 
portability. By focusing on the technical 
solutions to these aspirations, the public actors 
sponsoring the integration of these 

 
28 E.M. Renieris, Identity in a “Phygital” World: Why 
the Shift to Machine-Readable Humans Demands Better 
Digital ID Governance, 16 August 2021, available 
online at https://www.cigionline.org/articles/identity-in-
a-phygital-world-why-the-shift-to-machine-readable-hu 
mans-demands-better-digital-id-governance. 
29 B. Bodó and H. Janssen, Here Be Dragons - 
Maintaining Trust in the Technologized Public Sector, 
in Amsterdam Law School Research Paper, 2021-23, 
available at http://dx.doi.org/10.2139/ssrn.3868208. 
30 B. Bodó, J. K. Brekke, J. K. and J. H. Hoepman, 
Decentralisation: a multidisciplinary perspective, in 
Internet Policy Review, vol. 10, issue 2.  
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infrastructures remove themselves from the 
functioning of these systems in their user 
applications.  

The following sections will attempt to 
showcase the complexities arising in the 
search for accountable actors (ie principally 
data controllers) in identity management 
systems.  

3. Putting (joint) data controllership in 
context  

In technical terms, digital identity is split 
across “authentication” (who are you?) and 
“authorization” (what can you do?). It has 
been used interchangeably both with 
technologies of identification and 
identification management. While the first 
refers broadly to the practices and 
technological artifacts used to identify a 
person, the second describes all technical and 
organizational processes that ensure that only 
authorized and authenticated users can get 
access to the offered services. This conflation 
of meaning has preoccupied the role, 
responsibilities, and accountabilities of public 
institutions and the State, which have 
systematically been in charge of large-scale 
data accumulation and which are –by social 
consensus– established identity providers. 

So, digital identity –perceived as the digital 
representation of different sets of data that can 
authenticate and assert who is the entity 
corresponding to that data– is understood as 
sets of digitally signed certificates. Their 
validity is highly contingent on the decisive 
role of a trusted third party and the processes 
used for identification and for identity 
management. The dependency to this (at least) 
tripartite identity flow system, –one that 
includes the user/citizen/data subject, the 
identity/certificate issuer, and the receiving 
authority– is the basis of any digital identity 
system. What decentralised identity systems 
aim to achieve, is the centring of identity data 
flows to the individual and the minimisation 
of the influence other entities might have on 
the identity data and their corresponding 
flows. This aspiration, supported by the 
corresponding technological design, creates a 
level of uncertainty on how this system 
corresponds to an articulation of actors, roles, 
and responsibilities, especially when 
examined under the light of data protection 
regulatory tools.  

 

3.1 Data controllers in the data protection 
regulatory framework 

The General Data Protection Regulation31 
describes two types of actors as accountable 
entities throughout the data processing: data 
controllers and data processors32. This article 
addresses only the former.  The emphasis that 
the GDPR places on the accountability 
principle33, highlighting it as a central tenet, is 
used to ensure that data controllers 
“implement appropriate and effective 
measures” and demonstrate compliance 
(Recital 4 GDPR). Accountability is 
introduced as a means to indicate the need for 
responsible actors to ‘self-regulate’ and to be 
able to demonstrate that the related 
precautionary measures have been takes in 
line with their obligations from the normative 
framework.  

It is important to highlight the legal 
distinction between the concepts of 
responsibility and liability in the specific field 
of data protection. Put more concretely, the 
GDPR assigns specific obligations to the 
responsible entities (responsibility), and when 
these obligations are not met, then the same 
legal instrument prescribes measures of 
liability.34 

According to article 4(7) GDPR, the data 
controller is “natural or legal person, public 
authority, agency or other body which, alone 
or jointly with others, determines the purposes 
and means of the processing of personal data; 
where the purposes and means of such 
processing are determined by Union or 
Member State law, the controller or the 
specific criteria for its nomination may be 
provided for by Union or Member State law”. 
Appropriate qualification of accountable 
actors is essential because it will “determine 
who shall be responsible for compliance with 
data protection rules, and how data subjects 

 
31 Hereinafter GDPR 
32 See Chapter 4 (articles 24-43 GDPR). 
33 See B. Van Alsenoy, F. Coudert, L. Jasmontaite and 
V. Verdoodt, Cultures of Accountability: A Cross-
Cultural Perspective on Current and Future 
Accountability Mechanisms, Report of Expert Workshop 
- University of Leuven, 2014, www.law.kuleuven.be/ci 
tip/en/news/item/coa-workshop-report.pdf. 
34 As pointed out by Ausloos, “the GDPR is first and 
foremost an instrument aimed at instilling 
responsibility, not control, nor liability. It is aimed at 
ensuring data is processed responsibly, which explains 
the centrality of the notion of fairness”. J. Ausloos, The 
Right to Erasure in EU Data Protection Law: From 
Individual Rights to Effective Protection, Oxford, 
Oxford University Press, 2020. 
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can exercise the rights in practice”35.  
The concept of data controller is 

autonomous and functional. This means that it 
should be interpreted solely on the merit 
attributed to it by the EU legal framework (i.e. 
the GDPR) and it may be derived from a de 
facto analysis of the actual roles of the actors 
in place. It has been undergoing a rapid 
expansion in modern data-based environments 
and its broad interpretation36 by recent case 
law has opened up accountability to multiple 
actors within the data collection and data 
processing chain. Namely, courts have 
highlighted the necessary broad definition of 
the concept of data controllers, as laid out by 
the Directive 95/46 superseded by the GDPR. 
The determination of the means and purposes 
of the processing can be found in specific 
parts of that processing. This led to an equally 
broad definition of joint controllership37, 
necessary for the effective protection of data 
subjects.38   

Data controllers are determined according 
to, and for each of the personal data 
processing operations. This articulation of 
actors is complexified when one considers 
distributed architectures, decentralised 
networks, and user-centric design. In all these 
technological systems, multiple actors are 
participating in the determination of the means 
and purposes of the personal data processing.  

The application of these criteria is shifting 
based on the existing complex data processing 
realities. Even if the legislator has firmly 

 
35 Article 29 Working Party, Opinion 1/2010 on the 
concepts of controller and processor (WP 169) 
00264/10/EN,1.  
36 As highlighted by case law, “in accordance with the 
aim pursued by Directive 95/46, namely to ensure a 
high level of protection of the fundamental rights and 
freedoms of natural persons, in particular their right to 
privacy, with respect to the processing of personal data, 
Article 2(d) of that directive defines the concept of 
‘controller’ broadly as the natural or legal person, public 
authority, agency or any other body which alone or 
jointly with others determines the purposes and means 
of the processing of personal data”. Thus, the broad 
interpretation of the concept of controllership, as 
supported by Courts, aims to ensure the necessary high 
level of protection of the fundamental right to data 
protection. See European Court of Justice, C-40/17, 
Fashion ID GmbH & Co.KG vs Verbraucherzentrale 
NRW eV, 29th July 2019, paragraph 65.   
37 “Joint responsibility of several actors for the same 
processing, does not require each of them to have access 
to the personal data concerned” See European Court of 
Justice, Fashion ID GmbH & Co. KG v 
Verbraucherzentrale NRW eV, paragraph 69. 
38 See European Court of Justice, C-131/12, Google 
Spain, 13 May 2014, paragraph 34.  

repeated that determination over both the 
purposes and the means of the processing is 
critical in order for an entity to be qualified as 
a data controller, this corresponds less and less 
to the reality of personal data processing 
networks. Interpretations stemming from 
Article 29 Working Party’s position, the 
recent opinion published by EDPB, and 
established case law are also distancing 
themselves from this strict interpretation. 
Namely, the first has already pointed out the 
primacy of the purposes over the means of the 
processing in the fact that the purposes are 
solely determined by the controllers while 
oftentimes the means are partially determined 
by data processors39. Similarly, the EDPB 
goes on to distinguish between essential and 
non-essential means of determination.40 

European case law has leaned less on the 
distinction between essential and non-essential 
means of processing but has decisively created 
a broad frame of reference for the application 
of joint controllership41. In case of doubt when 
it comes to the determination of essential or 
non-essential means of the processing, the 
determination of a data controller will be 
defined by the entity that determines the 
purpose. In other words, decision power over 
merely technical and/or organizational means, 
may well be outsourced to a processor42.  

It is only when processors determine also 
essential means of the processing and/or they 
proceed to define (additional) purposes, that 
their processor status is superseded by that of 
controller. The precise tipping point of this 
transformation is still unclear from a 
normative point of view. For instance, it could 
be determined by assessing whether the 

 
39 This means that decision power over merely technical 
and/or organizational means, can be determined to a 
processor: see Article 29 Working Party, Opinion 
1/2010 on the concepts of “controller” and 
“processor”, 00264/10/EN WP 169, 16 February 2010, 
12.  
40 According to this distinction, “essential means are 
closely linked to the purpose and the scope of the 
processing and are traditionally and inherently reserved 
to the controller (…) Non-essential means concern more 
practical aspects of implementation, such as the choice 
for a particular type of hard or software or the detailed 
security measures which may be left to the processor to 
decide on.” Ibid, p. 14. 
41 See previous analysis on the broad interpretation of 
the concept of controllership.  
42The European Court of Justice has repeatedly 
supported a wide definition of controllers, in order to 
meet the objective of effective and complete protection 
pursued by data protection law and in the light of the 
decisive role of the controller. 
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processor serves solely the controller(s)’s 
interests and follows their discretional 
power43. For every operation that a processor 
goes beyond the controller’s directives, they 
would likely be considered controllers 
themselves.44  

While the concept of joint controllership is 
not new45, the GDPR has introduced relatively 
more concrete rules on how the relationship 
shall be governed. Case law46 has developed 
standards of interpretation and provided 
clarifications on how responsibility and 
liability shall be allocated between different 
actors involved in the data processing.   

The dynamic and functional nature of the 
(joint) controller concept requires a case-by-
case analysis, taking into account the 
circumstances and the personal data in 
question. A series of recent decisions on a 
European level have led to the broadening of 
the concept of (joint) data controllership, for a 
“more complete protection of rights”. Thus, 
this was an intentional shift in the CJEU in 
order to better accommodate data subjects in 
the modern and complex data ecosystem. 
While this objective-oriented broad 
interpretation of controllership laid out norms 
of finding accountable actors, it did not go 
further in describing the conditions of dividing 
responsibility and, at times, liability47.  These 
interpretations have revealed uncertainties in 
the determination of liable actors. For 
instance, in the Wirtschaftsakademie 
Schleswig-Holstein case, the CJEU decided 
that “Directive 95/46 does not, where several 

 
43 Article 29 Working Party, Opinion 1/2010 on the 
Concepts of “Controller” and “Processor”, 25. 
44 B. Van Alsenoy, Allocating Responsibility among 
Controllers, Processors, and “Everything in between”: 
The Definition of Actors and Roles in Directive 
95/46/EC, in Computer Law & Security Review, 2012, 
vol. 28, issue 1, 24-43. 
45 See the definition of controllers in the Directive 
95/46/EC.  
46 See European Court of Justice, Unabhängiges 
Landeszentrum für Datenschutz Schleswig-Holstein vs. 
Wirtschaftsakademie, C-210/16, 5 june 2018, 
Tietosuojavaltuutettu vs. Jehovan todistajat - 
uskonnollinen yhdyskunta, C-25/17, 10 July 2018 and 
Fashion ID GmbH & Co. KG v Verbraucherzentrale 
NRW eV.  
To be noted that while these judgments were issued by 
the European Court of Justice on the interpretation of 
the concept of joint controllers under Directive 
95/46/CE, they remain valid in the context of the 
GDPR, given that the elements determining this concept 
under the GDPR remain the same as under the 
Directive. 
47 The recent guidelines from the E.D.P.B., aim to try to 
partially amend this ambiguity. 

operators are jointly responsible for the same 
processing, require each of them to have 
access to the personal data concerned”.  

Similarly, in a different case, the CJUE 
ruled that “a natural or legal person who 
exerts influence over the processing of 
personal data, for his own purposes, and who 
participates, as a result, in the determination 
of the purposes and means of that processing, 
may be regarded as a controller”.  

Finally, this case law ‘triptych’ is 
completed with FashionID case, which 
pointed towards a ‘phase-oriented’ approach 
to data controllership. The Court pointed out 
that “the existence of joint liability does not 
necessarily imply equal responsibility of the 
various operators engaged in the processing of 
personal data. On the contrary, those operators 
may be involved at different stages of that 
processing of personal data and to different 
degrees, with the result that the level of 
liability of each of them must be assessed with 
regard to all the relevant circumstances of the 
particular case”.  

The Court’s approach in addressing 
complex data processing ecosystems and 
dividing the responsibility of different actors 
based on their participation on specific phases 
in the processing, has been criticized for its 
lack of clarity as overachieving and 
underperforming48. According to some 
authors, the expansion of liability in that way 
“may thus deprive data subjects of effective 
protection, in particular where they lack 
knowledge of the specific purposes of third-
party processing that they enable”.49 This is 
particularly problematic in the context of new 
user-centric technological architectures of data 
processing. For instance, decentralized 
architectures may “place data controllers in a 
contrary position as actors orchestrating or 
coordinating processing, but not actually 
seeing the data themselves”.50 As pointed out 
earlier, the CJEU has already highlighted that 
access to the data is not a necessary 
precondition to being allocated the role of a 
joint controller. 

 
48 See for instance R. Mahieu and J. van Hoboken, 
Fashion-ID: Introducing a Phase-Oriented Approach to 
Data Protection?, in European Law Blog, 2019. 
49 L. Edwards, M. Flinck, M. Veale and N. Zingales, 
Data subjects as data controllers: a Fashion(able) con-
cept?, in Internet Policy Review, 
https://policyreview.info/articles/news/data-subjects-dat 
a-controllers-fashionable-concept/1400. 
50 Ibid. 
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3.2. Data controllers in decentralized 
identities  

The creation of a digital identity based on a 
decentralized, user centric (or self-sovereign), 
blockchain-based systems which stem from 
European institutions, is based on the 
principles of decentralization and sovereignty- 
institutional aspirations for the provision of 
services to all European citizens. However, it 
quickly becomes clear that these concepts are 
poorly defined both legally and 
technologically. If a distinction must be made 
between technological architectures 
promoting the centrality of the user for the 
provision of services and those promoting 
self-sovereignty, it is not obvious. Is it itself 
relevant? Similarly, both decentralization and 
people sovereignty are seen as the solution to 
combat the growing centralization of data in 
the hands of certain actors. However, nothing 
is less certain as long as power relations in 
any infrastructure remain subject to 
centralising forces and as long as each 
identified person needs the service to be 
provided through a specific network of actors 
in order to continue to access the desired 
services. In practice, it is difficult to imagine 
the disempowerment of the state as a provider 
of digital identity in favour of a (self-
sovereign) decentralized identity. As part of 
its sovereign powers, the institutional 
responsibility to create and maintain 
identification technological structures is also 
ensuing (or at least– it should ensue) 
accountability to the corresponding actors.   

The creation of decentralised 
infrastructures on a European level cannot be 
guided by a design principle to facilitate the 
removal of such accountability structures from 
responsible institutions, but it should maintain 
both security and accountability. In data 
protection terms, this would translate in the 
responsibilization of key actors in the identity 
system.   

The allocation of obligations51 between the 
different actors in distributed ledgers has been 
a point of contention the past years. Finck’s 
work on GDPR compliance and blockchains 
presents the contrasts and uncertainties in the 
different shades and forms that distributed 
ledgers might appear, on a both technological 

 
51 For the allocation of responsibilities and liabilities 
between different entities according to the normative 
framework, see B. Van Alsenoy, Data protection law in 
the EU: roles, responsibilities and liability. 

and governance aspect. In her report for the 
European Parliament, Finck presents in detail 
how the existing European normative 
framework on data protection might apply on 
distributed ledgers, but more specifically, on 
public permissionless blockchains. She 
underlines that this lack of legal clarity on 
these decentralized architectures is “due to 
different understandings of what a blockchain 
is and how it is used, but also the different 
roles of various actors depending on the 
relevant technical and governance designs 
(such as what consensus protocols are used) 
and the uncertain legal test that ought to be 
applied”.52  

As the variations of the types of 
blockchains unfold, the designated actors that 
exercise significant influence on the means 
and purposes of the processing becomes 
blurred. For instance, in public permissioned 
blockchains, many different parties are 
involved in determining the means of the 
processing. This determination can be top 
down, from a company or a decisive entity, or 
it can stem from a consortium and any 
association of actors.  

The determination of the means signifies, 
in the case of distributed ledgers, the decision-
making power over the software architecture, 
the data centers constituting nodes, and the 
terms of the data processing. With respect to 
these permissioned blockchains and for the 
data processed on the distributed ledger, nodes 
are more likely to be qualified as data 
processors than as controllers. They are 
executing the necessary software to ensure 
consensus, but have little control over the 
determination of the means or the purposes of 
the processing. So, hired to perform the 
necessary computations, the nodes of a 
decentralised identity network would be 
considered as joint controllers on the personal 
data stored in the distributed database that 
constitutes the ledger, only if they have the 
power to arguably determine the essential 
means of the processing. Ultimately, their 
responsibility and ability to (jointly) 
participate in making substantial decisions 
related to the organisation of data processing 
architectures such as “what data to process 
and for how long, which third parties have 
access to the data, when and how data can be 

 
52 M. Finck, Blockchain Regulation and Governance in 
Europe, Cambridge, Cambridge University Press, 2018, 
43. 
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manipulated”53 would have to be de facto 
assessed.  

This non-binding guidance issued by the 
Article 29 Working Party, the predecessor to 
the forthcoming interpretation by the EDPB, 
mentions these examples as an indication to 
what the determination of essential means 
would imply for a data controller in contrast to 
the obligations of the data processors. 
Furthering this argumentation with regard to a 
decentralised digital identity system, the 
institutional support for the creation of the 
blockchain-based system is justifying the 
assessment over the possible qualification of 
responsible actors among European or 
Member State institutions. For instance, it 
could be examined if these institutions, which 
knowingly enable the personal data to be 
processed on the ledger –designed with the 
participation of a third party or in-house– can 
be qualified as data controllers based on the 
case law that sees joint controllership when 
there are converging decisions between the 
two entities in question.54 

On a European level, and taking into 
account the aforementioned CJEU judgment 
in Jehovah’s Witnesses in combination with 
the eIDAS revision that creates the space for 
new blockchain-based identity systems to be 
created, the role and accountability of 
European institutions is put in question. 
Blockchain-based systems developed and 
provided by the European Commission under 
a mandate to deliver EU-wide, cross-border 
public services, oftentimes follows a GDPR 
actor qualification logic. The creation and 
support of this identification system seeks to 
support the objectives of the EU Single 
Market. Taking these elements in 
consideration, it is easy to consider European 
institutional bodies as having “organised, 
coordinated and encouraged” the processing 
of personal data on chain and that they shall 
be considered as joint data controllers.  

 

 
53 Article 29 Working Party, Opinion 1/2010 on the 
Concepts of “Controller” and “Processor”. 
54 In the Jehovah’s Witnesses case, the CJEU 
determined that the religious community is a data 
controller, jointly with its members who exercise the 
collection and the personal data processing during door-
to-door preaching. The community participated in the 
determination of purposes and means by organizing and 
coordinating the activities of its members, which helped 
to achieve the objective of the Jehovah’s Witnesses 
community. 

4. The aspiration of user control: the data 
subject as a data controller  

The focus on creating user-centric data 
processing operations has brought up the 
question on the responsibility of each user as a 
joint controller. If users are responsible and in 
the center of decision-making on personal data 
processing operations, what is their liability 
and legal responsibility? 

The privacy protective architectures such 
as personal data stores (PDSs), or –in the 
examined case– the end-user digital identity 
wallets are some examples that illustrate the 
central role of users. Practically, this means 
that the data in question are not being held and 
processed in a centralized manner on the 
cloud, but rather they are held in a 
decentralized manner by data subjects 
themselves55.  

Decentralized identity architectures rely on 
the premise that end users/data subjects will 
be in full control of their data. In practice, the 
design of such a system that gives full control 
of the personal data to the end user, creates a 
level of responsibility as data controllers for 
the data that will be stored in their wallets, 
collected through the use of the applications 
that are onboarded on top of the distributed 
ledger. So, end users will be able to store 
personal data related to themselves and in that 
manner, they will be qualified as data 
controllers jointly with other participating 
entities that define and enable the means and 
purposes of the processing on the network.  

The application of the household 
exemption does not appear to be applicable in 
the cases of user wallets. According to article 
2(c) GDPR, “this Regulation does not apply to 
the processing of personal data by a natural 
person in the course of a purely personal or 
household activity”. This exemption, designed 
to protect individual users processing personal 
data within the context of a personal 
household from the responsibility of 
controllership, is to be narrowly interpreted. 
The CJEU56 has highlighted this narrow 
interpretation of the exemption in order to 
ensure the safeguard and efficient protection 
of data protection principles. There are 
additional criteria to this interpretation: that 
personal data in question cannot be shared 

 
55 L. Edwards, M. Flinck, M. Veale and N. Zingales, 
Data subjects as data controllers: a Fashion(able) con-
cept? 
56 European Court of Justice, Lindqvist, C-101/01, 6th 
November 2003.  
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with an indefinite number of people and the 
processing must not be ‘directed outwards 
from the private setting of the person 
processing the data’57. Cumulatively, it 
appears that this exemption would not be able 
to be applied to users who use the data stored 
in their user wallet application for the 
purposes of aggregating and seeking external 
services. Thus, the purpose of the wallet is to 
efficiently store personal data, but with the 
aim to have that data interact selectively 
(depending on the wishes of the user in 
question) with external providers. The 
household exemption could not be applicable 
in those circumstances.    

Finally, the open question that remains is 
whether this architecture leaves room for 
personal data being stored in an end user’s 
wallet, but also referring to a third data 
subject. Whether that is a possibility or not in 
technical terms, this could lead to the 
qualification of the user whose wallet is being 
used to store that third party data as a joint 
controller together with the entities, third 
actors, platforms, applications, that enabled 
the collection and processing of the personal 
data that ended in the wallet of the end user. 
This qualification exposes users to a set of 
overbearing obligations towards other data 
subjects58.  

The qualification of the data subject as a 
data controller is still contested to this day, 
because of the paradox that it creates. Namely, 
and as succinctly described by Van Alsenoy, 
“there are essentially two arguments which 
can be made against such a proposition. First, 
this interpretation cannot be reconciled with 
the regulatory scheme of EU data protection 
law. This scheme is predicated on the notion 
that the data controller is an entity other than 
the data subject him– or herself. An individual 
person might act as a controller of personal 
data relating to others, but not of his or her 
own personal data. Accepting that the data 
subject could act as a controller of the 
processing of his own personal data would 
have rather absurd implications: the data 
subject would have to obtain consent from 
him– or herself, provide him– or herself with 
notice, etc. Second, the fact that the data 
subject authorizes the disclosure of personal 

 
57 European Court of Justice, FrantišekRyneš v Úřad 
pro ochranuosobníchúdajů, C-12/13, 11 December 
2014, paragraph 33. 
58 See B. Van Alsenoy, Data protection law in the EU: 
roles, responsibilities and liability. 

information within a certain context merely 
signifies his or her agreement towards 
processing. It does not exclude the presence of 
another entity who determines the “purposes 
and means” for the processing of these data. 
Even where the individual has the ability to 
“control” the release of his or her personal 
data (and might even decide the medium that 
is used), this does not alter the role of the 
collectors or handlers of the individual’s 
data59.  

5. Conclusion 

Digital identity is a key element in 
information value chains. For this reason, the 
impact of the identity infrastructures built on a 
European level needs to be considered and the 
system designed accordingly. Digital identity 
has evolved into a digital artefact, a 
technological solution aspiring to formalize 
the individualization of access to computer 
networks, and to address the challenges 
present throughout this process.  

In this context, the place of the person will 
have to be questioned. If the implementation 
of a decentralized identity involves the use of 
technical architectures that are created on 
consensus-based standards and qualified 
actors who have proven their expertise, the 
accountability should follow the same logic 
too and not that of user centricity or of self-
sovereignty. If this is the case, the notion of 
informational self-determination should be 
prioritized as a guiding principle, one which 
will also be reflected in the accountability 
regime.  

Decentralized identity infrastructures 
indeed present the risk of increased 
accountability of individual citizens and a 
correlative disempowerment of other actors 
involved, including public ones. However, this 
responsibility must give way because without 
this, the logic of placing the individual at the 
heart of the decision-making process will 
result in the birth of an obvious imbalance 
between the various actors, to the detriment, 
paradoxically, of the person concerned.  

The emphasis put in decentralizing the 
technical system of digital identity production, 
expression, and validation, is but only one part 
of the process of claiming back control over 
our understanding of selective self-revelations 
vis-à-vis the state. Legal compliance, 

 
59 B. Van Alsenoy, Data protection law in the EU: 
roles, responsibilities and liability, paragraph 700. 
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especially in data protection terms, might ask 
the relevant questions on how personal data 
flows within the relevant identity systems, but 
it is not sufficient to address foundational 
issues on the necessity in permanent 
identification, the contexts and limits of 
revealing parts of our identity, the 
discrimination. This is why clear 
accountability structures –especially for 
European-wide systems, are essential.  

Admittedly, the role of the state is 
polyvalent in identity creation, validation, 
authentication, and management systems. 
Exercising its sovereign power in (legal) 
identity creation, validation, and 
authentication, the state is also engaging in a 
rather complex network of relationships and 
data flows under any of the capacities: in the 
performance of e-government services, in the 
cross-border digital identification of its 
citizens, in the collaboration between the 
public and the private sector for infrastructural 
support and creation of digital identity 
management systems. The State, guarantor of 
civil (digital) identity60, has a formal 
responsibility to ensure the conditions of 
private company involvement in the digital 
identity infrastructure provision. This exercise 
can be guided by fundamental rights such as 
(but not limited to) the right to data protection, 
the right to privacy, the right to non-
discrimination, etc.  

As this article has shown, decentralized 
technological designs are a pragmatic 
approach towards the enabling and stimulating 
of user control. Within this technological 
design, data protection and privacy become 
technological affordances that materialize as a 
visible characteristic of the identity provision 
service delivered to the end user. While this is 
a laudable goal, it cannot come at the expense 
of distancing the formal guarantor of the 
provision of identity, ie the State (and the 
corresponding European institutions) from its 
accountability obligations and its role as data 
controller in many identity provision services. 

 
60 Y. Poullet, L’identité numérique en quête de son 
identité juridique, in J. Eynard, (ed.), L’identité 
numérique. Quelle définition pour quelle protection?, 
Bruxelles, Larcier, 2020, 193-206.  
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ledgers limits decentralization by requirement of a trusted third party. 
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key in assuring interoperability at the EU level. 
What are the challenges and opportunities of eIDAS 2.0? And what are the main focuses and needs of 
(European) standardization? These and other questions will be analysed and discussed in the paper. 

1. Introduction 
Digital identities are the key for 

trustworthy digital transactions. Only if all 
actors in a process or ecosystem securely 
know with whom they are act digital trust will 
be ensured. Unique identification of legal or 
natural entities as well as their objects is the 
basement for a digital identity that allow the 
verification of companies (Do they really 
exist?), of the person acting on behalf of that 
company (Do they really exist?) and of their 
authorization (Is Alice authorized to act on 
behalf of company A?). 

Currently, digital identities are typically 
issued by a centralized authority. Despite the 
widely used (but privacy exposed social 
identities) the main electronic identification 
means of natural entities are government eID 
issued by member states. The current eIDAS 
Regulation1 established a coherent and holistic 
legal framework on digital identities and trust 
services in the EU and EFTA but was mainly 
focused on governmental electronic 
identification schemes and means. The 
utilisation of notified eID schemes and means 

 
* Article submitted to double-blind peer review. 
1 Regulation (EU) n. 910/2014 of the European 
Parliament and of the Council of 23 July 2014 on 
electronic identification and trust services for electronic 
transactions in the internal market and repealing 
Directive 1999/93/EC. 

differs a lot between the Member States. 
While Italian, Danish or Estonian eID is 
widely used although notified on different 
Level of Assurance and partly beyond, the 
utilization of German eID or the Spanish eID 
is still low in comparison to other 
identification procedures. These governmental 
eID are less used because of usability issues in 
comparison to other identification procedures, 
especially if for every new transaction a re-
identification is required as it is e.g. in public 
services, health care or partly finance sector in 
Germany2.  

Especially in those countries where the 
government eID is less used, many other 
identification procedures such as BankID 
(identification by bank and typically one time 
bank transfer), video identification or fully 
automated identification always based on a 
government (mostly notified) eID have 
become popular in the different industries. 
This development also depends on industry 
specific regulation allowing additional digital 
identities beside notified eID e.g. AML, 
eHealth etc.  

Current government eID and private 

 
2 J. Anke, T. Ehrlich, D. Richter and M. Meisel, Self-
Sovereign Identity as the Basis for Universally 
Applicable Digital Identities, in HMD Praxis der 
Wirtschaftsinformatik, vol. 58, 2021, 247–270, 
https://doi.org/10.1365/s40702-021-00711-5. 
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bank transfer), video identification or fully 
automated identification always based on a 
government (mostly notified) eID have 
become popular in the different industries. 
This development also depends on industry 
specific regulation allowing additional digital 
identities beside notified eID e.g. AML, 
eHealth etc.  

Current government eID and private 

 
2 J. Anke, T. Ehrlich, D. Richter and M. Meisel, Self-
Sovereign Identity as the Basis for Universally 
Applicable Digital Identities, in HMD Praxis der 
Wirtschaftsinformatik, vol. 58, 2021, 247–270, 
https://doi.org/10.1365/s40702-021-00711-5. 
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ABSTRACT The proposal for review of the eIDAS Regulation published in June 2021 has opened strong 
expectations for a deep change in traditional identity models. The user-centric identity model proposed takes as 
point of departure the creation of European Digital Identity Wallets that will enable citizens’ control over their 
data in identification and authentication processes without been controlled by part of the entities providing the 
identification services. Likewise, with the proposed legal rules for giving legal certainty to electronic ledgers and 
blockchains, eIDAS 2.0 opens possibilities to decentralization, in particular, for the provision and management 
of user’s attributes. Simultaneously the implementation of qualified trust services for attestations or electronic 
ledgers limits decentralization by requirement of a trusted third party. 
In any case, the success of eIDAS 2.0 relies on the development of common solutions. Standardization will be 
key in assuring interoperability at the EU level. 
What are the challenges and opportunities of eIDAS 2.0? And what are the main focuses and needs of 
(European) standardization? These and other questions will be analysed and discussed in the paper. 

1. Introduction 
Digital identities are the key for 

trustworthy digital transactions. Only if all 
actors in a process or ecosystem securely 
know with whom they are act digital trust will 
be ensured. Unique identification of legal or 
natural entities as well as their objects is the 
basement for a digital identity that allow the 
verification of companies (Do they really 
exist?), of the person acting on behalf of that 
company (Do they really exist?) and of their 
authorization (Is Alice authorized to act on 
behalf of company A?). 

Currently, digital identities are typically 
issued by a centralized authority. Despite the 
widely used (but privacy exposed social 
identities) the main electronic identification 
means of natural entities are government eID 
issued by member states. The current eIDAS 
Regulation1 established a coherent and holistic 
legal framework on digital identities and trust 
services in the EU and EFTA but was mainly 
focused on governmental electronic 
identification schemes and means. The 
utilisation of notified eID schemes and means 

 
* Article submitted to double-blind peer review. 
1 Regulation (EU) n. 910/2014 of the European 
Parliament and of the Council of 23 July 2014 on 
electronic identification and trust services for electronic 
transactions in the internal market and repealing 
Directive 1999/93/EC. 

differs a lot between the Member States. 
While Italian, Danish or Estonian eID is 
widely used although notified on different 
Level of Assurance and partly beyond, the 
utilization of German eID or the Spanish eID 
is still low in comparison to other 
identification procedures. These governmental 
eID are less used because of usability issues in 
comparison to other identification procedures, 
especially if for every new transaction a re-
identification is required as it is e.g. in public 
services, health care or partly finance sector in 
Germany2.  

Especially in those countries where the 
government eID is less used, many other 
identification procedures such as BankID 
(identification by bank and typically one time 
bank transfer), video identification or fully 
automated identification always based on a 
government (mostly notified) eID have 
become popular in the different industries. 
This development also depends on industry 
specific regulation allowing additional digital 
identities beside notified eID e.g. AML, 
eHealth etc.  

Current government eID and private 

 
2 J. Anke, T. Ehrlich, D. Richter and M. Meisel, Self-
Sovereign Identity as the Basis for Universally 
Applicable Digital Identities, in HMD Praxis der 
Wirtschaftsinformatik, vol. 58, 2021, 247–270, 
https://doi.org/10.1365/s40702-021-00711-5. 
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identification procedures are mainly focused 
on natural or legal entities. Digital identities 
contain much more such as attributes and 
evidence related to natural or legal entities 
like vaccination passports, authorization, or 
diplomas. Those proofs are currently mostly 
represented by digital documents. The 
relationship between the owner/holder of the 
document might be ensured by metadata or in 
case of signing by digital signatures but often 
those evidence exist only as paper, which 
limits the implementation of fully digital 
transactions3.  

In parallel decentralized digital ecosystems 
appeared, especially in the context of the 
emergence of distributed ledger technologies. 
DLT makes it possible to establish distributed 
digital business models in a cross-industry and 
cross-country fashion. The technology gains 
its biggest added value in transactions 
between three or more parties which don’t 
trust each other but trust a distributed network 
which is immutable by design4 instead.  

In the development of DLT and 
decentralized ecosystems also the new 
paradigm of the so-called self-sovereign 
identities (SSI) occurred. SSI promise identity 
owners the full control over their identity and 
linked attributes. All identity information is 
stored decentralized and only its holder should 
decide whom he will give access or transmit 
identity information. One main postulate is 
that in SSI a trusted third party is not 
necessary anymore since DLT is used as a 
decentralized PKI and immutable by design, 
so SSI may be trustworthy by itself5. 

Currently SSI lacks legal trust because the 
current eIDAS Regulation is mainly focused 

 
3 J. Sedlmaier, R. Smethurst, A. Rieger and G. Fridgen, 
Digital Identities and Verifiable Credentials, in 
Business & Information Systems Engineering, vol. 63, 
n. 5, 2021, 603–613, https://doi.org/10.1007/s12599-
021-00722.; M. Kubach, C. Schunck, R. Sellung and H. 
Roßnagel, Self-sovereign and decentralized identity as 
the future of identity management, in H. Roßnagel, C. 
Schunck, C. H. Mödersheim and D. Hühnlein, Open 
Identity Summit 2020, Bonn: Gesellschaft für Informatik 
e.V., 2020, 35-47, DOI: 10.18420/ois2020_03.  
4 U. Korte, S. Schwalm, T. Kusber and K. Shamburger, 
Criteria for trustworthy digital transactions – 
Blockchain/DLT between eIDAS, GDPR, Data and 
Evidence Preservation, in Open Identity Summit 2020. 
Lecture Notes in Informatics (LNI). Proceedings, 2020, 
49-60. 
5 K. Werbach, The Blockchain and the New architecture 
of Trust, Cambridge, MA, MIT Press, 2018; A. Doerk, 
An introduction to self-sovereign identity (SSI), 
https://ssi-ambassador.medium.com/aninteroduc-tion-to 
-self-sovereign-identity-ssi-916eb42f0490. 

on government eIDs not integrating the new 
SSI-paradigm. Accelerated by the success of 
DLT and developments like the European 
Blockchain Services Infrastructure (EBSI) but 
also because of the limited utilization of 
existing (centralized) eID, the EU 
Commission just reviewed the eIDAS 
Regulation and proposed a re-engineered 
eIDAS 2 Regulation6 in June 2021 – 
recognizing decentralization on one hand and 
requirement of legal trust on the other one. 

Overlooking those regulative requirements 
on a secure and unique identification of 
natural and legal entities as well as the 
fulfilment of burden of proof against third 
parties or privacy requirements on one hand 
and decentralized ecosystems on the other 
hand there’s the question on how SSI may 
fulfil these requirements7. Against the 
background of the new eIDAS Regulation 
proposal which defines e.g. dedicated 
requirements on an EU-Digital Wallet, 
qualified attestation services as approved 
issuers for the wallet and so trustworthy third 
parties or trust service providers for electronic 
ledger the question arises if there may be a 
contradiction between eIDAS and the 
promises of decentralized identities and 
ecosystems. 

Based on an introduction about current 
European regulation, the SSI principles and 
basic properties of DLT as well as 
requirements on trustworthy digital 
transactions, this paper provides an overview 
about the main changes in in the new eIDAS 2 
proposal. In the next sections the authors give 
a short assessment about possible 
contradictions between eIDAS 2.0 proposal 
and the SSI principles. The paper concludes 
with a possible perspective and 
recommendations for further research and 
standardization. 

2. Current European regulation 
2.1. The eIDAS Regulation 

The eIDAS Regulation which came fully 
into force in July 2016 provides a Europe-
wide mandatory legal framework for digital 

 
6 Proposal for a Regulation of the European Parliament 
and of the Council amending Regulation (EU) 910/2014 
as regards establishing a framework for a European 
Digital Identity. COM/2021/281 final. 
7 U. Korte, S. Schwalm, T. Kusber and K. Shamburger, 
Criteria for trustworthy digital transactions – 
Blockchain/DLT between eIDAS, GDPR, Data and 
Evidence Preservation, 49-60. 
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identities and trust services. It enables 
trustworthy digital transactions between 
public administrations, companies, and 
citizens. The eIDAS Regulation contains two 
main parts: digital identities and trust services. 
Concerning identities, the eIDAS Regulation 
currently only defines requirements on 
identity of natural and legal entities. The focus 
is on government electronic identification 
schemes and identification means issued by 
member states. Although the eIDAS 
Regulation also contains the possibility of 
identification means issued under mandate of 
notifying member state or independently of 
the notifying member state but recognized by 
this Member State, in practice the issuance by 
Member States is the majority.  

The eIDAS Regulation also focused on the 
notification of government identification 
schemes and the core identity of natural and 
legal entity so e.g. name, surname, address 
date of birth, place of birth etc. but no more 
additional attributes such as authorization of 
individuals, right of representation or further 
ones like diplomas, licenses etc. Technically 
those attributes e.g. may be added to digital 
identities but are currently not regulated under 
the eIDAS Regulation nor covered by the 
eIDAS underpinning technical standards, 
which limits their legal trust and 
interoperability8. 

The notification leads not only to mutual 
recognition –so any notified eID has to be 
accepted by any public administration in 
Europe– but also reporting obligations on 
security breaches as well as fully liability for 
the notifying Member State and therefore to a 
high level of trust for private and economical 
users, but only related to notified eID. For 
non-notified identification schemes and 
identification means the technical 
requirements etc. are defined nationally what 
leads to limitation of their legal and technical 
interoperability. It also has to be mentioned 
that the Member State is fully liable for its 
notified eID scheme as well as eID means 
based thereof. 

The notification itself implies a peer review 
 

8 U. Korte, S. Schwalm, T. Kusber and K. Shamburger, 
Criteria for trustworthy digital transactions – 
Blockchain/DLT between eIDAS, GDPR, Data and 
Evidence Preservation, 49-60; M. Kubach, C. Schunck, 
R. Sellung and H. Roßnagel, Self-sovereign and 
decentralized identity as the future of identity 
management, 35-47; J. Anke, T. Ehrlich, D. Richter and 
M. Meisel, Self-Sovereign Identity as the Basis for 
Universally Applicable Digital Identities, 247–270. 

of the proposed identification scheme by other 
member states against European 
standardization. The obligation for recognition 
of notified eID currently only refers to public 
administration as long as they require them in 
their public services, but not for private 
companies9. 

Private identification schemes or means are 
only implicitly mentioned in the eIDAS 
Regulation – mainly according to Level of 
Assurance etc. Some member states also 
notified private schemes e.g. Italy or Estonia. 
Interestingly these are the member states with 
the widest utilization of their notified eID.  

The levels of assurance from high to low 
according to Art. 8 eIDAS and 2015/150210 
define dedicated security requirements on 
identity verification procedures (levels of 
assurance or LoA). They must be recognized 
by digital service providers to define which 
LoA is necessary to access the provided 
service. Such an assessment should be based 
on a risk management according to ISO 
2700511, comparing possible threats against 
impact and likelihood including any process 
of the considered service. This means the LoA 
defines which identification procedures can be 
used for a given digital services – the LoA 
does not depend on notified eID but on all 
identification procedures, also not notified 
ones.  

Despite the notification of mainly 
government identification means under an 
identification scheme on a dedicated LoA the 
eIDAS Regulation does not contain a formal 
European wide certification process for 
identification means against a defined LoA. 
Only the module certification according to 
Art. 24 of the eIDAS Regulation allows the 
audit of identification schemes against LoA 

 
9  U. Korte, C. Berghoff, T. Kusber and S. Schwalm, 
Langfristige Beweiswerterhaltung und Datenschutz in 
der Blockchain, in DACH-Security 2018, 2018, 177-
191; D. Hühnlein, T. Hühnlein, G. Hornung and H. 
Strack, Towards Universal Login, in H. Roßnagel, C. H. 
Schunck, S. Mödersheim and D. Hühnlein (eds.), Open 
Identity Summit 2020, Bonn, Gesellschaft für Informatik 
e.V, 2020, 193-200, doi: 10.18420/ois2020. 
10 Commission Implementing Regulation (EU) 
2015/1502 of 8 September 2015 on setting out 
minimum technical specifications and procedures for 
assurance levels for electronic identification means 
pursuant to Article 8(3) of Regulation (EU) n. 910/2014 
of the European Parliament and of the Council on 
electronic identification and trust services for electronic 
transactions in the internal market. 
11 ISO/IEC 27005:2018. Information technology — 
Security techniques — Information security risk 
management. 
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identification procedures are mainly focused 
on natural or legal entities. Digital identities 
contain much more such as attributes and 
evidence related to natural or legal entities 
like vaccination passports, authorization, or 
diplomas. Those proofs are currently mostly 
represented by digital documents. The 
relationship between the owner/holder of the 
document might be ensured by metadata or in 
case of signing by digital signatures but often 
those evidence exist only as paper, which 
limits the implementation of fully digital 
transactions3.  

In parallel decentralized digital ecosystems 
appeared, especially in the context of the 
emergence of distributed ledger technologies. 
DLT makes it possible to establish distributed 
digital business models in a cross-industry and 
cross-country fashion. The technology gains 
its biggest added value in transactions 
between three or more parties which don’t 
trust each other but trust a distributed network 
which is immutable by design4 instead.  

In the development of DLT and 
decentralized ecosystems also the new 
paradigm of the so-called self-sovereign 
identities (SSI) occurred. SSI promise identity 
owners the full control over their identity and 
linked attributes. All identity information is 
stored decentralized and only its holder should 
decide whom he will give access or transmit 
identity information. One main postulate is 
that in SSI a trusted third party is not 
necessary anymore since DLT is used as a 
decentralized PKI and immutable by design, 
so SSI may be trustworthy by itself5. 

Currently SSI lacks legal trust because the 
current eIDAS Regulation is mainly focused 

 
3 J. Sedlmaier, R. Smethurst, A. Rieger and G. Fridgen, 
Digital Identities and Verifiable Credentials, in 
Business & Information Systems Engineering, vol. 63, 
n. 5, 2021, 603–613, https://doi.org/10.1007/s12599-
021-00722.; M. Kubach, C. Schunck, R. Sellung and H. 
Roßnagel, Self-sovereign and decentralized identity as 
the future of identity management, in H. Roßnagel, C. 
Schunck, C. H. Mödersheim and D. Hühnlein, Open 
Identity Summit 2020, Bonn: Gesellschaft für Informatik 
e.V., 2020, 35-47, DOI: 10.18420/ois2020_03.  
4 U. Korte, S. Schwalm, T. Kusber and K. Shamburger, 
Criteria for trustworthy digital transactions – 
Blockchain/DLT between eIDAS, GDPR, Data and 
Evidence Preservation, in Open Identity Summit 2020. 
Lecture Notes in Informatics (LNI). Proceedings, 2020, 
49-60. 
5 K. Werbach, The Blockchain and the New architecture 
of Trust, Cambridge, MA, MIT Press, 2018; A. Doerk, 
An introduction to self-sovereign identity (SSI), 
https://ssi-ambassador.medium.com/aninteroduc-tion-to 
-self-sovereign-identity-ssi-916eb42f0490. 

on government eIDs not integrating the new 
SSI-paradigm. Accelerated by the success of 
DLT and developments like the European 
Blockchain Services Infrastructure (EBSI) but 
also because of the limited utilization of 
existing (centralized) eID, the EU 
Commission just reviewed the eIDAS 
Regulation and proposed a re-engineered 
eIDAS 2 Regulation6 in June 2021 – 
recognizing decentralization on one hand and 
requirement of legal trust on the other one. 

Overlooking those regulative requirements 
on a secure and unique identification of 
natural and legal entities as well as the 
fulfilment of burden of proof against third 
parties or privacy requirements on one hand 
and decentralized ecosystems on the other 
hand there’s the question on how SSI may 
fulfil these requirements7. Against the 
background of the new eIDAS Regulation 
proposal which defines e.g. dedicated 
requirements on an EU-Digital Wallet, 
qualified attestation services as approved 
issuers for the wallet and so trustworthy third 
parties or trust service providers for electronic 
ledger the question arises if there may be a 
contradiction between eIDAS and the 
promises of decentralized identities and 
ecosystems. 

Based on an introduction about current 
European regulation, the SSI principles and 
basic properties of DLT as well as 
requirements on trustworthy digital 
transactions, this paper provides an overview 
about the main changes in in the new eIDAS 2 
proposal. In the next sections the authors give 
a short assessment about possible 
contradictions between eIDAS 2.0 proposal 
and the SSI principles. The paper concludes 
with a possible perspective and 
recommendations for further research and 
standardization. 

2. Current European regulation 
2.1. The eIDAS Regulation 

The eIDAS Regulation which came fully 
into force in July 2016 provides a Europe-
wide mandatory legal framework for digital 

 
6 Proposal for a Regulation of the European Parliament 
and of the Council amending Regulation (EU) 910/2014 
as regards establishing a framework for a European 
Digital Identity. COM/2021/281 final. 
7 U. Korte, S. Schwalm, T. Kusber and K. Shamburger, 
Criteria for trustworthy digital transactions – 
Blockchain/DLT between eIDAS, GDPR, Data and 
Evidence Preservation, 49-60. 
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identities and trust services. It enables 
trustworthy digital transactions between 
public administrations, companies, and 
citizens. The eIDAS Regulation contains two 
main parts: digital identities and trust services. 
Concerning identities, the eIDAS Regulation 
currently only defines requirements on 
identity of natural and legal entities. The focus 
is on government electronic identification 
schemes and identification means issued by 
member states. Although the eIDAS 
Regulation also contains the possibility of 
identification means issued under mandate of 
notifying member state or independently of 
the notifying member state but recognized by 
this Member State, in practice the issuance by 
Member States is the majority.  

The eIDAS Regulation also focused on the 
notification of government identification 
schemes and the core identity of natural and 
legal entity so e.g. name, surname, address 
date of birth, place of birth etc. but no more 
additional attributes such as authorization of 
individuals, right of representation or further 
ones like diplomas, licenses etc. Technically 
those attributes e.g. may be added to digital 
identities but are currently not regulated under 
the eIDAS Regulation nor covered by the 
eIDAS underpinning technical standards, 
which limits their legal trust and 
interoperability8. 

The notification leads not only to mutual 
recognition –so any notified eID has to be 
accepted by any public administration in 
Europe– but also reporting obligations on 
security breaches as well as fully liability for 
the notifying Member State and therefore to a 
high level of trust for private and economical 
users, but only related to notified eID. For 
non-notified identification schemes and 
identification means the technical 
requirements etc. are defined nationally what 
leads to limitation of their legal and technical 
interoperability. It also has to be mentioned 
that the Member State is fully liable for its 
notified eID scheme as well as eID means 
based thereof. 

The notification itself implies a peer review 
 

8 U. Korte, S. Schwalm, T. Kusber and K. Shamburger, 
Criteria for trustworthy digital transactions – 
Blockchain/DLT between eIDAS, GDPR, Data and 
Evidence Preservation, 49-60; M. Kubach, C. Schunck, 
R. Sellung and H. Roßnagel, Self-sovereign and 
decentralized identity as the future of identity 
management, 35-47; J. Anke, T. Ehrlich, D. Richter and 
M. Meisel, Self-Sovereign Identity as the Basis for 
Universally Applicable Digital Identities, 247–270. 

of the proposed identification scheme by other 
member states against European 
standardization. The obligation for recognition 
of notified eID currently only refers to public 
administration as long as they require them in 
their public services, but not for private 
companies9. 

Private identification schemes or means are 
only implicitly mentioned in the eIDAS 
Regulation – mainly according to Level of 
Assurance etc. Some member states also 
notified private schemes e.g. Italy or Estonia. 
Interestingly these are the member states with 
the widest utilization of their notified eID.  

The levels of assurance from high to low 
according to Art. 8 eIDAS and 2015/150210 
define dedicated security requirements on 
identity verification procedures (levels of 
assurance or LoA). They must be recognized 
by digital service providers to define which 
LoA is necessary to access the provided 
service. Such an assessment should be based 
on a risk management according to ISO 
2700511, comparing possible threats against 
impact and likelihood including any process 
of the considered service. This means the LoA 
defines which identification procedures can be 
used for a given digital services – the LoA 
does not depend on notified eID but on all 
identification procedures, also not notified 
ones.  

Despite the notification of mainly 
government identification means under an 
identification scheme on a dedicated LoA the 
eIDAS Regulation does not contain a formal 
European wide certification process for 
identification means against a defined LoA. 
Only the module certification according to 
Art. 24 of the eIDAS Regulation allows the 
audit of identification schemes against LoA 

 
9  U. Korte, C. Berghoff, T. Kusber and S. Schwalm, 
Langfristige Beweiswerterhaltung und Datenschutz in 
der Blockchain, in DACH-Security 2018, 2018, 177-
191; D. Hühnlein, T. Hühnlein, G. Hornung and H. 
Strack, Towards Universal Login, in H. Roßnagel, C. H. 
Schunck, S. Mödersheim and D. Hühnlein (eds.), Open 
Identity Summit 2020, Bonn, Gesellschaft für Informatik 
e.V, 2020, 193-200, doi: 10.18420/ois2020. 
10 Commission Implementing Regulation (EU) 
2015/1502 of 8 September 2015 on setting out 
minimum technical specifications and procedures for 
assurance levels for electronic identification means 
pursuant to Article 8(3) of Regulation (EU) n. 910/2014 
of the European Parliament and of the Council on 
electronic identification and trust services for electronic 
transactions in the internal market. 
11 ISO/IEC 27005:2018. Information technology — 
Security techniques — Information security risk 
management. 
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identification procedures are mainly focused 
on natural or legal entities. Digital identities 
contain much more such as attributes and 
evidence related to natural or legal entities 
like vaccination passports, authorization, or 
diplomas. Those proofs are currently mostly 
represented by digital documents. The 
relationship between the owner/holder of the 
document might be ensured by metadata or in 
case of signing by digital signatures but often 
those evidence exist only as paper, which 
limits the implementation of fully digital 
transactions3.  

In parallel decentralized digital ecosystems 
appeared, especially in the context of the 
emergence of distributed ledger technologies. 
DLT makes it possible to establish distributed 
digital business models in a cross-industry and 
cross-country fashion. The technology gains 
its biggest added value in transactions 
between three or more parties which don’t 
trust each other but trust a distributed network 
which is immutable by design4 instead.  

In the development of DLT and 
decentralized ecosystems also the new 
paradigm of the so-called self-sovereign 
identities (SSI) occurred. SSI promise identity 
owners the full control over their identity and 
linked attributes. All identity information is 
stored decentralized and only its holder should 
decide whom he will give access or transmit 
identity information. One main postulate is 
that in SSI a trusted third party is not 
necessary anymore since DLT is used as a 
decentralized PKI and immutable by design, 
so SSI may be trustworthy by itself5. 

Currently SSI lacks legal trust because the 
current eIDAS Regulation is mainly focused 

 
3 J. Sedlmaier, R. Smethurst, A. Rieger and G. Fridgen, 
Digital Identities and Verifiable Credentials, in 
Business & Information Systems Engineering, vol. 63, 
n. 5, 2021, 603–613, https://doi.org/10.1007/s12599-
021-00722.; M. Kubach, C. Schunck, R. Sellung and H. 
Roßnagel, Self-sovereign and decentralized identity as 
the future of identity management, in H. Roßnagel, C. 
Schunck, C. H. Mödersheim and D. Hühnlein, Open 
Identity Summit 2020, Bonn: Gesellschaft für Informatik 
e.V., 2020, 35-47, DOI: 10.18420/ois2020_03.  
4 U. Korte, S. Schwalm, T. Kusber and K. Shamburger, 
Criteria for trustworthy digital transactions – 
Blockchain/DLT between eIDAS, GDPR, Data and 
Evidence Preservation, in Open Identity Summit 2020. 
Lecture Notes in Informatics (LNI). Proceedings, 2020, 
49-60. 
5 K. Werbach, The Blockchain and the New architecture 
of Trust, Cambridge, MA, MIT Press, 2018; A. Doerk, 
An introduction to self-sovereign identity (SSI), 
https://ssi-ambassador.medium.com/aninteroduc-tion-to 
-self-sovereign-identity-ssi-916eb42f0490. 

on government eIDs not integrating the new 
SSI-paradigm. Accelerated by the success of 
DLT and developments like the European 
Blockchain Services Infrastructure (EBSI) but 
also because of the limited utilization of 
existing (centralized) eID, the EU 
Commission just reviewed the eIDAS 
Regulation and proposed a re-engineered 
eIDAS 2 Regulation6 in June 2021 – 
recognizing decentralization on one hand and 
requirement of legal trust on the other one. 

Overlooking those regulative requirements 
on a secure and unique identification of 
natural and legal entities as well as the 
fulfilment of burden of proof against third 
parties or privacy requirements on one hand 
and decentralized ecosystems on the other 
hand there’s the question on how SSI may 
fulfil these requirements7. Against the 
background of the new eIDAS Regulation 
proposal which defines e.g. dedicated 
requirements on an EU-Digital Wallet, 
qualified attestation services as approved 
issuers for the wallet and so trustworthy third 
parties or trust service providers for electronic 
ledger the question arises if there may be a 
contradiction between eIDAS and the 
promises of decentralized identities and 
ecosystems. 

Based on an introduction about current 
European regulation, the SSI principles and 
basic properties of DLT as well as 
requirements on trustworthy digital 
transactions, this paper provides an overview 
about the main changes in in the new eIDAS 2 
proposal. In the next sections the authors give 
a short assessment about possible 
contradictions between eIDAS 2.0 proposal 
and the SSI principles. The paper concludes 
with a possible perspective and 
recommendations for further research and 
standardization. 

2. Current European regulation 
2.1. The eIDAS Regulation 

The eIDAS Regulation which came fully 
into force in July 2016 provides a Europe-
wide mandatory legal framework for digital 

 
6 Proposal for a Regulation of the European Parliament 
and of the Council amending Regulation (EU) 910/2014 
as regards establishing a framework for a European 
Digital Identity. COM/2021/281 final. 
7 U. Korte, S. Schwalm, T. Kusber and K. Shamburger, 
Criteria for trustworthy digital transactions – 
Blockchain/DLT between eIDAS, GDPR, Data and 
Evidence Preservation, 49-60. 
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identities and trust services. It enables 
trustworthy digital transactions between 
public administrations, companies, and 
citizens. The eIDAS Regulation contains two 
main parts: digital identities and trust services. 
Concerning identities, the eIDAS Regulation 
currently only defines requirements on 
identity of natural and legal entities. The focus 
is on government electronic identification 
schemes and identification means issued by 
member states. Although the eIDAS 
Regulation also contains the possibility of 
identification means issued under mandate of 
notifying member state or independently of 
the notifying member state but recognized by 
this Member State, in practice the issuance by 
Member States is the majority.  

The eIDAS Regulation also focused on the 
notification of government identification 
schemes and the core identity of natural and 
legal entity so e.g. name, surname, address 
date of birth, place of birth etc. but no more 
additional attributes such as authorization of 
individuals, right of representation or further 
ones like diplomas, licenses etc. Technically 
those attributes e.g. may be added to digital 
identities but are currently not regulated under 
the eIDAS Regulation nor covered by the 
eIDAS underpinning technical standards, 
which limits their legal trust and 
interoperability8. 

The notification leads not only to mutual 
recognition –so any notified eID has to be 
accepted by any public administration in 
Europe– but also reporting obligations on 
security breaches as well as fully liability for 
the notifying Member State and therefore to a 
high level of trust for private and economical 
users, but only related to notified eID. For 
non-notified identification schemes and 
identification means the technical 
requirements etc. are defined nationally what 
leads to limitation of their legal and technical 
interoperability. It also has to be mentioned 
that the Member State is fully liable for its 
notified eID scheme as well as eID means 
based thereof. 

The notification itself implies a peer review 
 

8 U. Korte, S. Schwalm, T. Kusber and K. Shamburger, 
Criteria for trustworthy digital transactions – 
Blockchain/DLT between eIDAS, GDPR, Data and 
Evidence Preservation, 49-60; M. Kubach, C. Schunck, 
R. Sellung and H. Roßnagel, Self-sovereign and 
decentralized identity as the future of identity 
management, 35-47; J. Anke, T. Ehrlich, D. Richter and 
M. Meisel, Self-Sovereign Identity as the Basis for 
Universally Applicable Digital Identities, 247–270. 

of the proposed identification scheme by other 
member states against European 
standardization. The obligation for recognition 
of notified eID currently only refers to public 
administration as long as they require them in 
their public services, but not for private 
companies9. 

Private identification schemes or means are 
only implicitly mentioned in the eIDAS 
Regulation – mainly according to Level of 
Assurance etc. Some member states also 
notified private schemes e.g. Italy or Estonia. 
Interestingly these are the member states with 
the widest utilization of their notified eID.  

The levels of assurance from high to low 
according to Art. 8 eIDAS and 2015/150210 
define dedicated security requirements on 
identity verification procedures (levels of 
assurance or LoA). They must be recognized 
by digital service providers to define which 
LoA is necessary to access the provided 
service. Such an assessment should be based 
on a risk management according to ISO 
2700511, comparing possible threats against 
impact and likelihood including any process 
of the considered service. This means the LoA 
defines which identification procedures can be 
used for a given digital services – the LoA 
does not depend on notified eID but on all 
identification procedures, also not notified 
ones.  

Despite the notification of mainly 
government identification means under an 
identification scheme on a dedicated LoA the 
eIDAS Regulation does not contain a formal 
European wide certification process for 
identification means against a defined LoA. 
Only the module certification according to 
Art. 24 of the eIDAS Regulation allows the 
audit of identification schemes against LoA 

 
9  U. Korte, C. Berghoff, T. Kusber and S. Schwalm, 
Langfristige Beweiswerterhaltung und Datenschutz in 
der Blockchain, in DACH-Security 2018, 2018, 177-
191; D. Hühnlein, T. Hühnlein, G. Hornung and H. 
Strack, Towards Universal Login, in H. Roßnagel, C. H. 
Schunck, S. Mödersheim and D. Hühnlein (eds.), Open 
Identity Summit 2020, Bonn, Gesellschaft für Informatik 
e.V, 2020, 193-200, doi: 10.18420/ois2020. 
10 Commission Implementing Regulation (EU) 
2015/1502 of 8 September 2015 on setting out 
minimum technical specifications and procedures for 
assurance levels for electronic identification means 
pursuant to Article 8(3) of Regulation (EU) n. 910/2014 
of the European Parliament and of the Council on 
electronic identification and trust services for electronic 
transactions in the internal market. 
11 ISO/IEC 27005:2018. Information technology — 
Security techniques — Information security risk 
management. 
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substantial or higher, though it is executed 
nationally based on national regulation and 
standardization underpinning the eIDAS 
Regulation and is only valid for qualified trust 
service providers issuing certificates, but it 
does not provide a confirmation of a LoA in 
general. This means e.g. that in Germany the 
hurdles for certification of identification 
procedures not based on German eID card 
such as video-identification or self-
identification is significantly higher than in 
other member states, leading to a competition 
between Member States regarding security 
and privacy requirements.  

Some Member States have established their 
own certification schemes to assess public or 
private identification schemes against LoA 
despite notification and Art. 24. This contains 
certifications open for all interested parties but 
also confirmation procedures like in Germany. 
Those procedures allow the proof of an LoA 
beside notified eID and contain currently e.g. 
mobile identities derived from a (notified) 
eID, automated identification or BankID.  

The certification is valid Europe wide but 
currently there is no pendant on EU-level: a 
vulnerability of the current eIDAS limiting the 
mutual recognition of such certifications as 
well as the interoperability of the underlying 
identification procedures. 

Along with digital identities eIDAS also 
defines (qualified) trust services. They 
contain:  

Creation (qualified) certificates for 
(qualified) electronic signatures, seals and/or 
timestamps. 

Validation of (qualified) electronic 
signatures, seals and/or timestamps 

(qualified) Electronic registered delivery 
services. 

(Qualified) Preservation of (qualified) 
electronic signatures, seals and/or timestamps 

(qualified) website certificates. 
Cryptographic electronic signatures or 

seals make the authenticity and integrity of 
electronic records evident against third parties, 
a (qualified) timestamp gives a valid Proof of 
Existence (PoE) and evidence for the time of 
transactions. In all cases a successful 
validation and preservation is necessary. Any 
at least advanced signature, seal or timestamp 
from each qualified trust service provider 
must be accepted and validated by any public 
administration according to Art. 27 of the 

eIDAS Regulation12.  
Art. 24 of the eIDAS Regulation requires a 

unique identification of natural entities 
applying for a qualified certificate for 
qualified electronic signatures. The 
corresponding identification module must be 
certified by a conformity assessment body 
(CAB) before being used by qualified trust 
service provider. Aside from eID or qualified 
electronic signature, the possible identification 
procedures are defined nationally. This leads 
to fundamental differences between member 
states and competition on the lowest 
requirements. As a consequence, in Germany 
the requirements for alternative identification 
according to Art. 24 Abs. 1 b) are significantly 
higher than e.g. in Austria or Nordics with the 
result of competitive disadvantage for German 
QTSP.  

eIDAS was underpinned by mandatory 
implementing acts. In the context of digital 
identities especially 2015/1502 has to be 
mentioned which defines the requirements on 
Level of Assurance further in the context of 
trust services 2015/150613 should not be 
forgotten which defines the mandatory 
signature formats for mutual recognition 
according to Art. 27 of the eIDAS Regulation. 

In summary the current eIDAS Regulation 
follows the approach of a centralized digital 
identity de facto issued by member state or 
under its control. This means that eIDAS acts 
on the assumption of a government trust 
anchor for each digital identity so that a 
trustworthy third party issuing the eID is 
always needed. A digital identity without 
government trust anchor is not covered by 
eIDAS14. 

 
12 U. Korte, S. Schwalm, T. Kusber and K. Shamburger. 
Criteria for trustworthy digital transactions – 
Blockchain/DLT between eIDAS, GDPR, Data and 
Evidence Preservation, 49-60; Federal Network 
Agency, Guideline for digital signature, seal, and 
timestamp formats as well as technical evidence data 
(Evidence Record) V1.0, 2020; A. Zaccaria, M. 
Schmidt-Kessel, R. Schulze and A. M Gambino (eds.), 
EU eIDAS-Regulation: Article-by-Article Commentary, 
London, Bloomsbury Publishing, 2020. 
13 Commission Implementing Decision (EU) 2015/1506 
of 8 September 2015 laying down specifications relating 
to formats of advanced electronic signatures and 
advanced seals to be recognised by public sector bodies 
pursuant to Articles 27(5) and 37(5) of Regulation (EU) 
n. 910/2014 of the European Parliament and of the 
Council on electronic identification and trust services 
for electronic transactions in the internal market. 
14 D. Hühnlein, T. Hühnlein, G. Hornung and H. Strack, 
Towards Universal Login, 193-200; T. Wich, D. 
Nemmert and D. Hühnlein, Towards secure and 
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This does not mean the Member States 
have control over any transaction the owner of 
the eID is executing with its identity. It only 
means that the notifying Member State is 
responsible concerning security and liability – 
so ensuring government trust anchor. Beside 
implementing act, the eIDAS Regulation is 
also underpinned by a common European 
wide technical standardization framework 
from the European standardization 
organizations ETSI and CEN under mandate 
by European Commission. The 
standardization framework ensures 
interoperability of eID and trust services in 
Europe, in eID e.g. based on results from the 
STORK15 project and based on eIDAS nodes 
and eIDAS minimal data set, regarding trust 
services through ETSI standards on QTSP and 
their devices16. 

The picture below shows the relation 
between legal and technical framework by the 
example of trust services17: 

Figure 1: Relationship between the eIDAS 
Regulation and European standards 

Apart from obligation on mutual 
recognition the utilization of notified 
identification schemes and identification 
means based on them is defined by Member 
States. So e.g. in Germany it is required to use 
an eID-server and client certified by the 
Federal Office for Information Security 
against its Technical Guidelines as well as 
possession of an authorization certificate to 

 
standard-compliant implementations of the PSD2 
Directive, in L. Fritsch, H. Roßnagel and D. Hühnlein 
(eds.), Open Identity Summit 2017, Bonn, Gesellschaft 
für Informatik e.V, 2017, 63-80. 
15 http://science2society.eu/content/stork-20. 
16 Vv.Aa., eIDAS und der ECM-Markt Elektronische 
Identifizierung und Vertrauensdienste als Chance für 
die Digitalisierung, Berlin, Bitkom, 2020; D. Hühnlein, 
J. Schwenk and T. Wich, Moderne Vertrauensdienste 
für vertrauenswürdige Transaktionen: Ergebnisse des 
Forschungsprojektes “FutureTrust”, in Datenschutz 
und Datensicherheit – DuD, vol. 43, n. 4, 214-219; D. 
Hühnlein et al, Future trust-services for trustworthy 
global transactions, in Open Identity Summit, OID, 
2016. 
17 U. Korte, S. Schwalm, T. Kusber and K. Shamburger, 
Criteria for trustworthy digital transactions – 
Blockchain/DLT between eIDAS, GDPR, Data and 
Evidence Preservation, 49-60. 

read the German eID-Card. The certificate is 
issued by Federal Office for Administration in 
a regulated process. These frame conditions 
also ensure a secure utilization of core identity 
data of natural entities by the identity provider 
so especially that the data are only used for 
identification in the given service and that no 
IDP would have an overview where the user 
will use his eID.  

eIDAS created an EU- and EFTA wide 
trusted space based on trust chains between 
each of the actors acting as trustworthy 3rd 
parties. This means as shown at the digital 
identities that eIDAS always requires a 
trustworthy 3rd party. There´s no trust by 
default. Trust only occurs based on European 
law, supervised by European and national 
supervisory bodies, accreditation of 
conformity assessment bodies under European 
standards, certification of trust services by 
CAB under supervision of national 
supervisory bodies and verifiable via 
European wide trusted lists – so 
democratically created law, mutual control 
and certification but also transparent 
verifiability. The picture below illustrates 
these trust chains by example of trust 
services18: 

Figure 2: Trust chain in eIDAS 
This trust chain also includes the fact that 

any QTSP is fully liable for its actions and the 
burden of the proof is on the QTSP (Art. 13 
eIDAS); otherwise also the CAB is liable for 
its conformity assessment, the Accreditation 
body for accreditation etc. This means that 
eIDAS limits the liability risk for the user of 
QTSP significantly. 

2.2. GDPR 
Furthermore, the General Data Protection 

Regulation GDPR [Re16] has to be 
recognized to ensure the confidentiality of 
personal data in digital transactions. The 

 
18 U. Korte, S. Schwalm, T. Kusber and K. Shamburger, 
Criteria for trustworthy digital transactions – 
Blockchain/DLT between eIDAS, GDPR, Data and 
Evidence Preservation, 49-60. 
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substantial or higher, though it is executed 
nationally based on national regulation and 
standardization underpinning the eIDAS 
Regulation and is only valid for qualified trust 
service providers issuing certificates, but it 
does not provide a confirmation of a LoA in 
general. This means e.g. that in Germany the 
hurdles for certification of identification 
procedures not based on German eID card 
such as video-identification or self-
identification is significantly higher than in 
other member states, leading to a competition 
between Member States regarding security 
and privacy requirements.  

Some Member States have established their 
own certification schemes to assess public or 
private identification schemes against LoA 
despite notification and Art. 24. This contains 
certifications open for all interested parties but 
also confirmation procedures like in Germany. 
Those procedures allow the proof of an LoA 
beside notified eID and contain currently e.g. 
mobile identities derived from a (notified) 
eID, automated identification or BankID.  

The certification is valid Europe wide but 
currently there is no pendant on EU-level: a 
vulnerability of the current eIDAS limiting the 
mutual recognition of such certifications as 
well as the interoperability of the underlying 
identification procedures. 

Along with digital identities eIDAS also 
defines (qualified) trust services. They 
contain:  

Creation (qualified) certificates for 
(qualified) electronic signatures, seals and/or 
timestamps. 

Validation of (qualified) electronic 
signatures, seals and/or timestamps 

(qualified) Electronic registered delivery 
services. 

(Qualified) Preservation of (qualified) 
electronic signatures, seals and/or timestamps 

(qualified) website certificates. 
Cryptographic electronic signatures or 

seals make the authenticity and integrity of 
electronic records evident against third parties, 
a (qualified) timestamp gives a valid Proof of 
Existence (PoE) and evidence for the time of 
transactions. In all cases a successful 
validation and preservation is necessary. Any 
at least advanced signature, seal or timestamp 
from each qualified trust service provider 
must be accepted and validated by any public 
administration according to Art. 27 of the 

eIDAS Regulation12.  
Art. 24 of the eIDAS Regulation requires a 

unique identification of natural entities 
applying for a qualified certificate for 
qualified electronic signatures. The 
corresponding identification module must be 
certified by a conformity assessment body 
(CAB) before being used by qualified trust 
service provider. Aside from eID or qualified 
electronic signature, the possible identification 
procedures are defined nationally. This leads 
to fundamental differences between member 
states and competition on the lowest 
requirements. As a consequence, in Germany 
the requirements for alternative identification 
according to Art. 24 Abs. 1 b) are significantly 
higher than e.g. in Austria or Nordics with the 
result of competitive disadvantage for German 
QTSP.  

eIDAS was underpinned by mandatory 
implementing acts. In the context of digital 
identities especially 2015/1502 has to be 
mentioned which defines the requirements on 
Level of Assurance further in the context of 
trust services 2015/150613 should not be 
forgotten which defines the mandatory 
signature formats for mutual recognition 
according to Art. 27 of the eIDAS Regulation. 

In summary the current eIDAS Regulation 
follows the approach of a centralized digital 
identity de facto issued by member state or 
under its control. This means that eIDAS acts 
on the assumption of a government trust 
anchor for each digital identity so that a 
trustworthy third party issuing the eID is 
always needed. A digital identity without 
government trust anchor is not covered by 
eIDAS14. 

 
12 U. Korte, S. Schwalm, T. Kusber and K. Shamburger. 
Criteria for trustworthy digital transactions – 
Blockchain/DLT between eIDAS, GDPR, Data and 
Evidence Preservation, 49-60; Federal Network 
Agency, Guideline for digital signature, seal, and 
timestamp formats as well as technical evidence data 
(Evidence Record) V1.0, 2020; A. Zaccaria, M. 
Schmidt-Kessel, R. Schulze and A. M Gambino (eds.), 
EU eIDAS-Regulation: Article-by-Article Commentary, 
London, Bloomsbury Publishing, 2020. 
13 Commission Implementing Decision (EU) 2015/1506 
of 8 September 2015 laying down specifications relating 
to formats of advanced electronic signatures and 
advanced seals to be recognised by public sector bodies 
pursuant to Articles 27(5) and 37(5) of Regulation (EU) 
n. 910/2014 of the European Parliament and of the 
Council on electronic identification and trust services 
for electronic transactions in the internal market. 
14 D. Hühnlein, T. Hühnlein, G. Hornung and H. Strack, 
Towards Universal Login, 193-200; T. Wich, D. 
Nemmert and D. Hühnlein, Towards secure and 
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This does not mean the Member States 
have control over any transaction the owner of 
the eID is executing with its identity. It only 
means that the notifying Member State is 
responsible concerning security and liability – 
so ensuring government trust anchor. Beside 
implementing act, the eIDAS Regulation is 
also underpinned by a common European 
wide technical standardization framework 
from the European standardization 
organizations ETSI and CEN under mandate 
by European Commission. The 
standardization framework ensures 
interoperability of eID and trust services in 
Europe, in eID e.g. based on results from the 
STORK15 project and based on eIDAS nodes 
and eIDAS minimal data set, regarding trust 
services through ETSI standards on QTSP and 
their devices16. 

The picture below shows the relation 
between legal and technical framework by the 
example of trust services17: 

Figure 1: Relationship between the eIDAS 
Regulation and European standards 

Apart from obligation on mutual 
recognition the utilization of notified 
identification schemes and identification 
means based on them is defined by Member 
States. So e.g. in Germany it is required to use 
an eID-server and client certified by the 
Federal Office for Information Security 
against its Technical Guidelines as well as 
possession of an authorization certificate to 

 
standard-compliant implementations of the PSD2 
Directive, in L. Fritsch, H. Roßnagel and D. Hühnlein 
(eds.), Open Identity Summit 2017, Bonn, Gesellschaft 
für Informatik e.V, 2017, 63-80. 
15 http://science2society.eu/content/stork-20. 
16 Vv.Aa., eIDAS und der ECM-Markt Elektronische 
Identifizierung und Vertrauensdienste als Chance für 
die Digitalisierung, Berlin, Bitkom, 2020; D. Hühnlein, 
J. Schwenk and T. Wich, Moderne Vertrauensdienste 
für vertrauenswürdige Transaktionen: Ergebnisse des 
Forschungsprojektes “FutureTrust”, in Datenschutz 
und Datensicherheit – DuD, vol. 43, n. 4, 214-219; D. 
Hühnlein et al, Future trust-services for trustworthy 
global transactions, in Open Identity Summit, OID, 
2016. 
17 U. Korte, S. Schwalm, T. Kusber and K. Shamburger, 
Criteria for trustworthy digital transactions – 
Blockchain/DLT between eIDAS, GDPR, Data and 
Evidence Preservation, 49-60. 

read the German eID-Card. The certificate is 
issued by Federal Office for Administration in 
a regulated process. These frame conditions 
also ensure a secure utilization of core identity 
data of natural entities by the identity provider 
so especially that the data are only used for 
identification in the given service and that no 
IDP would have an overview where the user 
will use his eID.  

eIDAS created an EU- and EFTA wide 
trusted space based on trust chains between 
each of the actors acting as trustworthy 3rd 
parties. This means as shown at the digital 
identities that eIDAS always requires a 
trustworthy 3rd party. There´s no trust by 
default. Trust only occurs based on European 
law, supervised by European and national 
supervisory bodies, accreditation of 
conformity assessment bodies under European 
standards, certification of trust services by 
CAB under supervision of national 
supervisory bodies and verifiable via 
European wide trusted lists – so 
democratically created law, mutual control 
and certification but also transparent 
verifiability. The picture below illustrates 
these trust chains by example of trust 
services18: 

Figure 2: Trust chain in eIDAS 
This trust chain also includes the fact that 

any QTSP is fully liable for its actions and the 
burden of the proof is on the QTSP (Art. 13 
eIDAS); otherwise also the CAB is liable for 
its conformity assessment, the Accreditation 
body for accreditation etc. This means that 
eIDAS limits the liability risk for the user of 
QTSP significantly. 

2.2. GDPR 
Furthermore, the General Data Protection 

Regulation GDPR [Re16] has to be 
recognized to ensure the confidentiality of 
personal data in digital transactions. The 

 
18 U. Korte, S. Schwalm, T. Kusber and K. Shamburger, 
Criteria for trustworthy digital transactions – 
Blockchain/DLT between eIDAS, GDPR, Data and 
Evidence Preservation, 49-60. 
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substantial or higher, though it is executed 
nationally based on national regulation and 
standardization underpinning the eIDAS 
Regulation and is only valid for qualified trust 
service providers issuing certificates, but it 
does not provide a confirmation of a LoA in 
general. This means e.g. that in Germany the 
hurdles for certification of identification 
procedures not based on German eID card 
such as video-identification or self-
identification is significantly higher than in 
other member states, leading to a competition 
between Member States regarding security 
and privacy requirements.  

Some Member States have established their 
own certification schemes to assess public or 
private identification schemes against LoA 
despite notification and Art. 24. This contains 
certifications open for all interested parties but 
also confirmation procedures like in Germany. 
Those procedures allow the proof of an LoA 
beside notified eID and contain currently e.g. 
mobile identities derived from a (notified) 
eID, automated identification or BankID.  

The certification is valid Europe wide but 
currently there is no pendant on EU-level: a 
vulnerability of the current eIDAS limiting the 
mutual recognition of such certifications as 
well as the interoperability of the underlying 
identification procedures. 

Along with digital identities eIDAS also 
defines (qualified) trust services. They 
contain:  

Creation (qualified) certificates for 
(qualified) electronic signatures, seals and/or 
timestamps. 

Validation of (qualified) electronic 
signatures, seals and/or timestamps 

(qualified) Electronic registered delivery 
services. 

(Qualified) Preservation of (qualified) 
electronic signatures, seals and/or timestamps 

(qualified) website certificates. 
Cryptographic electronic signatures or 

seals make the authenticity and integrity of 
electronic records evident against third parties, 
a (qualified) timestamp gives a valid Proof of 
Existence (PoE) and evidence for the time of 
transactions. In all cases a successful 
validation and preservation is necessary. Any 
at least advanced signature, seal or timestamp 
from each qualified trust service provider 
must be accepted and validated by any public 
administration according to Art. 27 of the 

eIDAS Regulation12.  
Art. 24 of the eIDAS Regulation requires a 

unique identification of natural entities 
applying for a qualified certificate for 
qualified electronic signatures. The 
corresponding identification module must be 
certified by a conformity assessment body 
(CAB) before being used by qualified trust 
service provider. Aside from eID or qualified 
electronic signature, the possible identification 
procedures are defined nationally. This leads 
to fundamental differences between member 
states and competition on the lowest 
requirements. As a consequence, in Germany 
the requirements for alternative identification 
according to Art. 24 Abs. 1 b) are significantly 
higher than e.g. in Austria or Nordics with the 
result of competitive disadvantage for German 
QTSP.  

eIDAS was underpinned by mandatory 
implementing acts. In the context of digital 
identities especially 2015/1502 has to be 
mentioned which defines the requirements on 
Level of Assurance further in the context of 
trust services 2015/150613 should not be 
forgotten which defines the mandatory 
signature formats for mutual recognition 
according to Art. 27 of the eIDAS Regulation. 

In summary the current eIDAS Regulation 
follows the approach of a centralized digital 
identity de facto issued by member state or 
under its control. This means that eIDAS acts 
on the assumption of a government trust 
anchor for each digital identity so that a 
trustworthy third party issuing the eID is 
always needed. A digital identity without 
government trust anchor is not covered by 
eIDAS14. 

 
12 U. Korte, S. Schwalm, T. Kusber and K. Shamburger. 
Criteria for trustworthy digital transactions – 
Blockchain/DLT between eIDAS, GDPR, Data and 
Evidence Preservation, 49-60; Federal Network 
Agency, Guideline for digital signature, seal, and 
timestamp formats as well as technical evidence data 
(Evidence Record) V1.0, 2020; A. Zaccaria, M. 
Schmidt-Kessel, R. Schulze and A. M Gambino (eds.), 
EU eIDAS-Regulation: Article-by-Article Commentary, 
London, Bloomsbury Publishing, 2020. 
13 Commission Implementing Decision (EU) 2015/1506 
of 8 September 2015 laying down specifications relating 
to formats of advanced electronic signatures and 
advanced seals to be recognised by public sector bodies 
pursuant to Articles 27(5) and 37(5) of Regulation (EU) 
n. 910/2014 of the European Parliament and of the 
Council on electronic identification and trust services 
for electronic transactions in the internal market. 
14 D. Hühnlein, T. Hühnlein, G. Hornung and H. Strack, 
Towards Universal Login, 193-200; T. Wich, D. 
Nemmert and D. Hühnlein, Towards secure and 
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This does not mean the Member States 
have control over any transaction the owner of 
the eID is executing with its identity. It only 
means that the notifying Member State is 
responsible concerning security and liability –
so ensuring government trust anchor. Beside 
implementing act, the eIDAS Regulation is 
also underpinned by a common European 
wide technical standardization framework 
from the European standardization 
organizations ETSI and CEN under mandate 
by European Commission. The 
standardization framework ensures 
interoperability of eID and trust services in 
Europe, in eID e.g. based on results from the 
STORK15 project and based on eIDAS nodes 
and eIDAS minimal data set, regarding trust 
services through ETSI standards on QTSP and 
their devices16.

The picture below shows the relation 
between legal and technical framework by the
example of trust services17:example of trust services

Figure 1: Relationship between the eIDAS 
Regulation and European standards

Apart from obligation on mutual 
recognition the utilization of notified 
identification schemes and identification 
means based on them is defined by Member 
States. So e.g. in Germany it is required to use 
an eID-server and client certified by the 
Federal Office for Information Security 
against its Technical Guidelines as well as 
possession of an authorization certificate to 

standard-compliant implementations of the PSD2 
Directive, in L. Fritsch, H. Roßnagel and D. Hühnlein 
(eds.), Open Identity Summit 2017, Bonn, Gesellschaft 
für Informatik e.V, 2017, 63-80. 
15 http://science2society.eu/content/stork-20. 
16 Vv.Aa., eIDAS und der ECM-Markt Elektronische 
Identifizierung und Vertrauensdienste als Chance für 
die Digitalisierung, Berlin, Bitkom, 2020; D. Hühnlein, 
J. Schwenk and T. Wich, Moderne Vertrauensdienste 
für vertrauenswürdige Transaktionen: Ergebnisse des 
Forschungsprojektes “FutureTrust”, in Datenschutz 
und Datensicherheit – DuD, vol. 43, n. 4, 214-219; D. 
Hühnlein et al, Future trust-services for trustworthy 
global transactions, in Open Identity Summit, OID, 
2016. 
17 U. Korte, S. Schwalm, T. Kusber and K. Shamburger, 
Criteria for trustworthy digital transactions –
Blockchain/DLT between eIDAS, GDPR, Data and 
Evidence Preservation, 49-60. 

read the German eID-Card. The certificate is 
issued by Federal Office for Administration in 
a regulated process. These frame conditions 
also ensure a secure utilization of core identity 
data of natural entities by the identity provider 
so especially that the data are only used for 
identification in the given service and that no 
IDP would have an overview where the user 
will use his eID. 

eIDAS created an EU- and EFTA wide 
trusted space based on trust chains between 
each of the actors acting as trustworthy 3rd

parties. This means as shown at the digital 
identities that eIDAS always requires a 
trustworthy 3rd party. There´s no trust by 
default. Trust only occurs based on European 
law, supervised by European and national 
supervisory bodies, accreditation of 
conformity assessment bodies under European 
standards, certification of trust services by 
CAB under supervision of national 
supervisory bodies and verifiable via 
European wide trusted lists – so 
democratically created law, mutual control 
and certification but also transparent 
verifiability. The picture below illustrates 
these trust chains by example of trust 
services18:

Figure 2: Trust chain in eIDAS
This trust chain also includes the fact that 

any QTSP is fully liable for its actions and the 
burden of the proof is on the QTSP (Art. 13 
eIDAS); otherwise also the CAB is liable for 
its conformity assessment, the Accreditation 
body for accreditation etc. This means that 
eIDAS limits the liability risk for the user of 
QTSP significantly.

2.2. GDPR 
Furthermore, the General Data Protection 

Regulation GDPR [Re16] has to be 
recognized to ensure the confidentiality of 
personal data in digital transactions. The 

18 U. Korte, S. Schwalm, T. Kusber and K. Shamburger, 
Criteria for trustworthy digital transactions –
Blockchain/DLT between eIDAS, GDPR, Data and 
Evidence Preservation, 49-60. 
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technical and organizational measures to 
ensure confidentiality of personal data acc. to 
GDPR19 can also be used to keep trade and 
business secrets to achieve a holistic 
management of protective records. In Art. 6 
GDPR, the obligation for information (Art. 
13+14 GDPR [Re16]) as well as the rights of 
the affected person are in focus so right of 
access, right of rectification, right to erasure 
and right of data portability. These obligations 
and rights require not only organizational and 
technical measures included in a well-defined 
data protection management system but also 
the technical ability of the applied IT-system 
to change, export or delete personal data as 
well as a defined access management or 
functionalities to decrease amount of the 
processing of personal data.  

Taking into account retention periods for 
decades as well as existing documentation 
obligations and burden of proof the GDPR 
reflects the ensuring, preservation and 
evidence of the significant properties of 
electronic records: authenticity, integrity and 
reliability (e.g. evidence for consent, 
obligation of information, access, data 
portability), availability (e.g. rectification, 
erasure, portability). This means if DLT is 
used in processes where personal data are 
collected, managed and stored, the 
requirements of GDPR have to be fulfilled20. 

2.3. Further regulation  
Besides eIDAS and GDPR different 

industry specific laws require a unique 
identification of legal or natural entities as 
well as evidence for authenticity and integrity 
of digital transactions against 3rd parties. 
Typical examples are AML-and PSD2-
regulation21 in financial sector, EASA Part 
2122 for aerospace, FDA23 or GxP for pharma 

 
19 Regulation (EU) 2016/ 679 of the European 
Parliament and of the Council of 27 April 2016, on the 
protection of natural persons with regard to the 
processing of personal data and on the free movement 
of such data, and repealing Directive 95/ 46/ EC 
(General Data Protection Regulation). 
20 M. Weber, W. Krogel, S. Schwalm and T. Vogt, 
Records Management acc. ISO 15489. Introduction and 
Guideline, Berlin, Beuth Verlag GmbH, 2018. 
21 Directive 2015/2366/EU of the European Parliament 
and of the Council of 25 November 2015, on payment 
services in the internal market, amending Directives 
2002/65/EC, 2009/110/EC and 2013/36/EU and 
Regulation (EU) 1093/2010, and repealing Directive 
2007/64/EC. 
22 EASA: Part 21 - Airworthiness and Environmental 
Certification, https://www.easa.europa.eu/acceptable-m 

and life sciences of national regulation in 
health care or public sector.  

The main focus of these regulations is the 
documentation and traceability of digital 
transactions to ensure burden of proof against 
3rd parties like regulative authorities, courts, 
auditors etc. The authenticity, integrity etc. is 
afterwards ensured by utilization of secure 
digital identities and trust services according 
to eIDAS whose qualified electronic signature 
for instance makes non-repudiation and so 
authenticity and integrity of digital documents 
evident against third parties such as courts, 
regulative authorities, etc24. 

3.  Trustworthiness of digital transactions 
and records management 
Trustworthiness of digital transactions and 

records means that the process and the 
(authoritative) records created in the 
transaction are really what they seem to be 
and that this is provable by independent 3rd 
parties. Currently there is no regulation 
defining technology or institution as 
trustworthy by themselves. This means 
subsequently that there´s no trust by self-
proclaiming only by proof. Trustworthy 
digital transactions ensure the unique and 
lossless evidence of authenticity, integrity, 
reliability of the electronic records which are 
created, received, stored and managed during 
the life cycle of transaction against 
independent 3rd parties as long as they are 
needed so until the end of the defined 
retention periods based on and compliant to 
existing laws (between 2 & 110 years or 
permanent)25. 

In accordance with applicable law and 
international standardization e.g. ISO 1548926 

 
eans-compliance-and-guidance-material-group/part-21-a 
irworthiness-and-environmental. 
23 CFR: Title 21 - Part 11 Electronic Records; Electronic 
Signatures. 21CFR11. 2019. 
24 M. Weber, W. Krogel, S. Schwalm and T. Vogt, 
Records Management acc. ISO 15489. 
25 U. Korte, S. Schwalm, T. Kusber and K. Shamburger, 
Criteria for trustworthy digital transactions – 
Blockchain/DLT between eIDAS, GDPR, Data and 
Evidence Preservation, 49-60; U. Korte, K. 
Shamburger, T. Kusber and S. Schwalm, Records 
Management and Long-Term Preservation of Evidence 
in DLT, in H. Roßnagel, C. H. Schunck and S. 
Mödersheim (eds.), Open Identity Summit 2021, Bonn, 
Gesellschaft für Informatik e.V., 2021, 131-142. 
26 ISO 15489-1:2016. Information and documentation 
— Records management — Part 1: Concepts and 
principles. 
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or ISO 3030027 a valid records management, 
with or without SSI and/or DLT, provides the 
necessary processes, roles and responsibilities, 
governance and technical solutions for the 
management of electronic records which 
provide the evidence for business transactions. 
Essential characteristics are the authenticity, 
integrity and traceability of electronic records 
as well as their availability and transferability. 
These inherent properties have to be ensured 
and preserved as long as the records are 
needed. This requires the availability and 
transferability of the records – so their 
evidence based on the records themselves and 
their useability acc. to retention requirements 
e.g. readability, analysability etc. Records 
fulfilling these requirements are called 
authoritative records and their 
authoritativeness, so their authenticity, 
integrity and traceability, has to be preserved 
until the end of the retention period. A system 
creating, capturing, storing records until 
disposition, is called record system28. So, if 
DLT is used in high-regulated industries 
where typically a valid records management is 
necessary, it acts as a record system and so it 
has to fulfil the requirements on record 
systems and records management. 

Main pre-condition to ensure authenticity 
of the records is a unique identification and 
authentication of the natural or legal entity 
and their objects involved in the transaction 
not matter if for executing or signing 
transaction or record. Additionally, the 
integrity has to be ensured and made evident. 
Another main pre-condition are the 
availability as well as the protection of the 
confidentiality of records protection including 
privacy of involved natural and legal entities. 
The authoritative records contain content, 
metadata and transaction (process) data. The 
basic preconditions to be able to proof 
evidence of authoritativeness of records so 
their authenticity and integrity is their 
transferability29 which the evidence will be 

 
27 ISO 30300:2020. Information and documentation — 
Records management — Core concepts and vocabulary. 
28 ISO 15489-1:2016. Information and documentation 
— Records management — Part 1: Concepts and 
principles; ISO 30300:2020. Information and 
documentation — Records management — Core 
concepts and vocabulary; M. Weber, W. Krogel, S. 
Schwalm and T. Vogt, Records Management acc. ISO 
15489. 
29 UN United Nations Commission on International 
Trade, UNCITRAL model law on electronic transferable 
records, New York, United Nations, 2017. 

proven based on the records themselves so the 
named requirements and in consequence the 
evidence value of a record are significant 
properties of the electronic record itself30. 

The utilization of cryptographic measures, 
e.g. qualified e-signatures, seals and time 
stamps according to eIDAS, enables users to 
make authenticity and integrity of their 
electronic records evident against third parties 
without losing the transferability of the 
records31. In this context it has to be taken into 
account that (qualified) electronic signatures, 
seals acc. to eIDAS require secure digital 
identities on at least LoA substantial.  

As the consequence digital identities are 
not only necessary for secure access to digital 
services but especially one main measure to 
ensure burden of proof and documentation 
requirements and so trustworthiness of digital 
transactions until end of retention period of 
the related authoritative records32. Despite 
digital identities which are in focus of this 
paper one main pre-condition is the 
establishment of a valid records management 
and preservation of evidence33. This includes 
established policies, roles & responsibilities, 
processes as well as appropriate 
functionalities in business-IT to managing 
records properly during their whole life-cycle 
from the creation or receiving over utilisation 
and storage until archiving and disposition34. 

 
30 U. Korte, D. Huehnlein and S. Schwalm, Standards 
for the preservation of evidence and trust, in 
Proceedings Archiving 2014, 2014, 9-14.; M. Weber, 
W. Krogel, S. Schwalm and T. Vogt, Records 
Management acc. ISO 15489. 
31 U. Korte, D. Huehnlein and S. Schwalm, Standards 
for the preservation of evidence and trust, 9-14. 
32 U. Korte, D. Huehnlein and S. Schwalm, Standards 
for the preservation of evidence and trust, 9-14; S. 
Schwalm, A service for the preservation of evidence and 
data – a key for a trustworthy & sustainable electronic 
business, in Open Identity Summit 2017, Bonn, 
Gesellschaft für Informatik e.V., 2017, 131-144; ETSI: 
TS 119 511 - V1.1.1 - Electronic Signatures and 
Infrastructures (ESI); Policy and security requirements 
for trust service providers providing long-term 
preservation of digital signatures or general data using 
digital signature techniques, 2019. 
33 ISO 15489-1:2016. Information and documentation 
— Records management — Part 1: Concepts and 
principles; ETSI: TS 119 511 V1.1.1 - Electronic 
Signatures and Infrastructures (ESI); Policy and security 
requirements for trust service providers providing long-
term preservation of digital signatures or general data 
using digital signature techniques, 2019; U. Korte, K. 
Shamburger, T. Kusber and S. Schwalm, Records 
Management and Long-Term Preservation of Evidence 
in DLT, 131-142. 
34 M. Weber, W. Krogel, S. Schwalm and T. Vogt, 
Records Management acc. ISO 15489; ISO 15489-
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technical and organizational measures to 
ensure confidentiality of personal data acc. to 
GDPR19 can also be used to keep trade and 
business secrets to achieve a holistic 
management of protective records. In Art. 6 
GDPR, the obligation for information (Art. 
13+14 GDPR [Re16]) as well as the rights of 
the affected person are in focus so right of 
access, right of rectification, right to erasure 
and right of data portability. These obligations 
and rights require not only organizational and 
technical measures included in a well-defined 
data protection management system but also 
the technical ability of the applied IT-system 
to change, export or delete personal data as 
well as a defined access management or 
functionalities to decrease amount of the 
processing of personal data.  

Taking into account retention periods for 
decades as well as existing documentation 
obligations and burden of proof the GDPR 
reflects the ensuring, preservation and 
evidence of the significant properties of 
electronic records: authenticity, integrity and 
reliability (e.g. evidence for consent, 
obligation of information, access, data 
portability), availability (e.g. rectification, 
erasure, portability). This means if DLT is 
used in processes where personal data are 
collected, managed and stored, the 
requirements of GDPR have to be fulfilled20. 

2.3. Further regulation  
Besides eIDAS and GDPR different 

industry specific laws require a unique 
identification of legal or natural entities as 
well as evidence for authenticity and integrity 
of digital transactions against 3rd parties. 
Typical examples are AML-and PSD2-
regulation21 in financial sector, EASA Part 
2122 for aerospace, FDA23 or GxP for pharma 

 
19 Regulation (EU) 2016/ 679 of the European 
Parliament and of the Council of 27 April 2016, on the 
protection of natural persons with regard to the 
processing of personal data and on the free movement 
of such data, and repealing Directive 95/ 46/ EC 
(General Data Protection Regulation). 
20 M. Weber, W. Krogel, S. Schwalm and T. Vogt, 
Records Management acc. ISO 15489. Introduction and 
Guideline, Berlin, Beuth Verlag GmbH, 2018. 
21 Directive 2015/2366/EU of the European Parliament 
and of the Council of 25 November 2015, on payment 
services in the internal market, amending Directives 
2002/65/EC, 2009/110/EC and 2013/36/EU and 
Regulation (EU) 1093/2010, and repealing Directive 
2007/64/EC. 
22 EASA: Part 21 - Airworthiness and Environmental 
Certification, https://www.easa.europa.eu/acceptable-m 

and life sciences of national regulation in 
health care or public sector.  

The main focus of these regulations is the 
documentation and traceability of digital 
transactions to ensure burden of proof against 
3rd parties like regulative authorities, courts, 
auditors etc. The authenticity, integrity etc. is 
afterwards ensured by utilization of secure 
digital identities and trust services according 
to eIDAS whose qualified electronic signature 
for instance makes non-repudiation and so 
authenticity and integrity of digital documents 
evident against third parties such as courts, 
regulative authorities, etc24. 

3.  Trustworthiness of digital transactions 
and records management 
Trustworthiness of digital transactions and 

records means that the process and the 
(authoritative) records created in the 
transaction are really what they seem to be 
and that this is provable by independent 3rd 
parties. Currently there is no regulation 
defining technology or institution as 
trustworthy by themselves. This means 
subsequently that there´s no trust by self-
proclaiming only by proof. Trustworthy 
digital transactions ensure the unique and 
lossless evidence of authenticity, integrity, 
reliability of the electronic records which are 
created, received, stored and managed during 
the life cycle of transaction against 
independent 3rd parties as long as they are 
needed so until the end of the defined 
retention periods based on and compliant to 
existing laws (between 2 & 110 years or 
permanent)25. 

In accordance with applicable law and 
international standardization e.g. ISO 1548926 

 
eans-compliance-and-guidance-material-group/part-21-a 
irworthiness-and-environmental. 
23 CFR: Title 21 - Part 11 Electronic Records; Electronic 
Signatures. 21CFR11. 2019. 
24 M. Weber, W. Krogel, S. Schwalm and T. Vogt, 
Records Management acc. ISO 15489. 
25 U. Korte, S. Schwalm, T. Kusber and K. Shamburger, 
Criteria for trustworthy digital transactions – 
Blockchain/DLT between eIDAS, GDPR, Data and 
Evidence Preservation, 49-60; U. Korte, K. 
Shamburger, T. Kusber and S. Schwalm, Records 
Management and Long-Term Preservation of Evidence 
in DLT, in H. Roßnagel, C. H. Schunck and S. 
Mödersheim (eds.), Open Identity Summit 2021, Bonn, 
Gesellschaft für Informatik e.V., 2021, 131-142. 
26 ISO 15489-1:2016. Information and documentation 
— Records management — Part 1: Concepts and 
principles. 
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or ISO 3030027 a valid records management, 
with or without SSI and/or DLT, provides the 
necessary processes, roles and responsibilities, 
governance and technical solutions for the 
management of electronic records which 
provide the evidence for business transactions. 
Essential characteristics are the authenticity, 
integrity and traceability of electronic records 
as well as their availability and transferability. 
These inherent properties have to be ensured 
and preserved as long as the records are 
needed. This requires the availability and 
transferability of the records – so their 
evidence based on the records themselves and 
their useability acc. to retention requirements 
e.g. readability, analysability etc. Records 
fulfilling these requirements are called 
authoritative records and their 
authoritativeness, so their authenticity, 
integrity and traceability, has to be preserved 
until the end of the retention period. A system 
creating, capturing, storing records until 
disposition, is called record system28. So, if 
DLT is used in high-regulated industries 
where typically a valid records management is 
necessary, it acts as a record system and so it 
has to fulfil the requirements on record 
systems and records management. 

Main pre-condition to ensure authenticity 
of the records is a unique identification and 
authentication of the natural or legal entity 
and their objects involved in the transaction 
not matter if for executing or signing 
transaction or record. Additionally, the 
integrity has to be ensured and made evident. 
Another main pre-condition are the 
availability as well as the protection of the 
confidentiality of records protection including 
privacy of involved natural and legal entities. 
The authoritative records contain content, 
metadata and transaction (process) data. The 
basic preconditions to be able to proof 
evidence of authoritativeness of records so 
their authenticity and integrity is their 
transferability29 which the evidence will be 

 
27 ISO 30300:2020. Information and documentation — 
Records management — Core concepts and vocabulary. 
28 ISO 15489-1:2016. Information and documentation 
— Records management — Part 1: Concepts and 
principles; ISO 30300:2020. Information and 
documentation — Records management — Core 
concepts and vocabulary; M. Weber, W. Krogel, S. 
Schwalm and T. Vogt, Records Management acc. ISO 
15489. 
29 UN United Nations Commission on International 
Trade, UNCITRAL model law on electronic transferable 
records, New York, United Nations, 2017. 

proven based on the records themselves so the 
named requirements and in consequence the 
evidence value of a record are significant 
properties of the electronic record itself30. 

The utilization of cryptographic measures, 
e.g. qualified e-signatures, seals and time 
stamps according to eIDAS, enables users to 
make authenticity and integrity of their 
electronic records evident against third parties 
without losing the transferability of the 
records31. In this context it has to be taken into 
account that (qualified) electronic signatures, 
seals acc. to eIDAS require secure digital 
identities on at least LoA substantial.  

As the consequence digital identities are 
not only necessary for secure access to digital 
services but especially one main measure to 
ensure burden of proof and documentation 
requirements and so trustworthiness of digital 
transactions until end of retention period of 
the related authoritative records32. Despite 
digital identities which are in focus of this 
paper one main pre-condition is the 
establishment of a valid records management 
and preservation of evidence33. This includes 
established policies, roles & responsibilities, 
processes as well as appropriate 
functionalities in business-IT to managing 
records properly during their whole life-cycle 
from the creation or receiving over utilisation 
and storage until archiving and disposition34. 

 
30 U. Korte, D. Huehnlein and S. Schwalm, Standards 
for the preservation of evidence and trust, in 
Proceedings Archiving 2014, 2014, 9-14.; M. Weber, 
W. Krogel, S. Schwalm and T. Vogt, Records 
Management acc. ISO 15489. 
31 U. Korte, D. Huehnlein and S. Schwalm, Standards 
for the preservation of evidence and trust, 9-14. 
32 U. Korte, D. Huehnlein and S. Schwalm, Standards 
for the preservation of evidence and trust, 9-14; S. 
Schwalm, A service for the preservation of evidence and 
data – a key for a trustworthy & sustainable electronic 
business, in Open Identity Summit 2017, Bonn, 
Gesellschaft für Informatik e.V., 2017, 131-144; ETSI: 
TS 119 511 - V1.1.1 - Electronic Signatures and 
Infrastructures (ESI); Policy and security requirements 
for trust service providers providing long-term 
preservation of digital signatures or general data using 
digital signature techniques, 2019. 
33 ISO 15489-1:2016. Information and documentation 
— Records management — Part 1: Concepts and 
principles; ETSI: TS 119 511 V1.1.1 - Electronic 
Signatures and Infrastructures (ESI); Policy and security 
requirements for trust service providers providing long-
term preservation of digital signatures or general data 
using digital signature techniques, 2019; U. Korte, K. 
Shamburger, T. Kusber and S. Schwalm, Records 
Management and Long-Term Preservation of Evidence 
in DLT, 131-142. 
34 M. Weber, W. Krogel, S. Schwalm and T. Vogt, 
Records Management acc. ISO 15489; ISO 15489-
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technical and organizational measures to 
ensure confidentiality of personal data acc. to 
GDPR19 can also be used to keep trade and 
business secrets to achieve a holistic 
management of protective records. In Art. 6 
GDPR, the obligation for information (Art. 
13+14 GDPR [Re16]) as well as the rights of 
the affected person are in focus so right of 
access, right of rectification, right to erasure 
and right of data portability. These obligations 
and rights require not only organizational and 
technical measures included in a well-defined 
data protection management system but also 
the technical ability of the applied IT-system 
to change, export or delete personal data as 
well as a defined access management or 
functionalities to decrease amount of the 
processing of personal data.  

Taking into account retention periods for 
decades as well as existing documentation 
obligations and burden of proof the GDPR 
reflects the ensuring, preservation and 
evidence of the significant properties of 
electronic records: authenticity, integrity and 
reliability (e.g. evidence for consent, 
obligation of information, access, data 
portability), availability (e.g. rectification, 
erasure, portability). This means if DLT is 
used in processes where personal data are 
collected, managed and stored, the 
requirements of GDPR have to be fulfilled20. 

2.3. Further regulation  
Besides eIDAS and GDPR different 

industry specific laws require a unique 
identification of legal or natural entities as 
well as evidence for authenticity and integrity 
of digital transactions against 3rd parties. 
Typical examples are AML-and PSD2-
regulation21 in financial sector, EASA Part 
2122 for aerospace, FDA23 or GxP for pharma 

 
19 Regulation (EU) 2016/ 679 of the European 
Parliament and of the Council of 27 April 2016, on the 
protection of natural persons with regard to the 
processing of personal data and on the free movement 
of such data, and repealing Directive 95/ 46/ EC 
(General Data Protection Regulation). 
20 M. Weber, W. Krogel, S. Schwalm and T. Vogt, 
Records Management acc. ISO 15489. Introduction and 
Guideline, Berlin, Beuth Verlag GmbH, 2018. 
21 Directive 2015/2366/EU of the European Parliament 
and of the Council of 25 November 2015, on payment 
services in the internal market, amending Directives 
2002/65/EC, 2009/110/EC and 2013/36/EU and 
Regulation (EU) 1093/2010, and repealing Directive 
2007/64/EC. 
22 EASA: Part 21 - Airworthiness and Environmental 
Certification, https://www.easa.europa.eu/acceptable-m 

and life sciences of national regulation in 
health care or public sector.  

The main focus of these regulations is the 
documentation and traceability of digital 
transactions to ensure burden of proof against 
3rd parties like regulative authorities, courts, 
auditors etc. The authenticity, integrity etc. is 
afterwards ensured by utilization of secure 
digital identities and trust services according 
to eIDAS whose qualified electronic signature 
for instance makes non-repudiation and so 
authenticity and integrity of digital documents 
evident against third parties such as courts, 
regulative authorities, etc24. 

3.  Trustworthiness of digital transactions 
and records management 
Trustworthiness of digital transactions and 

records means that the process and the 
(authoritative) records created in the 
transaction are really what they seem to be 
and that this is provable by independent 3rd 
parties. Currently there is no regulation 
defining technology or institution as 
trustworthy by themselves. This means 
subsequently that there´s no trust by self-
proclaiming only by proof. Trustworthy 
digital transactions ensure the unique and 
lossless evidence of authenticity, integrity, 
reliability of the electronic records which are 
created, received, stored and managed during 
the life cycle of transaction against 
independent 3rd parties as long as they are 
needed so until the end of the defined 
retention periods based on and compliant to 
existing laws (between 2 & 110 years or 
permanent)25. 

In accordance with applicable law and 
international standardization e.g. ISO 1548926 

 
eans-compliance-and-guidance-material-group/part-21-a 
irworthiness-and-environmental. 
23 CFR: Title 21 - Part 11 Electronic Records; Electronic 
Signatures. 21CFR11. 2019. 
24 M. Weber, W. Krogel, S. Schwalm and T. Vogt, 
Records Management acc. ISO 15489. 
25 U. Korte, S. Schwalm, T. Kusber and K. Shamburger, 
Criteria for trustworthy digital transactions – 
Blockchain/DLT between eIDAS, GDPR, Data and 
Evidence Preservation, 49-60; U. Korte, K. 
Shamburger, T. Kusber and S. Schwalm, Records 
Management and Long-Term Preservation of Evidence 
in DLT, in H. Roßnagel, C. H. Schunck and S. 
Mödersheim (eds.), Open Identity Summit 2021, Bonn, 
Gesellschaft für Informatik e.V., 2021, 131-142. 
26 ISO 15489-1:2016. Information and documentation 
— Records management — Part 1: Concepts and 
principles. 
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or ISO 3030027 a valid records management, 
with or without SSI and/or DLT, provides the 
necessary processes, roles and responsibilities, 
governance and technical solutions for the 
management of electronic records which 
provide the evidence for business transactions. 
Essential characteristics are the authenticity, 
integrity and traceability of electronic records 
as well as their availability and transferability. 
These inherent properties have to be ensured 
and preserved as long as the records are 
needed. This requires the availability and 
transferability of the records – so their 
evidence based on the records themselves and 
their useability acc. to retention requirements 
e.g. readability, analysability etc. Records 
fulfilling these requirements are called 
authoritative records and their 
authoritativeness, so their authenticity, 
integrity and traceability, has to be preserved 
until the end of the retention period. A system 
creating, capturing, storing records until 
disposition, is called record system28. So, if 
DLT is used in high-regulated industries 
where typically a valid records management is 
necessary, it acts as a record system and so it 
has to fulfil the requirements on record 
systems and records management. 

Main pre-condition to ensure authenticity 
of the records is a unique identification and 
authentication of the natural or legal entity 
and their objects involved in the transaction 
not matter if for executing or signing 
transaction or record. Additionally, the 
integrity has to be ensured and made evident. 
Another main pre-condition are the 
availability as well as the protection of the 
confidentiality of records protection including 
privacy of involved natural and legal entities. 
The authoritative records contain content, 
metadata and transaction (process) data. The 
basic preconditions to be able to proof 
evidence of authoritativeness of records so 
their authenticity and integrity is their 
transferability29 which the evidence will be 

 
27 ISO 30300:2020. Information and documentation — 
Records management — Core concepts and vocabulary. 
28 ISO 15489-1:2016. Information and documentation 
— Records management — Part 1: Concepts and 
principles; ISO 30300:2020. Information and 
documentation — Records management — Core 
concepts and vocabulary; M. Weber, W. Krogel, S. 
Schwalm and T. Vogt, Records Management acc. ISO 
15489. 
29 UN United Nations Commission on International 
Trade, UNCITRAL model law on electronic transferable 
records, New York, United Nations, 2017. 

proven based on the records themselves so the 
named requirements and in consequence the 
evidence value of a record are significant 
properties of the electronic record itself30. 

The utilization of cryptographic measures, 
e.g. qualified e-signatures, seals and time 
stamps according to eIDAS, enables users to 
make authenticity and integrity of their 
electronic records evident against third parties 
without losing the transferability of the 
records31. In this context it has to be taken into 
account that (qualified) electronic signatures, 
seals acc. to eIDAS require secure digital 
identities on at least LoA substantial.  

As the consequence digital identities are 
not only necessary for secure access to digital 
services but especially one main measure to 
ensure burden of proof and documentation 
requirements and so trustworthiness of digital 
transactions until end of retention period of 
the related authoritative records32. Despite 
digital identities which are in focus of this 
paper one main pre-condition is the 
establishment of a valid records management 
and preservation of evidence33. This includes 
established policies, roles & responsibilities, 
processes as well as appropriate 
functionalities in business-IT to managing 
records properly during their whole life-cycle 
from the creation or receiving over utilisation 
and storage until archiving and disposition34. 

 
30 U. Korte, D. Huehnlein and S. Schwalm, Standards 
for the preservation of evidence and trust, in 
Proceedings Archiving 2014, 2014, 9-14.; M. Weber, 
W. Krogel, S. Schwalm and T. Vogt, Records 
Management acc. ISO 15489. 
31 U. Korte, D. Huehnlein and S. Schwalm, Standards 
for the preservation of evidence and trust, 9-14. 
32 U. Korte, D. Huehnlein and S. Schwalm, Standards 
for the preservation of evidence and trust, 9-14; S. 
Schwalm, A service for the preservation of evidence and 
data – a key for a trustworthy & sustainable electronic 
business, in Open Identity Summit 2017, Bonn, 
Gesellschaft für Informatik e.V., 2017, 131-144; ETSI: 
TS 119 511 - V1.1.1 - Electronic Signatures and 
Infrastructures (ESI); Policy and security requirements 
for trust service providers providing long-term 
preservation of digital signatures or general data using 
digital signature techniques, 2019. 
33 ISO 15489-1:2016. Information and documentation 
— Records management — Part 1: Concepts and 
principles; ETSI: TS 119 511 V1.1.1 - Electronic 
Signatures and Infrastructures (ESI); Policy and security 
requirements for trust service providers providing long-
term preservation of digital signatures or general data 
using digital signature techniques, 2019; U. Korte, K. 
Shamburger, T. Kusber and S. Schwalm, Records 
Management and Long-Term Preservation of Evidence 
in DLT, 131-142. 
34 M. Weber, W. Krogel, S. Schwalm and T. Vogt, 
Records Management acc. ISO 15489; ISO 15489-
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These basic burdens of proofs and 
requirements on trustworthy digital records 
and transactions are independent from used 
IT-system, organization or process.  

4. Decentralization, DLT and SSI 
4.1 DLT 

After the bitcoin crash in 2019 first doubts 
about the real capacity of DLT occurred. In 
this context standardization on DLT increased 
and industry as well as public sector used the 
chance to enable the technology for high-
regulated industries with corresponding 
requirements on records management and 
trust35.  

Basically, DLT is a decentralized 
distributed peer-to-peer network of technical 
nodes for data exchange and transaction 
execution. According to ISO 2273936 a 
distributed ledger is in this case shared across 
a set of DLT nodes and synchronized between 
the DLT nodes using a consensus mechanism. 
The consensus mechanism ensures that all 
transactions are valid and unaltered. Its 
manner depends on the type of DLT so that 
the well-known prejudice that DLT implies 
unacceptable high energy need is only valid 
for some consensus mechanisms e.g. Proof of 
Work, other ones are much more efficient 
especially those ones in DLT with restricted 
access rights e.g. BFT, Proof of Authority, 
Proof of Stake etc37. DLT networks allow the 
transfer of data or value from one party to 
another without having intermediates 
involved. Once written to the ledger the 
transactions are immutable, mainly based on 
hash protection of data stored on the chain. 
Any transaction can reliably be tracked on the 
chain38. If the factual distributed data set or 
transactions are bundled in sequential linked 
blocks it is called a blockchain – a special 

 
1:2016. Information and documentation — Records 
management — Part 1: Concepts and principles. 
35 V. Lemieux, Trusting records: is Blockchain 
technology the answer? in Records Management 
Journal, vol. 26, 2016, 110-139. 
36 ISO 22739:2020. Blockchain and distributed ledger 
technologies — Vocabulary. 
37 ISO 22739:2020. Blockchain and distributed ledger 
technologies — Vocabulary. 
38 U. Korte, S. Schwalm, T. Kusber and K. Shamburger, 
Criteria for trustworthy digital transactions – 
Blockchain/DLT between eIDAS, GDPR, Data and 
Evidence Preservation, 49-60; ISO/WD TR 24332 
Information and documentation - Blockchain and DLT 
and records management: Issues and considerations, 
2021; ISO/DIS 23257 Blockchain and distributed ledger 
technologies — Reference architecture, 2021. 

kind of DLT. The blocks can also include the 
hash of the previous block and so build the 
mentioned hash-protection and a so called 
“timestamp”.  

This DLT-“timestamp” as well as DLT 
“signatures” have currently to be 
differentiated from timestamps defined in 
eIDAS and related standards39 due to its lack 
of a trustworthy source of time, missing 
creation and validation of digital signatures by 
trust service provider and missing Proof of 
Existence created by a third party instead of 
the system, here DLT, itself. The hash-based 
integrity protection of each block is based on 
Merkle-trees40. In comparison to the original 
ideas of blockchain, DLT does not 
mandatorily require the elimination of an 
operator or consortium providing the 
distributed network, this depends on the kind 
of DLT which can be distinguished regarding 
the access rights and transparency of the 
transactions. In public DLT everybody can 
view all transactions and data so there is full 
transparency, in private DLT only authorized 
users are allowed, similar conditions apply 
concerning execution of transactions. In 
permissionless DLT every user is allowed to 
validate and persist transactions, in 
permissioned DLT it depends on the access 
rights who has the authorization to do so. 
Furthermore, DLT is differentiated concerning 
data storage, on chain if data are stored on the 
ledger or off-chain if data are only represented 
by hash in DLT. At minimum the transaction 
documented by ledger records or referred 
records acc. to ISO 3030041 are stored on 
chain together with hash values of the related 
off-chain records.  

Due to performance limitations and privacy 
reasons e.g. GDPR42 off-chain storage is 

 
39 ETSI EN 319 421 v1.1.1. Electronic Signatures and 
Infrastructures (ESI) Policy and Security Requirements 
for Trust Service Providers issuing Time-Stamps. 
Electronic Signatures and Infrastructures (ESI); 
Policy and security requirements for Trust Service 
Providers issuing certificates; Part 1: General 
requirements. 
40 U. Korte, S. Schwalm, T. Kusber and K. Shamburger, 
Criteria for trustworthy digital transactions – 
Blockchain/DLT between eIDAS, GDPR, Data and 
Evidence Preservation, 49-60; X. Xu, I. Weber and M. 
Staples, Architecture for Blockchain Applications, 
Cham, Springer, 2019. 
41 ISO 30300:2020. Information and documentation — 
Records management — Core concepts and vocabulary. 
42 Regulation (EU) 2016/ 679 of the European 
Parliament and of the Council - of 27 April 2016 - on 
the protection of natural persons with regard to the 
processing of personal data and on the free movement 
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currently widely used43. In summary, DLT can 
be characterized as distributed system which 
derives its trust from the immutability due to 
cryptographic protection and integrity, as well 
as the consistency (not completeness) check 
by the consensus mechanism so that any 
unauthorized alteration will be transparent 
and, at best, no central authority or 
intermediary is needed. This also means that 
DLT is typically only useful in distributed 
ecosystems with more than two parties 
involved where distribution is reasonable and 
the parties typically do not trust each other, so 
that trust in the technology seems to be 
necessary44. 

Currently the European Union is improving 
the European Blockchain Service 
Infrastructure as a pan-European DLT-
network with a focus on use cases like e.g.: 
 Notarization or data validation. 
 Digital proofs or evidences. 
 Electronic registries and tokenization. 
 Cross-industry trade platforms or data 

exchange platforms. 
Summarising, DLT can boost decentralized 

digital ecosystems. In the context of digital 
identities especially the development of self-
sovereign identities must be mentioned. This 
new paradigm gives the user the control of all 
its identity information – those ones covered 
by government eID but also attributes or 
proofs.  

4.2. SSI-Principles 
There are nearly 10 up to 12 SSI-principles 

which summarize the main requirements from 
a decentralization perspective the 
requirements on an ideal decentralized and 
self-sovereign identity45: 
Principle Meaning 
Representation An SSI ecosystem shall provide 

the means for any entity—
human, legal, natural, physical 

 
of such data, and repealing Directive 95/ 46/ EC 
(General Data Protection Regulation). GDPR, 2016. 
43 U. Korte, T. Kusber, C. Berghoff and S. Schwalm, 
Langfristige Beweiswerterhaltung und Datenschutz in 
der Blockchain, 177-191. 
44 K. Werbach, The Blockchain and the New 
architecture of Trust; J. Strueker, N. Urbach, T. 
Guggenberger, J. Lautenschlager, N. Ruhland, V. 
Schlatt, J. Sedlmeir, J-C. Stoetzer and F. Voelter, Self-
Sovereign Identity - Foundations, applications, and 
potentials of portable digital identities, Bayreuth, 
Fraunhofer Institute for Applied Information 
Technology, 2021. 
45https://github.com/WebOfTrustInfo/self-sovereign-ide 
ntity/blob/master/self-sovereign-identity-principles.md. 

or digital—to be represented by 
any number of digital identities 

Interoperability An SSI ecosystem shall enable 
digital identity data for an entity 
to be represented, exchanged, 
secured, protected, and verified 
interoperably using open, 
public, and royalty-free 
standards 

Decentralization An SSI ecosystem shall not 
require reliance on a centralized 
system to represent, control, or 
verify an entity’s digital identity 
data 

Control and Agency An SSI ecosystem shall 
empower entities who have 
natural, human, or legal rights 
in relation to their identity 
(“Identity Rights Holders”) to 
control usage of their digital 
identity data and exert this 
control by employing and/or 
delegating to agents and 
guardians of their choice, 
including individuals, 
organizations, devices, and 
software 

Participation An SSI ecosystem shall not 
require an identity rights holder 
to participate 

Equity and Inclusion An SSI ecosystem shall not 
exclude or discriminate against 
identity rights holders within its 
governance scope 

Useability, 
Accessibility and 
Consistency 

An SSI ecosystem shall 
maximize usability and 
accessibility of agents and other 
SSI components for identity 
rights holders, including 
consistency of user experience 

Portability An SSI ecosystem shall not 
restrict the ability of identity 
rights holders to move or 
transfer a copy of their digital 
identity data to the agents or 
systems of their choice 

Security An SSI ecosystem shall 
empower identity rights holders 
to secure their digital identity 
data at rest and in motion, to 
control their own identifiers and 
encryption keys, and to employ 
end-to-end encryption for all 
interactions 

Verifiability and 
authenticity 

An SSI ecosystem shall 
empower identity rights holders 
to provide verifiable proof of 
the authenticity of their digital 
identity data 

Privacy and minimal 
disclosure 

An SSI ecosystem shall 
empower identity rights holders 
to protect the privacy of their 
digital identity data and to share 
the minimum digital identity 
data required for any particular 
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These basic burdens of proofs and 
requirements on trustworthy digital records 
and transactions are independent from used 
IT-system, organization or process.  

4. Decentralization, DLT and SSI 
4.1 DLT 

After the bitcoin crash in 2019 first doubts 
about the real capacity of DLT occurred. In 
this context standardization on DLT increased 
and industry as well as public sector used the 
chance to enable the technology for high-
regulated industries with corresponding 
requirements on records management and 
trust35.  

Basically, DLT is a decentralized 
distributed peer-to-peer network of technical 
nodes for data exchange and transaction 
execution. According to ISO 2273936 a 
distributed ledger is in this case shared across 
a set of DLT nodes and synchronized between 
the DLT nodes using a consensus mechanism. 
The consensus mechanism ensures that all 
transactions are valid and unaltered. Its 
manner depends on the type of DLT so that 
the well-known prejudice that DLT implies 
unacceptable high energy need is only valid 
for some consensus mechanisms e.g. Proof of 
Work, other ones are much more efficient 
especially those ones in DLT with restricted 
access rights e.g. BFT, Proof of Authority, 
Proof of Stake etc37. DLT networks allow the 
transfer of data or value from one party to 
another without having intermediates 
involved. Once written to the ledger the 
transactions are immutable, mainly based on 
hash protection of data stored on the chain. 
Any transaction can reliably be tracked on the 
chain38. If the factual distributed data set or 
transactions are bundled in sequential linked 
blocks it is called a blockchain – a special 

 
1:2016. Information and documentation — Records 
management — Part 1: Concepts and principles. 
35 V. Lemieux, Trusting records: is Blockchain 
technology the answer? in Records Management 
Journal, vol. 26, 2016, 110-139. 
36 ISO 22739:2020. Blockchain and distributed ledger 
technologies — Vocabulary. 
37 ISO 22739:2020. Blockchain and distributed ledger 
technologies — Vocabulary. 
38 U. Korte, S. Schwalm, T. Kusber and K. Shamburger, 
Criteria for trustworthy digital transactions – 
Blockchain/DLT between eIDAS, GDPR, Data and 
Evidence Preservation, 49-60; ISO/WD TR 24332 
Information and documentation - Blockchain and DLT 
and records management: Issues and considerations, 
2021; ISO/DIS 23257 Blockchain and distributed ledger 
technologies — Reference architecture, 2021. 

kind of DLT. The blocks can also include the 
hash of the previous block and so build the 
mentioned hash-protection and a so called 
“timestamp”.  

This DLT-“timestamp” as well as DLT 
“signatures” have currently to be 
differentiated from timestamps defined in 
eIDAS and related standards39 due to its lack 
of a trustworthy source of time, missing 
creation and validation of digital signatures by 
trust service provider and missing Proof of 
Existence created by a third party instead of 
the system, here DLT, itself. The hash-based 
integrity protection of each block is based on 
Merkle-trees40. In comparison to the original 
ideas of blockchain, DLT does not 
mandatorily require the elimination of an 
operator or consortium providing the 
distributed network, this depends on the kind 
of DLT which can be distinguished regarding 
the access rights and transparency of the 
transactions. In public DLT everybody can 
view all transactions and data so there is full 
transparency, in private DLT only authorized 
users are allowed, similar conditions apply 
concerning execution of transactions. In 
permissionless DLT every user is allowed to 
validate and persist transactions, in 
permissioned DLT it depends on the access 
rights who has the authorization to do so. 
Furthermore, DLT is differentiated concerning 
data storage, on chain if data are stored on the 
ledger or off-chain if data are only represented 
by hash in DLT. At minimum the transaction 
documented by ledger records or referred 
records acc. to ISO 3030041 are stored on 
chain together with hash values of the related 
off-chain records.  

Due to performance limitations and privacy 
reasons e.g. GDPR42 off-chain storage is 

 
39 ETSI EN 319 421 v1.1.1. Electronic Signatures and 
Infrastructures (ESI) Policy and Security Requirements 
for Trust Service Providers issuing Time-Stamps. 
Electronic Signatures and Infrastructures (ESI); 
Policy and security requirements for Trust Service 
Providers issuing certificates; Part 1: General 
requirements. 
40 U. Korte, S. Schwalm, T. Kusber and K. Shamburger, 
Criteria for trustworthy digital transactions – 
Blockchain/DLT between eIDAS, GDPR, Data and 
Evidence Preservation, 49-60; X. Xu, I. Weber and M. 
Staples, Architecture for Blockchain Applications, 
Cham, Springer, 2019. 
41 ISO 30300:2020. Information and documentation — 
Records management — Core concepts and vocabulary. 
42 Regulation (EU) 2016/ 679 of the European 
Parliament and of the Council - of 27 April 2016 - on 
the protection of natural persons with regard to the 
processing of personal data and on the free movement 
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currently widely used43. In summary, DLT can 
be characterized as distributed system which 
derives its trust from the immutability due to 
cryptographic protection and integrity, as well 
as the consistency (not completeness) check 
by the consensus mechanism so that any 
unauthorized alteration will be transparent 
and, at best, no central authority or 
intermediary is needed. This also means that 
DLT is typically only useful in distributed 
ecosystems with more than two parties 
involved where distribution is reasonable and 
the parties typically do not trust each other, so 
that trust in the technology seems to be 
necessary44. 

Currently the European Union is improving 
the European Blockchain Service 
Infrastructure as a pan-European DLT-
network with a focus on use cases like e.g.: 
 Notarization or data validation. 
 Digital proofs or evidences. 
 Electronic registries and tokenization. 
 Cross-industry trade platforms or data 

exchange platforms. 
Summarising, DLT can boost decentralized 

digital ecosystems. In the context of digital 
identities especially the development of self-
sovereign identities must be mentioned. This 
new paradigm gives the user the control of all 
its identity information – those ones covered 
by government eID but also attributes or 
proofs.  

4.2. SSI-Principles 
There are nearly 10 up to 12 SSI-principles 

which summarize the main requirements from 
a decentralization perspective the 
requirements on an ideal decentralized and 
self-sovereign identity45: 
Principle Meaning 
Representation An SSI ecosystem shall provide 

the means for any entity—
human, legal, natural, physical 

 
of such data, and repealing Directive 95/ 46/ EC 
(General Data Protection Regulation). GDPR, 2016. 
43 U. Korte, T. Kusber, C. Berghoff and S. Schwalm, 
Langfristige Beweiswerterhaltung und Datenschutz in 
der Blockchain, 177-191. 
44 K. Werbach, The Blockchain and the New 
architecture of Trust; J. Strueker, N. Urbach, T. 
Guggenberger, J. Lautenschlager, N. Ruhland, V. 
Schlatt, J. Sedlmeir, J-C. Stoetzer and F. Voelter, Self-
Sovereign Identity - Foundations, applications, and 
potentials of portable digital identities, Bayreuth, 
Fraunhofer Institute for Applied Information 
Technology, 2021. 
45https://github.com/WebOfTrustInfo/self-sovereign-ide 
ntity/blob/master/self-sovereign-identity-principles.md. 

or digital—to be represented by 
any number of digital identities 

Interoperability An SSI ecosystem shall enable 
digital identity data for an entity 
to be represented, exchanged, 
secured, protected, and verified 
interoperably using open, 
public, and royalty-free 
standards 

Decentralization An SSI ecosystem shall not 
require reliance on a centralized 
system to represent, control, or 
verify an entity’s digital identity 
data 

Control and Agency An SSI ecosystem shall 
empower entities who have 
natural, human, or legal rights 
in relation to their identity 
(“Identity Rights Holders”) to 
control usage of their digital 
identity data and exert this 
control by employing and/or 
delegating to agents and 
guardians of their choice, 
including individuals, 
organizations, devices, and 
software 

Participation An SSI ecosystem shall not 
require an identity rights holder 
to participate 

Equity and Inclusion An SSI ecosystem shall not 
exclude or discriminate against 
identity rights holders within its 
governance scope 

Useability, 
Accessibility and 
Consistency 

An SSI ecosystem shall 
maximize usability and 
accessibility of agents and other 
SSI components for identity 
rights holders, including 
consistency of user experience 

Portability An SSI ecosystem shall not 
restrict the ability of identity 
rights holders to move or 
transfer a copy of their digital 
identity data to the agents or 
systems of their choice 

Security An SSI ecosystem shall 
empower identity rights holders 
to secure their digital identity 
data at rest and in motion, to 
control their own identifiers and 
encryption keys, and to employ 
end-to-end encryption for all 
interactions 

Verifiability and 
authenticity 

An SSI ecosystem shall 
empower identity rights holders 
to provide verifiable proof of 
the authenticity of their digital 
identity data 

Privacy and minimal 
disclosure 

An SSI ecosystem shall 
empower identity rights holders 
to protect the privacy of their 
digital identity data and to share 
the minimum digital identity 
data required for any particular 
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These basic burdens of proofs and 
requirements on trustworthy digital records 
and transactions are independent from used 
IT-system, organization or process.  

4. Decentralization, DLT and SSI 
4.1 DLT 

After the bitcoin crash in 2019 first doubts 
about the real capacity of DLT occurred. In 
this context standardization on DLT increased 
and industry as well as public sector used the 
chance to enable the technology for high-
regulated industries with corresponding 
requirements on records management and 
trust35.  

Basically, DLT is a decentralized 
distributed peer-to-peer network of technical 
nodes for data exchange and transaction 
execution. According to ISO 2273936 a 
distributed ledger is in this case shared across 
a set of DLT nodes and synchronized between 
the DLT nodes using a consensus mechanism. 
The consensus mechanism ensures that all 
transactions are valid and unaltered. Its 
manner depends on the type of DLT so that 
the well-known prejudice that DLT implies 
unacceptable high energy need is only valid 
for some consensus mechanisms e.g. Proof of 
Work, other ones are much more efficient 
especially those ones in DLT with restricted 
access rights e.g. BFT, Proof of Authority, 
Proof of Stake etc37. DLT networks allow the 
transfer of data or value from one party to 
another without having intermediates 
involved. Once written to the ledger the 
transactions are immutable, mainly based on 
hash protection of data stored on the chain. 
Any transaction can reliably be tracked on the 
chain38. If the factual distributed data set or 
transactions are bundled in sequential linked 
blocks it is called a blockchain – a special 

 
1:2016. Information and documentation — Records 
management — Part 1: Concepts and principles. 
35 V. Lemieux, Trusting records: is Blockchain 
technology the answer? in Records Management 
Journal, vol. 26, 2016, 110-139. 
36 ISO 22739:2020. Blockchain and distributed ledger 
technologies — Vocabulary. 
37 ISO 22739:2020. Blockchain and distributed ledger 
technologies — Vocabulary. 
38 U. Korte, S. Schwalm, T. Kusber and K. Shamburger, 
Criteria for trustworthy digital transactions – 
Blockchain/DLT between eIDAS, GDPR, Data and 
Evidence Preservation, 49-60; ISO/WD TR 24332 
Information and documentation - Blockchain and DLT 
and records management: Issues and considerations, 
2021; ISO/DIS 23257 Blockchain and distributed ledger 
technologies — Reference architecture, 2021. 

kind of DLT. The blocks can also include the 
hash of the previous block and so build the 
mentioned hash-protection and a so called 
“timestamp”.  

This DLT-“timestamp” as well as DLT 
“signatures” have currently to be 
differentiated from timestamps defined in 
eIDAS and related standards39 due to its lack 
of a trustworthy source of time, missing 
creation and validation of digital signatures by 
trust service provider and missing Proof of 
Existence created by a third party instead of 
the system, here DLT, itself. The hash-based 
integrity protection of each block is based on 
Merkle-trees40. In comparison to the original 
ideas of blockchain, DLT does not 
mandatorily require the elimination of an 
operator or consortium providing the 
distributed network, this depends on the kind 
of DLT which can be distinguished regarding 
the access rights and transparency of the 
transactions. In public DLT everybody can 
view all transactions and data so there is full 
transparency, in private DLT only authorized 
users are allowed, similar conditions apply 
concerning execution of transactions. In 
permissionless DLT every user is allowed to 
validate and persist transactions, in 
permissioned DLT it depends on the access 
rights who has the authorization to do so. 
Furthermore, DLT is differentiated concerning 
data storage, on chain if data are stored on the 
ledger or off-chain if data are only represented 
by hash in DLT. At minimum the transaction 
documented by ledger records or referred 
records acc. to ISO 3030041 are stored on 
chain together with hash values of the related 
off-chain records.  

Due to performance limitations and privacy 
reasons e.g. GDPR42 off-chain storage is 

 
39 ETSI EN 319 421 v1.1.1. Electronic Signatures and 
Infrastructures (ESI) Policy and Security Requirements 
for Trust Service Providers issuing Time-Stamps. 
Electronic Signatures and Infrastructures (ESI); 
Policy and security requirements for Trust Service 
Providers issuing certificates; Part 1: General 
requirements. 
40 U. Korte, S. Schwalm, T. Kusber and K. Shamburger, 
Criteria for trustworthy digital transactions – 
Blockchain/DLT between eIDAS, GDPR, Data and 
Evidence Preservation, 49-60; X. Xu, I. Weber and M. 
Staples, Architecture for Blockchain Applications, 
Cham, Springer, 2019. 
41 ISO 30300:2020. Information and documentation — 
Records management — Core concepts and vocabulary. 
42 Regulation (EU) 2016/ 679 of the European 
Parliament and of the Council - of 27 April 2016 - on 
the protection of natural persons with regard to the 
processing of personal data and on the free movement 

 
  

Self-Sovereign-Identity & eIDAS: a Contradiction? Challenges and Chances of eIDAS 2.0  
 

  
2021 Erdal, Volume 2, Issue 2 97 
 

Bl
oc

kc
ha

in
 a

nd
 P

ub
lic

 A
dm

in
ist

ra
tio

n 

currently widely used43. In summary, DLT can 
be characterized as distributed system which 
derives its trust from the immutability due to 
cryptographic protection and integrity, as well 
as the consistency (not completeness) check 
by the consensus mechanism so that any 
unauthorized alteration will be transparent 
and, at best, no central authority or 
intermediary is needed. This also means that 
DLT is typically only useful in distributed 
ecosystems with more than two parties 
involved where distribution is reasonable and 
the parties typically do not trust each other, so 
that trust in the technology seems to be 
necessary44. 

Currently the European Union is improving 
the European Blockchain Service 
Infrastructure as a pan-European DLT-
network with a focus on use cases like e.g.: 
 Notarization or data validation. 
 Digital proofs or evidences. 
 Electronic registries and tokenization. 
 Cross-industry trade platforms or data 

exchange platforms. 
Summarising, DLT can boost decentralized 

digital ecosystems. In the context of digital 
identities especially the development of self-
sovereign identities must be mentioned. This 
new paradigm gives the user the control of all 
its identity information – those ones covered 
by government eID but also attributes or 
proofs.  

4.2. SSI-Principles 
There are nearly 10 up to 12 SSI-principles 

which summarize the main requirements from 
a decentralization perspective the 
requirements on an ideal decentralized and 
self-sovereign identity45: 
Principle Meaning 
Representation An SSI ecosystem shall provide 

the means for any entity—
human, legal, natural, physical 

 
of such data, and repealing Directive 95/ 46/ EC 
(General Data Protection Regulation). GDPR, 2016. 
43 U. Korte, T. Kusber, C. Berghoff and S. Schwalm, 
Langfristige Beweiswerterhaltung und Datenschutz in 
der Blockchain, 177-191. 
44 K. Werbach, The Blockchain and the New 
architecture of Trust; J. Strueker, N. Urbach, T. 
Guggenberger, J. Lautenschlager, N. Ruhland, V. 
Schlatt, J. Sedlmeir, J-C. Stoetzer and F. Voelter, Self-
Sovereign Identity - Foundations, applications, and 
potentials of portable digital identities, Bayreuth, 
Fraunhofer Institute for Applied Information 
Technology, 2021. 
45https://github.com/WebOfTrustInfo/self-sovereign-ide 
ntity/blob/master/self-sovereign-identity-principles.md. 

or digital—to be represented by 
any number of digital identities 

Interoperability An SSI ecosystem shall enable 
digital identity data for an entity 
to be represented, exchanged, 
secured, protected, and verified 
interoperably using open, 
public, and royalty-free 
standards 

Decentralization An SSI ecosystem shall not 
require reliance on a centralized 
system to represent, control, or 
verify an entity’s digital identity 
data 

Control and Agency An SSI ecosystem shall 
empower entities who have 
natural, human, or legal rights 
in relation to their identity 
(“Identity Rights Holders”) to 
control usage of their digital 
identity data and exert this 
control by employing and/or 
delegating to agents and 
guardians of their choice, 
including individuals, 
organizations, devices, and 
software 

Participation An SSI ecosystem shall not 
require an identity rights holder 
to participate 

Equity and Inclusion An SSI ecosystem shall not 
exclude or discriminate against 
identity rights holders within its 
governance scope 

Useability, 
Accessibility and 
Consistency 

An SSI ecosystem shall 
maximize usability and 
accessibility of agents and other 
SSI components for identity 
rights holders, including 
consistency of user experience 

Portability An SSI ecosystem shall not 
restrict the ability of identity 
rights holders to move or 
transfer a copy of their digital 
identity data to the agents or 
systems of their choice 

Security An SSI ecosystem shall 
empower identity rights holders 
to secure their digital identity 
data at rest and in motion, to 
control their own identifiers and 
encryption keys, and to employ 
end-to-end encryption for all 
interactions 

Verifiability and 
authenticity 

An SSI ecosystem shall 
empower identity rights holders 
to provide verifiable proof of 
the authenticity of their digital 
identity data 

Privacy and minimal 
disclosure 

An SSI ecosystem shall 
empower identity rights holders 
to protect the privacy of their 
digital identity data and to share 
the minimum digital identity 
data required for any particular 
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interaction 
Transparency An SSI ecosystem shall 

empower identity rights holders 
and all other stakeholders to 
easily access and verify 
information necessary to 
understand the incentives, rules, 
policies, and algorithms under 
which agents and other 
components of SSI ecosystems 
operate 

Table 1: SSI-principles 
Beside these ideal principles it must be 

assessed on how DLT and SSI may achieve 
the requirements on trustworthy digital 
transactions. 

4.3. DLT, SSI and requirements on 
trustworthy digital transactions 

Overlooking requirements for trustworthy 
digital transactions mentioned in section 3 
some adjustments must be done to use DLT 
regulated environments. 

To utilize DLT for trustworthy digital 
transactions, the identities of the participants 
have to be known unambiguously. This is 
necessary to make transactions and their 
records evident against third parties, to fulfil 
burden of proof and documentation needs to 
be compliant to prior art for records 
management and trustworthy digital 
transactions46. To attain this, DLT inherent 
functions must be enhanced with addition of 
eIDAS compliant identification in 
appropriate level of assurance. This can be 
achieved with self-sovereign-identity47.  

In this case only the anonymized or 
pseudonymized data are stored on-chain. 
The identity data itself is stored off-chain in 
order to ensure compliance to GDPR. 
Decentralized identifiers (DID) based on 
W3C standard48 are suitable to be integrated 
for this purpose and maintain compliance to 
privacy regulations as no identifying data is 
stored on chain. In fact the holder of the 
DID has complete control over the DID and 
there is no central authority needed to 
implement it. The inclusion of identities 
provides the basis for assignment of 
permissions to these identities further 
improving security of the system. At same 

 
46 Weber, W. Krogel, S. Schwalm and T. Vogt, Records 
Management acc. ISO 15489; U. Korte, S. Schwalm, T. 
Kusber and K. Shamburger, Criteria for trustworthy 
digital transactions – Blockchain/DLT between eIDAS, 
GDPR, Data and Evidence Preservation, 49-60. 
47 W3C: Decentralized Identifiers (DIDs) v1.0. 2020. 
48 W3C: Decentralized Identifiers (DIDs) v1.0. 2020. 

time the trustworthiness of the verifiable 
credentials as well as their issuers has to be 
considered, what requires the unique 
identification of the issuer but also provable 
authenticity and integrity of the credentials 
themselves. Same with the verifier or 
relying party to avoid sending personal data 
to unproven or non-trustworthy parties and 
so ensure data sovereignty. It should be 
carefully considered which participant 
should be allowed to execute what type of 
actions within the system49.  

A trusted authority in role of gatekeeper 
assigns permissions to nodes operated by 
trusted identities thus defining the actions 
these are allowed to execute. This approach 
is currently executed e.g. by ESSIF50 and 
EBSI51 in EU, but also several other 
initiatives around Europe like the eIDAS 
Bridge on DLT52. 

Furthermore, DLT inherent functions have 
to be enhanced with addition of eIDAS 
compliant identification in appropriate level of 
assurance and by trust services53. Especially 
the trust services for creation of qualified 
electronic signatures, seals (X.509 based or 
token based using content of X.509 envelope) 
and timestamps are needed to provide genuine 
verifiability of digital processes using DLT 
authenticity, reliability and integrity of 
transactional data by keeping provability by 
independent third parties. This means in fact 
that a trusted “gatekeeper” could enable the 
DLT with secure digital identities and trust 

 
49 eIDAS Bridge specification https://joinup.ec.eur 
opa.eu/collection/ssi-eidas-bridge/document/ssi-eidas-br 
idge-use-cases-and-technical-specifications; DIN TS 
31648:2021: Criteria for Trusted Transactions — 
Records Management and Preservation of Evidence in 
DLT/Blockchain. 2021; I. Alamillo-Domingo, SSI 
eIDAS Legal Report. How eIDAS can legally support 
digital identity and trustworthy DLT-based transactions 
in the Digital Single Market, Brussels, European 
Commission, 2020. 
50 ESSIF, European Self-Sovereign Identity Framework, 
https://www.eesc.europa.eu/en/news-media/presentation 
s/european-self-sovereign-identity-framework. 
51 EBSI, European Blockchain Services Infrastructure, 
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITA
L/EBSI. 
52 eIDAS Bridge specification, https://joinup.ec.europa.e 
u/collection/ssi-eidas-bridge/document/ssi-eidas-bridge-
use-cases-and-technical-specifications. 
53 U. Korte, S. Schwalm, T. Kusber and K. Shamburger, 
Criteria for trustworthy digital transactions – 
Blockchain/DLT between eIDAS, GDPR, Data and 
Evidence Preservation, 49-60; DIN/TS 31648:2021: 
Criteria for Trusted Transactions — Records 
Management and Preservation of Evidence in 
DLT/Blockchain.  
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services acc. to eIDAS to be used for 
trustworthy digital transactions54. 

DLT may act as decentralized PKI or 
anchoring layer where the personal data will 
mostly be stored off-chain, only anonymized 
or pseudonymized equivalents e.g. Public 
DIDs in SSI are on-chain. Most famous 
protocols for DLT in case of SSI are 
Ethereum, Alastria ID, or Hyperledger Indy55. 
The European Self-Sovereign-Identity 
Framework defined frame conditions and first 
standards for decentralized digital identities56. 

In summary it can be stated that without 
appropriate measures it is currently not 
possible to use DLT for trustworthy digital 
transactions. Same with SSI as long as there is 
no source of trust and verifiable authenticity 
of its credentials. There is no trust by default 
only by proof in European legislation. The 
proposal of the new eIDAS regulation took 
this background as well as the developments 
in ESSIF, EBSI etc. into account. The main 
changes in the proposal are mentioned in next 
section. 

5. Main legal changes in proposed new 
eIDAS Regulation 

5.1. Overview 
In June 2021 the European Commission 

published the proposal of a Regulation 
amending eIDAS with the aim to establish a 
framework for a European Digital Identity; in 
other words, eIDAS 2.057. The main goal of 
the proposed update is not a replacement but 
further development of eIDAS in the context 
of decentralization and the upcoming SSI 
paradigm on one hand but also the critical 
assessment and identified areas for 
improvement in eIDAS 1.058 on the other 
hand. The main changes in eIDAS 2.0 refer to 
electronic identification. Concerning trust 

 
54 U. Korte, S. Schwalm, T. Kusber and K. Shamburger, 
Criteria for trustworthy digital transactions – 
Blockchain/DLT between eIDAS, GDPR, Data and 
Evidence Preservation, 49-60. 
55 J. Bernabe, R. Torres Moreno, D. Martin and A. 
Crespo, An Overview on ARIES: Reliable European 
Identity Ecosystem, in J. Bernal Bernabe and A. 
Skarmeta (eds.), Challenges in Cybersecurity and 
Privacy - the European Research Landscape, Gistrup, 
River Publisher, 2019, 231. 
56 European Self-Sovereign-Identity Framework. 
57 Proposal for a Regulation of the European Parliament 
And of the Council amending Regulation (EU) 
910/2014 as regards establishing a framework for a 
European Digital Identity {SEC(2021) 228 final} - 
{SWD(2021) 124 final} - {SWD(2021) 125 final}. 
58 See section 2.1. 

services only some additional services related 
to electronic identification where added and 
some logical gaps where closed. 

5.2.  Electronic Identification 
eIDAS 2.0 proposal defines in Art. 6a the 

obligation for every member state to notify 
one identification within 12 months after the 
Regulation will become applicable. 
Mandatory implementing acts referencing to 
European technical standardization shall be 
published by European Commission within 6 
months after new regulation is published. So, 
in comparison to eIDAS 1.0 the new 
regulation requires that at least one identity 
scheme from each member states shall be 
notified (Art. 10 and following). Considering 
that notification is one pre-condition for 
mutual recognition of identity te obligation for 
notification can be mentioned as step forward 
in the wider utilization of eID in Europe. This 
applies even more due to the fact that any 
notified eID-scheme has to ensure the 
possibility of unique identification with the 
also proposed EU-Digital Wallet (Art. 11a).  

Beside government eID-schemes relevant 
for notification the new eIDAS-proposal also 
introduces in Art. 12a private identification 
schemes together with the possibility for a 
national certification against level of 
assurances mainly. The certification scheme 
shall be based on EU cybersecurity Act and 
done by dedicated Conformity Assessment 
Bodies listed transparently by the EC. An 
implementing act is currently not stipulated 
what runs the risk of different national 
interpretations and standards of Cybersecurity 
act and at the end a possible competition 
concerning certification requirements for 
member states as well as identity providers. 

The presumable biggest change in eIDAS 
2.0 is the requirements for every Member state 
to provide an EU-Digital Wallet to its natural 
entities. The Wallet could be published: 
 By member state 
 Under authority of member state 
 Recognized by member state 

This makes also private wallet possible 
under the recognition of a Member State. The 
EU-Digital Wallet will contain the core 
identity currently covered by government eID 
as well as additional attributes or verifiable 
credentials acc. to W3C-standards so driver 
license, diplomas, or vaccine passport of its 
holder. This mean that eIDAS 2.0 strictly 
follows the identity triangular of SSI. Every 
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interaction 
Transparency An SSI ecosystem shall 

empower identity rights holders 
and all other stakeholders to 
easily access and verify 
information necessary to 
understand the incentives, rules, 
policies, and algorithms under 
which agents and other 
components of SSI ecosystems 
operate 

Table 1: SSI-principles 
Beside these ideal principles it must be 

assessed on how DLT and SSI may achieve 
the requirements on trustworthy digital 
transactions. 

4.3. DLT, SSI and requirements on 
trustworthy digital transactions 

Overlooking requirements for trustworthy 
digital transactions mentioned in section 3 
some adjustments must be done to use DLT 
regulated environments. 

To utilize DLT for trustworthy digital 
transactions, the identities of the participants 
have to be known unambiguously. This is 
necessary to make transactions and their 
records evident against third parties, to fulfil 
burden of proof and documentation needs to 
be compliant to prior art for records 
management and trustworthy digital 
transactions46. To attain this, DLT inherent 
functions must be enhanced with addition of 
eIDAS compliant identification in 
appropriate level of assurance. This can be 
achieved with self-sovereign-identity47.  

In this case only the anonymized or 
pseudonymized data are stored on-chain. 
The identity data itself is stored off-chain in 
order to ensure compliance to GDPR. 
Decentralized identifiers (DID) based on 
W3C standard48 are suitable to be integrated 
for this purpose and maintain compliance to 
privacy regulations as no identifying data is 
stored on chain. In fact the holder of the 
DID has complete control over the DID and 
there is no central authority needed to 
implement it. The inclusion of identities 
provides the basis for assignment of 
permissions to these identities further 
improving security of the system. At same 

 
46 Weber, W. Krogel, S. Schwalm and T. Vogt, Records 
Management acc. ISO 15489; U. Korte, S. Schwalm, T. 
Kusber and K. Shamburger, Criteria for trustworthy 
digital transactions – Blockchain/DLT between eIDAS, 
GDPR, Data and Evidence Preservation, 49-60. 
47 W3C: Decentralized Identifiers (DIDs) v1.0. 2020. 
48 W3C: Decentralized Identifiers (DIDs) v1.0. 2020. 

time the trustworthiness of the verifiable 
credentials as well as their issuers has to be 
considered, what requires the unique 
identification of the issuer but also provable 
authenticity and integrity of the credentials 
themselves. Same with the verifier or 
relying party to avoid sending personal data 
to unproven or non-trustworthy parties and 
so ensure data sovereignty. It should be 
carefully considered which participant 
should be allowed to execute what type of 
actions within the system49.  

A trusted authority in role of gatekeeper 
assigns permissions to nodes operated by 
trusted identities thus defining the actions 
these are allowed to execute. This approach 
is currently executed e.g. by ESSIF50 and 
EBSI51 in EU, but also several other 
initiatives around Europe like the eIDAS 
Bridge on DLT52. 

Furthermore, DLT inherent functions have 
to be enhanced with addition of eIDAS 
compliant identification in appropriate level of 
assurance and by trust services53. Especially 
the trust services for creation of qualified 
electronic signatures, seals (X.509 based or 
token based using content of X.509 envelope) 
and timestamps are needed to provide genuine 
verifiability of digital processes using DLT 
authenticity, reliability and integrity of 
transactional data by keeping provability by 
independent third parties. This means in fact 
that a trusted “gatekeeper” could enable the 
DLT with secure digital identities and trust 

 
49 eIDAS Bridge specification https://joinup.ec.eur 
opa.eu/collection/ssi-eidas-bridge/document/ssi-eidas-br 
idge-use-cases-and-technical-specifications; DIN TS 
31648:2021: Criteria for Trusted Transactions — 
Records Management and Preservation of Evidence in 
DLT/Blockchain. 2021; I. Alamillo-Domingo, SSI 
eIDAS Legal Report. How eIDAS can legally support 
digital identity and trustworthy DLT-based transactions 
in the Digital Single Market, Brussels, European 
Commission, 2020. 
50 ESSIF, European Self-Sovereign Identity Framework, 
https://www.eesc.europa.eu/en/news-media/presentation 
s/european-self-sovereign-identity-framework. 
51 EBSI, European Blockchain Services Infrastructure, 
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITA
L/EBSI. 
52 eIDAS Bridge specification, https://joinup.ec.europa.e 
u/collection/ssi-eidas-bridge/document/ssi-eidas-bridge-
use-cases-and-technical-specifications. 
53 U. Korte, S. Schwalm, T. Kusber and K. Shamburger, 
Criteria for trustworthy digital transactions – 
Blockchain/DLT between eIDAS, GDPR, Data and 
Evidence Preservation, 49-60; DIN/TS 31648:2021: 
Criteria for Trusted Transactions — Records 
Management and Preservation of Evidence in 
DLT/Blockchain.  
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services acc. to eIDAS to be used for 
trustworthy digital transactions54. 

DLT may act as decentralized PKI or 
anchoring layer where the personal data will 
mostly be stored off-chain, only anonymized 
or pseudonymized equivalents e.g. Public 
DIDs in SSI are on-chain. Most famous 
protocols for DLT in case of SSI are 
Ethereum, Alastria ID, or Hyperledger Indy55. 
The European Self-Sovereign-Identity 
Framework defined frame conditions and first 
standards for decentralized digital identities56. 

In summary it can be stated that without 
appropriate measures it is currently not 
possible to use DLT for trustworthy digital 
transactions. Same with SSI as long as there is 
no source of trust and verifiable authenticity 
of its credentials. There is no trust by default 
only by proof in European legislation. The 
proposal of the new eIDAS regulation took 
this background as well as the developments 
in ESSIF, EBSI etc. into account. The main 
changes in the proposal are mentioned in next 
section. 

5. Main legal changes in proposed new 
eIDAS Regulation 

5.1. Overview 
In June 2021 the European Commission 

published the proposal of a Regulation 
amending eIDAS with the aim to establish a 
framework for a European Digital Identity; in 
other words, eIDAS 2.057. The main goal of 
the proposed update is not a replacement but 
further development of eIDAS in the context 
of decentralization and the upcoming SSI 
paradigm on one hand but also the critical 
assessment and identified areas for 
improvement in eIDAS 1.058 on the other 
hand. The main changes in eIDAS 2.0 refer to 
electronic identification. Concerning trust 

 
54 U. Korte, S. Schwalm, T. Kusber and K. Shamburger, 
Criteria for trustworthy digital transactions – 
Blockchain/DLT between eIDAS, GDPR, Data and 
Evidence Preservation, 49-60. 
55 J. Bernabe, R. Torres Moreno, D. Martin and A. 
Crespo, An Overview on ARIES: Reliable European 
Identity Ecosystem, in J. Bernal Bernabe and A. 
Skarmeta (eds.), Challenges in Cybersecurity and 
Privacy - the European Research Landscape, Gistrup, 
River Publisher, 2019, 231. 
56 European Self-Sovereign-Identity Framework. 
57 Proposal for a Regulation of the European Parliament 
And of the Council amending Regulation (EU) 
910/2014 as regards establishing a framework for a 
European Digital Identity {SEC(2021) 228 final} - 
{SWD(2021) 124 final} - {SWD(2021) 125 final}. 
58 See section 2.1. 

services only some additional services related 
to electronic identification where added and 
some logical gaps where closed. 

5.2.  Electronic Identification 
eIDAS 2.0 proposal defines in Art. 6a the 

obligation for every member state to notify 
one identification within 12 months after the 
Regulation will become applicable. 
Mandatory implementing acts referencing to 
European technical standardization shall be 
published by European Commission within 6 
months after new regulation is published. So, 
in comparison to eIDAS 1.0 the new 
regulation requires that at least one identity 
scheme from each member states shall be 
notified (Art. 10 and following). Considering 
that notification is one pre-condition for 
mutual recognition of identity te obligation for 
notification can be mentioned as step forward 
in the wider utilization of eID in Europe. This 
applies even more due to the fact that any 
notified eID-scheme has to ensure the 
possibility of unique identification with the 
also proposed EU-Digital Wallet (Art. 11a).  

Beside government eID-schemes relevant 
for notification the new eIDAS-proposal also 
introduces in Art. 12a private identification 
schemes together with the possibility for a 
national certification against level of 
assurances mainly. The certification scheme 
shall be based on EU cybersecurity Act and 
done by dedicated Conformity Assessment 
Bodies listed transparently by the EC. An 
implementing act is currently not stipulated 
what runs the risk of different national 
interpretations and standards of Cybersecurity 
act and at the end a possible competition 
concerning certification requirements for 
member states as well as identity providers. 

The presumable biggest change in eIDAS 
2.0 is the requirements for every Member state 
to provide an EU-Digital Wallet to its natural 
entities. The Wallet could be published: 
 By member state 
 Under authority of member state 
 Recognized by member state 

This makes also private wallet possible 
under the recognition of a Member State. The 
EU-Digital Wallet will contain the core 
identity currently covered by government eID 
as well as additional attributes or verifiable 
credentials acc. to W3C-standards so driver 
license, diplomas, or vaccine passport of its 
holder. This mean that eIDAS 2.0 strictly 
follows the identity triangular of SSI. Every 
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interaction 
Transparency An SSI ecosystem shall 

empower identity rights holders 
and all other stakeholders to 
easily access and verify 
information necessary to 
understand the incentives, rules, 
policies, and algorithms under 
which agents and other 
components of SSI ecosystems 
operate 

Table 1: SSI-principles 
Beside these ideal principles it must be 

assessed on how DLT and SSI may achieve 
the requirements on trustworthy digital 
transactions. 

4.3. DLT, SSI and requirements on 
trustworthy digital transactions 

Overlooking requirements for trustworthy 
digital transactions mentioned in section 3 
some adjustments must be done to use DLT 
regulated environments. 

To utilize DLT for trustworthy digital 
transactions, the identities of the participants 
have to be known unambiguously. This is 
necessary to make transactions and their 
records evident against third parties, to fulfil 
burden of proof and documentation needs to 
be compliant to prior art for records 
management and trustworthy digital 
transactions46. To attain this, DLT inherent 
functions must be enhanced with addition of 
eIDAS compliant identification in 
appropriate level of assurance. This can be 
achieved with self-sovereign-identity47.  

In this case only the anonymized or 
pseudonymized data are stored on-chain. 
The identity data itself is stored off-chain in 
order to ensure compliance to GDPR. 
Decentralized identifiers (DID) based on 
W3C standard48 are suitable to be integrated 
for this purpose and maintain compliance to 
privacy regulations as no identifying data is 
stored on chain. In fact the holder of the 
DID has complete control over the DID and 
there is no central authority needed to 
implement it. The inclusion of identities 
provides the basis for assignment of 
permissions to these identities further 
improving security of the system. At same 

 
46 Weber, W. Krogel, S. Schwalm and T. Vogt, Records 
Management acc. ISO 15489; U. Korte, S. Schwalm, T. 
Kusber and K. Shamburger, Criteria for trustworthy 
digital transactions – Blockchain/DLT between eIDAS, 
GDPR, Data and Evidence Preservation, 49-60. 
47 W3C: Decentralized Identifiers (DIDs) v1.0. 2020. 
48 W3C: Decentralized Identifiers (DIDs) v1.0. 2020. 

time the trustworthiness of the verifiable 
credentials as well as their issuers has to be 
considered, what requires the unique 
identification of the issuer but also provable 
authenticity and integrity of the credentials 
themselves. Same with the verifier or 
relying party to avoid sending personal data 
to unproven or non-trustworthy parties and 
so ensure data sovereignty. It should be 
carefully considered which participant 
should be allowed to execute what type of 
actions within the system49.  

A trusted authority in role of gatekeeper 
assigns permissions to nodes operated by 
trusted identities thus defining the actions 
these are allowed to execute. This approach 
is currently executed e.g. by ESSIF50 and 
EBSI51 in EU, but also several other 
initiatives around Europe like the eIDAS 
Bridge on DLT52. 

Furthermore, DLT inherent functions have 
to be enhanced with addition of eIDAS 
compliant identification in appropriate level of 
assurance and by trust services53. Especially 
the trust services for creation of qualified 
electronic signatures, seals (X.509 based or 
token based using content of X.509 envelope) 
and timestamps are needed to provide genuine 
verifiability of digital processes using DLT 
authenticity, reliability and integrity of 
transactional data by keeping provability by 
independent third parties. This means in fact 
that a trusted “gatekeeper” could enable the 
DLT with secure digital identities and trust 

 
49 eIDAS Bridge specification https://joinup.ec.eur 
opa.eu/collection/ssi-eidas-bridge/document/ssi-eidas-br 
idge-use-cases-and-technical-specifications; DIN TS 
31648:2021: Criteria for Trusted Transactions — 
Records Management and Preservation of Evidence in 
DLT/Blockchain. 2021; I. Alamillo-Domingo, SSI 
eIDAS Legal Report. How eIDAS can legally support 
digital identity and trustworthy DLT-based transactions 
in the Digital Single Market, Brussels, European 
Commission, 2020. 
50 ESSIF, European Self-Sovereign Identity Framework, 
https://www.eesc.europa.eu/en/news-media/presentation 
s/european-self-sovereign-identity-framework. 
51 EBSI, European Blockchain Services Infrastructure, 
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITA
L/EBSI. 
52 eIDAS Bridge specification, https://joinup.ec.europa.e 
u/collection/ssi-eidas-bridge/document/ssi-eidas-bridge-
use-cases-and-technical-specifications. 
53 U. Korte, S. Schwalm, T. Kusber and K. Shamburger, 
Criteria for trustworthy digital transactions – 
Blockchain/DLT between eIDAS, GDPR, Data and 
Evidence Preservation, 49-60; DIN/TS 31648:2021: 
Criteria for Trusted Transactions — Records 
Management and Preservation of Evidence in 
DLT/Blockchain.  

 
  

Self-Sovereign-Identity & eIDAS: a Contradiction? Challenges and Chances of eIDAS 2.0  
 

  
2021 Erdal, Volume 2, Issue 2 99 
 

Bl
oc

kc
ha

in
 a

nd
 P

ub
lic

 A
dm

in
ist

ra
tio

n 

services acc. to eIDAS to be used for 
trustworthy digital transactions54. 

DLT may act as decentralized PKI or 
anchoring layer where the personal data will 
mostly be stored off-chain, only anonymized 
or pseudonymized equivalents e.g. Public 
DIDs in SSI are on-chain. Most famous 
protocols for DLT in case of SSI are 
Ethereum, Alastria ID, or Hyperledger Indy55. 
The European Self-Sovereign-Identity 
Framework defined frame conditions and first 
standards for decentralized digital identities56. 

In summary it can be stated that without 
appropriate measures it is currently not 
possible to use DLT for trustworthy digital 
transactions. Same with SSI as long as there is 
no source of trust and verifiable authenticity 
of its credentials. There is no trust by default 
only by proof in European legislation. The 
proposal of the new eIDAS regulation took 
this background as well as the developments 
in ESSIF, EBSI etc. into account. The main 
changes in the proposal are mentioned in next 
section. 

5. Main legal changes in proposed new 
eIDAS Regulation 

5.1. Overview 
In June 2021 the European Commission 

published the proposal of a Regulation 
amending eIDAS with the aim to establish a 
framework for a European Digital Identity; in 
other words, eIDAS 2.057. The main goal of 
the proposed update is not a replacement but 
further development of eIDAS in the context 
of decentralization and the upcoming SSI 
paradigm on one hand but also the critical 
assessment and identified areas for 
improvement in eIDAS 1.058 on the other 
hand. The main changes in eIDAS 2.0 refer to 
electronic identification. Concerning trust 

 
54 U. Korte, S. Schwalm, T. Kusber and K. Shamburger, 
Criteria for trustworthy digital transactions – 
Blockchain/DLT between eIDAS, GDPR, Data and 
Evidence Preservation, 49-60. 
55 J. Bernabe, R. Torres Moreno, D. Martin and A. 
Crespo, An Overview on ARIES: Reliable European 
Identity Ecosystem, in J. Bernal Bernabe and A. 
Skarmeta (eds.), Challenges in Cybersecurity and 
Privacy - the European Research Landscape, Gistrup, 
River Publisher, 2019, 231. 
56 European Self-Sovereign-Identity Framework. 
57 Proposal for a Regulation of the European Parliament 
And of the Council amending Regulation (EU) 
910/2014 as regards establishing a framework for a 
European Digital Identity {SEC(2021) 228 final} - 
{SWD(2021) 124 final} - {SWD(2021) 125 final}. 
58 See section 2.1. 

services only some additional services related 
to electronic identification where added and 
some logical gaps where closed. 

5.2.  Electronic Identification 
eIDAS 2.0 proposal defines in Art. 6a the 

obligation for every member state to notify 
one identification within 12 months after the 
Regulation will become applicable. 
Mandatory implementing acts referencing to 
European technical standardization shall be 
published by European Commission within 6 
months after new regulation is published. So, 
in comparison to eIDAS 1.0 the new 
regulation requires that at least one identity 
scheme from each member states shall be 
notified (Art. 10 and following). Considering 
that notification is one pre-condition for 
mutual recognition of identity te obligation for 
notification can be mentioned as step forward 
in the wider utilization of eID in Europe. This 
applies even more due to the fact that any 
notified eID-scheme has to ensure the 
possibility of unique identification with the 
also proposed EU-Digital Wallet (Art. 11a).  

Beside government eID-schemes relevant 
for notification the new eIDAS-proposal also 
introduces in Art. 12a private identification 
schemes together with the possibility for a 
national certification against level of 
assurances mainly. The certification scheme 
shall be based on EU cybersecurity Act and 
done by dedicated Conformity Assessment 
Bodies listed transparently by the EC. An 
implementing act is currently not stipulated 
what runs the risk of different national 
interpretations and standards of Cybersecurity 
act and at the end a possible competition 
concerning certification requirements for 
member states as well as identity providers. 

The presumable biggest change in eIDAS 
2.0 is the requirements for every Member state 
to provide an EU-Digital Wallet to its natural 
entities. The Wallet could be published: 
 By member state 
 Under authority of member state 
 Recognized by member state 

This makes also private wallet possible 
under the recognition of a Member State. The 
EU-Digital Wallet will contain the core 
identity currently covered by government eID 
as well as additional attributes or verifiable 
credentials acc. to W3C-standards so driver 
license, diplomas, or vaccine passport of its 
holder. This mean that eIDAS 2.0 strictly 
follows the identity triangular of SSI. Every 
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citizen will become holder of EU-Digital 
Wallet and decides for its own to whom they 
release their identity information. The wallet 
consolidates core identity and attributes all 
together, but it must be taken into account that 
acc. to cybersecurity requirements core 
identity so the government eID will typically 
be stored on secure hardware normally the 
secure element or e-sim – only the attributes 
will be stored in the wallet as a software 
component. Also, the creation of (qualified) 
electronic signatures should be possible with 
the EU Digital Wallet. Technical details as 
well as security requirements for EU-Digital 
Wallet will be defined in the ongoing 
European Standardization at ETSI and CEN.  

Directly corresponding with the EU-Digital 
Wallet the new qualified attestation services 
acc. Art. 45a-e eIDAS 2.0 must be taken into 
account. Only qualified trust services 
providers providing such qualified attestation 
services are allowed to access EU-
DigitalWallet. Recognizing this close 
relationship between qualified attestation 
services and the wallet eIDAS 2.0 contains the 
same requirements for mandatory 
implementing acts referring on European 
Standards for both – wallet and attestation 
service. So only the issuer into the EU-Digital 
Wallet must be qualified attestation services. 
In the consequence eIDAS 2.0 crosses digital 
identity means and (qualified) trust services – 
they determine each other. 

This means in summary that the new EU-
Digital Wallet will contains following 
interfaces and main properties: 
 Interface to QTSP for Attestation 
 Interface to relying party 
 User interface 
 Ensuring that qualified trust service 

provider for qualified attestation only 
access the wallet for issuing or verification 
of attributes 

 Fulfilment of LoA “high” acc. Art. 8 
eiDAS 

 Based on eID-Scheme notified on LoA 
“high” acc. Art. 8 eIDAS 

 Integration of strong authentication 
measures acc. cyber security act for relying 
party before sending the necessary 
credentials 

 Secure storage of identity information of 
natural entities  
The fulfilment of these requirements will 

be certified by conformity assessment bodies 
based on a further defined certification 

scheme which as to be compliant to EU 
Cybersecurity Act (Art. 6c). The 
responsibility for the assessment itself is at the 
issuing member state, typically the national 
cybersecurity agency. The CAB themselves 
are mentioned to the EC by the member states. 
Within 6 months, mandatory implementing 
acts will define the necessary requirements by 
referencing the relevant European standards. 
A list of all certified EU Digital Wallets will 
be published by the European Commission, 
like a Trust List for the EU Digital Wallet.   

In guidance on the SSI triangle, the eIDAS 
2.0 Regulation also contains in Art. 6b 
requirements on the verifier – the relying 
party. They must notify their start and to fulfil 
European standards which will be mentioned 
in mandatory implementing acts – 
achievement will be proven by conformity 
assessment bodies. Unfortunately, the 
certification requirements are defined 
nationally acc. to eIDAS 2.0 proposal 
including the strong authentication of the 
verifier. This approach contains the risk of 
competition about lowest standards and so 
privacy risks for holders.  

Equivalent to the dedicated requirements 
on the EU-Digital Wallet, the qualified 
attestation services as well as the 
identification schemes eIDAS 2.0 also defines 
concrete obligation on acceptance of the 
wallet. Not only public services, also any 
member of critical infrastructure (which 
means financial sector, utilities, health care 
etc.) as well as the big internet companies 
such as Google, Apple, Facebook, or Amazon 
are forced to accept the EU-Digital Wallet 
(Art. 12b).  

Similar to eIDAS 1.0 the member state is 
fully liable for the provided EU-Digital Wallet 
as well as the eID-Scheme. A qualified 
attestation service takes the full liability risk 
like all QTSP acc. Art. 13. This means that 
eIDAS limits the risk for users significantly 
also in eIDAS 2.0. 

5.3. Trust Services 
Additionally, to the new qualified 

attestation services eIDAS 2.0 also introduces 
the following new trust services: 
 Electronic Ledger, so trust services for 

DLT (Art. 45g) 
 Management of secure signature creation 

devices (Art. 29a) 
 Archiving (Art. 45h) 

This means that eIDAS 2.0 now covers the 
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whole life-cycle of authoritative electronic 
records from creation and signing until 
preservation and archiving so keeping their 
availability, authenticity and integrity as long 
as they are needed. It also ensures trust in 
distributed ledger by (qualified) trust service 
providers ensuring at least a minimum level of 
proven security and interoperability. 
Interestingly only for electronic ledger eIDAS 
2.0 does not contain the requirement of 
mandatory implementing acts referring to 
European standards. Like eIDAS 1.0 all QTSP 
take the full liability risks (Art. 13) including 
the onus at their side – the trust chain 
mentioned in chap. 2.1 is still the same. 

There are also some changes in existing 
trust services. Art. 24 will be expanded so that 
identification with EU-Digital Wallet and 
qualified attestation are possible which is 
consequently if the wallet should also be used 
to create qualified electronic signatures. 
Alternative identification measures acc. to 
Art.24 paragraph 1 letter d) will in future be 
approved by a CAB – so a module 
certification only. Because eIDAS 2.0 also 
requires mandatory implementing acts 
referring to European standards a Europe-
wide harmonization is foreseeable. Mandatory 
implementing acts always linked to European 
standards are currently required for any other 
trust service in the eIDAS 2.0 proposal. 

The proposed eIDAS 2.0 Regulation is 
particularly interesting because it includes, 
among its contents, an electronic legder 
regulation, in line with the proposal contained 
in the SSI eIDAS Legal Report, developed 
under EBSI V2.0.  

The need to establish this legal regime is 
mentioned in the memorandum accompanying 
the proposed eIDAS 2.0, which explains that 
electronic ledgers provide users with proof 
and an unchanging audit trail for the 
sequencing of transactions and data records, 
protecting the integrity of the data. Among the 
cases of use that are cited we find its 
usefulness for the sharing of data from 
decentralised sources, for self-sovereign 
identity solutions or for the attribution of 
ownership in digital assets, among others.  

The proposal also emphasises that, to 
prevent fragmentation, it is necessary to 
define a single pan-European framework 
allowing cross-border recognition of trust 
services that support the operation of e-books, 
which is particularly relevant when the 
technical approach is that of a DLT or 

Blockchain.  
The legal challenges of DLTs are very 

important. From the perspective of its 
regulatory regulation, it is not the first time 
that attempts to regulate DLT technology have 
been established, as happened in Spain with 
the pioneering initiative of the Aragon 
regional legislation, or in Italy with Decree-
Law 135/2018 (validated by Law 12/2019) 
giving these technologies legal effect 
equivalent to the electronic time stamp, or in 
Andorra with the recent Law 29/2021, of 29 
April.  

But it is the first time that a comprehensive 
vision is proposed, with a neutral approach 
that also includes centralised solutions, 
including the definition of the concept, the 
establishment of requirements and the legal 
effect. The important thing here is, first, that 
any electronic ledger will benefit from the 
principle of non-discrimination, but that, if it 
is qualified, it will enjoy a presumption of the 
uniqueness and authenticity of the data it 
contains, the accuracy of its date and time, and 
its sequential chronological order within the 
ledger. 

The definition of the electronic ledger 
contained in the Proposal refers to an 
electronic record of tamper-proof data, which 
provides authenticity and integrity of the data 
they contain, accuracy of their date and time, 
and their chronological order, in a 
technologically neutral approach, allowing 
centralised and distributed systems, such as 
DLT/Blockchain.  

This legal framework may help 
overcoming some of the problems that are 
preventing the deployment of SSI and 
DLT/Blockchain solutions, especially from 
the perspective of the use of Blockchain as a 
legal evidence instrument, thus allowing the 
transfer of legal responsibility. 

It seems that the European Commission’s 
proposal aims at facilitating the uptake of 
these technologies through their regulation as 
a trust service, and the establishment of the 
corresponding legal presumptions.  

In this sense, Article 45h of the Proposal 
establishes the legal effects of the electronic 
ledger, based on the principle of non-
discrimination, under which an electronic 
ledger shall not be denied legal effect and 
admissibility as evidence in court proceedings 
solely because it is in electronic form or does 
not comply with the requirements of qualified 
electronic ledgers; but adding that a qualified 
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citizen will become holder of EU-Digital 
Wallet and decides for its own to whom they 
release their identity information. The wallet 
consolidates core identity and attributes all 
together, but it must be taken into account that 
acc. to cybersecurity requirements core 
identity so the government eID will typically 
be stored on secure hardware normally the 
secure element or e-sim – only the attributes 
will be stored in the wallet as a software 
component. Also, the creation of (qualified) 
electronic signatures should be possible with 
the EU Digital Wallet. Technical details as 
well as security requirements for EU-Digital 
Wallet will be defined in the ongoing 
European Standardization at ETSI and CEN.  

Directly corresponding with the EU-Digital 
Wallet the new qualified attestation services 
acc. Art. 45a-e eIDAS 2.0 must be taken into 
account. Only qualified trust services 
providers providing such qualified attestation 
services are allowed to access EU-
DigitalWallet. Recognizing this close 
relationship between qualified attestation 
services and the wallet eIDAS 2.0 contains the 
same requirements for mandatory 
implementing acts referring on European 
Standards for both – wallet and attestation 
service. So only the issuer into the EU-Digital 
Wallet must be qualified attestation services. 
In the consequence eIDAS 2.0 crosses digital 
identity means and (qualified) trust services – 
they determine each other. 

This means in summary that the new EU-
Digital Wallet will contains following 
interfaces and main properties: 
 Interface to QTSP for Attestation 
 Interface to relying party 
 User interface 
 Ensuring that qualified trust service 

provider for qualified attestation only 
access the wallet for issuing or verification 
of attributes 

 Fulfilment of LoA “high” acc. Art. 8 
eiDAS 

 Based on eID-Scheme notified on LoA 
“high” acc. Art. 8 eIDAS 

 Integration of strong authentication 
measures acc. cyber security act for relying 
party before sending the necessary 
credentials 

 Secure storage of identity information of 
natural entities  
The fulfilment of these requirements will 

be certified by conformity assessment bodies 
based on a further defined certification 

scheme which as to be compliant to EU 
Cybersecurity Act (Art. 6c). The 
responsibility for the assessment itself is at the 
issuing member state, typically the national 
cybersecurity agency. The CAB themselves 
are mentioned to the EC by the member states. 
Within 6 months, mandatory implementing 
acts will define the necessary requirements by 
referencing the relevant European standards. 
A list of all certified EU Digital Wallets will 
be published by the European Commission, 
like a Trust List for the EU Digital Wallet.   

In guidance on the SSI triangle, the eIDAS 
2.0 Regulation also contains in Art. 6b 
requirements on the verifier – the relying 
party. They must notify their start and to fulfil 
European standards which will be mentioned 
in mandatory implementing acts – 
achievement will be proven by conformity 
assessment bodies. Unfortunately, the 
certification requirements are defined 
nationally acc. to eIDAS 2.0 proposal 
including the strong authentication of the 
verifier. This approach contains the risk of 
competition about lowest standards and so 
privacy risks for holders.  

Equivalent to the dedicated requirements 
on the EU-Digital Wallet, the qualified 
attestation services as well as the 
identification schemes eIDAS 2.0 also defines 
concrete obligation on acceptance of the 
wallet. Not only public services, also any 
member of critical infrastructure (which 
means financial sector, utilities, health care 
etc.) as well as the big internet companies 
such as Google, Apple, Facebook, or Amazon 
are forced to accept the EU-Digital Wallet 
(Art. 12b).  

Similar to eIDAS 1.0 the member state is 
fully liable for the provided EU-Digital Wallet 
as well as the eID-Scheme. A qualified 
attestation service takes the full liability risk 
like all QTSP acc. Art. 13. This means that 
eIDAS limits the risk for users significantly 
also in eIDAS 2.0. 

5.3. Trust Services 
Additionally, to the new qualified 

attestation services eIDAS 2.0 also introduces 
the following new trust services: 
 Electronic Ledger, so trust services for 

DLT (Art. 45g) 
 Management of secure signature creation 

devices (Art. 29a) 
 Archiving (Art. 45h) 

This means that eIDAS 2.0 now covers the 
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whole life-cycle of authoritative electronic 
records from creation and signing until 
preservation and archiving so keeping their 
availability, authenticity and integrity as long 
as they are needed. It also ensures trust in 
distributed ledger by (qualified) trust service 
providers ensuring at least a minimum level of 
proven security and interoperability. 
Interestingly only for electronic ledger eIDAS 
2.0 does not contain the requirement of 
mandatory implementing acts referring to 
European standards. Like eIDAS 1.0 all QTSP 
take the full liability risks (Art. 13) including 
the onus at their side – the trust chain 
mentioned in chap. 2.1 is still the same. 

There are also some changes in existing 
trust services. Art. 24 will be expanded so that 
identification with EU-Digital Wallet and 
qualified attestation are possible which is 
consequently if the wallet should also be used 
to create qualified electronic signatures. 
Alternative identification measures acc. to 
Art.24 paragraph 1 letter d) will in future be 
approved by a CAB – so a module 
certification only. Because eIDAS 2.0 also 
requires mandatory implementing acts 
referring to European standards a Europe-
wide harmonization is foreseeable. Mandatory 
implementing acts always linked to European 
standards are currently required for any other 
trust service in the eIDAS 2.0 proposal. 

The proposed eIDAS 2.0 Regulation is 
particularly interesting because it includes, 
among its contents, an electronic legder 
regulation, in line with the proposal contained 
in the SSI eIDAS Legal Report, developed 
under EBSI V2.0.  

The need to establish this legal regime is 
mentioned in the memorandum accompanying 
the proposed eIDAS 2.0, which explains that 
electronic ledgers provide users with proof 
and an unchanging audit trail for the 
sequencing of transactions and data records, 
protecting the integrity of the data. Among the 
cases of use that are cited we find its 
usefulness for the sharing of data from 
decentralised sources, for self-sovereign 
identity solutions or for the attribution of 
ownership in digital assets, among others.  

The proposal also emphasises that, to 
prevent fragmentation, it is necessary to 
define a single pan-European framework 
allowing cross-border recognition of trust 
services that support the operation of e-books, 
which is particularly relevant when the 
technical approach is that of a DLT or 

Blockchain.  
The legal challenges of DLTs are very 

important. From the perspective of its 
regulatory regulation, it is not the first time 
that attempts to regulate DLT technology have 
been established, as happened in Spain with 
the pioneering initiative of the Aragon 
regional legislation, or in Italy with Decree-
Law 135/2018 (validated by Law 12/2019) 
giving these technologies legal effect 
equivalent to the electronic time stamp, or in 
Andorra with the recent Law 29/2021, of 29 
April.  

But it is the first time that a comprehensive 
vision is proposed, with a neutral approach 
that also includes centralised solutions, 
including the definition of the concept, the 
establishment of requirements and the legal 
effect. The important thing here is, first, that 
any electronic ledger will benefit from the 
principle of non-discrimination, but that, if it 
is qualified, it will enjoy a presumption of the 
uniqueness and authenticity of the data it 
contains, the accuracy of its date and time, and 
its sequential chronological order within the 
ledger. 

The definition of the electronic ledger 
contained in the Proposal refers to an 
electronic record of tamper-proof data, which 
provides authenticity and integrity of the data 
they contain, accuracy of their date and time, 
and their chronological order, in a 
technologically neutral approach, allowing 
centralised and distributed systems, such as 
DLT/Blockchain.  

This legal framework may help 
overcoming some of the problems that are 
preventing the deployment of SSI and 
DLT/Blockchain solutions, especially from 
the perspective of the use of Blockchain as a 
legal evidence instrument, thus allowing the 
transfer of legal responsibility. 

It seems that the European Commission’s 
proposal aims at facilitating the uptake of 
these technologies through their regulation as 
a trust service, and the establishment of the 
corresponding legal presumptions.  

In this sense, Article 45h of the Proposal 
establishes the legal effects of the electronic 
ledger, based on the principle of non-
discrimination, under which an electronic 
ledger shall not be denied legal effect and 
admissibility as evidence in court proceedings 
solely because it is in electronic form or does 
not comply with the requirements of qualified 
electronic ledgers; but adding that a qualified 
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citizen will become holder of EU-Digital 
Wallet and decides for its own to whom they 
release their identity information. The wallet 
consolidates core identity and attributes all 
together, but it must be taken into account that 
acc. to cybersecurity requirements core 
identity so the government eID will typically 
be stored on secure hardware normally the 
secure element or e-sim – only the attributes 
will be stored in the wallet as a software 
component. Also, the creation of (qualified) 
electronic signatures should be possible with 
the EU Digital Wallet. Technical details as 
well as security requirements for EU-Digital 
Wallet will be defined in the ongoing 
European Standardization at ETSI and CEN.  

Directly corresponding with the EU-Digital 
Wallet the new qualified attestation services 
acc. Art. 45a-e eIDAS 2.0 must be taken into 
account. Only qualified trust services 
providers providing such qualified attestation 
services are allowed to access EU-
DigitalWallet. Recognizing this close 
relationship between qualified attestation 
services and the wallet eIDAS 2.0 contains the 
same requirements for mandatory 
implementing acts referring on European 
Standards for both – wallet and attestation 
service. So only the issuer into the EU-Digital 
Wallet must be qualified attestation services. 
In the consequence eIDAS 2.0 crosses digital 
identity means and (qualified) trust services – 
they determine each other. 

This means in summary that the new EU-
Digital Wallet will contains following 
interfaces and main properties: 
 Interface to QTSP for Attestation 
 Interface to relying party 
 User interface 
 Ensuring that qualified trust service 

provider for qualified attestation only 
access the wallet for issuing or verification 
of attributes 

 Fulfilment of LoA “high” acc. Art. 8 
eiDAS 

 Based on eID-Scheme notified on LoA 
“high” acc. Art. 8 eIDAS 

 Integration of strong authentication 
measures acc. cyber security act for relying 
party before sending the necessary 
credentials 

 Secure storage of identity information of 
natural entities  
The fulfilment of these requirements will 

be certified by conformity assessment bodies 
based on a further defined certification 

scheme which as to be compliant to EU 
Cybersecurity Act (Art. 6c). The 
responsibility for the assessment itself is at the 
issuing member state, typically the national 
cybersecurity agency. The CAB themselves 
are mentioned to the EC by the member states. 
Within 6 months, mandatory implementing 
acts will define the necessary requirements by 
referencing the relevant European standards. 
A list of all certified EU Digital Wallets will 
be published by the European Commission, 
like a Trust List for the EU Digital Wallet.   

In guidance on the SSI triangle, the eIDAS 
2.0 Regulation also contains in Art. 6b 
requirements on the verifier – the relying 
party. They must notify their start and to fulfil 
European standards which will be mentioned 
in mandatory implementing acts – 
achievement will be proven by conformity 
assessment bodies. Unfortunately, the 
certification requirements are defined 
nationally acc. to eIDAS 2.0 proposal 
including the strong authentication of the 
verifier. This approach contains the risk of 
competition about lowest standards and so 
privacy risks for holders.  

Equivalent to the dedicated requirements 
on the EU-Digital Wallet, the qualified 
attestation services as well as the 
identification schemes eIDAS 2.0 also defines 
concrete obligation on acceptance of the 
wallet. Not only public services, also any 
member of critical infrastructure (which 
means financial sector, utilities, health care 
etc.) as well as the big internet companies 
such as Google, Apple, Facebook, or Amazon 
are forced to accept the EU-Digital Wallet 
(Art. 12b).  

Similar to eIDAS 1.0 the member state is 
fully liable for the provided EU-Digital Wallet 
as well as the eID-Scheme. A qualified 
attestation service takes the full liability risk 
like all QTSP acc. Art. 13. This means that 
eIDAS limits the risk for users significantly 
also in eIDAS 2.0. 

5.3. Trust Services 
Additionally, to the new qualified 

attestation services eIDAS 2.0 also introduces 
the following new trust services: 
 Electronic Ledger, so trust services for 

DLT (Art. 45g) 
 Management of secure signature creation 

devices (Art. 29a) 
 Archiving (Art. 45h) 

This means that eIDAS 2.0 now covers the 
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whole life-cycle of authoritative electronic 
records from creation and signing until 
preservation and archiving so keeping their 
availability, authenticity and integrity as long 
as they are needed. It also ensures trust in 
distributed ledger by (qualified) trust service 
providers ensuring at least a minimum level of 
proven security and interoperability. 
Interestingly only for electronic ledger eIDAS 
2.0 does not contain the requirement of 
mandatory implementing acts referring to 
European standards. Like eIDAS 1.0 all QTSP 
take the full liability risks (Art. 13) including 
the onus at their side – the trust chain 
mentioned in chap. 2.1 is still the same. 

There are also some changes in existing 
trust services. Art. 24 will be expanded so that 
identification with EU-Digital Wallet and 
qualified attestation are possible which is 
consequently if the wallet should also be used 
to create qualified electronic signatures. 
Alternative identification measures acc. to 
Art.24 paragraph 1 letter d) will in future be 
approved by a CAB – so a module 
certification only. Because eIDAS 2.0 also 
requires mandatory implementing acts 
referring to European standards a Europe-
wide harmonization is foreseeable. Mandatory 
implementing acts always linked to European 
standards are currently required for any other 
trust service in the eIDAS 2.0 proposal. 

The proposed eIDAS 2.0 Regulation is 
particularly interesting because it includes, 
among its contents, an electronic legder 
regulation, in line with the proposal contained 
in the SSI eIDAS Legal Report, developed 
under EBSI V2.0.  

The need to establish this legal regime is 
mentioned in the memorandum accompanying 
the proposed eIDAS 2.0, which explains that 
electronic ledgers provide users with proof 
and an unchanging audit trail for the 
sequencing of transactions and data records, 
protecting the integrity of the data. Among the 
cases of use that are cited we find its 
usefulness for the sharing of data from 
decentralised sources, for self-sovereign 
identity solutions or for the attribution of 
ownership in digital assets, among others.  

The proposal also emphasises that, to 
prevent fragmentation, it is necessary to 
define a single pan-European framework 
allowing cross-border recognition of trust 
services that support the operation of e-books, 
which is particularly relevant when the 
technical approach is that of a DLT or 

Blockchain.  
The legal challenges of DLTs are very 

important. From the perspective of its 
regulatory regulation, it is not the first time 
that attempts to regulate DLT technology have 
been established, as happened in Spain with 
the pioneering initiative of the Aragon 
regional legislation, or in Italy with Decree-
Law 135/2018 (validated by Law 12/2019) 
giving these technologies legal effect 
equivalent to the electronic time stamp, or in 
Andorra with the recent Law 29/2021, of 29 
April.  

But it is the first time that a comprehensive 
vision is proposed, with a neutral approach 
that also includes centralised solutions, 
including the definition of the concept, the 
establishment of requirements and the legal 
effect. The important thing here is, first, that 
any electronic ledger will benefit from the 
principle of non-discrimination, but that, if it 
is qualified, it will enjoy a presumption of the 
uniqueness and authenticity of the data it 
contains, the accuracy of its date and time, and 
its sequential chronological order within the 
ledger. 

The definition of the electronic ledger 
contained in the Proposal refers to an 
electronic record of tamper-proof data, which 
provides authenticity and integrity of the data 
they contain, accuracy of their date and time, 
and their chronological order, in a 
technologically neutral approach, allowing 
centralised and distributed systems, such as 
DLT/Blockchain.  

This legal framework may help 
overcoming some of the problems that are 
preventing the deployment of SSI and 
DLT/Blockchain solutions, especially from 
the perspective of the use of Blockchain as a 
legal evidence instrument, thus allowing the 
transfer of legal responsibility. 

It seems that the European Commission’s 
proposal aims at facilitating the uptake of 
these technologies through their regulation as 
a trust service, and the establishment of the 
corresponding legal presumptions.  

In this sense, Article 45h of the Proposal 
establishes the legal effects of the electronic 
ledger, based on the principle of non-
discrimination, under which an electronic 
ledger shall not be denied legal effect and 
admissibility as evidence in court proceedings 
solely because it is in electronic form or does 
not comply with the requirements of qualified 
electronic ledgers; but adding that a qualified 
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electronic ledger shall enjoy the presumption 
of the uniqueness and authenticity of the data 
contained therein, the accuracy of its date and 
6.2. time, and its sequential chronological 
order within the ledger, which really 
facilitates the adoption of these technologies 
for all types of operations.  

The regulation of the electronic ledger is an 
imperative for its reliable adoption, especially 
because of the replacement of proof of work-
based consensus protocols with other 
protocols that are not based on intensive 
mathematical tests, such as proof of authority 
or proof of stake.  

In this regard, it is very interesting that 
Article 45i of the Proposal has set out the 
requirements to be met by any electronic 
ledger, including its creation by one or more 
qualified trust service providers, the guarantee 
of the uniqueness, authenticity and correct 
sequence of data entries recorded in the 
general ledger; ensuring the correct sequential 
chronological order of the data in the ledger 
and the accuracy of the date and time of data 
entry; and record data in such a way that any 
subsequent change in data is immediately 
detectable. 

In summary eIDAS 2.0 lead to Europe-
wide harmonization and interoperability 
solving the national differences and 
disadvantages from eIDAS 1.0.  

6. Possible Issues and contradictions between 
eIDAS 2.0 and SSI 

6.1. E Digital Wallet and SSI-Principles 
The EU Digital Wallet combines core 

identity as well as attestation decentralized in 
the control of the citizen and so ensures its 
data sovereignty. Because eIDAS 2.0 requires 
creation of (qualified) electronic signatures 
also with the wallet together with the 
comprehensive obligations for acceptance it 
might become the key tool for trustworthy 
digital transactions in regulated environments. 
Regarding the less success of only 
government issued eID in eIDAS 1.0 one 
main requirement for the success of EU-
digital wallet is the distribution of providers. 
All possibilities given by eIDAS 2.0 so issued 
by member state, under authority of member 
state or recognized by member state should be 
used by all member states because the 
foreseeable competition of different public 
and private providers will ensure diversity 
according to different users’ needs. Same with 

private identification schemes – the 
possibilities of eIDAS 2.0 should be used to 
extend option for natural and legal entities but 
also mobile and cloud wallet. Only 
requirement should be that the wallet fulfils 
the technical standards for the EU-Digital 
Wallet certified by an accredited CAB – so in 
the established approach of eIDAS. If the EU-
Digital Wallet will be provided by member 
states themselves only and also remain the 
only ones so no private wallets possible this 
will limit their portability and control of its 
owner due to dependency on government and 
its political decisions.  

The fact that eIDAS 2.0 requires 
notification of government issued (or 
recognized/under authority of/by member 
state) as well as certification of private 
identification scheme by CAB – same with 
EU Digital Wallet the new regulation limits 
the decentralization of SSI because a 
trustworthy 3rd party is always necessary 
under eIDAS. By ensuring trust in SSI eIDAS 
2.0 also limits its decentralization and so 
makes the boundaries of decentralization and 
SSI principle of participation evident. If there 
should be reliability that the legal or natural 
entity is really what they seem to be – a 
verified and secure identification is essential 
but at same time sets an entry requirement to 
take part in the ecosystem. 

However, this apparent disadvantage is one 
main added value of eIDAS 2.0 because for 
the first time self-sovereign-identities gain 
legal trust and become usable in regulated 
environments with its needs for burden of 
proof and documentation requirements which 
have to be made evident in non-repudiated 
manner against trusted third parties. eIDAS 
2.0 ensures a legal compliant verifiability and 
proven security and makes execution of SSI 
principles on security, authenticity, and 
verifiability possible. Without legal 
compliance SSI would remain academic.  

With the requirement on strong 
authentication of de facto certified relying 
parties eIDAS 2.0 ensures that SSI security 
and accessibility principles can be achieved. 
With clear identification and authentication 
requirements, the new regulation avoids a 
security finding and vulnerability like in 
German IDWallet, where core identity 
information could be delivered to any 
unproven relying party without any previous 
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identification nor authentication59.  
This makes also clear that the full 

avoidance of any trustworthy third-party 
ensuring fulfilment of state-of-the-art security 
in SSI prevent the achievement of same main 
SSI-principles like security, privacy, 
verifiability as well as control and agency. If 
personal data is transferred from the holder to 
unproven relying party, there is no control of 
its identity for the holder anymore and a 
privacy breach foreseeable. If there is no 
authenticity provable independently from the 
infrastructure, so independent from DLT, a 
non-repudiation of verifiable credentials and 
so no evidence possible. 

Currently eIDAS 2.0 and related 
standardization mainly focus to store core 
identity information based on notified identity 
scheme on hardware of mobile devices and 
only the attestation in the wallet software 
itself60. This means that core identity 
information of European citizens will be 
stored in non-European hardware whose 
specification are not disclosed or completely 
open source. Unknown backdoors causing 
cyberattacks and data loss can`t be fully 
eliminated. Consequently, the EU Digital 
Identity Wallet should require that all identity 
information are stored in the wallet, so the 
software itself to ensure fully data sovereignty 
as well as portability of digital identities of 
European citizens. Necessary European 
standards should focus on appropriate security 
measures for a fully hardened but also 
interoperable wallet whose technical 
specifications and implementations are open 
source and so completely provable for third 
parties.  

6.2. Decentralization and its limits in eIDAS 
2.0 

EU Digital Identity Wallet and especially 
the need for qualified attestation services to 
issue legally provable verifiable credentials 

 
59 https://fragdenstaat.de/anfrage/id-wallet-des-bundeska 
nzleramts-ein-projekt-der-bundesregierung-datenschutzr 
echtliche-aspekte/#nachricht-643462. 
60 ETSI TS 103 732 V1.1.1. CYBER; Consumer Mobile 
Device Protection Profile; Technical Guideline TR-
03159.  Mobile Identities Part 1: Security Requirements 
for eIDAS LoA “substantial” Version 1.0 Draft 2. 
26 August 2019, Federal Office for Information 
Security, Bonn 2019; Technical Guideline TR-03159-2. 
Mobile Identities. Amendment A – Provisionierung und 
Personalisierung. Version 1.0.0 Draft 4. November 
2020. Federal Office for Information Security. Bonn 
2020. 

based on trusted sources but also qualified 
trust services for electronic signatures, seals, 
timestamps and their validation or 
preservation towards approved relying parties 
eIDAS 2.0 enables and at the same time limits 
decentralization by ensuring legal trust on 
SSI, Verifiable Credential and DLT with the 
need of trusted third party. As defined in 
current standardization, there’s no trust by 
default only by prove – so also in SSI and 
DLT. eIDAS 2.0 defines the main legal 
framework for trustworthy digital transactions 
with centralized and decentralized digital 
identities and in the consequence a valid 
records management in Europe. The 
regulations takes into account that SSI is not 
implemented on a green field but in an 
existing environment where centralized digital 
identities are established, widely used and in 
regulated industries fulfil the legal 
requirements. For SSI to be an alternative, 
legal compliance and trust are main pre-
conditions and trust given by notified eID-
Scheme, certified EU-DigitalWallet and 
verifiable credentials by certified and 
supervised qualified attestation services which 
are fully liable.  

This means eIDAS 2.0 ensures a 
trustworthy decentralization with the 
entanglement of legal requirements in the law 
and its implementing act with mandatory 
European standardization. Clearly and proven 
liability, security and interoperability of trust 
services and identity enable legal certainty of 
SSI with the disadvantage that a full 
decentralization with self-created credentials 
independent from any trusted third party is not 
possible. In parallel, eIDAS 2.0 ensures with 
its mandatory implementing acts the 
achievement of SSI-principles on 
interoperability, security and so participation, 
equity and inclusion. Reason is that the 
implementing acts will reference common 
European standard for all member states and 
so ensures same technical framework for each 
EU Digital Wallet and SSI in Europe in 
accordance to the SSI Principle of 
representation. 

Entanglement of EU Digital Wallet & 
qualified attestation services & Member states 
(obligation to provide trusted sources for 
attestations) mandatorily tied together reach 
trusted decentralization because full liability 
of QTSP ensures their independence & 
credibility of the attestation themselves – 
economical competition ensures UX & user-
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electronic ledger shall enjoy the presumption 
of the uniqueness and authenticity of the data 
contained therein, the accuracy of its date and 
6.2. time, and its sequential chronological 
order within the ledger, which really 
facilitates the adoption of these technologies 
for all types of operations.  

The regulation of the electronic ledger is an 
imperative for its reliable adoption, especially 
because of the replacement of proof of work-
based consensus protocols with other 
protocols that are not based on intensive 
mathematical tests, such as proof of authority 
or proof of stake.  

In this regard, it is very interesting that 
Article 45i of the Proposal has set out the 
requirements to be met by any electronic 
ledger, including its creation by one or more 
qualified trust service providers, the guarantee 
of the uniqueness, authenticity and correct 
sequence of data entries recorded in the 
general ledger; ensuring the correct sequential 
chronological order of the data in the ledger 
and the accuracy of the date and time of data 
entry; and record data in such a way that any 
subsequent change in data is immediately 
detectable. 

In summary eIDAS 2.0 lead to Europe-
wide harmonization and interoperability 
solving the national differences and 
disadvantages from eIDAS 1.0.  

6. Possible Issues and contradictions between 
eIDAS 2.0 and SSI 

6.1. E Digital Wallet and SSI-Principles 
The EU Digital Wallet combines core 

identity as well as attestation decentralized in 
the control of the citizen and so ensures its 
data sovereignty. Because eIDAS 2.0 requires 
creation of (qualified) electronic signatures 
also with the wallet together with the 
comprehensive obligations for acceptance it 
might become the key tool for trustworthy 
digital transactions in regulated environments. 
Regarding the less success of only 
government issued eID in eIDAS 1.0 one 
main requirement for the success of EU-
digital wallet is the distribution of providers. 
All possibilities given by eIDAS 2.0 so issued 
by member state, under authority of member 
state or recognized by member state should be 
used by all member states because the 
foreseeable competition of different public 
and private providers will ensure diversity 
according to different users’ needs. Same with 

private identification schemes – the 
possibilities of eIDAS 2.0 should be used to 
extend option for natural and legal entities but 
also mobile and cloud wallet. Only 
requirement should be that the wallet fulfils 
the technical standards for the EU-Digital 
Wallet certified by an accredited CAB – so in 
the established approach of eIDAS. If the EU-
Digital Wallet will be provided by member 
states themselves only and also remain the 
only ones so no private wallets possible this 
will limit their portability and control of its 
owner due to dependency on government and 
its political decisions.  

The fact that eIDAS 2.0 requires 
notification of government issued (or 
recognized/under authority of/by member 
state) as well as certification of private 
identification scheme by CAB – same with 
EU Digital Wallet the new regulation limits 
the decentralization of SSI because a 
trustworthy 3rd party is always necessary 
under eIDAS. By ensuring trust in SSI eIDAS 
2.0 also limits its decentralization and so 
makes the boundaries of decentralization and 
SSI principle of participation evident. If there 
should be reliability that the legal or natural 
entity is really what they seem to be – a 
verified and secure identification is essential 
but at same time sets an entry requirement to 
take part in the ecosystem. 

However, this apparent disadvantage is one 
main added value of eIDAS 2.0 because for 
the first time self-sovereign-identities gain 
legal trust and become usable in regulated 
environments with its needs for burden of 
proof and documentation requirements which 
have to be made evident in non-repudiated 
manner against trusted third parties. eIDAS 
2.0 ensures a legal compliant verifiability and 
proven security and makes execution of SSI 
principles on security, authenticity, and 
verifiability possible. Without legal 
compliance SSI would remain academic.  

With the requirement on strong 
authentication of de facto certified relying 
parties eIDAS 2.0 ensures that SSI security 
and accessibility principles can be achieved. 
With clear identification and authentication 
requirements, the new regulation avoids a 
security finding and vulnerability like in 
German IDWallet, where core identity 
information could be delivered to any 
unproven relying party without any previous 
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identification nor authentication59.  
This makes also clear that the full 

avoidance of any trustworthy third-party 
ensuring fulfilment of state-of-the-art security 
in SSI prevent the achievement of same main 
SSI-principles like security, privacy, 
verifiability as well as control and agency. If 
personal data is transferred from the holder to 
unproven relying party, there is no control of 
its identity for the holder anymore and a 
privacy breach foreseeable. If there is no 
authenticity provable independently from the 
infrastructure, so independent from DLT, a 
non-repudiation of verifiable credentials and 
so no evidence possible. 

Currently eIDAS 2.0 and related 
standardization mainly focus to store core 
identity information based on notified identity 
scheme on hardware of mobile devices and 
only the attestation in the wallet software 
itself60. This means that core identity 
information of European citizens will be 
stored in non-European hardware whose 
specification are not disclosed or completely 
open source. Unknown backdoors causing 
cyberattacks and data loss can`t be fully 
eliminated. Consequently, the EU Digital 
Identity Wallet should require that all identity 
information are stored in the wallet, so the 
software itself to ensure fully data sovereignty 
as well as portability of digital identities of 
European citizens. Necessary European 
standards should focus on appropriate security 
measures for a fully hardened but also 
interoperable wallet whose technical 
specifications and implementations are open 
source and so completely provable for third 
parties.  

6.2. Decentralization and its limits in eIDAS 
2.0 

EU Digital Identity Wallet and especially 
the need for qualified attestation services to 
issue legally provable verifiable credentials 

 
59 https://fragdenstaat.de/anfrage/id-wallet-des-bundeska 
nzleramts-ein-projekt-der-bundesregierung-datenschutzr 
echtliche-aspekte/#nachricht-643462. 
60 ETSI TS 103 732 V1.1.1. CYBER; Consumer Mobile 
Device Protection Profile; Technical Guideline TR-
03159.  Mobile Identities Part 1: Security Requirements 
for eIDAS LoA “substantial” Version 1.0 Draft 2. 
26 August 2019, Federal Office for Information 
Security, Bonn 2019; Technical Guideline TR-03159-2. 
Mobile Identities. Amendment A – Provisionierung und 
Personalisierung. Version 1.0.0 Draft 4. November 
2020. Federal Office for Information Security. Bonn 
2020. 

based on trusted sources but also qualified 
trust services for electronic signatures, seals, 
timestamps and their validation or 
preservation towards approved relying parties 
eIDAS 2.0 enables and at the same time limits 
decentralization by ensuring legal trust on 
SSI, Verifiable Credential and DLT with the 
need of trusted third party. As defined in 
current standardization, there’s no trust by 
default only by prove – so also in SSI and 
DLT. eIDAS 2.0 defines the main legal 
framework for trustworthy digital transactions 
with centralized and decentralized digital 
identities and in the consequence a valid 
records management in Europe. The 
regulations takes into account that SSI is not 
implemented on a green field but in an 
existing environment where centralized digital 
identities are established, widely used and in 
regulated industries fulfil the legal 
requirements. For SSI to be an alternative, 
legal compliance and trust are main pre-
conditions and trust given by notified eID-
Scheme, certified EU-DigitalWallet and 
verifiable credentials by certified and 
supervised qualified attestation services which 
are fully liable.  

This means eIDAS 2.0 ensures a 
trustworthy decentralization with the 
entanglement of legal requirements in the law 
and its implementing act with mandatory 
European standardization. Clearly and proven 
liability, security and interoperability of trust 
services and identity enable legal certainty of 
SSI with the disadvantage that a full 
decentralization with self-created credentials 
independent from any trusted third party is not 
possible. In parallel, eIDAS 2.0 ensures with 
its mandatory implementing acts the 
achievement of SSI-principles on 
interoperability, security and so participation, 
equity and inclusion. Reason is that the 
implementing acts will reference common 
European standard for all member states and 
so ensures same technical framework for each 
EU Digital Wallet and SSI in Europe in 
accordance to the SSI Principle of 
representation. 

Entanglement of EU Digital Wallet & 
qualified attestation services & Member states 
(obligation to provide trusted sources for 
attestations) mandatorily tied together reach 
trusted decentralization because full liability 
of QTSP ensures their independence & 
credibility of the attestation themselves – 
economical competition ensures UX & user-

 
  
SStteeffffeenn  SScchhwwaallmm  --  IIggnnaacciioo  AAllaammiilllloo--DDoommiinnggoo 
 

 
102  2021 Erdal, Volume 2, Issue 2 
 

Bl
oc

kc
ha

in
 a

nd
 P

ub
lic

 A
dm

in
ist

ra
tio

n 

electronic ledger shall enjoy the presumption 
of the uniqueness and authenticity of the data 
contained therein, the accuracy of its date and 
6.2. time, and its sequential chronological 
order within the ledger, which really 
facilitates the adoption of these technologies 
for all types of operations.  

The regulation of the electronic ledger is an 
imperative for its reliable adoption, especially 
because of the replacement of proof of work-
based consensus protocols with other 
protocols that are not based on intensive 
mathematical tests, such as proof of authority 
or proof of stake.  

In this regard, it is very interesting that 
Article 45i of the Proposal has set out the 
requirements to be met by any electronic 
ledger, including its creation by one or more 
qualified trust service providers, the guarantee 
of the uniqueness, authenticity and correct 
sequence of data entries recorded in the 
general ledger; ensuring the correct sequential 
chronological order of the data in the ledger 
and the accuracy of the date and time of data 
entry; and record data in such a way that any 
subsequent change in data is immediately 
detectable. 

In summary eIDAS 2.0 lead to Europe-
wide harmonization and interoperability 
solving the national differences and 
disadvantages from eIDAS 1.0.  

6. Possible Issues and contradictions between 
eIDAS 2.0 and SSI 

6.1. E Digital Wallet and SSI-Principles 
The EU Digital Wallet combines core 

identity as well as attestation decentralized in 
the control of the citizen and so ensures its 
data sovereignty. Because eIDAS 2.0 requires 
creation of (qualified) electronic signatures 
also with the wallet together with the 
comprehensive obligations for acceptance it 
might become the key tool for trustworthy 
digital transactions in regulated environments. 
Regarding the less success of only 
government issued eID in eIDAS 1.0 one 
main requirement for the success of EU-
digital wallet is the distribution of providers. 
All possibilities given by eIDAS 2.0 so issued 
by member state, under authority of member 
state or recognized by member state should be 
used by all member states because the 
foreseeable competition of different public 
and private providers will ensure diversity 
according to different users’ needs. Same with 

private identification schemes – the 
possibilities of eIDAS 2.0 should be used to 
extend option for natural and legal entities but 
also mobile and cloud wallet. Only 
requirement should be that the wallet fulfils 
the technical standards for the EU-Digital 
Wallet certified by an accredited CAB – so in 
the established approach of eIDAS. If the EU-
Digital Wallet will be provided by member 
states themselves only and also remain the 
only ones so no private wallets possible this 
will limit their portability and control of its 
owner due to dependency on government and 
its political decisions.  

The fact that eIDAS 2.0 requires 
notification of government issued (or 
recognized/under authority of/by member 
state) as well as certification of private 
identification scheme by CAB – same with 
EU Digital Wallet the new regulation limits 
the decentralization of SSI because a 
trustworthy 3rd party is always necessary 
under eIDAS. By ensuring trust in SSI eIDAS 
2.0 also limits its decentralization and so 
makes the boundaries of decentralization and 
SSI principle of participation evident. If there 
should be reliability that the legal or natural 
entity is really what they seem to be – a 
verified and secure identification is essential 
but at same time sets an entry requirement to 
take part in the ecosystem. 

However, this apparent disadvantage is one 
main added value of eIDAS 2.0 because for 
the first time self-sovereign-identities gain 
legal trust and become usable in regulated 
environments with its needs for burden of 
proof and documentation requirements which 
have to be made evident in non-repudiated 
manner against trusted third parties. eIDAS 
2.0 ensures a legal compliant verifiability and 
proven security and makes execution of SSI 
principles on security, authenticity, and 
verifiability possible. Without legal 
compliance SSI would remain academic.  

With the requirement on strong 
authentication of de facto certified relying 
parties eIDAS 2.0 ensures that SSI security 
and accessibility principles can be achieved. 
With clear identification and authentication 
requirements, the new regulation avoids a 
security finding and vulnerability like in 
German IDWallet, where core identity 
information could be delivered to any 
unproven relying party without any previous 
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identification nor authentication59.  
This makes also clear that the full 

avoidance of any trustworthy third-party 
ensuring fulfilment of state-of-the-art security 
in SSI prevent the achievement of same main 
SSI-principles like security, privacy, 
verifiability as well as control and agency. If 
personal data is transferred from the holder to 
unproven relying party, there is no control of 
its identity for the holder anymore and a 
privacy breach foreseeable. If there is no 
authenticity provable independently from the 
infrastructure, so independent from DLT, a 
non-repudiation of verifiable credentials and 
so no evidence possible. 

Currently eIDAS 2.0 and related 
standardization mainly focus to store core 
identity information based on notified identity 
scheme on hardware of mobile devices and 
only the attestation in the wallet software 
itself60. This means that core identity 
information of European citizens will be 
stored in non-European hardware whose 
specification are not disclosed or completely 
open source. Unknown backdoors causing 
cyberattacks and data loss can`t be fully 
eliminated. Consequently, the EU Digital 
Identity Wallet should require that all identity 
information are stored in the wallet, so the 
software itself to ensure fully data sovereignty 
as well as portability of digital identities of 
European citizens. Necessary European 
standards should focus on appropriate security 
measures for a fully hardened but also 
interoperable wallet whose technical 
specifications and implementations are open 
source and so completely provable for third 
parties.  

6.2. Decentralization and its limits in eIDAS 
2.0 

EU Digital Identity Wallet and especially 
the need for qualified attestation services to 
issue legally provable verifiable credentials 

 
59 https://fragdenstaat.de/anfrage/id-wallet-des-bundeska 
nzleramts-ein-projekt-der-bundesregierung-datenschutzr 
echtliche-aspekte/#nachricht-643462. 
60 ETSI TS 103 732 V1.1.1. CYBER; Consumer Mobile 
Device Protection Profile; Technical Guideline TR-
03159.  Mobile Identities Part 1: Security Requirements 
for eIDAS LoA “substantial” Version 1.0 Draft 2. 
26 August 2019, Federal Office for Information 
Security, Bonn 2019; Technical Guideline TR-03159-2. 
Mobile Identities. Amendment A – Provisionierung und 
Personalisierung. Version 1.0.0 Draft 4. November 
2020. Federal Office for Information Security. Bonn 
2020. 

based on trusted sources but also qualified 
trust services for electronic signatures, seals, 
timestamps and their validation or 
preservation towards approved relying parties 
eIDAS 2.0 enables and at the same time limits 
decentralization by ensuring legal trust on 
SSI, Verifiable Credential and DLT with the 
need of trusted third party. As defined in 
current standardization, there’s no trust by 
default only by prove – so also in SSI and 
DLT. eIDAS 2.0 defines the main legal 
framework for trustworthy digital transactions 
with centralized and decentralized digital 
identities and in the consequence a valid 
records management in Europe. The 
regulations takes into account that SSI is not 
implemented on a green field but in an 
existing environment where centralized digital 
identities are established, widely used and in 
regulated industries fulfil the legal 
requirements. For SSI to be an alternative, 
legal compliance and trust are main pre-
conditions and trust given by notified eID-
Scheme, certified EU-DigitalWallet and 
verifiable credentials by certified and 
supervised qualified attestation services which 
are fully liable.  

This means eIDAS 2.0 ensures a 
trustworthy decentralization with the 
entanglement of legal requirements in the law 
and its implementing act with mandatory 
European standardization. Clearly and proven 
liability, security and interoperability of trust 
services and identity enable legal certainty of 
SSI with the disadvantage that a full 
decentralization with self-created credentials 
independent from any trusted third party is not 
possible. In parallel, eIDAS 2.0 ensures with 
its mandatory implementing acts the 
achievement of SSI-principles on 
interoperability, security and so participation, 
equity and inclusion. Reason is that the 
implementing acts will reference common 
European standard for all member states and 
so ensures same technical framework for each 
EU Digital Wallet and SSI in Europe in 
accordance to the SSI Principle of 
representation. 

Entanglement of EU Digital Wallet & 
qualified attestation services & Member states 
(obligation to provide trusted sources for 
attestations) mandatorily tied together reach 
trusted decentralization because full liability 
of QTSP ensures their independence & 
credibility of the attestation themselves – 
economical competition ensures UX & user-
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friendly services, close to SSI Principles on 
useability and accessibility. 

6.3. DLT in the context of eIDAS 2.0 
Basically eIDAS 2.0 is technology neutral. 

Neither for the (qualified) attestations, nor the 
identification scheme nor the identification 
means a concrete infrastructure is required. 
No DLT is mandatorily needed to implement 
Self-Sovereign-Identity. SSI is much more an 
identity and access management concept 
where on one hand the identity holder decides 
to whom he will give which part of his 
identity information and on the other hand 
does not have to give the full identity 
information in all cases but only the needed 
parts or, based on Zero Knowledge Proof, 
only the information that the needed identity 
statement is true (e.g. fulfilment of age limit, 
existence of valid driver license etc.). 
Technically no DLT is mandatorily needed for 
SSI – the attestations may also be created in a 
centralized PKI which would recognize the 
fact that a centralized authority – the qualified 
attestation service issues the attestation based 
on (typically centralized trusted sources 
provided by member states). Nevertheless, 
some SSI proposals make use of functions 
supported by DLTs, such as DID anchoring 
(of information of the qualified attribute 
attestations) or revocation information 
propagation.  

DLT currently lacks a clear and legally 
compliant identification of parties taking part 
in the network, as well as unique evidence for 
authenticity and integrity of its transactions. 
Regarding the fact that DLT is immutable by 
design this main property is in contradiction to 
privacy law e.g. GDPR and its rights of the 
affected person (e.g. right for erasure, right for 
correction). Same with lack of standards for 
interoperable data exchange of on-chain data 
what limits the right for data portability 
according to GDPR61.  

Similar vulnerabilities are the less long-
term crypto stability, preservation of evidence 
and Proof of Existence which is critical for 

 
61 Federal Office for Information Security, (BSI): 
Towards Secure Blockchains. Concepts, Requirements, 
Assessments, 2019; U. Korte. T. Kusber, S. Schwalm 
and K. Shamburger, Criteria for trustworthy digital 
transactions, 49-60; U. Korte, K. Shamburger, T. 
Kusber and S. Schwalm, Records Management and 
Long-Term Preservation of Evidence in DLT, 131-142; 
DIN SPEC 4997: Privacy by Blockchain Design: A 
standardised model for processing personal data using 
blockchain technology, 2020. 

utilization in regulated environments with 
their often-complex documentation 
requirements, burden of proof until the end of 
the common decade long retention periods62.  

Without fulfilling basic criteria for trusted 
transactions and records management DLT is 
not feasible to be used in regulated 
environments. Secure digital identities as well 
as (qualified) trust services are some main 
keys to enable DLT. In DIN TS 3164863 
Germany just defined provable criteria and 
needed outcome documents to use DLT in 
trusted transactions as well as a mapping 
which trust service might be used to fulfil 
which requirements on authoritative records 
acc. current records management 
standardization64. 

With its requirements on identity schemes, 
the EU-Digital Wallet as well as qualified 
attestations on one hand but also qualified 
trust service providers for creation, validation, 
preservation of electronic signatures eIDAS 
creates the basic legal framework to fulfil 
basic criteria for utilization of DLT in 
environments with high requirements on 
burden of proof and so records management. 
The mainly mandatory implementing acts 
referring to European standards ensure 
interoperability also for DLT-native solutions. 
As explained, identification schemes and 
means as well as the qualified trust services 
acc. eIDAS (2.0) are pre-condition to use DLT 
for trusted and to provide proof in on-chain 
transactions – from onboarding to signature 
until the preservation of evidence65. 

If SSI is not fully based on DLT it would 
be much easier to use it also in transactions in 
a DLT network – because no additional 

 
62 U. Korte. T. Kusber, S. Schwalm and K. Shamburger, 
Criteria for trustworthy digital transactions, 49-60; U. 
Korte, K. Shamburger, T. Kusber and S. Schwalm, 
Records Management and Long-Term Preservation of 
Evidence in DLT, 131-142; M. Sato and S.’i Matsuo, 
Long-Term Public Blockchain: Resilience against 
Compromise of Underlying Cryptography, in ICCCN: 
26th International Conference on Computer 
Communications and Networks (ICCCN), Vancouver, 
IEEE, 2017, 1–8. 
63 DIN TS 31648:2021: Criteria for Trusted 
Transactions — Records Management and Preservation 
of Evidence in DLT/Blockchain. 2021. 
64 ISO 15489-1:2016. Information and documentation 
— Records management — Part 1: Concepts and 
principles; ISO 30300:2020. Information and 
documentation — Records management — Core 
concepts and vocabulary. 
65 U. Korte, K. Shamburger, T. Kusber and S. Schwalm, 
Records Management and Long-Term Preservation of 
Evidence in DLT, 131-142. 
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interoperability standards needed between e.g. 
Hyperledger Indy and ARIES or Ethereum as 
main DLT-protocols for SSI and Corda or 
Hyperledger Fabric as some main protocols in 
DLT-networks. In this case SSI would also 
not depend on the mentioned disadvantages of 
DLT regarding records management and 
burden of proof. SSI might be supported by 
functions provided by DLT-networks, such as 
revocation information propagation, but also 
by centralized ecosystems which are currently 
much more established than decentralized 
ones.  

The evidence for authenticity or integrity 
does not need DLT, but qualified electronic 
signatures, seals and timestamps which are 
established since decades independently from 
DLT.  

SSI based on centralized PKI or KERI66 
would make it as well, together with the other 
trust services easier to ensure evidence and 
burden of proof as well as interoperability (not 
only) with conventional identification 
schemes and means without losing advantages 
of decentralized DLT-based ecosystems 
because in this case is does not owe the 
disadvantages of DLT concerning privacy or 
cryptostability67. There are some examples of 
SSI without DLT especially used for vaccine 
passports68. 

With QTSP for DLT the eIDAS 2 ensures 
legal trust in DLT because the QTSP will 
foreseeably act as de facto gatekeeper. The 
other advantage is that eIDAS 2.0 just solve 
the liability problem in DLT. According to 
Art. 13 eIDAS every QTSP is fully liable for 
its business. Since Art. 13 was not changed, 
this also applies to QTSP for Electronic 

 
66 S. M. Smith, Key Event Receipt Infrastructure (KERI) 
design, v2.54, 2020. 
67 Federal Office for Information Security, (BSI): 
Towards Secure Blockchains. Concepts, Requirements, 
Assessments, 2019; U. Korte. T. Kusber, S. Schwalm 
and K. Shamburger, Criteria for trustworthy digital 
transactions, 49-60; U. Korte, K. Shamburger, T. 
Kusber and S. Schwalm, Records Management and 
Long-Term Preservation of Evidence in DLT, 131-142; 
DIN TS 31648:2021: Criteria for Trusted Transactions 
— Records Management and Preservation of Evidence 
in DLT/Blockchain, 2021. 
68 A. Corici, T. Huehnlein, D. Huehnlein and O. Rode, 
Towards Interoperable Vaccination Certificate 
Services. 17th International Conference on Availability, 
Reliability and Security (ARES 2021), 2021,  
mGov4EU - Mobile Cross-Border Government Services 
for Europe 08 2021 DOI: 10.1145/3465481.3470035 
https://zenodo.org/record/5253578; https://medium.com 
/decentralized-identity/keri-for-every-did-a-microledger 
-f9457fa80d2d.  

Ledger and implies a Public or Private 
Permissioned DLT to ensure that there is 
always a provider operating and providing the 
DLT-network. With this approach eIDAS 2.0 
ensures proven security in DLT. 

Because DLT might be used as 
decentralized PKI for SSI it may be difficult 
to understand why the eIDAS 2.0 proposal 
does not contain the requirements for 
mandatory implementing acts referencing 
European Standards for QTSP for Electronic 
Ledger. Especially concerning the lack of 
interoperability, vulnerabilities in security and 
long-term crypto stability in DLT the 
mandatory implementing acts seem to be 
constraining pre-conditions to rely on DLT as 
infrastructure for SSI on one hand or network 
for trusted transactions on the other hand.  

7. Needed standardization according to 
eIDAS 2.0 
European standardization related to eIDAS 

2.0 is divided between ETSI and CEN. While 
ETSI is mainly focused on trust services 
especially creation, validation and 
preservation of electronic signature, seal, 
timestamps (ETSI ESI) or DLT (ETSI PDL), 
the emphasis for CEN is e.g. secure signature 
creation devices, decentralized identity 
management so the basics of SSI and wallet 
(CEN-CLC/JTC 19) or archiving (CEN TC 
468). The European standardization is 
embedded in international pendants at ISO TC 
307 (DLT) ISO-IEC/JTC1/SC 27 (information 
security) or ISO TC 46 SC 11 (records 
management) and so also participates from 
developments at ISO. Some examples are ISO 
TR 2364969 or ISO TR 2364470, which are 
directly related to European standards in the 
context of eIDAS 2.0 and lead by European 
experts also creating the framework in 
Europe. 

The creation of coherent and 
comprehensible European standardization 
framework gains as more importance as the 
standards will be referenced by the mainly 
mandatory implementing acts acc. to eIDAS 
2.0 proposal. This means that the referenced 
technical standards will de facto become legal 
requirements to fulfil the regulation itself. 
Against this background the Standardization 

 
69 ISO TR 23649 Overview of existing DLT systems for 
identity management. 
70 ISO TR 23644 Overview of trust anchors for DLT-
based identity management (TADIM). 
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friendly services, close to SSI Principles on 
useability and accessibility. 

6.3. DLT in the context of eIDAS 2.0 
Basically eIDAS 2.0 is technology neutral. 

Neither for the (qualified) attestations, nor the 
identification scheme nor the identification 
means a concrete infrastructure is required. 
No DLT is mandatorily needed to implement 
Self-Sovereign-Identity. SSI is much more an 
identity and access management concept 
where on one hand the identity holder decides 
to whom he will give which part of his 
identity information and on the other hand 
does not have to give the full identity 
information in all cases but only the needed 
parts or, based on Zero Knowledge Proof, 
only the information that the needed identity 
statement is true (e.g. fulfilment of age limit, 
existence of valid driver license etc.). 
Technically no DLT is mandatorily needed for 
SSI – the attestations may also be created in a 
centralized PKI which would recognize the 
fact that a centralized authority – the qualified 
attestation service issues the attestation based 
on (typically centralized trusted sources 
provided by member states). Nevertheless, 
some SSI proposals make use of functions 
supported by DLTs, such as DID anchoring 
(of information of the qualified attribute 
attestations) or revocation information 
propagation.  

DLT currently lacks a clear and legally 
compliant identification of parties taking part 
in the network, as well as unique evidence for 
authenticity and integrity of its transactions. 
Regarding the fact that DLT is immutable by 
design this main property is in contradiction to 
privacy law e.g. GDPR and its rights of the 
affected person (e.g. right for erasure, right for 
correction). Same with lack of standards for 
interoperable data exchange of on-chain data 
what limits the right for data portability 
according to GDPR61.  

Similar vulnerabilities are the less long-
term crypto stability, preservation of evidence 
and Proof of Existence which is critical for 

 
61 Federal Office for Information Security, (BSI): 
Towards Secure Blockchains. Concepts, Requirements, 
Assessments, 2019; U. Korte. T. Kusber, S. Schwalm 
and K. Shamburger, Criteria for trustworthy digital 
transactions, 49-60; U. Korte, K. Shamburger, T. 
Kusber and S. Schwalm, Records Management and 
Long-Term Preservation of Evidence in DLT, 131-142; 
DIN SPEC 4997: Privacy by Blockchain Design: A 
standardised model for processing personal data using 
blockchain technology, 2020. 

utilization in regulated environments with 
their often-complex documentation 
requirements, burden of proof until the end of 
the common decade long retention periods62.  

Without fulfilling basic criteria for trusted 
transactions and records management DLT is 
not feasible to be used in regulated 
environments. Secure digital identities as well 
as (qualified) trust services are some main 
keys to enable DLT. In DIN TS 3164863 
Germany just defined provable criteria and 
needed outcome documents to use DLT in 
trusted transactions as well as a mapping 
which trust service might be used to fulfil 
which requirements on authoritative records 
acc. current records management 
standardization64. 

With its requirements on identity schemes, 
the EU-Digital Wallet as well as qualified 
attestations on one hand but also qualified 
trust service providers for creation, validation, 
preservation of electronic signatures eIDAS 
creates the basic legal framework to fulfil 
basic criteria for utilization of DLT in 
environments with high requirements on 
burden of proof and so records management. 
The mainly mandatory implementing acts 
referring to European standards ensure 
interoperability also for DLT-native solutions. 
As explained, identification schemes and 
means as well as the qualified trust services 
acc. eIDAS (2.0) are pre-condition to use DLT 
for trusted and to provide proof in on-chain 
transactions – from onboarding to signature 
until the preservation of evidence65. 

If SSI is not fully based on DLT it would 
be much easier to use it also in transactions in 
a DLT network – because no additional 

 
62 U. Korte. T. Kusber, S. Schwalm and K. Shamburger, 
Criteria for trustworthy digital transactions, 49-60; U. 
Korte, K. Shamburger, T. Kusber and S. Schwalm, 
Records Management and Long-Term Preservation of 
Evidence in DLT, 131-142; M. Sato and S.’i Matsuo, 
Long-Term Public Blockchain: Resilience against 
Compromise of Underlying Cryptography, in ICCCN: 
26th International Conference on Computer 
Communications and Networks (ICCCN), Vancouver, 
IEEE, 2017, 1–8. 
63 DIN TS 31648:2021: Criteria for Trusted 
Transactions — Records Management and Preservation 
of Evidence in DLT/Blockchain. 2021. 
64 ISO 15489-1:2016. Information and documentation 
— Records management — Part 1: Concepts and 
principles; ISO 30300:2020. Information and 
documentation — Records management — Core 
concepts and vocabulary. 
65 U. Korte, K. Shamburger, T. Kusber and S. Schwalm, 
Records Management and Long-Term Preservation of 
Evidence in DLT, 131-142. 
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interoperability standards needed between e.g. 
Hyperledger Indy and ARIES or Ethereum as 
main DLT-protocols for SSI and Corda or 
Hyperledger Fabric as some main protocols in 
DLT-networks. In this case SSI would also 
not depend on the mentioned disadvantages of 
DLT regarding records management and 
burden of proof. SSI might be supported by 
functions provided by DLT-networks, such as 
revocation information propagation, but also 
by centralized ecosystems which are currently 
much more established than decentralized 
ones.  

The evidence for authenticity or integrity 
does not need DLT, but qualified electronic 
signatures, seals and timestamps which are 
established since decades independently from 
DLT.  

SSI based on centralized PKI or KERI66 
would make it as well, together with the other 
trust services easier to ensure evidence and 
burden of proof as well as interoperability (not 
only) with conventional identification 
schemes and means without losing advantages 
of decentralized DLT-based ecosystems 
because in this case is does not owe the 
disadvantages of DLT concerning privacy or 
cryptostability67. There are some examples of 
SSI without DLT especially used for vaccine 
passports68. 

With QTSP for DLT the eIDAS 2 ensures 
legal trust in DLT because the QTSP will 
foreseeably act as de facto gatekeeper. The 
other advantage is that eIDAS 2.0 just solve 
the liability problem in DLT. According to 
Art. 13 eIDAS every QTSP is fully liable for 
its business. Since Art. 13 was not changed, 
this also applies to QTSP for Electronic 

 
66 S. M. Smith, Key Event Receipt Infrastructure (KERI) 
design, v2.54, 2020. 
67 Federal Office for Information Security, (BSI): 
Towards Secure Blockchains. Concepts, Requirements, 
Assessments, 2019; U. Korte. T. Kusber, S. Schwalm 
and K. Shamburger, Criteria for trustworthy digital 
transactions, 49-60; U. Korte, K. Shamburger, T. 
Kusber and S. Schwalm, Records Management and 
Long-Term Preservation of Evidence in DLT, 131-142; 
DIN TS 31648:2021: Criteria for Trusted Transactions 
— Records Management and Preservation of Evidence 
in DLT/Blockchain, 2021. 
68 A. Corici, T. Huehnlein, D. Huehnlein and O. Rode, 
Towards Interoperable Vaccination Certificate 
Services. 17th International Conference on Availability, 
Reliability and Security (ARES 2021), 2021,  
mGov4EU - Mobile Cross-Border Government Services 
for Europe 08 2021 DOI: 10.1145/3465481.3470035 
https://zenodo.org/record/5253578; https://medium.com 
/decentralized-identity/keri-for-every-did-a-microledger 
-f9457fa80d2d.  

Ledger and implies a Public or Private 
Permissioned DLT to ensure that there is 
always a provider operating and providing the 
DLT-network. With this approach eIDAS 2.0 
ensures proven security in DLT. 

Because DLT might be used as 
decentralized PKI for SSI it may be difficult 
to understand why the eIDAS 2.0 proposal 
does not contain the requirements for 
mandatory implementing acts referencing 
European Standards for QTSP for Electronic 
Ledger. Especially concerning the lack of 
interoperability, vulnerabilities in security and 
long-term crypto stability in DLT the 
mandatory implementing acts seem to be 
constraining pre-conditions to rely on DLT as 
infrastructure for SSI on one hand or network 
for trusted transactions on the other hand.  

7. Needed standardization according to 
eIDAS 2.0 
European standardization related to eIDAS 

2.0 is divided between ETSI and CEN. While 
ETSI is mainly focused on trust services 
especially creation, validation and 
preservation of electronic signature, seal, 
timestamps (ETSI ESI) or DLT (ETSI PDL), 
the emphasis for CEN is e.g. secure signature 
creation devices, decentralized identity 
management so the basics of SSI and wallet 
(CEN-CLC/JTC 19) or archiving (CEN TC 
468). The European standardization is 
embedded in international pendants at ISO TC 
307 (DLT) ISO-IEC/JTC1/SC 27 (information 
security) or ISO TC 46 SC 11 (records 
management) and so also participates from 
developments at ISO. Some examples are ISO 
TR 2364969 or ISO TR 2364470, which are 
directly related to European standards in the 
context of eIDAS 2.0 and lead by European 
experts also creating the framework in 
Europe. 

The creation of coherent and 
comprehensible European standardization 
framework gains as more importance as the 
standards will be referenced by the mainly 
mandatory implementing acts acc. to eIDAS 
2.0 proposal. This means that the referenced 
technical standards will de facto become legal 
requirements to fulfil the regulation itself. 
Against this background the Standardization 

 
69 ISO TR 23649 Overview of existing DLT systems for 
identity management. 
70 ISO TR 23644 Overview of trust anchors for DLT-
based identity management (TADIM). 
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friendly services, close to SSI Principles on 
useability and accessibility. 

6.3. DLT in the context of eIDAS 2.0 
Basically eIDAS 2.0 is technology neutral. 

Neither for the (qualified) attestations, nor the 
identification scheme nor the identification 
means a concrete infrastructure is required. 
No DLT is mandatorily needed to implement 
Self-Sovereign-Identity. SSI is much more an 
identity and access management concept 
where on one hand the identity holder decides 
to whom he will give which part of his 
identity information and on the other hand 
does not have to give the full identity 
information in all cases but only the needed 
parts or, based on Zero Knowledge Proof, 
only the information that the needed identity 
statement is true (e.g. fulfilment of age limit, 
existence of valid driver license etc.). 
Technically no DLT is mandatorily needed for 
SSI – the attestations may also be created in a 
centralized PKI which would recognize the 
fact that a centralized authority – the qualified 
attestation service issues the attestation based 
on (typically centralized trusted sources 
provided by member states). Nevertheless, 
some SSI proposals make use of functions 
supported by DLTs, such as DID anchoring 
(of information of the qualified attribute 
attestations) or revocation information 
propagation.  

DLT currently lacks a clear and legally 
compliant identification of parties taking part 
in the network, as well as unique evidence for 
authenticity and integrity of its transactions. 
Regarding the fact that DLT is immutable by 
design this main property is in contradiction to 
privacy law e.g. GDPR and its rights of the 
affected person (e.g. right for erasure, right for 
correction). Same with lack of standards for 
interoperable data exchange of on-chain data 
what limits the right for data portability 
according to GDPR61.  

Similar vulnerabilities are the less long-
term crypto stability, preservation of evidence 
and Proof of Existence which is critical for 

 
61 Federal Office for Information Security, (BSI): 
Towards Secure Blockchains. Concepts, Requirements, 
Assessments, 2019; U. Korte. T. Kusber, S. Schwalm 
and K. Shamburger, Criteria for trustworthy digital 
transactions, 49-60; U. Korte, K. Shamburger, T. 
Kusber and S. Schwalm, Records Management and 
Long-Term Preservation of Evidence in DLT, 131-142; 
DIN SPEC 4997: Privacy by Blockchain Design: A 
standardised model for processing personal data using 
blockchain technology, 2020. 

utilization in regulated environments with 
their often-complex documentation 
requirements, burden of proof until the end of 
the common decade long retention periods62.  

Without fulfilling basic criteria for trusted 
transactions and records management DLT is 
not feasible to be used in regulated 
environments. Secure digital identities as well 
as (qualified) trust services are some main 
keys to enable DLT. In DIN TS 3164863 
Germany just defined provable criteria and 
needed outcome documents to use DLT in 
trusted transactions as well as a mapping 
which trust service might be used to fulfil 
which requirements on authoritative records 
acc. current records management 
standardization64. 

With its requirements on identity schemes, 
the EU-Digital Wallet as well as qualified 
attestations on one hand but also qualified 
trust service providers for creation, validation, 
preservation of electronic signatures eIDAS 
creates the basic legal framework to fulfil 
basic criteria for utilization of DLT in 
environments with high requirements on 
burden of proof and so records management. 
The mainly mandatory implementing acts 
referring to European standards ensure 
interoperability also for DLT-native solutions. 
As explained, identification schemes and 
means as well as the qualified trust services 
acc. eIDAS (2.0) are pre-condition to use DLT 
for trusted and to provide proof in on-chain 
transactions – from onboarding to signature 
until the preservation of evidence65. 

If SSI is not fully based on DLT it would 
be much easier to use it also in transactions in 
a DLT network – because no additional 

 
62 U. Korte. T. Kusber, S. Schwalm and K. Shamburger, 
Criteria for trustworthy digital transactions, 49-60; U. 
Korte, K. Shamburger, T. Kusber and S. Schwalm, 
Records Management and Long-Term Preservation of 
Evidence in DLT, 131-142; M. Sato and S.’i Matsuo, 
Long-Term Public Blockchain: Resilience against 
Compromise of Underlying Cryptography, in ICCCN: 
26th International Conference on Computer 
Communications and Networks (ICCCN), Vancouver, 
IEEE, 2017, 1–8. 
63 DIN TS 31648:2021: Criteria for Trusted 
Transactions — Records Management and Preservation 
of Evidence in DLT/Blockchain. 2021. 
64 ISO 15489-1:2016. Information and documentation 
— Records management — Part 1: Concepts and 
principles; ISO 30300:2020. Information and 
documentation — Records management — Core 
concepts and vocabulary. 
65 U. Korte, K. Shamburger, T. Kusber and S. Schwalm, 
Records Management and Long-Term Preservation of 
Evidence in DLT, 131-142. 
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interoperability standards needed between e.g. 
Hyperledger Indy and ARIES or Ethereum as 
main DLT-protocols for SSI and Corda or 
Hyperledger Fabric as some main protocols in 
DLT-networks. In this case SSI would also 
not depend on the mentioned disadvantages of 
DLT regarding records management and 
burden of proof. SSI might be supported by 
functions provided by DLT-networks, such as 
revocation information propagation, but also 
by centralized ecosystems which are currently 
much more established than decentralized 
ones.  

The evidence for authenticity or integrity 
does not need DLT, but qualified electronic 
signatures, seals and timestamps which are 
established since decades independently from 
DLT.  

SSI based on centralized PKI or KERI66 
would make it as well, together with the other 
trust services easier to ensure evidence and 
burden of proof as well as interoperability (not 
only) with conventional identification 
schemes and means without losing advantages 
of decentralized DLT-based ecosystems 
because in this case is does not owe the 
disadvantages of DLT concerning privacy or 
cryptostability67. There are some examples of 
SSI without DLT especially used for vaccine 
passports68. 

With QTSP for DLT the eIDAS 2 ensures 
legal trust in DLT because the QTSP will 
foreseeably act as de facto gatekeeper. The 
other advantage is that eIDAS 2.0 just solve 
the liability problem in DLT. According to 
Art. 13 eIDAS every QTSP is fully liable for 
its business. Since Art. 13 was not changed, 
this also applies to QTSP for Electronic 

 
66 S. M. Smith, Key Event Receipt Infrastructure (KERI) 
design, v2.54, 2020. 
67 Federal Office for Information Security, (BSI): 
Towards Secure Blockchains. Concepts, Requirements, 
Assessments, 2019; U. Korte. T. Kusber, S. Schwalm 
and K. Shamburger, Criteria for trustworthy digital 
transactions, 49-60; U. Korte, K. Shamburger, T. 
Kusber and S. Schwalm, Records Management and 
Long-Term Preservation of Evidence in DLT, 131-142; 
DIN TS 31648:2021: Criteria for Trusted Transactions 
— Records Management and Preservation of Evidence 
in DLT/Blockchain, 2021. 
68 A. Corici, T. Huehnlein, D. Huehnlein and O. Rode, 
Towards Interoperable Vaccination Certificate 
Services. 17th International Conference on Availability, 
Reliability and Security (ARES 2021), 2021,  
mGov4EU - Mobile Cross-Border Government Services 
for Europe 08 2021 DOI: 10.1145/3465481.3470035 
https://zenodo.org/record/5253578; https://medium.com 
/decentralized-identity/keri-for-every-did-a-microledger 
-f9457fa80d2d.  

Ledger and implies a Public or Private 
Permissioned DLT to ensure that there is 
always a provider operating and providing the 
DLT-network. With this approach eIDAS 2.0 
ensures proven security in DLT. 

Because DLT might be used as 
decentralized PKI for SSI it may be difficult 
to understand why the eIDAS 2.0 proposal 
does not contain the requirements for 
mandatory implementing acts referencing 
European Standards for QTSP for Electronic 
Ledger. Especially concerning the lack of 
interoperability, vulnerabilities in security and 
long-term crypto stability in DLT the 
mandatory implementing acts seem to be 
constraining pre-conditions to rely on DLT as 
infrastructure for SSI on one hand or network 
for trusted transactions on the other hand.  

7. Needed standardization according to 
eIDAS 2.0 
European standardization related to eIDAS 

2.0 is divided between ETSI and CEN. While 
ETSI is mainly focused on trust services 
especially creation, validation and 
preservation of electronic signature, seal, 
timestamps (ETSI ESI) or DLT (ETSI PDL), 
the emphasis for CEN is e.g. secure signature 
creation devices, decentralized identity 
management so the basics of SSI and wallet 
(CEN-CLC/JTC 19) or archiving (CEN TC 
468). The European standardization is 
embedded in international pendants at ISO TC 
307 (DLT) ISO-IEC/JTC1/SC 27 (information 
security) or ISO TC 46 SC 11 (records 
management) and so also participates from 
developments at ISO. Some examples are ISO 
TR 2364969 or ISO TR 2364470, which are 
directly related to European standards in the 
context of eIDAS 2.0 and lead by European 
experts also creating the framework in 
Europe. 

The creation of coherent and 
comprehensible European standardization 
framework gains as more importance as the 
standards will be referenced by the mainly 
mandatory implementing acts acc. to eIDAS 
2.0 proposal. This means that the referenced 
technical standards will de facto become legal 
requirements to fulfil the regulation itself. 
Against this background the Standardization 

 
69 ISO TR 23649 Overview of existing DLT systems for 
identity management. 
70 ISO TR 23644 Overview of trust anchors for DLT-
based identity management (TADIM). 
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should especially focus on identification 
schemes, the EU-Digital Wallet as well as the 
qualified attestation services and requirements 
on relying parties, so the apparent core 
components of eIDAS 2.0. Technically the 
interoperability of SSI especially when based 
on W3C-specification should be one focus, 
beside security and privacy requirements as 
well as user experience.  

Today there are more than 80 different 
DID-methods and n-different DLT-protocols 
as decentralized PKI for SSI, creating 
interoperability issues not yet resolved. 
Delegated authentication protocols like OIDC 
and OAuth2 are established and so 
interoperability is not a challenge currently71. 
In W3C the work concerning DID-resolver is 
ongoing72 – a collaboration would be 
meaningful to identify relevant subjects for 
Europe and ensuring international feasibility 
of European SSI-standardization. 

The standardization may also focus on 
interoperability between centralized and 
decentralized digital identities to ensure 
comprehensive digital transactions 
notwithstanding if the natural or legal entity 
owns wallet or stored their identities at a 
centralized identity provider and only shares 
them with a relying party.  

Standardization supporting eIDAS 2.0 shall 
avoid reinventing the wheel. There are 
established and feasible standards e.g. for 
creation or preservation of signature, seal, 
timestamps; thus, only the gaps should be 
closed. Some open subjects beside the wallet 
etc. are DLT-native signatures, seals or 
timestamps which would make utilization and 
deployment on-ledger much easier, or those 
ones created based on the wallet as required in 
eIDAS 2.0. Other fields for optimization are 
the new trust services for electronic ledger. In 
this case a close collaboration with ISO Tc 
307 concerning the technical subjects as well 
as ISO Tc 46 Sc 11 JWG 173 regarding 
records management seems to be useful to 
ensure worldwide acceptance and 
interoperability but also fulfilment of burden 
of proof.  

Beside interoperability European 
standardization in the context of eIDAS 2.0 

 
71 D. Hühnlein, T. Hühnlein, G. Hornung and H. Strack, 
Towards Universal Login, 193-200. 
72 https://github.com/decentralized-identity/did-resolver. 
73 ISO WD/TR 24332. Information and documentation 
— Blockchain and DLT in relation to authoritative 
records, records systems, and records management. 

should focus on information security as well 
as long-term preservation and archiving of 
qualified attestation in correspondence with 
the authoritative records they are related to. If 
we are not able to fulfil burden of proof as 
long as the records are needed also with SSI 
and/or DLT – the EU Digital Wallet, Self-
Sovereign-Identity & DLT will remain 
buzzwords. With preservation services acc. 
Art. 34 and 40 eIDAS as well as ETSI TS 119 
511 and 512 solutions for preservation already 
exists and usable also for SSI and DLT74. 
Archiving services are foreseen by eIDAS 2.0 
and in this context well-proven standards 
already exist75. 

In this subject it should be taken into 
account that qualified attestations only make it 
evident that e.g. Alice owns a valid driver 
license or company A has the confirmation to 
produce a new airplane but the attestation 
won`t make the documentation as basement 
for application and following confirmation 
obsolete nor the driver license itself. 
Otherwise, standardization for SSI and 
attestation must replace established and well-
proven standards on data formats, metadata 
structures etc. for each industry and data type 
from documents to research data, from 
construction data for ships, airplanes until 
vaccines or maintenance of nuclear plants – a 
complex and impossible endeavour.  

Qualified attestations as unique evidence 
for a property of natural or legal entities as 
well as their objects may be preserved in 
adoption of existing preservation and 
archiving approaches. Just storing the 
necessary validation information and 
certificate equivalent information in self-
contained information packages as defined in 
ETSI TS 119 511, 512 as well as ISO-14721 
and protecting them with cryptographic 
measures like Merkle Hashtrees and Evidence 
Records according to RFC 499876 as widely 
used cross-industry. The BSI TR-0312577 of 

 
74 U. Korte. T. Kusber, S. Schwalm and K. Shamburger, 
Criteria for trustworthy digital transactions, 49-60; U. 
Korte, K. Shamburger, T. Kusber and S. Schwalm, 
Records Management and Long-Term Preservation of 
Evidence in DLT, 131-142; M. Sato and S.’i Matsuo, 
Long-Term Public Blockchain: Resilience against 
Compromise of Underlying Cryptography, 1-8. 
75 ISO 14721:2012. Space data and information transfer 
systems — Open archival information system (OAIS) 
— Reference model. 
76 Evidence Record Syntax (ERS), IETF RFC 4998, 
2007. 
77 Federal Office for Information Security, (BSI), BSI 
Technical Guideline 03125, TR-ESOR – Preservation of 
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German Federal Office for Information 
Security contains well-proven standard for 
preservation products to achieve long-term 
verifiability of authenticity, integrity in a 
transferrable manner of authoritative 
electronic records including related 
attestations. In newest version the Technical 
Guideline also ensures long-term preservation 
of DLT.  

In this case also independence from the 
DLT as decentralized PKI must be ensured, in 
case of SSI based on DLT, since there are still 
no standardized measures to ensure long-term 
archiving in DLT itself78. 

Preservation and archiving of qualified 
attestations and decentralized digital identities 
shall be object of further standardization and 
research to ensure long-term burden of proof 
and fulfilment of documentation requirements 
for decade long retention periods. Otherwise, 
SSI and attestation will not be feasible in 
highly regulated industries. 

8. Conclusions and perspectives 
The proposal of new eIDAS-regulation 

contains a first regulation on trustworthy self-
sovereign-identities gaining legal trust and 
compliance. With the obligation for member 
states to provide one notified eID-Scheme but 
also EU-Digital Wallet for their member states 
the new eIDAS ensures a secure digital 
identity for each citizen. The close 
combination of wallet and (qualified) 
attestation services ensure legal trust not only 
in self-sovereign-identities and verifiable 
credentials but also actual data sovereignty 
and proven security for the user due the 
notification of eID-Scheme, and certification 
of wallet as well as the qualified trust service 
provider. The fact that the liability 
requirements were not changed in eIDAS 2.0 
the risk for the user of EU digital identity is 
limited because member states and QTSP take 
to full risk for their schemes, EU Digital 
Wallets or attestation. Referring to the 
comprehensive obligation for recognition of 
EU Digital Wallet the proposal prepares the 

 
Evidence of Cryptographically Signed Documents v. 
1.2.2, https://www.bsi.bund.de/EN/tr-esor, 2019. 
78 U. Korte. T. Kusber, S. Schwalm and K. Shamburger, 
Criteria for trustworthy digital transactions, 49-60; U. 
Korte, K. Shamburger, T. Kusber and S. Schwalm, 
Records Management and Long-Term Preservation of 
Evidence in DLT, 131-142; DIN TS 31648:2021: 
Criteria for Trusted Transactions — Records 
Management and Preservation of Evidence in 
DLT/Blockchain, 2021. 

digital single market for EU digital identity 
and so ensures foreseeable broad utilization 
possibilities at digital services. It´s positive 
that eIDAS 2.0 is technology neutral and not 
requires DLT as infrastructure for SSI but also 
mention QTSP for Electronic Ledger and so 
achieve proven security and trust for DLT too. 
The extensive requirements on mandatory 
implementing acts linked to European 
standards enables a technical harmonization 
and limits national specifics.  

It also must be mentioned that some critical 
subjects should be solved in the final version. 
These are especially clearer statement for the 
certification and acceptance of wallets 
provided by private companies against the 
requirements of EU-Digital Wallet to avoid 
restrictions on competition. Since DLT may 
be used as infrastructure for SSI there also 
should be mandatory implementing acts in 
eIDAS with references to European standards 
to ensure technical harmonization.  

Regarding the SSI-principles it can be 
stated that there’s no fundamental 
contradiction but more the fact that eIDAS 2.0 
makes it possible that SSI-principles become a 
reality recognizing that decentralization 
should be restrained to an acceptable level to 
achieve legal trust and data sovereignty. 

The table below gives an example how SSI-principles 
and eIDAS 2.0 may fit together. 
Principle eIDAS 2.0 
Representation Notified eID Scheme and EU 

Digital Wallet 
Interoperability Certified EU-Digital Wallet, 

conformity assessed QTSP and 
notified eID as well as eIDAS 
nodes 
Common European standards 
referenced by implementing acts 

Decentralization EU-Digital Wallet and proven 
issuer as well as relying parties 

Control and Agency EU-Digital wallet, proven issuer 
and relying party 

Participation Only obligations for acceptance 
no obligation to use the wallet nor 
the identities 

Equity and Inclusion Equal regulation for whole EU 
and EFTA. 

Useability, 
Accessibility  
and Consistency 

Certified EU-Digital Wallet and 
qualified trust service providers 
based on common European 
standards proved by accredited 
CAB. 

Portability Any identities or attestation from 
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should especially focus on identification 
schemes, the EU-Digital Wallet as well as the 
qualified attestation services and requirements 
on relying parties, so the apparent core 
components of eIDAS 2.0. Technically the 
interoperability of SSI especially when based 
on W3C-specification should be one focus, 
beside security and privacy requirements as 
well as user experience.  

Today there are more than 80 different 
DID-methods and n-different DLT-protocols 
as decentralized PKI for SSI, creating 
interoperability issues not yet resolved. 
Delegated authentication protocols like OIDC 
and OAuth2 are established and so 
interoperability is not a challenge currently71. 
In W3C the work concerning DID-resolver is 
ongoing72 – a collaboration would be 
meaningful to identify relevant subjects for 
Europe and ensuring international feasibility 
of European SSI-standardization. 

The standardization may also focus on 
interoperability between centralized and 
decentralized digital identities to ensure 
comprehensive digital transactions 
notwithstanding if the natural or legal entity 
owns wallet or stored their identities at a 
centralized identity provider and only shares 
them with a relying party.  

Standardization supporting eIDAS 2.0 shall 
avoid reinventing the wheel. There are 
established and feasible standards e.g. for 
creation or preservation of signature, seal, 
timestamps; thus, only the gaps should be 
closed. Some open subjects beside the wallet 
etc. are DLT-native signatures, seals or 
timestamps which would make utilization and 
deployment on-ledger much easier, or those 
ones created based on the wallet as required in 
eIDAS 2.0. Other fields for optimization are 
the new trust services for electronic ledger. In 
this case a close collaboration with ISO Tc 
307 concerning the technical subjects as well 
as ISO Tc 46 Sc 11 JWG 173 regarding 
records management seems to be useful to 
ensure worldwide acceptance and 
interoperability but also fulfilment of burden 
of proof.  

Beside interoperability European 
standardization in the context of eIDAS 2.0 

 
71 D. Hühnlein, T. Hühnlein, G. Hornung and H. Strack, 
Towards Universal Login, 193-200. 
72 https://github.com/decentralized-identity/did-resolver. 
73 ISO WD/TR 24332. Information and documentation 
— Blockchain and DLT in relation to authoritative 
records, records systems, and records management. 

should focus on information security as well 
as long-term preservation and archiving of 
qualified attestation in correspondence with 
the authoritative records they are related to. If 
we are not able to fulfil burden of proof as 
long as the records are needed also with SSI 
and/or DLT – the EU Digital Wallet, Self-
Sovereign-Identity & DLT will remain 
buzzwords. With preservation services acc. 
Art. 34 and 40 eIDAS as well as ETSI TS 119 
511 and 512 solutions for preservation already 
exists and usable also for SSI and DLT74. 
Archiving services are foreseen by eIDAS 2.0 
and in this context well-proven standards 
already exist75. 

In this subject it should be taken into 
account that qualified attestations only make it 
evident that e.g. Alice owns a valid driver 
license or company A has the confirmation to 
produce a new airplane but the attestation 
won`t make the documentation as basement 
for application and following confirmation 
obsolete nor the driver license itself. 
Otherwise, standardization for SSI and 
attestation must replace established and well-
proven standards on data formats, metadata 
structures etc. for each industry and data type 
from documents to research data, from 
construction data for ships, airplanes until 
vaccines or maintenance of nuclear plants – a 
complex and impossible endeavour.  

Qualified attestations as unique evidence 
for a property of natural or legal entities as 
well as their objects may be preserved in 
adoption of existing preservation and 
archiving approaches. Just storing the 
necessary validation information and 
certificate equivalent information in self-
contained information packages as defined in 
ETSI TS 119 511, 512 as well as ISO-14721 
and protecting them with cryptographic 
measures like Merkle Hashtrees and Evidence 
Records according to RFC 499876 as widely 
used cross-industry. The BSI TR-0312577 of 

 
74 U. Korte. T. Kusber, S. Schwalm and K. Shamburger, 
Criteria for trustworthy digital transactions, 49-60; U. 
Korte, K. Shamburger, T. Kusber and S. Schwalm, 
Records Management and Long-Term Preservation of 
Evidence in DLT, 131-142; M. Sato and S.’i Matsuo, 
Long-Term Public Blockchain: Resilience against 
Compromise of Underlying Cryptography, 1-8. 
75 ISO 14721:2012. Space data and information transfer 
systems — Open archival information system (OAIS) 
— Reference model. 
76 Evidence Record Syntax (ERS), IETF RFC 4998, 
2007. 
77 Federal Office for Information Security, (BSI), BSI 
Technical Guideline 03125, TR-ESOR – Preservation of 
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German Federal Office for Information 
Security contains well-proven standard for 
preservation products to achieve long-term 
verifiability of authenticity, integrity in a 
transferrable manner of authoritative 
electronic records including related 
attestations. In newest version the Technical 
Guideline also ensures long-term preservation 
of DLT.  

In this case also independence from the 
DLT as decentralized PKI must be ensured, in 
case of SSI based on DLT, since there are still 
no standardized measures to ensure long-term 
archiving in DLT itself78. 

Preservation and archiving of qualified 
attestations and decentralized digital identities 
shall be object of further standardization and 
research to ensure long-term burden of proof 
and fulfilment of documentation requirements 
for decade long retention periods. Otherwise, 
SSI and attestation will not be feasible in 
highly regulated industries. 

8. Conclusions and perspectives 
The proposal of new eIDAS-regulation 

contains a first regulation on trustworthy self-
sovereign-identities gaining legal trust and 
compliance. With the obligation for member 
states to provide one notified eID-Scheme but 
also EU-Digital Wallet for their member states 
the new eIDAS ensures a secure digital 
identity for each citizen. The close 
combination of wallet and (qualified) 
attestation services ensure legal trust not only 
in self-sovereign-identities and verifiable 
credentials but also actual data sovereignty 
and proven security for the user due the 
notification of eID-Scheme, and certification 
of wallet as well as the qualified trust service 
provider. The fact that the liability 
requirements were not changed in eIDAS 2.0 
the risk for the user of EU digital identity is 
limited because member states and QTSP take 
to full risk for their schemes, EU Digital 
Wallets or attestation. Referring to the 
comprehensive obligation for recognition of 
EU Digital Wallet the proposal prepares the 

 
Evidence of Cryptographically Signed Documents v. 
1.2.2, https://www.bsi.bund.de/EN/tr-esor, 2019. 
78 U. Korte. T. Kusber, S. Schwalm and K. Shamburger, 
Criteria for trustworthy digital transactions, 49-60; U. 
Korte, K. Shamburger, T. Kusber and S. Schwalm, 
Records Management and Long-Term Preservation of 
Evidence in DLT, 131-142; DIN TS 31648:2021: 
Criteria for Trusted Transactions — Records 
Management and Preservation of Evidence in 
DLT/Blockchain, 2021. 

digital single market for EU digital identity 
and so ensures foreseeable broad utilization 
possibilities at digital services. It´s positive 
that eIDAS 2.0 is technology neutral and not 
requires DLT as infrastructure for SSI but also 
mention QTSP for Electronic Ledger and so 
achieve proven security and trust for DLT too. 
The extensive requirements on mandatory 
implementing acts linked to European 
standards enables a technical harmonization 
and limits national specifics.  

It also must be mentioned that some critical 
subjects should be solved in the final version. 
These are especially clearer statement for the 
certification and acceptance of wallets 
provided by private companies against the 
requirements of EU-Digital Wallet to avoid 
restrictions on competition. Since DLT may 
be used as infrastructure for SSI there also 
should be mandatory implementing acts in 
eIDAS with references to European standards 
to ensure technical harmonization.  

Regarding the SSI-principles it can be 
stated that there’s no fundamental 
contradiction but more the fact that eIDAS 2.0 
makes it possible that SSI-principles become a 
reality recognizing that decentralization 
should be restrained to an acceptable level to 
achieve legal trust and data sovereignty. 

The table below gives an example how SSI-principles 
and eIDAS 2.0 may fit together. 
Principle eIDAS 2.0 
Representation Notified eID Scheme and EU 

Digital Wallet 
Interoperability Certified EU-Digital Wallet, 

conformity assessed QTSP and 
notified eID as well as eIDAS 
nodes 
Common European standards 
referenced by implementing acts 

Decentralization EU-Digital Wallet and proven 
issuer as well as relying parties 

Control and Agency EU-Digital wallet, proven issuer 
and relying party 

Participation Only obligations for acceptance 
no obligation to use the wallet nor 
the identities 

Equity and Inclusion Equal regulation for whole EU 
and EFTA. 

Useability, 
Accessibility  
and Consistency 

Certified EU-Digital Wallet and 
qualified trust service providers 
based on common European 
standards proved by accredited 
CAB. 

Portability Any identities or attestation from 
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should especially focus on identification 
schemes, the EU-Digital Wallet as well as the 
qualified attestation services and requirements 
on relying parties, so the apparent core 
components of eIDAS 2.0. Technically the 
interoperability of SSI especially when based 
on W3C-specification should be one focus, 
beside security and privacy requirements as 
well as user experience.  

Today there are more than 80 different 
DID-methods and n-different DLT-protocols 
as decentralized PKI for SSI, creating 
interoperability issues not yet resolved. 
Delegated authentication protocols like OIDC 
and OAuth2 are established and so 
interoperability is not a challenge currently71. 
In W3C the work concerning DID-resolver is 
ongoing72 – a collaboration would be 
meaningful to identify relevant subjects for 
Europe and ensuring international feasibility 
of European SSI-standardization. 

The standardization may also focus on 
interoperability between centralized and 
decentralized digital identities to ensure 
comprehensive digital transactions 
notwithstanding if the natural or legal entity 
owns wallet or stored their identities at a 
centralized identity provider and only shares 
them with a relying party.  

Standardization supporting eIDAS 2.0 shall 
avoid reinventing the wheel. There are 
established and feasible standards e.g. for 
creation or preservation of signature, seal, 
timestamps; thus, only the gaps should be 
closed. Some open subjects beside the wallet 
etc. are DLT-native signatures, seals or 
timestamps which would make utilization and 
deployment on-ledger much easier, or those 
ones created based on the wallet as required in 
eIDAS 2.0. Other fields for optimization are 
the new trust services for electronic ledger. In 
this case a close collaboration with ISO Tc 
307 concerning the technical subjects as well 
as ISO Tc 46 Sc 11 JWG 173 regarding 
records management seems to be useful to 
ensure worldwide acceptance and 
interoperability but also fulfilment of burden 
of proof.  

Beside interoperability European 
standardization in the context of eIDAS 2.0 

 
71 D. Hühnlein, T. Hühnlein, G. Hornung and H. Strack, 
Towards Universal Login, 193-200. 
72 https://github.com/decentralized-identity/did-resolver. 
73 ISO WD/TR 24332. Information and documentation 
— Blockchain and DLT in relation to authoritative 
records, records systems, and records management. 

should focus on information security as well 
as long-term preservation and archiving of 
qualified attestation in correspondence with 
the authoritative records they are related to. If 
we are not able to fulfil burden of proof as 
long as the records are needed also with SSI 
and/or DLT – the EU Digital Wallet, Self-
Sovereign-Identity & DLT will remain 
buzzwords. With preservation services acc. 
Art. 34 and 40 eIDAS as well as ETSI TS 119 
511 and 512 solutions for preservation already 
exists and usable also for SSI and DLT74. 
Archiving services are foreseen by eIDAS 2.0 
and in this context well-proven standards 
already exist75. 

In this subject it should be taken into 
account that qualified attestations only make it 
evident that e.g. Alice owns a valid driver 
license or company A has the confirmation to 
produce a new airplane but the attestation 
won`t make the documentation as basement 
for application and following confirmation 
obsolete nor the driver license itself. 
Otherwise, standardization for SSI and 
attestation must replace established and well-
proven standards on data formats, metadata 
structures etc. for each industry and data type 
from documents to research data, from 
construction data for ships, airplanes until 
vaccines or maintenance of nuclear plants – a 
complex and impossible endeavour.  

Qualified attestations as unique evidence 
for a property of natural or legal entities as 
well as their objects may be preserved in 
adoption of existing preservation and 
archiving approaches. Just storing the 
necessary validation information and 
certificate equivalent information in self-
contained information packages as defined in 
ETSI TS 119 511, 512 as well as ISO-14721 
and protecting them with cryptographic 
measures like Merkle Hashtrees and Evidence 
Records according to RFC 499876 as widely 
used cross-industry. The BSI TR-0312577 of 

 
74 U. Korte. T. Kusber, S. Schwalm and K. Shamburger, 
Criteria for trustworthy digital transactions, 49-60; U. 
Korte, K. Shamburger, T. Kusber and S. Schwalm, 
Records Management and Long-Term Preservation of 
Evidence in DLT, 131-142; M. Sato and S.’i Matsuo, 
Long-Term Public Blockchain: Resilience against 
Compromise of Underlying Cryptography, 1-8. 
75 ISO 14721:2012. Space data and information transfer 
systems — Open archival information system (OAIS) 
— Reference model. 
76 Evidence Record Syntax (ERS), IETF RFC 4998, 
2007. 
77 Federal Office for Information Security, (BSI), BSI 
Technical Guideline 03125, TR-ESOR – Preservation of 
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German Federal Office for Information 
Security contains well-proven standard for 
preservation products to achieve long-term 
verifiability of authenticity, integrity in a 
transferrable manner of authoritative 
electronic records including related 
attestations. In newest version the Technical 
Guideline also ensures long-term preservation 
of DLT.  

In this case also independence from the 
DLT as decentralized PKI must be ensured, in 
case of SSI based on DLT, since there are still 
no standardized measures to ensure long-term 
archiving in DLT itself78. 

Preservation and archiving of qualified 
attestations and decentralized digital identities 
shall be object of further standardization and 
research to ensure long-term burden of proof 
and fulfilment of documentation requirements 
for decade long retention periods. Otherwise, 
SSI and attestation will not be feasible in 
highly regulated industries. 

8. Conclusions and perspectives 
The proposal of new eIDAS-regulation 

contains a first regulation on trustworthy self-
sovereign-identities gaining legal trust and 
compliance. With the obligation for member 
states to provide one notified eID-Scheme but 
also EU-Digital Wallet for their member states 
the new eIDAS ensures a secure digital 
identity for each citizen. The close 
combination of wallet and (qualified) 
attestation services ensure legal trust not only 
in self-sovereign-identities and verifiable 
credentials but also actual data sovereignty 
and proven security for the user due the 
notification of eID-Scheme, and certification 
of wallet as well as the qualified trust service 
provider. The fact that the liability 
requirements were not changed in eIDAS 2.0 
the risk for the user of EU digital identity is 
limited because member states and QTSP take 
to full risk for their schemes, EU Digital 
Wallets or attestation. Referring to the 
comprehensive obligation for recognition of 
EU Digital Wallet the proposal prepares the 

 
Evidence of Cryptographically Signed Documents v. 
1.2.2, https://www.bsi.bund.de/EN/tr-esor, 2019. 
78 U. Korte. T. Kusber, S. Schwalm and K. Shamburger, 
Criteria for trustworthy digital transactions, 49-60; U. 
Korte, K. Shamburger, T. Kusber and S. Schwalm, 
Records Management and Long-Term Preservation of 
Evidence in DLT, 131-142; DIN TS 31648:2021: 
Criteria for Trusted Transactions — Records 
Management and Preservation of Evidence in 
DLT/Blockchain, 2021. 

digital single market for EU digital identity 
and so ensures foreseeable broad utilization 
possibilities at digital services. It´s positive 
that eIDAS 2.0 is technology neutral and not 
requires DLT as infrastructure for SSI but also 
mention QTSP for Electronic Ledger and so 
achieve proven security and trust for DLT too. 
The extensive requirements on mandatory 
implementing acts linked to European 
standards enables a technical harmonization 
and limits national specifics.  

It also must be mentioned that some critical 
subjects should be solved in the final version. 
These are especially clearer statement for the 
certification and acceptance of wallets 
provided by private companies against the 
requirements of EU-Digital Wallet to avoid 
restrictions on competition. Since DLT may 
be used as infrastructure for SSI there also 
should be mandatory implementing acts in 
eIDAS with references to European standards 
to ensure technical harmonization.  

Regarding the SSI-principles it can be 
stated that there’s no fundamental 
contradiction but more the fact that eIDAS 2.0 
makes it possible that SSI-principles become a 
reality recognizing that decentralization 
should be restrained to an acceptable level to 
achieve legal trust and data sovereignty. 

The table below gives an example how SSI-principles 
and eIDAS 2.0 may fit together. 
Principle eIDAS 2.0 
Representation Notified eID Scheme and EU 

Digital Wallet 
Interoperability Certified EU-Digital Wallet, 

conformity assessed QTSP and 
notified eID as well as eIDAS 
nodes 
Common European standards 
referenced by implementing acts 

Decentralization EU-Digital Wallet and proven 
issuer as well as relying parties 

Control and Agency EU-Digital wallet, proven issuer 
and relying party 

Participation Only obligations for acceptance 
no obligation to use the wallet nor 
the identities 

Equity and Inclusion Equal regulation for whole EU 
and EFTA. 

Useability, 
Accessibility  
and Consistency 

Certified EU-Digital Wallet and 
qualified trust service providers 
based on common European 
standards proved by accredited 
CAB. 

Portability Any identities or attestation from 
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EU Digital Wallet can be moved. 
Details defined in European 
standards. 

Security State-of the art security 
requirements defined in common 
European standards which will be 
mentioned by implementing acts. 
Proved by CAB during 
certification of wallet, relying 
party or conformity assessment of 
QTSP. Trust provable via Trust 
List. 

Verifiability and 
authenticity 

Verifiability and authenticity of 
attestations, signatures, seal, 
timestamps provable via 
(qualified) validation services, 
attestation services etc.  

Privacy and minimal 
disclosure 

Ensured by EU Digital wallet and 
the fact that only holder decides 
which information he’ll provide 
but due to fact that relying parties 
are approved, the holder can 
really be sure to whom he’ll 
provide which information. 
Selective Disclosure and Zero 
Knowledge Proof included. 

Transparency European wide regulation with 
common and via implementing 
acts mandatory European 
standards which are basement for 
notification of eID-schemes, 
certification of EU-Digital wallet, 
relying parties, QTSP and all 
notifications and 
certification/successful 
conformity assessment published. 

Table 2: SSI-principles matching on eIDAS 2.0 
European standardization should now set 

up the technical framework for eIDAS 2.0 and 
a trustworthy self-sovereign European Identity 
but also decentralized digital ecosystems and 
records management with or without DLT. 
Only with a holistic technical basement the 
promises of the regulation may become 
usable. eIDAS 2.0 gives Europe the chance to 
establish a trustworthy and legally compliant 
decentralized digital identity and ecosystem 
with or without DLT as one of the first ones in 
the world and be a model worldwide. 
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ABSTRACT: The application of Blockchain technology to the public sector is inevitably intertwined, also in the 
perspective of the automation of administrative decisions, with the theme of the management and exploitation 
of big data, offering enormous potential but also posing unprecedented problems of compatibility with the 
European and national legal framework on data protection. 

1. Blockchain technology in the modern 
data society 
The first studies on the application of 

blockchain to the public sector1 have focused 
on the most obvious potential of this 
technology, emphasising the impact it is 
bound to have on organisation and 
administrative action. 

The unmodifiability of the operations 
included in the blockchain, the ab origine 
sharing of data between network participants 
and the passage from the traditional 
centralised trust system to forms of distributed 
trust (with the consequent change in the role 
of the Public Administration) represent, 
however, only the most immediate effects of 
distributed computer registers.  

The real potential of such a disruptive 
technology with its wide range of applications 
can, however, be fully appreciated if it is seen 
in the overall and varied panorama of the 
fourth industrial revolution2.  

From this perspective, blockchain 
technology is certainly a candidate for a 

 
* Article submitted to double-blind peer review. 
1 M. Atzori, Blockchain technology and decentralised 
governance: is the state still necessary?, in Journal of 
governance and regulation, vol. 6, n. 1, 2017, 45; G. 
Gallone, Blockchain, procedimenti amministrativi e 
prevenzione della corruzione, in Il Diritto 
dell’Economia, 3, 2019 196; M. Allena, Blockchain 
technology for environmental compliance: towards a 
‘choral’ approach, in Enviromental Law Review, vol. 
50, n. 4, 2020; M. Macchia, Blockchain and public ad-
ministration, in Federalismi, n. 2, 2021. On the topic of 
the relationship between administrative contractual au-
tomation and blockchain technology, see also G. Gal-
lone, Public Administration and the Challenge of Con-
tractual Automation. Notes on Smart Contracts, in Eu-
ropean Review of Digital Administration and Law, vol. 
1, issue 1-2, 2020, 179.   
2 K. Schwab, The Fourth Industrial Revolution, World 
Economic Forum, Geneva, 2015. 

leading role in the modern data society3.  
If, in fact, big data is the new fuel of the 

digital economy4, the most delicate challenge 
facing not only economic operators but also 
public decision-makers5 is that of making such 
an enormous amount of data ever more easily 
exploitable. Data cleansing is the main step 
towards a “green” transition6 in the digital 
sector as well, capable of remedying, in some 
way, the distortions of “surveillance 
capitalism”7. Facilitating the clear and 
transparent reading of mega-data is, in fact, 
the first remedy to oppose an obscure 
management (and concentrated in the hands of 
a few private companies) of such an important 
and delicate resource8. 

 
3 Among the first to reflect on the topic E. Karafiloski, 
A. Mishev, Blockchain Solutions for Big Data Chal-
lenges. A literature review, in IEEE EUROCON 2017 - 
17th International Conference on Smart Technologies, 
2017, 763-768; K. Rabah, Convergence of AI, IoT, Big-
Data and Blockchain: a review, in The Lake Institute 
journal, vol. 1, n. 1, 2018, 1. 
4 “Data is the new oil. It's valuable, but if unrefined it 
cannot really be used. It has to be changed into gas, 
plastic, chemicals, etc. to create a valuable entity that 
drives profitable activity; so, must data be broken down, 
analysed for it to have value” according to the famous 
statement of the British mathematician Clive Humby. 
5 M. Maciejewski, To do more, better, faster and more 
cheaply: using big data in public administration, in In-
ternational Review of Administrative Sciences, 2017, 
120; F. Costantino, Lampi. New frontiers of administra-
tive decisions between open and big data, in Diritto 
Amministrativo, 2017, 799. 
6 M. Atzori, Blockchain technology and decentralised 
governance: is the state still necessary?, 51. 
7 In the framework described by S. Zuboff, The Age of 
Surveillance Capitalism. The fight for a human future 
and the new frontier of power, New York, NY, Public 
Affairs, 2019. 
8 Data holding, like all other forms of capital coding (in 
the cross-cutting reading offered by K. Pistor, The Code 
of Capital: How the Law Creates Wealth and Inequali-
ty, Princeton, NJ, Princeton University Press, 2019), is a 
factor in wealth polarisation (J. Stiglitz, The Price of In-
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EU Digital Wallet can be moved. 
Details defined in European 
standards. 

Security State-of the art security 
requirements defined in common 
European standards which will be 
mentioned by implementing acts. 
Proved by CAB during 
certification of wallet, relying 
party or conformity assessment of 
QTSP. Trust provable via Trust 
List. 

Verifiability and 
authenticity 

Verifiability and authenticity of 
attestations, signatures, seal, 
timestamps provable via 
(qualified) validation services, 
attestation services etc.  

Privacy and minimal 
disclosure 

Ensured by EU Digital wallet and 
the fact that only holder decides 
which information he’ll provide 
but due to fact that relying parties 
are approved, the holder can 
really be sure to whom he’ll 
provide which information. 
Selective Disclosure and Zero 
Knowledge Proof included. 

Transparency European wide regulation with 
common and via implementing 
acts mandatory European 
standards which are basement for 
notification of eID-schemes, 
certification of EU-Digital wallet, 
relying parties, QTSP and all 
notifications and 
certification/successful 
conformity assessment published. 

Table 2: SSI-principles matching on eIDAS 2.0 
European standardization should now set 

up the technical framework for eIDAS 2.0 and 
a trustworthy self-sovereign European Identity 
but also decentralized digital ecosystems and 
records management with or without DLT. 
Only with a holistic technical basement the 
promises of the regulation may become 
usable. eIDAS 2.0 gives Europe the chance to 
establish a trustworthy and legally compliant 
decentralized digital identity and ecosystem 
with or without DLT as one of the first ones in 
the world and be a model worldwide. 
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1. Blockchain technology in the modern 
data society 
The first studies on the application of 

blockchain to the public sector1 have focused 
on the most obvious potential of this 
technology, emphasising the impact it is 
bound to have on organisation and 
administrative action. 

The unmodifiability of the operations 
included in the blockchain, the ab origine 
sharing of data between network participants 
and the passage from the traditional 
centralised trust system to forms of distributed 
trust (with the consequent change in the role 
of the Public Administration) represent, 
however, only the most immediate effects of 
distributed computer registers.  

The real potential of such a disruptive 
technology with its wide range of applications 
can, however, be fully appreciated if it is seen 
in the overall and varied panorama of the 
fourth industrial revolution2.  

From this perspective, blockchain 
technology is certainly a candidate for a 

 
* Article submitted to double-blind peer review. 
1 M. Atzori, Blockchain technology and decentralised 
governance: is the state still necessary?, in Journal of 
governance and regulation, vol. 6, n. 1, 2017, 45; G. 
Gallone, Blockchain, procedimenti amministrativi e 
prevenzione della corruzione, in Il Diritto 
dell’Economia, 3, 2019 196; M. Allena, Blockchain 
technology for environmental compliance: towards a 
‘choral’ approach, in Enviromental Law Review, vol. 
50, n. 4, 2020; M. Macchia, Blockchain and public ad-
ministration, in Federalismi, n. 2, 2021. On the topic of 
the relationship between administrative contractual au-
tomation and blockchain technology, see also G. Gal-
lone, Public Administration and the Challenge of Con-
tractual Automation. Notes on Smart Contracts, in Eu-
ropean Review of Digital Administration and Law, vol. 
1, issue 1-2, 2020, 179.   
2 K. Schwab, The Fourth Industrial Revolution, World 
Economic Forum, Geneva, 2015. 

leading role in the modern data society3.  
If, in fact, big data is the new fuel of the 

digital economy4, the most delicate challenge 
facing not only economic operators but also 
public decision-makers5 is that of making such 
an enormous amount of data ever more easily 
exploitable. Data cleansing is the main step 
towards a “green” transition6 in the digital 
sector as well, capable of remedying, in some 
way, the distortions of “surveillance 
capitalism”7. Facilitating the clear and 
transparent reading of mega-data is, in fact, 
the first remedy to oppose an obscure 
management (and concentrated in the hands of 
a few private companies) of such an important 
and delicate resource8. 

 
3 Among the first to reflect on the topic E. Karafiloski, 
A. Mishev, Blockchain Solutions for Big Data Chal-
lenges. A literature review, in IEEE EUROCON 2017 - 
17th International Conference on Smart Technologies, 
2017, 763-768; K. Rabah, Convergence of AI, IoT, Big-
Data and Blockchain: a review, in The Lake Institute 
journal, vol. 1, n. 1, 2018, 1. 
4 “Data is the new oil. It's valuable, but if unrefined it 
cannot really be used. It has to be changed into gas, 
plastic, chemicals, etc. to create a valuable entity that 
drives profitable activity; so, must data be broken down, 
analysed for it to have value” according to the famous 
statement of the British mathematician Clive Humby. 
5 M. Maciejewski, To do more, better, faster and more 
cheaply: using big data in public administration, in In-
ternational Review of Administrative Sciences, 2017, 
120; F. Costantino, Lampi. New frontiers of administra-
tive decisions between open and big data, in Diritto 
Amministrativo, 2017, 799. 
6 M. Atzori, Blockchain technology and decentralised 
governance: is the state still necessary?, 51. 
7 In the framework described by S. Zuboff, The Age of 
Surveillance Capitalism. The fight for a human future 
and the new frontier of power, New York, NY, Public 
Affairs, 2019. 
8 Data holding, like all other forms of capital coding (in 
the cross-cutting reading offered by K. Pistor, The Code 
of Capital: How the Law Creates Wealth and Inequali-
ty, Princeton, NJ, Princeton University Press, 2019), is a 
factor in wealth polarisation (J. Stiglitz, The Price of In-
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EU Digital Wallet can be moved. 
Details defined in European 
standards. 

Security State-of the art security 
requirements defined in common 
European standards which will be 
mentioned by implementing acts. 
Proved by CAB during 
certification of wallet, relying 
party or conformity assessment of 
QTSP. Trust provable via Trust 
List. 

Verifiability and 
authenticity 

Verifiability and authenticity of 
attestations, signatures, seal, 
timestamps provable via 
(qualified) validation services, 
attestation services etc.  

Privacy and minimal 
disclosure 

Ensured by EU Digital wallet and 
the fact that only holder decides 
which information he’ll provide 
but due to fact that relying parties 
are approved, the holder can 
really be sure to whom he’ll 
provide which information. 
Selective Disclosure and Zero 
Knowledge Proof included. 

Transparency European wide regulation with 
common and via implementing 
acts mandatory European 
standards which are basement for 
notification of eID-schemes, 
certification of EU-Digital wallet, 
relying parties, QTSP and all 
notifications and 
certification/successful 
conformity assessment published. 

Table 2: SSI-principles matching on eIDAS 2.0 
European standardization should now set 

up the technical framework for eIDAS 2.0 and 
a trustworthy self-sovereign European Identity 
but also decentralized digital ecosystems and 
records management with or without DLT. 
Only with a holistic technical basement the 
promises of the regulation may become 
usable. eIDAS 2.0 gives Europe the chance to 
establish a trustworthy and legally compliant 
decentralized digital identity and ecosystem 
with or without DLT as one of the first ones in 
the world and be a model worldwide. 
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1. Blockchain technology in the modern 
data society 
The first studies on the application of 

blockchain to the public sector1 have focused 
on the most obvious potential of this 
technology, emphasising the impact it is 
bound to have on organisation and 
administrative action. 

The unmodifiability of the operations 
included in the blockchain, the ab origine 
sharing of data between network participants 
and the passage from the traditional 
centralised trust system to forms of distributed 
trust (with the consequent change in the role 
of the Public Administration) represent, 
however, only the most immediate effects of 
distributed computer registers.  

The real potential of such a disruptive 
technology with its wide range of applications 
can, however, be fully appreciated if it is seen 
in the overall and varied panorama of the 
fourth industrial revolution2.  

From this perspective, blockchain 
technology is certainly a candidate for a 
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governance and regulation, vol. 6, n. 1, 2017, 45; G. 
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dell’Economia, 3, 2019 196; M. Allena, Blockchain 
technology for environmental compliance: towards a 
‘choral’ approach, in Enviromental Law Review, vol. 
50, n. 4, 2020; M. Macchia, Blockchain and public ad-
ministration, in Federalismi, n. 2, 2021. On the topic of 
the relationship between administrative contractual au-
tomation and blockchain technology, see also G. Gal-
lone, Public Administration and the Challenge of Con-
tractual Automation. Notes on Smart Contracts, in Eu-
ropean Review of Digital Administration and Law, vol. 
1, issue 1-2, 2020, 179.   
2 K. Schwab, The Fourth Industrial Revolution, World 
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leading role in the modern data society3.  
If, in fact, big data is the new fuel of the 

digital economy4, the most delicate challenge 
facing not only economic operators but also 
public decision-makers5 is that of making such 
an enormous amount of data ever more easily 
exploitable. Data cleansing is the main step 
towards a “green” transition6 in the digital 
sector as well, capable of remedying, in some 
way, the distortions of “surveillance 
capitalism”7. Facilitating the clear and 
transparent reading of mega-data is, in fact, 
the first remedy to oppose an obscure 
management (and concentrated in the hands of 
a few private companies) of such an important 
and delicate resource8. 

 
3 Among the first to reflect on the topic E. Karafiloski, 
A. Mishev, Blockchain Solutions for Big Data Chal-
lenges. A literature review, in IEEE EUROCON 2017 - 
17th International Conference on Smart Technologies, 
2017, 763-768; K. Rabah, Convergence of AI, IoT, Big-
Data and Blockchain: a review, in The Lake Institute 
journal, vol. 1, n. 1, 2018, 1. 
4 “Data is the new oil. It's valuable, but if unrefined it 
cannot really be used. It has to be changed into gas, 
plastic, chemicals, etc. to create a valuable entity that 
drives profitable activity; so, must data be broken down, 
analysed for it to have value” according to the famous 
statement of the British mathematician Clive Humby. 
5 M. Maciejewski, To do more, better, faster and more 
cheaply: using big data in public administration, in In-
ternational Review of Administrative Sciences, 2017, 
120; F. Costantino, Lampi. New frontiers of administra-
tive decisions between open and big data, in Diritto 
Amministrativo, 2017, 799. 
6 M. Atzori, Blockchain technology and decentralised 
governance: is the state still necessary?, 51. 
7 In the framework described by S. Zuboff, The Age of 
Surveillance Capitalism. The fight for a human future 
and the new frontier of power, New York, NY, Public 
Affairs, 2019. 
8 Data holding, like all other forms of capital coding (in 
the cross-cutting reading offered by K. Pistor, The Code 
of Capital: How the Law Creates Wealth and Inequali-
ty, Princeton, NJ, Princeton University Press, 2019), is a 
factor in wealth polarisation (J. Stiglitz, The Price of In-
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However, the most interesting aspect is 
probably that linked to the virtuous 
combination that can arise between distributed 
registers, clear reading of big data and public 
decision-making automation. The still largely 
unexplored processing capacities of artificial 
intelligence9, especially in the form of 
machine learning, are inevitably enhanced by 
the possibility of having a large quantity of 
information which, by means of the 
blockchain, is traceable and easier to consult. 
This opens up new frontiers of complexity and 
accuracy for public decision-makers in 
weighing up and assessing public interests, 
with obvious repercussions on the 
effectiveness of administrative action10. 

2. The potential of distributed ledgers in the 
management and exploitation of big data 
The development of information 

technology has been accompanied by a 
progressive and unstoppable increase in the 
amount of data produced by users. According 
to the most reliable estimations11, 59 

 
equality. How Today's Divided Society Endangers Our 
Future, New York, WW Norton & Co, 2013). The 
darker implications of the phenomenon had already 
been predicted by V. Mayer-Schonberger and K. 
Cukier, Big Data: A Revolution That Will Transform 
How We Live, Work and Think, Boston, Houghton Mif-
flin Harcourt, 2013; C. O’Neill, Weapons of Math de-
struction, London, Penguin Books Ltd, 2017. The “dark 
side of transparency” and the unknowns that lie behind 
the dismantling of any diaphragm with respect to the 
knowability of data have been investigated, also on the 
IT level, in a broad spectrum between “miti ed ombre” 
by A.G. Orofino, La trasparenza oltre la crisi. Accesso, 
informatizzazione e controllo civico, Bari, Cacucci, 
2020, 285.  
9 D. Marongiu, L'intelligenza artificiale “istituzionale”: 
limiti (attuali) e potenzialità, in European Review of 
Digital Administration and Law, vol. 1, issue 1-2, 2020; 
J. Valero Torrijos, The Legal Guarantees of Artificial 
Intelligence in Administrative Activity: Reflections and 
Contributions from the Viewpoint of Spanish Adminis-
trative Law and Good Administration Requirements, in 
European Review of Digital Administration and Law, 
vol. 1, issue 1-2, 2020, 55, C. Fraenkel-Haeberle, Fully 
Digitalized Administrative Procedures in the German 
Legal System, in European Review of Digital Admin-
istration and Law, vol. 1, issue 1-2, 2020, 105. 
10 This is the frontier represented by data analysis auto-
mation and augmented analytics, meaning the ability to 
use technologies such as artificial intelligence, machine 
learning and natural language to explore data and ana-
lyse how content is developed, consumed and shared. 
One example is the possibility of processing the huge 
amount of data managed through an administrative 
blockchain in the field of health (number of accesses, 
number of patients, type of pathologies, etc.) through ar-
tificial intelligence tools to establish the most efficient 
location of a hospital on the territory.    
11 These figures are taken from the International Data 

zettabytes of data were created, collected, 
stored, copied and processed in 2020 alone. 
This amount is even more impressive and 
gives an idea of the exponential growth of this 
volume, if we consider that between 1984 and 
2016 (i.e. over a total of 32 years) less than 5 
zettabytes of data passed through the 
Internet12. 

This growth trend is, likely, also driven by 
the digital transition, destined to be confirmed 
in the coming years. The increase in the 
amount of data produced and potentially 
available is also driving the construction of 
ever larger data sets13.  

This requires, especially in the future, the 
abandonment of the traditional model of the 
information silo14 in favor of more innovative 
and effective forms of data management, 
requirements that are only partly met by cloud 
computing15. 

In fact, the data silos model, which is still 
widely dominant at least in public 
administrations, with its flat structure due to 
the progressive storage of data in layers, poses 
problems not only of efficiency (in terms of 
speed in retrieving, accessing and processing 
data) but also of overall consistency, since 
when there are two or more silos for data that 
are wholly or partly identical, their content 
could be different, misaligned and, as such, a 
potential source of entropy and errors. Cloud 
computing, while reducing these drawbacks, 
remains deficient in terms of integrity and 
security16.  

 
Corporation’s (IDC) Global Dataphere published on 8 
May 2020. 
12 Cisco Visual Networking Index, 2018. 
13 A data set is defined as a set of data structured in rela-
tional form that can, as such, be analysed. The tendency 
to build larger and larger data sets is explained by the 
almost banal observation that enlarging the database 
subject to contextual analysis enables the extraction of 
additional information compared to that which could be 
obtained by analysing small series with the same total 
amount of data. 
14 The term data silo refers to the storage of fixed data 
that remain under the control of a single manager and 
are isolated from the rest of the system. 
15 The cloud computing paradigm envisages Data as a 
Service (DaaS), i.e. making data available to the user 
via the web as if they were physically present on the lo-
cal disk. 
16 By its very nature, cloud computing remains particu-
larly exposed to data breaches, since data are usually 
stored by third parties. The decision to use the cloud al-
so raises a number of important points for reflection on 
the subject of digital sovereignty and cybersecurity, as 
highlighted, with regard to the Italian situation and the 
launch of the hub of the European project Gaia X by L. 
Bolognini and E. Pelino, Le tentazioni del cloud eu-
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It is evident that these solutions are 
destined to prove inadequate, especially if one 
bears in mind that, by now, the qualitative 
characteristics of the big data are no longer 
enclosed in the formula of the “3 V” (Volume, 
Velocity and Variety)17 but are expressed, 
more fully, also by the two further attributes 
of “Veracity” and “Value”. More specifically, 
the profiles of the quality of the data (in terms 
of reliability of the data content) and the 
capacity of this to be transformed into added 
value, through its processing, are now of 
primary importance.  

This is the transition from big data to smart 
data and blockchain technology can play a 
crucial role in it18.  

The possibility of relying on a distributed 
and unmodifiable register brings a series of 
undoubted technical advantages in the 
management of large quantities of complex 
data. First of all, the application of blockchain 
technology to data storage makes it possible to 
significantly increase the overall level of 
security, almost completely eliminating the 
risk of tampering with the information stored 
(so-called data integrity). In addition, its 
distributed structure makes it possible to 
reduce the frequency and impact of 
malfunctioning episodes, thereby facilitating 
any recovery operations19.  

From another point of view, the use of 
blockchain technology makes it possible to 
implement data quality. Very often, data 
acquired from outside and entered into the 
database, coming from different sources, are 
unstructured and often present different 
formats. Inserting them into the distributed 
ledger allows them to be structured and 
standardized for the first time. This 
conversion into a more structured format 

 
ropeo e nazionale: tra semplificazione politica e critica 
giuridica, in Istituto italiano per la privacy e la valor-
izzazione dei dati, 25 September 2020, and M. Rhao, 
Gaia X: un’analisi giuspubblicistica dei cloud europei, 
in Gruppo di Pisa, vol. 3, 2021, 283. 
17 This is the well-known model developed by D. Laney, 
3D Data Management: Controlling Data Volume, Ve-
locity and Variety, Gartner, 2001. 
18 For an updated overview, see, among others, N. 
Deepa, Q.-V. Pham, D.C. Nguyen, S. Bhattacharya, B. 
Prabadevi, T.R. Gadekallu, P.K.R. Maddikunta, Fang 
Fang and P.N. Pathirana, Survey on Blockchain for Big 
Data: Approaches, Opportunities, and Future Direc-
tions, in ArXiv, 2020, 1. 
19 In this sense, the sharing of the register by the opera-
tors makes back-up operations practically superfluous, 
since data can be retrieved simply by drawing on what 
is held by each node (which holds its own copy, identi-
cal to the others, of the register). 

inevitably affects the capacity of the data to 
generate value (the Value mentioned above) 
as it facilitates and accelerates data mining 
operations, also in the perspective of using the 
information in a predictive way through 
artificial intelligence tools20.  

In addition, the functioning of the 
blockchain, which is based on the sequential 
recording of the operations carried out by 
affixing a time stamp to them, opens up the 
possibility of real-time data analysis, through 
the continuous monitoring of their flow (Real 
Time Data Analytics). This is accompanied, 
with obvious organisational consequences, by 
a simplification of the data life cycle, which 
becomes more linear both in terms of its 
processing (fully traced) and in terms of 
access to it (being shared ab origine by all 
network participants)21. This simplification 
also brings obvious advantages not only in 
terms of efficiency, but also in terms of costs 
and resources needed to manage big data. 

3. The implications of applying blockchain 
technology to the public sector and 
interferences with data protection 
The huge benefits of using blockchain 

technology in big data management are even 
more evident when looking at the 
administrative sector. 

The latter, in fact, by its nature, is 
predisposed to the management of a large and 
complex amount of data. 

Moreover, public decision-makers still 
perceive this as a responsibility and a burden 
rather than a strategic resource in the 
development of their policies. In this attitude 
of mistrust, in addition to the mentality of the 
apparatus, the evident interference between 
the management (and exploitation) of big data 
held by the Administration and the tasks and 
duties of data protection play a fundamental 
role22. 

 
20 N. Deepa, Q.-V. Pham, D.C. Nguyen, S. Bhattachar-
ya, B. Prabadevi, T.R. Gadekallu, P.K.R. Maddikunta, 
Fang Fang and P.N. Pathirana, Survey on Blockchain for 
Big Data: Approaches, Opportunities, and Future Di-
rections, 4. 
21 The doctrine speaks about “Streamlining the Data 
Access”, in N. Deepa, Q.-V. Pham, D.C. Nguyen, S. 
Bhattacharya, B. Prabadevi, T.R. Gadekallu, P.K.R. 
Maddikunta, Fang Fang and P.N. Pathirana, Survey on 
Blockchain for Big Data: Approaches, Opportunities, 
and Future Directions, 5. 
22 The entire framework of the European legislation on 
data protection (Regulation (EU) 2016/679 of the Euro-
pean Parliament and of the Council of 27 April 2016 on 
the protection of individuals with regard to the pro-
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However, the most interesting aspect is 
probably that linked to the virtuous 
combination that can arise between distributed 
registers, clear reading of big data and public 
decision-making automation. The still largely 
unexplored processing capacities of artificial 
intelligence9, especially in the form of 
machine learning, are inevitably enhanced by 
the possibility of having a large quantity of 
information which, by means of the 
blockchain, is traceable and easier to consult. 
This opens up new frontiers of complexity and 
accuracy for public decision-makers in 
weighing up and assessing public interests, 
with obvious repercussions on the 
effectiveness of administrative action10. 

2. The potential of distributed ledgers in the 
management and exploitation of big data 
The development of information 

technology has been accompanied by a 
progressive and unstoppable increase in the 
amount of data produced by users. According 
to the most reliable estimations11, 59 

 
equality. How Today's Divided Society Endangers Our 
Future, New York, WW Norton & Co, 2013). The 
darker implications of the phenomenon had already 
been predicted by V. Mayer-Schonberger and K. 
Cukier, Big Data: A Revolution That Will Transform 
How We Live, Work and Think, Boston, Houghton Mif-
flin Harcourt, 2013; C. O’Neill, Weapons of Math de-
struction, London, Penguin Books Ltd, 2017. The “dark 
side of transparency” and the unknowns that lie behind 
the dismantling of any diaphragm with respect to the 
knowability of data have been investigated, also on the 
IT level, in a broad spectrum between “miti ed ombre” 
by A.G. Orofino, La trasparenza oltre la crisi. Accesso, 
informatizzazione e controllo civico, Bari, Cacucci, 
2020, 285.  
9 D. Marongiu, L'intelligenza artificiale “istituzionale”: 
limiti (attuali) e potenzialità, in European Review of 
Digital Administration and Law, vol. 1, issue 1-2, 2020; 
J. Valero Torrijos, The Legal Guarantees of Artificial 
Intelligence in Administrative Activity: Reflections and 
Contributions from the Viewpoint of Spanish Adminis-
trative Law and Good Administration Requirements, in 
European Review of Digital Administration and Law, 
vol. 1, issue 1-2, 2020, 55, C. Fraenkel-Haeberle, Fully 
Digitalized Administrative Procedures in the German 
Legal System, in European Review of Digital Admin-
istration and Law, vol. 1, issue 1-2, 2020, 105. 
10 This is the frontier represented by data analysis auto-
mation and augmented analytics, meaning the ability to 
use technologies such as artificial intelligence, machine 
learning and natural language to explore data and ana-
lyse how content is developed, consumed and shared. 
One example is the possibility of processing the huge 
amount of data managed through an administrative 
blockchain in the field of health (number of accesses, 
number of patients, type of pathologies, etc.) through ar-
tificial intelligence tools to establish the most efficient 
location of a hospital on the territory.    
11 These figures are taken from the International Data 

zettabytes of data were created, collected, 
stored, copied and processed in 2020 alone. 
This amount is even more impressive and 
gives an idea of the exponential growth of this 
volume, if we consider that between 1984 and 
2016 (i.e. over a total of 32 years) less than 5 
zettabytes of data passed through the 
Internet12. 

This growth trend is, likely, also driven by 
the digital transition, destined to be confirmed 
in the coming years. The increase in the 
amount of data produced and potentially 
available is also driving the construction of 
ever larger data sets13.  

This requires, especially in the future, the 
abandonment of the traditional model of the 
information silo14 in favor of more innovative 
and effective forms of data management, 
requirements that are only partly met by cloud 
computing15. 

In fact, the data silos model, which is still 
widely dominant at least in public 
administrations, with its flat structure due to 
the progressive storage of data in layers, poses 
problems not only of efficiency (in terms of 
speed in retrieving, accessing and processing 
data) but also of overall consistency, since 
when there are two or more silos for data that 
are wholly or partly identical, their content 
could be different, misaligned and, as such, a 
potential source of entropy and errors. Cloud 
computing, while reducing these drawbacks, 
remains deficient in terms of integrity and 
security16.  

 
Corporation’s (IDC) Global Dataphere published on 8 
May 2020. 
12 Cisco Visual Networking Index, 2018. 
13 A data set is defined as a set of data structured in rela-
tional form that can, as such, be analysed. The tendency 
to build larger and larger data sets is explained by the 
almost banal observation that enlarging the database 
subject to contextual analysis enables the extraction of 
additional information compared to that which could be 
obtained by analysing small series with the same total 
amount of data. 
14 The term data silo refers to the storage of fixed data 
that remain under the control of a single manager and 
are isolated from the rest of the system. 
15 The cloud computing paradigm envisages Data as a 
Service (DaaS), i.e. making data available to the user 
via the web as if they were physically present on the lo-
cal disk. 
16 By its very nature, cloud computing remains particu-
larly exposed to data breaches, since data are usually 
stored by third parties. The decision to use the cloud al-
so raises a number of important points for reflection on 
the subject of digital sovereignty and cybersecurity, as 
highlighted, with regard to the Italian situation and the 
launch of the hub of the European project Gaia X by L. 
Bolognini and E. Pelino, Le tentazioni del cloud eu-
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It is evident that these solutions are 
destined to prove inadequate, especially if one 
bears in mind that, by now, the qualitative 
characteristics of the big data are no longer 
enclosed in the formula of the “3 V” (Volume, 
Velocity and Variety)17 but are expressed, 
more fully, also by the two further attributes 
of “Veracity” and “Value”. More specifically, 
the profiles of the quality of the data (in terms 
of reliability of the data content) and the 
capacity of this to be transformed into added 
value, through its processing, are now of 
primary importance.  

This is the transition from big data to smart 
data and blockchain technology can play a 
crucial role in it18.  

The possibility of relying on a distributed 
and unmodifiable register brings a series of 
undoubted technical advantages in the 
management of large quantities of complex 
data. First of all, the application of blockchain 
technology to data storage makes it possible to 
significantly increase the overall level of 
security, almost completely eliminating the 
risk of tampering with the information stored 
(so-called data integrity). In addition, its 
distributed structure makes it possible to 
reduce the frequency and impact of 
malfunctioning episodes, thereby facilitating 
any recovery operations19.  

From another point of view, the use of 
blockchain technology makes it possible to 
implement data quality. Very often, data 
acquired from outside and entered into the 
database, coming from different sources, are 
unstructured and often present different 
formats. Inserting them into the distributed 
ledger allows them to be structured and 
standardized for the first time. This 
conversion into a more structured format 

 
ropeo e nazionale: tra semplificazione politica e critica 
giuridica, in Istituto italiano per la privacy e la valor-
izzazione dei dati, 25 September 2020, and M. Rhao, 
Gaia X: un’analisi giuspubblicistica dei cloud europei, 
in Gruppo di Pisa, vol. 3, 2021, 283. 
17 This is the well-known model developed by D. Laney, 
3D Data Management: Controlling Data Volume, Ve-
locity and Variety, Gartner, 2001. 
18 For an updated overview, see, among others, N. 
Deepa, Q.-V. Pham, D.C. Nguyen, S. Bhattacharya, B. 
Prabadevi, T.R. Gadekallu, P.K.R. Maddikunta, Fang 
Fang and P.N. Pathirana, Survey on Blockchain for Big 
Data: Approaches, Opportunities, and Future Direc-
tions, in ArXiv, 2020, 1. 
19 In this sense, the sharing of the register by the opera-
tors makes back-up operations practically superfluous, 
since data can be retrieved simply by drawing on what 
is held by each node (which holds its own copy, identi-
cal to the others, of the register). 

inevitably affects the capacity of the data to 
generate value (the Value mentioned above) 
as it facilitates and accelerates data mining 
operations, also in the perspective of using the 
information in a predictive way through 
artificial intelligence tools20.  

In addition, the functioning of the 
blockchain, which is based on the sequential 
recording of the operations carried out by 
affixing a time stamp to them, opens up the 
possibility of real-time data analysis, through 
the continuous monitoring of their flow (Real 
Time Data Analytics). This is accompanied, 
with obvious organisational consequences, by 
a simplification of the data life cycle, which 
becomes more linear both in terms of its 
processing (fully traced) and in terms of 
access to it (being shared ab origine by all 
network participants)21. This simplification 
also brings obvious advantages not only in 
terms of efficiency, but also in terms of costs 
and resources needed to manage big data. 

3. The implications of applying blockchain 
technology to the public sector and 
interferences with data protection 
The huge benefits of using blockchain 

technology in big data management are even 
more evident when looking at the 
administrative sector. 

The latter, in fact, by its nature, is 
predisposed to the management of a large and 
complex amount of data. 

Moreover, public decision-makers still 
perceive this as a responsibility and a burden 
rather than a strategic resource in the 
development of their policies. In this attitude 
of mistrust, in addition to the mentality of the 
apparatus, the evident interference between 
the management (and exploitation) of big data 
held by the Administration and the tasks and 
duties of data protection play a fundamental 
role22. 

 
20 N. Deepa, Q.-V. Pham, D.C. Nguyen, S. Bhattachar-
ya, B. Prabadevi, T.R. Gadekallu, P.K.R. Maddikunta, 
Fang Fang and P.N. Pathirana, Survey on Blockchain for 
Big Data: Approaches, Opportunities, and Future Di-
rections, 4. 
21 The doctrine speaks about “Streamlining the Data 
Access”, in N. Deepa, Q.-V. Pham, D.C. Nguyen, S. 
Bhattacharya, B. Prabadevi, T.R. Gadekallu, P.K.R. 
Maddikunta, Fang Fang and P.N. Pathirana, Survey on 
Blockchain for Big Data: Approaches, Opportunities, 
and Future Directions, 5. 
22 The entire framework of the European legislation on 
data protection (Regulation (EU) 2016/679 of the Euro-
pean Parliament and of the Council of 27 April 2016 on 
the protection of individuals with regard to the pro-
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However, the most interesting aspect is 
probably that linked to the virtuous 
combination that can arise between distributed 
registers, clear reading of big data and public 
decision-making automation. The still largely 
unexplored processing capacities of artificial 
intelligence9, especially in the form of 
machine learning, are inevitably enhanced by 
the possibility of having a large quantity of 
information which, by means of the 
blockchain, is traceable and easier to consult. 
This opens up new frontiers of complexity and 
accuracy for public decision-makers in 
weighing up and assessing public interests, 
with obvious repercussions on the 
effectiveness of administrative action10. 

2. The potential of distributed ledgers in the 
management and exploitation of big data 
The development of information 

technology has been accompanied by a 
progressive and unstoppable increase in the 
amount of data produced by users. According 
to the most reliable estimations11, 59 

 
equality. How Today's Divided Society Endangers Our 
Future, New York, WW Norton & Co, 2013). The 
darker implications of the phenomenon had already 
been predicted by V. Mayer-Schonberger and K. 
Cukier, Big Data: A Revolution That Will Transform 
How We Live, Work and Think, Boston, Houghton Mif-
flin Harcourt, 2013; C. O’Neill, Weapons of Math de-
struction, London, Penguin Books Ltd, 2017. The “dark 
side of transparency” and the unknowns that lie behind 
the dismantling of any diaphragm with respect to the 
knowability of data have been investigated, also on the 
IT level, in a broad spectrum between “miti ed ombre” 
by A.G. Orofino, La trasparenza oltre la crisi. Accesso, 
informatizzazione e controllo civico, Bari, Cacucci, 
2020, 285.  
9 D. Marongiu, L'intelligenza artificiale “istituzionale”: 
limiti (attuali) e potenzialità, in European Review of 
Digital Administration and Law, vol. 1, issue 1-2, 2020; 
J. Valero Torrijos, The Legal Guarantees of Artificial 
Intelligence in Administrative Activity: Reflections and 
Contributions from the Viewpoint of Spanish Adminis-
trative Law and Good Administration Requirements, in 
European Review of Digital Administration and Law, 
vol. 1, issue 1-2, 2020, 55, C. Fraenkel-Haeberle, Fully 
Digitalized Administrative Procedures in the German 
Legal System, in European Review of Digital Admin-
istration and Law, vol. 1, issue 1-2, 2020, 105. 
10 This is the frontier represented by data analysis auto-
mation and augmented analytics, meaning the ability to 
use technologies such as artificial intelligence, machine 
learning and natural language to explore data and ana-
lyse how content is developed, consumed and shared. 
One example is the possibility of processing the huge 
amount of data managed through an administrative 
blockchain in the field of health (number of accesses, 
number of patients, type of pathologies, etc.) through ar-
tificial intelligence tools to establish the most efficient 
location of a hospital on the territory.    
11 These figures are taken from the International Data 

zettabytes of data were created, collected, 
stored, copied and processed in 2020 alone. 
This amount is even more impressive and 
gives an idea of the exponential growth of this 
volume, if we consider that between 1984 and 
2016 (i.e. over a total of 32 years) less than 5 
zettabytes of data passed through the 
Internet12. 

This growth trend is, likely, also driven by 
the digital transition, destined to be confirmed 
in the coming years. The increase in the 
amount of data produced and potentially 
available is also driving the construction of 
ever larger data sets13.  

This requires, especially in the future, the 
abandonment of the traditional model of the 
information silo14 in favor of more innovative 
and effective forms of data management, 
requirements that are only partly met by cloud 
computing15. 

In fact, the data silos model, which is still 
widely dominant at least in public 
administrations, with its flat structure due to 
the progressive storage of data in layers, poses 
problems not only of efficiency (in terms of 
speed in retrieving, accessing and processing 
data) but also of overall consistency, since 
when there are two or more silos for data that 
are wholly or partly identical, their content 
could be different, misaligned and, as such, a 
potential source of entropy and errors. Cloud 
computing, while reducing these drawbacks, 
remains deficient in terms of integrity and 
security16.  

 
Corporation’s (IDC) Global Dataphere published on 8 
May 2020. 
12 Cisco Visual Networking Index, 2018. 
13 A data set is defined as a set of data structured in rela-
tional form that can, as such, be analysed. The tendency 
to build larger and larger data sets is explained by the 
almost banal observation that enlarging the database 
subject to contextual analysis enables the extraction of 
additional information compared to that which could be 
obtained by analysing small series with the same total 
amount of data. 
14 The term data silo refers to the storage of fixed data 
that remain under the control of a single manager and 
are isolated from the rest of the system. 
15 The cloud computing paradigm envisages Data as a 
Service (DaaS), i.e. making data available to the user 
via the web as if they were physically present on the lo-
cal disk. 
16 By its very nature, cloud computing remains particu-
larly exposed to data breaches, since data are usually 
stored by third parties. The decision to use the cloud al-
so raises a number of important points for reflection on 
the subject of digital sovereignty and cybersecurity, as 
highlighted, with regard to the Italian situation and the 
launch of the hub of the European project Gaia X by L. 
Bolognini and E. Pelino, Le tentazioni del cloud eu-
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It is evident that these solutions are 
destined to prove inadequate, especially if one 
bears in mind that, by now, the qualitative 
characteristics of the big data are no longer 
enclosed in the formula of the “3 V” (Volume, 
Velocity and Variety)17 but are expressed, 
more fully, also by the two further attributes 
of “Veracity” and “Value”. More specifically, 
the profiles of the quality of the data (in terms 
of reliability of the data content) and the 
capacity of this to be transformed into added 
value, through its processing, are now of 
primary importance.  

This is the transition from big data to smart 
data and blockchain technology can play a 
crucial role in it18.  

The possibility of relying on a distributed 
and unmodifiable register brings a series of 
undoubted technical advantages in the 
management of large quantities of complex 
data. First of all, the application of blockchain 
technology to data storage makes it possible to 
significantly increase the overall level of 
security, almost completely eliminating the 
risk of tampering with the information stored 
(so-called data integrity). In addition, its 
distributed structure makes it possible to 
reduce the frequency and impact of 
malfunctioning episodes, thereby facilitating 
any recovery operations19.  

From another point of view, the use of 
blockchain technology makes it possible to 
implement data quality. Very often, data 
acquired from outside and entered into the 
database, coming from different sources, are 
unstructured and often present different 
formats. Inserting them into the distributed 
ledger allows them to be structured and 
standardized for the first time. This 
conversion into a more structured format 

 
ropeo e nazionale: tra semplificazione politica e critica 
giuridica, in Istituto italiano per la privacy e la valor-
izzazione dei dati, 25 September 2020, and M. Rhao, 
Gaia X: un’analisi giuspubblicistica dei cloud europei, 
in Gruppo di Pisa, vol. 3, 2021, 283. 
17 This is the well-known model developed by D. Laney, 
3D Data Management: Controlling Data Volume, Ve-
locity and Variety, Gartner, 2001. 
18 For an updated overview, see, among others, N. 
Deepa, Q.-V. Pham, D.C. Nguyen, S. Bhattacharya, B. 
Prabadevi, T.R. Gadekallu, P.K.R. Maddikunta, Fang 
Fang and P.N. Pathirana, Survey on Blockchain for Big 
Data: Approaches, Opportunities, and Future Direc-
tions, in ArXiv, 2020, 1. 
19 In this sense, the sharing of the register by the opera-
tors makes back-up operations practically superfluous, 
since data can be retrieved simply by drawing on what 
is held by each node (which holds its own copy, identi-
cal to the others, of the register). 

inevitably affects the capacity of the data to 
generate value (the Value mentioned above) 
as it facilitates and accelerates data mining 
operations, also in the perspective of using the 
information in a predictive way through 
artificial intelligence tools20.  

In addition, the functioning of the 
blockchain, which is based on the sequential 
recording of the operations carried out by 
affixing a time stamp to them, opens up the 
possibility of real-time data analysis, through 
the continuous monitoring of their flow (Real 
Time Data Analytics). This is accompanied, 
with obvious organisational consequences, by 
a simplification of the data life cycle, which 
becomes more linear both in terms of its 
processing (fully traced) and in terms of 
access to it (being shared ab origine by all 
network participants)21. This simplification 
also brings obvious advantages not only in 
terms of efficiency, but also in terms of costs 
and resources needed to manage big data. 

3. The implications of applying blockchain 
technology to the public sector and 
interferences with data protection 
The huge benefits of using blockchain 

technology in big data management are even 
more evident when looking at the 
administrative sector. 

The latter, in fact, by its nature, is 
predisposed to the management of a large and 
complex amount of data. 

Moreover, public decision-makers still 
perceive this as a responsibility and a burden 
rather than a strategic resource in the 
development of their policies. In this attitude 
of mistrust, in addition to the mentality of the 
apparatus, the evident interference between 
the management (and exploitation) of big data 
held by the Administration and the tasks and 
duties of data protection play a fundamental 
role22. 

 
20 N. Deepa, Q.-V. Pham, D.C. Nguyen, S. Bhattachar-
ya, B. Prabadevi, T.R. Gadekallu, P.K.R. Maddikunta, 
Fang Fang and P.N. Pathirana, Survey on Blockchain for 
Big Data: Approaches, Opportunities, and Future Di-
rections, 4. 
21 The doctrine speaks about “Streamlining the Data 
Access”, in N. Deepa, Q.-V. Pham, D.C. Nguyen, S. 
Bhattacharya, B. Prabadevi, T.R. Gadekallu, P.K.R. 
Maddikunta, Fang Fang and P.N. Pathirana, Survey on 
Blockchain for Big Data: Approaches, Opportunities, 
and Future Directions, 5. 
22 The entire framework of the European legislation on 
data protection (Regulation (EU) 2016/679 of the Euro-
pean Parliament and of the Council of 27 April 2016 on 
the protection of individuals with regard to the pro-



 
  
GGiioovvaannnnii  GGaalllloonnee 
 

 
112  2021 Erdal, Volume 2, Issue 2 
 

Bl
oc

kc
ha

in
 a

nd
 P

ub
lic

 A
dm

in
ist

ra
tio

n 

In fact, it cannot be forgotten that the data 
managed by the Public Administration are 
normally of a personal nature pursuant to Art. 
4 no. 1) of the G.D.P.R.23.  

The application of blockchain technology 
to the management of data held by the 
administration opens up a completely new 
scenario24. 

It is, in fact, now widely believed that 
blockchain technology is destined to have a 
significant impact on the science of 
administration, challenging traditional models 
and categories25. Insofar as it is of interest 
here, its application leads to the conclusion 
that the very idea of transparency is partially 
outdated. With the disappearance of a central 
authority holding the documents and 
information (which are instead shared by all 
the participants in the distributed database), 
accessibility and visibility from the outside is 
replaced, in terms of active involvement, by 
the sharing of the data from the source. They 
are born shared and from their sharing they 

 
cessing of personal data and on the free movement of 
such data and repealing Directive 95/46/EC (General 
Data Protection Regulation - G.D.R.) is based on the 
concept of accountability of the data controller (see re-
citals 13, 74 and 79 and Art. 24 of the G.D.P.R. availa-
ble at www.eur lex.europa.eu). For an overview of the 
new discipline M.G. Stanzione, Il regolamento europeo 
sulla privacy: origini e ambito di applicazione, in Euro-
pa e Diritto Privato, 2016, 4, 1249; L. Bolognini, E. Pe-
lino, C. Bistolfi, Il regolamento privacy europeo. Com-
mentario alla nuova disciplina sulla protezione dei dati 
personali, Milano, Giuffrè, 2016. The implementation 
and transposition of the G.D.P.R. by Public Administra-
tions implies also particularly heavy organisational bur-
dens, including the identification of a Data Protection 
Officer (Article 37 of the G.D.P.R.) and the preparation 
of a register of processing operations (Article 30 of the 
G.D.P.R.). 
23 And among these also “genetic”, “biometric” and 
“concerning health” data ex art. 4 nr. 13), 14) and 15) of 
the G.D.P.R.. The issue of the processing of sensitive 
data by the administration through IT tools has been the 
subject of interesting reflections also before the advent 
of the G.D.P.R. outside the Italian borders (J. Valero 
Torrijos, Las transformaciones de la innovación tecno-
lógica en la administración pública y su proyección so-
bre la protección de los datos de caractér personal, in 
La revista de la Agencia de Protección de Datos de la 
Comunidad de Madrid, 2012, 56; C. Sarmento e Castro, 
Direito da informática, privacidade e dados pessoais, 
Coimbra, Almedina, 2003, 170). 
24 These are considerations already partly made in G. 
Gallone, Blockchain, procedimenti amministrativi e 
prevenzione della corruzione, 196. 
25 In this regard, see the reflections of M.A. Bernal 
Blay, Blockchain, Administración y contratación públi-
ca, in Observatorio de Contratación Pública, 12 July 
2018; B. Barraud, Les blockchains et le droit, in Reveu 
Lamy droit de l'immaterériel, 147, 2018, 48; M. Mac-
chia, Blockchain and public administration. 

derive, moreover, the attribute of non 
modifiability.  

The total and immediate accessibility to the 
data guaranteed to participants by the 
distributed register seems, apparently, to be in 
frontal contrast with the protection of the 
confidentiality of the owners of the data. The 
possible tensions between blockchain and the 
G.D.P.R. have, moreover, been immediately 
recognised by both doctrine26 and the 
European institutions27. 

The data recorded in the blockchain 
register, in addition to being physiologically 
public and potentially knowable by anyone, 
are unmodifiable and this may clash with the 
implementation of the principle of data 
minimisation pursuant to art. 5 G.D.P.R. and, 
in particular, with the definition of limited 
storage times of the same28. 

On an organisational level, the co-
ownership of data by all participants in the 
blockchain also requires a rethink of the more 
established solutions for identifying data 
controllers and data processors.  

The problem of G.D.P.R. compliance, 
which is a key aspect of blockchain 

 
26 On the topic of the relationship between this disci-
pline and blockchain technology see M. Berberich and 
M. Steiner, Practitioner's Corner. Blockchain Technol-
ogy and the GDPR - How to Reconcile Privacy and Dis-
tributed Ledgers?, in European Data Protection Law 
Review, 3, 2016; M. Finck, Blockchains and Data Pro-
tection in the European Union, in Max Planck Institute 
for innovation & Competition Research paper, 18-01, 
30 November 2017; L. Ibanez, K. O’Hara, E. Semperl, 
On blockchains and the general data protection regula-
tion, EU Blockchain Forum and observatory, 7,2018; A. 
M. Gambino and C. Bompressi, Blockchain and per-
sonal data protection, in Information and Computer 
Law, 3, 2019; A. Palladino, The lost balance of block-
chain between platform revolution and GDPR compli-
ance, in Rivista di diritto dei media, n. 2, 2019. 
27 See European Parliament Resolution of 3 October 
2018 on distributed ledger and blockchain technologies: 
building trust through disintermediation 
(2017/2772(RSP)) which moves from the idea that dis-
tributed ledger technology provides for “the pseudony-
misation of users, but not their anonymisation” (Recital 
D) to conclude in the sense of its full subjection to the 
G.D.P.R.. On this point, see also the Thematic report 
Blockchain and the GDPR, by the European Union 
Blockchain Observatory, 16 October 2018, published at 
www.eublockchainforum.eu. 
28 A. Palladino, L'equilibrio perduto della blockchain 
tra platform revolution e GDPR compliance, 153. This 
is what is set out in Article 5(1)(c) and (e) of the GDPR, 
according to which data must be “adeguati, pertinenti e 
limitati a quanto necessario rispetto alle finalità per le 
quali sono trattati and devono essere conservati in modo 
da consentire l'identificazione degli interessati per un 
tempo non superiore a quello necessario al consegui-
mento della finalità del trattamento”. 
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governance, arises in all its complexity29. In 
relation to this also emerges the ongoing 
indispensability of a public actor that provides 
for a regulation of the network that is 
technically and legally compliant with 
domestic and European law30. 

4. Administrative blockchain and G.D.P.R. 
The basic difficulty in reconciling the 

characteristics of the blockchain technology 
with the European discipline is represented by 
the circumstance that the G.D.P.R., although 
expressly referring also to the processing of 
personal data by “public authorities”31 is 
modelled on the traditional forms of 
centralized processing through data silos. 

In the absence of an ad hoc regulatory 
framework, in order to ease the possible 
tensions between administrative blockchain 
and G.D.P.R., it is therefore necessary to start 
from the structure that the distributed register 
can concretely assume. 

The debate on the choice between the 
permissonless (or public) and the 
permissioned (or private)32 blockchain model 

 
29 In the blockchain ecosystem, the role of the Admin-
istration is that of the guarantor of the rules of the sys-
tem and is therefore not just a matter of “governance by 
blockchain”, i.e. governing by blockchain, but it is 
mainly about “blockchain governance”, i.e. the govern-
ance of the tool itself (S. Ølnes, J. Ubacht, M. Janssen, 
Blockchain in government: benefits and implications of 
distributed ledger technology for information sharing, 
in Government information quarterly, 2017). 
30 Moreover, as far as Italy is concerned, it cannot be 
overlooked that Article 50 (1) of Legislative Decree no. 
82 of 7 March 2005 (the Digital Administration Code) 
establishes that “I dati delle pubbliche amministrazioni 
sono formati, raccolti, conservati, resi disponibili e ac-
cessibili con l'uso delle tecnologie dell'informazione e 
della comunicazione che ne consentano la fruizione e 
riutilizzazione, alle condizioni fissate dall'ordinamento, 
da parte delle altre pubbliche amministrazioni e dai pri-
vati; restano salvi i limiti alla conoscibilità dei dati pre-
visti dalle leggi e dai regolamenti, le norme in materia 
di protezione dei dati personali ed il rispetto della nor-
mativa comunitaria in materia di riutilizzo delle infor-
mazioni del settore pubblico”. 
31 Numbers 7), 8), 9) and 10) of Article 3, containing the 
definition of “controller”, of “processor”, of “recipient” 
and of “third party” also include “the Public Authority”. 
Furthermore, Art. 6 par. 1 letter e) contemplates as a 
condition of lawfulness of the processing of personal 
data, besides the consent of the data subject, also “the 
performance of a task carried out in the public interest 
or in the exercise of official authority vested in the con-
troller”. 
32 In the permissionless blockchain, which is the basis of 
the Bitcoin experience, access to the network is totally 
free and control is distributed and entrusted to all partic-
ipants. In the permissioned blockchain model, on the 
other hand, both access and validation are reserved to a 

often takes on an almost ideological hue, so 
much so that purists claim that the 
permissionless blockchain is even outside the 
technology paradigm, as if it were a betrayal 
of it. 

Yet, it seems that, at least in the near 
future, the only really viable alternative for the 
exploitation of blockchain technology in the 
public sector is the permissioned model33. 

The latter, in addition to having a better 
technical performance and not suffering from 
the volatility of open networks, makes it 
possible to better address (and overcome) the 
critical issues described above in terms of data 
protection. 

In fact, only the option for the 
permissioned model makes it possible to meet 
the fundamental canons of privacy by design 
and privacy by default enshrined in Article 25 
of the G.D.P.R. According to them, the 
architecture of the distributed registry must 
allow, from the moment of its design and by 
default, the protection of personal data in 
accordance with the standards of the 
Regulation. It follows that the problem of 
G.D.P.R. compliance must be addressed and 
resolved ex ante through the adoption of 
measures of a technical and organisational 
nature. Furthermore, the principles in question 
are not absolute and rigid, but, by express 
provision of the G.D.P.R., flexible, so that the 
judgement of adequacy and of exigibility of 
the aforesaid protection measures must be 
conducted in concrete terms also on the basis 
of a cost-benefit analysis34.  It is clear from 
this that the public decision-maker, in the 
governance of blockchain, retains a wide 

 
restricted group of participants. 
33 G. Gallone, Blockchain, administrative procedures 
and corruption prevention, 197. 
34 In this regard, Article 25 of the G.D.P.R. establishes 
that the measures of protection must be defined “Taking 
into account the state of the art, the cost of implementa-
tion and the nature, scope, context and purposes of pro-
cessing as well as the risks of varying likelihood and se-
verity for rights and freedoms of natural persons posed 
by the processing”. This is a specific declination of the 
theme of the management of the risks (in this case con-
nected to the treatment of personal data) inherent in the 
carrying out of the administrative activity (A. Barone, Il 
diritto del rischio, Milano, Giuffrè, 2006; Id., Ammin-
istrazione del rischio e intelligenza artificiale, in Euro-
pean Review of Digital Administration and Law, vol. 1, 
issue 1-2, 2020, 63). In line with the dictates of risk 
management, the G.D.P.R. incorporates, moreover, a 
notion of risk not limited to the phase of the violation, 
but also to the previous one in which the violation has 
not yet taken place (A.M. Gambino and C. Bompressi, 
Blockchain e protezione dei dati personali, 621). 
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In fact, it cannot be forgotten that the data 
managed by the Public Administration are 
normally of a personal nature pursuant to Art. 
4 no. 1) of the G.D.P.R.23.  

The application of blockchain technology 
to the management of data held by the 
administration opens up a completely new 
scenario24. 

It is, in fact, now widely believed that 
blockchain technology is destined to have a 
significant impact on the science of 
administration, challenging traditional models 
and categories25. Insofar as it is of interest 
here, its application leads to the conclusion 
that the very idea of transparency is partially 
outdated. With the disappearance of a central 
authority holding the documents and 
information (which are instead shared by all 
the participants in the distributed database), 
accessibility and visibility from the outside is 
replaced, in terms of active involvement, by 
the sharing of the data from the source. They 
are born shared and from their sharing they 

 
cessing of personal data and on the free movement of 
such data and repealing Directive 95/46/EC (General 
Data Protection Regulation - G.D.R.) is based on the 
concept of accountability of the data controller (see re-
citals 13, 74 and 79 and Art. 24 of the G.D.P.R. availa-
ble at www.eur lex.europa.eu). For an overview of the 
new discipline M.G. Stanzione, Il regolamento europeo 
sulla privacy: origini e ambito di applicazione, in Euro-
pa e Diritto Privato, 2016, 4, 1249; L. Bolognini, E. Pe-
lino, C. Bistolfi, Il regolamento privacy europeo. Com-
mentario alla nuova disciplina sulla protezione dei dati 
personali, Milano, Giuffrè, 2016. The implementation 
and transposition of the G.D.P.R. by Public Administra-
tions implies also particularly heavy organisational bur-
dens, including the identification of a Data Protection 
Officer (Article 37 of the G.D.P.R.) and the preparation 
of a register of processing operations (Article 30 of the 
G.D.P.R.). 
23 And among these also “genetic”, “biometric” and 
“concerning health” data ex art. 4 nr. 13), 14) and 15) of 
the G.D.P.R.. The issue of the processing of sensitive 
data by the administration through IT tools has been the 
subject of interesting reflections also before the advent 
of the G.D.P.R. outside the Italian borders (J. Valero 
Torrijos, Las transformaciones de la innovación tecno-
lógica en la administración pública y su proyección so-
bre la protección de los datos de caractér personal, in 
La revista de la Agencia de Protección de Datos de la 
Comunidad de Madrid, 2012, 56; C. Sarmento e Castro, 
Direito da informática, privacidade e dados pessoais, 
Coimbra, Almedina, 2003, 170). 
24 These are considerations already partly made in G. 
Gallone, Blockchain, procedimenti amministrativi e 
prevenzione della corruzione, 196. 
25 In this regard, see the reflections of M.A. Bernal 
Blay, Blockchain, Administración y contratación públi-
ca, in Observatorio de Contratación Pública, 12 July 
2018; B. Barraud, Les blockchains et le droit, in Reveu 
Lamy droit de l'immaterériel, 147, 2018, 48; M. Mac-
chia, Blockchain and public administration. 

derive, moreover, the attribute of non 
modifiability.  

The total and immediate accessibility to the 
data guaranteed to participants by the 
distributed register seems, apparently, to be in 
frontal contrast with the protection of the 
confidentiality of the owners of the data. The 
possible tensions between blockchain and the 
G.D.P.R. have, moreover, been immediately 
recognised by both doctrine26 and the 
European institutions27. 

The data recorded in the blockchain 
register, in addition to being physiologically 
public and potentially knowable by anyone, 
are unmodifiable and this may clash with the 
implementation of the principle of data 
minimisation pursuant to art. 5 G.D.P.R. and, 
in particular, with the definition of limited 
storage times of the same28. 

On an organisational level, the co-
ownership of data by all participants in the 
blockchain also requires a rethink of the more 
established solutions for identifying data 
controllers and data processors.  

The problem of G.D.P.R. compliance, 
which is a key aspect of blockchain 

 
26 On the topic of the relationship between this disci-
pline and blockchain technology see M. Berberich and 
M. Steiner, Practitioner's Corner. Blockchain Technol-
ogy and the GDPR - How to Reconcile Privacy and Dis-
tributed Ledgers?, in European Data Protection Law 
Review, 3, 2016; M. Finck, Blockchains and Data Pro-
tection in the European Union, in Max Planck Institute 
for innovation & Competition Research paper, 18-01, 
30 November 2017; L. Ibanez, K. O’Hara, E. Semperl, 
On blockchains and the general data protection regula-
tion, EU Blockchain Forum and observatory, 7,2018; A. 
M. Gambino and C. Bompressi, Blockchain and per-
sonal data protection, in Information and Computer 
Law, 3, 2019; A. Palladino, The lost balance of block-
chain between platform revolution and GDPR compli-
ance, in Rivista di diritto dei media, n. 2, 2019. 
27 See European Parliament Resolution of 3 October 
2018 on distributed ledger and blockchain technologies: 
building trust through disintermediation 
(2017/2772(RSP)) which moves from the idea that dis-
tributed ledger technology provides for “the pseudony-
misation of users, but not their anonymisation” (Recital 
D) to conclude in the sense of its full subjection to the 
G.D.P.R.. On this point, see also the Thematic report 
Blockchain and the GDPR, by the European Union 
Blockchain Observatory, 16 October 2018, published at 
www.eublockchainforum.eu. 
28 A. Palladino, L'equilibrio perduto della blockchain 
tra platform revolution e GDPR compliance, 153. This 
is what is set out in Article 5(1)(c) and (e) of the GDPR, 
according to which data must be “adeguati, pertinenti e 
limitati a quanto necessario rispetto alle finalità per le 
quali sono trattati and devono essere conservati in modo 
da consentire l'identificazione degli interessati per un 
tempo non superiore a quello necessario al consegui-
mento della finalità del trattamento”. 
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governance, arises in all its complexity29. In 
relation to this also emerges the ongoing 
indispensability of a public actor that provides 
for a regulation of the network that is 
technically and legally compliant with 
domestic and European law30. 

4. Administrative blockchain and G.D.P.R. 
The basic difficulty in reconciling the 

characteristics of the blockchain technology 
with the European discipline is represented by 
the circumstance that the G.D.P.R., although 
expressly referring also to the processing of 
personal data by “public authorities”31 is 
modelled on the traditional forms of 
centralized processing through data silos. 

In the absence of an ad hoc regulatory 
framework, in order to ease the possible 
tensions between administrative blockchain 
and G.D.P.R., it is therefore necessary to start 
from the structure that the distributed register 
can concretely assume. 

The debate on the choice between the 
permissonless (or public) and the 
permissioned (or private)32 blockchain model 

 
29 In the blockchain ecosystem, the role of the Admin-
istration is that of the guarantor of the rules of the sys-
tem and is therefore not just a matter of “governance by 
blockchain”, i.e. governing by blockchain, but it is 
mainly about “blockchain governance”, i.e. the govern-
ance of the tool itself (S. Ølnes, J. Ubacht, M. Janssen, 
Blockchain in government: benefits and implications of 
distributed ledger technology for information sharing, 
in Government information quarterly, 2017). 
30 Moreover, as far as Italy is concerned, it cannot be 
overlooked that Article 50 (1) of Legislative Decree no. 
82 of 7 March 2005 (the Digital Administration Code) 
establishes that “I dati delle pubbliche amministrazioni 
sono formati, raccolti, conservati, resi disponibili e ac-
cessibili con l'uso delle tecnologie dell'informazione e 
della comunicazione che ne consentano la fruizione e 
riutilizzazione, alle condizioni fissate dall'ordinamento, 
da parte delle altre pubbliche amministrazioni e dai pri-
vati; restano salvi i limiti alla conoscibilità dei dati pre-
visti dalle leggi e dai regolamenti, le norme in materia 
di protezione dei dati personali ed il rispetto della nor-
mativa comunitaria in materia di riutilizzo delle infor-
mazioni del settore pubblico”. 
31 Numbers 7), 8), 9) and 10) of Article 3, containing the 
definition of “controller”, of “processor”, of “recipient” 
and of “third party” also include “the Public Authority”. 
Furthermore, Art. 6 par. 1 letter e) contemplates as a 
condition of lawfulness of the processing of personal 
data, besides the consent of the data subject, also “the 
performance of a task carried out in the public interest 
or in the exercise of official authority vested in the con-
troller”. 
32 In the permissionless blockchain, which is the basis of 
the Bitcoin experience, access to the network is totally 
free and control is distributed and entrusted to all partic-
ipants. In the permissioned blockchain model, on the 
other hand, both access and validation are reserved to a 

often takes on an almost ideological hue, so 
much so that purists claim that the 
permissionless blockchain is even outside the 
technology paradigm, as if it were a betrayal 
of it. 

Yet, it seems that, at least in the near 
future, the only really viable alternative for the 
exploitation of blockchain technology in the 
public sector is the permissioned model33. 

The latter, in addition to having a better 
technical performance and not suffering from 
the volatility of open networks, makes it 
possible to better address (and overcome) the 
critical issues described above in terms of data 
protection. 

In fact, only the option for the 
permissioned model makes it possible to meet 
the fundamental canons of privacy by design 
and privacy by default enshrined in Article 25 
of the G.D.P.R. According to them, the 
architecture of the distributed registry must 
allow, from the moment of its design and by 
default, the protection of personal data in 
accordance with the standards of the 
Regulation. It follows that the problem of 
G.D.P.R. compliance must be addressed and 
resolved ex ante through the adoption of 
measures of a technical and organisational 
nature. Furthermore, the principles in question 
are not absolute and rigid, but, by express 
provision of the G.D.P.R., flexible, so that the 
judgement of adequacy and of exigibility of 
the aforesaid protection measures must be 
conducted in concrete terms also on the basis 
of a cost-benefit analysis34.  It is clear from 
this that the public decision-maker, in the 
governance of blockchain, retains a wide 

 
restricted group of participants. 
33 G. Gallone, Blockchain, administrative procedures 
and corruption prevention, 197. 
34 In this regard, Article 25 of the G.D.P.R. establishes 
that the measures of protection must be defined “Taking 
into account the state of the art, the cost of implementa-
tion and the nature, scope, context and purposes of pro-
cessing as well as the risks of varying likelihood and se-
verity for rights and freedoms of natural persons posed 
by the processing”. This is a specific declination of the 
theme of the management of the risks (in this case con-
nected to the treatment of personal data) inherent in the 
carrying out of the administrative activity (A. Barone, Il 
diritto del rischio, Milano, Giuffrè, 2006; Id., Ammin-
istrazione del rischio e intelligenza artificiale, in Euro-
pean Review of Digital Administration and Law, vol. 1, 
issue 1-2, 2020, 63). In line with the dictates of risk 
management, the G.D.P.R. incorporates, moreover, a 
notion of risk not limited to the phase of the violation, 
but also to the previous one in which the violation has 
not yet taken place (A.M. Gambino and C. Bompressi, 
Blockchain e protezione dei dati personali, 621). 
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In fact, it cannot be forgotten that the data 
managed by the Public Administration are 
normally of a personal nature pursuant to Art. 
4 no. 1) of the G.D.P.R.23.  

The application of blockchain technology 
to the management of data held by the 
administration opens up a completely new 
scenario24. 

It is, in fact, now widely believed that 
blockchain technology is destined to have a 
significant impact on the science of 
administration, challenging traditional models 
and categories25. Insofar as it is of interest 
here, its application leads to the conclusion 
that the very idea of transparency is partially 
outdated. With the disappearance of a central 
authority holding the documents and 
information (which are instead shared by all 
the participants in the distributed database), 
accessibility and visibility from the outside is 
replaced, in terms of active involvement, by 
the sharing of the data from the source. They 
are born shared and from their sharing they 

 
cessing of personal data and on the free movement of 
such data and repealing Directive 95/46/EC (General 
Data Protection Regulation - G.D.R.) is based on the 
concept of accountability of the data controller (see re-
citals 13, 74 and 79 and Art. 24 of the G.D.P.R. availa-
ble at www.eur lex.europa.eu). For an overview of the 
new discipline M.G. Stanzione, Il regolamento europeo 
sulla privacy: origini e ambito di applicazione, in Euro-
pa e Diritto Privato, 2016, 4, 1249; L. Bolognini, E. Pe-
lino, C. Bistolfi, Il regolamento privacy europeo. Com-
mentario alla nuova disciplina sulla protezione dei dati 
personali, Milano, Giuffrè, 2016. The implementation 
and transposition of the G.D.P.R. by Public Administra-
tions implies also particularly heavy organisational bur-
dens, including the identification of a Data Protection 
Officer (Article 37 of the G.D.P.R.) and the preparation 
of a register of processing operations (Article 30 of the 
G.D.P.R.). 
23 And among these also “genetic”, “biometric” and 
“concerning health” data ex art. 4 nr. 13), 14) and 15) of 
the G.D.P.R.. The issue of the processing of sensitive 
data by the administration through IT tools has been the 
subject of interesting reflections also before the advent 
of the G.D.P.R. outside the Italian borders (J. Valero 
Torrijos, Las transformaciones de la innovación tecno-
lógica en la administración pública y su proyección so-
bre la protección de los datos de caractér personal, in 
La revista de la Agencia de Protección de Datos de la 
Comunidad de Madrid, 2012, 56; C. Sarmento e Castro, 
Direito da informática, privacidade e dados pessoais, 
Coimbra, Almedina, 2003, 170). 
24 These are considerations already partly made in G. 
Gallone, Blockchain, procedimenti amministrativi e 
prevenzione della corruzione, 196. 
25 In this regard, see the reflections of M.A. Bernal 
Blay, Blockchain, Administración y contratación públi-
ca, in Observatorio de Contratación Pública, 12 July 
2018; B. Barraud, Les blockchains et le droit, in Reveu 
Lamy droit de l'immaterériel, 147, 2018, 48; M. Mac-
chia, Blockchain and public administration. 

derive, moreover, the attribute of non 
modifiability.  

The total and immediate accessibility to the 
data guaranteed to participants by the 
distributed register seems, apparently, to be in 
frontal contrast with the protection of the 
confidentiality of the owners of the data. The 
possible tensions between blockchain and the 
G.D.P.R. have, moreover, been immediately 
recognised by both doctrine26 and the 
European institutions27. 

The data recorded in the blockchain 
register, in addition to being physiologically 
public and potentially knowable by anyone, 
are unmodifiable and this may clash with the 
implementation of the principle of data 
minimisation pursuant to art. 5 G.D.P.R. and, 
in particular, with the definition of limited 
storage times of the same28. 

On an organisational level, the co-
ownership of data by all participants in the 
blockchain also requires a rethink of the more 
established solutions for identifying data 
controllers and data processors.  

The problem of G.D.P.R. compliance, 
which is a key aspect of blockchain 

 
26 On the topic of the relationship between this disci-
pline and blockchain technology see M. Berberich and 
M. Steiner, Practitioner's Corner. Blockchain Technol-
ogy and the GDPR - How to Reconcile Privacy and Dis-
tributed Ledgers?, in European Data Protection Law 
Review, 3, 2016; M. Finck, Blockchains and Data Pro-
tection in the European Union, in Max Planck Institute 
for innovation & Competition Research paper, 18-01, 
30 November 2017; L. Ibanez, K. O’Hara, E. Semperl, 
On blockchains and the general data protection regula-
tion, EU Blockchain Forum and observatory, 7,2018; A. 
M. Gambino and C. Bompressi, Blockchain and per-
sonal data protection, in Information and Computer 
Law, 3, 2019; A. Palladino, The lost balance of block-
chain between platform revolution and GDPR compli-
ance, in Rivista di diritto dei media, n. 2, 2019. 
27 See European Parliament Resolution of 3 October 
2018 on distributed ledger and blockchain technologies: 
building trust through disintermediation 
(2017/2772(RSP)) which moves from the idea that dis-
tributed ledger technology provides for “the pseudony-
misation of users, but not their anonymisation” (Recital 
D) to conclude in the sense of its full subjection to the 
G.D.P.R.. On this point, see also the Thematic report 
Blockchain and the GDPR, by the European Union 
Blockchain Observatory, 16 October 2018, published at 
www.eublockchainforum.eu. 
28 A. Palladino, L'equilibrio perduto della blockchain 
tra platform revolution e GDPR compliance, 153. This 
is what is set out in Article 5(1)(c) and (e) of the GDPR, 
according to which data must be “adeguati, pertinenti e 
limitati a quanto necessario rispetto alle finalità per le 
quali sono trattati and devono essere conservati in modo 
da consentire l'identificazione degli interessati per un 
tempo non superiore a quello necessario al consegui-
mento della finalità del trattamento”. 
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governance, arises in all its complexity29. In 
relation to this also emerges the ongoing 
indispensability of a public actor that provides 
for a regulation of the network that is 
technically and legally compliant with 
domestic and European law30. 

4. Administrative blockchain and G.D.P.R. 
The basic difficulty in reconciling the 

characteristics of the blockchain technology 
with the European discipline is represented by 
the circumstance that the G.D.P.R., although 
expressly referring also to the processing of 
personal data by “public authorities”31 is 
modelled on the traditional forms of 
centralized processing through data silos. 

In the absence of an ad hoc regulatory 
framework, in order to ease the possible 
tensions between administrative blockchain 
and G.D.P.R., it is therefore necessary to start 
from the structure that the distributed register 
can concretely assume. 

The debate on the choice between the 
permissonless (or public) and the 
permissioned (or private)32 blockchain model 

 
29 In the blockchain ecosystem, the role of the Admin-
istration is that of the guarantor of the rules of the sys-
tem and is therefore not just a matter of “governance by 
blockchain”, i.e. governing by blockchain, but it is 
mainly about “blockchain governance”, i.e. the govern-
ance of the tool itself (S. Ølnes, J. Ubacht, M. Janssen, 
Blockchain in government: benefits and implications of 
distributed ledger technology for information sharing, 
in Government information quarterly, 2017). 
30 Moreover, as far as Italy is concerned, it cannot be 
overlooked that Article 50 (1) of Legislative Decree no. 
82 of 7 March 2005 (the Digital Administration Code) 
establishes that “I dati delle pubbliche amministrazioni 
sono formati, raccolti, conservati, resi disponibili e ac-
cessibili con l'uso delle tecnologie dell'informazione e 
della comunicazione che ne consentano la fruizione e 
riutilizzazione, alle condizioni fissate dall'ordinamento, 
da parte delle altre pubbliche amministrazioni e dai pri-
vati; restano salvi i limiti alla conoscibilità dei dati pre-
visti dalle leggi e dai regolamenti, le norme in materia 
di protezione dei dati personali ed il rispetto della nor-
mativa comunitaria in materia di riutilizzo delle infor-
mazioni del settore pubblico”. 
31 Numbers 7), 8), 9) and 10) of Article 3, containing the 
definition of “controller”, of “processor”, of “recipient” 
and of “third party” also include “the Public Authority”. 
Furthermore, Art. 6 par. 1 letter e) contemplates as a 
condition of lawfulness of the processing of personal 
data, besides the consent of the data subject, also “the 
performance of a task carried out in the public interest 
or in the exercise of official authority vested in the con-
troller”. 
32 In the permissionless blockchain, which is the basis of 
the Bitcoin experience, access to the network is totally 
free and control is distributed and entrusted to all partic-
ipants. In the permissioned blockchain model, on the 
other hand, both access and validation are reserved to a 

often takes on an almost ideological hue, so 
much so that purists claim that the 
permissionless blockchain is even outside the 
technology paradigm, as if it were a betrayal 
of it. 

Yet, it seems that, at least in the near 
future, the only really viable alternative for the 
exploitation of blockchain technology in the 
public sector is the permissioned model33. 

The latter, in addition to having a better 
technical performance and not suffering from 
the volatility of open networks, makes it 
possible to better address (and overcome) the 
critical issues described above in terms of data 
protection. 

In fact, only the option for the 
permissioned model makes it possible to meet 
the fundamental canons of privacy by design 
and privacy by default enshrined in Article 25 
of the G.D.P.R. According to them, the 
architecture of the distributed registry must 
allow, from the moment of its design and by 
default, the protection of personal data in 
accordance with the standards of the 
Regulation. It follows that the problem of 
G.D.P.R. compliance must be addressed and 
resolved ex ante through the adoption of 
measures of a technical and organisational 
nature. Furthermore, the principles in question 
are not absolute and rigid, but, by express 
provision of the G.D.P.R., flexible, so that the 
judgement of adequacy and of exigibility of 
the aforesaid protection measures must be 
conducted in concrete terms also on the basis 
of a cost-benefit analysis34.  It is clear from 
this that the public decision-maker, in the 
governance of blockchain, retains a wide 

 
restricted group of participants. 
33 G. Gallone, Blockchain, administrative procedures 
and corruption prevention, 197. 
34 In this regard, Article 25 of the G.D.P.R. establishes 
that the measures of protection must be defined “Taking 
into account the state of the art, the cost of implementa-
tion and the nature, scope, context and purposes of pro-
cessing as well as the risks of varying likelihood and se-
verity for rights and freedoms of natural persons posed 
by the processing”. This is a specific declination of the 
theme of the management of the risks (in this case con-
nected to the treatment of personal data) inherent in the 
carrying out of the administrative activity (A. Barone, Il 
diritto del rischio, Milano, Giuffrè, 2006; Id., Ammin-
istrazione del rischio e intelligenza artificiale, in Euro-
pean Review of Digital Administration and Law, vol. 1, 
issue 1-2, 2020, 63). In line with the dictates of risk 
management, the G.D.P.R. incorporates, moreover, a 
notion of risk not limited to the phase of the violation, 
but also to the previous one in which the violation has 
not yet taken place (A.M. Gambino and C. Bompressi, 
Blockchain e protezione dei dati personali, 621). 
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margin of appreciation, which allows him to 
consider different solutions capable of 
reconciling the protection of personal data and 
the potential of distributed registries, respect 
for the G.D.P.R. and the efficiency of 
administrative action. 

Several technical and organisational 
measures have been suggested in doctrine to 
avoid what has been called the paradox of a 
permissioned blockchain exempt from 
compliance with the G.D.P.R.35. 

From an organisational point of view, if in 
the permissionless blockchain there is a clear 
lack of accountability in the handling of data, 
in the permissioned blockchain it is, on the 
contrary, possible to identify in advance, at 
the time of the establishment of the operating 
rules of the network, the node (or nodes) that 
are the owners or managers of the processing. 

It has been, in this regard, unanimously 
observed36 how it is the same Art. 26 of the 
G.D.P.R. to admit forms of co-ownership of 
the treatment. This would seem to allow, by 
setting the provision in question in the proper 
context of the blockchain (characterized by 
the sharing ab origine of the data by all the 
operators), the recognition of the quality of 
owner of the treatment to all the participants 
in the network. However, this would result in 
an unjustified multiplication of administrative 
requirements relating to the processing of 
personal data (which would fall largely on 
private parties), with a consequent overall 
burden on administrative action. Moreover, 
the identification of a potentially large number 
of co-processors risks generating dangerous 
interference in the performance of the 
functions linked to this quality.  

From a purely legal point of view, it should 
be noted that there is co-ownership of the 
processing only where “two or more 
controllers jointly determine the purposes and 
means of processing”37.  In this sense, it seems 
that the mere participation to the network and 

 
35 A. Mirchandani, The GDPR-Blockchain Paradox: 
Exempting Permissioned Blockchains from the GDPR, 
in Fordham Intellectual Property, Media and Enter-
tainment Law Journal, vol. 29, n. 4, 2019. 
36 A. Palladino, L'equilibrio perduto della blockchain 
tra platform revolution e GDPR compliance, 154. 
37 Thus, Article 26 par. 1 G.D.P.R. This notion is, after 
all, a reflection of the more general notion of “control-
ler” set out in Article 4 par. 1 no. 7 of the G.D.P.R., ac-
cording to which “controller [...] means the natural or 
legal person, public authority, agency or other body 
which, alone or jointly with others, determines the pur-
poses and means of the processing of personal data”. 

the recognition of the power to validate the 
operations carried out is not sufficient to 
attribute the co-ownership of the treatment, 
requiring a quid pluris consisting in the power 
to establish the purpose and method of the 
treatment itself.  

In an administrative blockchain, this role of 
defining the “purposes”' and “means” of 
processing will reasonably fall to the “public” 
or “administrative” node (id est the public 
administration that has set up the network and 
oversees its governance). This 
“administrative” node will thus play a 
different role from the other “non-
administrative” nodes which, on the other 
hand, although they will share all the data 
entered in the register from the outset, will not 
have the status of data controller38.  

Such a solution has the undoubted merit of 
reducing the subjective complexity of the 
personal data protection system and of 
ensuring its greater efficiency. On the other 
hand, a differentiation, from a legal point of 
view, of the position of the “administrative” 
node compared to that of the other “non-
administrative” nodes, seems in any case 
imposed by the need to ensure the compliance 
of the instrument with the internal and 
European Union regulations on electronic 
identification referred to in Regulation (EU) 
no. 910/2014 of the European Parliament and 
of the Council of 23 July 2014 (the so-called 
“Regulation”), through the provision in its 
architecture of a master node that operates as a 
provider of the electronic signature solution, 
certifying the identity of the holders of the 
cryptographic keys admitted to the network39. 

Furthermore, it must be borne in mind that 
the ownership of the processing is a concept 
quite different from the responsibility for the 
same. In fact, Art. 4 no. 7) and 8) of the 
G.D.P.R. distinguish the already examined 
notion of “controller” from that of 
“processor”, which is identified with “natural 
or legal person, public authority, agency or 
other body which processes personal data on 

 
38 M. Finck, Blockchains and Data Protection in the Eu-
ropean Union, 26, who, however, observes, with refer-
ence to the text of art. 4 nr. 7) of the GDPR that “The 
use of the singular indicates that in centralised data silos 
there is often only one entity that qualifies as a data con-
troller. It is to them that the GDPR is addressed”. 
39 As already highlighted in G. Gallone, Blockchain, 
procedimenti amministrativi e prevenzione della cor-
ruzione, 197; F. Sarzana di S. Ippolito and M. Nicotra, 
Diritto della blockchain, intelligenza artificiale e IoT, 
Milano, Ipsoa Wolters Kluwer, 2018, 66. 
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behalf of the controller”40. 
Therefore, it cannot be excluded that in a 

more complex administrative blockchain, a 
plurality of nodes with differentiated roles 
could be envisaged, contemplating, alongside 
an “administrative” master node that would 
combine the role of provider of the electronic 
signature solution and holder of the processing 
of personal data, one or more further 
“administrative” nodes that could process the 
data as data controllers.  

Moreover, in a scenario that sees the 
construction of networks of small size, with a 
limited number of nodes, organized in a 
permissioned form and subject to public 
regulation41, while waiting for the creation of 
a single public infrastructure based on 
distributed registers, the question of G.D.P.R. 
compliance arises, always on the 
organizational level, with respect to the flow 
of data that normally takes place between 
public administrations42 and, in particular, 
between administrative blockchains in which 
the role of owner of the processing of personal 

 
40 What is important is that, when defining the rules for 
the functioning of the administrative blockchain, it is 
ensured, as Recital 79 to the G.D.P.R. requires, “a clear 
allocation of responsibilities [...] including where a con-
troller determines the purposes and means of the pro-
cessing jointly with other controllers or where a pro-
cessing operation is carried out on behalf of a control-
ler”. 
41 M. Atzori, Blockchain governance and the role of 
trust service providers: the trusted chain network, in 
The Journal of British Blockchain Association, vol. 1, n. 
1, 1-17, who imagines blockchain technology as em-
bedded in a “multi-stakeholder framework” that ensures 
an “appropriate mix of centralization and decentraliza-
tion” tailored to the concrete needs of individual pro-
cesses. 
42 This phenomenon is expressly admitted, as regards 
the Italian legal system, by the new paragraph 2 of Arti-
cle 50 of Legislative Decree n. 82 of 7 March 2005 (Di-
gital Administration Code), as last amended by Article 
264, paragraph 2, letter b), Law no. 77 of 2020, accor-
ding to which “Qualunque dato trattato da una pubblica 
amministrazione, con le esclusioni di cui all'articolo 2, 
comma 6, salvi i casi previsti dall'articolo 24 della legge 
7 agosto 1990, n. 241, e nel rispetto della normativa in 
materia di protezione dei dati personali, è reso accessi-
bile e fruibile alle altre amministrazioni quando l'utiliz-
zazione del dato sia necessaria per lo svolgimento dei 
compiti istituzionali dell'amministrazione richiedente, 
senza oneri a carico di quest’ultima, salvo per la presta-
zione di elaborazioni aggiuntive”. The legal framework 
is completed by the subsequent par. 2 bis, which establi-
shes that “Le pubbliche amministrazioni, nell'ambito 
delle proprie funzioni istituzionali, procedono all'analisi 
dei propri dati anche in combinazione con quelli detenu-
ti da altri soggetti di cui all'articolo 2, comma 2, fermi 
restando i limiti di cui al comma 1. La predetta attività 
si svolge secondo le modalità individuate dall'AgID con 
le Linee guida”. 

data belongs to different administrative 
subjects. This is linked to the technical issue 
of interoperability between the different 
administrative blockchain circuits and 
depends, essentially, on the ability of the 
technology to ensure that the data migrated 
from one distributed registry to another retain 
the attributes of non modifiability and 
temporal certainty. The reciprocal reliability 
of the blockchain platforms, allowing the full 
traceability of the life of the data, would, in 
fact, greatly reduce the problem of 
establishing the moment in which this passes 
from the legal availability (and responsibility) 
of one owner to that of the other and if and, 
above all, at what juncture of the treatment 
violations of the law have occurred. 

In terms of the way in which personal data 
are processed, even about the administrative 
blockchain, there is the problem of protecting 
the confidentiality of those concerned. The 
personal data, in fact, as soon as it has been 
entered into the distributed register, becomes 
knowable by all participants in the network. 
This does not, however, prevent the 
identification of certain categories of data that 
are destined to remain (temporarily or 
perpetually) confidential43, when establishing 
the rules for the functioning of the 
permissioned blockchain. 

Moreover, the G.D.P.R. itself provides for 
the possibility of “pseudonymisation”44 of the 
data. From a technical point of view, this can 
be achieved through various solutions such as, 
for example, the use of so-called “ring” 
signatures45, multiple signatures affixed by 

 
43 Through the affixing of a “restriction on processing”, 
defined in Article 4 par. 1 no. 3 of the G.D.R. as a 
“marking of stored personal data with the aim of limit-
ing their processing in the future”. The need to maintain 
confidentiality as regards the content of certain blocks 
in the chain is particularly felt in the field of public con-
tract award procedures with regard to the bids submitted 
by participants (which must remain confidential until, at 
least, their evaluation by the Commission). 
44 Art. 4 par. 1 no. 5 of the GDPR which defines “pseu-
donymization” as “the processing of personal data in 
such a manner that the personal data can no longer be 
attributed to a specific data subject without the use of 
additional information, provided that such additional in-
formation is kept separately and is subject to technical 
and organisational measures to ensure that the personal 
data are not attributed to an identified or identifiable 
natural person”. 
45 It is a type of digital signature that constitutes the evo-
lution of group digital signatures (category first elabo-
rated by D. Chaum and E. van Heyst, Group signatures, 
in D.W. Davies (ed.), Advances in Cryptology - Eu-
rocrypt' 91, Berlin, Springer, 1991, 257-265). It allows 
any member of a predefined group of users to sign mes-
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margin of appreciation, which allows him to 
consider different solutions capable of 
reconciling the protection of personal data and 
the potential of distributed registries, respect 
for the G.D.P.R. and the efficiency of 
administrative action. 

Several technical and organisational 
measures have been suggested in doctrine to 
avoid what has been called the paradox of a 
permissioned blockchain exempt from 
compliance with the G.D.P.R.35. 

From an organisational point of view, if in 
the permissionless blockchain there is a clear 
lack of accountability in the handling of data, 
in the permissioned blockchain it is, on the 
contrary, possible to identify in advance, at 
the time of the establishment of the operating 
rules of the network, the node (or nodes) that 
are the owners or managers of the processing. 

It has been, in this regard, unanimously 
observed36 how it is the same Art. 26 of the 
G.D.P.R. to admit forms of co-ownership of 
the treatment. This would seem to allow, by 
setting the provision in question in the proper 
context of the blockchain (characterized by 
the sharing ab origine of the data by all the 
operators), the recognition of the quality of 
owner of the treatment to all the participants 
in the network. However, this would result in 
an unjustified multiplication of administrative 
requirements relating to the processing of 
personal data (which would fall largely on 
private parties), with a consequent overall 
burden on administrative action. Moreover, 
the identification of a potentially large number 
of co-processors risks generating dangerous 
interference in the performance of the 
functions linked to this quality.  

From a purely legal point of view, it should 
be noted that there is co-ownership of the 
processing only where “two or more 
controllers jointly determine the purposes and 
means of processing”37.  In this sense, it seems 
that the mere participation to the network and 

 
35 A. Mirchandani, The GDPR-Blockchain Paradox: 
Exempting Permissioned Blockchains from the GDPR, 
in Fordham Intellectual Property, Media and Enter-
tainment Law Journal, vol. 29, n. 4, 2019. 
36 A. Palladino, L'equilibrio perduto della blockchain 
tra platform revolution e GDPR compliance, 154. 
37 Thus, Article 26 par. 1 G.D.P.R. This notion is, after 
all, a reflection of the more general notion of “control-
ler” set out in Article 4 par. 1 no. 7 of the G.D.P.R., ac-
cording to which “controller [...] means the natural or 
legal person, public authority, agency or other body 
which, alone or jointly with others, determines the pur-
poses and means of the processing of personal data”. 

the recognition of the power to validate the 
operations carried out is not sufficient to 
attribute the co-ownership of the treatment, 
requiring a quid pluris consisting in the power 
to establish the purpose and method of the 
treatment itself.  

In an administrative blockchain, this role of 
defining the “purposes”' and “means” of 
processing will reasonably fall to the “public” 
or “administrative” node (id est the public 
administration that has set up the network and 
oversees its governance). This 
“administrative” node will thus play a 
different role from the other “non-
administrative” nodes which, on the other 
hand, although they will share all the data 
entered in the register from the outset, will not 
have the status of data controller38.  

Such a solution has the undoubted merit of 
reducing the subjective complexity of the 
personal data protection system and of 
ensuring its greater efficiency. On the other 
hand, a differentiation, from a legal point of 
view, of the position of the “administrative” 
node compared to that of the other “non-
administrative” nodes, seems in any case 
imposed by the need to ensure the compliance 
of the instrument with the internal and 
European Union regulations on electronic 
identification referred to in Regulation (EU) 
no. 910/2014 of the European Parliament and 
of the Council of 23 July 2014 (the so-called 
“Regulation”), through the provision in its 
architecture of a master node that operates as a 
provider of the electronic signature solution, 
certifying the identity of the holders of the 
cryptographic keys admitted to the network39. 

Furthermore, it must be borne in mind that 
the ownership of the processing is a concept 
quite different from the responsibility for the 
same. In fact, Art. 4 no. 7) and 8) of the 
G.D.P.R. distinguish the already examined 
notion of “controller” from that of 
“processor”, which is identified with “natural 
or legal person, public authority, agency or 
other body which processes personal data on 

 
38 M. Finck, Blockchains and Data Protection in the Eu-
ropean Union, 26, who, however, observes, with refer-
ence to the text of art. 4 nr. 7) of the GDPR that “The 
use of the singular indicates that in centralised data silos 
there is often only one entity that qualifies as a data con-
troller. It is to them that the GDPR is addressed”. 
39 As already highlighted in G. Gallone, Blockchain, 
procedimenti amministrativi e prevenzione della cor-
ruzione, 197; F. Sarzana di S. Ippolito and M. Nicotra, 
Diritto della blockchain, intelligenza artificiale e IoT, 
Milano, Ipsoa Wolters Kluwer, 2018, 66. 
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behalf of the controller”40. 
Therefore, it cannot be excluded that in a 

more complex administrative blockchain, a 
plurality of nodes with differentiated roles 
could be envisaged, contemplating, alongside 
an “administrative” master node that would 
combine the role of provider of the electronic 
signature solution and holder of the processing 
of personal data, one or more further 
“administrative” nodes that could process the 
data as data controllers.  

Moreover, in a scenario that sees the 
construction of networks of small size, with a 
limited number of nodes, organized in a 
permissioned form and subject to public 
regulation41, while waiting for the creation of 
a single public infrastructure based on 
distributed registers, the question of G.D.P.R. 
compliance arises, always on the 
organizational level, with respect to the flow 
of data that normally takes place between 
public administrations42 and, in particular, 
between administrative blockchains in which 
the role of owner of the processing of personal 

 
40 What is important is that, when defining the rules for 
the functioning of the administrative blockchain, it is 
ensured, as Recital 79 to the G.D.P.R. requires, “a clear 
allocation of responsibilities [...] including where a con-
troller determines the purposes and means of the pro-
cessing jointly with other controllers or where a pro-
cessing operation is carried out on behalf of a control-
ler”. 
41 M. Atzori, Blockchain governance and the role of 
trust service providers: the trusted chain network, in 
The Journal of British Blockchain Association, vol. 1, n. 
1, 1-17, who imagines blockchain technology as em-
bedded in a “multi-stakeholder framework” that ensures 
an “appropriate mix of centralization and decentraliza-
tion” tailored to the concrete needs of individual pro-
cesses. 
42 This phenomenon is expressly admitted, as regards 
the Italian legal system, by the new paragraph 2 of Arti-
cle 50 of Legislative Decree n. 82 of 7 March 2005 (Di-
gital Administration Code), as last amended by Article 
264, paragraph 2, letter b), Law no. 77 of 2020, accor-
ding to which “Qualunque dato trattato da una pubblica 
amministrazione, con le esclusioni di cui all'articolo 2, 
comma 6, salvi i casi previsti dall'articolo 24 della legge 
7 agosto 1990, n. 241, e nel rispetto della normativa in 
materia di protezione dei dati personali, è reso accessi-
bile e fruibile alle altre amministrazioni quando l'utiliz-
zazione del dato sia necessaria per lo svolgimento dei 
compiti istituzionali dell'amministrazione richiedente, 
senza oneri a carico di quest’ultima, salvo per la presta-
zione di elaborazioni aggiuntive”. The legal framework 
is completed by the subsequent par. 2 bis, which establi-
shes that “Le pubbliche amministrazioni, nell'ambito 
delle proprie funzioni istituzionali, procedono all'analisi 
dei propri dati anche in combinazione con quelli detenu-
ti da altri soggetti di cui all'articolo 2, comma 2, fermi 
restando i limiti di cui al comma 1. La predetta attività 
si svolge secondo le modalità individuate dall'AgID con 
le Linee guida”. 

data belongs to different administrative 
subjects. This is linked to the technical issue 
of interoperability between the different 
administrative blockchain circuits and 
depends, essentially, on the ability of the 
technology to ensure that the data migrated 
from one distributed registry to another retain 
the attributes of non modifiability and 
temporal certainty. The reciprocal reliability 
of the blockchain platforms, allowing the full 
traceability of the life of the data, would, in 
fact, greatly reduce the problem of 
establishing the moment in which this passes 
from the legal availability (and responsibility) 
of one owner to that of the other and if and, 
above all, at what juncture of the treatment 
violations of the law have occurred. 

In terms of the way in which personal data 
are processed, even about the administrative 
blockchain, there is the problem of protecting 
the confidentiality of those concerned. The 
personal data, in fact, as soon as it has been 
entered into the distributed register, becomes 
knowable by all participants in the network. 
This does not, however, prevent the 
identification of certain categories of data that 
are destined to remain (temporarily or 
perpetually) confidential43, when establishing 
the rules for the functioning of the 
permissioned blockchain. 

Moreover, the G.D.P.R. itself provides for 
the possibility of “pseudonymisation”44 of the 
data. From a technical point of view, this can 
be achieved through various solutions such as, 
for example, the use of so-called “ring” 
signatures45, multiple signatures affixed by 

 
43 Through the affixing of a “restriction on processing”, 
defined in Article 4 par. 1 no. 3 of the G.D.R. as a 
“marking of stored personal data with the aim of limit-
ing their processing in the future”. The need to maintain 
confidentiality as regards the content of certain blocks 
in the chain is particularly felt in the field of public con-
tract award procedures with regard to the bids submitted 
by participants (which must remain confidential until, at 
least, their evaluation by the Commission). 
44 Art. 4 par. 1 no. 5 of the GDPR which defines “pseu-
donymization” as “the processing of personal data in 
such a manner that the personal data can no longer be 
attributed to a specific data subject without the use of 
additional information, provided that such additional in-
formation is kept separately and is subject to technical 
and organisational measures to ensure that the personal 
data are not attributed to an identified or identifiable 
natural person”. 
45 It is a type of digital signature that constitutes the evo-
lution of group digital signatures (category first elabo-
rated by D. Chaum and E. van Heyst, Group signatures, 
in D.W. Davies (ed.), Advances in Cryptology - Eu-
rocrypt' 91, Berlin, Springer, 1991, 257-265). It allows 
any member of a predefined group of users to sign mes-
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margin of appreciation, which allows him to 
consider different solutions capable of 
reconciling the protection of personal data and 
the potential of distributed registries, respect 
for the G.D.P.R. and the efficiency of 
administrative action. 

Several technical and organisational 
measures have been suggested in doctrine to 
avoid what has been called the paradox of a 
permissioned blockchain exempt from 
compliance with the G.D.P.R.35. 

From an organisational point of view, if in 
the permissionless blockchain there is a clear 
lack of accountability in the handling of data, 
in the permissioned blockchain it is, on the 
contrary, possible to identify in advance, at 
the time of the establishment of the operating 
rules of the network, the node (or nodes) that 
are the owners or managers of the processing. 

It has been, in this regard, unanimously 
observed36 how it is the same Art. 26 of the 
G.D.P.R. to admit forms of co-ownership of 
the treatment. This would seem to allow, by 
setting the provision in question in the proper 
context of the blockchain (characterized by 
the sharing ab origine of the data by all the 
operators), the recognition of the quality of 
owner of the treatment to all the participants 
in the network. However, this would result in 
an unjustified multiplication of administrative 
requirements relating to the processing of 
personal data (which would fall largely on 
private parties), with a consequent overall 
burden on administrative action. Moreover, 
the identification of a potentially large number 
of co-processors risks generating dangerous 
interference in the performance of the 
functions linked to this quality.  

From a purely legal point of view, it should 
be noted that there is co-ownership of the 
processing only where “two or more 
controllers jointly determine the purposes and 
means of processing”37.  In this sense, it seems 
that the mere participation to the network and 

 
35 A. Mirchandani, The GDPR-Blockchain Paradox: 
Exempting Permissioned Blockchains from the GDPR, 
in Fordham Intellectual Property, Media and Enter-
tainment Law Journal, vol. 29, n. 4, 2019. 
36 A. Palladino, L'equilibrio perduto della blockchain 
tra platform revolution e GDPR compliance, 154. 
37 Thus, Article 26 par. 1 G.D.P.R. This notion is, after 
all, a reflection of the more general notion of “control-
ler” set out in Article 4 par. 1 no. 7 of the G.D.P.R., ac-
cording to which “controller [...] means the natural or 
legal person, public authority, agency or other body 
which, alone or jointly with others, determines the pur-
poses and means of the processing of personal data”. 

the recognition of the power to validate the 
operations carried out is not sufficient to 
attribute the co-ownership of the treatment, 
requiring a quid pluris consisting in the power 
to establish the purpose and method of the 
treatment itself.  

In an administrative blockchain, this role of 
defining the “purposes”' and “means” of 
processing will reasonably fall to the “public” 
or “administrative” node (id est the public 
administration that has set up the network and 
oversees its governance). This 
“administrative” node will thus play a 
different role from the other “non-
administrative” nodes which, on the other 
hand, although they will share all the data 
entered in the register from the outset, will not 
have the status of data controller38.  

Such a solution has the undoubted merit of 
reducing the subjective complexity of the 
personal data protection system and of 
ensuring its greater efficiency. On the other 
hand, a differentiation, from a legal point of 
view, of the position of the “administrative” 
node compared to that of the other “non-
administrative” nodes, seems in any case 
imposed by the need to ensure the compliance 
of the instrument with the internal and 
European Union regulations on electronic 
identification referred to in Regulation (EU) 
no. 910/2014 of the European Parliament and 
of the Council of 23 July 2014 (the so-called 
“Regulation”), through the provision in its 
architecture of a master node that operates as a 
provider of the electronic signature solution, 
certifying the identity of the holders of the 
cryptographic keys admitted to the network39. 

Furthermore, it must be borne in mind that 
the ownership of the processing is a concept 
quite different from the responsibility for the 
same. In fact, Art. 4 no. 7) and 8) of the 
G.D.P.R. distinguish the already examined 
notion of “controller” from that of 
“processor”, which is identified with “natural 
or legal person, public authority, agency or 
other body which processes personal data on 

 
38 M. Finck, Blockchains and Data Protection in the Eu-
ropean Union, 26, who, however, observes, with refer-
ence to the text of art. 4 nr. 7) of the GDPR that “The 
use of the singular indicates that in centralised data silos 
there is often only one entity that qualifies as a data con-
troller. It is to them that the GDPR is addressed”. 
39 As already highlighted in G. Gallone, Blockchain, 
procedimenti amministrativi e prevenzione della cor-
ruzione, 197; F. Sarzana di S. Ippolito and M. Nicotra, 
Diritto della blockchain, intelligenza artificiale e IoT, 
Milano, Ipsoa Wolters Kluwer, 2018, 66. 
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behalf of the controller”40. 
Therefore, it cannot be excluded that in a 

more complex administrative blockchain, a 
plurality of nodes with differentiated roles 
could be envisaged, contemplating, alongside 
an “administrative” master node that would 
combine the role of provider of the electronic 
signature solution and holder of the processing 
of personal data, one or more further 
“administrative” nodes that could process the 
data as data controllers.  

Moreover, in a scenario that sees the 
construction of networks of small size, with a 
limited number of nodes, organized in a 
permissioned form and subject to public 
regulation41, while waiting for the creation of 
a single public infrastructure based on 
distributed registers, the question of G.D.P.R. 
compliance arises, always on the 
organizational level, with respect to the flow 
of data that normally takes place between 
public administrations42 and, in particular, 
between administrative blockchains in which 
the role of owner of the processing of personal 

 
40 What is important is that, when defining the rules for 
the functioning of the administrative blockchain, it is 
ensured, as Recital 79 to the G.D.P.R. requires, “a clear 
allocation of responsibilities [...] including where a con-
troller determines the purposes and means of the pro-
cessing jointly with other controllers or where a pro-
cessing operation is carried out on behalf of a control-
ler”. 
41 M. Atzori, Blockchain governance and the role of 
trust service providers: the trusted chain network, in 
The Journal of British Blockchain Association, vol. 1, n. 
1, 1-17, who imagines blockchain technology as em-
bedded in a “multi-stakeholder framework” that ensures 
an “appropriate mix of centralization and decentraliza-
tion” tailored to the concrete needs of individual pro-
cesses. 
42 This phenomenon is expressly admitted, as regards 
the Italian legal system, by the new paragraph 2 of Arti-
cle 50 of Legislative Decree n. 82 of 7 March 2005 (Di-
gital Administration Code), as last amended by Article 
264, paragraph 2, letter b), Law no. 77 of 2020, accor-
ding to which “Qualunque dato trattato da una pubblica 
amministrazione, con le esclusioni di cui all'articolo 2, 
comma 6, salvi i casi previsti dall'articolo 24 della legge 
7 agosto 1990, n. 241, e nel rispetto della normativa in 
materia di protezione dei dati personali, è reso accessi-
bile e fruibile alle altre amministrazioni quando l'utiliz-
zazione del dato sia necessaria per lo svolgimento dei 
compiti istituzionali dell'amministrazione richiedente, 
senza oneri a carico di quest’ultima, salvo per la presta-
zione di elaborazioni aggiuntive”. The legal framework 
is completed by the subsequent par. 2 bis, which establi-
shes that “Le pubbliche amministrazioni, nell'ambito 
delle proprie funzioni istituzionali, procedono all'analisi 
dei propri dati anche in combinazione con quelli detenu-
ti da altri soggetti di cui all'articolo 2, comma 2, fermi 
restando i limiti di cui al comma 1. La predetta attività 
si svolge secondo le modalità individuate dall'AgID con 
le Linee guida”. 

data belongs to different administrative 
subjects. This is linked to the technical issue 
of interoperability between the different 
administrative blockchain circuits and 
depends, essentially, on the ability of the 
technology to ensure that the data migrated 
from one distributed registry to another retain 
the attributes of non modifiability and 
temporal certainty. The reciprocal reliability 
of the blockchain platforms, allowing the full 
traceability of the life of the data, would, in 
fact, greatly reduce the problem of 
establishing the moment in which this passes 
from the legal availability (and responsibility) 
of one owner to that of the other and if and, 
above all, at what juncture of the treatment 
violations of the law have occurred. 

In terms of the way in which personal data 
are processed, even about the administrative 
blockchain, there is the problem of protecting 
the confidentiality of those concerned. The 
personal data, in fact, as soon as it has been 
entered into the distributed register, becomes 
knowable by all participants in the network. 
This does not, however, prevent the 
identification of certain categories of data that 
are destined to remain (temporarily or 
perpetually) confidential43, when establishing 
the rules for the functioning of the 
permissioned blockchain. 

Moreover, the G.D.P.R. itself provides for 
the possibility of “pseudonymisation”44 of the 
data. From a technical point of view, this can 
be achieved through various solutions such as, 
for example, the use of so-called “ring” 
signatures45, multiple signatures affixed by 

 
43 Through the affixing of a “restriction on processing”, 
defined in Article 4 par. 1 no. 3 of the G.D.R. as a 
“marking of stored personal data with the aim of limit-
ing their processing in the future”. The need to maintain 
confidentiality as regards the content of certain blocks 
in the chain is particularly felt in the field of public con-
tract award procedures with regard to the bids submitted 
by participants (which must remain confidential until, at 
least, their evaluation by the Commission). 
44 Art. 4 par. 1 no. 5 of the GDPR which defines “pseu-
donymization” as “the processing of personal data in 
such a manner that the personal data can no longer be 
attributed to a specific data subject without the use of 
additional information, provided that such additional in-
formation is kept separately and is subject to technical 
and organisational measures to ensure that the personal 
data are not attributed to an identified or identifiable 
natural person”. 
45 It is a type of digital signature that constitutes the evo-
lution of group digital signatures (category first elabo-
rated by D. Chaum and E. van Heyst, Group signatures, 
in D.W. Davies (ed.), Advances in Cryptology - Eu-
rocrypt' 91, Berlin, Springer, 1991, 257-265). It allows 
any member of a predefined group of users to sign mes-
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more than one operator, so as not to render the 
data univocally traceable to one of them, or 
the aggregation of large quantities of data 
coming from different subjects in a single 
block with the affixing of a single digital 
signature46. 

It is obvious that such solutions make it 
possible to conceal the origin of the data, but 
not their content per se. However, this, by 
excluding the certain attributability of the data 
to a specific data subject in the absence of 
further specific information47, seems 
sufficient, from a legal point of view, in the 
light of the notion of “pseudonymisation” 
used in Article 4 no. 5) of the G.D.P.R., to 
ensure full compliance with the European 
rules48. 

The same pseudonymisation techniques 
can also provide a solution to the different, 
albeit related, problems of “minimisation”, 
“limitation of data retention” and, 
consequently, protection of the “right to be 
forgotten” of the persons concerned49.  

According to G.D.P.R. rules, once the 
purpose for which the processing is intended 
is fulfilled, the data should be deleted. This is 
not, however, possible in a distributed register 
where the operations performed are 

 
sages anonymously on behalf of the group with the pos-
sibility that a designated user of the group can later re-
voke the anonymity and identify the author of a signa-
ture. 
46 These are the technical solutions suggested in the 
Thematic report Blockchain and the GDPR, by the Eu-
ropean Union Blockchain Observatory, 17. 
47 In fact, by knowing the public key (which acts as an 
account) of a node, it becomes possible to link the ad-
dress to a specific identity, thus attributing the author-
ship of the data. 
48 This view is shared by the Working Party established 
under Article 29 of Directive 95/46/EC in Opinion 
05/2014 - WP 216 on anonymisation techniques adopt-
ed on 10 April 2014. 
49 Art. 17 G.D.P.R. also defined as “right to erasure” or 
“right to be forgotten”, which identifies the hypotheses 
in which “The data subject shall have the right to obtain 
from the controller the erasure of personal data concern-
ing him or her without undue delay and the controller 
shall have the obligation to erase personal data without 
undue delay”, among which (lett. a) are also those in 
which the “personal data are no longer necessary in re-
lation to the purposes for which they were collected or 
otherwise processed” and those in which the “personal 
data have been unlawfully processed”. In doctrine on 
the origin of the right and on its systematic placement 
also in a comparative perspective M. Mezzanotte, Il 
diritto all'oblio, Napoli, Edizioni Scientifiche Italiane, 
2009. About the right to be forgotten in the G.D.P.R. - 
A. Ricci, I diritti dell'interessato, in G. Finocchiaro 
(ed.), La protezione dei dati personali in Italia: Rego-
lamento UE n. 2016/679 e d.lgs. 10 agosto 2018, n. 101, 
Bologna, Zanichelli, 2019, 392. 

unchangeable (and cannot, therefore, be 
expunged from the sequence). 

An alternative technically equivalent to 
erasure may, however, be represented by the 
subsequent, definitive and irreversible 
pseudonymisation of the data. This result can 
be obtained, for example, through the 
destruction of the cryptographic keys 
employed during the operations of 
pseudonymisation50.   Less satisfactory is, 
instead, the solution of the off-chain storage of 
the data to be deleted, which is limited to 
moving the destruction operation outside the 
blockchain ecosystem (and, therefore, outside 
the guarantees of verification that it offers and 
with an increase in management costs).  

Moreover, the issue of the limitation of 
data retention in the administrative blockchain 
appears to be considerably re-dimensioned by 
the provision of the same art. 5 par. 1 letter e) 
of the G.D.P.R. This last prevision 
contemplates, in fact, in its second part, a 
tempering to the general principle, 
establishing that the “personal data may be 
stored for longer periods insofar as the 
personal data will be processed solely for 
archiving purposes in the public interest, 
scientific or historical research purposes or 
statistical purposes in accordance with Article 
89(1) subject to implementation of the 
appropriate technical and organisational 
measures required by this Regulation in order 
to safeguard the rights and freedoms of the 
data subject”. Archiving in the public interest 
represents, in fact, a further and peculiar form 
of lawful processing of personal data different 
from the basic processing carried out under 
one of the conditions laid down by art. 6 of 
the G.D.P.R.51. The possibility of archiving 
permits, first of all, to postpone the deletion of 
the data with respect to the satisfaction of the 
purpose for which the treatment is ordered. 
Furthermore, it allows, pursuant to Art. 17, 
par. 3 lett. d of the G.D.P.R., even to exclude 
the right to erasure of the data subject where 

 
50 This solution requires, however, the identification of 
the node in charge of the cryptographic key destruction 
operations. It can, however, coincide, in the permis-
sioned blockchain, with the “administrative” master 
node already designated as provider of the electronic 
signature solution. 
51 See recital 50. Therefore, a lawful processing in the 
form of storage of personal data already processed “for 
the performance of a task carried out in the public inter-
est or in the exercise of official authority vested in the 
controller” pursuant to Article 6 par. 1 lett. e of the 
G.D.P.R. is certainly conceivable. 
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the exercise of the same “is likely to render 
impossible or seriously impair the 
achievement of the objectives of that 
processing” of archiving.   

The archiving of personal data by means of 
a register distributed in the public interest is, 
moreover, a crucial aspect in the construction 
of a large data set, which takes on the 
characteristics of big data, from which to 
draw, also using A.I. tools, for the automated 
adoption of administrative decisions. 

Finally, it remains to be clarified how it is 
possible to guarantee, also in an 
administrative blockchain, the right of the 
interested parties to the rectification or 
integration ex art. 16 of the G.D.P.R., of the 
personal data inserted in the distributed 
register, which by their nature are 
unchangeable. A part of the doctrine suggests, 
as a solution to a problem that is eminently 
technical, the use of chameleon hashes that 
make it possible to keep the sequence hash 
unaltered while making changes in the 
individual block52. In particular, the 
chameleon hash is nothing more than a 
cryptographic hash function that provides a 
backdoor (a method, unknown to operators, to 
circumvent the cryptographic system) whose 
key is only available to one of the nodes. It is 
intuitable that in the permissioned blockchain, 
the backdoor key will preferably be entrusted 
to the “administrative” master node, already 
designated, as mentioned, as the provider of 
the electronic signature solution.  

The possibility for the “administrative” 
node to rectify the data by intervening on the 
content of the block would also seem to 
undermine the unchangeable nature of the 
distributed registry and jeopardise data 
integrity. However, this concern is unfounded, 
since every operation, including modification, 
is tracked and the block cannot be removed 
from the chain in which it is inserted. In other 
words, the actions of the node holding the 
backdoor key can be monitored, according to 
the logic of transparency that characterizes the 
blockchain, by the other participants, who will 
be able to ask the administrative node how it 
has used the tool (the so-called key 

 
52 K. Ashritha, M. Sindhu, K. V. Lakshmy, Redactable 
Blockchain using Enhanced Chameleon Hash Function, 
in 5th International Conference on Advanced Compu-
ting & Communication Systems (ICACCS), 2019, 323; 
M. Finck, Blockchains and Data Protection in the Eu-
ropean Union, 23; A.M. Gambino and C. Bompressi, 
Blockchain and Personal Data Protection, 642. 

management, part of the new role of 
governance of the infrastructure due to the 
Public Administration), calling it to justify 
(and be responsible for) any alteration of the 
sequence. 

5. Beyond critical issues: an evolving 
scenario 
If technology offers, therefore, all in all, 

easy solutions to overcome the critical issues 
that arise in the construction of an 
administrative blockchain respecting the 
European and national rules on the protection 
of personal data, it should not be overlooked 
how the technology of distributed registers is 
even able to raise, in some respects, the 
minimum standard of protection set by the 
G.D.P.R.53. 

 This is particularly evident in terms of the 
involvement of the data subject in the data 
lifecycle. In this sense, the multi-polar 
structure of the blockchain can allow the 
single participant, upon admission to the 
permissioned blockchain, to establish (through 
an operation that is inserted in the same way 
as the others inserted in the distributed 
register) which data to provide and to 
modulate the consent given to their processing 
and, above all, to directly monitor the 
processing itself54. This device facilitates the 
data controller in the census of the will of the 
interested parties and represents one of the 
most interesting and innovative forms of co-
management of the administrative procedure. 

Moreover, it should not be forgotten that 
the use of blockchain technology in the public 
sector for the management of big data 
facilitates and simplifies, in various aspects, 
the tasks of the data controller. In particular, 
the transparency of the operations and the co-
ownership of the data ab origine by all the 
operators, even with the precautions already 
seen in the point of protection of privacy, 
produces an effect of simplification of the 
procedures of management of the data, 
different from the treatment stricto sensu. The 
data subject's right of access, in its twofold 

 
53 As is the aim of the G.D.P.R. itself, which in recital 6 
sets out to ensure a “a high level of the protection of 
personal data”. 
54 G. Zyskind, O. Nathan and A. Pentland, Decentraliz-
ing privacy: using blockchain to protect personal data, 
in IEEE Security and privacy workshops, 2015, 180, ac-
cording to which through the distributed ledger “users 
should own and control their data” and “are always 
aware of the data that is being collected about them and 
how it is used”. 
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more than one operator, so as not to render the 
data univocally traceable to one of them, or 
the aggregation of large quantities of data 
coming from different subjects in a single 
block with the affixing of a single digital 
signature46. 

It is obvious that such solutions make it 
possible to conceal the origin of the data, but 
not their content per se. However, this, by 
excluding the certain attributability of the data 
to a specific data subject in the absence of 
further specific information47, seems 
sufficient, from a legal point of view, in the 
light of the notion of “pseudonymisation” 
used in Article 4 no. 5) of the G.D.P.R., to 
ensure full compliance with the European 
rules48. 

The same pseudonymisation techniques 
can also provide a solution to the different, 
albeit related, problems of “minimisation”, 
“limitation of data retention” and, 
consequently, protection of the “right to be 
forgotten” of the persons concerned49.  

According to G.D.P.R. rules, once the 
purpose for which the processing is intended 
is fulfilled, the data should be deleted. This is 
not, however, possible in a distributed register 
where the operations performed are 

 
sages anonymously on behalf of the group with the pos-
sibility that a designated user of the group can later re-
voke the anonymity and identify the author of a signa-
ture. 
46 These are the technical solutions suggested in the 
Thematic report Blockchain and the GDPR, by the Eu-
ropean Union Blockchain Observatory, 17. 
47 In fact, by knowing the public key (which acts as an 
account) of a node, it becomes possible to link the ad-
dress to a specific identity, thus attributing the author-
ship of the data. 
48 This view is shared by the Working Party established 
under Article 29 of Directive 95/46/EC in Opinion 
05/2014 - WP 216 on anonymisation techniques adopt-
ed on 10 April 2014. 
49 Art. 17 G.D.P.R. also defined as “right to erasure” or 
“right to be forgotten”, which identifies the hypotheses 
in which “The data subject shall have the right to obtain 
from the controller the erasure of personal data concern-
ing him or her without undue delay and the controller 
shall have the obligation to erase personal data without 
undue delay”, among which (lett. a) are also those in 
which the “personal data are no longer necessary in re-
lation to the purposes for which they were collected or 
otherwise processed” and those in which the “personal 
data have been unlawfully processed”. In doctrine on 
the origin of the right and on its systematic placement 
also in a comparative perspective M. Mezzanotte, Il 
diritto all'oblio, Napoli, Edizioni Scientifiche Italiane, 
2009. About the right to be forgotten in the G.D.P.R. - 
A. Ricci, I diritti dell'interessato, in G. Finocchiaro 
(ed.), La protezione dei dati personali in Italia: Rego-
lamento UE n. 2016/679 e d.lgs. 10 agosto 2018, n. 101, 
Bologna, Zanichelli, 2019, 392. 

unchangeable (and cannot, therefore, be 
expunged from the sequence). 

An alternative technically equivalent to 
erasure may, however, be represented by the 
subsequent, definitive and irreversible 
pseudonymisation of the data. This result can 
be obtained, for example, through the 
destruction of the cryptographic keys 
employed during the operations of 
pseudonymisation50.   Less satisfactory is, 
instead, the solution of the off-chain storage of 
the data to be deleted, which is limited to 
moving the destruction operation outside the 
blockchain ecosystem (and, therefore, outside 
the guarantees of verification that it offers and 
with an increase in management costs).  

Moreover, the issue of the limitation of 
data retention in the administrative blockchain 
appears to be considerably re-dimensioned by 
the provision of the same art. 5 par. 1 letter e) 
of the G.D.P.R. This last prevision 
contemplates, in fact, in its second part, a 
tempering to the general principle, 
establishing that the “personal data may be 
stored for longer periods insofar as the 
personal data will be processed solely for 
archiving purposes in the public interest, 
scientific or historical research purposes or 
statistical purposes in accordance with Article 
89(1) subject to implementation of the 
appropriate technical and organisational 
measures required by this Regulation in order 
to safeguard the rights and freedoms of the 
data subject”. Archiving in the public interest 
represents, in fact, a further and peculiar form 
of lawful processing of personal data different 
from the basic processing carried out under 
one of the conditions laid down by art. 6 of 
the G.D.P.R.51. The possibility of archiving 
permits, first of all, to postpone the deletion of 
the data with respect to the satisfaction of the 
purpose for which the treatment is ordered. 
Furthermore, it allows, pursuant to Art. 17, 
par. 3 lett. d of the G.D.P.R., even to exclude 
the right to erasure of the data subject where 

 
50 This solution requires, however, the identification of 
the node in charge of the cryptographic key destruction 
operations. It can, however, coincide, in the permis-
sioned blockchain, with the “administrative” master 
node already designated as provider of the electronic 
signature solution. 
51 See recital 50. Therefore, a lawful processing in the 
form of storage of personal data already processed “for 
the performance of a task carried out in the public inter-
est or in the exercise of official authority vested in the 
controller” pursuant to Article 6 par. 1 lett. e of the 
G.D.P.R. is certainly conceivable. 
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the exercise of the same “is likely to render 
impossible or seriously impair the 
achievement of the objectives of that 
processing” of archiving.   

The archiving of personal data by means of 
a register distributed in the public interest is, 
moreover, a crucial aspect in the construction 
of a large data set, which takes on the 
characteristics of big data, from which to 
draw, also using A.I. tools, for the automated 
adoption of administrative decisions. 

Finally, it remains to be clarified how it is 
possible to guarantee, also in an 
administrative blockchain, the right of the 
interested parties to the rectification or 
integration ex art. 16 of the G.D.P.R., of the 
personal data inserted in the distributed 
register, which by their nature are 
unchangeable. A part of the doctrine suggests, 
as a solution to a problem that is eminently 
technical, the use of chameleon hashes that 
make it possible to keep the sequence hash 
unaltered while making changes in the 
individual block52. In particular, the 
chameleon hash is nothing more than a 
cryptographic hash function that provides a 
backdoor (a method, unknown to operators, to 
circumvent the cryptographic system) whose 
key is only available to one of the nodes. It is 
intuitable that in the permissioned blockchain, 
the backdoor key will preferably be entrusted 
to the “administrative” master node, already 
designated, as mentioned, as the provider of 
the electronic signature solution.  

The possibility for the “administrative” 
node to rectify the data by intervening on the 
content of the block would also seem to 
undermine the unchangeable nature of the 
distributed registry and jeopardise data 
integrity. However, this concern is unfounded, 
since every operation, including modification, 
is tracked and the block cannot be removed 
from the chain in which it is inserted. In other 
words, the actions of the node holding the 
backdoor key can be monitored, according to 
the logic of transparency that characterizes the 
blockchain, by the other participants, who will 
be able to ask the administrative node how it 
has used the tool (the so-called key 

 
52 K. Ashritha, M. Sindhu, K. V. Lakshmy, Redactable 
Blockchain using Enhanced Chameleon Hash Function, 
in 5th International Conference on Advanced Compu-
ting & Communication Systems (ICACCS), 2019, 323; 
M. Finck, Blockchains and Data Protection in the Eu-
ropean Union, 23; A.M. Gambino and C. Bompressi, 
Blockchain and Personal Data Protection, 642. 

management, part of the new role of 
governance of the infrastructure due to the 
Public Administration), calling it to justify 
(and be responsible for) any alteration of the 
sequence. 

5. Beyond critical issues: an evolving 
scenario 
If technology offers, therefore, all in all, 

easy solutions to overcome the critical issues 
that arise in the construction of an 
administrative blockchain respecting the 
European and national rules on the protection 
of personal data, it should not be overlooked 
how the technology of distributed registers is 
even able to raise, in some respects, the 
minimum standard of protection set by the 
G.D.P.R.53. 

 This is particularly evident in terms of the 
involvement of the data subject in the data 
lifecycle. In this sense, the multi-polar 
structure of the blockchain can allow the 
single participant, upon admission to the 
permissioned blockchain, to establish (through 
an operation that is inserted in the same way 
as the others inserted in the distributed 
register) which data to provide and to 
modulate the consent given to their processing 
and, above all, to directly monitor the 
processing itself54. This device facilitates the 
data controller in the census of the will of the 
interested parties and represents one of the 
most interesting and innovative forms of co-
management of the administrative procedure. 

Moreover, it should not be forgotten that 
the use of blockchain technology in the public 
sector for the management of big data 
facilitates and simplifies, in various aspects, 
the tasks of the data controller. In particular, 
the transparency of the operations and the co-
ownership of the data ab origine by all the 
operators, even with the precautions already 
seen in the point of protection of privacy, 
produces an effect of simplification of the 
procedures of management of the data, 
different from the treatment stricto sensu. The 
data subject's right of access, in its twofold 

 
53 As is the aim of the G.D.P.R. itself, which in recital 6 
sets out to ensure a “a high level of the protection of 
personal data”. 
54 G. Zyskind, O. Nathan and A. Pentland, Decentraliz-
ing privacy: using blockchain to protect personal data, 
in IEEE Security and privacy workshops, 2015, 180, ac-
cording to which through the distributed ledger “users 
should own and control their data” and “are always 
aware of the data that is being collected about them and 
how it is used”. 
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more than one operator, so as not to render the 
data univocally traceable to one of them, or 
the aggregation of large quantities of data 
coming from different subjects in a single 
block with the affixing of a single digital 
signature46. 

It is obvious that such solutions make it 
possible to conceal the origin of the data, but 
not their content per se. However, this, by 
excluding the certain attributability of the data 
to a specific data subject in the absence of 
further specific information47, seems 
sufficient, from a legal point of view, in the 
light of the notion of “pseudonymisation” 
used in Article 4 no. 5) of the G.D.P.R., to 
ensure full compliance with the European 
rules48. 

The same pseudonymisation techniques 
can also provide a solution to the different, 
albeit related, problems of “minimisation”, 
“limitation of data retention” and, 
consequently, protection of the “right to be 
forgotten” of the persons concerned49.  

According to G.D.P.R. rules, once the 
purpose for which the processing is intended 
is fulfilled, the data should be deleted. This is 
not, however, possible in a distributed register 
where the operations performed are 

 
sages anonymously on behalf of the group with the pos-
sibility that a designated user of the group can later re-
voke the anonymity and identify the author of a signa-
ture. 
46 These are the technical solutions suggested in the 
Thematic report Blockchain and the GDPR, by the Eu-
ropean Union Blockchain Observatory, 17. 
47 In fact, by knowing the public key (which acts as an 
account) of a node, it becomes possible to link the ad-
dress to a specific identity, thus attributing the author-
ship of the data. 
48 This view is shared by the Working Party established 
under Article 29 of Directive 95/46/EC in Opinion 
05/2014 - WP 216 on anonymisation techniques adopt-
ed on 10 April 2014. 
49 Art. 17 G.D.P.R. also defined as “right to erasure” or 
“right to be forgotten”, which identifies the hypotheses 
in which “The data subject shall have the right to obtain 
from the controller the erasure of personal data concern-
ing him or her without undue delay and the controller 
shall have the obligation to erase personal data without 
undue delay”, among which (lett. a) are also those in 
which the “personal data are no longer necessary in re-
lation to the purposes for which they were collected or 
otherwise processed” and those in which the “personal 
data have been unlawfully processed”. In doctrine on 
the origin of the right and on its systematic placement 
also in a comparative perspective M. Mezzanotte, Il 
diritto all'oblio, Napoli, Edizioni Scientifiche Italiane, 
2009. About the right to be forgotten in the G.D.P.R. - 
A. Ricci, I diritti dell'interessato, in G. Finocchiaro 
(ed.), La protezione dei dati personali in Italia: Rego-
lamento UE n. 2016/679 e d.lgs. 10 agosto 2018, n. 101, 
Bologna, Zanichelli, 2019, 392. 

unchangeable (and cannot, therefore, be 
expunged from the sequence). 

An alternative technically equivalent to 
erasure may, however, be represented by the 
subsequent, definitive and irreversible 
pseudonymisation of the data. This result can 
be obtained, for example, through the 
destruction of the cryptographic keys 
employed during the operations of 
pseudonymisation50.   Less satisfactory is, 
instead, the solution of the off-chain storage of 
the data to be deleted, which is limited to 
moving the destruction operation outside the 
blockchain ecosystem (and, therefore, outside 
the guarantees of verification that it offers and 
with an increase in management costs).  

Moreover, the issue of the limitation of 
data retention in the administrative blockchain 
appears to be considerably re-dimensioned by 
the provision of the same art. 5 par. 1 letter e) 
of the G.D.P.R. This last prevision 
contemplates, in fact, in its second part, a 
tempering to the general principle, 
establishing that the “personal data may be 
stored for longer periods insofar as the 
personal data will be processed solely for 
archiving purposes in the public interest, 
scientific or historical research purposes or 
statistical purposes in accordance with Article 
89(1) subject to implementation of the 
appropriate technical and organisational 
measures required by this Regulation in order 
to safeguard the rights and freedoms of the 
data subject”. Archiving in the public interest 
represents, in fact, a further and peculiar form 
of lawful processing of personal data different 
from the basic processing carried out under 
one of the conditions laid down by art. 6 of 
the G.D.P.R.51. The possibility of archiving 
permits, first of all, to postpone the deletion of 
the data with respect to the satisfaction of the 
purpose for which the treatment is ordered. 
Furthermore, it allows, pursuant to Art. 17, 
par. 3 lett. d of the G.D.P.R., even to exclude 
the right to erasure of the data subject where 

 
50 This solution requires, however, the identification of 
the node in charge of the cryptographic key destruction 
operations. It can, however, coincide, in the permis-
sioned blockchain, with the “administrative” master 
node already designated as provider of the electronic 
signature solution. 
51 See recital 50. Therefore, a lawful processing in the 
form of storage of personal data already processed “for 
the performance of a task carried out in the public inter-
est or in the exercise of official authority vested in the 
controller” pursuant to Article 6 par. 1 lett. e of the 
G.D.P.R. is certainly conceivable. 
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the exercise of the same “is likely to render 
impossible or seriously impair the 
achievement of the objectives of that 
processing” of archiving.   

The archiving of personal data by means of 
a register distributed in the public interest is, 
moreover, a crucial aspect in the construction 
of a large data set, which takes on the 
characteristics of big data, from which to 
draw, also using A.I. tools, for the automated 
adoption of administrative decisions. 

Finally, it remains to be clarified how it is 
possible to guarantee, also in an 
administrative blockchain, the right of the 
interested parties to the rectification or 
integration ex art. 16 of the G.D.P.R., of the 
personal data inserted in the distributed 
register, which by their nature are 
unchangeable. A part of the doctrine suggests, 
as a solution to a problem that is eminently 
technical, the use of chameleon hashes that 
make it possible to keep the sequence hash 
unaltered while making changes in the 
individual block52. In particular, the 
chameleon hash is nothing more than a 
cryptographic hash function that provides a 
backdoor (a method, unknown to operators, to 
circumvent the cryptographic system) whose 
key is only available to one of the nodes. It is 
intuitable that in the permissioned blockchain, 
the backdoor key will preferably be entrusted 
to the “administrative” master node, already 
designated, as mentioned, as the provider of 
the electronic signature solution.  

The possibility for the “administrative” 
node to rectify the data by intervening on the 
content of the block would also seem to 
undermine the unchangeable nature of the 
distributed registry and jeopardise data 
integrity. However, this concern is unfounded, 
since every operation, including modification, 
is tracked and the block cannot be removed 
from the chain in which it is inserted. In other 
words, the actions of the node holding the 
backdoor key can be monitored, according to 
the logic of transparency that characterizes the 
blockchain, by the other participants, who will 
be able to ask the administrative node how it 
has used the tool (the so-called key 

 
52 K. Ashritha, M. Sindhu, K. V. Lakshmy, Redactable 
Blockchain using Enhanced Chameleon Hash Function, 
in 5th International Conference on Advanced Compu-
ting & Communication Systems (ICACCS), 2019, 323; 
M. Finck, Blockchains and Data Protection in the Eu-
ropean Union, 23; A.M. Gambino and C. Bompressi, 
Blockchain and Personal Data Protection, 642. 

management, part of the new role of 
governance of the infrastructure due to the 
Public Administration), calling it to justify 
(and be responsible for) any alteration of the 
sequence. 

5. Beyond critical issues: an evolving 
scenario 
If technology offers, therefore, all in all, 

easy solutions to overcome the critical issues 
that arise in the construction of an 
administrative blockchain respecting the 
European and national rules on the protection 
of personal data, it should not be overlooked 
how the technology of distributed registers is 
even able to raise, in some respects, the 
minimum standard of protection set by the 
G.D.P.R.53. 

 This is particularly evident in terms of the 
involvement of the data subject in the data 
lifecycle. In this sense, the multi-polar 
structure of the blockchain can allow the 
single participant, upon admission to the 
permissioned blockchain, to establish (through 
an operation that is inserted in the same way 
as the others inserted in the distributed 
register) which data to provide and to 
modulate the consent given to their processing 
and, above all, to directly monitor the 
processing itself54. This device facilitates the 
data controller in the census of the will of the 
interested parties and represents one of the 
most interesting and innovative forms of co-
management of the administrative procedure. 

Moreover, it should not be forgotten that 
the use of blockchain technology in the public 
sector for the management of big data 
facilitates and simplifies, in various aspects, 
the tasks of the data controller. In particular, 
the transparency of the operations and the co-
ownership of the data ab origine by all the 
operators, even with the precautions already 
seen in the point of protection of privacy, 
produces an effect of simplification of the 
procedures of management of the data, 
different from the treatment stricto sensu. The 
data subject's right of access, in its twofold 

 
53 As is the aim of the G.D.P.R. itself, which in recital 6 
sets out to ensure a “a high level of the protection of 
personal data”. 
54 G. Zyskind, O. Nathan and A. Pentland, Decentraliz-
ing privacy: using blockchain to protect personal data, 
in IEEE Security and privacy workshops, 2015, 180, ac-
cording to which through the distributed ledger “users 
should own and control their data” and “are always 
aware of the data that is being collected about them and 
how it is used”. 
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dimension of right to obtain from the data 
controller confirmation as to whether or not 
personal data concerning him are being 
processed and to obtain a copy of such data55, 
is satisfied automatically, without the 
activation of a specific procedure. This 
simplification eliminates the need for the data 
subject to make a request and for the data 
controller to receive it, examine it and decide 
whether to grant the request by displaying the 
data or not. And all this clearly translates into 
a considerable saving of human and economic 
resources for the Public Administration. 

In the face of such obvious potential, the 
technical and regulatory scenario regarding 
blockchain administration is, of course, 
evolving.  

Italy has placed itself at the forefront in 
Europe on a regulatory level by introducing, 
in paragraph 1 of Article 8b of Decree-Law 
No. 135 of 201856, a legal definition of 
“distributed register”. 

This new legislation was essentially 
descriptive since it was not accompanied by 
the provision of detailed rules57. However, this 
silence on the part of the legislator should 

 
55 Art. 15 G.D.P.R. The co detention ab origine of the 
data can, at the same time, satisfy, through the adoption 
of technical devices allowing the clear reading of the 
sequence, also the right to the portability of the data ex 
art. 20 par. 1 G.D.P.R. according to which “The data 
subject shall have the right to receive the personal data 
concerning him or her, which he or she has provided to 
a controller, in a structured, commonly used and ma-
chine-readable format”. 
56 The reference is to Decree-Law No. 135 of 14 De-
cember 2018, converted with amendments by Law No. 
12 of 11 February 2019 of “Conversione in legge del 
decreto-legge 14 dicembre 2018, n. 135, recante dispo-
sizioni urgenti in materia di sostegno e semplificazione  
per le imprese e per la pubblica amministrazione”, pu-
blished in the Italian Official Gazette No. 36 of 11 Fe-
bruary 2019, according to which distributed ledger-
based technologies are defined as “protocolli informatici  
che  usano   un   registro condiviso,  distribuito,  repli-
cabile,  accessibile  simultaneamente, architetturalmente 
decentralizzato su basi  crittografiche,  tali  da consenti-
re  la  registrazione,  la   convalida, l'aggiornamento   e 
l'archiviazione di dati sia in chiaro che ulteriormente  
protetti  da crittografia verificabili da ciascun parteci-
pante, non alterabili e non modificabili”. 
57 Paragraph 4 of art. 8 bis delegates to the Agenzia per 
l'Italia Digitale the identification of the “standard tecnici 
che le tecnologie basate su registri distribuiti debbono 
possedere ai fini della produzione degli  effetti di cui al 
comma 3” and, therefore, only those relating to the “va-
lidazione temporale elettronica di cui all'articolo 41 del 
regolamento (UE) n. 910/2014  del  Parlamento  euro-
peo  e  del Consiglio, del 23 luglio 2014” (the so-called 
timestamping) of the electronic transitions, leaving out 
of this regulatory delegation any other disciplinary 
aspect of the technology. 

probably be interpreted as an intentional gap, 
the result of a specific regulatory choice 
inspired by the principle of technological 
neutrality58. 

Moreover, if what has been said above has 
attempted to demonstrate that, even with 
unchanged legislation, there is the possibility 
of building an administrative blockchain that 
complies with the European (and, by 
implication, domestic) rules on the protection 
of personal data, it seems that significant 
margins remain for an intervention by the 
national legislator to define specific rules. 

In particular, Art. 6 par. 3 of the G.D.P.R. 
provides, for the hypothesis in which the legal 
basis of the processing of personal data is the 
performance of a task carried out in the public 
interest or in connection with the exercise of 
official authority vested in the data controller, 
the possibility for the law of the Member State 
to which the data controller is subject (as well 
as for Union law) to introduce, in compliance 
with the principle of proportionality, “specific 
provisions to adapt the application of rules” of 
the Regulation with regard to the “general 
conditions governing the lawfulness of 
processing by the controller”, to the “types of 
data which are subject to the processing” to 
the data subjects and to the “the data subjects 
concerned” and, above all, to “the purposes 
for which, the personal data may be 
disclosed”, the “storage periods” and the 
“processing operations and processing 
procedures”59.   

 
58 On this subject, see A.G. Orofino, L'esternazione in-
formatica degli atti amministrativi, in S. Civitarese Mat-
teucci and L. Torchia (eds.), La tecnificazione, Firenze, 
Firenze University Press, 2016, 181. The principle of 
technological neutrality as a guiding criterion in the ap-
proach to blockchain technology is also suggested by 
the European Parliament Resolution of 3 October 2018 
on distributed ledger technologies and blockchain: 
building trust through disintermediation, recital E. 
59 The content of the provision is clarified by Recital 45 
of the G.D.P.R., which states that “Where processing is 
carried out in accordance with a legal obligation to 
which the controller is subject or where processing is 
necessary for the performance of a task carried out in 
the public interest or in the exercise of official authority, 
the processing should have a basis in Union or Member 
State law. This Regulation does not require a specific 
law for each individual processing. A law as a basis for 
several processing operations based on a legal obliga-
tion to which the controller is subject or where pro-
cessing is necessary for the performance of a task car-
ried out in the public interest or in the exercise of an of-
ficial authority may be sufficient. It should also be for 
Union or Member State law to determine the purpose of 
processing. Furthermore, that law could specify the 
general conditions of this Regulation governing the law-
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Furthermore, it should be recalled that 
Article 23 of the G.D.P.R. allows the 
possibility, as a general rule, for the law of the 
Union or of the Member State to which the 
controller or processor is subject to provide 
for legislative measures restricting the scope 
of the obligations and rights referred to in 
Articles 12 to 22 and 34, as well as in Article 
5, in so far as the provisions contained therein 
correspond to the rights and obligations set 
out in Articles 12 to 22, provided that “such a 
restriction respects the essence of the 
fundamental rights and freedoms and is a 
necessary and proportionate measure in a 
democratic society to safeguard”, inter alia, in 
sub-paragraph e, “other important objectives 
of general public interest of the Union or of a 
Member State, in particular an important 
economic or financial interest of the Union or 
of a Member State, including monetary, 
budgetary and taxation matters, public health 
and social security”. 

It seems, moreover, that these margins of 
regulatory intervention have already been 
partially exploited by the Italian Legislator, 
going to modify, in the climate of the 
pandemic crisis, the text of Art. 2 ter of the 
Legislative Decree No. 196 of 2003 (the so-
called “Codice della protezione dei dati 
personali”), introducing, by means of the 
Decree Law, 8th October 2021, No. 13960, a 
new paragraph 1 bis. This last provision 
establishes, today, that “il trattamento  dei   
dati   personali   da   parte   di 
un'amministrazione pubblica […] è sempre 
consentito se necessario per  l'adempimento  
di  un  compito  svolto  nel  pubblico interesse 
o per l'esercizio di pubblici poteri a essa 
attribuiti” con la precisazione che la “finalità 
del trattamento, se non espressamente prevista 
da una norma di legge o,  nei  casi  previsti  

 
fulness of personal data processing, establish specifica-
tions for determining the controller, the type of personal 
data which are subject to the processing, the data sub-
jects concerned, the entities to which the personal data 
may be disclosed, the purpose limitations, the storage 
period and other measures to ensure lawful and fair pro-
cessing. It should also be for Union or Member State 
law to determine whether the controller performing a 
task carried out in the public interest or in the exercise 
of official authority should be a public authority or an-
other natural or legal person governed by public law, or, 
where it is in the public interest to do so, including for 
health purposes such as public health and social protec-
tion and the management of health care services, by pri-
vate law, such as a professional association”. 
60 Published in the Italian Official Gazette of 8 October 
2021, no. 241. 

dalla  legge,  di  regolamento è indicata 
dall'amministrazione […] in coerenza al  
compito  svolto  o  al  potere  esercitato”.  

It clearly shows the intention of the 
legislator to overcome a logic of rigid ex ante 
typification of the possible legal bases of data 
processing by the Public Administration, thus 
breaking down the barriers to the use of big 
data in the adoption of administrative 
decisions. 

This is a legislative intervention not 
expressly designed for the technology of 
distributed registers but invites to reflect on 
the theme of the modalities with which to 
establish, on the domestic front, the discipline 
of the functioning of the administrative 
blockchain (and not only with regard to the 
profile of the G.D.P.R. compliance, which is 
the subject of in-depth study here). It could be 
provided for in a unitary manner by a formal 
ordinary law or entrusted to secondary 
regulatory sources, also in order to deal with 
the risks of obsolescence. On the other hand, it 
seems less appropriate to leave the regulation 
of the functioning of the distributed register to 
the individual lex specialis of the procedure 
(such as the call for tenders in selective 
procedures) since, by fragmenting the relevant 
legal regime, one would be distancing oneself 
from the creation of a uniform disciplinary 
standard, which is indeed crucial also with a 
view to achieving the objective of 
interoperability between the individual 
platforms. Moreover, the obvious implications 
of both regulatory choices in terms of judicial 
protection cannot be overlooked. 

As an alternative to the intervention of the 
national legislator, while waiting for an 
organic discipline of the technology, it could 
be possible to hypothesise a punctual 
modification of the G.D.P.R. that opens its 
discipline to the blockchain, in a manner not 
dissimilar to what is happening, with 
reference to the other delicate profile of legal 
compliance of electronic identification 
methods, with the eIDAS regulation61.   

This is, perhaps, the preferable solution, 
also in view of the ever-increasing importance 
of distributed register technology. In fact, the 
elimination, by means of a regulatory 

 
61 The reference is to the proposal for the amendment of 
the eIDAS Regulation presented by the European 
Commission in June 2021, which provides, in the new 
Articles 45 nonies and decies, specific rules on the legal 
effects of electronic registers and the requirements for 
qualified electronic registers. 
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dimension of right to obtain from the data 
controller confirmation as to whether or not 
personal data concerning him are being 
processed and to obtain a copy of such data55, 
is satisfied automatically, without the 
activation of a specific procedure. This 
simplification eliminates the need for the data 
subject to make a request and for the data 
controller to receive it, examine it and decide 
whether to grant the request by displaying the 
data or not. And all this clearly translates into 
a considerable saving of human and economic 
resources for the Public Administration. 

In the face of such obvious potential, the 
technical and regulatory scenario regarding 
blockchain administration is, of course, 
evolving.  

Italy has placed itself at the forefront in 
Europe on a regulatory level by introducing, 
in paragraph 1 of Article 8b of Decree-Law 
No. 135 of 201856, a legal definition of 
“distributed register”. 

This new legislation was essentially 
descriptive since it was not accompanied by 
the provision of detailed rules57. However, this 
silence on the part of the legislator should 

 
55 Art. 15 G.D.P.R. The co detention ab origine of the 
data can, at the same time, satisfy, through the adoption 
of technical devices allowing the clear reading of the 
sequence, also the right to the portability of the data ex 
art. 20 par. 1 G.D.P.R. according to which “The data 
subject shall have the right to receive the personal data 
concerning him or her, which he or she has provided to 
a controller, in a structured, commonly used and ma-
chine-readable format”. 
56 The reference is to Decree-Law No. 135 of 14 De-
cember 2018, converted with amendments by Law No. 
12 of 11 February 2019 of “Conversione in legge del 
decreto-legge 14 dicembre 2018, n. 135, recante dispo-
sizioni urgenti in materia di sostegno e semplificazione  
per le imprese e per la pubblica amministrazione”, pu-
blished in the Italian Official Gazette No. 36 of 11 Fe-
bruary 2019, according to which distributed ledger-
based technologies are defined as “protocolli informatici  
che  usano   un   registro condiviso,  distribuito,  repli-
cabile,  accessibile  simultaneamente, architetturalmente 
decentralizzato su basi  crittografiche,  tali  da consenti-
re  la  registrazione,  la   convalida, l'aggiornamento   e 
l'archiviazione di dati sia in chiaro che ulteriormente  
protetti  da crittografia verificabili da ciascun parteci-
pante, non alterabili e non modificabili”. 
57 Paragraph 4 of art. 8 bis delegates to the Agenzia per 
l'Italia Digitale the identification of the “standard tecnici 
che le tecnologie basate su registri distribuiti debbono 
possedere ai fini della produzione degli  effetti di cui al 
comma 3” and, therefore, only those relating to the “va-
lidazione temporale elettronica di cui all'articolo 41 del 
regolamento (UE) n. 910/2014  del  Parlamento  euro-
peo  e  del Consiglio, del 23 luglio 2014” (the so-called 
timestamping) of the electronic transitions, leaving out 
of this regulatory delegation any other disciplinary 
aspect of the technology. 

probably be interpreted as an intentional gap, 
the result of a specific regulatory choice 
inspired by the principle of technological 
neutrality58. 

Moreover, if what has been said above has 
attempted to demonstrate that, even with 
unchanged legislation, there is the possibility 
of building an administrative blockchain that 
complies with the European (and, by 
implication, domestic) rules on the protection 
of personal data, it seems that significant 
margins remain for an intervention by the 
national legislator to define specific rules. 

In particular, Art. 6 par. 3 of the G.D.P.R. 
provides, for the hypothesis in which the legal 
basis of the processing of personal data is the 
performance of a task carried out in the public 
interest or in connection with the exercise of 
official authority vested in the data controller, 
the possibility for the law of the Member State 
to which the data controller is subject (as well 
as for Union law) to introduce, in compliance 
with the principle of proportionality, “specific 
provisions to adapt the application of rules” of 
the Regulation with regard to the “general 
conditions governing the lawfulness of 
processing by the controller”, to the “types of 
data which are subject to the processing” to 
the data subjects and to the “the data subjects 
concerned” and, above all, to “the purposes 
for which, the personal data may be 
disclosed”, the “storage periods” and the 
“processing operations and processing 
procedures”59.   

 
58 On this subject, see A.G. Orofino, L'esternazione in-
formatica degli atti amministrativi, in S. Civitarese Mat-
teucci and L. Torchia (eds.), La tecnificazione, Firenze, 
Firenze University Press, 2016, 181. The principle of 
technological neutrality as a guiding criterion in the ap-
proach to blockchain technology is also suggested by 
the European Parliament Resolution of 3 October 2018 
on distributed ledger technologies and blockchain: 
building trust through disintermediation, recital E. 
59 The content of the provision is clarified by Recital 45 
of the G.D.P.R., which states that “Where processing is 
carried out in accordance with a legal obligation to 
which the controller is subject or where processing is 
necessary for the performance of a task carried out in 
the public interest or in the exercise of official authority, 
the processing should have a basis in Union or Member 
State law. This Regulation does not require a specific 
law for each individual processing. A law as a basis for 
several processing operations based on a legal obliga-
tion to which the controller is subject or where pro-
cessing is necessary for the performance of a task car-
ried out in the public interest or in the exercise of an of-
ficial authority may be sufficient. It should also be for 
Union or Member State law to determine the purpose of 
processing. Furthermore, that law could specify the 
general conditions of this Regulation governing the law-
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Furthermore, it should be recalled that 
Article 23 of the G.D.P.R. allows the 
possibility, as a general rule, for the law of the 
Union or of the Member State to which the 
controller or processor is subject to provide 
for legislative measures restricting the scope 
of the obligations and rights referred to in 
Articles 12 to 22 and 34, as well as in Article 
5, in so far as the provisions contained therein 
correspond to the rights and obligations set 
out in Articles 12 to 22, provided that “such a 
restriction respects the essence of the 
fundamental rights and freedoms and is a 
necessary and proportionate measure in a 
democratic society to safeguard”, inter alia, in 
sub-paragraph e, “other important objectives 
of general public interest of the Union or of a 
Member State, in particular an important 
economic or financial interest of the Union or 
of a Member State, including monetary, 
budgetary and taxation matters, public health 
and social security”. 

It seems, moreover, that these margins of 
regulatory intervention have already been 
partially exploited by the Italian Legislator, 
going to modify, in the climate of the 
pandemic crisis, the text of Art. 2 ter of the 
Legislative Decree No. 196 of 2003 (the so-
called “Codice della protezione dei dati 
personali”), introducing, by means of the 
Decree Law, 8th October 2021, No. 13960, a 
new paragraph 1 bis. This last provision 
establishes, today, that “il trattamento  dei   
dati   personali   da   parte   di 
un'amministrazione pubblica […] è sempre 
consentito se necessario per  l'adempimento  
di  un  compito  svolto  nel  pubblico interesse 
o per l'esercizio di pubblici poteri a essa 
attribuiti” con la precisazione che la “finalità 
del trattamento, se non espressamente prevista 
da una norma di legge o,  nei  casi  previsti  

 
fulness of personal data processing, establish specifica-
tions for determining the controller, the type of personal 
data which are subject to the processing, the data sub-
jects concerned, the entities to which the personal data 
may be disclosed, the purpose limitations, the storage 
period and other measures to ensure lawful and fair pro-
cessing. It should also be for Union or Member State 
law to determine whether the controller performing a 
task carried out in the public interest or in the exercise 
of official authority should be a public authority or an-
other natural or legal person governed by public law, or, 
where it is in the public interest to do so, including for 
health purposes such as public health and social protec-
tion and the management of health care services, by pri-
vate law, such as a professional association”. 
60 Published in the Italian Official Gazette of 8 October 
2021, no. 241. 

dalla  legge,  di  regolamento è indicata 
dall'amministrazione […] in coerenza al  
compito  svolto  o  al  potere  esercitato”.  

It clearly shows the intention of the 
legislator to overcome a logic of rigid ex ante 
typification of the possible legal bases of data 
processing by the Public Administration, thus 
breaking down the barriers to the use of big 
data in the adoption of administrative 
decisions. 

This is a legislative intervention not 
expressly designed for the technology of 
distributed registers but invites to reflect on 
the theme of the modalities with which to 
establish, on the domestic front, the discipline 
of the functioning of the administrative 
blockchain (and not only with regard to the 
profile of the G.D.P.R. compliance, which is 
the subject of in-depth study here). It could be 
provided for in a unitary manner by a formal 
ordinary law or entrusted to secondary 
regulatory sources, also in order to deal with 
the risks of obsolescence. On the other hand, it 
seems less appropriate to leave the regulation 
of the functioning of the distributed register to 
the individual lex specialis of the procedure 
(such as the call for tenders in selective 
procedures) since, by fragmenting the relevant 
legal regime, one would be distancing oneself 
from the creation of a uniform disciplinary 
standard, which is indeed crucial also with a 
view to achieving the objective of 
interoperability between the individual 
platforms. Moreover, the obvious implications 
of both regulatory choices in terms of judicial 
protection cannot be overlooked. 

As an alternative to the intervention of the 
national legislator, while waiting for an 
organic discipline of the technology, it could 
be possible to hypothesise a punctual 
modification of the G.D.P.R. that opens its 
discipline to the blockchain, in a manner not 
dissimilar to what is happening, with 
reference to the other delicate profile of legal 
compliance of electronic identification 
methods, with the eIDAS regulation61.   

This is, perhaps, the preferable solution, 
also in view of the ever-increasing importance 
of distributed register technology. In fact, the 
elimination, by means of a regulatory 

 
61 The reference is to the proposal for the amendment of 
the eIDAS Regulation presented by the European 
Commission in June 2021, which provides, in the new 
Articles 45 nonies and decies, specific rules on the legal 
effects of electronic registers and the requirements for 
qualified electronic registers. 
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dimension of right to obtain from the data 
controller confirmation as to whether or not 
personal data concerning him are being 
processed and to obtain a copy of such data55, 
is satisfied automatically, without the 
activation of a specific procedure. This 
simplification eliminates the need for the data 
subject to make a request and for the data 
controller to receive it, examine it and decide 
whether to grant the request by displaying the 
data or not. And all this clearly translates into 
a considerable saving of human and economic 
resources for the Public Administration. 

In the face of such obvious potential, the 
technical and regulatory scenario regarding 
blockchain administration is, of course, 
evolving.  

Italy has placed itself at the forefront in 
Europe on a regulatory level by introducing, 
in paragraph 1 of Article 8b of Decree-Law 
No. 135 of 201856, a legal definition of 
“distributed register”. 

This new legislation was essentially 
descriptive since it was not accompanied by 
the provision of detailed rules57. However, this 
silence on the part of the legislator should 

 
55 Art. 15 G.D.P.R. The co detention ab origine of the 
data can, at the same time, satisfy, through the adoption 
of technical devices allowing the clear reading of the 
sequence, also the right to the portability of the data ex 
art. 20 par. 1 G.D.P.R. according to which “The data 
subject shall have the right to receive the personal data 
concerning him or her, which he or she has provided to 
a controller, in a structured, commonly used and ma-
chine-readable format”. 
56 The reference is to Decree-Law No. 135 of 14 De-
cember 2018, converted with amendments by Law No. 
12 of 11 February 2019 of “Conversione in legge del 
decreto-legge 14 dicembre 2018, n. 135, recante dispo-
sizioni urgenti in materia di sostegno e semplificazione  
per le imprese e per la pubblica amministrazione”, pu-
blished in the Italian Official Gazette No. 36 of 11 Fe-
bruary 2019, according to which distributed ledger-
based technologies are defined as “protocolli informatici  
che  usano   un   registro condiviso,  distribuito,  repli-
cabile,  accessibile  simultaneamente, architetturalmente 
decentralizzato su basi  crittografiche,  tali  da consenti-
re  la  registrazione,  la   convalida, l'aggiornamento   e 
l'archiviazione di dati sia in chiaro che ulteriormente  
protetti  da crittografia verificabili da ciascun parteci-
pante, non alterabili e non modificabili”. 
57 Paragraph 4 of art. 8 bis delegates to the Agenzia per 
l'Italia Digitale the identification of the “standard tecnici 
che le tecnologie basate su registri distribuiti debbono 
possedere ai fini della produzione degli  effetti di cui al 
comma 3” and, therefore, only those relating to the “va-
lidazione temporale elettronica di cui all'articolo 41 del 
regolamento (UE) n. 910/2014  del  Parlamento  euro-
peo  e  del Consiglio, del 23 luglio 2014” (the so-called 
timestamping) of the electronic transitions, leaving out 
of this regulatory delegation any other disciplinary 
aspect of the technology. 

probably be interpreted as an intentional gap, 
the result of a specific regulatory choice 
inspired by the principle of technological 
neutrality58. 

Moreover, if what has been said above has 
attempted to demonstrate that, even with 
unchanged legislation, there is the possibility 
of building an administrative blockchain that 
complies with the European (and, by 
implication, domestic) rules on the protection 
of personal data, it seems that significant 
margins remain for an intervention by the 
national legislator to define specific rules. 

In particular, Art. 6 par. 3 of the G.D.P.R. 
provides, for the hypothesis in which the legal 
basis of the processing of personal data is the 
performance of a task carried out in the public 
interest or in connection with the exercise of 
official authority vested in the data controller, 
the possibility for the law of the Member State 
to which the data controller is subject (as well 
as for Union law) to introduce, in compliance 
with the principle of proportionality, “specific 
provisions to adapt the application of rules” of 
the Regulation with regard to the “general 
conditions governing the lawfulness of 
processing by the controller”, to the “types of 
data which are subject to the processing” to 
the data subjects and to the “the data subjects 
concerned” and, above all, to “the purposes 
for which, the personal data may be 
disclosed”, the “storage periods” and the 
“processing operations and processing 
procedures”59.   

 
58 On this subject, see A.G. Orofino, L'esternazione in-
formatica degli atti amministrativi, in S. Civitarese Mat-
teucci and L. Torchia (eds.), La tecnificazione, Firenze, 
Firenze University Press, 2016, 181. The principle of 
technological neutrality as a guiding criterion in the ap-
proach to blockchain technology is also suggested by 
the European Parliament Resolution of 3 October 2018 
on distributed ledger technologies and blockchain: 
building trust through disintermediation, recital E. 
59 The content of the provision is clarified by Recital 45 
of the G.D.P.R., which states that “Where processing is 
carried out in accordance with a legal obligation to 
which the controller is subject or where processing is 
necessary for the performance of a task carried out in 
the public interest or in the exercise of official authority, 
the processing should have a basis in Union or Member 
State law. This Regulation does not require a specific 
law for each individual processing. A law as a basis for 
several processing operations based on a legal obliga-
tion to which the controller is subject or where pro-
cessing is necessary for the performance of a task car-
ried out in the public interest or in the exercise of an of-
ficial authority may be sufficient. It should also be for 
Union or Member State law to determine the purpose of 
processing. Furthermore, that law could specify the 
general conditions of this Regulation governing the law-
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Furthermore, it should be recalled that 
Article 23 of the G.D.P.R. allows the 
possibility, as a general rule, for the law of the 
Union or of the Member State to which the 
controller or processor is subject to provide 
for legislative measures restricting the scope 
of the obligations and rights referred to in 
Articles 12 to 22 and 34, as well as in Article 
5, in so far as the provisions contained therein 
correspond to the rights and obligations set 
out in Articles 12 to 22, provided that “such a 
restriction respects the essence of the 
fundamental rights and freedoms and is a 
necessary and proportionate measure in a 
democratic society to safeguard”, inter alia, in 
sub-paragraph e, “other important objectives 
of general public interest of the Union or of a 
Member State, in particular an important 
economic or financial interest of the Union or 
of a Member State, including monetary, 
budgetary and taxation matters, public health 
and social security”. 

It seems, moreover, that these margins of 
regulatory intervention have already been 
partially exploited by the Italian Legislator, 
going to modify, in the climate of the 
pandemic crisis, the text of Art. 2 ter of the 
Legislative Decree No. 196 of 2003 (the so-
called “Codice della protezione dei dati 
personali”), introducing, by means of the 
Decree Law, 8th October 2021, No. 13960, a 
new paragraph 1 bis. This last provision 
establishes, today, that “il trattamento  dei   
dati   personali   da   parte   di 
un'amministrazione pubblica […] è sempre 
consentito se necessario per  l'adempimento  
di  un  compito  svolto  nel  pubblico interesse 
o per l'esercizio di pubblici poteri a essa 
attribuiti” con la precisazione che la “finalità 
del trattamento, se non espressamente prevista 
da una norma di legge o,  nei  casi  previsti  

 
fulness of personal data processing, establish specifica-
tions for determining the controller, the type of personal 
data which are subject to the processing, the data sub-
jects concerned, the entities to which the personal data 
may be disclosed, the purpose limitations, the storage 
period and other measures to ensure lawful and fair pro-
cessing. It should also be for Union or Member State 
law to determine whether the controller performing a 
task carried out in the public interest or in the exercise 
of official authority should be a public authority or an-
other natural or legal person governed by public law, or, 
where it is in the public interest to do so, including for 
health purposes such as public health and social protec-
tion and the management of health care services, by pri-
vate law, such as a professional association”. 
60 Published in the Italian Official Gazette of 8 October 
2021, no. 241. 

dalla  legge,  di  regolamento è indicata 
dall'amministrazione […] in coerenza al  
compito  svolto  o  al  potere  esercitato”.  

It clearly shows the intention of the 
legislator to overcome a logic of rigid ex ante 
typification of the possible legal bases of data 
processing by the Public Administration, thus 
breaking down the barriers to the use of big 
data in the adoption of administrative 
decisions. 

This is a legislative intervention not 
expressly designed for the technology of 
distributed registers but invites to reflect on 
the theme of the modalities with which to 
establish, on the domestic front, the discipline 
of the functioning of the administrative 
blockchain (and not only with regard to the 
profile of the G.D.P.R. compliance, which is 
the subject of in-depth study here). It could be 
provided for in a unitary manner by a formal 
ordinary law or entrusted to secondary 
regulatory sources, also in order to deal with 
the risks of obsolescence. On the other hand, it 
seems less appropriate to leave the regulation 
of the functioning of the distributed register to 
the individual lex specialis of the procedure 
(such as the call for tenders in selective 
procedures) since, by fragmenting the relevant 
legal regime, one would be distancing oneself 
from the creation of a uniform disciplinary 
standard, which is indeed crucial also with a 
view to achieving the objective of 
interoperability between the individual 
platforms. Moreover, the obvious implications 
of both regulatory choices in terms of judicial 
protection cannot be overlooked. 

As an alternative to the intervention of the 
national legislator, while waiting for an 
organic discipline of the technology, it could 
be possible to hypothesise a punctual 
modification of the G.D.P.R. that opens its 
discipline to the blockchain, in a manner not 
dissimilar to what is happening, with 
reference to the other delicate profile of legal 
compliance of electronic identification 
methods, with the eIDAS regulation61.   

This is, perhaps, the preferable solution, 
also in view of the ever-increasing importance 
of distributed register technology. In fact, the 
elimination, by means of a regulatory 

 
61 The reference is to the proposal for the amendment of 
the eIDAS Regulation presented by the European 
Commission in June 2021, which provides, in the new 
Articles 45 nonies and decies, specific rules on the legal 
effects of electronic registers and the requirements for 
qualified electronic registers. 
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intervention, of any residual doubts regarding 
the application of the G.D.P.R. could, on the 
one hand, represent a push towards the 
concrete application of the instrument 
(eliminating any alibi for management, 
traditionally sceptical towards forms of 
innovation not expressly regulated by law) 
and, on the other, contribute to the diffusion of 
a homogeneous administrative language at a 
Union level that facilitates the increasingly 
frequent recourse to the model of joint 
administration.   

In this way, a further piece would be added 
to the emerging and jagged European Union 
discipline on digital administration62, to the 
definition of which the doctrine is also called 
upon on a theoretical level. 

 
62 Together with the aforementioned eIDAS Regulation. 
Consider also the issue of the so-called “reserve of hu-
manity” with respect to automated administrative func-
tions posed precisely by Article 22 of the G.D.P.R., in-
dicated by the Italian Council of State as the basis of the 
well-known judgment Cons. State, Sez. VI, 8 April 
2019, no. 2270 (with commentary by A.G. Orofino and 
G. Gallone, L'intelligenza artificiale al servizio delle 
funzioni amministrative: profili problematici e spunti di 
riflessione, in Giur. It., 2020, 1738). 

 
 
European Review of Digital Administration & Law - Erdal 
2021, Volume 2, Issue 2, pp. 121-128 
ISSN 2724-5969 - ISBN 979-12-5994-752-9 - DOI 9791259947529 12 
 

 
  

 121 
 

Blockchain and Public Procurement: 
“I Have a Dream”* 

Miguel Ángel Bernal Blay 
(Professor of administrative Law at University of Zaragoza) 

ABSTRACT Distributed ledger technology is not being adopted extensively in the public sector sphere. 
Nevertheless, public procurement outstands due to its pioneering role in the use of said technology for the 
registry and traceability of offers, automatization of decisions and digital identity management of tenderers and 
contractors. This paper presents the main initiatives developed, up to date, in Spain and offers a prospective 
view of other situations in which this technology could be implemented.  

“I have a dream that one day, distributed ledger 
technologies will be used to full develop a public 
procurement proceeding. I have a dream 
today.” 

1. The development of distributed ledger 
technology in the domain of the public 
sector in Spain 
Distributed ledger technology, eleven years 

after its official birth, with the Bitcoin as a first 
case of successful use, has not yet spread in the 
public sector. We can observe a certain delay in 
its adoption, especially, in comparison to the 
experiences that the private sector has already 
developed. 

The public sector is not very permeable to 
disruptive technological innovations (to 
innovation, generally speaking). Additionally, 
there is a generalized ignorance about this 
technology – distributed ledger technology – 
and its possibilities, caused by its legal 
loopholes – with one exception1 – and increased 
by the lack of training activities in order to 
disseminate it within training centres, in public 
administrations. If we add the shared erroneous 
belief – due to the lack of knowledge – that 

 
* Paper submitted to double-blind peer review.  
The analogy with 1963 Luther King’s speech is only used, 
as a stylistic resource, to call the attention of the 
readership and, under no circumstances should it be 
understood with the intention to place, at the same level, 
public procurement digitalization problems and the 
unfairness of people discrimination, on the grounds of 
race. 
1 We cannot avoid referring to the boldness of the 
Aragonese legislator when including, in article 52.3 of the 
Aragonese Law 1/2021, of 11 February, on administrative 
simplification, a definition for distributed ledger 
technology systems that should be understood as “those 
which enable the storage of information, or its digital 
representation by means of a hash, in a permanent, 
simultaneous and successive way in a distributed database. 
Guaranteeing the immutability of the information and 
allowing an integrity audit”. 

distributed ledger technology (all) isn’t 
environmentally sustainable, we can explain 
some of the difficulties that its development, in 
the public sector, might face. 

The legal framework has not helped either, 
has it? The prohibition of the use of distributed 
ledger technology, for people identification, 
within administrative procedures, in accordance 
with the amendment of Law 39/2015, on 
Common Administrative Procedure, by Royal 
Decree-Law 14/2019, has only spread 
confusion2. The prohibition of the use of 
identification systems and signature, based on 
distributed ledger technologies, in the relations 
with the administration, (“under no 
circumstances will be admissible and, therefore, 
will not be authorized”, as set out in part 1 of 
the sixth additional disposition of Law 
39/2015), was misunderstood as an absolute 
prohibition regarding the use of distributed 
ledger technology within the domain of the 
public administration3.  

The reference, in the state regulations, to a 
temporary prohibition that will remain in place 
“… as long as distributed ledger technologies 
are not specifically regulated by the state within 
the EU legal framework” has not provoked a 
loss of hope in some autonomous regulations 
which have the expectation of a possible future 
authorization regarding identification and 

 
2 We should bear in mind, that two appeals, on the 
grounds of unconstitutionality, have been filed, against 
this regulation, by the Basque and Catalonian Generalitat 
governments, still pending a resolution. As well as the 
commitment of their repeal, in the pact of investiture 
signed by the Spanish Socialist Party (PSOE) and the 
Basque Nationalist Party (PNV), in order to facilitate the 
investiture of President Pedro Sánchez, after the 2019 
elections. 
3 The prohibition only affects the use of distributed ledger 
technology to verify people’s identification in public 
administration. Nevertheless, it is not applicable if 
distributed ledger technology is used for the identification 
of a person – physical or legal – in a private entity. 
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intervention, of any residual doubts regarding 
the application of the G.D.P.R. could, on the 
one hand, represent a push towards the 
concrete application of the instrument 
(eliminating any alibi for management, 
traditionally sceptical towards forms of 
innovation not expressly regulated by law) 
and, on the other, contribute to the diffusion of 
a homogeneous administrative language at a 
Union level that facilitates the increasingly 
frequent recourse to the model of joint 
administration.   

In this way, a further piece would be added 
to the emerging and jagged European Union 
discipline on digital administration62, to the 
definition of which the doctrine is also called 
upon on a theoretical level. 

 
62 Together with the aforementioned eIDAS Regulation. 
Consider also the issue of the so-called “reserve of hu-
manity” with respect to automated administrative func-
tions posed precisely by Article 22 of the G.D.P.R., in-
dicated by the Italian Council of State as the basis of the 
well-known judgment Cons. State, Sez. VI, 8 April 
2019, no. 2270 (with commentary by A.G. Orofino and 
G. Gallone, L'intelligenza artificiale al servizio delle 
funzioni amministrative: profili problematici e spunti di 
riflessione, in Giur. It., 2020, 1738). 
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ABSTRACT Distributed ledger technology is not being adopted extensively in the public sector sphere. 
Nevertheless, public procurement outstands due to its pioneering role in the use of said technology for the 
registry and traceability of offers, automatization of decisions and digital identity management of tenderers and 
contractors. This paper presents the main initiatives developed, up to date, in Spain and offers a prospective 
view of other situations in which this technology could be implemented.  

“I have a dream that one day, distributed ledger 
technologies will be used to full develop a public 
procurement proceeding. I have a dream 
today.” 

1. The development of distributed ledger 
technology in the domain of the public 
sector in Spain 
Distributed ledger technology, eleven years 

after its official birth, with the Bitcoin as a first 
case of successful use, has not yet spread in the 
public sector. We can observe a certain delay in 
its adoption, especially, in comparison to the 
experiences that the private sector has already 
developed. 

The public sector is not very permeable to 
disruptive technological innovations (to 
innovation, generally speaking). Additionally, 
there is a generalized ignorance about this 
technology – distributed ledger technology – 
and its possibilities, caused by its legal 
loopholes – with one exception1 – and increased 
by the lack of training activities in order to 
disseminate it within training centres, in public 
administrations. If we add the shared erroneous 
belief – due to the lack of knowledge – that 

 
* Paper submitted to double-blind peer review.  
The analogy with 1963 Luther King’s speech is only used, 
as a stylistic resource, to call the attention of the 
readership and, under no circumstances should it be 
understood with the intention to place, at the same level, 
public procurement digitalization problems and the 
unfairness of people discrimination, on the grounds of 
race. 
1 We cannot avoid referring to the boldness of the 
Aragonese legislator when including, in article 52.3 of the 
Aragonese Law 1/2021, of 11 February, on administrative 
simplification, a definition for distributed ledger 
technology systems that should be understood as “those 
which enable the storage of information, or its digital 
representation by means of a hash, in a permanent, 
simultaneous and successive way in a distributed database. 
Guaranteeing the immutability of the information and 
allowing an integrity audit”. 

distributed ledger technology (all) isn’t 
environmentally sustainable, we can explain 
some of the difficulties that its development, in 
the public sector, might face. 

The legal framework has not helped either, 
has it? The prohibition of the use of distributed 
ledger technology, for people identification, 
within administrative procedures, in accordance 
with the amendment of Law 39/2015, on 
Common Administrative Procedure, by Royal 
Decree-Law 14/2019, has only spread 
confusion2. The prohibition of the use of 
identification systems and signature, based on 
distributed ledger technologies, in the relations 
with the administration, (“under no 
circumstances will be admissible and, therefore, 
will not be authorized”, as set out in part 1 of 
the sixth additional disposition of Law 
39/2015), was misunderstood as an absolute 
prohibition regarding the use of distributed 
ledger technology within the domain of the 
public administration3.  

The reference, in the state regulations, to a 
temporary prohibition that will remain in place 
“… as long as distributed ledger technologies 
are not specifically regulated by the state within 
the EU legal framework” has not provoked a 
loss of hope in some autonomous regulations 
which have the expectation of a possible future 
authorization regarding identification and 

 
2 We should bear in mind, that two appeals, on the 
grounds of unconstitutionality, have been filed, against 
this regulation, by the Basque and Catalonian Generalitat 
governments, still pending a resolution. As well as the 
commitment of their repeal, in the pact of investiture 
signed by the Spanish Socialist Party (PSOE) and the 
Basque Nationalist Party (PNV), in order to facilitate the 
investiture of President Pedro Sánchez, after the 2019 
elections. 
3 The prohibition only affects the use of distributed ledger 
technology to verify people’s identification in public 
administration. Nevertheless, it is not applicable if 
distributed ledger technology is used for the identification 
of a person – physical or legal – in a private entity. 
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intervention, of any residual doubts regarding 
the application of the G.D.P.R. could, on the 
one hand, represent a push towards the 
concrete application of the instrument 
(eliminating any alibi for management, 
traditionally sceptical towards forms of 
innovation not expressly regulated by law) 
and, on the other, contribute to the diffusion of 
a homogeneous administrative language at a 
Union level that facilitates the increasingly 
frequent recourse to the model of joint 
administration.   

In this way, a further piece would be added 
to the emerging and jagged European Union 
discipline on digital administration62, to the 
definition of which the doctrine is also called 
upon on a theoretical level. 

 
62 Together with the aforementioned eIDAS Regulation. 
Consider also the issue of the so-called “reserve of hu-
manity” with respect to automated administrative func-
tions posed precisely by Article 22 of the G.D.P.R., in-
dicated by the Italian Council of State as the basis of the 
well-known judgment Cons. State, Sez. VI, 8 April 
2019, no. 2270 (with commentary by A.G. Orofino and 
G. Gallone, L'intelligenza artificiale al servizio delle 
funzioni amministrative: profili problematici e spunti di 
riflessione, in Giur. It., 2020, 1738). 
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registry and traceability of offers, automatization of decisions and digital identity management of tenderers and 
contractors. This paper presents the main initiatives developed, up to date, in Spain and offers a prospective 
view of other situations in which this technology could be implemented.  

“I have a dream that one day, distributed ledger 
technologies will be used to full develop a public 
procurement proceeding. I have a dream 
today.” 

1. The development of distributed ledger 
technology in the domain of the public 
sector in Spain 
Distributed ledger technology, eleven years 

after its official birth, with the Bitcoin as a first 
case of successful use, has not yet spread in the 
public sector. We can observe a certain delay in 
its adoption, especially, in comparison to the 
experiences that the private sector has already 
developed. 

The public sector is not very permeable to 
disruptive technological innovations (to 
innovation, generally speaking). Additionally, 
there is a generalized ignorance about this 
technology – distributed ledger technology – 
and its possibilities, caused by its legal 
loopholes – with one exception1 – and increased 
by the lack of training activities in order to 
disseminate it within training centres, in public 
administrations. If we add the shared erroneous 
belief – due to the lack of knowledge – that 
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The analogy with 1963 Luther King’s speech is only used, 
as a stylistic resource, to call the attention of the 
readership and, under no circumstances should it be 
understood with the intention to place, at the same level, 
public procurement digitalization problems and the 
unfairness of people discrimination, on the grounds of 
race. 
1 We cannot avoid referring to the boldness of the 
Aragonese legislator when including, in article 52.3 of the 
Aragonese Law 1/2021, of 11 February, on administrative 
simplification, a definition for distributed ledger 
technology systems that should be understood as “those 
which enable the storage of information, or its digital 
representation by means of a hash, in a permanent, 
simultaneous and successive way in a distributed database. 
Guaranteeing the immutability of the information and 
allowing an integrity audit”. 

distributed ledger technology (all) isn’t 
environmentally sustainable, we can explain 
some of the difficulties that its development, in 
the public sector, might face. 

The legal framework has not helped either, 
has it? The prohibition of the use of distributed 
ledger technology, for people identification, 
within administrative procedures, in accordance 
with the amendment of Law 39/2015, on 
Common Administrative Procedure, by Royal 
Decree-Law 14/2019, has only spread 
confusion2. The prohibition of the use of 
identification systems and signature, based on 
distributed ledger technologies, in the relations 
with the administration, (“under no 
circumstances will be admissible and, therefore, 
will not be authorized”, as set out in part 1 of 
the sixth additional disposition of Law 
39/2015), was misunderstood as an absolute 
prohibition regarding the use of distributed 
ledger technology within the domain of the 
public administration3.  

The reference, in the state regulations, to a 
temporary prohibition that will remain in place 
“… as long as distributed ledger technologies 
are not specifically regulated by the state within 
the EU legal framework” has not provoked a 
loss of hope in some autonomous regulations 
which have the expectation of a possible future 
authorization regarding identification and 

 
2 We should bear in mind, that two appeals, on the 
grounds of unconstitutionality, have been filed, against 
this regulation, by the Basque and Catalonian Generalitat 
governments, still pending a resolution. As well as the 
commitment of their repeal, in the pact of investiture 
signed by the Spanish Socialist Party (PSOE) and the 
Basque Nationalist Party (PNV), in order to facilitate the 
investiture of President Pedro Sánchez, after the 2019 
elections. 
3 The prohibition only affects the use of distributed ledger 
technology to verify people’s identification in public 
administration. Nevertheless, it is not applicable if 
distributed ledger technology is used for the identification 
of a person – physical or legal – in a private entity. 
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signature systems, based on distribution ledger 
technologies for its use in Public Administration 
and, that is, the reason for its current use “… in 
compliance with the state regulations on 
administrative procedure” (It should be noted 
that this final tagline introduces, skilfully, an 
escape clause, in the event of an 
unconstitutionality appeal, by the state, against 
the aforementioned regulations)4. 

Among these pioneering autonomous 
regulations we should highlight the determined 
step forward given, by the Aragonese 
regulation, on the identification systems in 
Public Administration, limiting the prohibition 
foreseen in the common administrative 
procedure regulations, with reference to the 
cases of use of “identification”, in the strict 
sense of the word, that is to say, name and 
surnames and ID number – in the case of 
physical persons – or registered name and tax 
identification number – in the case of legal 
persons. Allowing the use of distributed ledger 
technology when confirming in the 
administration identity attributes as opposed to 
“identification attributes”. Likewise, according 
to paragraph 5 of article 51 of the Aragonese 
Law 1/2021, of 11 February, on Administrative 
Simplification, confirmation, by the person 
concerned, of identity attributes different from 
their name and surnames or their registered 
name, as appropriate, will be carried out by any 
of the identification and signature systems 
foreseen in this law or in the basic state 
regulations. 

A possible solution to facilitate the 
introduction of distributed ledger technology in 
Public Administration was mentioned in another 
place: “setting up a sandbox for its testing, with 
real data, regulating the effects derived from the 
said tests, some of which, could be considered 
equivalent to the tests carried out within the 
framework of ordinary procedures”5. 

We could use the precedent known as 
financial sandbox (Law 7/2020, of 13 
November, for the digital transformation of the 
financial sector) for the creation of a controlled 
and limited testing environment in order to carry 
out, one or several, technologically-based 
innovation tests in an administrative proceeding 
or in administrative procedures. From our point 

4 As an example, we may quote, article 55.3 of Decree 
Law 76/2020, of 4 August, on Digital Administration and 
article 51.1, of the Aragonese Law 1/2021, of 11 
February, on Administrative Simplification. 
5 Blockchain, Administration and Public Procurement, 
published in www.obcp.es, 12 July 2018. 

of view, this measure will contribute to the 
knowledge of the technology and the potential 
benefits of its use within the domain of the 
administrative proceedings, especially, with 
reference to the automated administrative 
proceedings, in accordance with article 41 of 
Law 40/2015, of 1 October, on the Legal 
Regime of the Public Sector. 

2. First use cases of distributed ledger
technology in the Administration: the case
of public procurement
In 2008 the Bitcoin was born. Ten years after

this first experience, in Spain, two use cases, of 
this same technology, saw the light, within the 
scope of public procurement. Both cases were 
regional initiatives developed by the Basque 
government, firstly, and the Aragonese 
government, after 

2.1. Distributed ledger of tenderers 
At the beginning of 2018, the IT Society of 

the Basque government tendered a contract 
aiming at carrying out the analysis, development 
and implementation of a blockchain solution in 
order to cover scenarios linked to the tenderer 
register of the Basque government. In essence, 
what this project aimed at was the use of 
distributed ledger technology as an identity 
solution (not as an identification solution) of the 
registered tenderers in the Basque Register. The 
identity attribute managed, in this case, was the 
registration of a business in the tenderers 
register (due to the effects deduced6).  

Likewise, and thanks to the security that 
distributed ledger technology offers, the 

6 Bear in mind, that the registration in the Tenderer’s 
Official Register and Classified Public Sector Businesses 
shall prove to all Contracting Authorities, within the 
public sector, according to what appears in the tender 
Official Register and, unless proven otherwise, the 
conditions of aptitude of the businessperson, with 
reference to his personality and capacity to act, 
representation, professional or business capacity, 
economic and financial solvency and technical or 
professional classification and other registered 
circumstances, as well as the concurrence or non-
concurrence of the contracting prohibitions which should 
appear in the said Register. Registration in the Tenderer’s 
Official Register of an Autonomous Community, shall 
prove identical circumstances to contract with the said 
Autonomous Community, the local entities, included 
within its territorial sphere and, with the remaining 
entities, organisms or public sector bodies, depending on 
one or another, (article 96 of the Public Procurement Law 
(LCSP). Likewise, in order to take part in the simplified 
open procedures it is compulsory to be registered in the 
Tenderer’s Official Register (article 159.4.a of the Public 
Procurement Law (LCSP). 
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contracting authorities that used the said 
Register, would have a safer way to confirm the 
registration of a tenderer, in the said register 
and, allowing the appropriate legal effects. 

2.2. Distributed ledger of offers and their 
automated evaluation7 

The system of distributed ledger of offers 
and its further automated evaluation using, in 
both cases, distributed register technology is one 
of the first use cases of this technology, within 
the scope of public administration. In addition, 
it is an example of innovation public 
procurement, of an innovative solution from a 
technological point of view and, why not 
mention it, also from a legal point of view. Even 
though it has been articulated according to the 
traditional formula of service tendering. 

It is true that electronic tendering platforms 
already existed, in the market, which offer more 
functionalities and can be used by the 
contracting authorities. The project developed 
by the Aragonese Government, used this use 
case, to satisfy a need (offering tenderers an 
electronic system to submit their tenders), and 
to promote innovation in public procurement. 
And in this sense, it can be demonstrated that 
distributed ledger technology adds value in this 
case. Of course, economic value, due to the fact 
that the cost of the use of this system means a 
less costly tender than when other platforms are 
used and, even with the cost of the offer 
registration using the traditional system in the 
administrative registers (the tender documents 
established a unitary payment system for each 
piece of registered information – an offer, a 
summary of the submitted offers, the contract 
award proposal, etc. – in the distributed ledger 
network). 

It can be claimed, in this case, that 
distributed ledger technology yielded much 
more non- economic content value, but not less 
important. 

In the first place, because it increased 
transparency. The decentralization of the tender 

7 The functioning of this use case has been previously 
explained in M. Á. Bernal Blay, Electronic Tendering and 
Distributed Ledger Technologies, in J.M. Gimeno Feliú 
(ed.) Observatorio de Contratos Públicos 2018, Cizur 
Menor, Aranzadi, 2019. This use case has also been 
echoed in the paper of J. Tejedor Bielsa, Transformacion 
digital, “blockchain” e inteligencia artificial en la 
administración pública, in Revista Española de Derecho 
Administrativo, n. 209, 2020, and in the paper of M. 
Pereiro Cárceles, La utilización del blockchain en los 
procedimientos de concurrencia competitiva, in Revista 
General de Derecho Administrativo, n. 50, 2019. 

registers allows the administration to be more 
transparent regarding the submission of tenders. 
Anybody can check when the tenders were 
submitted, by means of a transaction Front 
Page, which guarantees their traceability and 
control. Hence, tampering with the submission 
time of a tender (changing date or time) is 
impossible. 

In the second place, because there is an 
absolute guarantee of the integrity of the offers 
with the use of the hash, circumstance that 
renders impossible tampering, afterwards, with 
the documents that contain the hash. Tender 
tampering (changing their value) would produce 
a different hash to the one registered previously 
in the distributed ledger network, before the 
deadline for the submission of offers. And this 
lack of coincidence would result in the 
exclusion of the offer from the tendering 
process. 

And, in the third place, because the 
automatization of the offer evaluation tasks 
results in an increase of the efficacy and 
efficiency in administrative procedures. The 
advisory boards may be released from some of 
their functions and devote those resources to 
much more productive tasks. 

We are, therefore, facing a system with great 
potential, that in the framework of this mise-en- 
scène, was used for the tendering of simplified 
open procedures, in summary proceedings, and 
minor contracts. An evolution, of the 
abovementioned system, started at the end of 
2021, foreseeing an increase of its 
functionalities. 

The initial project received some 
acknowledgements. Likewise, in the framework 
of the X Innovation and Public Services 
Nacional Conference, held in Madrid, in March 
2020, this initiative was awarded the “Best 
project with innovation technologies: solutions 
in the cloud, artificial intelligence, Blockchain, 
5g, Bigdata, Business Intelligence”, which 
means an important acknowledgement of the 
work carried out by the staff of the Office of 
Public Procedure and the Centralized Contractor 
Service of the Government of Aragón that 
participated in it, along almost a year.  

On the other hand, the project has been 
presented by the General Secretariat of Digital 
Administration of the Ministry of Economic 
Affairs and Digital Transformation, for its 
implementation in the European Blockchain 
Services Infrastructure (EBSI) which is being 
developed by the European Commission and in 
which all the Member States take part, within 

Blockchain and Public Procurement: “I  Have a Dream”  
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signature systems, based on distribution ledger 
technologies for its use in Public Administration 
and, that is, the reason for its current use “… in 
compliance with the state regulations on 
administrative procedure” (It should be noted 
that this final tagline introduces, skilfully, an 
escape clause, in the event of an 
unconstitutionality appeal, by the state, against 
the aforementioned regulations)4. 

Among these pioneering autonomous 
regulations we should highlight the determined 
step forward given, by the Aragonese 
regulation, on the identification systems in 
Public Administration, limiting the prohibition 
foreseen in the common administrative 
procedure regulations, with reference to the 
cases of use of “identification”, in the strict 
sense of the word, that is to say, name and 
surnames and ID number – in the case of 
physical persons – or registered name and tax 
identification number – in the case of legal 
persons. Allowing the use of distributed ledger 
technology when confirming in the 
administration identity attributes as opposed to 
“identification attributes”. Likewise, according 
to paragraph 5 of article 51 of the Aragonese 
Law 1/2021, of 11 February, on Administrative 
Simplification, confirmation, by the person 
concerned, of identity attributes different from 
their name and surnames or their registered 
name, as appropriate, will be carried out by any 
of the identification and signature systems 
foreseen in this law or in the basic state 
regulations. 

A possible solution to facilitate the 
introduction of distributed ledger technology in 
Public Administration was mentioned in another 
place: “setting up a sandbox for its testing, with 
real data, regulating the effects derived from the 
said tests, some of which, could be considered 
equivalent to the tests carried out within the 
framework of ordinary procedures”5. 

We could use the precedent known as 
financial sandbox (Law 7/2020, of 13 
November, for the digital transformation of the 
financial sector) for the creation of a controlled 
and limited testing environment in order to carry 
out, one or several, technologically-based 
innovation tests in an administrative proceeding 
or in administrative procedures. From our point 

4 As an example, we may quote, article 55.3 of Decree 
Law 76/2020, of 4 August, on Digital Administration and 
article 51.1, of the Aragonese Law 1/2021, of 11 
February, on Administrative Simplification. 
5 Blockchain, Administration and Public Procurement, 
published in www.obcp.es, 12 July 2018. 

of view, this measure will contribute to the 
knowledge of the technology and the potential 
benefits of its use within the domain of the 
administrative proceedings, especially, with 
reference to the automated administrative 
proceedings, in accordance with article 41 of 
Law 40/2015, of 1 October, on the Legal 
Regime of the Public Sector. 

2. First use cases of distributed ledger
technology in the Administration: the case
of public procurement
In 2008 the Bitcoin was born. Ten years after

this first experience, in Spain, two use cases, of 
this same technology, saw the light, within the 
scope of public procurement. Both cases were 
regional initiatives developed by the Basque 
government, firstly, and the Aragonese 
government, after 

2.1. Distributed ledger of tenderers 
At the beginning of 2018, the IT Society of 

the Basque government tendered a contract 
aiming at carrying out the analysis, development 
and implementation of a blockchain solution in 
order to cover scenarios linked to the tenderer 
register of the Basque government. In essence, 
what this project aimed at was the use of 
distributed ledger technology as an identity 
solution (not as an identification solution) of the 
registered tenderers in the Basque Register. The 
identity attribute managed, in this case, was the 
registration of a business in the tenderers 
register (due to the effects deduced6).  

Likewise, and thanks to the security that 
distributed ledger technology offers, the 

6 Bear in mind, that the registration in the Tenderer’s 
Official Register and Classified Public Sector Businesses 
shall prove to all Contracting Authorities, within the 
public sector, according to what appears in the tender 
Official Register and, unless proven otherwise, the 
conditions of aptitude of the businessperson, with 
reference to his personality and capacity to act, 
representation, professional or business capacity, 
economic and financial solvency and technical or 
professional classification and other registered 
circumstances, as well as the concurrence or non-
concurrence of the contracting prohibitions which should 
appear in the said Register. Registration in the Tenderer’s 
Official Register of an Autonomous Community, shall 
prove identical circumstances to contract with the said 
Autonomous Community, the local entities, included 
within its territorial sphere and, with the remaining 
entities, organisms or public sector bodies, depending on 
one or another, (article 96 of the Public Procurement Law 
(LCSP). Likewise, in order to take part in the simplified 
open procedures it is compulsory to be registered in the 
Tenderer’s Official Register (article 159.4.a of the Public 
Procurement Law (LCSP). 
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contracting authorities that used the said 
Register, would have a safer way to confirm the 
registration of a tenderer, in the said register 
and, allowing the appropriate legal effects. 

2.2. Distributed ledger of offers and their 
automated evaluation7 

The system of distributed ledger of offers 
and its further automated evaluation using, in 
both cases, distributed register technology is one 
of the first use cases of this technology, within 
the scope of public administration. In addition, 
it is an example of innovation public 
procurement, of an innovative solution from a 
technological point of view and, why not 
mention it, also from a legal point of view. Even 
though it has been articulated according to the 
traditional formula of service tendering. 

It is true that electronic tendering platforms 
already existed, in the market, which offer more 
functionalities and can be used by the 
contracting authorities. The project developed 
by the Aragonese Government, used this use 
case, to satisfy a need (offering tenderers an 
electronic system to submit their tenders), and 
to promote innovation in public procurement. 
And in this sense, it can be demonstrated that 
distributed ledger technology adds value in this 
case. Of course, economic value, due to the fact 
that the cost of the use of this system means a 
less costly tender than when other platforms are 
used and, even with the cost of the offer 
registration using the traditional system in the 
administrative registers (the tender documents 
established a unitary payment system for each 
piece of registered information – an offer, a 
summary of the submitted offers, the contract 
award proposal, etc. – in the distributed ledger 
network). 

It can be claimed, in this case, that 
distributed ledger technology yielded much 
more non- economic content value, but not less 
important. 

In the first place, because it increased 
transparency. The decentralization of the tender 

7 The functioning of this use case has been previously 
explained in M. Á. Bernal Blay, Electronic Tendering and 
Distributed Ledger Technologies, in J.M. Gimeno Feliú 
(ed.) Observatorio de Contratos Públicos 2018, Cizur 
Menor, Aranzadi, 2019. This use case has also been 
echoed in the paper of J. Tejedor Bielsa, Transformacion 
digital, “blockchain” e inteligencia artificial en la 
administración pública, in Revista Española de Derecho 
Administrativo, n. 209, 2020, and in the paper of M. 
Pereiro Cárceles, La utilización del blockchain en los 
procedimientos de concurrencia competitiva, in Revista 
General de Derecho Administrativo, n. 50, 2019. 

registers allows the administration to be more 
transparent regarding the submission of tenders. 
Anybody can check when the tenders were 
submitted, by means of a transaction Front 
Page, which guarantees their traceability and 
control. Hence, tampering with the submission 
time of a tender (changing date or time) is 
impossible. 

In the second place, because there is an 
absolute guarantee of the integrity of the offers 
with the use of the hash, circumstance that 
renders impossible tampering, afterwards, with 
the documents that contain the hash. Tender 
tampering (changing their value) would produce 
a different hash to the one registered previously 
in the distributed ledger network, before the 
deadline for the submission of offers. And this 
lack of coincidence would result in the 
exclusion of the offer from the tendering 
process. 

And, in the third place, because the 
automatization of the offer evaluation tasks 
results in an increase of the efficacy and 
efficiency in administrative procedures. The 
advisory boards may be released from some of 
their functions and devote those resources to 
much more productive tasks. 

We are, therefore, facing a system with great 
potential, that in the framework of this mise-en- 
scène, was used for the tendering of simplified 
open procedures, in summary proceedings, and 
minor contracts. An evolution, of the 
abovementioned system, started at the end of 
2021, foreseeing an increase of its 
functionalities. 

The initial project received some 
acknowledgements. Likewise, in the framework 
of the X Innovation and Public Services 
Nacional Conference, held in Madrid, in March 
2020, this initiative was awarded the “Best 
project with innovation technologies: solutions 
in the cloud, artificial intelligence, Blockchain, 
5g, Bigdata, Business Intelligence”, which 
means an important acknowledgement of the 
work carried out by the staff of the Office of 
Public Procedure and the Centralized Contractor 
Service of the Government of Aragón that 
participated in it, along almost a year.  

On the other hand, the project has been 
presented by the General Secretariat of Digital 
Administration of the Ministry of Economic 
Affairs and Digital Transformation, for its 
implementation in the European Blockchain 
Services Infrastructure (EBSI) which is being 
developed by the European Commission and in 
which all the Member States take part, within 
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signature systems, based on distribution ledger 
technologies for its use in Public Administration 
and, that is, the reason for its current use “… in 
compliance with the state regulations on 
administrative procedure” (It should be noted 
that this final tagline introduces, skilfully, an 
escape clause, in the event of an 
unconstitutionality appeal, by the state, against 
the aforementioned regulations)4. 

Among these pioneering autonomous 
regulations we should highlight the determined 
step forward given, by the Aragonese 
regulation, on the identification systems in 
Public Administration, limiting the prohibition 
foreseen in the common administrative 
procedure regulations, with reference to the 
cases of use of “identification”, in the strict 
sense of the word, that is to say, name and 
surnames and ID number – in the case of 
physical persons – or registered name and tax 
identification number – in the case of legal 
persons. Allowing the use of distributed ledger 
technology when confirming in the 
administration identity attributes as opposed to 
“identification attributes”. Likewise, according 
to paragraph 5 of article 51 of the Aragonese 
Law 1/2021, of 11 February, on Administrative 
Simplification, confirmation, by the person 
concerned, of identity attributes different from 
their name and surnames or their registered 
name, as appropriate, will be carried out by any 
of the identification and signature systems 
foreseen in this law or in the basic state 
regulations. 

A possible solution to facilitate the 
introduction of distributed ledger technology in 
Public Administration was mentioned in another 
place: “setting up a sandbox for its testing, with 
real data, regulating the effects derived from the 
said tests, some of which, could be considered 
equivalent to the tests carried out within the 
framework of ordinary procedures”5. 

We could use the precedent known as 
financial sandbox (Law 7/2020, of 13 
November, for the digital transformation of the 
financial sector) for the creation of a controlled 
and limited testing environment in order to carry 
out, one or several, technologically-based 
innovation tests in an administrative proceeding 
or in administrative procedures. From our point 

4 As an example, we may quote, article 55.3 of Decree 
Law 76/2020, of 4 August, on Digital Administration and 
article 51.1, of the Aragonese Law 1/2021, of 11 
February, on Administrative Simplification. 
5 Blockchain, Administration and Public Procurement, 
published in www.obcp.es, 12 July 2018. 

of view, this measure will contribute to the 
knowledge of the technology and the potential 
benefits of its use within the domain of the 
administrative proceedings, especially, with 
reference to the automated administrative 
proceedings, in accordance with article 41 of 
Law 40/2015, of 1 October, on the Legal 
Regime of the Public Sector. 

2. First use cases of distributed ledger
technology in the Administration: the case
of public procurement
In 2008 the Bitcoin was born. Ten years after

this first experience, in Spain, two use cases, of 
this same technology, saw the light, within the 
scope of public procurement. Both cases were 
regional initiatives developed by the Basque 
government, firstly, and the Aragonese 
government, after 

2.1. Distributed ledger of tenderers 
At the beginning of 2018, the IT Society of 

the Basque government tendered a contract 
aiming at carrying out the analysis, development 
and implementation of a blockchain solution in 
order to cover scenarios linked to the tenderer 
register of the Basque government. In essence, 
what this project aimed at was the use of 
distributed ledger technology as an identity 
solution (not as an identification solution) of the 
registered tenderers in the Basque Register. The 
identity attribute managed, in this case, was the 
registration of a business in the tenderers 
register (due to the effects deduced6).  

Likewise, and thanks to the security that 
distributed ledger technology offers, the 

6 Bear in mind, that the registration in the Tenderer’s 
Official Register and Classified Public Sector Businesses 
shall prove to all Contracting Authorities, within the 
public sector, according to what appears in the tender 
Official Register and, unless proven otherwise, the 
conditions of aptitude of the businessperson, with 
reference to his personality and capacity to act, 
representation, professional or business capacity, 
economic and financial solvency and technical or 
professional classification and other registered 
circumstances, as well as the concurrence or non-
concurrence of the contracting prohibitions which should 
appear in the said Register. Registration in the Tenderer’s 
Official Register of an Autonomous Community, shall 
prove identical circumstances to contract with the said 
Autonomous Community, the local entities, included 
within its territorial sphere and, with the remaining 
entities, organisms or public sector bodies, depending on 
one or another, (article 96 of the Public Procurement Law 
(LCSP). Likewise, in order to take part in the simplified 
open procedures it is compulsory to be registered in the 
Tenderer’s Official Register (article 159.4.a of the Public 
Procurement Law (LCSP). 
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contracting authorities that used the said 
Register, would have a safer way to confirm the 
registration of a tenderer, in the said register 
and, allowing the appropriate legal effects. 

2.2. Distributed ledger of offers and their 
automated evaluation7 

The system of distributed ledger of offers 
and its further automated evaluation using, in 
both cases, distributed register technology is one 
of the first use cases of this technology, within 
the scope of public administration. In addition, 
it is an example of innovation public 
procurement, of an innovative solution from a 
technological point of view and, why not 
mention it, also from a legal point of view. Even 
though it has been articulated according to the 
traditional formula of service tendering. 

It is true that electronic tendering platforms 
already existed, in the market, which offer more 
functionalities and can be used by the 
contracting authorities. The project developed 
by the Aragonese Government, used this use 
case, to satisfy a need (offering tenderers an 
electronic system to submit their tenders), and 
to promote innovation in public procurement. 
And in this sense, it can be demonstrated that 
distributed ledger technology adds value in this 
case. Of course, economic value, due to the fact 
that the cost of the use of this system means a 
less costly tender than when other platforms are 
used and, even with the cost of the offer 
registration using the traditional system in the 
administrative registers (the tender documents 
established a unitary payment system for each 
piece of registered information – an offer, a 
summary of the submitted offers, the contract 
award proposal, etc. – in the distributed ledger 
network). 

It can be claimed, in this case, that 
distributed ledger technology yielded much 
more non- economic content value, but not less 
important. 

In the first place, because it increased 
transparency. The decentralization of the tender 

7 The functioning of this use case has been previously 
explained in M. Á. Bernal Blay, Electronic Tendering and 
Distributed Ledger Technologies, in J.M. Gimeno Feliú 
(ed.) Observatorio de Contratos Públicos 2018, Cizur 
Menor, Aranzadi, 2019. This use case has also been 
echoed in the paper of J. Tejedor Bielsa, Transformacion 
digital, “blockchain” e inteligencia artificial en la 
administración pública, in Revista Española de Derecho 
Administrativo, n. 209, 2020, and in the paper of M. 
Pereiro Cárceles, La utilización del blockchain en los 
procedimientos de concurrencia competitiva, in Revista 
General de Derecho Administrativo, n. 50, 2019. 

registers allows the administration to be more 
transparent regarding the submission of tenders. 
Anybody can check when the tenders were 
submitted, by means of a transaction Front 
Page, which guarantees their traceability and 
control. Hence, tampering with the submission 
time of a tender (changing date or time) is 
impossible. 

In the second place, because there is an 
absolute guarantee of the integrity of the offers 
with the use of the hash, circumstance that 
renders impossible tampering, afterwards, with 
the documents that contain the hash. Tender 
tampering (changing their value) would produce 
a different hash to the one registered previously 
in the distributed ledger network, before the 
deadline for the submission of offers. And this 
lack of coincidence would result in the 
exclusion of the offer from the tendering 
process. 

And, in the third place, because the 
automatization of the offer evaluation tasks 
results in an increase of the efficacy and 
efficiency in administrative procedures. The 
advisory boards may be released from some of 
their functions and devote those resources to 
much more productive tasks. 

We are, therefore, facing a system with great 
potential, that in the framework of this mise-en- 
scène, was used for the tendering of simplified 
open procedures, in summary proceedings, and 
minor contracts. An evolution, of the 
abovementioned system, started at the end of 
2021, foreseeing an increase of its 
functionalities. 

The initial project received some 
acknowledgements. Likewise, in the framework 
of the X Innovation and Public Services 
Nacional Conference, held in Madrid, in March 
2020, this initiative was awarded the “Best 
project with innovation technologies: solutions 
in the cloud, artificial intelligence, Blockchain, 
5g, Bigdata, Business Intelligence”, which 
means an important acknowledgement of the 
work carried out by the staff of the Office of 
Public Procedure and the Centralized Contractor 
Service of the Government of Aragón that 
participated in it, along almost a year.  

On the other hand, the project has been 
presented by the General Secretariat of Digital 
Administration of the Ministry of Economic 
Affairs and Digital Transformation, for its 
implementation in the European Blockchain 
Services Infrastructure (EBSI) which is being 
developed by the European Commission and in 
which all the Member States take part, within 
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the framework of the European Blockchain 
Partnership (EBP). Currently, four cases of use 
are being developed, based on that European 
Blockchain, but the European Commission 
wants to open it to others and the distributed 
ledger of offers for public procurement is a 
good candidate due to the fact that they are 
already functioning and their feasibility has 
been proved. 

Additionally, it can also be mentioned that 
the Aragonese project was used as a base for the 
development aiming at the fight against 
corruption in food supply to the school dinning-
rooms, in Colombia, financed by The World 
Economic Forum8. And more recently the 
World Bank has included the analysis of this 
case in their analysis document, Disruptive 
Technologies in Public Procurement, 
concluding that a project like this can be 
implemented successfully provided there is 
political support and the ecosystem of 
specialized businesses in blockchain does not 
disappear9. 

2.2.1. Some specifications in the project tender 
process 

In order to articulate the use case, developed 
by the Aragonese Government, the supply, as a 
service, of an electronic system of automated 
tender submission and evaluation was opted for. 
Using distributed ledger technology (DLT as a 
service). 

Due to the innovative nature of the service, 
in need of a previous stage of scientific, 
technological and legal research, for its 
articulation and development; a “previous 
tender announcement” was launched (six 
months before the compulsory tender 
announcement), by the Government of Aragón 
in order to disseminate, well in advance, the 
intention of tendering the development of this 
project. This “anticipation” explains the high 
numbers of businesses participation, as a 
response to the tender call, launched in the 
month of September 2018. 

It should be highlighted that, due to the 
objective of the project, it was a solution with 
important intrinsic innovation features, with 

 
8 World Economic Forum, Exploring Blockchain 
Technology for Government Transparency: A Blockchain-
Based Public Procurement System, accessible from 
www3.weforum.org/docs/WEF_Blockchain_Government
_Transparency_Report.pdf. 
9 World Bank, Disruptive Technologies in Public 
Procurement, accessible from https://documents1.worl 
dbank.org/curated/en/522181612428427520/pdf/Disruptiv
e-Technologies-in-Public-Procurement.pdf. 

reference to the award criteria. The price 
criterion, within the contract, was not 
considered as a determining element. In fact, the 
said criterion, was only assigned a 20 percent of 
the points. The acquisition of low-cost 
innovation was inconceivable. 

On the other hand, the description of the 
technical specifications of the project was, 
scrupulously respectful with the principle of 
technological neutrality. These technical 
specifications did not predetermine the technical 
solution that should be used. It was the 
responsibility of the businesses to offer the 
technical solution, according to their own 
judgement, which best fulfilled the needs of the 
Administration. In fact, apart from the winning 
solution (Hyperledger Fabric), other technical 
solutions such as, Ethereum and Quorum 
(Alastria network), were also offered. 

Finally, the contract was awarded to the 
tender submitted by Iasoft Aragón S.L. (Grupo 
Oesía), in collaboration with Open Canarias, 
who proposed as a technical solution based on 
Hyperledger Fabric. Linux Foundation took the 
leading role of the initiative which was 
subsequently supported by some registers in the 
public network Ethereum. 

2.2.2. The problem yet to be solved: electronic 
tender submission in public procurement 
processes 

After the enforcement of the Spanish Public 
Procurement Law (LCSP), offers submission 
must be carried out electronically. The need of 
an electronic tender system, for the Government 
of Aragón, justified the tender of the said 
system. It is certainly true that there were 
already, in the market, solutions that enabled 
electronic public tendering. Nevertheless, the 
objective of the project was checking whether 
the use of information distributed ledger 
technologies could contribute to adding value in 
comparison with what was offered, by the 
solutions in the market. The previous analysis 
concluded that the use of distributed ledger 
technology could contribute to adding value, 
with reference to procedure transparency 
(transparency which would cover the tender 
submission stage), as well as efficiency, due to 
the automatization in the offer evaluation 
process. 

2.2.3. Scope of the system 
In order to test the offer distributed ledger 

technology system, the determined 
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implementation area was the appropriate, 
according to this type of procedure, according to 
article 159.6 of the Public Procurement Law 
(LCSP), that is, the simplified open procedure, 
in “summary” proceedings, characterized by the 
following specific requirements: 

a) The offer will be submitted in a single 
envelope or electronic file and will be evaluated 
according to quantifiable award criteria, by 
means of the application of standard formulas 
stated in the procurement documents. 

b) The evaluation of offers will be done 
automatically, by means of IT devices or, with 
the collaboration of a technical unit, in order to 
help the contracting authorities. 

c) The opening of proposals will not be 
carried out until the submission deadline ends. 
This will be guaranteed by electronic means, 
therefore, no public opening ceremony of the 
offers will be performed. 

In spite of this scope limitation, the 
functionalities of the system may be, equally, 
spread to other procedures as long as there is a 
coincidence with the highlighted characteristics. 
In this sense, the system was also used, for 
example, for the tenders in minor contracts. The 
distributed ledger service for offers could be 
used, within the framework of such procedures, 
to enable tenderers to submit their tenders. And, 
additionally, the function of automated tender 
evaluation could be used, when using 
quantifiable award criteria by, simply, applying 
formulae in the procedures. 

2.2.4. Development of the system 
In essence, the tender stage of the public 

procurement award process is composed by the 
submission of envelopes or electronic files 
which contain the tenders submitted by the 
tenderers, the opening of those envelopes by the 
technical units or IT devices, or if appropriate 
by the “advisory boards”, in a public opening 
ceremony and the subsequent tender evaluation 
process and tender classification, in order to 
propose the contracting authorities the official 
contract award of the successful tender. 

The “basic” idea around which to articulate 
the distributed ledger service for offers is the 
following: within the framework of a simplified 
open procedure according to article 159.6 of the 
Spanish Public Procurement Law (LCSP), in 
“summary” proceedings, tenderers are requested 
to submit their tender in electronic format 
following a standardized model. 

The tenderers identify themselves in the 
system that will calculate the (hash) of the 

tenderer’s tender, the tenderer introduces it, into 
the system, before the deadline for the 
submission of tenders and, sends it for 
registration in a distributed ledger network. The 
digital signature for tendering is understood as 
the data set that guarantees the undeniable link 
between the contents of the tender and that 
enables the detection of any possible tampering 
with its content, guaranteeing its integrity10. 

The digital signature is kept permanently, 
simultaneously and successively in a distributed 
ledger systemin several nodes, and allows: a) 
guaranteeing the immutability and integrity of 
the information, b) guaranteeing the non-
rejection of the person who submits the offer 
using their electronic signature included within 
the information of which the hash is carried out 
and c) certifying the moment at which the 
electronic signature was submitted by means of 
a time stamp. 

Once the official tender submission deadline 
arrives, tenderers must send their tender, in 
electronic format, by means of the front-end of 
the system. The system calculates the hash of 
the submitted tender and confirms its 
coincidence with the one, previously registered, 
in the distributed ledger system.  

Provided that the coincidence takes place, 
the offer is admitted to the tender process and its 
evaluation process starts. The non-coincidence 
of the hash is a sign of tampering with the 
content of the offer. 

Subsequently, the administrative proceedings 
of the offer evaluation process (due to the fact 
that in the procedure foreseen in article 159.6 of 
the Spanish Public Procurement Law (LCSP), 
only quantifiable award criteria are used, by the 
simple application of formulae), and the 
proposal of the official contract award to the 
contracting authorities, is carried out in an 
automated fashion (using smart contracts 
software). The evaluation of quantifiable award 
criteria, by means of the simple application of 
formulae, is the easiest to automatize. 

But this does not mean that blockchain 
cannot be used in the event of foreseen award 
criteria based on a value judgement evaluation. 

In these cases, we will have to resort to 
“oracles”, that is, external agents that provide 
information located out of the blockchain. Once 
supplied the information, related to the award 
criteria, the evaluation which depends on a 
value judgement; could be used by the system, 

 
10 Sixteenth Additional Provision of the Spanish Public 
Procurement Law (LCSP). 
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the framework of the European Blockchain 
Partnership (EBP). Currently, four cases of use 
are being developed, based on that European 
Blockchain, but the European Commission 
wants to open it to others and the distributed 
ledger of offers for public procurement is a 
good candidate due to the fact that they are 
already functioning and their feasibility has 
been proved. 

Additionally, it can also be mentioned that 
the Aragonese project was used as a base for the 
development aiming at the fight against 
corruption in food supply to the school dinning-
rooms, in Colombia, financed by The World 
Economic Forum8. And more recently the 
World Bank has included the analysis of this 
case in their analysis document, Disruptive 
Technologies in Public Procurement, 
concluding that a project like this can be 
implemented successfully provided there is 
political support and the ecosystem of 
specialized businesses in blockchain does not 
disappear9. 

2.2.1. Some specifications in the project tender 
process 

In order to articulate the use case, developed 
by the Aragonese Government, the supply, as a 
service, of an electronic system of automated 
tender submission and evaluation was opted for. 
Using distributed ledger technology (DLT as a 
service). 

Due to the innovative nature of the service, 
in need of a previous stage of scientific, 
technological and legal research, for its 
articulation and development; a “previous 
tender announcement” was launched (six 
months before the compulsory tender 
announcement), by the Government of Aragón 
in order to disseminate, well in advance, the 
intention of tendering the development of this 
project. This “anticipation” explains the high 
numbers of businesses participation, as a 
response to the tender call, launched in the 
month of September 2018. 

It should be highlighted that, due to the 
objective of the project, it was a solution with 
important intrinsic innovation features, with 

 
8 World Economic Forum, Exploring Blockchain 
Technology for Government Transparency: A Blockchain-
Based Public Procurement System, accessible from 
www3.weforum.org/docs/WEF_Blockchain_Government
_Transparency_Report.pdf. 
9 World Bank, Disruptive Technologies in Public 
Procurement, accessible from https://documents1.worl 
dbank.org/curated/en/522181612428427520/pdf/Disruptiv
e-Technologies-in-Public-Procurement.pdf. 

reference to the award criteria. The price 
criterion, within the contract, was not 
considered as a determining element. In fact, the 
said criterion, was only assigned a 20 percent of 
the points. The acquisition of low-cost 
innovation was inconceivable. 

On the other hand, the description of the 
technical specifications of the project was, 
scrupulously respectful with the principle of 
technological neutrality. These technical 
specifications did not predetermine the technical 
solution that should be used. It was the 
responsibility of the businesses to offer the 
technical solution, according to their own 
judgement, which best fulfilled the needs of the 
Administration. In fact, apart from the winning 
solution (Hyperledger Fabric), other technical 
solutions such as, Ethereum and Quorum 
(Alastria network), were also offered. 

Finally, the contract was awarded to the 
tender submitted by Iasoft Aragón S.L. (Grupo 
Oesía), in collaboration with Open Canarias, 
who proposed as a technical solution based on 
Hyperledger Fabric. Linux Foundation took the 
leading role of the initiative which was 
subsequently supported by some registers in the 
public network Ethereum. 

2.2.2. The problem yet to be solved: electronic 
tender submission in public procurement 
processes 

After the enforcement of the Spanish Public 
Procurement Law (LCSP), offers submission 
must be carried out electronically. The need of 
an electronic tender system, for the Government 
of Aragón, justified the tender of the said 
system. It is certainly true that there were 
already, in the market, solutions that enabled 
electronic public tendering. Nevertheless, the 
objective of the project was checking whether 
the use of information distributed ledger 
technologies could contribute to adding value in 
comparison with what was offered, by the 
solutions in the market. The previous analysis 
concluded that the use of distributed ledger 
technology could contribute to adding value, 
with reference to procedure transparency 
(transparency which would cover the tender 
submission stage), as well as efficiency, due to 
the automatization in the offer evaluation 
process. 

2.2.3. Scope of the system 
In order to test the offer distributed ledger 

technology system, the determined 
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implementation area was the appropriate, 
according to this type of procedure, according to 
article 159.6 of the Public Procurement Law 
(LCSP), that is, the simplified open procedure, 
in “summary” proceedings, characterized by the 
following specific requirements: 

a) The offer will be submitted in a single 
envelope or electronic file and will be evaluated 
according to quantifiable award criteria, by 
means of the application of standard formulas 
stated in the procurement documents. 

b) The evaluation of offers will be done 
automatically, by means of IT devices or, with 
the collaboration of a technical unit, in order to 
help the contracting authorities. 

c) The opening of proposals will not be 
carried out until the submission deadline ends. 
This will be guaranteed by electronic means, 
therefore, no public opening ceremony of the 
offers will be performed. 

In spite of this scope limitation, the 
functionalities of the system may be, equally, 
spread to other procedures as long as there is a 
coincidence with the highlighted characteristics. 
In this sense, the system was also used, for 
example, for the tenders in minor contracts. The 
distributed ledger service for offers could be 
used, within the framework of such procedures, 
to enable tenderers to submit their tenders. And, 
additionally, the function of automated tender 
evaluation could be used, when using 
quantifiable award criteria by, simply, applying 
formulae in the procedures. 

2.2.4. Development of the system 
In essence, the tender stage of the public 

procurement award process is composed by the 
submission of envelopes or electronic files 
which contain the tenders submitted by the 
tenderers, the opening of those envelopes by the 
technical units or IT devices, or if appropriate 
by the “advisory boards”, in a public opening 
ceremony and the subsequent tender evaluation 
process and tender classification, in order to 
propose the contracting authorities the official 
contract award of the successful tender. 

The “basic” idea around which to articulate 
the distributed ledger service for offers is the 
following: within the framework of a simplified 
open procedure according to article 159.6 of the 
Spanish Public Procurement Law (LCSP), in 
“summary” proceedings, tenderers are requested 
to submit their tender in electronic format 
following a standardized model. 

The tenderers identify themselves in the 
system that will calculate the (hash) of the 

tenderer’s tender, the tenderer introduces it, into 
the system, before the deadline for the 
submission of tenders and, sends it for 
registration in a distributed ledger network. The 
digital signature for tendering is understood as 
the data set that guarantees the undeniable link 
between the contents of the tender and that 
enables the detection of any possible tampering 
with its content, guaranteeing its integrity10. 

The digital signature is kept permanently, 
simultaneously and successively in a distributed 
ledger systemin several nodes, and allows: a) 
guaranteeing the immutability and integrity of 
the information, b) guaranteeing the non-
rejection of the person who submits the offer 
using their electronic signature included within 
the information of which the hash is carried out 
and c) certifying the moment at which the 
electronic signature was submitted by means of 
a time stamp. 

Once the official tender submission deadline 
arrives, tenderers must send their tender, in 
electronic format, by means of the front-end of 
the system. The system calculates the hash of 
the submitted tender and confirms its 
coincidence with the one, previously registered, 
in the distributed ledger system.  

Provided that the coincidence takes place, 
the offer is admitted to the tender process and its 
evaluation process starts. The non-coincidence 
of the hash is a sign of tampering with the 
content of the offer. 

Subsequently, the administrative proceedings 
of the offer evaluation process (due to the fact 
that in the procedure foreseen in article 159.6 of 
the Spanish Public Procurement Law (LCSP), 
only quantifiable award criteria are used, by the 
simple application of formulae), and the 
proposal of the official contract award to the 
contracting authorities, is carried out in an 
automated fashion (using smart contracts 
software). The evaluation of quantifiable award 
criteria, by means of the simple application of 
formulae, is the easiest to automatize. 

But this does not mean that blockchain 
cannot be used in the event of foreseen award 
criteria based on a value judgement evaluation. 

In these cases, we will have to resort to 
“oracles”, that is, external agents that provide 
information located out of the blockchain. Once 
supplied the information, related to the award 
criteria, the evaluation which depends on a 
value judgement; could be used by the system, 

 
10 Sixteenth Additional Provision of the Spanish Public 
Procurement Law (LCSP). 
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the framework of the European Blockchain 
Partnership (EBP). Currently, four cases of use 
are being developed, based on that European 
Blockchain, but the European Commission 
wants to open it to others and the distributed 
ledger of offers for public procurement is a 
good candidate due to the fact that they are 
already functioning and their feasibility has 
been proved. 

Additionally, it can also be mentioned that 
the Aragonese project was used as a base for the 
development aiming at the fight against 
corruption in food supply to the school dinning-
rooms, in Colombia, financed by The World 
Economic Forum8. And more recently the 
World Bank has included the analysis of this 
case in their analysis document, Disruptive 
Technologies in Public Procurement, 
concluding that a project like this can be 
implemented successfully provided there is 
political support and the ecosystem of 
specialized businesses in blockchain does not 
disappear9. 

2.2.1. Some specifications in the project tender 
process 

In order to articulate the use case, developed 
by the Aragonese Government, the supply, as a 
service, of an electronic system of automated 
tender submission and evaluation was opted for. 
Using distributed ledger technology (DLT as a 
service). 

Due to the innovative nature of the service, 
in need of a previous stage of scientific, 
technological and legal research, for its 
articulation and development; a “previous 
tender announcement” was launched (six 
months before the compulsory tender 
announcement), by the Government of Aragón 
in order to disseminate, well in advance, the 
intention of tendering the development of this 
project. This “anticipation” explains the high 
numbers of businesses participation, as a 
response to the tender call, launched in the 
month of September 2018. 

It should be highlighted that, due to the 
objective of the project, it was a solution with 
important intrinsic innovation features, with 

 
8 World Economic Forum, Exploring Blockchain 
Technology for Government Transparency: A Blockchain-
Based Public Procurement System, accessible from 
www3.weforum.org/docs/WEF_Blockchain_Government
_Transparency_Report.pdf. 
9 World Bank, Disruptive Technologies in Public 
Procurement, accessible from https://documents1.worl 
dbank.org/curated/en/522181612428427520/pdf/Disruptiv
e-Technologies-in-Public-Procurement.pdf. 

reference to the award criteria. The price 
criterion, within the contract, was not 
considered as a determining element. In fact, the 
said criterion, was only assigned a 20 percent of 
the points. The acquisition of low-cost 
innovation was inconceivable. 

On the other hand, the description of the 
technical specifications of the project was, 
scrupulously respectful with the principle of 
technological neutrality. These technical 
specifications did not predetermine the technical 
solution that should be used. It was the 
responsibility of the businesses to offer the 
technical solution, according to their own 
judgement, which best fulfilled the needs of the 
Administration. In fact, apart from the winning 
solution (Hyperledger Fabric), other technical 
solutions such as, Ethereum and Quorum 
(Alastria network), were also offered. 

Finally, the contract was awarded to the 
tender submitted by Iasoft Aragón S.L. (Grupo 
Oesía), in collaboration with Open Canarias, 
who proposed as a technical solution based on 
Hyperledger Fabric. Linux Foundation took the 
leading role of the initiative which was 
subsequently supported by some registers in the 
public network Ethereum. 

2.2.2. The problem yet to be solved: electronic 
tender submission in public procurement 
processes 

After the enforcement of the Spanish Public 
Procurement Law (LCSP), offers submission 
must be carried out electronically. The need of 
an electronic tender system, for the Government 
of Aragón, justified the tender of the said 
system. It is certainly true that there were 
already, in the market, solutions that enabled 
electronic public tendering. Nevertheless, the 
objective of the project was checking whether 
the use of information distributed ledger 
technologies could contribute to adding value in 
comparison with what was offered, by the 
solutions in the market. The previous analysis 
concluded that the use of distributed ledger 
technology could contribute to adding value, 
with reference to procedure transparency 
(transparency which would cover the tender 
submission stage), as well as efficiency, due to 
the automatization in the offer evaluation 
process. 

2.2.3. Scope of the system 
In order to test the offer distributed ledger 

technology system, the determined 
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implementation area was the appropriate, 
according to this type of procedure, according to 
article 159.6 of the Public Procurement Law 
(LCSP), that is, the simplified open procedure, 
in “summary” proceedings, characterized by the 
following specific requirements: 

a) The offer will be submitted in a single 
envelope or electronic file and will be evaluated 
according to quantifiable award criteria, by 
means of the application of standard formulas 
stated in the procurement documents. 

b) The evaluation of offers will be done 
automatically, by means of IT devices or, with 
the collaboration of a technical unit, in order to 
help the contracting authorities. 

c) The opening of proposals will not be 
carried out until the submission deadline ends. 
This will be guaranteed by electronic means, 
therefore, no public opening ceremony of the 
offers will be performed. 

In spite of this scope limitation, the 
functionalities of the system may be, equally, 
spread to other procedures as long as there is a 
coincidence with the highlighted characteristics. 
In this sense, the system was also used, for 
example, for the tenders in minor contracts. The 
distributed ledger service for offers could be 
used, within the framework of such procedures, 
to enable tenderers to submit their tenders. And, 
additionally, the function of automated tender 
evaluation could be used, when using 
quantifiable award criteria by, simply, applying 
formulae in the procedures. 

2.2.4. Development of the system 
In essence, the tender stage of the public 

procurement award process is composed by the 
submission of envelopes or electronic files 
which contain the tenders submitted by the 
tenderers, the opening of those envelopes by the 
technical units or IT devices, or if appropriate 
by the “advisory boards”, in a public opening 
ceremony and the subsequent tender evaluation 
process and tender classification, in order to 
propose the contracting authorities the official 
contract award of the successful tender. 

The “basic” idea around which to articulate 
the distributed ledger service for offers is the 
following: within the framework of a simplified 
open procedure according to article 159.6 of the 
Spanish Public Procurement Law (LCSP), in 
“summary” proceedings, tenderers are requested 
to submit their tender in electronic format 
following a standardized model. 

The tenderers identify themselves in the 
system that will calculate the (hash) of the 

tenderer’s tender, the tenderer introduces it, into 
the system, before the deadline for the 
submission of tenders and, sends it for 
registration in a distributed ledger network. The 
digital signature for tendering is understood as 
the data set that guarantees the undeniable link 
between the contents of the tender and that 
enables the detection of any possible tampering 
with its content, guaranteeing its integrity10. 

The digital signature is kept permanently, 
simultaneously and successively in a distributed 
ledger systemin several nodes, and allows: a) 
guaranteeing the immutability and integrity of 
the information, b) guaranteeing the non-
rejection of the person who submits the offer 
using their electronic signature included within 
the information of which the hash is carried out 
and c) certifying the moment at which the 
electronic signature was submitted by means of 
a time stamp. 

Once the official tender submission deadline 
arrives, tenderers must send their tender, in 
electronic format, by means of the front-end of 
the system. The system calculates the hash of 
the submitted tender and confirms its 
coincidence with the one, previously registered, 
in the distributed ledger system.  

Provided that the coincidence takes place, 
the offer is admitted to the tender process and its 
evaluation process starts. The non-coincidence 
of the hash is a sign of tampering with the 
content of the offer. 

Subsequently, the administrative proceedings 
of the offer evaluation process (due to the fact 
that in the procedure foreseen in article 159.6 of 
the Spanish Public Procurement Law (LCSP), 
only quantifiable award criteria are used, by the 
simple application of formulae), and the 
proposal of the official contract award to the 
contracting authorities, is carried out in an 
automated fashion (using smart contracts 
software). The evaluation of quantifiable award 
criteria, by means of the simple application of 
formulae, is the easiest to automatize. 

But this does not mean that blockchain 
cannot be used in the event of foreseen award 
criteria based on a value judgement evaluation. 

In these cases, we will have to resort to 
“oracles”, that is, external agents that provide 
information located out of the blockchain. Once 
supplied the information, related to the award 
criteria, the evaluation which depends on a 
value judgement; could be used by the system, 
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again, adding that evaluation resulting from the 
evaluation of quantifiable criteria using 
mathematical formulae. 

This “automatization” of the tender 
evaluation process increases the efficiency of 
the procedure in two different ways, clearly 
differentiated and complementary: one, in the 
time decrease in the stages of the procedure 
from submission, of the initial hash of the 
tenderer, to the contract award communication 
(recital 80 of the Directive 2014/24/EU); and 
another, is the reduction of the processing costs 
of the procedure because the meeting, of up to 
five civil servants, for a certain time and space, 
with the subsequent savings of means, is 
unnecessary (let’s think about the cost civil 
servant/time corresponding to each of the 
members of the advisory board, in the absence 
of the use of a physical space and in the 
elimination of the commuting costs). At the 
same time, as it has been previously mentioned, 
the automatic process produces a result, in a few 
minutes, with a reasonable safety degree.  

It can be proved that the use of distributed 
ledger technology, within the stage of tender 
submission, as well as, in the evaluation stage of 
the submitted offers, is considered. These 
proceedings would be implemented on-chain, 
while other proceedings, of the procedure, will 
be implemented off-chain. 

2.2.5. Stages of the system 
The distributed ledger service and automated 

evaluation have been developed in several 
stages. The first stage focused on the 
development and validation of the associated 
functionalities to the electronic submission of 
the hash of the offers by the tenderers in a 
distributed registry (submission of the hash as 
well as its subsequent offer and access to the 
said “events”), as well as the functionality that 
allows public managers to check that the 
submitted hash, in the system, match the ones in 
the offers submitted by the tenderers. Since May 
2019, 23 public tenders have programmed offer 
submissions in this way. 

The second stage, concerning automated 
offer evaluation includes, among others, the 
functionality based on smart contracts set out in 
the tender documents in order to identify, 
automatically, the most economically 
advantageous offers and propose them for the 
contract award. These functionalities were 
validated during the months of March and April 
2020, and in May they were implemented with 
real tenders. 

The third stage, that was developed since 
May 2020, consists on the combined use of 
both, previously described, functionalities: the 
distributed ledger of offers as well as the offer 
automated validation; and will be extended until 
the contract award ends, together with its 
deadline extension.  

As we said earlier, in December 2021, a new 
project has been launched, within the 
framework of a new contract, aiming at 
enlarging the functionalities, previously 
described. Specifically, regarding the 
procedures in which, apart from quantifiable 
criteria based on formulae; contracting 
authorities, should take into consideration 
criteria based on a value judgement. The tender 
evaluation based on quantifiable criteria, by 
means of simple formulae application, will be 
always carried out after having, previously, 
implemented the evaluation of the criteria 
quantified on a value judgement criterion. In 
these cases, the smart contract used for offer 
evaluation should enable the addition of the 
corresponding evaluation of those award 
criteria, depending on a value judgement, 
previously to the opening of the part of the offer 
containing the corresponding values with the 
automatic evaluation criteria; kept secret until 
the moment of their opening. 

3. Other cases, of use of distributed ledger 
technology, which could be subject to 
exploration within the scope of public 
procurement. 
Together with the use case already exposed, 

and successfully “tested”, in the real world, it is 
possible to “dream” with the implementation of 
other cases that enable the completion of the 
proceedings in an award procedure using, 
entirely, blockchain technology. 

3.1. New digital identity credentials for 
tenderers and award tenderers, verifiable 
with blockchain technology. 

The identity credentials of tenderers and 
contractors is one of the cases with the biggest 
development potential using distributed ledger 
technology. The self-declaration statements, 
included in the European Single Procurement 
Document (ESPD), are “computer data subject 
to insurance”, using distributed ledger 
technology. The ESPD will develop turning into 
a European Public Procurement Passport11. For 

 
11 That was, by the way, the denomination received by 
such tool, in the Proposal for a Directive submitted in 
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the implementation of the European Public 
Procurement Passport a European Digital 
Identity Wallet could be used as mentioned in 
the recent Proposal for a Regulation of the 
European Parliament and of the Council, 
amending Regulation (EU) n. 910/2014, as 
regards establishing a framework for a 
European Digital Identity (COM/2021//281 
final). This tool is defined as “a product and 
service that allows the user to store identity 
data, credentials and attributes linked to his/her 
identity, to provide them to relying parties on 
request and to use them for authentication, 
online and offline”, what turns it into a suitable 
tool to handle tenderer’s attributes related to 
their financial and technical reliability, 
professional qualification, experience or good 
(bad) execution certificates, valid for the 
contracting authorities, within the framework of 
contract award procedures, for services. 

A necessary case of use is related to the 
attribute of current bank account owner, in order 
to receive payments, until today, contained in 
bank certificates materialized, most of the times, 
in scanned pdf’s (the so-called “third party 
information certificate” or “supplier registration 
form”. Bank ownership is a very important 
identity attribute, in the sphere of public 
procurement, because it refers to the bank 
account number where payments, corresponding 
to the contract award, are made. The importance 
of ensuring this attribute is evident. And as an 
example, we may quote the important problems 
that, not so long ago, have taken place when 
some criminals, impersonating awarded 
tenderers, have sent notifications to different 
contracting authorities, requesting a change in 
the number of the bank account, into which the 
contract payment should be made. A credential 
related to the attribute of current bank account 
owner, managed by distributed leger 
technology, would detect promptly the attempt 
of identity theft. 

3.2. Electronic biddings 
In the sphere of public procurement, 

electronic auctions are defined as, “a repetitive 
electronic process, that takes place after a first 
full evaluation of tenders, for the submission of 
price improvement or new values, as regards 
specific tender elements, that improve them 
globally, based on an electronic device that 

2011 that was finally approved as Directive 2014/24/EU 
of the European Parliament and Council, on 26 February 
2014, on Public Procurement. 

allows their classification, using automated 
evaluation methods. Ensuring that the electronic 
device allows a non-discriminatory and, 
generally, available access. As well as the 
unalterable registration of all the participations 
in the auction process”. (article 143 PPL – 
LCSP). Actually, this use is very similar to the 
one developed by the Government of Aragón 
concerning distributed ledger of offers and 
automated evaluation of the award criteria, the 
evaluation of which is carried out by the 
application of formulae. 

It would suffice to replicate, as many times 
as bids are submitted by the tenderer, 
registering, subsequently, the bid. The re-
evaluation of the values of the offer and, its 
reclassification after comparing this evaluation 
with the evaluation of the rest of the offers, until 
the closing of the bidding. 

Distributed ledger technology is, especially, 
suitable to comply with the traceability 
requirement and unalterable register of all the 
participations in the auction process, as 
demanded in the quoted article 143 PPL 
(LCSP). Distributed ledger technology of 
evidence of participation of a tenderer would 
allow the accreditation of their bid record, as 
well as the bid value. 

3.3. Automated sub-procedures 
Apart from the already mentioned, the use of 

distributed ledger technology could improve the 
efficiency of the administrative proceedings, 
allowing technically what has, legally, been 
defined as “automated administrative 
proceedings” in section 41 Law 40/2015, 1 
October, Legal Regime of the Public Sector, by 
means of the so-called “smart public contracts”. 
As we have previously mentioned, with this 
technology, administrative decisions could be 
automated, they could be made without human 
intervention. This circumstance would 
strengthen the principles of objectivity and 
equal treatment of tenderers12. 

Apart from the exercise of automated 
functions, by the contracting authorities, we 
have already analyzed in the Aragonese use 
case, the existence of sub-processes within the 
tender procedure which could be subject to an 
automated process, using the same blockchain 
technology. 

12 M.Á. Bernal Blay, Licitación electrónica y tecnología 
de registro distribuido, in J. M. Gimeno Feliú (ed.) 
Observatorio de Contratos Públicos 2018, Cizur Menor, 
Aranzadi, 2019. 
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again, adding that evaluation resulting from the 
evaluation of quantifiable criteria using 
mathematical formulae. 

This “automatization” of the tender 
evaluation process increases the efficiency of 
the procedure in two different ways, clearly 
differentiated and complementary: one, in the 
time decrease in the stages of the procedure 
from submission, of the initial hash of the 
tenderer, to the contract award communication 
(recital 80 of the Directive 2014/24/EU); and 
another, is the reduction of the processing costs 
of the procedure because the meeting, of up to 
five civil servants, for a certain time and space, 
with the subsequent savings of means, is 
unnecessary (let’s think about the cost civil 
servant/time corresponding to each of the 
members of the advisory board, in the absence 
of the use of a physical space and in the 
elimination of the commuting costs). At the 
same time, as it has been previously mentioned, 
the automatic process produces a result, in a few 
minutes, with a reasonable safety degree.  

It can be proved that the use of distributed 
ledger technology, within the stage of tender 
submission, as well as, in the evaluation stage of 
the submitted offers, is considered. These 
proceedings would be implemented on-chain, 
while other proceedings, of the procedure, will 
be implemented off-chain. 

2.2.5. Stages of the system 
The distributed ledger service and automated 

evaluation have been developed in several 
stages. The first stage focused on the 
development and validation of the associated 
functionalities to the electronic submission of 
the hash of the offers by the tenderers in a 
distributed registry (submission of the hash as 
well as its subsequent offer and access to the 
said “events”), as well as the functionality that 
allows public managers to check that the 
submitted hash, in the system, match the ones in 
the offers submitted by the tenderers. Since May 
2019, 23 public tenders have programmed offer 
submissions in this way. 

The second stage, concerning automated 
offer evaluation includes, among others, the 
functionality based on smart contracts set out in 
the tender documents in order to identify, 
automatically, the most economically 
advantageous offers and propose them for the 
contract award. These functionalities were 
validated during the months of March and April 
2020, and in May they were implemented with 
real tenders. 

The third stage, that was developed since 
May 2020, consists on the combined use of 
both, previously described, functionalities: the 
distributed ledger of offers as well as the offer 
automated validation; and will be extended until 
the contract award ends, together with its 
deadline extension.  

As we said earlier, in December 2021, a new 
project has been launched, within the 
framework of a new contract, aiming at 
enlarging the functionalities, previously 
described. Specifically, regarding the 
procedures in which, apart from quantifiable 
criteria based on formulae; contracting 
authorities, should take into consideration 
criteria based on a value judgement. The tender 
evaluation based on quantifiable criteria, by 
means of simple formulae application, will be 
always carried out after having, previously, 
implemented the evaluation of the criteria 
quantified on a value judgement criterion. In 
these cases, the smart contract used for offer 
evaluation should enable the addition of the 
corresponding evaluation of those award 
criteria, depending on a value judgement, 
previously to the opening of the part of the offer 
containing the corresponding values with the 
automatic evaluation criteria; kept secret until 
the moment of their opening. 

3. Other cases, of use of distributed ledger 
technology, which could be subject to 
exploration within the scope of public 
procurement. 
Together with the use case already exposed, 

and successfully “tested”, in the real world, it is 
possible to “dream” with the implementation of 
other cases that enable the completion of the 
proceedings in an award procedure using, 
entirely, blockchain technology. 

3.1. New digital identity credentials for 
tenderers and award tenderers, verifiable 
with blockchain technology. 

The identity credentials of tenderers and 
contractors is one of the cases with the biggest 
development potential using distributed ledger 
technology. The self-declaration statements, 
included in the European Single Procurement 
Document (ESPD), are “computer data subject 
to insurance”, using distributed ledger 
technology. The ESPD will develop turning into 
a European Public Procurement Passport11. For 

 
11 That was, by the way, the denomination received by 
such tool, in the Proposal for a Directive submitted in 
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the implementation of the European Public 
Procurement Passport a European Digital 
Identity Wallet could be used as mentioned in 
the recent Proposal for a Regulation of the 
European Parliament and of the Council, 
amending Regulation (EU) n. 910/2014, as 
regards establishing a framework for a 
European Digital Identity (COM/2021//281 
final). This tool is defined as “a product and 
service that allows the user to store identity 
data, credentials and attributes linked to his/her 
identity, to provide them to relying parties on 
request and to use them for authentication, 
online and offline”, what turns it into a suitable 
tool to handle tenderer’s attributes related to 
their financial and technical reliability, 
professional qualification, experience or good 
(bad) execution certificates, valid for the 
contracting authorities, within the framework of 
contract award procedures, for services. 

A necessary case of use is related to the 
attribute of current bank account owner, in order 
to receive payments, until today, contained in 
bank certificates materialized, most of the times, 
in scanned pdf’s (the so-called “third party 
information certificate” or “supplier registration 
form”. Bank ownership is a very important 
identity attribute, in the sphere of public 
procurement, because it refers to the bank 
account number where payments, corresponding 
to the contract award, are made. The importance 
of ensuring this attribute is evident. And as an 
example, we may quote the important problems 
that, not so long ago, have taken place when 
some criminals, impersonating awarded 
tenderers, have sent notifications to different 
contracting authorities, requesting a change in 
the number of the bank account, into which the 
contract payment should be made. A credential 
related to the attribute of current bank account 
owner, managed by distributed leger 
technology, would detect promptly the attempt 
of identity theft. 

3.2. Electronic biddings 
In the sphere of public procurement, 

electronic auctions are defined as, “a repetitive 
electronic process, that takes place after a first 
full evaluation of tenders, for the submission of 
price improvement or new values, as regards 
specific tender elements, that improve them 
globally, based on an electronic device that 

2011 that was finally approved as Directive 2014/24/EU 
of the European Parliament and Council, on 26 February 
2014, on Public Procurement. 

allows their classification, using automated 
evaluation methods. Ensuring that the electronic 
device allows a non-discriminatory and, 
generally, available access. As well as the 
unalterable registration of all the participations 
in the auction process”. (article 143 PPL – 
LCSP). Actually, this use is very similar to the 
one developed by the Government of Aragón 
concerning distributed ledger of offers and 
automated evaluation of the award criteria, the 
evaluation of which is carried out by the 
application of formulae. 

It would suffice to replicate, as many times 
as bids are submitted by the tenderer, 
registering, subsequently, the bid. The re-
evaluation of the values of the offer and, its 
reclassification after comparing this evaluation 
with the evaluation of the rest of the offers, until 
the closing of the bidding. 

Distributed ledger technology is, especially, 
suitable to comply with the traceability 
requirement and unalterable register of all the 
participations in the auction process, as 
demanded in the quoted article 143 PPL 
(LCSP). Distributed ledger technology of 
evidence of participation of a tenderer would 
allow the accreditation of their bid record, as 
well as the bid value. 

3.3. Automated sub-procedures 
Apart from the already mentioned, the use of 

distributed ledger technology could improve the 
efficiency of the administrative proceedings, 
allowing technically what has, legally, been 
defined as “automated administrative 
proceedings” in section 41 Law 40/2015, 1 
October, Legal Regime of the Public Sector, by 
means of the so-called “smart public contracts”. 
As we have previously mentioned, with this 
technology, administrative decisions could be 
automated, they could be made without human 
intervention. This circumstance would 
strengthen the principles of objectivity and 
equal treatment of tenderers12. 

Apart from the exercise of automated 
functions, by the contracting authorities, we 
have already analyzed in the Aragonese use 
case, the existence of sub-processes within the 
tender procedure which could be subject to an 
automated process, using the same blockchain 
technology. 

12 M.Á. Bernal Blay, Licitación electrónica y tecnología 
de registro distribuido, in J. M. Gimeno Feliú (ed.) 
Observatorio de Contratos Públicos 2018, Cizur Menor, 
Aranzadi, 2019. 

Blockchain and Public Procurement: “I  Have a Dream”  
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again, adding that evaluation resulting from the 
evaluation of quantifiable criteria using 
mathematical formulae. 

This “automatization” of the tender 
evaluation process increases the efficiency of 
the procedure in two different ways, clearly 
differentiated and complementary: one, in the 
time decrease in the stages of the procedure 
from submission, of the initial hash of the 
tenderer, to the contract award communication 
(recital 80 of the Directive 2014/24/EU); and 
another, is the reduction of the processing costs 
of the procedure because the meeting, of up to 
five civil servants, for a certain time and space, 
with the subsequent savings of means, is 
unnecessary (let’s think about the cost civil 
servant/time corresponding to each of the 
members of the advisory board, in the absence 
of the use of a physical space and in the 
elimination of the commuting costs). At the 
same time, as it has been previously mentioned, 
the automatic process produces a result, in a few 
minutes, with a reasonable safety degree.  

It can be proved that the use of distributed 
ledger technology, within the stage of tender 
submission, as well as, in the evaluation stage of 
the submitted offers, is considered. These 
proceedings would be implemented on-chain, 
while other proceedings, of the procedure, will 
be implemented off-chain. 

2.2.5. Stages of the system 
The distributed ledger service and automated 

evaluation have been developed in several 
stages. The first stage focused on the 
development and validation of the associated 
functionalities to the electronic submission of 
the hash of the offers by the tenderers in a 
distributed registry (submission of the hash as 
well as its subsequent offer and access to the 
said “events”), as well as the functionality that 
allows public managers to check that the 
submitted hash, in the system, match the ones in 
the offers submitted by the tenderers. Since May 
2019, 23 public tenders have programmed offer 
submissions in this way. 

The second stage, concerning automated 
offer evaluation includes, among others, the 
functionality based on smart contracts set out in 
the tender documents in order to identify, 
automatically, the most economically 
advantageous offers and propose them for the 
contract award. These functionalities were 
validated during the months of March and April 
2020, and in May they were implemented with 
real tenders. 

The third stage, that was developed since 
May 2020, consists on the combined use of 
both, previously described, functionalities: the 
distributed ledger of offers as well as the offer 
automated validation; and will be extended until 
the contract award ends, together with its 
deadline extension.  

As we said earlier, in December 2021, a new 
project has been launched, within the 
framework of a new contract, aiming at 
enlarging the functionalities, previously 
described. Specifically, regarding the 
procedures in which, apart from quantifiable 
criteria based on formulae; contracting 
authorities, should take into consideration 
criteria based on a value judgement. The tender 
evaluation based on quantifiable criteria, by 
means of simple formulae application, will be 
always carried out after having, previously, 
implemented the evaluation of the criteria 
quantified on a value judgement criterion. In 
these cases, the smart contract used for offer 
evaluation should enable the addition of the 
corresponding evaluation of those award 
criteria, depending on a value judgement, 
previously to the opening of the part of the offer 
containing the corresponding values with the 
automatic evaluation criteria; kept secret until 
the moment of their opening. 

3. Other cases, of use of distributed ledger 
technology, which could be subject to 
exploration within the scope of public 
procurement. 
Together with the use case already exposed, 

and successfully “tested”, in the real world, it is 
possible to “dream” with the implementation of 
other cases that enable the completion of the 
proceedings in an award procedure using, 
entirely, blockchain technology. 

3.1. New digital identity credentials for 
tenderers and award tenderers, verifiable 
with blockchain technology. 

The identity credentials of tenderers and 
contractors is one of the cases with the biggest 
development potential using distributed ledger 
technology. The self-declaration statements, 
included in the European Single Procurement 
Document (ESPD), are “computer data subject 
to insurance”, using distributed ledger 
technology. The ESPD will develop turning into 
a European Public Procurement Passport11. For 

 
11 That was, by the way, the denomination received by 
such tool, in the Proposal for a Directive submitted in 
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the implementation of the European Public 
Procurement Passport a European Digital 
Identity Wallet could be used as mentioned in 
the recent Proposal for a Regulation of the 
European Parliament and of the Council, 
amending Regulation (EU) n. 910/2014, as 
regards establishing a framework for a 
European Digital Identity (COM/2021//281 
final). This tool is defined as “a product and 
service that allows the user to store identity 
data, credentials and attributes linked to his/her 
identity, to provide them to relying parties on 
request and to use them for authentication, 
online and offline”, what turns it into a suitable 
tool to handle tenderer’s attributes related to 
their financial and technical reliability, 
professional qualification, experience or good 
(bad) execution certificates, valid for the 
contracting authorities, within the framework of 
contract award procedures, for services. 

A necessary case of use is related to the 
attribute of current bank account owner, in order 
to receive payments, until today, contained in 
bank certificates materialized, most of the times, 
in scanned pdf’s (the so-called “third party 
information certificate” or “supplier registration 
form”. Bank ownership is a very important 
identity attribute, in the sphere of public 
procurement, because it refers to the bank 
account number where payments, corresponding 
to the contract award, are made. The importance 
of ensuring this attribute is evident. And as an 
example, we may quote the important problems 
that, not so long ago, have taken place when 
some criminals, impersonating awarded 
tenderers, have sent notifications to different 
contracting authorities, requesting a change in 
the number of the bank account, into which the 
contract payment should be made. A credential 
related to the attribute of current bank account 
owner, managed by distributed leger 
technology, would detect promptly the attempt 
of identity theft. 

3.2. Electronic biddings 
In the sphere of public procurement, 

electronic auctions are defined as, “a repetitive 
electronic process, that takes place after a first 
full evaluation of tenders, for the submission of 
price improvement or new values, as regards 
specific tender elements, that improve them 
globally, based on an electronic device that 

2011 that was finally approved as Directive 2014/24/EU 
of the European Parliament and Council, on 26 February 
2014, on Public Procurement. 

allows their classification, using automated 
evaluation methods. Ensuring that the electronic 
device allows a non-discriminatory and, 
generally, available access. As well as the 
unalterable registration of all the participations 
in the auction process”. (article 143 PPL – 
LCSP). Actually, this use is very similar to the 
one developed by the Government of Aragón 
concerning distributed ledger of offers and 
automated evaluation of the award criteria, the 
evaluation of which is carried out by the 
application of formulae. 

It would suffice to replicate, as many times 
as bids are submitted by the tenderer, 
registering, subsequently, the bid. The re-
evaluation of the values of the offer and, its 
reclassification after comparing this evaluation 
with the evaluation of the rest of the offers, until 
the closing of the bidding. 

Distributed ledger technology is, especially, 
suitable to comply with the traceability 
requirement and unalterable register of all the 
participations in the auction process, as 
demanded in the quoted article 143 PPL 
(LCSP). Distributed ledger technology of 
evidence of participation of a tenderer would 
allow the accreditation of their bid record, as 
well as the bid value. 

3.3. Automated sub-procedures 
Apart from the already mentioned, the use of 

distributed ledger technology could improve the 
efficiency of the administrative proceedings, 
allowing technically what has, legally, been 
defined as “automated administrative 
proceedings” in section 41 Law 40/2015, 1 
October, Legal Regime of the Public Sector, by 
means of the so-called “smart public contracts”. 
As we have previously mentioned, with this 
technology, administrative decisions could be 
automated, they could be made without human 
intervention. This circumstance would 
strengthen the principles of objectivity and 
equal treatment of tenderers12. 

Apart from the exercise of automated 
functions, by the contracting authorities, we 
have already analyzed in the Aragonese use 
case, the existence of sub-processes within the 
tender procedure which could be subject to an 
automated process, using the same blockchain 
technology. 

12 M.Á. Bernal Blay, Licitación electrónica y tecnología 
de registro distribuido, in J. M. Gimeno Feliú (ed.) 
Observatorio de Contratos Públicos 2018, Cizur Menor, 
Aranzadi, 2019. 
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Among these automated sub-processes we 
could highlight, in the preparation stage of the 
tenders, sub-processes related to the economic 
management proceedings, which are carried out, 
in parallel, with the tender proceedings. And in 
this sense, checking issues such as, credit 
existence or the competence of the contracting 
authority depending on the amount of the 
tender, could be automated, without any doubt. 

During the tender stage, I also consider 
automatable the identification of abnormally 
low offers according to the abnormality criteria 
set in the tender documents of special 
administrative provision. And once identified 
adopt them, in an automated fashion, according 
to article 149.4 (PPL – LCSP). 

 The resolution of occasional offer draws or, 
finally, the request to the tenderer, who submits 
the best offer, to justify his solvency in order to 
contract or, the proof that the tenderer is up to 
date concerning the payment of tax debts and 
social security duties, are other examples of 
proceedings that could be “activated” by the use 
of “smart” functions deployed in a blockchain. 

When executing a contract, it is also possible 
to automate some functions such as: the 
issuance of certificates of final completion, 
previously mentioned, or the return of 
contractual guarantees aiming at the correct 
execution of contracts. 

Likewise, the implementation of penalties 
and bonuses or, even, carrying out payments – 
which could reduce the Administration payment 
default – and improve instalment payments to 
suppliers, could be other possible cases in which 
to think about distributed ledger technologies 
application. 

 
 
European Review of Digital Administration & Law - Erdal 
2021, Volume 2, Issue 2, pp. 129-148 
ISSN 2724-5969 - ISBN 979-12-5994-752-9 - DOI 9791259947529 13 
 

 
  

 129  
 

Artificial Intelligence and Public 
Services – the Role of Public 
Authorities in the Service of the “Third 
Way” Drawn up by the European 
Commission* 

Yves Poullet 
(Professor Emeritus at the Faculty of Law of Namur) 

ABSTRACT In the context of its famous “third way”, the EU Commission develops a strong strategy for the 
development of an AI market founded on “Excellence and Trust” keywords. The public sector is expected to play 
an important role for achieving this goal. Diverse legal instruments are envisaged for supporting this increasing 
role. First, the “Open Data Directive” is revised in order to increase the volume and the data put at the disposal 
of the private sector and the citizens. Reciprocally, according to what EU Commission calls ‘The reverse PSI’,  
the public sector would be able to receive data from the companies or directly from the citizens in order to 
contribute, thanks to the use of AI applications, to better public services and decisions. The Data Governance 
Act presently in discussion at the EU level organises these exchange between Private and public sector and 
fixes certain conditions for the ‘ data Altruism’. As regards the development or the use by the public sector of AI 
applications, we have to refer to another draft EU regulation: the AI Act. The Proposal distinguishes according a 
risk based approach different categories of AI applications, especailly it fixes a procedure of assessment and 
ethical values and principles to take into consideration throughout the entire cyclus of life of these applications. 

1. Introduction 
Europe pursues, at least at will of European 

Authorities and in particular of its President, a 
“third way”1 for development of artificial 
intelligence qualified “Excellence and Trust” 
by the White Paper on AI2. By this strategy, 
the European Union aims to gain global 
leadership3 of this profoundly innovative 

 
* Article submitted to double-blind peer review.  
This article could not have been written without the 
support of the Digital Agency of the Walloon Region 
(AdN) (Belgium) in the context of a report commis-
sioned to CRIDS/NADI (University of Namur) on the 
legal and ethical framework for the development of AI 
services by the Walloon authorities. 
1 The “third way” in which the European Union intends 
to pursue an AI development policy based on principles 
different from those underlying in the two present leader 
of the AI market: on the one hand, the American policy 
which, without doubt, will be summarized by a ‘whole 
to the market’ and, more precisely by the will to main-
tain and develop the American leadership and, on the 
other hand, the Chinese policy marked – but no doubt 
we are close to the caricature – by a state intervention-
ism and an AI at the service of the economy, social gov-
ernance by the State and the security of the State.  
2 European Commission, White Paper on Artificial In-
telligence - A European approach to excellence and 
trust, Brussels, COM, 2020, 65 final, 8. 
3 Commission to the European Parliament, the Council, 
the European Economic and Social Committee and the 
Committee of the Regions, A European strategy for da-
ta, Brussels, COM, 2020, 66 final: “The European data 
strategy aims to make the EU a leader in a data-driven 
society. Creating a single market for data will allow it to 

technology through the applications that the 
“third way” allows. Another complementary 
aim of this strategy is the theme: “Data for the 
public good”, described as follows by the 
Strategy document: “As developed, Data is 
created by society and can serve to combat 
emergencies, such as floods and wildfires, to 
ensure that people can live longer and 
healthier lives, to improve public services, and 
to tackle environmental degradation and 
climate change, and, where necessary and 
proportionate, to ensure more efficient fight 
against crime. Data generated by public sector 
as well as the value created should be 
available for common good by ensuring, 
including through preferential access, that this 
data is used by researchers, other public 
institutions, SMEs or start-ups. Data from the 
private sector can also make a significant 
contribution as public goods. The use of 
aggregated and anonymised social media data 
can for example be an effective way of 
complementing the reports of general 
practitioners in case of an epidemic.”4 

 
flow freely within the EU and cross sectors for the bene-
fit of businesses, researchers and public administrations. 
People, businesses and organisations should be empow-
ered to make better decisions based on insights from 
non-personal data, which should be available to all”. 
4 Commission to the European Parliament, the Council, 
the European Economic and Social Committee and the 
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Among these automated sub-processes we 
could highlight, in the preparation stage of the 
tenders, sub-processes related to the economic 
management proceedings, which are carried out, 
in parallel, with the tender proceedings. And in 
this sense, checking issues such as, credit 
existence or the competence of the contracting 
authority depending on the amount of the 
tender, could be automated, without any doubt. 

During the tender stage, I also consider 
automatable the identification of abnormally 
low offers according to the abnormality criteria 
set in the tender documents of special 
administrative provision. And once identified 
adopt them, in an automated fashion, according 
to article 149.4 (PPL – LCSP). 

 The resolution of occasional offer draws or, 
finally, the request to the tenderer, who submits 
the best offer, to justify his solvency in order to 
contract or, the proof that the tenderer is up to 
date concerning the payment of tax debts and 
social security duties, are other examples of 
proceedings that could be “activated” by the use 
of “smart” functions deployed in a blockchain. 

When executing a contract, it is also possible 
to automate some functions such as: the 
issuance of certificates of final completion, 
previously mentioned, or the return of 
contractual guarantees aiming at the correct 
execution of contracts. 

Likewise, the implementation of penalties 
and bonuses or, even, carrying out payments – 
which could reduce the Administration payment 
default – and improve instalment payments to 
suppliers, could be other possible cases in which 
to think about distributed ledger technologies 
application. 
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1. Introduction 
Europe pursues, at least at will of European 

Authorities and in particular of its President, a 
“third way”1 for development of artificial 
intelligence qualified “Excellence and Trust” 
by the White Paper on AI2. By this strategy, 
the European Union aims to gain global 
leadership3 of this profoundly innovative 
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legal and ethical framework for the development of AI 
services by the Walloon authorities. 
1 The “third way” in which the European Union intends 
to pursue an AI development policy based on principles 
different from those underlying in the two present leader 
of the AI market: on the one hand, the American policy 
which, without doubt, will be summarized by a ‘whole 
to the market’ and, more precisely by the will to main-
tain and develop the American leadership and, on the 
other hand, the Chinese policy marked – but no doubt 
we are close to the caricature – by a state intervention-
ism and an AI at the service of the economy, social gov-
ernance by the State and the security of the State.  
2 European Commission, White Paper on Artificial In-
telligence - A European approach to excellence and 
trust, Brussels, COM, 2020, 65 final, 8. 
3 Commission to the European Parliament, the Council, 
the European Economic and Social Committee and the 
Committee of the Regions, A European strategy for da-
ta, Brussels, COM, 2020, 66 final: “The European data 
strategy aims to make the EU a leader in a data-driven 
society. Creating a single market for data will allow it to 

technology through the applications that the 
“third way” allows. Another complementary 
aim of this strategy is the theme: “Data for the 
public good”, described as follows by the 
Strategy document: “As developed, Data is 
created by society and can serve to combat 
emergencies, such as floods and wildfires, to 
ensure that people can live longer and 
healthier lives, to improve public services, and 
to tackle environmental degradation and 
climate change, and, where necessary and 
proportionate, to ensure more efficient fight 
against crime. Data generated by public sector 
as well as the value created should be 
available for common good by ensuring, 
including through preferential access, that this 
data is used by researchers, other public 
institutions, SMEs or start-ups. Data from the 
private sector can also make a significant 
contribution as public goods. The use of 
aggregated and anonymised social media data 
can for example be an effective way of 
complementing the reports of general 
practitioners in case of an epidemic.”4 

 
flow freely within the EU and cross sectors for the bene-
fit of businesses, researchers and public administrations. 
People, businesses and organisations should be empow-
ered to make better decisions based on insights from 
non-personal data, which should be available to all”. 
4 Commission to the European Parliament, the Council, 
the European Economic and Social Committee and the 
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Among these automated sub-processes we 
could highlight, in the preparation stage of the 
tenders, sub-processes related to the economic 
management proceedings, which are carried out, 
in parallel, with the tender proceedings. And in 
this sense, checking issues such as, credit 
existence or the competence of the contracting 
authority depending on the amount of the 
tender, could be automated, without any doubt. 

During the tender stage, I also consider 
automatable the identification of abnormally 
low offers according to the abnormality criteria 
set in the tender documents of special 
administrative provision. And once identified 
adopt them, in an automated fashion, according 
to article 149.4 (PPL – LCSP). 

 The resolution of occasional offer draws or, 
finally, the request to the tenderer, who submits 
the best offer, to justify his solvency in order to 
contract or, the proof that the tenderer is up to 
date concerning the payment of tax debts and 
social security duties, are other examples of 
proceedings that could be “activated” by the use 
of “smart” functions deployed in a blockchain. 

When executing a contract, it is also possible 
to automate some functions such as: the 
issuance of certificates of final completion, 
previously mentioned, or the return of 
contractual guarantees aiming at the correct 
execution of contracts. 

Likewise, the implementation of penalties 
and bonuses or, even, carrying out payments – 
which could reduce the Administration payment 
default – and improve instalment payments to 
suppliers, could be other possible cases in which 
to think about distributed ledger technologies 
application. 
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Europe pursues, at least at will of European 

Authorities and in particular of its President, a 
“third way”1 for development of artificial 
intelligence qualified “Excellence and Trust” 
by the White Paper on AI2. By this strategy, 
the European Union aims to gain global 
leadership3 of this profoundly innovative 
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services by the Walloon authorities. 
1 The “third way” in which the European Union intends 
to pursue an AI development policy based on principles 
different from those underlying in the two present leader 
of the AI market: on the one hand, the American policy 
which, without doubt, will be summarized by a ‘whole 
to the market’ and, more precisely by the will to main-
tain and develop the American leadership and, on the 
other hand, the Chinese policy marked – but no doubt 
we are close to the caricature – by a state intervention-
ism and an AI at the service of the economy, social gov-
ernance by the State and the security of the State.  
2 European Commission, White Paper on Artificial In-
telligence - A European approach to excellence and 
trust, Brussels, COM, 2020, 65 final, 8. 
3 Commission to the European Parliament, the Council, 
the European Economic and Social Committee and the 
Committee of the Regions, A European strategy for da-
ta, Brussels, COM, 2020, 66 final: “The European data 
strategy aims to make the EU a leader in a data-driven 
society. Creating a single market for data will allow it to 

technology through the applications that the 
“third way” allows. Another complementary 
aim of this strategy is the theme: “Data for the 
public good”, described as follows by the 
Strategy document: “As developed, Data is 
created by society and can serve to combat 
emergencies, such as floods and wildfires, to 
ensure that people can live longer and 
healthier lives, to improve public services, and 
to tackle environmental degradation and 
climate change, and, where necessary and 
proportionate, to ensure more efficient fight 
against crime. Data generated by public sector 
as well as the value created should be 
available for common good by ensuring, 
including through preferential access, that this 
data is used by researchers, other public 
institutions, SMEs or start-ups. Data from the 
private sector can also make a significant 
contribution as public goods. The use of 
aggregated and anonymised social media data 
can for example be an effective way of 
complementing the reports of general 
practitioners in case of an epidemic.”4 

 
flow freely within the EU and cross sectors for the bene-
fit of businesses, researchers and public administrations. 
People, businesses and organisations should be empow-
ered to make better decisions based on insights from 
non-personal data, which should be available to all”. 
4 Commission to the European Parliament, the Council, 
the European Economic and Social Committee and the 
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All these elements of the EU Strategy lead 
to a new approach of the public sector. This 
European strategy is based on a strengthened 
role of the public service, considered, from 
one part, as an operator of new and innovative 
services using AI system and, from the other 
part, as a contributor to the development of 
‘big data’ exploitable by the private sector. If 
this second role is classic even if recent 
initiatives tend to extend it (Chapter § I), the 
first one is more innovative.  

If the public sector must be grant in 
position of developing innovative AI systems 
in the general interest, it needs to have the 
possibility to enrich its data with data from the 
private sector, especially as regards certain 
domains like for instance energy, mobility and 
health. From now on - it is at least the EU 
Commission intention -, the public sector will 
be in position to receive data from the private 
sector. To be more explicit, while the 
provision of public sector data for the benefit 
of the private sector has been a focus for more 
than a decade in Europe, a new policy, called 
“reverse PSI”, is initiated by the E.U. 
Commission. This strategy aims, in the name 
of public interest to design a legal framework 
ensuring possible transfers of data from 
private to public sector. That data sharing 
B2G will nourish that big data indispensable 
for the development of AI services within the 
public sector. Chapter 2 will develop this 
point. 

Finally, if the public sector has to be a 
development engine of AI deployment, its AI 
systems use or development must be a model 
as regards the respect of ethical and legal 
framework in order to create the needed trust 
among citizens and the socio-economic world. 
Different risks might be evoked: attempts on 
individual liberties but also on competition, 
risks of discrimination and also risk to 
democratic functioning of our society. A last 
chapter is devoted to future regulation of AI 
systems and its application within public 
services. Public services must design and 
operate AI tools to serve public interests and 
citizens and taking care not only of individual 
interest but also of collective and societal 
ones. Thus, we will examine in the Chapter III 
the tools available to the public sector to 
encourage the adoption of AI tools but also 
some elements of the proposed EU regulatory 

 
Committee of the Regions, A European strategy for da-
ta, Brussels, COM, 2020, 66 final, 4. 

framework applicable to AI and thus 
especially to the AI developed or used by the 
public sector. 

2. Chapter I: The open data directive – 
towards an enlargement of the 
information flows G2B 
It is quite clear that machine-learning 

systems need big data in order to be efficient. 
In order to have EU big data not depending on 
the US GAFAM or Chinese BATX 
companies, the EU promotes a policy of data 
sharing between EU companies at the sectoral 
level5 or not, taking into account the economic 
value of the data. The recognition of data as a 
new oil engine6 indeed requires a policy of 
free circulation of data. In that perspective, 
Regulation (EU) 2018/1807 of the European 
Parliament and of the Council of 14 
November 2018 establishes a framework for 
the free flow of non-personal data in the 
European Union7, advocates data availability 

 
5 See for instance at the mobility sector, the idea of a 
“Software republic” launched by the Renault CEO, L. 
de Meo, allowing its founding members to pool their 
expertise on the topics of mobility, artificial intelli-
gence, big data, or cybersecurity to create the mobility 
solutions and systems of tomorrow.(On that issue, see 
M.C. Selmer, Cinq leaders mondiaux s’unissent pour 
lancer la software république, un écosystème d’open in-
novation pour la mobilité, in Magazine Forbes, 2021, 
available on: www.forbes.fr/technologie/cinq-leaders-
mondiaux-sunissent-pour-lancer-la-software-republique 
-un-ecosysteme-dopen-innovation-pour-la-mobilite.  
6 European Parliament Research Service (EPRS), Is da-
ta the new oil? Competition issues in the digital econo-
my, 2020, available on: www.europarl.europa.eu/think-
tank/pl/document.html?reference=EPRS_BRI%282020 
%29646117. 
See also: “Les données sont vitales pour le développe-
ment économique: elles constituent la base de nombreux 
produits et services nouveaux à l’origine de gains de 
productivité et d’efficacité dans l’utilisation des res-
sources dans tous les secteurs de l’économie, permettant 
de proposer des produits et des services plus personnali-
sés, d’améliorer l’élaboration des politiques et de mo-
derniser les services publics. Elles représentent une res-
source essentielle pour les start-ups et les petites et 
moyennes entreprises (PME) aux fins du développement 
de produits et de services. La disponibilité de données 
est essentielle pour la formation de systèmes 
d’intelligence artificielle, avec des produits et services 
évoluant rapidement au-delà de la reconnaissance des 
caractéristiques et de la production de connaissances 
vers des techniques de prédiction plus sophistiquées et, 
partant, des décisions plus judicieuses” (Commission to 
the European Parliament, the Council, the European 
Economic and Social Committee and the Committee of 
the Regions, A European strategy for data, Brussels, 
COM, 2020, 66 final). 
7 The distinction between personal data and not personal 
data might be criticized at a moment where the reality 
shows that the frontier between the two categories is 
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and data portability for business users. The 
document does underline the absolute 
necessity of data sharing89 as a prerequisite for 
the creation of Big Data10 specifically 
European which in turn constitutes a condition 
for the emergence of applications of AI. 
Therefore, we might understand the European 
willingness, including for sovereignty reasons, 
to build up these11 European big data. After 

 
more and more flaw and the possibility of our comput-
ers makes the possibility of re-identification of so-called 
“anonymous” data still more possible. On that point, B. 
van der Sloot, Do data protection rules protect the indi-
vidual and should they? An assessment of the proposed 
General Data Protection Regulation?, in International 
Data Privacy Law, 2014, 3: “Finally, this trend of a 
widening scope may also be witnessed in the proposal 
for a General Data Protection Regulation, which will 
replace the Data Protection Directive over time, in 
which personal data is defined in a slightly broader 
manner. The reason for this, as is acknowledged by the 
Working Party and is increasingly emphasized by 
scholars, is that potentially all data could be personal 
data. Data which at one moment in time may contain no 
information about a specific person whatsoever, may in 
the future be used, through advanced techniques, to 
identify or individualize a person”. See also, our reflec-
tions and referrences in Y. Poullet, L’IA un défi pour 
nos législations vie privée, in A. Espiney and S. Rovelli 
(eds.), L’intelligence artificielle et la protection des 
données. Actes des 3èmes journées suisses du droit de la 
protection des données, Fribourg, Schultess, 2021, n. 
42, 23 and ff. 
8 Regulation (E.U) n. 2018/1807 on the free flow of 
non-personal data in European Union, 
PE/53/2018/REV/1, in JOUE, 2018, 59-68. 
9 See the definition given by the art. 2.7 of the EU pro-
posal of a Data Governance ACT: “‘data sharing’ means 
the provision by a data holder of data to a data user for 
the purpose of joint or individual use of the shared data, 
based on voluntary agreements, directly or through an 
intermediary”. 
10 See, the conclusions (pp. 6 et 7) on that point of the 
EPRS document quoted footnote 6: “A widely debated 
method to address the competition concerns discussed 
above is to regulate the sharing of data, and even to 
make it mandatory in specified cases. As long as priva-
cy and security are safeguarded, sharing data may in-
deed generate a broader social good. Pooling together 
the same type of, or complementary, data may enable 
firms to develop new or improved goods and services, 
and to base their algorithms on a broader, more mean-
ingful basis. The relatively short history of the digital 
economy indicates that preventing data portability and 
inter-operability, which are essential prerequisites for 
data sharing, creates barriers to entry and limits compe-
tition”. 
11 This policy of encouraging data sharing within and 
beyond the sectors but between the public and the pri-
vate might be explained by the absence in the European 
Union of champions of big data such as the American 
(GAFAM) and Chinese (BATX) platforms. The need to 
build up these European big data public or private, cre-
ating between public and private sectors imposes virtu-
ous mechanisms of solidarity. So, the EU Commission 
encourages this data sharing in eight sectors: finance, 
mobility, energy, manufacturing, environment, agricul-

first preliminary documents in 201812, an High 
Level Group of Experts on Business to 
Government Data Sharing has been nominated 
by EU Commission and this experts’ group 
produced its report13, which was presented by 
the EU Commission, February 19, 2020 as an 
integral part of the EU Commission Data 
Strategy.  

EU Commission has undertaken a number 
of initiatives under this policy. The launch of 
a European cloud that guarantees users the 
lack of surveillance by police or intelligence 
authorities is probably worth noting, while use 
of the cloud by our companies remains 
behind. The proposed regulation on European 
data governance (Data Governance Act) 
presented on November 25, 2020 deserves our 
attention. We will come back to that point, 
when it comes to analyse role that the 
European Union wishes to give to public 
services in its AI policy. Let us note right now 
that the instrument aims to promote the 
availability of data for use, increasing trust in 

 
ture, health, space… And public administration. On that 
sectoral approach without excluding the transversal and 
cross-sectoral one, see European Parliament resolution 
of 25 March 2021 on a European Data Strategy 
(2020/2217(INI): available on Texts adopted - European 
Data Strategy - Thursday, 25 March 2021 (europa.eu): 
“Data-driven innovation will bring benefits for compa-
nies and individuals by making our lives and work more 
efficient through: Health data: improving personalised 
treatments, providing better healthcare, and helping 
cure rare or chronic diseases; saving approximately 
€120 billion a year in the EU health sector; providing a 
more effective and quicker response to the global 
COVID-19 health crisis; Mobility data: saving more 
than 27 million hours of public transport users’ time and 
up to € 20 billion a year in labour costs of car drivers 
thanks to real-time navigation; Environmental da-
ta: combatting climate change, reducing CO2 emissions 
and fighting emergencies, such as floods and wildfires; 
Agricultural data: developing precision farming, new 
products in the agro-food sector and new services in 
general in rural areas; Public administration da-
ta: delivering better and more reliable official statistics, 
and contributing to evidence-based decisions”. 
12 Commission Staff Working Document. Guidance on 
sharing private sector data in the European data econo-
my: Accompanying the document Communication from 
the Commission to the European Parliament, the Coun-
cil, the European Economic and Social Committee and 
the Committee of the Regions, Towards A Common Eu-
ropean Data Space, Brussels, COM, 2018, 232 final. 
13 Towards a European strategy on business-to-
government data sharing for the public interest: Final 
report prepared by the High-Level Expert Group on 
Business-to-Government Data Sharing, Luxembourg, 
Publications Office of the European Union, 2020. On 
this very important report, see our analysis: Y. Poullet, 
From open data to reverse PSI – A new European poli-
cy facing GDPR, in European Public Mosaic, 2020, vol. 
11, 42-58. 
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All these elements of the EU Strategy lead 
to a new approach of the public sector. This 
European strategy is based on a strengthened 
role of the public service, considered, from 
one part, as an operator of new and innovative 
services using AI system and, from the other 
part, as a contributor to the development of 
‘big data’ exploitable by the private sector. If 
this second role is classic even if recent 
initiatives tend to extend it (Chapter § I), the 
first one is more innovative.  

If the public sector must be grant in 
position of developing innovative AI systems 
in the general interest, it needs to have the 
possibility to enrich its data with data from the 
private sector, especially as regards certain 
domains like for instance energy, mobility and 
health. From now on - it is at least the EU 
Commission intention -, the public sector will 
be in position to receive data from the private 
sector. To be more explicit, while the 
provision of public sector data for the benefit 
of the private sector has been a focus for more 
than a decade in Europe, a new policy, called 
“reverse PSI”, is initiated by the E.U. 
Commission. This strategy aims, in the name 
of public interest to design a legal framework 
ensuring possible transfers of data from 
private to public sector. That data sharing 
B2G will nourish that big data indispensable 
for the development of AI services within the 
public sector. Chapter 2 will develop this 
point. 

Finally, if the public sector has to be a 
development engine of AI deployment, its AI 
systems use or development must be a model 
as regards the respect of ethical and legal 
framework in order to create the needed trust 
among citizens and the socio-economic world. 
Different risks might be evoked: attempts on 
individual liberties but also on competition, 
risks of discrimination and also risk to 
democratic functioning of our society. A last 
chapter is devoted to future regulation of AI 
systems and its application within public 
services. Public services must design and 
operate AI tools to serve public interests and 
citizens and taking care not only of individual 
interest but also of collective and societal 
ones. Thus, we will examine in the Chapter III 
the tools available to the public sector to 
encourage the adoption of AI tools but also 
some elements of the proposed EU regulatory 

 
Committee of the Regions, A European strategy for da-
ta, Brussels, COM, 2020, 66 final, 4. 

framework applicable to AI and thus 
especially to the AI developed or used by the 
public sector. 

2. Chapter I: The open data directive – 
towards an enlargement of the 
information flows G2B 
It is quite clear that machine-learning 

systems need big data in order to be efficient. 
In order to have EU big data not depending on 
the US GAFAM or Chinese BATX 
companies, the EU promotes a policy of data 
sharing between EU companies at the sectoral 
level5 or not, taking into account the economic 
value of the data. The recognition of data as a 
new oil engine6 indeed requires a policy of 
free circulation of data. In that perspective, 
Regulation (EU) 2018/1807 of the European 
Parliament and of the Council of 14 
November 2018 establishes a framework for 
the free flow of non-personal data in the 
European Union7, advocates data availability 

 
5 See for instance at the mobility sector, the idea of a 
“Software republic” launched by the Renault CEO, L. 
de Meo, allowing its founding members to pool their 
expertise on the topics of mobility, artificial intelli-
gence, big data, or cybersecurity to create the mobility 
solutions and systems of tomorrow.(On that issue, see 
M.C. Selmer, Cinq leaders mondiaux s’unissent pour 
lancer la software république, un écosystème d’open in-
novation pour la mobilité, in Magazine Forbes, 2021, 
available on: www.forbes.fr/technologie/cinq-leaders-
mondiaux-sunissent-pour-lancer-la-software-republique 
-un-ecosysteme-dopen-innovation-pour-la-mobilite.  
6 European Parliament Research Service (EPRS), Is da-
ta the new oil? Competition issues in the digital econo-
my, 2020, available on: www.europarl.europa.eu/think-
tank/pl/document.html?reference=EPRS_BRI%282020 
%29646117. 
See also: “Les données sont vitales pour le développe-
ment économique: elles constituent la base de nombreux 
produits et services nouveaux à l’origine de gains de 
productivité et d’efficacité dans l’utilisation des res-
sources dans tous les secteurs de l’économie, permettant 
de proposer des produits et des services plus personnali-
sés, d’améliorer l’élaboration des politiques et de mo-
derniser les services publics. Elles représentent une res-
source essentielle pour les start-ups et les petites et 
moyennes entreprises (PME) aux fins du développement 
de produits et de services. La disponibilité de données 
est essentielle pour la formation de systèmes 
d’intelligence artificielle, avec des produits et services 
évoluant rapidement au-delà de la reconnaissance des 
caractéristiques et de la production de connaissances 
vers des techniques de prédiction plus sophistiquées et, 
partant, des décisions plus judicieuses” (Commission to 
the European Parliament, the Council, the European 
Economic and Social Committee and the Committee of 
the Regions, A European strategy for data, Brussels, 
COM, 2020, 66 final). 
7 The distinction between personal data and not personal 
data might be criticized at a moment where the reality 
shows that the frontier between the two categories is 
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and data portability for business users. The 
document does underline the absolute 
necessity of data sharing89 as a prerequisite for 
the creation of Big Data10 specifically 
European which in turn constitutes a condition 
for the emergence of applications of AI. 
Therefore, we might understand the European 
willingness, including for sovereignty reasons, 
to build up these11 European big data. After 

 
more and more flaw and the possibility of our comput-
ers makes the possibility of re-identification of so-called 
“anonymous” data still more possible. On that point, B. 
van der Sloot, Do data protection rules protect the indi-
vidual and should they? An assessment of the proposed 
General Data Protection Regulation?, in International 
Data Privacy Law, 2014, 3: “Finally, this trend of a 
widening scope may also be witnessed in the proposal 
for a General Data Protection Regulation, which will 
replace the Data Protection Directive over time, in 
which personal data is defined in a slightly broader 
manner. The reason for this, as is acknowledged by the 
Working Party and is increasingly emphasized by 
scholars, is that potentially all data could be personal 
data. Data which at one moment in time may contain no 
information about a specific person whatsoever, may in 
the future be used, through advanced techniques, to 
identify or individualize a person”. See also, our reflec-
tions and referrences in Y. Poullet, L’IA un défi pour 
nos législations vie privée, in A. Espiney and S. Rovelli 
(eds.), L’intelligence artificielle et la protection des 
données. Actes des 3èmes journées suisses du droit de la 
protection des données, Fribourg, Schultess, 2021, n. 
42, 23 and ff. 
8 Regulation (E.U) n. 2018/1807 on the free flow of 
non-personal data in European Union, 
PE/53/2018/REV/1, in JOUE, 2018, 59-68. 
9 See the definition given by the art. 2.7 of the EU pro-
posal of a Data Governance ACT: “‘data sharing’ means 
the provision by a data holder of data to a data user for 
the purpose of joint or individual use of the shared data, 
based on voluntary agreements, directly or through an 
intermediary”. 
10 See, the conclusions (pp. 6 et 7) on that point of the 
EPRS document quoted footnote 6: “A widely debated 
method to address the competition concerns discussed 
above is to regulate the sharing of data, and even to 
make it mandatory in specified cases. As long as priva-
cy and security are safeguarded, sharing data may in-
deed generate a broader social good. Pooling together 
the same type of, or complementary, data may enable 
firms to develop new or improved goods and services, 
and to base their algorithms on a broader, more mean-
ingful basis. The relatively short history of the digital 
economy indicates that preventing data portability and 
inter-operability, which are essential prerequisites for 
data sharing, creates barriers to entry and limits compe-
tition”. 
11 This policy of encouraging data sharing within and 
beyond the sectors but between the public and the pri-
vate might be explained by the absence in the European 
Union of champions of big data such as the American 
(GAFAM) and Chinese (BATX) platforms. The need to 
build up these European big data public or private, cre-
ating between public and private sectors imposes virtu-
ous mechanisms of solidarity. So, the EU Commission 
encourages this data sharing in eight sectors: finance, 
mobility, energy, manufacturing, environment, agricul-

first preliminary documents in 201812, an High 
Level Group of Experts on Business to 
Government Data Sharing has been nominated 
by EU Commission and this experts’ group 
produced its report13, which was presented by 
the EU Commission, February 19, 2020 as an 
integral part of the EU Commission Data 
Strategy.  

EU Commission has undertaken a number 
of initiatives under this policy. The launch of 
a European cloud that guarantees users the 
lack of surveillance by police or intelligence 
authorities is probably worth noting, while use 
of the cloud by our companies remains 
behind. The proposed regulation on European 
data governance (Data Governance Act) 
presented on November 25, 2020 deserves our 
attention. We will come back to that point, 
when it comes to analyse role that the 
European Union wishes to give to public 
services in its AI policy. Let us note right now 
that the instrument aims to promote the 
availability of data for use, increasing trust in 

 
ture, health, space… And public administration. On that 
sectoral approach without excluding the transversal and 
cross-sectoral one, see European Parliament resolution 
of 25 March 2021 on a European Data Strategy 
(2020/2217(INI): available on Texts adopted - European 
Data Strategy - Thursday, 25 March 2021 (europa.eu): 
“Data-driven innovation will bring benefits for compa-
nies and individuals by making our lives and work more 
efficient through: Health data: improving personalised 
treatments, providing better healthcare, and helping 
cure rare or chronic diseases; saving approximately 
€120 billion a year in the EU health sector; providing a 
more effective and quicker response to the global 
COVID-19 health crisis; Mobility data: saving more 
than 27 million hours of public transport users’ time and 
up to € 20 billion a year in labour costs of car drivers 
thanks to real-time navigation; Environmental da-
ta: combatting climate change, reducing CO2 emissions 
and fighting emergencies, such as floods and wildfires; 
Agricultural data: developing precision farming, new 
products in the agro-food sector and new services in 
general in rural areas; Public administration da-
ta: delivering better and more reliable official statistics, 
and contributing to evidence-based decisions”. 
12 Commission Staff Working Document. Guidance on 
sharing private sector data in the European data econo-
my: Accompanying the document Communication from 
the Commission to the European Parliament, the Coun-
cil, the European Economic and Social Committee and 
the Committee of the Regions, Towards A Common Eu-
ropean Data Space, Brussels, COM, 2018, 232 final. 
13 Towards a European strategy on business-to-
government data sharing for the public interest: Final 
report prepared by the High-Level Expert Group on 
Business-to-Government Data Sharing, Luxembourg, 
Publications Office of the European Union, 2020. On 
this very important report, see our analysis: Y. Poullet, 
From open data to reverse PSI – A new European poli-
cy facing GDPR, in European Public Mosaic, 2020, vol. 
11, 42-58. 
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All these elements of the EU Strategy lead 
to a new approach of the public sector. This 
European strategy is based on a strengthened 
role of the public service, considered, from 
one part, as an operator of new and innovative 
services using AI system and, from the other 
part, as a contributor to the development of 
‘big data’ exploitable by the private sector. If 
this second role is classic even if recent 
initiatives tend to extend it (Chapter § I), the 
first one is more innovative.  

If the public sector must be grant in 
position of developing innovative AI systems 
in the general interest, it needs to have the 
possibility to enrich its data with data from the 
private sector, especially as regards certain 
domains like for instance energy, mobility and 
health. From now on - it is at least the EU 
Commission intention -, the public sector will 
be in position to receive data from the private 
sector. To be more explicit, while the 
provision of public sector data for the benefit 
of the private sector has been a focus for more 
than a decade in Europe, a new policy, called 
“reverse PSI”, is initiated by the E.U. 
Commission. This strategy aims, in the name 
of public interest to design a legal framework 
ensuring possible transfers of data from 
private to public sector. That data sharing 
B2G will nourish that big data indispensable 
for the development of AI services within the 
public sector. Chapter 2 will develop this 
point. 

Finally, if the public sector has to be a 
development engine of AI deployment, its AI 
systems use or development must be a model 
as regards the respect of ethical and legal 
framework in order to create the needed trust 
among citizens and the socio-economic world. 
Different risks might be evoked: attempts on 
individual liberties but also on competition, 
risks of discrimination and also risk to 
democratic functioning of our society. A last 
chapter is devoted to future regulation of AI 
systems and its application within public 
services. Public services must design and 
operate AI tools to serve public interests and 
citizens and taking care not only of individual 
interest but also of collective and societal 
ones. Thus, we will examine in the Chapter III 
the tools available to the public sector to 
encourage the adoption of AI tools but also 
some elements of the proposed EU regulatory 

 
Committee of the Regions, A European strategy for da-
ta, Brussels, COM, 2020, 66 final, 4. 

framework applicable to AI and thus 
especially to the AI developed or used by the 
public sector. 

2. Chapter I: The open data directive – 
towards an enlargement of the 
information flows G2B 
It is quite clear that machine-learning 

systems need big data in order to be efficient. 
In order to have EU big data not depending on 
the US GAFAM or Chinese BATX 
companies, the EU promotes a policy of data 
sharing between EU companies at the sectoral 
level5 or not, taking into account the economic 
value of the data. The recognition of data as a 
new oil engine6 indeed requires a policy of 
free circulation of data. In that perspective, 
Regulation (EU) 2018/1807 of the European 
Parliament and of the Council of 14 
November 2018 establishes a framework for 
the free flow of non-personal data in the 
European Union7, advocates data availability 

 
5 See for instance at the mobility sector, the idea of a 
“Software republic” launched by the Renault CEO, L. 
de Meo, allowing its founding members to pool their 
expertise on the topics of mobility, artificial intelli-
gence, big data, or cybersecurity to create the mobility 
solutions and systems of tomorrow.(On that issue, see 
M.C. Selmer, Cinq leaders mondiaux s’unissent pour 
lancer la software république, un écosystème d’open in-
novation pour la mobilité, in Magazine Forbes, 2021, 
available on: www.forbes.fr/technologie/cinq-leaders-
mondiaux-sunissent-pour-lancer-la-software-republique 
-un-ecosysteme-dopen-innovation-pour-la-mobilite.  
6 European Parliament Research Service (EPRS), Is da-
ta the new oil? Competition issues in the digital econo-
my, 2020, available on: www.europarl.europa.eu/think-
tank/pl/document.html?reference=EPRS_BRI%282020 
%29646117. 
See also: “Les données sont vitales pour le développe-
ment économique: elles constituent la base de nombreux 
produits et services nouveaux à l’origine de gains de 
productivité et d’efficacité dans l’utilisation des res-
sources dans tous les secteurs de l’économie, permettant 
de proposer des produits et des services plus personnali-
sés, d’améliorer l’élaboration des politiques et de mo-
derniser les services publics. Elles représentent une res-
source essentielle pour les start-ups et les petites et 
moyennes entreprises (PME) aux fins du développement 
de produits et de services. La disponibilité de données 
est essentielle pour la formation de systèmes 
d’intelligence artificielle, avec des produits et services 
évoluant rapidement au-delà de la reconnaissance des 
caractéristiques et de la production de connaissances 
vers des techniques de prédiction plus sophistiquées et, 
partant, des décisions plus judicieuses” (Commission to 
the European Parliament, the Council, the European 
Economic and Social Committee and the Committee of 
the Regions, A European strategy for data, Brussels, 
COM, 2020, 66 final). 
7 The distinction between personal data and not personal 
data might be criticized at a moment where the reality 
shows that the frontier between the two categories is 
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and data portability for business users. The 
document does underline the absolute 
necessity of data sharing89 as a prerequisite for 
the creation of Big Data10 specifically 
European which in turn constitutes a condition 
for the emergence of applications of AI. 
Therefore, we might understand the European 
willingness, including for sovereignty reasons, 
to build up these11 European big data. After 

 
more and more flaw and the possibility of our comput-
ers makes the possibility of re-identification of so-called 
“anonymous” data still more possible. On that point, B. 
van der Sloot, Do data protection rules protect the indi-
vidual and should they? An assessment of the proposed 
General Data Protection Regulation?, in International 
Data Privacy Law, 2014, 3: “Finally, this trend of a 
widening scope may also be witnessed in the proposal 
for a General Data Protection Regulation, which will 
replace the Data Protection Directive over time, in 
which personal data is defined in a slightly broader 
manner. The reason for this, as is acknowledged by the 
Working Party and is increasingly emphasized by 
scholars, is that potentially all data could be personal 
data. Data which at one moment in time may contain no 
information about a specific person whatsoever, may in 
the future be used, through advanced techniques, to 
identify or individualize a person”. See also, our reflec-
tions and referrences in Y. Poullet, L’IA un défi pour 
nos législations vie privée, in A. Espiney and S. Rovelli 
(eds.), L’intelligence artificielle et la protection des 
données. Actes des 3èmes journées suisses du droit de la 
protection des données, Fribourg, Schultess, 2021, n. 
42, 23 and ff. 
8 Regulation (E.U) n. 2018/1807 on the free flow of 
non-personal data in European Union, 
PE/53/2018/REV/1, in JOUE, 2018, 59-68. 
9 See the definition given by the art. 2.7 of the EU pro-
posal of a Data Governance ACT: “‘data sharing’ means 
the provision by a data holder of data to a data user for 
the purpose of joint or individual use of the shared data, 
based on voluntary agreements, directly or through an 
intermediary”. 
10 See, the conclusions (pp. 6 et 7) on that point of the 
EPRS document quoted footnote 6: “A widely debated 
method to address the competition concerns discussed 
above is to regulate the sharing of data, and even to 
make it mandatory in specified cases. As long as priva-
cy and security are safeguarded, sharing data may in-
deed generate a broader social good. Pooling together 
the same type of, or complementary, data may enable 
firms to develop new or improved goods and services, 
and to base their algorithms on a broader, more mean-
ingful basis. The relatively short history of the digital 
economy indicates that preventing data portability and 
inter-operability, which are essential prerequisites for 
data sharing, creates barriers to entry and limits compe-
tition”. 
11 This policy of encouraging data sharing within and 
beyond the sectors but between the public and the pri-
vate might be explained by the absence in the European 
Union of champions of big data such as the American 
(GAFAM) and Chinese (BATX) platforms. The need to 
build up these European big data public or private, cre-
ating between public and private sectors imposes virtu-
ous mechanisms of solidarity. So, the EU Commission 
encourages this data sharing in eight sectors: finance, 
mobility, energy, manufacturing, environment, agricul-

first preliminary documents in 201812, an High 
Level Group of Experts on Business to 
Government Data Sharing has been nominated 
by EU Commission and this experts’ group 
produced its report13, which was presented by 
the EU Commission, February 19, 2020 as an 
integral part of the EU Commission Data 
Strategy.  

EU Commission has undertaken a number 
of initiatives under this policy. The launch of 
a European cloud that guarantees users the 
lack of surveillance by police or intelligence 
authorities is probably worth noting, while use 
of the cloud by our companies remains 
behind. The proposed regulation on European 
data governance (Data Governance Act) 
presented on November 25, 2020 deserves our 
attention. We will come back to that point, 
when it comes to analyse role that the 
European Union wishes to give to public 
services in its AI policy. Let us note right now 
that the instrument aims to promote the 
availability of data for use, increasing trust in 

 
ture, health, space… And public administration. On that 
sectoral approach without excluding the transversal and 
cross-sectoral one, see European Parliament resolution 
of 25 March 2021 on a European Data Strategy 
(2020/2217(INI): available on Texts adopted - European 
Data Strategy - Thursday, 25 March 2021 (europa.eu): 
“Data-driven innovation will bring benefits for compa-
nies and individuals by making our lives and work more 
efficient through: Health data: improving personalised 
treatments, providing better healthcare, and helping 
cure rare or chronic diseases; saving approximately 
€120 billion a year in the EU health sector; providing a 
more effective and quicker response to the global 
COVID-19 health crisis; Mobility data: saving more 
than 27 million hours of public transport users’ time and 
up to € 20 billion a year in labour costs of car drivers 
thanks to real-time navigation; Environmental da-
ta: combatting climate change, reducing CO2 emissions 
and fighting emergencies, such as floods and wildfires; 
Agricultural data: developing precision farming, new 
products in the agro-food sector and new services in 
general in rural areas; Public administration da-
ta: delivering better and more reliable official statistics, 
and contributing to evidence-based decisions”. 
12 Commission Staff Working Document. Guidance on 
sharing private sector data in the European data econo-
my: Accompanying the document Communication from 
the Commission to the European Parliament, the Coun-
cil, the European Economic and Social Committee and 
the Committee of the Regions, Towards A Common Eu-
ropean Data Space, Brussels, COM, 2018, 232 final. 
13 Towards a European strategy on business-to-
government data sharing for the public interest: Final 
report prepared by the High-Level Expert Group on 
Business-to-Government Data Sharing, Luxembourg, 
Publications Office of the European Union, 2020. On 
this very important report, see our analysis: Y. Poullet, 
From open data to reverse PSI – A new European poli-
cy facing GDPR, in European Public Mosaic, 2020, vol. 
11, 42-58. 
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data intermediaries and strengthening data-
sharing mechanisms across the EU. The four 
objectives are: 14 
 making public sector data available for 

reuse, where such data is subject to the rights 
of others (we will return to this point); 

 data sharing between companies, for 
remuneration in any form; 

 allow the use of personal data with the help 
of a “personal data sharing intermediary”, 
designed to help natural persons exercise 
their rights under the General Data 
Protection Regulation (GDPR); 

 allow data to be used for altruistic reasons. 
The first and the third objectives pursued 

by the draft Data Governance Act extend the 
scope of the Open Data directive modified at 
different times15 but recently in 2019. The 
main aim of this enlargement is to maximize 
the contribution of the public sector to the 
development of the private information sector, 
particularly by facilitating the setting-up of 
big data16. Europe promotes the widest 
possible use of public sector data by the 
private sector. The idea that data that has been 
generated at the expense of public budgets 
should benefit society has been part of Union 
policy for a long time. We do insist about the 
broad definition of the public sector given by 

 
14 Proposal for a Regulation of The European Parlia-
ment and of The Council on European Data Govern-
ance, in Data Governance Act, Brussels, COM, 
2020,767 final, 12020/0340. 
15 The legal framework for the reuse of public sector da-
ta by the European Union deserves some thought. We 
note that the European Union is in the fourth version of 
the legislative framework in this area since the Directive 
2003/98/EC of the European Parliament and of the 
Council of 17 November 2003 on the re-use of public 
sector information. On that progressive extension, see 
Y. Poullet and N. Bontridder, “Intelligence artificielle 
et services publics”. Proceedings of the Colloquium of 
the Centre for Comparative Public Law (CDPC), in 
L’état digital/The Digital State, Paris, University of Par-
is 1, 2022 (in press). Colloquium organized by in part-
nership with the Fundação Getulio Vargas (FGV) Law 
School, Rio de Janeiro (Resp. L. Belli) 
16 “The current proposal complements the Directive 
(EU) 2019/1024 of the European Parliament and of the 
Council of 20 June 2019 on open data and the re-use of 
public sector information (Open Data Directive) 6 . This 
proposal addresses data held by public sector bodies that 
is subject to rights of others and therefore falls outside 
the scope of this Directive. The proposal has logical and 
coherent links with the other initiatives announced in 
the European strategy for data. It aims at facilitating da-
ta sharing including by reinforcing trust in data sharing 
intermediaries that are expected to be used in the differ-
ent data spaces” (Proposal for a Regulation of The Eu-
ropean Parliament and of The Council on European Da-
ta Governance, in Data Governance Act, Brussels, 
COM, 2020,767 final). 

the EU Commission proposal covering not 
only public sector administrations and bodies 
at strict sense but also public undertakings.  

Different points might be underlined.  
Firstly, draft regulation definitively draws 

inspiration from principles for data 
management and re-use developed for 
research data. The FAIR data principles17 
stipulate that such data should, in principle, be 
findable, accessible, interoperable and re-
usable. The article 10.1 mentions these 
principles expressly as regards the research 
data imposing to member States to adopt 
actions “at making publicly funded research 
data openly available (‘open access policies’), 
following the principle of ‘open by default’ 
and compatible with the FAIR principles” but 
implicitly also as regards the other public 
bodies covered by the Directive18. 

Secondly, the previous Directive excludes 
certain categories of data, which is not 
accessible due to commercial and statistical 
confidentiality and data for which third parties 
have intellectual property rights. In 
accordance with the GDPR, personal data fall 
outside the scope of Directive (EU) 2019/1024 
insofar as the access regime excludes or 
restricts access to such data for reasons of data 
protection, privacy. The re-use of data, which 
may contain trade secrets, should take place 
without prejudice to Directive (EU) 2016/943 
on trade secrets, which sets the framework for 
the lawful acquisition, use or disclosure of 

 
17 www.force11.org/group/fairgroup/fairprinciples. 
These principles initially were published for Scientific 
Data. The authors intended to provide guidelines to im-
prove the capacity of computational systems to find, ac-
cess, interoperate, and reuse data with little or no human 
intervention. The 2017 Tallinn EU Ministerial Declara-
tion on e-Government calls on governments to “increase 
the findability, quality and technical accessibility of data 
in key base registers” and suggests extending these 
principles to the private sector in order to facilitate sec-
toral and inter-sectoral data sharing. On a complete de-
scription of these principles, have a look at the website: 
www.go-fair.org/fair-principles. See also the article of 
M. Wilkinson, The FAIR Guiding Principles for scien-
tific data management and stewardship, in Nature Sci-
entific Data, 2016; available at https://scholar.harvard. 
edu/mercecrosas/publications/fair-guiding-principles-sc 
ientific-data-management-and-stewardship. 
18 See notably as regards the “public undertakings”, the 
article 9.2: “Member States shall, in cooperation with 
the Commission, continue efforts to simplify access to 
datasets, in particular by providing a single point of ac-
cess and by progressively making available suitable da-
tasets held by public sector bodies with regard to the 
documents to which this Directive applies, as well as to 
data held by Union institutions, in formats that are ac-
cessible, readily findable and re-usable by electronic 
means”. 
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trade secrets. All these limitations might 
prejudice the creation of a real information 
and data market useful for the private sector. 
Therefore, the use of certain personal data, if 
necessary, after pseudonymization and strict 
control of compliance with data protection 
rules could be useful for companies in the 
private sector. Companies who wish to reuse 
them can also use documents, inventions or 
data covered by intellectual property rights19. 
The proposed regulation intends to allow and 
promote20 this access while setting, without 
now prohibiting it, conditions for this reuse of 
data in full compliance with competition law 
and under non-discriminatory conditions. 
Article 5.2 enunciates: “Conditions for re-use 
shall be non-discriminatory, proportionate and 
objectively justified with regard to categories 
of data and purposes of re-use and the nature 
of the data for which re-use is allowed. These 
conditions shall not be used to restrict 
competition”, must be published and might 
contain complementary obligations imposed 
by public sector bodies as regards the 
pseudonymisation of the data, the security 
measures, the need for obtaining consent from 
data subject with the assistance of the public 
bodies, the respect of Intellectual Property 
rights, …. Public sector bodies might impose 
the control of the respect of these conditions. 
Art. 6.1 provides: “Public sector bodies which 
allow re-use of the categories of data referred 
to in Article 3 (1) may charge fees for 
allowing the re-use of such data”. 

Thirdly, Governance Act encourages data 
sharing solutions but regulates status and the 
functioning of the data providers sharing 
services (data intermediaries), “that have as a 
main objective the establishment of a 
business, a legal and potentially also technical 
relation between data holders, including data 

 
19 The example of access to research, sponsored by an 
administration, conducted on the basis of questionnaires 
can be cited. This example combines documents and da-
ta that are both protected by intellectual property rights 
and some constitute processing of personal data. Com-
panies may wish to have access to items collected and 
produced for research for marketing reasons or to im-
prove their product service. 
20 Art. 7.2 pinpoints the role of competent authorities 
nominated by Member States in order to provide sup-
port for providing this access for the re-use of data (in-
cluding technical support of tested techniques ensuring 
data processing in a manner that preserves privacy of 
the information contained in the data for which re-use is 
allowed, including techniques for pseudonymisation, 
anonymisation, generalisation, suppression and random-
isation of personal data. 

subjects, on the one hand, and potential users 
on the other hand, and assist both parties in a 
transaction of data assets between the two21”. 
The text underlines their needed independence 
from both data holders and data users in order 
to avoid the emergence of player with a 
significant degree of market power (articles 9 
and ff.). It provides specific obligations for 
providers of data sharing working on personal 
data22 and imposes conditions for providing 
their services especially the obligation of 
notifying their activities to a competent 
authority23 (art. 10) but also the fact that they 
might not use the data for other purposes than 
to put them at the disposal of data users, the 
transparency and the non-discrimination of 
their conditions, the security and continuity of 
their services (art. 11). 

In the conclusion of this chapter, two main 
trends must be underlined regarding the role 
of the public sector vis-à-vis the private sector. 
From now on, it is wished that the public 
sector, as a counterpart of its active role to 
share its data to the benefit of the private 
sector, will develop an active role in the 
control of the functioning of the private 
information sector. State has both to ensure 
maintaining of a competitive market 
respectful of the human liberties (IPR and data 
protection especially) but also to proactively 
encourage the data sharing. Precisely on that 
second point, as the HLGE on B2G Data 
sharing24: “Member States should put in place 

 
21 See point 22 of the Explanatory Memorandum of The 
Data Governance ACT, in discussion. 
22 See point 23 of the text: “They would assist individu-
als in exercising their rights under Regulation (EU) 
2016/679, in particular managing their consent to data 
processing, the right of access to their own data, the 
right to the rectification of inaccurate personal data, the 
right of erasure or right ‘to be forgotten’, the right to re-
strict processing and the data portability right, which al-
lows data subjects to move their personal data from one 
controller to the other. In this context, it is important 
that their business model ensures that there are no misa-
ligned incentives that encourage individuals to make 
more data available for processing than what is in the 
individuals’ own interest. This could include advising 
individuals on uses of their data they could allow and 
making due diligence checks on data users before allow-
ing them to contact data subjects, in order to avoid 
fraudulent practices”. 
23 See the multiple provisions as regards these “compe-
tent authorities”, notably their status, their independ-
ence, the procedure to be followed in case of complaints 
against a provider lodged (article 12). Furthermore, the 
Text sets-up a EU Data Innovation Board, expert group 
in charge to advise and assist the Commission, in devel-
oping notably a consistent practice of public sector bod-
ies and competent bodies (art. 27 and 28). 
24 See European Commission, Towards a European 
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data intermediaries and strengthening data-
sharing mechanisms across the EU. The four 
objectives are: 14 
 making public sector data available for 

reuse, where such data is subject to the rights 
of others (we will return to this point); 

 data sharing between companies, for 
remuneration in any form; 

 allow the use of personal data with the help 
of a “personal data sharing intermediary”, 
designed to help natural persons exercise 
their rights under the General Data 
Protection Regulation (GDPR); 

 allow data to be used for altruistic reasons. 
The first and the third objectives pursued 

by the draft Data Governance Act extend the 
scope of the Open Data directive modified at 
different times15 but recently in 2019. The 
main aim of this enlargement is to maximize 
the contribution of the public sector to the 
development of the private information sector, 
particularly by facilitating the setting-up of 
big data16. Europe promotes the widest 
possible use of public sector data by the 
private sector. The idea that data that has been 
generated at the expense of public budgets 
should benefit society has been part of Union 
policy for a long time. We do insist about the 
broad definition of the public sector given by 

 
14 Proposal for a Regulation of The European Parlia-
ment and of The Council on European Data Govern-
ance, in Data Governance Act, Brussels, COM, 
2020,767 final, 12020/0340. 
15 The legal framework for the reuse of public sector da-
ta by the European Union deserves some thought. We 
note that the European Union is in the fourth version of 
the legislative framework in this area since the Directive 
2003/98/EC of the European Parliament and of the 
Council of 17 November 2003 on the re-use of public 
sector information. On that progressive extension, see 
Y. Poullet and N. Bontridder, “Intelligence artificielle 
et services publics”. Proceedings of the Colloquium of 
the Centre for Comparative Public Law (CDPC), in 
L’état digital/The Digital State, Paris, University of Par-
is 1, 2022 (in press). Colloquium organized by in part-
nership with the Fundação Getulio Vargas (FGV) Law 
School, Rio de Janeiro (Resp. L. Belli) 
16 “The current proposal complements the Directive 
(EU) 2019/1024 of the European Parliament and of the 
Council of 20 June 2019 on open data and the re-use of 
public sector information (Open Data Directive) 6 . This 
proposal addresses data held by public sector bodies that 
is subject to rights of others and therefore falls outside 
the scope of this Directive. The proposal has logical and 
coherent links with the other initiatives announced in 
the European strategy for data. It aims at facilitating da-
ta sharing including by reinforcing trust in data sharing 
intermediaries that are expected to be used in the differ-
ent data spaces” (Proposal for a Regulation of The Eu-
ropean Parliament and of The Council on European Da-
ta Governance, in Data Governance Act, Brussels, 
COM, 2020,767 final). 

the EU Commission proposal covering not 
only public sector administrations and bodies 
at strict sense but also public undertakings.  

Different points might be underlined.  
Firstly, draft regulation definitively draws 

inspiration from principles for data 
management and re-use developed for 
research data. The FAIR data principles17 
stipulate that such data should, in principle, be 
findable, accessible, interoperable and re-
usable. The article 10.1 mentions these 
principles expressly as regards the research 
data imposing to member States to adopt 
actions “at making publicly funded research 
data openly available (‘open access policies’), 
following the principle of ‘open by default’ 
and compatible with the FAIR principles” but 
implicitly also as regards the other public 
bodies covered by the Directive18. 

Secondly, the previous Directive excludes 
certain categories of data, which is not 
accessible due to commercial and statistical 
confidentiality and data for which third parties 
have intellectual property rights. In 
accordance with the GDPR, personal data fall 
outside the scope of Directive (EU) 2019/1024 
insofar as the access regime excludes or 
restricts access to such data for reasons of data 
protection, privacy. The re-use of data, which 
may contain trade secrets, should take place 
without prejudice to Directive (EU) 2016/943 
on trade secrets, which sets the framework for 
the lawful acquisition, use or disclosure of 

 
17 www.force11.org/group/fairgroup/fairprinciples. 
These principles initially were published for Scientific 
Data. The authors intended to provide guidelines to im-
prove the capacity of computational systems to find, ac-
cess, interoperate, and reuse data with little or no human 
intervention. The 2017 Tallinn EU Ministerial Declara-
tion on e-Government calls on governments to “increase 
the findability, quality and technical accessibility of data 
in key base registers” and suggests extending these 
principles to the private sector in order to facilitate sec-
toral and inter-sectoral data sharing. On a complete de-
scription of these principles, have a look at the website: 
www.go-fair.org/fair-principles. See also the article of 
M. Wilkinson, The FAIR Guiding Principles for scien-
tific data management and stewardship, in Nature Sci-
entific Data, 2016; available at https://scholar.harvard. 
edu/mercecrosas/publications/fair-guiding-principles-sc 
ientific-data-management-and-stewardship. 
18 See notably as regards the “public undertakings”, the 
article 9.2: “Member States shall, in cooperation with 
the Commission, continue efforts to simplify access to 
datasets, in particular by providing a single point of ac-
cess and by progressively making available suitable da-
tasets held by public sector bodies with regard to the 
documents to which this Directive applies, as well as to 
data held by Union institutions, in formats that are ac-
cessible, readily findable and re-usable by electronic 
means”. 
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trade secrets. All these limitations might 
prejudice the creation of a real information 
and data market useful for the private sector. 
Therefore, the use of certain personal data, if 
necessary, after pseudonymization and strict 
control of compliance with data protection 
rules could be useful for companies in the 
private sector. Companies who wish to reuse 
them can also use documents, inventions or 
data covered by intellectual property rights19. 
The proposed regulation intends to allow and 
promote20 this access while setting, without 
now prohibiting it, conditions for this reuse of 
data in full compliance with competition law 
and under non-discriminatory conditions. 
Article 5.2 enunciates: “Conditions for re-use 
shall be non-discriminatory, proportionate and 
objectively justified with regard to categories 
of data and purposes of re-use and the nature 
of the data for which re-use is allowed. These 
conditions shall not be used to restrict 
competition”, must be published and might 
contain complementary obligations imposed 
by public sector bodies as regards the 
pseudonymisation of the data, the security 
measures, the need for obtaining consent from 
data subject with the assistance of the public 
bodies, the respect of Intellectual Property 
rights, …. Public sector bodies might impose 
the control of the respect of these conditions. 
Art. 6.1 provides: “Public sector bodies which 
allow re-use of the categories of data referred 
to in Article 3 (1) may charge fees for 
allowing the re-use of such data”. 

Thirdly, Governance Act encourages data 
sharing solutions but regulates status and the 
functioning of the data providers sharing 
services (data intermediaries), “that have as a 
main objective the establishment of a 
business, a legal and potentially also technical 
relation between data holders, including data 

 
19 The example of access to research, sponsored by an 
administration, conducted on the basis of questionnaires 
can be cited. This example combines documents and da-
ta that are both protected by intellectual property rights 
and some constitute processing of personal data. Com-
panies may wish to have access to items collected and 
produced for research for marketing reasons or to im-
prove their product service. 
20 Art. 7.2 pinpoints the role of competent authorities 
nominated by Member States in order to provide sup-
port for providing this access for the re-use of data (in-
cluding technical support of tested techniques ensuring 
data processing in a manner that preserves privacy of 
the information contained in the data for which re-use is 
allowed, including techniques for pseudonymisation, 
anonymisation, generalisation, suppression and random-
isation of personal data. 

subjects, on the one hand, and potential users 
on the other hand, and assist both parties in a 
transaction of data assets between the two21”. 
The text underlines their needed independence 
from both data holders and data users in order 
to avoid the emergence of player with a 
significant degree of market power (articles 9 
and ff.). It provides specific obligations for 
providers of data sharing working on personal 
data22 and imposes conditions for providing 
their services especially the obligation of 
notifying their activities to a competent 
authority23 (art. 10) but also the fact that they 
might not use the data for other purposes than 
to put them at the disposal of data users, the 
transparency and the non-discrimination of 
their conditions, the security and continuity of 
their services (art. 11). 

In the conclusion of this chapter, two main 
trends must be underlined regarding the role 
of the public sector vis-à-vis the private sector. 
From now on, it is wished that the public 
sector, as a counterpart of its active role to 
share its data to the benefit of the private 
sector, will develop an active role in the 
control of the functioning of the private 
information sector. State has both to ensure 
maintaining of a competitive market 
respectful of the human liberties (IPR and data 
protection especially) but also to proactively 
encourage the data sharing. Precisely on that 
second point, as the HLGE on B2G Data 
sharing24: “Member States should put in place 

 
21 See point 22 of the Explanatory Memorandum of The 
Data Governance ACT, in discussion. 
22 See point 23 of the text: “They would assist individu-
als in exercising their rights under Regulation (EU) 
2016/679, in particular managing their consent to data 
processing, the right of access to their own data, the 
right to the rectification of inaccurate personal data, the 
right of erasure or right ‘to be forgotten’, the right to re-
strict processing and the data portability right, which al-
lows data subjects to move their personal data from one 
controller to the other. In this context, it is important 
that their business model ensures that there are no misa-
ligned incentives that encourage individuals to make 
more data available for processing than what is in the 
individuals’ own interest. This could include advising 
individuals on uses of their data they could allow and 
making due diligence checks on data users before allow-
ing them to contact data subjects, in order to avoid 
fraudulent practices”. 
23 See the multiple provisions as regards these “compe-
tent authorities”, notably their status, their independ-
ence, the procedure to be followed in case of complaints 
against a provider lodged (article 12). Furthermore, the 
Text sets-up a EU Data Innovation Board, expert group 
in charge to advise and assist the Commission, in devel-
oping notably a consistent practice of public sector bod-
ies and competent bodies (art. 27 and 28). 
24 See European Commission, Towards a European 
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data intermediaries and strengthening data-
sharing mechanisms across the EU. The four 
objectives are: 14 
 making public sector data available for 

reuse, where such data is subject to the rights 
of others (we will return to this point); 

 data sharing between companies, for 
remuneration in any form; 

 allow the use of personal data with the help 
of a “personal data sharing intermediary”, 
designed to help natural persons exercise 
their rights under the General Data 
Protection Regulation (GDPR); 

 allow data to be used for altruistic reasons. 
The first and the third objectives pursued 

by the draft Data Governance Act extend the 
scope of the Open Data directive modified at 
different times15 but recently in 2019. The 
main aim of this enlargement is to maximize 
the contribution of the public sector to the 
development of the private information sector, 
particularly by facilitating the setting-up of 
big data16. Europe promotes the widest 
possible use of public sector data by the 
private sector. The idea that data that has been 
generated at the expense of public budgets 
should benefit society has been part of Union 
policy for a long time. We do insist about the 
broad definition of the public sector given by 

 
14 Proposal for a Regulation of The European Parlia-
ment and of The Council on European Data Govern-
ance, in Data Governance Act, Brussels, COM, 
2020,767 final, 12020/0340. 
15 The legal framework for the reuse of public sector da-
ta by the European Union deserves some thought. We 
note that the European Union is in the fourth version of 
the legislative framework in this area since the Directive 
2003/98/EC of the European Parliament and of the 
Council of 17 November 2003 on the re-use of public 
sector information. On that progressive extension, see 
Y. Poullet and N. Bontridder, “Intelligence artificielle 
et services publics”. Proceedings of the Colloquium of 
the Centre for Comparative Public Law (CDPC), in 
L’état digital/The Digital State, Paris, University of Par-
is 1, 2022 (in press). Colloquium organized by in part-
nership with the Fundação Getulio Vargas (FGV) Law 
School, Rio de Janeiro (Resp. L. Belli) 
16 “The current proposal complements the Directive 
(EU) 2019/1024 of the European Parliament and of the 
Council of 20 June 2019 on open data and the re-use of 
public sector information (Open Data Directive) 6 . This 
proposal addresses data held by public sector bodies that 
is subject to rights of others and therefore falls outside 
the scope of this Directive. The proposal has logical and 
coherent links with the other initiatives announced in 
the European strategy for data. It aims at facilitating da-
ta sharing including by reinforcing trust in data sharing 
intermediaries that are expected to be used in the differ-
ent data spaces” (Proposal for a Regulation of The Eu-
ropean Parliament and of The Council on European Da-
ta Governance, in Data Governance Act, Brussels, 
COM, 2020,767 final). 

the EU Commission proposal covering not 
only public sector administrations and bodies 
at strict sense but also public undertakings.  

Different points might be underlined.  
Firstly, draft regulation definitively draws 

inspiration from principles for data 
management and re-use developed for 
research data. The FAIR data principles17 
stipulate that such data should, in principle, be 
findable, accessible, interoperable and re-
usable. The article 10.1 mentions these 
principles expressly as regards the research 
data imposing to member States to adopt 
actions “at making publicly funded research 
data openly available (‘open access policies’), 
following the principle of ‘open by default’ 
and compatible with the FAIR principles” but 
implicitly also as regards the other public 
bodies covered by the Directive18. 

Secondly, the previous Directive excludes 
certain categories of data, which is not 
accessible due to commercial and statistical 
confidentiality and data for which third parties 
have intellectual property rights. In 
accordance with the GDPR, personal data fall 
outside the scope of Directive (EU) 2019/1024 
insofar as the access regime excludes or 
restricts access to such data for reasons of data 
protection, privacy. The re-use of data, which 
may contain trade secrets, should take place 
without prejudice to Directive (EU) 2016/943 
on trade secrets, which sets the framework for 
the lawful acquisition, use or disclosure of 

 
17 www.force11.org/group/fairgroup/fairprinciples. 
These principles initially were published for Scientific 
Data. The authors intended to provide guidelines to im-
prove the capacity of computational systems to find, ac-
cess, interoperate, and reuse data with little or no human 
intervention. The 2017 Tallinn EU Ministerial Declara-
tion on e-Government calls on governments to “increase 
the findability, quality and technical accessibility of data 
in key base registers” and suggests extending these 
principles to the private sector in order to facilitate sec-
toral and inter-sectoral data sharing. On a complete de-
scription of these principles, have a look at the website: 
www.go-fair.org/fair-principles. See also the article of 
M. Wilkinson, The FAIR Guiding Principles for scien-
tific data management and stewardship, in Nature Sci-
entific Data, 2016; available at https://scholar.harvard. 
edu/mercecrosas/publications/fair-guiding-principles-sc 
ientific-data-management-and-stewardship. 
18 See notably as regards the “public undertakings”, the 
article 9.2: “Member States shall, in cooperation with 
the Commission, continue efforts to simplify access to 
datasets, in particular by providing a single point of ac-
cess and by progressively making available suitable da-
tasets held by public sector bodies with regard to the 
documents to which this Directive applies, as well as to 
data held by Union institutions, in formats that are ac-
cessible, readily findable and re-usable by electronic 
means”. 
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trade secrets. All these limitations might 
prejudice the creation of a real information 
and data market useful for the private sector. 
Therefore, the use of certain personal data, if 
necessary, after pseudonymization and strict 
control of compliance with data protection 
rules could be useful for companies in the 
private sector. Companies who wish to reuse 
them can also use documents, inventions or 
data covered by intellectual property rights19. 
The proposed regulation intends to allow and 
promote20 this access while setting, without 
now prohibiting it, conditions for this reuse of 
data in full compliance with competition law 
and under non-discriminatory conditions. 
Article 5.2 enunciates: “Conditions for re-use 
shall be non-discriminatory, proportionate and 
objectively justified with regard to categories 
of data and purposes of re-use and the nature 
of the data for which re-use is allowed. These 
conditions shall not be used to restrict 
competition”, must be published and might 
contain complementary obligations imposed 
by public sector bodies as regards the 
pseudonymisation of the data, the security 
measures, the need for obtaining consent from 
data subject with the assistance of the public 
bodies, the respect of Intellectual Property 
rights, …. Public sector bodies might impose 
the control of the respect of these conditions. 
Art. 6.1 provides: “Public sector bodies which 
allow re-use of the categories of data referred 
to in Article 3 (1) may charge fees for 
allowing the re-use of such data”. 

Thirdly, Governance Act encourages data 
sharing solutions but regulates status and the 
functioning of the data providers sharing 
services (data intermediaries), “that have as a 
main objective the establishment of a 
business, a legal and potentially also technical 
relation between data holders, including data 

 
19 The example of access to research, sponsored by an 
administration, conducted on the basis of questionnaires 
can be cited. This example combines documents and da-
ta that are both protected by intellectual property rights 
and some constitute processing of personal data. Com-
panies may wish to have access to items collected and 
produced for research for marketing reasons or to im-
prove their product service. 
20 Art. 7.2 pinpoints the role of competent authorities 
nominated by Member States in order to provide sup-
port for providing this access for the re-use of data (in-
cluding technical support of tested techniques ensuring 
data processing in a manner that preserves privacy of 
the information contained in the data for which re-use is 
allowed, including techniques for pseudonymisation, 
anonymisation, generalisation, suppression and random-
isation of personal data. 

subjects, on the one hand, and potential users 
on the other hand, and assist both parties in a 
transaction of data assets between the two21”. 
The text underlines their needed independence 
from both data holders and data users in order 
to avoid the emergence of player with a 
significant degree of market power (articles 9 
and ff.). It provides specific obligations for 
providers of data sharing working on personal 
data22 and imposes conditions for providing 
their services especially the obligation of 
notifying their activities to a competent 
authority23 (art. 10) but also the fact that they 
might not use the data for other purposes than 
to put them at the disposal of data users, the 
transparency and the non-discrimination of 
their conditions, the security and continuity of 
their services (art. 11). 

In the conclusion of this chapter, two main 
trends must be underlined regarding the role 
of the public sector vis-à-vis the private sector. 
From now on, it is wished that the public 
sector, as a counterpart of its active role to 
share its data to the benefit of the private 
sector, will develop an active role in the 
control of the functioning of the private 
information sector. State has both to ensure 
maintaining of a competitive market 
respectful of the human liberties (IPR and data 
protection especially) but also to proactively 
encourage the data sharing. Precisely on that 
second point, as the HLGE on B2G Data 
sharing24: “Member States should put in place 

 
21 See point 22 of the Explanatory Memorandum of The 
Data Governance ACT, in discussion. 
22 See point 23 of the text: “They would assist individu-
als in exercising their rights under Regulation (EU) 
2016/679, in particular managing their consent to data 
processing, the right of access to their own data, the 
right to the rectification of inaccurate personal data, the 
right of erasure or right ‘to be forgotten’, the right to re-
strict processing and the data portability right, which al-
lows data subjects to move their personal data from one 
controller to the other. In this context, it is important 
that their business model ensures that there are no misa-
ligned incentives that encourage individuals to make 
more data available for processing than what is in the 
individuals’ own interest. This could include advising 
individuals on uses of their data they could allow and 
making due diligence checks on data users before allow-
ing them to contact data subjects, in order to avoid 
fraudulent practices”. 
23 See the multiple provisions as regards these “compe-
tent authorities”, notably their status, their independ-
ence, the procedure to be followed in case of complaints 
against a provider lodged (article 12). Furthermore, the 
Text sets-up a EU Data Innovation Board, expert group 
in charge to advise and assist the Commission, in devel-
oping notably a consistent practice of public sector bod-
ies and competent bodies (art. 27 and 28). 
24 See European Commission, Towards a European 
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national governance structures that support 
B2G data sharing: a recognised data steward 
function should be created and promoted in 
both the public and private sectors. The 
European Commission should encourage the 
creation of a network of such data stewards, as 
a community of practice in the field; B2G 
data-sharing collaborations should be 
organised: – in testing environments 
(‘sandboxes’) for pilot testing (‘pilots’) to help 
assess the potential value of data for new 
situations in which a product or service could 
potentially be used (‘use cases’), via public-
private partnerships25”. The main aim of all 
these initiatives suggested by the HLGE 
would be to foster a data culture within the 
public sector and at the same time to oblige 
the public sector, through what the Report 
call: Data stewards, to have a better 
knowledge of its informational richness and 
their potential uses by the private sector26. 
That will be the role of data stewards called 
‘competent bodies’ by the Data Governance 
Act27. At the same time, as extensively 

 
strategy on business-to-government data sharing for the 
public interest: Final report prepared by the High-Level 
Expert Group on Business-to-Government Data Shar-
ing, Brussels, 2020, 7. 
25 The question to conciliate that idea of PPP and the re-
quirements of the public procurement legislations re-
mains delicate.  
26 “A key success factor in setting up sustainable and re-
sponsible B2G partnerships is the existence, within both 
public- and private sector organisations, of individuals 
or teams that are empowered to proactively initiate, fa-
cilitate and coordinate B2G data sharing 38 when neces-
sary. As such, ‘data stewards’ should become a recog-
nised function (74). A data steward should have the re-
quired expertise and authority to look for opportunities 
for productive collaborations or to respond to external 
requests for data. The primary role of the data steward is 
to systematise the process of partnering and help scale 
efforts when there are fledgling signs of success. Some 
of these tasks might already be carried out by one or 
more individuals within an organisation, such as a chief 
data officer, open data officer or chief digital officer. It 
would be beneficial to group some of these functions 
together with additional functions in the data steward 
role” (European Commission, Towards a European 
strategy on business-to-government data sharing for the 
public interest: Final report prepared by the High-Level 
Expert Group on Business-to-Government Data Shar-
ing, 40). About the five missions to be devoted to the 
data stewards, read S. Verhulst, The three goals and five 
functions of data stewards, in Medium, 2018, available 
on: https://medium.com/data stewardsnetwork/the-
three-goals-and-five-functions-of-data-stewards-60242-
449f378. 
27 Art. 7.1: “Member States shall designate one or more 
competent bodies, which may be sectoral, to support the 
public sector bodies which grant access to the re-use of 
the categories of data referred to in Article 3 (1) in the 
exercise of that task”. 

demonstrated by the Report, the public sector 
might be interested by the information held by 
the private sector in order to ameliorate the 
public service or to have the means for a 
better definition of its public strategy. That 
implies B2G information flows, the other part 
of the European Data Strategy, better known 
as ‘reverse PSI’, object of our Chapter II. 

3. Chapter II: The EU ‘Reverse PSI’ Policy: 
the “Data Altruism” or the data flows 
from the private sector to the public sector 
(B2G) 
The shift we are describing reverses the 

traditional unilateral direction of flow, coming 
from administration to the private sector. It is 
now the public authorities that have become 
the recipients of flows from the private sector, 
hence the name “reverse PSI Policy”28. The 
concept of reverse PSI refers to the Public 
Sector Information (PSI) Directive, which 
creates a right to re-use all public documents 
(data) held by Member States’ public sector 
bodies. Reversing the concept of the PSI 
Directive would entail access by public sector 
bodies to re-use privately held data. 

 Reason for this new EU Commission 
policy seems twofold. Firstly, the public 
authorities wish to be able to use artificial 
intelligence (AI) tools both to define their 
policies and to ensure their effectiveness. Let 
us take two examples: creating urban traffic 
plans requires the possibility for public 
mobility agencies to process, through machine 
learning systems, precise and huge traffic 
data. If the public authorities had to put 
technical means in place to measure it, 
collection would cost a hundred times more 
than access to data that transport and 
navigation software companies or 
collaborative platforms such as UBER or 
WAZE are collecting as part of the services 
they offer. Second example: matching supply 
and demand for employment together in the 
best possible way require for public 
employment agencies (our public employment 
assistance agencies) to have detailed socio-
economic data from companies or 
professional associations, their forecasts as 

 
4 Commission Staff Working Document, Towards A 
Common European Data Space, in Guidance on sharing 
private sector data in the European data economy Ac-
companying the document Communication from the 
Commission to the European Parliament, the Council, 
the European Economic and Social Committee and the 
Committee of the Regions, COM, 2018, 232 final. 
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regards their future activities but also data 
about the present educational programmes 
existing within the country. AI systems 
mixing all these data would contribute to 
guide training efforts’ programmes and in 
concrete cases, where a company is searching 
for employees, the AI systems will help to 
better correlate job seekers and existing 
vacancies. Since AI requires the existence of a 
sufficiently rich and numerous data set so that 
complex machine learning algorithms can 
identify statistically significant correlations.  

The second reason, in the case of a public 
authority, is that the source of the data 
collected was traditionally internal to the 
public authority. It was only rarely external 
and even then, limited to very specific files. 
As the examples show, the need for the 
administration to use the most adequate 
technologies to define and achieve the 
‘common good’ (and AI can do this if certain 
conditions are met) justifies access by the 
administration to data collected only by the 
private sector. Last but major point; –if public 
authorities do not have such access, they find 
themselves in a position of inferiority and at 
the mercy of private operators that have more 
accurate, available and up-to-date information. 

The Data Governance Act intends to create 
the future legal framework of this ‘reverse 
PSI’ policy. That will answer to the 
observation made by the Commission and 
expressed in its document “A European 
strategy for Data”, “Use of privately-held data 
by government authorities (business-to-
government – B2G – data sharing). There is 
currently not enough private sector data 
available for use by the public sector to 
improve evidence-driven policy-making and 
public services such as mobility management 
or enhancing the scope and timeliness of 
official statistics”. Many provisions (See 
Chapter IV ‘Data Altruism’ of the Data 
Governance Act proposal) are dealing with 
what the proposal calls after the authors of the 
HLGE Report: the ‘data altruism’ defined as 
follows: “the consent by data subjects to 
process personal data pertaining to them, or 
permissions of other data holders to allow the 
use of their non-personal data without seeking 
a reward, for purposes of general interest, 
such as scientific research purposes or 
improving public services”. The purpose 
pursued by this policy is to maximize the 
possibility of using data including personal 
data coming from the private sector when 

these collections deserve the general interest. 
As asserted by the Proposal: “There is a strong 
potential in the use of data made available 
voluntarily by data subjects based on their 
consent - in the sense of the GDPR definition 
and thus with the same requirements as 
regards its validity - or, where it concerns 
non-personal data, made available by legal 
persons, for purposes of general interest. Such 
purposes would include healthcare, combating 
climate change, improving mobility, 
facilitating the establishment of official 
statistics or improving the provision of public 
services. Support to scientific research, 
including for example technological 
development and demonstration, fundamental 
research, applied research and privately 
funded research, should be considered as well 
as purposes of general interest. This 
Regulation aims at contributing to the 
emergence of pools of data made available on 
the basis of data altruism that have a sufficient 
size in order to enable data analytics and 
machine learning, including across borders in 
the Union”29. 

One might summarize the proposal as 
follows. The draft imposes the passage by 
specific organisations: the ‘Data Altruism 
organisations’, recognized by the ‘competent 
authority’ in charge of recognizing, registering 
and monitoring the compliance with the legal 
requirements of these organisations. A lot of 
conditions (article 16) are required from these 
latter. “In order to qualify for registration, the 
data altruism organisation shall: (a) be a legal 
entity constituted to meet objectives of general 
interest; (b) operate on a non-profit basis and 
be independent from any entity that operates 
on a for-profit basis; (c) perform the activities 
related to data altruism take place through a 
legally independent structure, separate from 
other activities it has undertaken”. 

As regards their functioning, certain things 
are required (articles 18 and 19), first, the 
transparency of the beneficiaries of the data30 

 
29 See the European Commission, Explanatory Memo-
randum, in The Data Governance ACT, Brussels, 2020, 
vol. 35, 20.  
30 “Business-to-government data collaborations should 
be transparent about the parties to the collaboration and 
their objectives. Where possible, public bodies should 
also be transparent on the data that has been used and 
the algorithms applied, as well as on the results of the 
collaboration, including the relation to subsequent deci-
sion-making and the impact on individuals. Moreover, 
public bodies should ensure ex post transparency to the 
private companies and civil-society organisations on 
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national governance structures that support 
B2G data sharing: a recognised data steward 
function should be created and promoted in 
both the public and private sectors. The 
European Commission should encourage the 
creation of a network of such data stewards, as 
a community of practice in the field; B2G 
data-sharing collaborations should be 
organised: – in testing environments 
(‘sandboxes’) for pilot testing (‘pilots’) to help 
assess the potential value of data for new 
situations in which a product or service could 
potentially be used (‘use cases’), via public-
private partnerships25”. The main aim of all 
these initiatives suggested by the HLGE 
would be to foster a data culture within the 
public sector and at the same time to oblige 
the public sector, through what the Report 
call: Data stewards, to have a better 
knowledge of its informational richness and 
their potential uses by the private sector26. 
That will be the role of data stewards called 
‘competent bodies’ by the Data Governance 
Act27. At the same time, as extensively 

 
strategy on business-to-government data sharing for the 
public interest: Final report prepared by the High-Level 
Expert Group on Business-to-Government Data Shar-
ing, Brussels, 2020, 7. 
25 The question to conciliate that idea of PPP and the re-
quirements of the public procurement legislations re-
mains delicate.  
26 “A key success factor in setting up sustainable and re-
sponsible B2G partnerships is the existence, within both 
public- and private sector organisations, of individuals 
or teams that are empowered to proactively initiate, fa-
cilitate and coordinate B2G data sharing 38 when neces-
sary. As such, ‘data stewards’ should become a recog-
nised function (74). A data steward should have the re-
quired expertise and authority to look for opportunities 
for productive collaborations or to respond to external 
requests for data. The primary role of the data steward is 
to systematise the process of partnering and help scale 
efforts when there are fledgling signs of success. Some 
of these tasks might already be carried out by one or 
more individuals within an organisation, such as a chief 
data officer, open data officer or chief digital officer. It 
would be beneficial to group some of these functions 
together with additional functions in the data steward 
role” (European Commission, Towards a European 
strategy on business-to-government data sharing for the 
public interest: Final report prepared by the High-Level 
Expert Group on Business-to-Government Data Shar-
ing, 40). About the five missions to be devoted to the 
data stewards, read S. Verhulst, The three goals and five 
functions of data stewards, in Medium, 2018, available 
on: https://medium.com/data stewardsnetwork/the-
three-goals-and-five-functions-of-data-stewards-60242-
449f378. 
27 Art. 7.1: “Member States shall designate one or more 
competent bodies, which may be sectoral, to support the 
public sector bodies which grant access to the re-use of 
the categories of data referred to in Article 3 (1) in the 
exercise of that task”. 

demonstrated by the Report, the public sector 
might be interested by the information held by 
the private sector in order to ameliorate the 
public service or to have the means for a 
better definition of its public strategy. That 
implies B2G information flows, the other part 
of the European Data Strategy, better known 
as ‘reverse PSI’, object of our Chapter II. 

3. Chapter II: The EU ‘Reverse PSI’ Policy: 
the “Data Altruism” or the data flows 
from the private sector to the public sector 
(B2G) 
The shift we are describing reverses the 

traditional unilateral direction of flow, coming 
from administration to the private sector. It is 
now the public authorities that have become 
the recipients of flows from the private sector, 
hence the name “reverse PSI Policy”28. The 
concept of reverse PSI refers to the Public 
Sector Information (PSI) Directive, which 
creates a right to re-use all public documents 
(data) held by Member States’ public sector 
bodies. Reversing the concept of the PSI 
Directive would entail access by public sector 
bodies to re-use privately held data. 

 Reason for this new EU Commission 
policy seems twofold. Firstly, the public 
authorities wish to be able to use artificial 
intelligence (AI) tools both to define their 
policies and to ensure their effectiveness. Let 
us take two examples: creating urban traffic 
plans requires the possibility for public 
mobility agencies to process, through machine 
learning systems, precise and huge traffic 
data. If the public authorities had to put 
technical means in place to measure it, 
collection would cost a hundred times more 
than access to data that transport and 
navigation software companies or 
collaborative platforms such as UBER or 
WAZE are collecting as part of the services 
they offer. Second example: matching supply 
and demand for employment together in the 
best possible way require for public 
employment agencies (our public employment 
assistance agencies) to have detailed socio-
economic data from companies or 
professional associations, their forecasts as 

 
4 Commission Staff Working Document, Towards A 
Common European Data Space, in Guidance on sharing 
private sector data in the European data economy Ac-
companying the document Communication from the 
Commission to the European Parliament, the Council, 
the European Economic and Social Committee and the 
Committee of the Regions, COM, 2018, 232 final. 
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regards their future activities but also data 
about the present educational programmes 
existing within the country. AI systems 
mixing all these data would contribute to 
guide training efforts’ programmes and in 
concrete cases, where a company is searching 
for employees, the AI systems will help to 
better correlate job seekers and existing 
vacancies. Since AI requires the existence of a 
sufficiently rich and numerous data set so that 
complex machine learning algorithms can 
identify statistically significant correlations.  

The second reason, in the case of a public 
authority, is that the source of the data 
collected was traditionally internal to the 
public authority. It was only rarely external 
and even then, limited to very specific files. 
As the examples show, the need for the 
administration to use the most adequate 
technologies to define and achieve the 
‘common good’ (and AI can do this if certain 
conditions are met) justifies access by the 
administration to data collected only by the 
private sector. Last but major point; –if public 
authorities do not have such access, they find 
themselves in a position of inferiority and at 
the mercy of private operators that have more 
accurate, available and up-to-date information. 

The Data Governance Act intends to create 
the future legal framework of this ‘reverse 
PSI’ policy. That will answer to the 
observation made by the Commission and 
expressed in its document “A European 
strategy for Data”, “Use of privately-held data 
by government authorities (business-to-
government – B2G – data sharing). There is 
currently not enough private sector data 
available for use by the public sector to 
improve evidence-driven policy-making and 
public services such as mobility management 
or enhancing the scope and timeliness of 
official statistics”. Many provisions (See 
Chapter IV ‘Data Altruism’ of the Data 
Governance Act proposal) are dealing with 
what the proposal calls after the authors of the 
HLGE Report: the ‘data altruism’ defined as 
follows: “the consent by data subjects to 
process personal data pertaining to them, or 
permissions of other data holders to allow the 
use of their non-personal data without seeking 
a reward, for purposes of general interest, 
such as scientific research purposes or 
improving public services”. The purpose 
pursued by this policy is to maximize the 
possibility of using data including personal 
data coming from the private sector when 

these collections deserve the general interest. 
As asserted by the Proposal: “There is a strong 
potential in the use of data made available 
voluntarily by data subjects based on their 
consent - in the sense of the GDPR definition 
and thus with the same requirements as 
regards its validity - or, where it concerns 
non-personal data, made available by legal 
persons, for purposes of general interest. Such 
purposes would include healthcare, combating 
climate change, improving mobility, 
facilitating the establishment of official 
statistics or improving the provision of public 
services. Support to scientific research, 
including for example technological 
development and demonstration, fundamental 
research, applied research and privately 
funded research, should be considered as well 
as purposes of general interest. This 
Regulation aims at contributing to the 
emergence of pools of data made available on 
the basis of data altruism that have a sufficient 
size in order to enable data analytics and 
machine learning, including across borders in 
the Union”29. 

One might summarize the proposal as 
follows. The draft imposes the passage by 
specific organisations: the ‘Data Altruism 
organisations’, recognized by the ‘competent 
authority’ in charge of recognizing, registering 
and monitoring the compliance with the legal 
requirements of these organisations. A lot of 
conditions (article 16) are required from these 
latter. “In order to qualify for registration, the 
data altruism organisation shall: (a) be a legal 
entity constituted to meet objectives of general 
interest; (b) operate on a non-profit basis and 
be independent from any entity that operates 
on a for-profit basis; (c) perform the activities 
related to data altruism take place through a 
legally independent structure, separate from 
other activities it has undertaken”. 

As regards their functioning, certain things 
are required (articles 18 and 19), first, the 
transparency of the beneficiaries of the data30 

 
29 See the European Commission, Explanatory Memo-
randum, in The Data Governance ACT, Brussels, 2020, 
vol. 35, 20.  
30 “Business-to-government data collaborations should 
be transparent about the parties to the collaboration and 
their objectives. Where possible, public bodies should 
also be transparent on the data that has been used and 
the algorithms applied, as well as on the results of the 
collaboration, including the relation to subsequent deci-
sion-making and the impact on individuals. Moreover, 
public bodies should ensure ex post transparency to the 
private companies and civil-society organisations on 
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national governance structures that support 
B2G data sharing: a recognised data steward 
function should be created and promoted in 
both the public and private sectors. The 
European Commission should encourage the 
creation of a network of such data stewards, as 
a community of practice in the field; B2G 
data-sharing collaborations should be 
organised: – in testing environments 
(‘sandboxes’) for pilot testing (‘pilots’) to help 
assess the potential value of data for new 
situations in which a product or service could 
potentially be used (‘use cases’), via public-
private partnerships25”. The main aim of all 
these initiatives suggested by the HLGE 
would be to foster a data culture within the 
public sector and at the same time to oblige 
the public sector, through what the Report 
call: Data stewards, to have a better 
knowledge of its informational richness and 
their potential uses by the private sector26. 
That will be the role of data stewards called 
‘competent bodies’ by the Data Governance 
Act27. At the same time, as extensively 

 
strategy on business-to-government data sharing for the 
public interest: Final report prepared by the High-Level 
Expert Group on Business-to-Government Data Shar-
ing, Brussels, 2020, 7. 
25 The question to conciliate that idea of PPP and the re-
quirements of the public procurement legislations re-
mains delicate.  
26 “A key success factor in setting up sustainable and re-
sponsible B2G partnerships is the existence, within both 
public- and private sector organisations, of individuals 
or teams that are empowered to proactively initiate, fa-
cilitate and coordinate B2G data sharing 38 when neces-
sary. As such, ‘data stewards’ should become a recog-
nised function (74). A data steward should have the re-
quired expertise and authority to look for opportunities 
for productive collaborations or to respond to external 
requests for data. The primary role of the data steward is 
to systematise the process of partnering and help scale 
efforts when there are fledgling signs of success. Some 
of these tasks might already be carried out by one or 
more individuals within an organisation, such as a chief 
data officer, open data officer or chief digital officer. It 
would be beneficial to group some of these functions 
together with additional functions in the data steward 
role” (European Commission, Towards a European 
strategy on business-to-government data sharing for the 
public interest: Final report prepared by the High-Level 
Expert Group on Business-to-Government Data Shar-
ing, 40). About the five missions to be devoted to the 
data stewards, read S. Verhulst, The three goals and five 
functions of data stewards, in Medium, 2018, available 
on: https://medium.com/data stewardsnetwork/the-
three-goals-and-five-functions-of-data-stewards-60242-
449f378. 
27 Art. 7.1: “Member States shall designate one or more 
competent bodies, which may be sectoral, to support the 
public sector bodies which grant access to the re-use of 
the categories of data referred to in Article 3 (1) in the 
exercise of that task”. 

demonstrated by the Report, the public sector 
might be interested by the information held by 
the private sector in order to ameliorate the 
public service or to have the means for a 
better definition of its public strategy. That 
implies B2G information flows, the other part 
of the European Data Strategy, better known 
as ‘reverse PSI’, object of our Chapter II. 

3. Chapter II: The EU ‘Reverse PSI’ Policy: 
the “Data Altruism” or the data flows 
from the private sector to the public sector 
(B2G) 
The shift we are describing reverses the 

traditional unilateral direction of flow, coming 
from administration to the private sector. It is 
now the public authorities that have become 
the recipients of flows from the private sector, 
hence the name “reverse PSI Policy”28. The 
concept of reverse PSI refers to the Public 
Sector Information (PSI) Directive, which 
creates a right to re-use all public documents 
(data) held by Member States’ public sector 
bodies. Reversing the concept of the PSI 
Directive would entail access by public sector 
bodies to re-use privately held data. 

 Reason for this new EU Commission 
policy seems twofold. Firstly, the public 
authorities wish to be able to use artificial 
intelligence (AI) tools both to define their 
policies and to ensure their effectiveness. Let 
us take two examples: creating urban traffic 
plans requires the possibility for public 
mobility agencies to process, through machine 
learning systems, precise and huge traffic 
data. If the public authorities had to put 
technical means in place to measure it, 
collection would cost a hundred times more 
than access to data that transport and 
navigation software companies or 
collaborative platforms such as UBER or 
WAZE are collecting as part of the services 
they offer. Second example: matching supply 
and demand for employment together in the 
best possible way require for public 
employment agencies (our public employment 
assistance agencies) to have detailed socio-
economic data from companies or 
professional associations, their forecasts as 

 
4 Commission Staff Working Document, Towards A 
Common European Data Space, in Guidance on sharing 
private sector data in the European data economy Ac-
companying the document Communication from the 
Commission to the European Parliament, the Council, 
the European Economic and Social Committee and the 
Committee of the Regions, COM, 2018, 232 final. 
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regards their future activities but also data 
about the present educational programmes 
existing within the country. AI systems 
mixing all these data would contribute to 
guide training efforts’ programmes and in 
concrete cases, where a company is searching 
for employees, the AI systems will help to 
better correlate job seekers and existing 
vacancies. Since AI requires the existence of a 
sufficiently rich and numerous data set so that 
complex machine learning algorithms can 
identify statistically significant correlations.  

The second reason, in the case of a public 
authority, is that the source of the data 
collected was traditionally internal to the 
public authority. It was only rarely external 
and even then, limited to very specific files. 
As the examples show, the need for the 
administration to use the most adequate 
technologies to define and achieve the 
‘common good’ (and AI can do this if certain 
conditions are met) justifies access by the 
administration to data collected only by the 
private sector. Last but major point; –if public 
authorities do not have such access, they find 
themselves in a position of inferiority and at 
the mercy of private operators that have more 
accurate, available and up-to-date information. 

The Data Governance Act intends to create 
the future legal framework of this ‘reverse 
PSI’ policy. That will answer to the 
observation made by the Commission and 
expressed in its document “A European 
strategy for Data”, “Use of privately-held data 
by government authorities (business-to-
government – B2G – data sharing). There is 
currently not enough private sector data 
available for use by the public sector to 
improve evidence-driven policy-making and 
public services such as mobility management 
or enhancing the scope and timeliness of 
official statistics”. Many provisions (See 
Chapter IV ‘Data Altruism’ of the Data 
Governance Act proposal) are dealing with 
what the proposal calls after the authors of the 
HLGE Report: the ‘data altruism’ defined as 
follows: “the consent by data subjects to 
process personal data pertaining to them, or 
permissions of other data holders to allow the 
use of their non-personal data without seeking 
a reward, for purposes of general interest, 
such as scientific research purposes or 
improving public services”. The purpose 
pursued by this policy is to maximize the 
possibility of using data including personal 
data coming from the private sector when 

these collections deserve the general interest. 
As asserted by the Proposal: “There is a strong 
potential in the use of data made available 
voluntarily by data subjects based on their 
consent - in the sense of the GDPR definition 
and thus with the same requirements as 
regards its validity - or, where it concerns 
non-personal data, made available by legal 
persons, for purposes of general interest. Such 
purposes would include healthcare, combating 
climate change, improving mobility, 
facilitating the establishment of official 
statistics or improving the provision of public 
services. Support to scientific research, 
including for example technological 
development and demonstration, fundamental 
research, applied research and privately 
funded research, should be considered as well 
as purposes of general interest. This 
Regulation aims at contributing to the 
emergence of pools of data made available on 
the basis of data altruism that have a sufficient 
size in order to enable data analytics and 
machine learning, including across borders in 
the Union”29. 

One might summarize the proposal as 
follows. The draft imposes the passage by 
specific organisations: the ‘Data Altruism 
organisations’, recognized by the ‘competent 
authority’ in charge of recognizing, registering 
and monitoring the compliance with the legal 
requirements of these organisations. A lot of 
conditions (article 16) are required from these 
latter. “In order to qualify for registration, the 
data altruism organisation shall: (a) be a legal 
entity constituted to meet objectives of general 
interest; (b) operate on a non-profit basis and 
be independent from any entity that operates 
on a for-profit basis; (c) perform the activities 
related to data altruism take place through a 
legally independent structure, separate from 
other activities it has undertaken”. 

As regards their functioning, certain things 
are required (articles 18 and 19), first, the 
transparency of the beneficiaries of the data30 

 
29 See the European Commission, Explanatory Memo-
randum, in The Data Governance ACT, Brussels, 2020, 
vol. 35, 20.  
30 “Business-to-government data collaborations should 
be transparent about the parties to the collaboration and 
their objectives. Where possible, public bodies should 
also be transparent on the data that has been used and 
the algorithms applied, as well as on the results of the 
collaboration, including the relation to subsequent deci-
sion-making and the impact on individuals. Moreover, 
public bodies should ensure ex post transparency to the 
private companies and civil-society organisations on 
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and the purposes of these uses; second, the 
transmission of a report to the national 
competent authority described supra; third, 
the information to the consenting data subject 
about the purposes pursued by the different 
data users and therefore by the different public 
entities using his or her data. The draft 
establishes that “these organisations playing 
the role of interface shall ensure that the data 
is not to be used for other purposes than those 
of general interest for which it permits the 
processing”. Therefore, in case of non-respect 
of the legal provisions, the liability for this 
non-respect will be supported not by the 
entity, which was the initial depositor of the 
data, but by these intermediaries, designed as 
“data Altruism organisations”. As stated in the 
HLEG commissioned by the EU Commission, 
in its B2G data sharing report, one can 
imagine citizens themselves, with their 
consent, wishing to contribute to the public 
interest by offering their data. Article 22 gives 
to the EU Commission the competence to 
adopt a regulation developing a uniform “data 
altruism consent form” with a modular 
approach allowing customization for specific 
sectors and for different purposes and 
according with GDPR requirement, the 
possibility for data subjects to easily withdraw 
their consent. 

Additional reflections could be addressed 
due to the GDPR application to these B2G 
data flows. As stated in the HLEG in the B2G 
data sharing report commissioned by the EU 
Commission, one can imagine citizens 
themselves, with their consent, wishing to 
contribute to the public interest by offering 
their data. The required consent must be free, 
informed and unambiguous. This consent 
might be easily withdrawn according with the 
GDPR provisions and the organisation will 
have to ensure this possibility not only as 
regards their own processing but also as 
regards the data users’ processing. 
Furthermore, such flows or data sharing can 
only be justified under Article 6 of the GDPR 
in the context of a specific public interest 
purpose, previously set within the context of a 

 
which particular public interest has been advanced with 
the use of their data and how, and cases where the data 
has not been used. Good practices should be made pub-
licly available” (European Commission, Towards a Eu-
ropean strategy on business-to-government data shar-
ing for the public interest: Final report prepared by the 
High-Level Expert Group on Business-to-Government 
Data Sharing, 2020, 45). 

“law” in the broad sense of the term, which is 
transparent, proportionate and necessary in a 
democratic state. Therefore, the public 
authority must define the purposes of the B2G 
data sharing31. 

The public authority must thus precisely 
define the purposes pursued: for instance, 
assistance to unemployed people; conception 
of urban planning; definition of a transport 
policy; medical research as regards a certain 
type of disease, etc. We also cannot exclude 
control of tax or benefit fraud32. It is important 
for the authority to be able to clearly 
demonstrate that the public interest benefits 
are greater than the disadvantages for citizens 
or economic partners. There can be no 
question of creating big data that can be used 
for all ‘useful’ public interest purposes; only 
those that come within the framework of 
explicit legal purposes compatible with the 
GDPR. With the exception of statistical 
offices, whose operation is subject to strict 
confidentiality rules, there can be no question 
that decisions should depend by only on 
negotiations between supplier companies and 
the administration33. If law provides for 
possibility of citizens providing data 
concerning themselves collected or processed 
by private sector, that consent can only be 
given within the framework of the legal 
purposes pursued. 

It is in light of such purposes that the 
extent and quality of the data requested from 
the private sector should be assessed. Such 
purposes will determine the extent and quality 
of the data requested from the private sector, 
the degree to which data is provided raw or 
aggregated, and the frequency of updates and 
access. However, this principle of 
minimization, called for by the group of 

 
31 The French Act (Loi du 7 octobre 2019 pour une ré-
publique numérique, Art. 17 and following) is very in-
teresting regarding this point. It allows the public sector 
to access data held by the private sector in certain con-
texts and obtain them from certain actors when it is in 
the public interest. 
32 The HELG report (i.e., European Commission, To-
wards a European strategy on business-to-government 
data sharing for the public interest: Final report pre-
pared by the High-Level Expert Group on Business-to-
Government Data Sharing, 2020) excludes them since it 
would give B2G data sharing a poor image. Another 
purpose is excluded: use of private sector data for com-
mercial purposes. It is quite clear that commercializa-
tion would go beyond the role of public administration 
and distort the competitive private market.  
33 This does not exclude discussing the forms of the data 
flow with the companies (format, compensation for the 
costs they have incurred, etc.). 
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experts34 poses difficulties when it comes to 
the public authority setting up artificial 
intelligence systems, especially those that are 
unsupervised and involve deep learning. 
These systems are characterized by the fact 
that the system provides significant 
correlations without knowing what data will 
be useful at the outset. Notwithstanding this 
precaution, we should take into account, 
firstly, that the administration already has 
certain data and that there can be no question 
of duplicating sources. Secondly, we should 
consider sorting useful data after some testing 
and, perhaps, experimentation. 

To conclude that second chapter, it is quite 
noteworthy that in the same proposal, the EU 
Commission tries to find a compromise 
between the interests of the private sector35, 
by enlarging where possible the possibilities 
of data flows from public authorities to private 
entities and, in the other sense, the general 
interest pursued by the public authorities, by 
giving the possibility even if limited of 
contributions coming from the private sector 
to the public one. That double movement 
increases the cooperation between the two 
sectors and contributes to making the frontier 
between them more and more difficult to 
delineate. “The Commission is convinced that 
businesses and the public sector in the EU can 
be empowered through the use of data to make 
better decisions. It is all the more compelling 
to seize the opportunity presented by data for 
social and economic good, as data – unlike 
most economic resources – can be replicated 
at close to zero cost and its use by one person 
or organisation does not prevent the 
simultaneous use by another person or 

 
34 “The requested private-sector data should be neces-
sary, relevant and proportionate in terms of detail (e.g. 
type of data, granularity, quantity, frequency of access) 
with regard to the intended public interest pursued” (Eu-
ropean Commission, Towards a European strategy on 
business-to-government data sharing for the public in-
terest: Final report prepared by the High-Level Expert 
Group on Business-to-Government Data Sharing, 2020, 
80). 
35 The specific position of SME is taking also into ac-
count. As mentioned by the Data Governance Act Pro-
posal, it will be one of the role of the Data cooperatives 
(European Commission, Explanatory Memorandum, in 
Regulation of the European Parliament and the Coun-
cil, n. 24, 17): “Data cooperatives (in the text also called 
Data sharing service providers) could also provide a 
useful means for one-person companies, micro, small 
and medium-sized enterprises that in terms of 
knowledge of data sharing, are often comparable to in-
dividuals”. See on that point, article 9(1) c) of the Pro-
posal.  

organisation. That potential should be put to 
work to address the needs of individuals and 
thus create value for the economy and society. 
To release this potential, there is a need to 
ensure better access to data and its responsible 
usage”36. 

Many questions about conditions as 
regards cooperation of private sector to the 
public good would have to be enacted if we 
want to install an effective cooperation. 
Definitively it would be useful to define legal 
instruments and develop incentives for 
accelerating this data sharing37. Pilot actions 
would be developed in the context of 
sandboxes legislations. On that point, it would 
be interesting to take a look again at certain 
principles published by the European 
Commission in its staff working document 
entitled “Guidance on sharing private sector 
data in the EU data Economy”38 and revised 
by the already cited HLGE report on B2G data 
sharing39. Particularly, solutions must be given 
- to the problem of risk mitigation40 (it means 

 
36 Commission to the European Parliament, the Council, 
the European Economic and Social Committee and the 
Committee of the Regions, A European strategy for da-
ta, Brussels, COM, 2020, 66 final, 3. 
37 T. Klein and S. Verhulst, Access to new data sources 
for statistics: business models and incentives for the 
corporate sector, in OECD Statistics Working Papers, 
Paris, OECD Publishing, 2017, vol. 6, available on 
https://doi.org/10.1787/9a1fa77f-en. European Commis-
sion, Towards a European strategy on business-to-
government data sharing for the public interest: Final 
report prepared by the High-Level Expert Group on 
Business-to-Government Data Sharing, 2020, 41, de-
scribes certain instruments which might envisaged for 
developing that cooperation.  
38 This document dated from April 25, 2018 has been 
published as an annex to the Communication from the 
Commission to the European Parliament, the Council, 
the European Economic and Social Committee and the 
Committee of the Regions, Towards a common Europe-
an data space, COM, 2018, 232 final. 
39 European Commission, Towards a European strategy 
on business-to-government data sharing for the public 
interest: Final report prepared by the High-Level Ex-
pert Group on Business-to-Government Data Sharing, 
2020, 81. 
40 “The risks, including damage due to the request for 
and use of private-sector data, should be taken into ac-
count and mitigated. Business-to-government data col-
laborations must ensure that legitimate private-sector in-
terests, notably commercially sensitive information such 
as trade secrets, are respected. They should allow pri-
vate companies or civil-society organisations to contin-
ue to be able to use and monetise the private-sector data 
in question as well as derived insights to their benefit. 
Private companies and civil-society organisations 
should not be held liable for the quality of the data in 
question or its use by public authorities for public-
interest purposes. Public-sector bodies may not use pri-
vate-sector data for commercial purposes or to compete 



 
  
YYvveess  PPoouulllleett 
 

 
136  2021 Erdal, Volume 2, Issue 2 
 

St
ud

ia
 V

ar
ia

 

and the purposes of these uses; second, the 
transmission of a report to the national 
competent authority described supra; third, 
the information to the consenting data subject 
about the purposes pursued by the different 
data users and therefore by the different public 
entities using his or her data. The draft 
establishes that “these organisations playing 
the role of interface shall ensure that the data 
is not to be used for other purposes than those 
of general interest for which it permits the 
processing”. Therefore, in case of non-respect 
of the legal provisions, the liability for this 
non-respect will be supported not by the 
entity, which was the initial depositor of the 
data, but by these intermediaries, designed as 
“data Altruism organisations”. As stated in the 
HLEG commissioned by the EU Commission, 
in its B2G data sharing report, one can 
imagine citizens themselves, with their 
consent, wishing to contribute to the public 
interest by offering their data. Article 22 gives 
to the EU Commission the competence to 
adopt a regulation developing a uniform “data 
altruism consent form” with a modular 
approach allowing customization for specific 
sectors and for different purposes and 
according with GDPR requirement, the 
possibility for data subjects to easily withdraw 
their consent. 

Additional reflections could be addressed 
due to the GDPR application to these B2G 
data flows. As stated in the HLEG in the B2G 
data sharing report commissioned by the EU 
Commission, one can imagine citizens 
themselves, with their consent, wishing to 
contribute to the public interest by offering 
their data. The required consent must be free, 
informed and unambiguous. This consent 
might be easily withdrawn according with the 
GDPR provisions and the organisation will 
have to ensure this possibility not only as 
regards their own processing but also as 
regards the data users’ processing. 
Furthermore, such flows or data sharing can 
only be justified under Article 6 of the GDPR 
in the context of a specific public interest 
purpose, previously set within the context of a 

 
which particular public interest has been advanced with 
the use of their data and how, and cases where the data 
has not been used. Good practices should be made pub-
licly available” (European Commission, Towards a Eu-
ropean strategy on business-to-government data shar-
ing for the public interest: Final report prepared by the 
High-Level Expert Group on Business-to-Government 
Data Sharing, 2020, 45). 

“law” in the broad sense of the term, which is 
transparent, proportionate and necessary in a 
democratic state. Therefore, the public 
authority must define the purposes of the B2G 
data sharing31. 

The public authority must thus precisely 
define the purposes pursued: for instance, 
assistance to unemployed people; conception 
of urban planning; definition of a transport 
policy; medical research as regards a certain 
type of disease, etc. We also cannot exclude 
control of tax or benefit fraud32. It is important 
for the authority to be able to clearly 
demonstrate that the public interest benefits 
are greater than the disadvantages for citizens 
or economic partners. There can be no 
question of creating big data that can be used 
for all ‘useful’ public interest purposes; only 
those that come within the framework of 
explicit legal purposes compatible with the 
GDPR. With the exception of statistical 
offices, whose operation is subject to strict 
confidentiality rules, there can be no question 
that decisions should depend by only on 
negotiations between supplier companies and 
the administration33. If law provides for 
possibility of citizens providing data 
concerning themselves collected or processed 
by private sector, that consent can only be 
given within the framework of the legal 
purposes pursued. 

It is in light of such purposes that the 
extent and quality of the data requested from 
the private sector should be assessed. Such 
purposes will determine the extent and quality 
of the data requested from the private sector, 
the degree to which data is provided raw or 
aggregated, and the frequency of updates and 
access. However, this principle of 
minimization, called for by the group of 

 
31 The French Act (Loi du 7 octobre 2019 pour une ré-
publique numérique, Art. 17 and following) is very in-
teresting regarding this point. It allows the public sector 
to access data held by the private sector in certain con-
texts and obtain them from certain actors when it is in 
the public interest. 
32 The HELG report (i.e., European Commission, To-
wards a European strategy on business-to-government 
data sharing for the public interest: Final report pre-
pared by the High-Level Expert Group on Business-to-
Government Data Sharing, 2020) excludes them since it 
would give B2G data sharing a poor image. Another 
purpose is excluded: use of private sector data for com-
mercial purposes. It is quite clear that commercializa-
tion would go beyond the role of public administration 
and distort the competitive private market.  
33 This does not exclude discussing the forms of the data 
flow with the companies (format, compensation for the 
costs they have incurred, etc.). 
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experts34 poses difficulties when it comes to 
the public authority setting up artificial 
intelligence systems, especially those that are 
unsupervised and involve deep learning. 
These systems are characterized by the fact 
that the system provides significant 
correlations without knowing what data will 
be useful at the outset. Notwithstanding this 
precaution, we should take into account, 
firstly, that the administration already has 
certain data and that there can be no question 
of duplicating sources. Secondly, we should 
consider sorting useful data after some testing 
and, perhaps, experimentation. 

To conclude that second chapter, it is quite 
noteworthy that in the same proposal, the EU 
Commission tries to find a compromise 
between the interests of the private sector35, 
by enlarging where possible the possibilities 
of data flows from public authorities to private 
entities and, in the other sense, the general 
interest pursued by the public authorities, by 
giving the possibility even if limited of 
contributions coming from the private sector 
to the public one. That double movement 
increases the cooperation between the two 
sectors and contributes to making the frontier 
between them more and more difficult to 
delineate. “The Commission is convinced that 
businesses and the public sector in the EU can 
be empowered through the use of data to make 
better decisions. It is all the more compelling 
to seize the opportunity presented by data for 
social and economic good, as data – unlike 
most economic resources – can be replicated 
at close to zero cost and its use by one person 
or organisation does not prevent the 
simultaneous use by another person or 

 
34 “The requested private-sector data should be neces-
sary, relevant and proportionate in terms of detail (e.g. 
type of data, granularity, quantity, frequency of access) 
with regard to the intended public interest pursued” (Eu-
ropean Commission, Towards a European strategy on 
business-to-government data sharing for the public in-
terest: Final report prepared by the High-Level Expert 
Group on Business-to-Government Data Sharing, 2020, 
80). 
35 The specific position of SME is taking also into ac-
count. As mentioned by the Data Governance Act Pro-
posal, it will be one of the role of the Data cooperatives 
(European Commission, Explanatory Memorandum, in 
Regulation of the European Parliament and the Coun-
cil, n. 24, 17): “Data cooperatives (in the text also called 
Data sharing service providers) could also provide a 
useful means for one-person companies, micro, small 
and medium-sized enterprises that in terms of 
knowledge of data sharing, are often comparable to in-
dividuals”. See on that point, article 9(1) c) of the Pro-
posal.  

organisation. That potential should be put to 
work to address the needs of individuals and 
thus create value for the economy and society. 
To release this potential, there is a need to 
ensure better access to data and its responsible 
usage”36. 

Many questions about conditions as 
regards cooperation of private sector to the 
public good would have to be enacted if we 
want to install an effective cooperation. 
Definitively it would be useful to define legal 
instruments and develop incentives for 
accelerating this data sharing37. Pilot actions 
would be developed in the context of 
sandboxes legislations. On that point, it would 
be interesting to take a look again at certain 
principles published by the European 
Commission in its staff working document 
entitled “Guidance on sharing private sector 
data in the EU data Economy”38 and revised 
by the already cited HLGE report on B2G data 
sharing39. Particularly, solutions must be given 
- to the problem of risk mitigation40 (it means 

 
36 Commission to the European Parliament, the Council, 
the European Economic and Social Committee and the 
Committee of the Regions, A European strategy for da-
ta, Brussels, COM, 2020, 66 final, 3. 
37 T. Klein and S. Verhulst, Access to new data sources 
for statistics: business models and incentives for the 
corporate sector, in OECD Statistics Working Papers, 
Paris, OECD Publishing, 2017, vol. 6, available on 
https://doi.org/10.1787/9a1fa77f-en. European Commis-
sion, Towards a European strategy on business-to-
government data sharing for the public interest: Final 
report prepared by the High-Level Expert Group on 
Business-to-Government Data Sharing, 2020, 41, de-
scribes certain instruments which might envisaged for 
developing that cooperation.  
38 This document dated from April 25, 2018 has been 
published as an annex to the Communication from the 
Commission to the European Parliament, the Council, 
the European Economic and Social Committee and the 
Committee of the Regions, Towards a common Europe-
an data space, COM, 2018, 232 final. 
39 European Commission, Towards a European strategy 
on business-to-government data sharing for the public 
interest: Final report prepared by the High-Level Ex-
pert Group on Business-to-Government Data Sharing, 
2020, 81. 
40 “The risks, including damage due to the request for 
and use of private-sector data, should be taken into ac-
count and mitigated. Business-to-government data col-
laborations must ensure that legitimate private-sector in-
terests, notably commercially sensitive information such 
as trade secrets, are respected. They should allow pri-
vate companies or civil-society organisations to contin-
ue to be able to use and monetise the private-sector data 
in question as well as derived insights to their benefit. 
Private companies and civil-society organisations 
should not be held liable for the quality of the data in 
question or its use by public authorities for public-
interest purposes. Public-sector bodies may not use pri-
vate-sector data for commercial purposes or to compete 
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and the purposes of these uses; second, the 
transmission of a report to the national 
competent authority described supra; third, 
the information to the consenting data subject 
about the purposes pursued by the different 
data users and therefore by the different public 
entities using his or her data. The draft 
establishes that “these organisations playing 
the role of interface shall ensure that the data 
is not to be used for other purposes than those 
of general interest for which it permits the 
processing”. Therefore, in case of non-respect 
of the legal provisions, the liability for this 
non-respect will be supported not by the 
entity, which was the initial depositor of the 
data, but by these intermediaries, designed as 
“data Altruism organisations”. As stated in the 
HLEG commissioned by the EU Commission, 
in its B2G data sharing report, one can 
imagine citizens themselves, with their 
consent, wishing to contribute to the public 
interest by offering their data. Article 22 gives 
to the EU Commission the competence to 
adopt a regulation developing a uniform “data 
altruism consent form” with a modular 
approach allowing customization for specific 
sectors and for different purposes and 
according with GDPR requirement, the 
possibility for data subjects to easily withdraw 
their consent. 

Additional reflections could be addressed 
due to the GDPR application to these B2G 
data flows. As stated in the HLEG in the B2G 
data sharing report commissioned by the EU 
Commission, one can imagine citizens 
themselves, with their consent, wishing to 
contribute to the public interest by offering 
their data. The required consent must be free, 
informed and unambiguous. This consent 
might be easily withdrawn according with the 
GDPR provisions and the organisation will 
have to ensure this possibility not only as 
regards their own processing but also as 
regards the data users’ processing. 
Furthermore, such flows or data sharing can 
only be justified under Article 6 of the GDPR 
in the context of a specific public interest 
purpose, previously set within the context of a 

 
which particular public interest has been advanced with 
the use of their data and how, and cases where the data 
has not been used. Good practices should be made pub-
licly available” (European Commission, Towards a Eu-
ropean strategy on business-to-government data shar-
ing for the public interest: Final report prepared by the 
High-Level Expert Group on Business-to-Government 
Data Sharing, 2020, 45). 

“law” in the broad sense of the term, which is 
transparent, proportionate and necessary in a 
democratic state. Therefore, the public 
authority must define the purposes of the B2G 
data sharing31. 

The public authority must thus precisely 
define the purposes pursued: for instance, 
assistance to unemployed people; conception 
of urban planning; definition of a transport 
policy; medical research as regards a certain 
type of disease, etc. We also cannot exclude 
control of tax or benefit fraud32. It is important 
for the authority to be able to clearly 
demonstrate that the public interest benefits 
are greater than the disadvantages for citizens 
or economic partners. There can be no 
question of creating big data that can be used 
for all ‘useful’ public interest purposes; only 
those that come within the framework of 
explicit legal purposes compatible with the 
GDPR. With the exception of statistical 
offices, whose operation is subject to strict 
confidentiality rules, there can be no question 
that decisions should depend by only on 
negotiations between supplier companies and 
the administration33. If law provides for 
possibility of citizens providing data 
concerning themselves collected or processed 
by private sector, that consent can only be 
given within the framework of the legal 
purposes pursued. 

It is in light of such purposes that the 
extent and quality of the data requested from 
the private sector should be assessed. Such 
purposes will determine the extent and quality 
of the data requested from the private sector, 
the degree to which data is provided raw or 
aggregated, and the frequency of updates and 
access. However, this principle of 
minimization, called for by the group of 

 
31 The French Act (Loi du 7 octobre 2019 pour une ré-
publique numérique, Art. 17 and following) is very in-
teresting regarding this point. It allows the public sector 
to access data held by the private sector in certain con-
texts and obtain them from certain actors when it is in 
the public interest. 
32 The HELG report (i.e., European Commission, To-
wards a European strategy on business-to-government 
data sharing for the public interest: Final report pre-
pared by the High-Level Expert Group on Business-to-
Government Data Sharing, 2020) excludes them since it 
would give B2G data sharing a poor image. Another 
purpose is excluded: use of private sector data for com-
mercial purposes. It is quite clear that commercializa-
tion would go beyond the role of public administration 
and distort the competitive private market.  
33 This does not exclude discussing the forms of the data 
flow with the companies (format, compensation for the 
costs they have incurred, etc.). 
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experts34 poses difficulties when it comes to 
the public authority setting up artificial 
intelligence systems, especially those that are 
unsupervised and involve deep learning. 
These systems are characterized by the fact 
that the system provides significant 
correlations without knowing what data will 
be useful at the outset. Notwithstanding this 
precaution, we should take into account, 
firstly, that the administration already has 
certain data and that there can be no question 
of duplicating sources. Secondly, we should 
consider sorting useful data after some testing 
and, perhaps, experimentation. 

To conclude that second chapter, it is quite 
noteworthy that in the same proposal, the EU 
Commission tries to find a compromise 
between the interests of the private sector35, 
by enlarging where possible the possibilities 
of data flows from public authorities to private 
entities and, in the other sense, the general 
interest pursued by the public authorities, by 
giving the possibility even if limited of 
contributions coming from the private sector 
to the public one. That double movement 
increases the cooperation between the two 
sectors and contributes to making the frontier 
between them more and more difficult to 
delineate. “The Commission is convinced that 
businesses and the public sector in the EU can 
be empowered through the use of data to make 
better decisions. It is all the more compelling 
to seize the opportunity presented by data for 
social and economic good, as data – unlike 
most economic resources – can be replicated 
at close to zero cost and its use by one person 
or organisation does not prevent the 
simultaneous use by another person or 

 
34 “The requested private-sector data should be neces-
sary, relevant and proportionate in terms of detail (e.g. 
type of data, granularity, quantity, frequency of access) 
with regard to the intended public interest pursued” (Eu-
ropean Commission, Towards a European strategy on 
business-to-government data sharing for the public in-
terest: Final report prepared by the High-Level Expert 
Group on Business-to-Government Data Sharing, 2020, 
80). 
35 The specific position of SME is taking also into ac-
count. As mentioned by the Data Governance Act Pro-
posal, it will be one of the role of the Data cooperatives 
(European Commission, Explanatory Memorandum, in 
Regulation of the European Parliament and the Coun-
cil, n. 24, 17): “Data cooperatives (in the text also called 
Data sharing service providers) could also provide a 
useful means for one-person companies, micro, small 
and medium-sized enterprises that in terms of 
knowledge of data sharing, are often comparable to in-
dividuals”. See on that point, article 9(1) c) of the Pro-
posal.  

organisation. That potential should be put to 
work to address the needs of individuals and 
thus create value for the economy and society. 
To release this potential, there is a need to 
ensure better access to data and its responsible 
usage”36. 

Many questions about conditions as 
regards cooperation of private sector to the 
public good would have to be enacted if we 
want to install an effective cooperation. 
Definitively it would be useful to define legal 
instruments and develop incentives for 
accelerating this data sharing37. Pilot actions 
would be developed in the context of 
sandboxes legislations. On that point, it would 
be interesting to take a look again at certain 
principles published by the European 
Commission in its staff working document 
entitled “Guidance on sharing private sector 
data in the EU data Economy”38 and revised 
by the already cited HLGE report on B2G data 
sharing39. Particularly, solutions must be given 
- to the problem of risk mitigation40 (it means 

 
36 Commission to the European Parliament, the Council, 
the European Economic and Social Committee and the 
Committee of the Regions, A European strategy for da-
ta, Brussels, COM, 2020, 66 final, 3. 
37 T. Klein and S. Verhulst, Access to new data sources 
for statistics: business models and incentives for the 
corporate sector, in OECD Statistics Working Papers, 
Paris, OECD Publishing, 2017, vol. 6, available on 
https://doi.org/10.1787/9a1fa77f-en. European Commis-
sion, Towards a European strategy on business-to-
government data sharing for the public interest: Final 
report prepared by the High-Level Expert Group on 
Business-to-Government Data Sharing, 2020, 41, de-
scribes certain instruments which might envisaged for 
developing that cooperation.  
38 This document dated from April 25, 2018 has been 
published as an annex to the Communication from the 
Commission to the European Parliament, the Council, 
the European Economic and Social Committee and the 
Committee of the Regions, Towards a common Europe-
an data space, COM, 2018, 232 final. 
39 European Commission, Towards a European strategy 
on business-to-government data sharing for the public 
interest: Final report prepared by the High-Level Ex-
pert Group on Business-to-Government Data Sharing, 
2020, 81. 
40 “The risks, including damage due to the request for 
and use of private-sector data, should be taken into ac-
count and mitigated. Business-to-government data col-
laborations must ensure that legitimate private-sector in-
terests, notably commercially sensitive information such 
as trade secrets, are respected. They should allow pri-
vate companies or civil-society organisations to contin-
ue to be able to use and monetise the private-sector data 
in question as well as derived insights to their benefit. 
Private companies and civil-society organisations 
should not be held liable for the quality of the data in 
question or its use by public authorities for public-
interest purposes. Public-sector bodies may not use pri-
vate-sector data for commercial purposes or to compete 
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the fact that the interests of the private sector 
to see their data protected and to be able to 
continue the financial and commercial 
exploitation of its data will not be damaged); 
 to the level of compensation to give to the 

private sector in case of transmission or 
adaptation of their data bases to the need of 
the public sector41; 

 to the problem of support from the private 
sector or intermediaries as regards the 
quality of data, the absence of bias as 
regards the selection of data [...]42. 

Furthermore, ethical principles are 
required, since the public authorities will 
process the data obtained through AI machine 
learning systems. The third chapter is 
precisely dedicated to the legal and ethical 
framework proposed by the Commission in 
that context.  

4. Chapter III. Public authorities as user of 
AI systems – Towards an ethical and legal 
framework?  
The White Paper43, in its Section 8 entitled: 

 
commercially with a company that has similar offerings. 
The risk of not using private-sector data in relation to 
tackling well-defined societal challenges should also be 
taken into account. Business-to-government data-
collaboration agreements or decisions should contain 
appropriate safeguards as regards the use of private-
sector data in order to protect the rights (e.g. privacy, 
data security, non-discrimination) of stakeholders, in 
particular the individuals whose data is used” (p. 84). 
41 “Business-to-government data-collaboration agree-
ments should seek to be mutually beneficial, while ac-
knowledging the public-interest goal by giving the pub-
lic-sector body preferential treatment. This should be re-
flected in the level of compensation agreed, the level of 
which should be determined taking into account the oth-
er principles” (p. 85). 
42 “To address the potential limitations of private-sector 
data, including potential inherent bias, private compa-
nies and civil-society organisations should offer reason-
able and proportionate support to help assess its quality 
for the stated purposes (e.g. type, granularity, accuracy, 
timeliness, format), including the possibility to verify 
the data, wherever appropriate. Private companies and 
civil-society organisations should not be required to im-
prove data quality at no cost” (p. 85).  
43 European Commission, The White Paper on AI (Livre 
blanc sur l’intelligence artificielle. Une approche euro-
péenne axée sur l’excellence et la confiance), Brussels, 
COM 2020, 65 final, 3, available on: 
https://ec.europa.eu/info/sites/info/files/commission-wh-
ite-paper-artificial-intelligence-feb2020_fr.pdf, sum-
marized this interest: “Dans le domaine des services 
d’intérêt public, par exemple, les coûts de fourniture de 
services (transports, éducation, énergie et gestion des 
déchets) seront réduits, la durabilité des produits sera 
améliorée et les services répressifs disposeront d’outils 
appropriés pour assurer la sécurité des citoyens , avec 
des garanties adéquates en matière de respect des droits 
et des libertés”. On the different reasons: optimisation, 

‘Promoting the adoption of AI by the public 
sector’, declares: “it is essential that public 
administrations, hospitals, utility and transport 
services, financial supervisors, and other areas 
of public interest rapidly begin to deploy 
products and services that rely on AI in their 
activities’, ‘with a specific focus in the area of 
healthcare and transport”. Precisely with 
regard to the development of AI applications 
in the public sector, the Commission’s 
strategic plan, published on April 21, 2021, 
contains a whole chapter (Chapter § 14) 
relating to its importance. It recalls crucial 
role that this technology can play in 
improving service to citizens, highlights the 
model for the private sector that the public 
sector can constitute by developing 
trustworthy and fully ethical AI systems and 
pleads for resources and adequate financial 
and human resources44 45. 

 
objectivation and security, why AI services deployment 
within public sector is justified, read Y. Poullet and N. 
Bontridder, Intelligence artificielle et services publics, 
in Proceedings of the Colloquium of the Centre for 
Comparative Public Law (CDPC, L’état digital/The 
Digital State, 2021, Paris, University of Paris 1, (in 
press). Made in partnership with the Fundação Getulio 
Vargas (FGV) Law School, Rio de Janeiro, organized 
by L. Belli, 22.  
44 European Commission, Annexes to the Communica-
tion from the Commission to the European Parliament, 
the European Council, the Council, the European Eco-
nomic and Social Committee and the Committee of the 
Regions Fostering a European approach to Artificial 
Intelligence, Brussels, COM, 2021, 205 final. 
45“AI applications can contribute to better public ser-
vices, e.g. by improving citizen-government interaction, 
enabling smarter analytical capabilities or improving ef-
ficiency across public-sector domains and supporting 
democratic processes. Use of AI systems can bring ben-
efits across all key public-sector activities. Through ear-
ly adoption of AI, the public sector can be the first mov-
er in adopting AI that is secure, trustworthy and sustain-
able. For deeper and wider AI uptake to become a reali-
ty, Europe’s public sector should have access to ade-
quate funding and be equipped, skilled and empowered 
to conduct strategic and sustainable purchasing and 
adoption of AI-based systems. The RRF provides an 
unprecedented opportunity to accelerate the uptake of 
AI in public administration across Europe through its 
Modernise flagship, which aims at boosting investments 
and reforms in digitalisation of public administration” 
(European Commission, Annexes to the Communica-
tion, 48, see note above). The text of the Annexes also 
promotes better collaboration between national admin-
istrations, announces the launch of a program (Adopt 
AI) particularly focused on the launch of AI projects in 
the public sector and addresses the issue of collaborative 
and cross-border public procurement, including the cre-
ation of a “public procurement data space”. The Com-
mission also intends to support the initiatives of admin-
istrations, cities (smart cities) and communities of citi-
zens, on the one hand, by creating registers of trustwor-
thy algorithms and applications and, on the other hand, 
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Profiling allows public authorities and 
administrations to pursue a variety of 
objectives46. First, it is useful in devising 
strategies, whether economic expansion 
policies, or policies on subsidised housing, 
mobility, education or employment 
assistance47. To this end, the authorities 
consider myriad factors and combine reams of 
data from public and private sources to 
produce “predictive models” for determining 
what impact a particular policy is likely to 
have. It is easy to see how, if not programmed 
correctly (bias, poor data quality or errors in 
the algorithms), activities of this kind could 
affect certain groups or, at any rate, how 
decisions based on such forecasts could affect 
the members of these groups48. One area 
where AI and profiling systems can be a ready 
source of efficiency gains is when it comes to 
implementing rules and regulations. As part of 
a philosophy of “benevolent government”, 
where the state plays a proactive role with 
respect to its citizens, such systems can be 
used not only to spot or even select people 
who could benefit from special assistance, or 
to ensure students receive the best possible 
advice about education pathways, etc, but also 
to detect problem families (child abuse) or 
even social security fraudsters or tax evaders. 
Predictive justice, which is intended to replace 
judges, is also worth mentioning in this 

 
“by developing a set of minimal capabilities for algo-
rithms to be used in contract conditions”. 
46 G. Misuraca (ed.), Exploring Digital Government 
transformation in the EU - Analysis of the state of the 
art and review of literature, Luxemburg, Publications 
Office of the European Union, 2019, available on: 
https://doi.org/10.2760/17207;  
G. Misuraca and C. van Noordt, AI Watch - Artificial 
Intelligence in public services - Overview of the use and 
impact of AI in public services in the EU, Luxembourg, 
Publications Office of the European Union, 2020, avail-
able on: https://doi.org/10.2760/039619.  
47 For information about various examples of decision-
making systems in the public sector and in support of 
governmental strategies, see the report “Automating So-
ciety - Taking Stock of Automated Decision-Making in 
the EU”: A report by Algorithm Watch in cooperation 
with Bertelsmann Stiftung, supported by the Open Soci-
ety Foundations, 2019, available on: 
www.algorithmwatch.org/automating-society.  
48 The problem of discriminatory impacts linked with 
the use of A.I. systems has been studied by numerous 
authors. See, notably, S. Barocas and A. D. Selbst, Big 
Data’s Disparate Impact, in California Law Review, 
vol. 104, 2016, 671; A. Chouldechova, Fair Prediction 
with Disparate Impact: A Study of Bias in Recidivism 
Prediction Instruments, in Big Data, vol. 5, 2017, 153; 
S. Goel, M. Perelman, R. Shroff, and D.A. Sklansky, 
Combatting Police Discrimination in the Age of Big Da-
ta, in The New Criminal Law Review, 2017, 181. 

context insofar as any dispute can be 
“profiled” according to the many and varied 
characteristics of the case, analysed in the 
light of previous decisions 

Before starting to analyse the ethical and 
legal framework surrounding the present and 
future development and usage of AI machine 
learning systems by the public sector, I would 
like to pinpoint two preliminary remarks. The 
first one underlines the fact that the creation of 
big data within the administration is facilitated 
by the extension of the notion of public sector. 
More entities are belonging to the public 
sector; thus it will be easier to collect data 
from all these various entities in order to 
create ‘big data’ and that even if the public 
authorities adopt a decentralized model with 
crossroad platforms of exchanges between the 
local databases. Therefore, beyond the 
extension already enacted in the Open Data 
Directive defining very broadly the “public 
sector”49, recent EU Commission’s texts, as 
the Data Governance Act proposal or the 
HLGE Report already cited, mentions the 
interest to encompass the data bases created or 
controlled by the local authorities in the 
context of their digital cities. 

The second remark notes that the 
obligations created by the texts prescribing 
access to data held by the public sector help to 

 
49 The Open data Directive enlarges the scope of the Di-
rective both to research performing and research fund-
ing organisation (art. 10) and to public undertakings (ar-
ticle 1.1. b) defined as follows: undertakings:  
(i)  active in the areas defined in Directive 

2014/25/EU; 
(ii) acting as public service operators pursuant to Ar-

ticle 2 of Regulation (EC) No 1370/2007; 
(iii)  acting as air carriers fulfilling public service ob-

ligations pursuant to Article 16 of Regulation (EC) 
No 1008/2008; or 

(iv)  acting as Community shipowners fulfilling public 
service obligations pursuant to Article 4 of Regu-
lation (EEC) No 3577/92”. See also, the broad 
definitions given by article 2 (1) (2) and (3) of the 
notions ‘public sector body’, ‘bodies governed by 
public law’ and ‘public undertakings’. 

As regards the explanation of this extension, “Member 
States often entrust the provision of services in the gen-
eral interest with entities outside of the public sector 
while maintaining a high degree of control over such 
entities. At the same time, Directive 2003/98/EC applies 
only to documents held by public sector bodies, while 
excluding public undertakings from its scope. This leads 
to poor availability for re-use of documents produced in 
the performance of services in the general interest in a 
number of areas, in particular in the utility sectors. It al-
so greatly reduces the potential for the creation of cross-
border services based on documents held by public un-
dertakings that provide services in the general interest” 
(Explanatory Memorandum, n. 24). 
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the fact that the interests of the private sector 
to see their data protected and to be able to 
continue the financial and commercial 
exploitation of its data will not be damaged); 
 to the level of compensation to give to the 

private sector in case of transmission or 
adaptation of their data bases to the need of 
the public sector41; 

 to the problem of support from the private 
sector or intermediaries as regards the 
quality of data, the absence of bias as 
regards the selection of data [...]42. 

Furthermore, ethical principles are 
required, since the public authorities will 
process the data obtained through AI machine 
learning systems. The third chapter is 
precisely dedicated to the legal and ethical 
framework proposed by the Commission in 
that context.  

4. Chapter III. Public authorities as user of 
AI systems – Towards an ethical and legal 
framework?  
The White Paper43, in its Section 8 entitled: 

 
commercially with a company that has similar offerings. 
The risk of not using private-sector data in relation to 
tackling well-defined societal challenges should also be 
taken into account. Business-to-government data-
collaboration agreements or decisions should contain 
appropriate safeguards as regards the use of private-
sector data in order to protect the rights (e.g. privacy, 
data security, non-discrimination) of stakeholders, in 
particular the individuals whose data is used” (p. 84). 
41 “Business-to-government data-collaboration agree-
ments should seek to be mutually beneficial, while ac-
knowledging the public-interest goal by giving the pub-
lic-sector body preferential treatment. This should be re-
flected in the level of compensation agreed, the level of 
which should be determined taking into account the oth-
er principles” (p. 85). 
42 “To address the potential limitations of private-sector 
data, including potential inherent bias, private compa-
nies and civil-society organisations should offer reason-
able and proportionate support to help assess its quality 
for the stated purposes (e.g. type, granularity, accuracy, 
timeliness, format), including the possibility to verify 
the data, wherever appropriate. Private companies and 
civil-society organisations should not be required to im-
prove data quality at no cost” (p. 85).  
43 European Commission, The White Paper on AI (Livre 
blanc sur l’intelligence artificielle. Une approche euro-
péenne axée sur l’excellence et la confiance), Brussels, 
COM 2020, 65 final, 3, available on: 
https://ec.europa.eu/info/sites/info/files/commission-wh-
ite-paper-artificial-intelligence-feb2020_fr.pdf, sum-
marized this interest: “Dans le domaine des services 
d’intérêt public, par exemple, les coûts de fourniture de 
services (transports, éducation, énergie et gestion des 
déchets) seront réduits, la durabilité des produits sera 
améliorée et les services répressifs disposeront d’outils 
appropriés pour assurer la sécurité des citoyens , avec 
des garanties adéquates en matière de respect des droits 
et des libertés”. On the different reasons: optimisation, 

‘Promoting the adoption of AI by the public 
sector’, declares: “it is essential that public 
administrations, hospitals, utility and transport 
services, financial supervisors, and other areas 
of public interest rapidly begin to deploy 
products and services that rely on AI in their 
activities’, ‘with a specific focus in the area of 
healthcare and transport”. Precisely with 
regard to the development of AI applications 
in the public sector, the Commission’s 
strategic plan, published on April 21, 2021, 
contains a whole chapter (Chapter § 14) 
relating to its importance. It recalls crucial 
role that this technology can play in 
improving service to citizens, highlights the 
model for the private sector that the public 
sector can constitute by developing 
trustworthy and fully ethical AI systems and 
pleads for resources and adequate financial 
and human resources44 45. 

 
objectivation and security, why AI services deployment 
within public sector is justified, read Y. Poullet and N. 
Bontridder, Intelligence artificielle et services publics, 
in Proceedings of the Colloquium of the Centre for 
Comparative Public Law (CDPC, L’état digital/The 
Digital State, 2021, Paris, University of Paris 1, (in 
press). Made in partnership with the Fundação Getulio 
Vargas (FGV) Law School, Rio de Janeiro, organized 
by L. Belli, 22.  
44 European Commission, Annexes to the Communica-
tion from the Commission to the European Parliament, 
the European Council, the Council, the European Eco-
nomic and Social Committee and the Committee of the 
Regions Fostering a European approach to Artificial 
Intelligence, Brussels, COM, 2021, 205 final. 
45“AI applications can contribute to better public ser-
vices, e.g. by improving citizen-government interaction, 
enabling smarter analytical capabilities or improving ef-
ficiency across public-sector domains and supporting 
democratic processes. Use of AI systems can bring ben-
efits across all key public-sector activities. Through ear-
ly adoption of AI, the public sector can be the first mov-
er in adopting AI that is secure, trustworthy and sustain-
able. For deeper and wider AI uptake to become a reali-
ty, Europe’s public sector should have access to ade-
quate funding and be equipped, skilled and empowered 
to conduct strategic and sustainable purchasing and 
adoption of AI-based systems. The RRF provides an 
unprecedented opportunity to accelerate the uptake of 
AI in public administration across Europe through its 
Modernise flagship, which aims at boosting investments 
and reforms in digitalisation of public administration” 
(European Commission, Annexes to the Communica-
tion, 48, see note above). The text of the Annexes also 
promotes better collaboration between national admin-
istrations, announces the launch of a program (Adopt 
AI) particularly focused on the launch of AI projects in 
the public sector and addresses the issue of collaborative 
and cross-border public procurement, including the cre-
ation of a “public procurement data space”. The Com-
mission also intends to support the initiatives of admin-
istrations, cities (smart cities) and communities of citi-
zens, on the one hand, by creating registers of trustwor-
thy algorithms and applications and, on the other hand, 
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Profiling allows public authorities and 
administrations to pursue a variety of 
objectives46. First, it is useful in devising 
strategies, whether economic expansion 
policies, or policies on subsidised housing, 
mobility, education or employment 
assistance47. To this end, the authorities 
consider myriad factors and combine reams of 
data from public and private sources to 
produce “predictive models” for determining 
what impact a particular policy is likely to 
have. It is easy to see how, if not programmed 
correctly (bias, poor data quality or errors in 
the algorithms), activities of this kind could 
affect certain groups or, at any rate, how 
decisions based on such forecasts could affect 
the members of these groups48. One area 
where AI and profiling systems can be a ready 
source of efficiency gains is when it comes to 
implementing rules and regulations. As part of 
a philosophy of “benevolent government”, 
where the state plays a proactive role with 
respect to its citizens, such systems can be 
used not only to spot or even select people 
who could benefit from special assistance, or 
to ensure students receive the best possible 
advice about education pathways, etc, but also 
to detect problem families (child abuse) or 
even social security fraudsters or tax evaders. 
Predictive justice, which is intended to replace 
judges, is also worth mentioning in this 

 
“by developing a set of minimal capabilities for algo-
rithms to be used in contract conditions”. 
46 G. Misuraca (ed.), Exploring Digital Government 
transformation in the EU - Analysis of the state of the 
art and review of literature, Luxemburg, Publications 
Office of the European Union, 2019, available on: 
https://doi.org/10.2760/17207;  
G. Misuraca and C. van Noordt, AI Watch - Artificial 
Intelligence in public services - Overview of the use and 
impact of AI in public services in the EU, Luxembourg, 
Publications Office of the European Union, 2020, avail-
able on: https://doi.org/10.2760/039619.  
47 For information about various examples of decision-
making systems in the public sector and in support of 
governmental strategies, see the report “Automating So-
ciety - Taking Stock of Automated Decision-Making in 
the EU”: A report by Algorithm Watch in cooperation 
with Bertelsmann Stiftung, supported by the Open Soci-
ety Foundations, 2019, available on: 
www.algorithmwatch.org/automating-society.  
48 The problem of discriminatory impacts linked with 
the use of A.I. systems has been studied by numerous 
authors. See, notably, S. Barocas and A. D. Selbst, Big 
Data’s Disparate Impact, in California Law Review, 
vol. 104, 2016, 671; A. Chouldechova, Fair Prediction 
with Disparate Impact: A Study of Bias in Recidivism 
Prediction Instruments, in Big Data, vol. 5, 2017, 153; 
S. Goel, M. Perelman, R. Shroff, and D.A. Sklansky, 
Combatting Police Discrimination in the Age of Big Da-
ta, in The New Criminal Law Review, 2017, 181. 

context insofar as any dispute can be 
“profiled” according to the many and varied 
characteristics of the case, analysed in the 
light of previous decisions 

Before starting to analyse the ethical and 
legal framework surrounding the present and 
future development and usage of AI machine 
learning systems by the public sector, I would 
like to pinpoint two preliminary remarks. The 
first one underlines the fact that the creation of 
big data within the administration is facilitated 
by the extension of the notion of public sector. 
More entities are belonging to the public 
sector; thus it will be easier to collect data 
from all these various entities in order to 
create ‘big data’ and that even if the public 
authorities adopt a decentralized model with 
crossroad platforms of exchanges between the 
local databases. Therefore, beyond the 
extension already enacted in the Open Data 
Directive defining very broadly the “public 
sector”49, recent EU Commission’s texts, as 
the Data Governance Act proposal or the 
HLGE Report already cited, mentions the 
interest to encompass the data bases created or 
controlled by the local authorities in the 
context of their digital cities. 

The second remark notes that the 
obligations created by the texts prescribing 
access to data held by the public sector help to 

 
49 The Open data Directive enlarges the scope of the Di-
rective both to research performing and research fund-
ing organisation (art. 10) and to public undertakings (ar-
ticle 1.1. b) defined as follows: undertakings:  
(i)  active in the areas defined in Directive 

2014/25/EU; 
(ii) acting as public service operators pursuant to Ar-

ticle 2 of Regulation (EC) No 1370/2007; 
(iii)  acting as air carriers fulfilling public service ob-

ligations pursuant to Article 16 of Regulation (EC) 
No 1008/2008; or 

(iv)  acting as Community shipowners fulfilling public 
service obligations pursuant to Article 4 of Regu-
lation (EEC) No 3577/92”. See also, the broad 
definitions given by article 2 (1) (2) and (3) of the 
notions ‘public sector body’, ‘bodies governed by 
public law’ and ‘public undertakings’. 

As regards the explanation of this extension, “Member 
States often entrust the provision of services in the gen-
eral interest with entities outside of the public sector 
while maintaining a high degree of control over such 
entities. At the same time, Directive 2003/98/EC applies 
only to documents held by public sector bodies, while 
excluding public undertakings from its scope. This leads 
to poor availability for re-use of documents produced in 
the performance of services in the general interest in a 
number of areas, in particular in the utility sectors. It al-
so greatly reduces the potential for the creation of cross-
border services based on documents held by public un-
dertakings that provide services in the general interest” 
(Explanatory Memorandum, n. 24). 
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the fact that the interests of the private sector 
to see their data protected and to be able to 
continue the financial and commercial 
exploitation of its data will not be damaged); 
 to the level of compensation to give to the 

private sector in case of transmission or 
adaptation of their data bases to the need of 
the public sector41; 

 to the problem of support from the private 
sector or intermediaries as regards the 
quality of data, the absence of bias as 
regards the selection of data [...]42. 

Furthermore, ethical principles are 
required, since the public authorities will 
process the data obtained through AI machine 
learning systems. The third chapter is 
precisely dedicated to the legal and ethical 
framework proposed by the Commission in 
that context.  

4. Chapter III. Public authorities as user of 
AI systems – Towards an ethical and legal 
framework?  
The White Paper43, in its Section 8 entitled: 

 
commercially with a company that has similar offerings. 
The risk of not using private-sector data in relation to 
tackling well-defined societal challenges should also be 
taken into account. Business-to-government data-
collaboration agreements or decisions should contain 
appropriate safeguards as regards the use of private-
sector data in order to protect the rights (e.g. privacy, 
data security, non-discrimination) of stakeholders, in 
particular the individuals whose data is used” (p. 84). 
41 “Business-to-government data-collaboration agree-
ments should seek to be mutually beneficial, while ac-
knowledging the public-interest goal by giving the pub-
lic-sector body preferential treatment. This should be re-
flected in the level of compensation agreed, the level of 
which should be determined taking into account the oth-
er principles” (p. 85). 
42 “To address the potential limitations of private-sector 
data, including potential inherent bias, private compa-
nies and civil-society organisations should offer reason-
able and proportionate support to help assess its quality 
for the stated purposes (e.g. type, granularity, accuracy, 
timeliness, format), including the possibility to verify 
the data, wherever appropriate. Private companies and 
civil-society organisations should not be required to im-
prove data quality at no cost” (p. 85).  
43 European Commission, The White Paper on AI (Livre 
blanc sur l’intelligence artificielle. Une approche euro-
péenne axée sur l’excellence et la confiance), Brussels, 
COM 2020, 65 final, 3, available on: 
https://ec.europa.eu/info/sites/info/files/commission-wh-
ite-paper-artificial-intelligence-feb2020_fr.pdf, sum-
marized this interest: “Dans le domaine des services 
d’intérêt public, par exemple, les coûts de fourniture de 
services (transports, éducation, énergie et gestion des 
déchets) seront réduits, la durabilité des produits sera 
améliorée et les services répressifs disposeront d’outils 
appropriés pour assurer la sécurité des citoyens , avec 
des garanties adéquates en matière de respect des droits 
et des libertés”. On the different reasons: optimisation, 

‘Promoting the adoption of AI by the public 
sector’, declares: “it is essential that public 
administrations, hospitals, utility and transport 
services, financial supervisors, and other areas 
of public interest rapidly begin to deploy 
products and services that rely on AI in their 
activities’, ‘with a specific focus in the area of 
healthcare and transport”. Precisely with 
regard to the development of AI applications 
in the public sector, the Commission’s 
strategic plan, published on April 21, 2021, 
contains a whole chapter (Chapter § 14) 
relating to its importance. It recalls crucial 
role that this technology can play in 
improving service to citizens, highlights the 
model for the private sector that the public 
sector can constitute by developing 
trustworthy and fully ethical AI systems and 
pleads for resources and adequate financial 
and human resources44 45. 

 
objectivation and security, why AI services deployment 
within public sector is justified, read Y. Poullet and N. 
Bontridder, Intelligence artificielle et services publics, 
in Proceedings of the Colloquium of the Centre for 
Comparative Public Law (CDPC, L’état digital/The 
Digital State, 2021, Paris, University of Paris 1, (in 
press). Made in partnership with the Fundação Getulio 
Vargas (FGV) Law School, Rio de Janeiro, organized 
by L. Belli, 22.  
44 European Commission, Annexes to the Communica-
tion from the Commission to the European Parliament, 
the European Council, the Council, the European Eco-
nomic and Social Committee and the Committee of the 
Regions Fostering a European approach to Artificial 
Intelligence, Brussels, COM, 2021, 205 final. 
45“AI applications can contribute to better public ser-
vices, e.g. by improving citizen-government interaction, 
enabling smarter analytical capabilities or improving ef-
ficiency across public-sector domains and supporting 
democratic processes. Use of AI systems can bring ben-
efits across all key public-sector activities. Through ear-
ly adoption of AI, the public sector can be the first mov-
er in adopting AI that is secure, trustworthy and sustain-
able. For deeper and wider AI uptake to become a reali-
ty, Europe’s public sector should have access to ade-
quate funding and be equipped, skilled and empowered 
to conduct strategic and sustainable purchasing and 
adoption of AI-based systems. The RRF provides an 
unprecedented opportunity to accelerate the uptake of 
AI in public administration across Europe through its 
Modernise flagship, which aims at boosting investments 
and reforms in digitalisation of public administration” 
(European Commission, Annexes to the Communica-
tion, 48, see note above). The text of the Annexes also 
promotes better collaboration between national admin-
istrations, announces the launch of a program (Adopt 
AI) particularly focused on the launch of AI projects in 
the public sector and addresses the issue of collaborative 
and cross-border public procurement, including the cre-
ation of a “public procurement data space”. The Com-
mission also intends to support the initiatives of admin-
istrations, cities (smart cities) and communities of citi-
zens, on the one hand, by creating registers of trustwor-
thy algorithms and applications and, on the other hand, 
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Profiling allows public authorities and 
administrations to pursue a variety of 
objectives46. First, it is useful in devising 
strategies, whether economic expansion 
policies, or policies on subsidised housing, 
mobility, education or employment 
assistance47. To this end, the authorities 
consider myriad factors and combine reams of 
data from public and private sources to 
produce “predictive models” for determining 
what impact a particular policy is likely to 
have. It is easy to see how, if not programmed 
correctly (bias, poor data quality or errors in 
the algorithms), activities of this kind could 
affect certain groups or, at any rate, how 
decisions based on such forecasts could affect 
the members of these groups48. One area 
where AI and profiling systems can be a ready 
source of efficiency gains is when it comes to 
implementing rules and regulations. As part of 
a philosophy of “benevolent government”, 
where the state plays a proactive role with 
respect to its citizens, such systems can be 
used not only to spot or even select people 
who could benefit from special assistance, or 
to ensure students receive the best possible 
advice about education pathways, etc, but also 
to detect problem families (child abuse) or 
even social security fraudsters or tax evaders. 
Predictive justice, which is intended to replace 
judges, is also worth mentioning in this 

 
“by developing a set of minimal capabilities for algo-
rithms to be used in contract conditions”. 
46 G. Misuraca (ed.), Exploring Digital Government 
transformation in the EU - Analysis of the state of the 
art and review of literature, Luxemburg, Publications 
Office of the European Union, 2019, available on: 
https://doi.org/10.2760/17207;  
G. Misuraca and C. van Noordt, AI Watch - Artificial 
Intelligence in public services - Overview of the use and 
impact of AI in public services in the EU, Luxembourg, 
Publications Office of the European Union, 2020, avail-
able on: https://doi.org/10.2760/039619.  
47 For information about various examples of decision-
making systems in the public sector and in support of 
governmental strategies, see the report “Automating So-
ciety - Taking Stock of Automated Decision-Making in 
the EU”: A report by Algorithm Watch in cooperation 
with Bertelsmann Stiftung, supported by the Open Soci-
ety Foundations, 2019, available on: 
www.algorithmwatch.org/automating-society.  
48 The problem of discriminatory impacts linked with 
the use of A.I. systems has been studied by numerous 
authors. See, notably, S. Barocas and A. D. Selbst, Big 
Data’s Disparate Impact, in California Law Review, 
vol. 104, 2016, 671; A. Chouldechova, Fair Prediction 
with Disparate Impact: A Study of Bias in Recidivism 
Prediction Instruments, in Big Data, vol. 5, 2017, 153; 
S. Goel, M. Perelman, R. Shroff, and D.A. Sklansky, 
Combatting Police Discrimination in the Age of Big Da-
ta, in The New Criminal Law Review, 2017, 181. 

context insofar as any dispute can be 
“profiled” according to the many and varied 
characteristics of the case, analysed in the 
light of previous decisions 

Before starting to analyse the ethical and 
legal framework surrounding the present and 
future development and usage of AI machine 
learning systems by the public sector, I would 
like to pinpoint two preliminary remarks. The 
first one underlines the fact that the creation of 
big data within the administration is facilitated 
by the extension of the notion of public sector. 
More entities are belonging to the public 
sector; thus it will be easier to collect data 
from all these various entities in order to 
create ‘big data’ and that even if the public 
authorities adopt a decentralized model with 
crossroad platforms of exchanges between the 
local databases. Therefore, beyond the 
extension already enacted in the Open Data 
Directive defining very broadly the “public 
sector”49, recent EU Commission’s texts, as 
the Data Governance Act proposal or the 
HLGE Report already cited, mentions the 
interest to encompass the data bases created or 
controlled by the local authorities in the 
context of their digital cities. 

The second remark notes that the 
obligations created by the texts prescribing 
access to data held by the public sector help to 

 
49 The Open data Directive enlarges the scope of the Di-
rective both to research performing and research fund-
ing organisation (art. 10) and to public undertakings (ar-
ticle 1.1. b) defined as follows: undertakings:  
(i)  active in the areas defined in Directive 

2014/25/EU; 
(ii) acting as public service operators pursuant to Ar-

ticle 2 of Regulation (EC) No 1370/2007; 
(iii)  acting as air carriers fulfilling public service ob-

ligations pursuant to Article 16 of Regulation (EC) 
No 1008/2008; or 

(iv)  acting as Community shipowners fulfilling public 
service obligations pursuant to Article 4 of Regu-
lation (EEC) No 3577/92”. See also, the broad 
definitions given by article 2 (1) (2) and (3) of the 
notions ‘public sector body’, ‘bodies governed by 
public law’ and ‘public undertakings’. 

As regards the explanation of this extension, “Member 
States often entrust the provision of services in the gen-
eral interest with entities outside of the public sector 
while maintaining a high degree of control over such 
entities. At the same time, Directive 2003/98/EC applies 
only to documents held by public sector bodies, while 
excluding public undertakings from its scope. This leads 
to poor availability for re-use of documents produced in 
the performance of services in the general interest in a 
number of areas, in particular in the utility sectors. It al-
so greatly reduces the potential for the creation of cross-
border services based on documents held by public un-
dertakings that provide services in the general interest” 
(Explanatory Memorandum, n. 24). 
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intensify the circulation of data within the 
administration. Different reasons might be 
offered to explain that phenomenon, notably 
the obligation imposed by the Open Data 
directive to facilitate the access by private 
companies and thus the obligation to use the 
‘fair principles’ and to adopt interoperable 
data and to have meta data correctly defined. 
We might add the fact that this circulation will 
be increased by the existence of ‘authentic 
sources’, which are able to ensure the quality 
of data and the possibility to avoid the 
administrative difficulties linked with the need 
to acquire the data directly from the citizen. 
Sharing data between public authorities can 
greatly contribute to improving public policies 
and services, and also to reducing the 
administrative burden on businesses operating 
in the single market (once-and-for-all 
principle)50 . Having said that, it must be 
emphasized that this circulation must 
obviously take into account the rules imposed 
by administrative partitioning and the 
application of data protection rules51. 

Coming back to the topic of this third 
chapter: the ethical and legal framework of the 
development and usage of AI systems by the 
public service, we might confess that it is 
probably the most original but also the most 
difficult to achieve. It is quite clear that the 
temptation to use artificial intelligence in all 
areas of government activity52 is great. AI 
algorithms are, may be and definitively will be 

 
50 “Les internautes citoyens, gestionnaires et agents de 
l’État sont en mesure de communiquer, partager et 
échanger des informations. Compte tenu de ce contexte, 
le cadre juridique relatif à l’information qui est néces-
sairement en possession de l’Administration, devrait 
s’attacher à en régir les conditions d’accès par chaque 
agent de l’État plutôt que d’en interdire la circulation”, 
P. Trudel, Gouvernement algorithmique et intercon-
nexions de fichiers administratifs dans l’État en réseau, 
in Revista Catalana de Dret Public, 2007, 206.   
51 For instance the AI system used by the Dutch admin-
istration for recruiting the civil servants (SIRRIS) has 
been considered by the Dutch Constitutional Court as 
non-constitutional due to data Protection infringements. 
On the data protection rules and their application by the 
public administrations, see E. Degrave, L’e-
gouvernement et la protection de la vie privée, in Ca-
hiers du Centre de Recherche Informatique et Droit, 
Bruxelles, Larcier, 2014, 237. 
52 The reader will find more developments on the multi-
ple arguments developed for justifying the recourse by 
the public sector to AI systems, notably, Central, digital 
and data Office, A guide to using artificial intelligence 
in the public sector, 2019, available on 
www.gov.uk/government/collections/a-guide-to-using-a 
rtificial-intelligence-in-the-public-sector and the list of 
examples developed. 

used across the spectrum of government 
decision-making – from the drafting of 
legislation, to judicial decision-making, to the 
implementation of laws by the executive 
branch and internal decisions like the 
recruitment of civil servants. Definition of 
public strategies, improvement of 
administrative procedures and their 
monitoring and control might be achieved 
through the use of adequate AI systems. At 
the same time, for citizens, the application of 
AI technologies will result in a more 
personalized and efficient experience. For 
people working in the public sector it means a 
reduction in the hours they spend on basic 
tasks, which will give them more time to 
spend on innovative ways to improve services. 

The desire expressed many times by the 
European authorities is to base the 
development of artificial intelligence tools and 
applications on two values: “Excellence and 
Trust”, according to the very title of the White 
Paper on AI (White Paper on AI) of February 
202053. When announcing the European 
Union’s “White Paper” on artificial 
intelligence, the President of the Commission 
stressed: “We want the application of these 
new technologies to be worthy of the trust of 
our citizens.... We encourage a responsible 
human-centred approach to artificial 
intelligence.” Excellence is based on the 
development of cutting-edge scientific 
research that the European Union intends to 
finance alongside funding from each 
European State54. Trust in the applications of 

 
53 European Commission, White Paper On Artificial In-
telligence - A European approach to excellence and 
trust, Brussels, COM, 2020, 65 final. The EU Commis-
sion summarizes (Excellence and trust in AI, Feb. 
2020.pdf) the main points recommended by the White 
Paper as follows: “How to achieve EXCELLENCE?: 
Set-up a new public-private partnership in AI and robot-
ics; Strengthen and connect AI research excellence cen-
tres; Have at least one digital innovation hub per Mem-
ber State specialised in AI; Provide more equity financ-
ing for development and use of AI, with the help of the 
European Investment Fund; Use AI to make public pro-
curement processes more efficient; Support the pro-
curement of AI systems by public bodies. And 
TRUST?: New legislation on AI should be adapted to 
the risks, it should be effective but not limit innovation; 
Require high-risk AI systems to be transparent, tracea-
ble and under human control; Authorities must be able 
to check AI systems, just as they check cosmetics, cars 
or toys; Ensure unbiased data sets; Launch an EU-wide 
debate on the use of remote biometric identification 
(e.g. facial recognition)”.  
54 In its annexes, the recent strategy document published 
by the EU Commission (Annexes to the Communication 
from the Commission to the European Parliament, the 
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artificial intelligence technology must allow 
the social acceptance of these, which is 
necessary for its development. As EDPB and 
EDPS affirm in their opinion about the draft 
regulation, “AI will enlarge the amount of 
predictions that can be done in many fields 
starting from measurable correlations between 
data, invisible to human eyes but visible to 
machines, making our lives easier and solving 
a great number of problems, but at the same 
time will erode our capability to give a causal 
interpretation to outcomes, in such a way that 
notions of transparency, human control, 
accountability and liability over results will be 
severely challenged”55. 

In this respect, the European texts note the 
risks inherent in “static and opaque” 
algorithms and the need to guarantee, from the 
design stage, the transparency and the 
explicability of algorithms, in order to prevent 
any discrimination related to automated 
decision-making. It is further recommended 
that ethical rules be put in place that 
incorporate the idea that AI is a “human-
centred technology” which is conceived as a 
tool that helps and must be controlled by 
humans, and that its application must be 
carried out with respect for fundamental rights 
such as dignity, autonomy, self-determination, 
non-discrimination, respect for the 
environment and a democracy based on the 
rule of law”. The societal responsibility of all 
actors involved in the development of AI tools 
is implied by compliance with this ethical 
framework.  

The White Paper draws on the work of a 
high-level group of experts (HLGE on AI) 
promoted by the EU Commission, which 
resulted in ethical recommendations for a 
trusted AI system in April 2019 and more 
recently the publication of a list of criteria for 
assessing the seven characteristics of a trusted 

 
European Council, the Council, the European Economic 
and Social Committee and the Committee of the Regions 
Fostering a European approach to Artificial Intelli-
gence, Brussels, COM, 2021, 205 final, 60. 
55 About The European Data Protection Board, On that 
increasing possibilities for opaque profiling and the 
consequences on our liberties (EDPB/EDPS Joint Opin-
ion), see Y. Poullet and B. Frenay, Profiling and Con-
vention 108+: Report on developments after the adop-
tion of Recommendation (2010)13 on profiling, report of 
The Consultative Committee Of The Convention For 
The Protection Of Individuals With Regard To Auto-
matic Processing Of Personal Data Convention 108, T 
PD(2019)07 Final, Strasbourg, 2020, available on: 
https://rm.coe.int/t-pd-2019-7final-en-2757-5764-0706-
1-2776-1394-9442-1/1680a0925c. 

AI (ALTAI or56Assessment List for 
Trustworthy AI). With this ethical impetus 
from the Commission and in full consultation 
with the latter, the European Parliament 
responded with a resolution of 20 October 
202057 containing recommendations to the 
Commission on a framework for the ethical 
aspects of artificial intelligence, robotics and 
related technologies58. Finally, on April 21 
2021, the EU Commission put on the table its 
“Proposal for a Regulation of the EU 
Parliament and of the Council laying down 
harmonized rules on artificial intelligence and 
amending certain Union legislative Acts”59 60. 

 
56 HLGE (High Level Group of experts on AI). About 
this group and its work, see https://ec.europa.eu/digital-
single-market/en/high-level-expert-group-artificial-inte-
lligence) and especially its publication Des lignes di-
rectrices en matière d’ethique pour une ia digne de con-
fiance, 2019, available on: Ethics guidelines for trust-
worthy AI - Publications Office of the EU, available 
here: https://ec.europa.eu/digital-single-market/en/new-
s/ethics-guidelines-trustworthy-ai/. Seven ethical and 
legal criteria have been identified by the HLGE and de-
tailed extensively: Human Agency and Oversight; 
Technical Robustness and Safety; Privacy and Data 
Governance; Transparency; Diversity, Non-
discrimination and Fairness; Societal and Environmen-
tal Well-being; Accountability. On the evaluation meth-
odology and the practical significance of each criteria, 
have a look at the Assessment List Trustworthy AI 
(ALTAI), see the web site https://futurium.ec.europa.-
eu/en/european-ai-alliance/pages/altai-assessment-list-t-
rustworthy-artificial-intelligence. 
57 European Parliament resolution, 20 October 2020 
containing recommendations to the Commission about a 
framework on ethical aspects of AI, robots and connect-
ed technologies (2020/2012(INL)) P9 TA (2020) 0275. 
58 The EU Commission proposal text of the proposed 
regulation put on the table on 21 April 2021 by the Eu-
ropean Commission seems more pragmatic but less 
generous than the parliamentary text. It is indeed, says 
Ms Vestager during the presentation of the proposal, to 
implement through this text the very principles of excel-
lence and trust: “In terms of artificial intelligence, trust 
is not a luxury but an absolute necessity. By adopting 
these landmark rules, the EU is taking the lead in devel-
oping new global standards that will ensure AI is trust-
worthy. By setting standards, we can pave the way for 
ethical technology around the world, while preserving 
the EU’s competitiveness. Time-tested and innovative, 
our rules will apply when strictly necessary: when the 
security and fundamental rights of EU citizens are at 
stake”. 
59 Brussels, COM, 2021, 206 final. 
60 The EU Commission proposal text of the proposed 
regulation put on the table on 21 April 2021 by the Eu-
ropean Commission seems more pragmatic but less 
generous than the parliamentary text. On that compari-
son, see my reflections in “About some international 
documents relating to the ethics of artificial intelligence 
– Some insights”, to be published in the book edited for 
the 40th birthday, 18 November 2021. It is indeed, says 
Ms Vestager during the presentation of the proposal, to 
implement through this text the very principles of excel-
lence and trust: “In terms of artificial intelligence, trust 
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intensify the circulation of data within the 
administration. Different reasons might be 
offered to explain that phenomenon, notably 
the obligation imposed by the Open Data 
directive to facilitate the access by private 
companies and thus the obligation to use the 
‘fair principles’ and to adopt interoperable 
data and to have meta data correctly defined. 
We might add the fact that this circulation will 
be increased by the existence of ‘authentic 
sources’, which are able to ensure the quality 
of data and the possibility to avoid the 
administrative difficulties linked with the need 
to acquire the data directly from the citizen. 
Sharing data between public authorities can 
greatly contribute to improving public policies 
and services, and also to reducing the 
administrative burden on businesses operating 
in the single market (once-and-for-all 
principle)50 . Having said that, it must be 
emphasized that this circulation must 
obviously take into account the rules imposed 
by administrative partitioning and the 
application of data protection rules51. 

Coming back to the topic of this third 
chapter: the ethical and legal framework of the 
development and usage of AI systems by the 
public service, we might confess that it is 
probably the most original but also the most 
difficult to achieve. It is quite clear that the 
temptation to use artificial intelligence in all 
areas of government activity52 is great. AI 
algorithms are, may be and definitively will be 

 
50 “Les internautes citoyens, gestionnaires et agents de 
l’État sont en mesure de communiquer, partager et 
échanger des informations. Compte tenu de ce contexte, 
le cadre juridique relatif à l’information qui est néces-
sairement en possession de l’Administration, devrait 
s’attacher à en régir les conditions d’accès par chaque 
agent de l’État plutôt que d’en interdire la circulation”, 
P. Trudel, Gouvernement algorithmique et intercon-
nexions de fichiers administratifs dans l’État en réseau, 
in Revista Catalana de Dret Public, 2007, 206.   
51 For instance the AI system used by the Dutch admin-
istration for recruiting the civil servants (SIRRIS) has 
been considered by the Dutch Constitutional Court as 
non-constitutional due to data Protection infringements. 
On the data protection rules and their application by the 
public administrations, see E. Degrave, L’e-
gouvernement et la protection de la vie privée, in Ca-
hiers du Centre de Recherche Informatique et Droit, 
Bruxelles, Larcier, 2014, 237. 
52 The reader will find more developments on the multi-
ple arguments developed for justifying the recourse by 
the public sector to AI systems, notably, Central, digital 
and data Office, A guide to using artificial intelligence 
in the public sector, 2019, available on 
www.gov.uk/government/collections/a-guide-to-using-a 
rtificial-intelligence-in-the-public-sector and the list of 
examples developed. 

used across the spectrum of government 
decision-making – from the drafting of 
legislation, to judicial decision-making, to the 
implementation of laws by the executive 
branch and internal decisions like the 
recruitment of civil servants. Definition of 
public strategies, improvement of 
administrative procedures and their 
monitoring and control might be achieved 
through the use of adequate AI systems. At 
the same time, for citizens, the application of 
AI technologies will result in a more 
personalized and efficient experience. For 
people working in the public sector it means a 
reduction in the hours they spend on basic 
tasks, which will give them more time to 
spend on innovative ways to improve services. 

The desire expressed many times by the 
European authorities is to base the 
development of artificial intelligence tools and 
applications on two values: “Excellence and 
Trust”, according to the very title of the White 
Paper on AI (White Paper on AI) of February 
202053. When announcing the European 
Union’s “White Paper” on artificial 
intelligence, the President of the Commission 
stressed: “We want the application of these 
new technologies to be worthy of the trust of 
our citizens.... We encourage a responsible 
human-centred approach to artificial 
intelligence.” Excellence is based on the 
development of cutting-edge scientific 
research that the European Union intends to 
finance alongside funding from each 
European State54. Trust in the applications of 

 
53 European Commission, White Paper On Artificial In-
telligence - A European approach to excellence and 
trust, Brussels, COM, 2020, 65 final. The EU Commis-
sion summarizes (Excellence and trust in AI, Feb. 
2020.pdf) the main points recommended by the White 
Paper as follows: “How to achieve EXCELLENCE?: 
Set-up a new public-private partnership in AI and robot-
ics; Strengthen and connect AI research excellence cen-
tres; Have at least one digital innovation hub per Mem-
ber State specialised in AI; Provide more equity financ-
ing for development and use of AI, with the help of the 
European Investment Fund; Use AI to make public pro-
curement processes more efficient; Support the pro-
curement of AI systems by public bodies. And 
TRUST?: New legislation on AI should be adapted to 
the risks, it should be effective but not limit innovation; 
Require high-risk AI systems to be transparent, tracea-
ble and under human control; Authorities must be able 
to check AI systems, just as they check cosmetics, cars 
or toys; Ensure unbiased data sets; Launch an EU-wide 
debate on the use of remote biometric identification 
(e.g. facial recognition)”.  
54 In its annexes, the recent strategy document published 
by the EU Commission (Annexes to the Communication 
from the Commission to the European Parliament, the 
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artificial intelligence technology must allow 
the social acceptance of these, which is 
necessary for its development. As EDPB and 
EDPS affirm in their opinion about the draft 
regulation, “AI will enlarge the amount of 
predictions that can be done in many fields 
starting from measurable correlations between 
data, invisible to human eyes but visible to 
machines, making our lives easier and solving 
a great number of problems, but at the same 
time will erode our capability to give a causal 
interpretation to outcomes, in such a way that 
notions of transparency, human control, 
accountability and liability over results will be 
severely challenged”55. 

In this respect, the European texts note the 
risks inherent in “static and opaque” 
algorithms and the need to guarantee, from the 
design stage, the transparency and the 
explicability of algorithms, in order to prevent 
any discrimination related to automated 
decision-making. It is further recommended 
that ethical rules be put in place that 
incorporate the idea that AI is a “human-
centred technology” which is conceived as a 
tool that helps and must be controlled by 
humans, and that its application must be 
carried out with respect for fundamental rights 
such as dignity, autonomy, self-determination, 
non-discrimination, respect for the 
environment and a democracy based on the 
rule of law”. The societal responsibility of all 
actors involved in the development of AI tools 
is implied by compliance with this ethical 
framework.  

The White Paper draws on the work of a 
high-level group of experts (HLGE on AI) 
promoted by the EU Commission, which 
resulted in ethical recommendations for a 
trusted AI system in April 2019 and more 
recently the publication of a list of criteria for 
assessing the seven characteristics of a trusted 

 
European Council, the Council, the European Economic 
and Social Committee and the Committee of the Regions 
Fostering a European approach to Artificial Intelli-
gence, Brussels, COM, 2021, 205 final, 60. 
55 About The European Data Protection Board, On that 
increasing possibilities for opaque profiling and the 
consequences on our liberties (EDPB/EDPS Joint Opin-
ion), see Y. Poullet and B. Frenay, Profiling and Con-
vention 108+: Report on developments after the adop-
tion of Recommendation (2010)13 on profiling, report of 
The Consultative Committee Of The Convention For 
The Protection Of Individuals With Regard To Auto-
matic Processing Of Personal Data Convention 108, T 
PD(2019)07 Final, Strasbourg, 2020, available on: 
https://rm.coe.int/t-pd-2019-7final-en-2757-5764-0706-
1-2776-1394-9442-1/1680a0925c. 

AI (ALTAI or56Assessment List for 
Trustworthy AI). With this ethical impetus 
from the Commission and in full consultation 
with the latter, the European Parliament 
responded with a resolution of 20 October 
202057 containing recommendations to the 
Commission on a framework for the ethical 
aspects of artificial intelligence, robotics and 
related technologies58. Finally, on April 21 
2021, the EU Commission put on the table its 
“Proposal for a Regulation of the EU 
Parliament and of the Council laying down 
harmonized rules on artificial intelligence and 
amending certain Union legislative Acts”59 60. 

 
56 HLGE (High Level Group of experts on AI). About 
this group and its work, see https://ec.europa.eu/digital-
single-market/en/high-level-expert-group-artificial-inte-
lligence) and especially its publication Des lignes di-
rectrices en matière d’ethique pour une ia digne de con-
fiance, 2019, available on: Ethics guidelines for trust-
worthy AI - Publications Office of the EU, available 
here: https://ec.europa.eu/digital-single-market/en/new-
s/ethics-guidelines-trustworthy-ai/. Seven ethical and 
legal criteria have been identified by the HLGE and de-
tailed extensively: Human Agency and Oversight; 
Technical Robustness and Safety; Privacy and Data 
Governance; Transparency; Diversity, Non-
discrimination and Fairness; Societal and Environmen-
tal Well-being; Accountability. On the evaluation meth-
odology and the practical significance of each criteria, 
have a look at the Assessment List Trustworthy AI 
(ALTAI), see the web site https://futurium.ec.europa.-
eu/en/european-ai-alliance/pages/altai-assessment-list-t-
rustworthy-artificial-intelligence. 
57 European Parliament resolution, 20 October 2020 
containing recommendations to the Commission about a 
framework on ethical aspects of AI, robots and connect-
ed technologies (2020/2012(INL)) P9 TA (2020) 0275. 
58 The EU Commission proposal text of the proposed 
regulation put on the table on 21 April 2021 by the Eu-
ropean Commission seems more pragmatic but less 
generous than the parliamentary text. It is indeed, says 
Ms Vestager during the presentation of the proposal, to 
implement through this text the very principles of excel-
lence and trust: “In terms of artificial intelligence, trust 
is not a luxury but an absolute necessity. By adopting 
these landmark rules, the EU is taking the lead in devel-
oping new global standards that will ensure AI is trust-
worthy. By setting standards, we can pave the way for 
ethical technology around the world, while preserving 
the EU’s competitiveness. Time-tested and innovative, 
our rules will apply when strictly necessary: when the 
security and fundamental rights of EU citizens are at 
stake”. 
59 Brussels, COM, 2021, 206 final. 
60 The EU Commission proposal text of the proposed 
regulation put on the table on 21 April 2021 by the Eu-
ropean Commission seems more pragmatic but less 
generous than the parliamentary text. On that compari-
son, see my reflections in “About some international 
documents relating to the ethics of artificial intelligence 
– Some insights”, to be published in the book edited for 
the 40th birthday, 18 November 2021. It is indeed, says 
Ms Vestager during the presentation of the proposal, to 
implement through this text the very principles of excel-
lence and trust: “In terms of artificial intelligence, trust 
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intensify the circulation of data within the 
administration. Different reasons might be 
offered to explain that phenomenon, notably 
the obligation imposed by the Open Data 
directive to facilitate the access by private 
companies and thus the obligation to use the 
‘fair principles’ and to adopt interoperable 
data and to have meta data correctly defined. 
We might add the fact that this circulation will 
be increased by the existence of ‘authentic 
sources’, which are able to ensure the quality 
of data and the possibility to avoid the 
administrative difficulties linked with the need 
to acquire the data directly from the citizen. 
Sharing data between public authorities can 
greatly contribute to improving public policies 
and services, and also to reducing the 
administrative burden on businesses operating 
in the single market (once-and-for-all 
principle)50 . Having said that, it must be 
emphasized that this circulation must 
obviously take into account the rules imposed 
by administrative partitioning and the 
application of data protection rules51. 

Coming back to the topic of this third 
chapter: the ethical and legal framework of the 
development and usage of AI systems by the 
public service, we might confess that it is 
probably the most original but also the most 
difficult to achieve. It is quite clear that the 
temptation to use artificial intelligence in all 
areas of government activity52 is great. AI 
algorithms are, may be and definitively will be 

 
50 “Les internautes citoyens, gestionnaires et agents de 
l’État sont en mesure de communiquer, partager et 
échanger des informations. Compte tenu de ce contexte, 
le cadre juridique relatif à l’information qui est néces-
sairement en possession de l’Administration, devrait 
s’attacher à en régir les conditions d’accès par chaque 
agent de l’État plutôt que d’en interdire la circulation”, 
P. Trudel, Gouvernement algorithmique et intercon-
nexions de fichiers administratifs dans l’État en réseau, 
in Revista Catalana de Dret Public, 2007, 206.   
51 For instance the AI system used by the Dutch admin-
istration for recruiting the civil servants (SIRRIS) has 
been considered by the Dutch Constitutional Court as 
non-constitutional due to data Protection infringements. 
On the data protection rules and their application by the 
public administrations, see E. Degrave, L’e-
gouvernement et la protection de la vie privée, in Ca-
hiers du Centre de Recherche Informatique et Droit, 
Bruxelles, Larcier, 2014, 237. 
52 The reader will find more developments on the multi-
ple arguments developed for justifying the recourse by 
the public sector to AI systems, notably, Central, digital 
and data Office, A guide to using artificial intelligence 
in the public sector, 2019, available on 
www.gov.uk/government/collections/a-guide-to-using-a 
rtificial-intelligence-in-the-public-sector and the list of 
examples developed. 

used across the spectrum of government 
decision-making – from the drafting of 
legislation, to judicial decision-making, to the 
implementation of laws by the executive 
branch and internal decisions like the 
recruitment of civil servants. Definition of 
public strategies, improvement of 
administrative procedures and their 
monitoring and control might be achieved 
through the use of adequate AI systems. At 
the same time, for citizens, the application of 
AI technologies will result in a more 
personalized and efficient experience. For 
people working in the public sector it means a 
reduction in the hours they spend on basic 
tasks, which will give them more time to 
spend on innovative ways to improve services. 

The desire expressed many times by the 
European authorities is to base the 
development of artificial intelligence tools and 
applications on two values: “Excellence and 
Trust”, according to the very title of the White 
Paper on AI (White Paper on AI) of February 
202053. When announcing the European 
Union’s “White Paper” on artificial 
intelligence, the President of the Commission 
stressed: “We want the application of these 
new technologies to be worthy of the trust of 
our citizens.... We encourage a responsible 
human-centred approach to artificial 
intelligence.” Excellence is based on the 
development of cutting-edge scientific 
research that the European Union intends to 
finance alongside funding from each 
European State54. Trust in the applications of 

 
53 European Commission, White Paper On Artificial In-
telligence - A European approach to excellence and 
trust, Brussels, COM, 2020, 65 final. The EU Commis-
sion summarizes (Excellence and trust in AI, Feb. 
2020.pdf) the main points recommended by the White 
Paper as follows: “How to achieve EXCELLENCE?: 
Set-up a new public-private partnership in AI and robot-
ics; Strengthen and connect AI research excellence cen-
tres; Have at least one digital innovation hub per Mem-
ber State specialised in AI; Provide more equity financ-
ing for development and use of AI, with the help of the 
European Investment Fund; Use AI to make public pro-
curement processes more efficient; Support the pro-
curement of AI systems by public bodies. And 
TRUST?: New legislation on AI should be adapted to 
the risks, it should be effective but not limit innovation; 
Require high-risk AI systems to be transparent, tracea-
ble and under human control; Authorities must be able 
to check AI systems, just as they check cosmetics, cars 
or toys; Ensure unbiased data sets; Launch an EU-wide 
debate on the use of remote biometric identification 
(e.g. facial recognition)”.  
54 In its annexes, the recent strategy document published 
by the EU Commission (Annexes to the Communication 
from the Commission to the European Parliament, the 
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artificial intelligence technology must allow 
the social acceptance of these, which is 
necessary for its development. As EDPB and 
EDPS affirm in their opinion about the draft 
regulation, “AI will enlarge the amount of 
predictions that can be done in many fields 
starting from measurable correlations between 
data, invisible to human eyes but visible to 
machines, making our lives easier and solving 
a great number of problems, but at the same 
time will erode our capability to give a causal 
interpretation to outcomes, in such a way that 
notions of transparency, human control, 
accountability and liability over results will be 
severely challenged”55. 

In this respect, the European texts note the 
risks inherent in “static and opaque” 
algorithms and the need to guarantee, from the 
design stage, the transparency and the 
explicability of algorithms, in order to prevent 
any discrimination related to automated 
decision-making. It is further recommended 
that ethical rules be put in place that 
incorporate the idea that AI is a “human-
centred technology” which is conceived as a 
tool that helps and must be controlled by 
humans, and that its application must be 
carried out with respect for fundamental rights 
such as dignity, autonomy, self-determination, 
non-discrimination, respect for the 
environment and a democracy based on the 
rule of law”. The societal responsibility of all 
actors involved in the development of AI tools 
is implied by compliance with this ethical 
framework.  

The White Paper draws on the work of a 
high-level group of experts (HLGE on AI) 
promoted by the EU Commission, which 
resulted in ethical recommendations for a 
trusted AI system in April 2019 and more 
recently the publication of a list of criteria for 
assessing the seven characteristics of a trusted 

 
European Council, the Council, the European Economic 
and Social Committee and the Committee of the Regions 
Fostering a European approach to Artificial Intelli-
gence, Brussels, COM, 2021, 205 final, 60. 
55 About The European Data Protection Board, On that 
increasing possibilities for opaque profiling and the 
consequences on our liberties (EDPB/EDPS Joint Opin-
ion), see Y. Poullet and B. Frenay, Profiling and Con-
vention 108+: Report on developments after the adop-
tion of Recommendation (2010)13 on profiling, report of 
The Consultative Committee Of The Convention For 
The Protection Of Individuals With Regard To Auto-
matic Processing Of Personal Data Convention 108, T 
PD(2019)07 Final, Strasbourg, 2020, available on: 
https://rm.coe.int/t-pd-2019-7final-en-2757-5764-0706-
1-2776-1394-9442-1/1680a0925c. 

AI (ALTAI or56Assessment List for 
Trustworthy AI). With this ethical impetus 
from the Commission and in full consultation 
with the latter, the European Parliament 
responded with a resolution of 20 October 
202057 containing recommendations to the 
Commission on a framework for the ethical 
aspects of artificial intelligence, robotics and 
related technologies58. Finally, on April 21 
2021, the EU Commission put on the table its 
“Proposal for a Regulation of the EU 
Parliament and of the Council laying down 
harmonized rules on artificial intelligence and 
amending certain Union legislative Acts”59 60. 

 
56 HLGE (High Level Group of experts on AI). About 
this group and its work, see https://ec.europa.eu/digital-
single-market/en/high-level-expert-group-artificial-inte-
lligence) and especially its publication Des lignes di-
rectrices en matière d’ethique pour une ia digne de con-
fiance, 2019, available on: Ethics guidelines for trust-
worthy AI - Publications Office of the EU, available 
here: https://ec.europa.eu/digital-single-market/en/new-
s/ethics-guidelines-trustworthy-ai/. Seven ethical and 
legal criteria have been identified by the HLGE and de-
tailed extensively: Human Agency and Oversight; 
Technical Robustness and Safety; Privacy and Data 
Governance; Transparency; Diversity, Non-
discrimination and Fairness; Societal and Environmen-
tal Well-being; Accountability. On the evaluation meth-
odology and the practical significance of each criteria, 
have a look at the Assessment List Trustworthy AI 
(ALTAI), see the web site https://futurium.ec.europa.-
eu/en/european-ai-alliance/pages/altai-assessment-list-t-
rustworthy-artificial-intelligence. 
57 European Parliament resolution, 20 October 2020 
containing recommendations to the Commission about a 
framework on ethical aspects of AI, robots and connect-
ed technologies (2020/2012(INL)) P9 TA (2020) 0275. 
58 The EU Commission proposal text of the proposed 
regulation put on the table on 21 April 2021 by the Eu-
ropean Commission seems more pragmatic but less 
generous than the parliamentary text. It is indeed, says 
Ms Vestager during the presentation of the proposal, to 
implement through this text the very principles of excel-
lence and trust: “In terms of artificial intelligence, trust 
is not a luxury but an absolute necessity. By adopting 
these landmark rules, the EU is taking the lead in devel-
oping new global standards that will ensure AI is trust-
worthy. By setting standards, we can pave the way for 
ethical technology around the world, while preserving 
the EU’s competitiveness. Time-tested and innovative, 
our rules will apply when strictly necessary: when the 
security and fundamental rights of EU citizens are at 
stake”. 
59 Brussels, COM, 2021, 206 final. 
60 The EU Commission proposal text of the proposed 
regulation put on the table on 21 April 2021 by the Eu-
ropean Commission seems more pragmatic but less 
generous than the parliamentary text. On that compari-
son, see my reflections in “About some international 
documents relating to the ethics of artificial intelligence 
– Some insights”, to be published in the book edited for 
the 40th birthday, 18 November 2021. It is indeed, says 
Ms Vestager during the presentation of the proposal, to 
implement through this text the very principles of excel-
lence and trust: “In terms of artificial intelligence, trust 
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As clarified by Commissars VESTAGER, 
“The purpose of the proposal is fourfold:  
 ensure that AI systems placed on the Union 

market and used are safe and respect 
existing law on fundamental rights and 
Union values;  

 ensure legal certainty to facilitate 
investment and innovation in AI;  

 enhance governance and effective 
enforcement of existing law on 
fundamental rights and safety requirements 
applicable to AI systems;  

 facilitate the development of a single 
market for lawful, safe and trustworthy AI 
applications and prevent market 
fragmentation”.  
The text is still in discussion at different 

levels and is subject according to the EU 
Commission will to a large consultation. 
Nevertheless, it seems that the approach 
followed by the present proposal will remain 
and therefore deserves some comment about 
its implications on the AI systems’ 
management by our public administrations. It 
is quite clear that the comment is strictly 
limited to the content of the proposed 
Regulation. Other legal aspects will not be 
covered, as liability, intellectual property, data 
protection, public procurement and public 
services obligations61. 

A few words on content of this proposal; it 
seeks to establish a compromise between legal 
and ethical requirements, reflecting the values 
of the Union and the need not to overly 
constrain technological development and 
initiatives.  

The text contains a definition of artificial 
intelligence (art. 3 (1) and actors. “‘Artificial 
intelligence system’ - AI system) means 
software that is developed with one or more of 

 
is not a luxury but an absolute necessity. By adopting 
these landmark rules, the EU is taking the lead in devel-
oping new global standards that will ensure AI is trust-
worthy. By setting standards, we can pave the way for 
ethical technology around the world, while preserving 
the EU’s competitiveness. Time-tested and innovative, 
our rules will apply when strictly necessary: when the 
security and fundamental rights of EU citizens are at 
stake”. 
61 All these topics are extensively covered in the report 
written for the Walloon Region: Y. Poullet, N. Bontrid-
der and L. Gerard, Intelligence artificielle et autorités 
publiques wallonnes - L’impact des technologies 
d’intelligence artificielle sur le gouvernement et 
l’administration numérique en Wallonie, Centre de re-
cherches Information, Droit et Société - Research 
Centre Information, Law and Society, Namur, 2021, 
180, report drafted for the Agence du numérique (in 
press). 

the techniques and approaches listed in Annex 
I and can, for a given set of human-defined 
objectives, generate outputs such as content, 
predictions, recommendations, or decisions 
influencing the environments they interact 
with”. Annex I thus refers not only to 
supervised or non-supervised “machine 
learning” techniques including deep learning, 
but also to so-called symbolic approaches 
based on expert systems (logic and knowledge 
based) and even statistical approaches 
including optimization methods. Thus, the 
concept brings together methods based on 
both systems for reconciling data operating 
more or less autonomously and opaquely and 
systems based on transparent logical 
reasoning. Obviously, the two categories do 
not present the same risks even if they might 
contain bias and lead to automated decisions 
and for that reason need to be subject to 
certain similar precautions.  

As regards the actors, the proposal 
carefully distinguishes between AI suppliers, 
distributors, importers, operators and users 
operating in the context of their professional 
activities and those operating in the context of 
private activities. These distinctions are 
useful62 because they make it possible, beyond 
need for interaction between these supply 
chain actors, to allocate to each specific 
responsibility.  

Two remarks. First, the Proposal restricts 
only to “high risks systems” the provisions 
about these obligations. What is it about the 
other AI systems in the absence of specific 
provisions, for instance as regards the 
transparency obligations vis-à-vis the 
competent authority or the population or the 
need to take corrective measures? Second, 
without doubt, it would have been necessary 
to add alongside the supplier or developer 
category of an IA system, that of supplier of 
an element of the AI system, thus, the 
suppliers of data or algorithms on which the 
system operate. Documentation, data quality 
or non-bias obligations could be imposed on 
them. The Proposal’s Chapter 3 (articles 16 
and ff.) assigns the main liability to 

 
62 Undoubtedly, it would have been needed to add cate-
gories of actors, like furnishers or developer of AI sys-
tems, like furnishers of data. Therefore certain obliga-
tions like the quality of the data furnished, the documen-
tation accompanying the delivery, the intervention in 
case of AI systems’ errors, bias or malfunctioning 
would have to be supported by these actors. 
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providers63 and not to users. Article 3 (2) 
defines ‘provider’ as such: ‘provider’ means a 
natural or legal person, public authority, 
agency or other body that develops an AI 
system or that has an AI system developed 
with a view to placing it on the market or 
putting it into service under its own name or 
trademark, whether for payment or free of 
charge. Under articles 17 and ff.), the 
providers have to put into place a documented 
quality management system; to draw up 
technical documentation in accordance with 
the requirements of the Annex 4; to operate a 
conformity assessment; to keep the logs 
automatically generated except if the user is 
ensuring that storage under a contractual 
agreement; take corrective actions; to inform 
the competent authority and to cooperate with 
this latter. Users (article 29) “shall use such 
systems in accordance with the instructions of 
use accompanying the systems”, particularly 
as regards the human oversight. Additionally 
they have the obligation to exercise control 
over the input data, to keep the logs which are 
under his control and if needed, to carry out a 
data Protection impact. That distinction 
applied to public authorities might be difficult. 
Traditionally, the public authorities made use 
of public procurement to answer their needs of 
computerization. As regards the conception 
and design of AI systems, it must be feared 
that this delegation will continue and that the 
algorithms ensuring the functioning of the AI 

 
63 “Providers of high-risk AI systems shall:  
(a) ensure that their high-risk AI systems are compliant 
with the requirements set out in Chapter 2 of this Title;  
(b) have a quality management system in place which 
complies with Article 17;  
(c) draw-up the technical documentation of the high-risk 
AI system;  
(d) when under their control, keep the logs automatical-
ly generated by their high-risk AI systems;  
(e) ensure that the high-risk AI system undergoes the 
relevant conformity assessment procedure, prior to its 
placing on the market or putting into service;  
(f) comply with the registration obligations referred to 
in Article 51;  
(g) take the necessary corrective actions, if the high-risk 
AI system is not in conformity with the requirements set 
out in Chapter 2 of this Title; 
(h) inform the national competent authorities of the 
Member States in which they made the AI system avail-
able or put it into service and, where applicable, the no-
tified body of the non-compliance and of any corrective 
actions taken;  
(i) to affix the CE marking to their high-risk AI systems 
to indicate the conformity with this Regulation in ac-
cordance with Article 49;  
(j) upon request of a national competent authority, 
demonstrate the conformity of the high-risk AI system 
with the requirements set out in Chapter 2 of this Title.” 

systems will be developed entirely under the 
control of the private company, which will 
also often define the conditions of testing and 
the way to manage and maintain the system. 
In that frequent situation, we can consider that 
the public authority would be the provider 
simply because they have launched the 
project, defined the objective, will nourish the 
system with the data they are collecting in the 
performance of their public missions and that 
they are using the system under its own name. 
It is quite clear that the question has to be 
answered by using a specific regulation 
defining the respective obligations in different 
hypothesis following the role of the two 
partners: the private company and the public 
authority.  

As said, the obligations of actors under the 
proposals are limited to high-risk systems. 
The White Paper distinguishes different kinds 
of AI systems64: prohibited AI practices (art. 
5), high-risk AI applications (articles 8 and 
ff.), and other ones. Furthermore, the text 
imposes certain transparency obligations to 
certain (high risk or not) AI systems. The aim 
of these distinctions proposed is to adopt a 
strictly proportionate regulatory approach65.  

The article 5 enumerates exhaustively the 
practices belonging to the first category. Most 

 
64 That distinction initially was proposed by the multi-
stakehoders German Data Ethics Kommission created in 
2018. This Kommission published in 2019 a major re-
port on AI systems and ethical aspects (see the report 
available on: https://datenethikkommission.de/wp-
content/uploads/191015_DEK_Gutachten_screen.pdf. 
The Report propose a regulation based on a risk ap-
proach according with the potentiality of individual or 
societal harms: “On this point, the central recommenda-
tion of the commission is to apply different regulations 
to autonomous systems based on a 5-point scale: 
1. Systems with low potential harm such as drink dis-

pensers should not be regulated; 
2. Systems with some potential harm such as dynamic 

pricing in e-commerce should be lightly regulated 
and post-hoc controls should be set up; 

3. Systems with regular or obvious potential harm such 
as personalized pricing should undergo an approval 
procedure associated to regular controls; 

4. Systems with considerable potential harm, such as 
companies that have quasi-monopolies in credit 
scoring, should publish the details of their algo-
rithms, including the factors used in the calculations 
and their weights, the data processed and an expla-
nation of their inner logic. Controls should be possi-
ble via a real-time interface; 

5. Systems with unwarranted potential harm such as 
autonomous weapons should be “fully or partially” 
forbidden.”.  

65 As EDBP/EDPS (Joint opinion 5/2021 on the pro-
posal for a Regulation laying down harmonised rules on 
artificial intelligence, 18 June 2021), welcome this risk-
based approach.  
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As clarified by Commissars VESTAGER, 
“The purpose of the proposal is fourfold:  
 ensure that AI systems placed on the Union 

market and used are safe and respect 
existing law on fundamental rights and 
Union values;  

 ensure legal certainty to facilitate 
investment and innovation in AI;  

 enhance governance and effective 
enforcement of existing law on 
fundamental rights and safety requirements 
applicable to AI systems;  

 facilitate the development of a single 
market for lawful, safe and trustworthy AI 
applications and prevent market 
fragmentation”.  
The text is still in discussion at different 

levels and is subject according to the EU 
Commission will to a large consultation. 
Nevertheless, it seems that the approach 
followed by the present proposal will remain 
and therefore deserves some comment about 
its implications on the AI systems’ 
management by our public administrations. It 
is quite clear that the comment is strictly 
limited to the content of the proposed 
Regulation. Other legal aspects will not be 
covered, as liability, intellectual property, data 
protection, public procurement and public 
services obligations61. 

A few words on content of this proposal; it 
seeks to establish a compromise between legal 
and ethical requirements, reflecting the values 
of the Union and the need not to overly 
constrain technological development and 
initiatives.  

The text contains a definition of artificial 
intelligence (art. 3 (1) and actors. “‘Artificial 
intelligence system’ - AI system) means 
software that is developed with one or more of 

 
is not a luxury but an absolute necessity. By adopting 
these landmark rules, the EU is taking the lead in devel-
oping new global standards that will ensure AI is trust-
worthy. By setting standards, we can pave the way for 
ethical technology around the world, while preserving 
the EU’s competitiveness. Time-tested and innovative, 
our rules will apply when strictly necessary: when the 
security and fundamental rights of EU citizens are at 
stake”. 
61 All these topics are extensively covered in the report 
written for the Walloon Region: Y. Poullet, N. Bontrid-
der and L. Gerard, Intelligence artificielle et autorités 
publiques wallonnes - L’impact des technologies 
d’intelligence artificielle sur le gouvernement et 
l’administration numérique en Wallonie, Centre de re-
cherches Information, Droit et Société - Research 
Centre Information, Law and Society, Namur, 2021, 
180, report drafted for the Agence du numérique (in 
press). 

the techniques and approaches listed in Annex 
I and can, for a given set of human-defined 
objectives, generate outputs such as content, 
predictions, recommendations, or decisions 
influencing the environments they interact 
with”. Annex I thus refers not only to 
supervised or non-supervised “machine 
learning” techniques including deep learning, 
but also to so-called symbolic approaches 
based on expert systems (logic and knowledge 
based) and even statistical approaches 
including optimization methods. Thus, the 
concept brings together methods based on 
both systems for reconciling data operating 
more or less autonomously and opaquely and 
systems based on transparent logical 
reasoning. Obviously, the two categories do 
not present the same risks even if they might 
contain bias and lead to automated decisions 
and for that reason need to be subject to 
certain similar precautions.  

As regards the actors, the proposal 
carefully distinguishes between AI suppliers, 
distributors, importers, operators and users 
operating in the context of their professional 
activities and those operating in the context of 
private activities. These distinctions are 
useful62 because they make it possible, beyond 
need for interaction between these supply 
chain actors, to allocate to each specific 
responsibility.  

Two remarks. First, the Proposal restricts 
only to “high risks systems” the provisions 
about these obligations. What is it about the 
other AI systems in the absence of specific 
provisions, for instance as regards the 
transparency obligations vis-à-vis the 
competent authority or the population or the 
need to take corrective measures? Second, 
without doubt, it would have been necessary 
to add alongside the supplier or developer 
category of an IA system, that of supplier of 
an element of the AI system, thus, the 
suppliers of data or algorithms on which the 
system operate. Documentation, data quality 
or non-bias obligations could be imposed on 
them. The Proposal’s Chapter 3 (articles 16 
and ff.) assigns the main liability to 

 
62 Undoubtedly, it would have been needed to add cate-
gories of actors, like furnishers or developer of AI sys-
tems, like furnishers of data. Therefore certain obliga-
tions like the quality of the data furnished, the documen-
tation accompanying the delivery, the intervention in 
case of AI systems’ errors, bias or malfunctioning 
would have to be supported by these actors. 
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providers63 and not to users. Article 3 (2) 
defines ‘provider’ as such: ‘provider’ means a 
natural or legal person, public authority, 
agency or other body that develops an AI 
system or that has an AI system developed 
with a view to placing it on the market or 
putting it into service under its own name or 
trademark, whether for payment or free of 
charge. Under articles 17 and ff.), the 
providers have to put into place a documented 
quality management system; to draw up 
technical documentation in accordance with 
the requirements of the Annex 4; to operate a 
conformity assessment; to keep the logs 
automatically generated except if the user is 
ensuring that storage under a contractual 
agreement; take corrective actions; to inform 
the competent authority and to cooperate with 
this latter. Users (article 29) “shall use such 
systems in accordance with the instructions of 
use accompanying the systems”, particularly 
as regards the human oversight. Additionally 
they have the obligation to exercise control 
over the input data, to keep the logs which are 
under his control and if needed, to carry out a 
data Protection impact. That distinction 
applied to public authorities might be difficult. 
Traditionally, the public authorities made use 
of public procurement to answer their needs of 
computerization. As regards the conception 
and design of AI systems, it must be feared 
that this delegation will continue and that the 
algorithms ensuring the functioning of the AI 

 
63 “Providers of high-risk AI systems shall:  
(a) ensure that their high-risk AI systems are compliant 
with the requirements set out in Chapter 2 of this Title;  
(b) have a quality management system in place which 
complies with Article 17;  
(c) draw-up the technical documentation of the high-risk 
AI system;  
(d) when under their control, keep the logs automatical-
ly generated by their high-risk AI systems;  
(e) ensure that the high-risk AI system undergoes the 
relevant conformity assessment procedure, prior to its 
placing on the market or putting into service;  
(f) comply with the registration obligations referred to 
in Article 51;  
(g) take the necessary corrective actions, if the high-risk 
AI system is not in conformity with the requirements set 
out in Chapter 2 of this Title; 
(h) inform the national competent authorities of the 
Member States in which they made the AI system avail-
able or put it into service and, where applicable, the no-
tified body of the non-compliance and of any corrective 
actions taken;  
(i) to affix the CE marking to their high-risk AI systems 
to indicate the conformity with this Regulation in ac-
cordance with Article 49;  
(j) upon request of a national competent authority, 
demonstrate the conformity of the high-risk AI system 
with the requirements set out in Chapter 2 of this Title.” 

systems will be developed entirely under the 
control of the private company, which will 
also often define the conditions of testing and 
the way to manage and maintain the system. 
In that frequent situation, we can consider that 
the public authority would be the provider 
simply because they have launched the 
project, defined the objective, will nourish the 
system with the data they are collecting in the 
performance of their public missions and that 
they are using the system under its own name. 
It is quite clear that the question has to be 
answered by using a specific regulation 
defining the respective obligations in different 
hypothesis following the role of the two 
partners: the private company and the public 
authority.  

As said, the obligations of actors under the 
proposals are limited to high-risk systems. 
The White Paper distinguishes different kinds 
of AI systems64: prohibited AI practices (art. 
5), high-risk AI applications (articles 8 and 
ff.), and other ones. Furthermore, the text 
imposes certain transparency obligations to 
certain (high risk or not) AI systems. The aim 
of these distinctions proposed is to adopt a 
strictly proportionate regulatory approach65.  

The article 5 enumerates exhaustively the 
practices belonging to the first category. Most 

 
64 That distinction initially was proposed by the multi-
stakehoders German Data Ethics Kommission created in 
2018. This Kommission published in 2019 a major re-
port on AI systems and ethical aspects (see the report 
available on: https://datenethikkommission.de/wp-
content/uploads/191015_DEK_Gutachten_screen.pdf. 
The Report propose a regulation based on a risk ap-
proach according with the potentiality of individual or 
societal harms: “On this point, the central recommenda-
tion of the commission is to apply different regulations 
to autonomous systems based on a 5-point scale: 
1. Systems with low potential harm such as drink dis-

pensers should not be regulated; 
2. Systems with some potential harm such as dynamic 

pricing in e-commerce should be lightly regulated 
and post-hoc controls should be set up; 

3. Systems with regular or obvious potential harm such 
as personalized pricing should undergo an approval 
procedure associated to regular controls; 

4. Systems with considerable potential harm, such as 
companies that have quasi-monopolies in credit 
scoring, should publish the details of their algo-
rithms, including the factors used in the calculations 
and their weights, the data processed and an expla-
nation of their inner logic. Controls should be possi-
ble via a real-time interface; 

5. Systems with unwarranted potential harm such as 
autonomous weapons should be “fully or partially” 
forbidden.”.  

65 As EDBP/EDPS (Joint opinion 5/2021 on the pro-
posal for a Regulation laying down harmonised rules on 
artificial intelligence, 18 June 2021), welcome this risk-
based approach.  
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As clarified by Commissars VESTAGER, 
“The purpose of the proposal is fourfold:  
 ensure that AI systems placed on the Union 

market and used are safe and respect 
existing law on fundamental rights and 
Union values;  

 ensure legal certainty to facilitate 
investment and innovation in AI;  

 enhance governance and effective 
enforcement of existing law on 
fundamental rights and safety requirements 
applicable to AI systems;  

 facilitate the development of a single 
market for lawful, safe and trustworthy AI 
applications and prevent market 
fragmentation”.  
The text is still in discussion at different 

levels and is subject according to the EU 
Commission will to a large consultation. 
Nevertheless, it seems that the approach 
followed by the present proposal will remain 
and therefore deserves some comment about 
its implications on the AI systems’ 
management by our public administrations. It 
is quite clear that the comment is strictly 
limited to the content of the proposed 
Regulation. Other legal aspects will not be 
covered, as liability, intellectual property, data 
protection, public procurement and public 
services obligations61. 

A few words on content of this proposal; it 
seeks to establish a compromise between legal 
and ethical requirements, reflecting the values 
of the Union and the need not to overly 
constrain technological development and 
initiatives.  

The text contains a definition of artificial 
intelligence (art. 3 (1) and actors. “‘Artificial 
intelligence system’ - AI system) means 
software that is developed with one or more of 

 
is not a luxury but an absolute necessity. By adopting 
these landmark rules, the EU is taking the lead in devel-
oping new global standards that will ensure AI is trust-
worthy. By setting standards, we can pave the way for 
ethical technology around the world, while preserving 
the EU’s competitiveness. Time-tested and innovative, 
our rules will apply when strictly necessary: when the 
security and fundamental rights of EU citizens are at 
stake”. 
61 All these topics are extensively covered in the report 
written for the Walloon Region: Y. Poullet, N. Bontrid-
der and L. Gerard, Intelligence artificielle et autorités 
publiques wallonnes - L’impact des technologies 
d’intelligence artificielle sur le gouvernement et 
l’administration numérique en Wallonie, Centre de re-
cherches Information, Droit et Société - Research 
Centre Information, Law and Society, Namur, 2021, 
180, report drafted for the Agence du numérique (in 
press). 

the techniques and approaches listed in Annex 
I and can, for a given set of human-defined 
objectives, generate outputs such as content, 
predictions, recommendations, or decisions 
influencing the environments they interact 
with”. Annex I thus refers not only to 
supervised or non-supervised “machine 
learning” techniques including deep learning, 
but also to so-called symbolic approaches 
based on expert systems (logic and knowledge 
based) and even statistical approaches 
including optimization methods. Thus, the 
concept brings together methods based on 
both systems for reconciling data operating 
more or less autonomously and opaquely and 
systems based on transparent logical 
reasoning. Obviously, the two categories do 
not present the same risks even if they might 
contain bias and lead to automated decisions 
and for that reason need to be subject to 
certain similar precautions.  

As regards the actors, the proposal 
carefully distinguishes between AI suppliers, 
distributors, importers, operators and users 
operating in the context of their professional 
activities and those operating in the context of 
private activities. These distinctions are 
useful62 because they make it possible, beyond 
need for interaction between these supply 
chain actors, to allocate to each specific 
responsibility.  

Two remarks. First, the Proposal restricts 
only to “high risks systems” the provisions 
about these obligations. What is it about the 
other AI systems in the absence of specific 
provisions, for instance as regards the 
transparency obligations vis-à-vis the 
competent authority or the population or the 
need to take corrective measures? Second, 
without doubt, it would have been necessary 
to add alongside the supplier or developer 
category of an IA system, that of supplier of 
an element of the AI system, thus, the 
suppliers of data or algorithms on which the 
system operate. Documentation, data quality 
or non-bias obligations could be imposed on 
them. The Proposal’s Chapter 3 (articles 16 
and ff.) assigns the main liability to 

 
62 Undoubtedly, it would have been needed to add cate-
gories of actors, like furnishers or developer of AI sys-
tems, like furnishers of data. Therefore certain obliga-
tions like the quality of the data furnished, the documen-
tation accompanying the delivery, the intervention in 
case of AI systems’ errors, bias or malfunctioning 
would have to be supported by these actors. 
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providers63 and not to users. Article 3 (2) 
defines ‘provider’ as such: ‘provider’ means a 
natural or legal person, public authority, 
agency or other body that develops an AI 
system or that has an AI system developed 
with a view to placing it on the market or 
putting it into service under its own name or 
trademark, whether for payment or free of 
charge. Under articles 17 and ff.), the 
providers have to put into place a documented 
quality management system; to draw up 
technical documentation in accordance with 
the requirements of the Annex 4; to operate a 
conformity assessment; to keep the logs 
automatically generated except if the user is 
ensuring that storage under a contractual 
agreement; take corrective actions; to inform 
the competent authority and to cooperate with 
this latter. Users (article 29) “shall use such 
systems in accordance with the instructions of 
use accompanying the systems”, particularly 
as regards the human oversight. Additionally 
they have the obligation to exercise control 
over the input data, to keep the logs which are 
under his control and if needed, to carry out a 
data Protection impact. That distinction 
applied to public authorities might be difficult. 
Traditionally, the public authorities made use 
of public procurement to answer their needs of 
computerization. As regards the conception 
and design of AI systems, it must be feared 
that this delegation will continue and that the 
algorithms ensuring the functioning of the AI 

 
63 “Providers of high-risk AI systems shall:  
(a) ensure that their high-risk AI systems are compliant 
with the requirements set out in Chapter 2 of this Title;  
(b) have a quality management system in place which 
complies with Article 17;  
(c) draw-up the technical documentation of the high-risk 
AI system;  
(d) when under their control, keep the logs automatical-
ly generated by their high-risk AI systems;  
(e) ensure that the high-risk AI system undergoes the 
relevant conformity assessment procedure, prior to its 
placing on the market or putting into service;  
(f) comply with the registration obligations referred to 
in Article 51;  
(g) take the necessary corrective actions, if the high-risk 
AI system is not in conformity with the requirements set 
out in Chapter 2 of this Title; 
(h) inform the national competent authorities of the 
Member States in which they made the AI system avail-
able or put it into service and, where applicable, the no-
tified body of the non-compliance and of any corrective 
actions taken;  
(i) to affix the CE marking to their high-risk AI systems 
to indicate the conformity with this Regulation in ac-
cordance with Article 49;  
(j) upon request of a national competent authority, 
demonstrate the conformity of the high-risk AI system 
with the requirements set out in Chapter 2 of this Title.” 

systems will be developed entirely under the 
control of the private company, which will 
also often define the conditions of testing and 
the way to manage and maintain the system. 
In that frequent situation, we can consider that 
the public authority would be the provider 
simply because they have launched the 
project, defined the objective, will nourish the 
system with the data they are collecting in the 
performance of their public missions and that 
they are using the system under its own name. 
It is quite clear that the question has to be 
answered by using a specific regulation 
defining the respective obligations in different 
hypothesis following the role of the two 
partners: the private company and the public 
authority.  

As said, the obligations of actors under the 
proposals are limited to high-risk systems. 
The White Paper distinguishes different kinds 
of AI systems64: prohibited AI practices (art. 
5), high-risk AI applications (articles 8 and 
ff.), and other ones. Furthermore, the text 
imposes certain transparency obligations to 
certain (high risk or not) AI systems. The aim 
of these distinctions proposed is to adopt a 
strictly proportionate regulatory approach65.  

The article 5 enumerates exhaustively the 
practices belonging to the first category. Most 

 
64 That distinction initially was proposed by the multi-
stakehoders German Data Ethics Kommission created in 
2018. This Kommission published in 2019 a major re-
port on AI systems and ethical aspects (see the report 
available on: https://datenethikkommission.de/wp-
content/uploads/191015_DEK_Gutachten_screen.pdf. 
The Report propose a regulation based on a risk ap-
proach according with the potentiality of individual or 
societal harms: “On this point, the central recommenda-
tion of the commission is to apply different regulations 
to autonomous systems based on a 5-point scale: 
1. Systems with low potential harm such as drink dis-

pensers should not be regulated; 
2. Systems with some potential harm such as dynamic 

pricing in e-commerce should be lightly regulated 
and post-hoc controls should be set up; 

3. Systems with regular or obvious potential harm such 
as personalized pricing should undergo an approval 
procedure associated to regular controls; 

4. Systems with considerable potential harm, such as 
companies that have quasi-monopolies in credit 
scoring, should publish the details of their algo-
rithms, including the factors used in the calculations 
and their weights, the data processed and an expla-
nation of their inner logic. Controls should be possi-
ble via a real-time interface; 

5. Systems with unwarranted potential harm such as 
autonomous weapons should be “fully or partially” 
forbidden.”.  

65 As EDBP/EDPS (Joint opinion 5/2021 on the pro-
posal for a Regulation laying down harmonised rules on 
artificial intelligence, 18 June 2021), welcome this risk-
based approach.  
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of them are concerning public sector 
activities. Therefore, in particular, the 
Proposal prohibits “social scoring” when 
performed “over a certain period of time” or 
‘by public authorities or on their behalf”66. If 
the authors of the proposal had definitively in 
mind the Chinese general social scoring 
system, the absence of definition might lead to 
envisage the prohibition of others more 
specific social scorings for instance as regards 
their accessibility to certain social benefits or 
assistance to educational programs. Remote 
biometric identification of individuals in 
publicly accessible spaces poses a high-risk of 
intrusion into individuals’ private lives, with 
severe effects on the populations’ expectation 
of being anonymous in public spaces. For 
these reasons, the EDPB and the EDPS call 
for a general ban on any use of AI for an 
automated recognition of human features in 
publicly accessible spaces - such as of faces 
but also of fingerprints, DNA, voice, 
keystrokes and other biometric or behavioural 
signals - in any context. A ban is equally 
recommended on AI systems categorizing 
individuals from biometrics into clusters 
according to ethnicity, gender, as well as 
political or sexual orientation, or other 
grounds for discrimination under Article 21 of 
the Charter. Furthermore, the EDPB and the 
EDPS consider that the use of AI to infer 
emotions of a natural person is highly 
undesirable and should be prohibited. 

In that sense, the distinction between high-
risk systems and the other ones is to restrict 
the new regime of regulation and conformity 
assessment only to these high-risk 
applications. According to the White Paper, 

 
66 Article 5 (1) c) forbids “the placing on the market, 
putting into service or use of AI systems by public au-
thorities or on their behalf for the evaluation or classifi-
cation of the trustworthiness of natural persons over a 
certain period of time based on their social behaviour or 
known or predicted personal or personality characteris-
tics, with the social score leading to either or both of the 
following:  
(i) detrimental or unfavourable treatment of certain nat-
ural persons or whole groups thereof in social contexts 
which are unrelated to the contexts in which the data 
was originally generated or collected;  
(ii) detrimental or unfavourable treatment of certain 
natural persons or whole groups thereof that is unjusti-
fied or disproportionate to their social behaviour or its 
gravity”. As EBBP/EDPS underlines it, private compa-
nies, such as social media companies and cloud services 
providers process huge amount of data and use them for 
profiling, including for social scoring. The extension of 
the prohibition to social scoring by private companies 
ought to be enacted.  

high-risk AI applications are those used in a 
sector where “significant risks” can be 
expected. In complement to a very large list of 
other systems regulated by other regulation 
like the 2017 Regulation on medical devices, 
the Annex III lists (subject to revision) eight 
types of high-risk systems67: biometric 
identification systems; critical infrastructure 
management systems; applications in the 
education and training sector; employment 
applications; applications for access to or 
enjoyment of essential public services or 
private services; systems used by law 
enforcement; systems used for migration or 
border control, systems for the administration 
of justice. From the outset, many public sector 
applications are classified as high-risk 
systems. Nevertheless, it would have been 
interesting to enunciate more clearly the scope 
of the risks considered. On that point, we 
consider that not only risks incurred by 
individuals but also collective risks suffered 
by groups of persons and even risks to our 
society (democracy, rule of law68) have to be 
taken into account69.  

 
67 The fact that the list is mixing AI applications follow-
ing different criteria is surprising. Ones are based on the 
nature of data (e.g. biometric data) and others as regards 
the sector concerned (credit sector) or as regards the 
purposes of the processing (e.g ; recruitment of employ-
ees, access to public or private essential services). Using 
such non coherent criteria makes reading and interpret-
ing the text difficult and can be problematic. Thus, a 
traditional expert system (symbolic AI) that translates 
the rules of deliberation into algorithms is a high-risk 
system, while AI systems of farmers based on geomat-
ics for control purposes are not. 
68 On that point, see the excellent article of M. Zalnieri-
ute, L. Burton Crawford and others, From Rule of Law 
to Statute Drafting: Legal Issues for Algorithms in Gov-
ernment Decision-Making, in W. Barfield (ed.), The 
Cambridge Handbook of the Law of Algorithms, Cam-
bridge, Cambridge University Press, 2021, 251-272. Al-
so published in the University of New South Wales Law 
Research Paper, n. 19-30, available on: 
https://ssrn.com/abstract=3380072, or http://dx.doi.org/ 
10.2139/ssrn.33800¬72. 
69 In that sense, see extensively, Y. Poullet and B. Fre-
nay, Profiling and Convention 108+: Report on devel-
opments after the adoption of Recommendation 
(2010)13 on profiling, report of the Consultative Com-
mittee of The Convention for the Protection of Individ-
uals with regard to Automatic Processing of Personal 
Data Convention 108, T PD (2019)07 Final, Strasbourg, 
2020. Available on https://rm.coe.int/t-pd-2019-7final-
en-2757-5764-0706-1-2776-139. More recently, N. 
Smuha, Beyond the individual: Governing AI’s societal 
harm, in Internet Policy Review, special issue Govern-
ing European values inside data flow’s (in press), sug-
gests to distinguish three categories of risks according to 
their very nature. Individual risks: “one or more inter-
ests of an individual is wrongfully thwarted”, tradition-
ally the only risks envisaged by our legislations (e.g. da-

 
  

Artificial Intelligence and Public Services  
 

  
2021 Erdal, Volume 2, Issue 2 145 
 

St
ud

ia
 V

ar
ia

 

As previously said (supra, n° 16) of high-
risk AI systems are subject to multiple duties 
(art. 16). The proposal intends to institute, for 
so-called high-risk systems, a risk 
management system (art. 9) which involves 
monitoring of good practices in terms of 
system evaluation (absence of bias, data 
quality, etc...). Article 10 mentions various 
duties related to data governance, as well as 
the testing and validation of design choices 
and the data taken into account, examination 
of possible biases, etc. We add the obligations 
of documentation (art. 11 and 18), of logging 
(art. 12 and 20) and, above all, of human 
oversight (human oversight). The draft 
mentions the duty of cooperation with the 
competent national authorities including 
providing access to all logs. In particular, 
Article 19 mentions the obligation of a 
preventive assessment of the system’s 
conformity before any placing on the market. 
Other obligations may concern other actors: 
providers of high-risk systems, producers, 
distributors, importers, users using a high-risk 
system in the context of their “professional” 
activities (for example, a public administration 
using a AI system provided by a private 
company) and this according to their precise 
role during the various stages leading from the 

 
ta protection Act does protect only individual harms). 
Collective risks: “one or more interests of a collective or 
group of individuals l is wrongfully thwarted” (e.g. Pro-
filing concerns group of individuals as such and not on-
ly each individual of the group. In that sense, the con-
cept of Group’s Privacy developed by B. van der Sloot). 
Societal risks: “a range of societal interest is wrongfully 
thwarted” (e.g. Cambridge Analytica or disinformation 
as a way to put into question the functioning of our 
democratic institutions – see also the threats linked with 
the functioning of certain AI systems which deeply 
jeopardised as the equilibrium between powers. On this 
need to extend the risks to be taken into account in the 
evaluation of the AI systems’ impacts: “Moreover, the 
societal dimension of AI’s risks that surpasses the im-
pact on individuals, such as the impact on the electoral 
process and the democratic institutions or the legal sys-
tem, is not yet sufficiently considered. While a number 
of national and international mechanisms allow individ-
uals to seek redress before a court when a human right 
is breached in the context of AI, this mechanism is cur-
rently underdeveloped as regards an interference with 
democracy or the rule of law, which concern broader 
societal issues. Their protection necessitates public 
oversight over the responsible design, development and 
use of AI systems whenever such risks exist, by setting 
out clear obligations or requirements to this end” (Ad 
Hoc Committee on Artificial Intelligence (CAHAI) of 
The Council of Europe, Feasibility Study on a legal 
framework for the creation, development and applica-
tion of AI based on Council of Europe standards, Stras-
bourg, 2020. 

design to the operation of the AI system. 
Article 30 obliges member states to create a 
so-called notification authority, "responsible 
for setting up and carrying out the necessary 
procedures for the assessment, designation 
and notification of conformity assessment 
bodies and for their monitoring".  

What must be added is that the text 
subjects certain AI systems to specific 
transparency obligations (article § 52), as well 
as the obligation to inform people interacting 
with an AI system of the presence of a robot 
as an interlocutor (e.g., the chatbots used by 
more and more administrations), of the use of 
systems for recognizing emotions (notably as 
regards the selection of civil agents or when 
questioning by law enforcement of people 
suspected of an offence) or profiling based on 
biometric data (e.g. in case of investigations 
by law enforcement authorities) or for 
manipulating images, sounds or videos 
relating to people (for instance, deepfakes). It 
is quite clear that these obligations might be 
added to the obligations related to high-risk 
systems.  

According to the principle of 
accountability. It is for the controller(s) to 
show that they have complied with the 
obligations stemming from the use of AI 
systems, having due regard to risks associated 
with these operations. The quality of the data 
will need to be checked, therefore, to ensure 
not only that it is accurate and up to date, but 
also that there is no bias in the way it is used 
in a given application. The same caution 
extends to the algorithm(s) used, whether 
developed by the controller themselves or 
elsewhere. The next step will be to document 
the various operations involved in processing 
and keep logs of the decisions made. Clearly, 
all these obligations could be the subject of 
certification by the AI systems supervisory 
body mentioned above or by other bodies 
accredited by it. 

This obligation, on the part of the data 
controller does not mean that the other players 
operating on a commercial basis and offering 
one or more components (datasets, 
algorithms) are absolved of their 
responsibilities. Accordingly, depending on 
the “foreseeable” risks associated with their 
operation, the algorithm provider will 
document the product they are marketing, 
describing the applications for which it is 
designed or, on the contrary, those for which it 
must not or should not be used, and the fact 
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of them are concerning public sector 
activities. Therefore, in particular, the 
Proposal prohibits “social scoring” when 
performed “over a certain period of time” or 
‘by public authorities or on their behalf”66. If 
the authors of the proposal had definitively in 
mind the Chinese general social scoring 
system, the absence of definition might lead to 
envisage the prohibition of others more 
specific social scorings for instance as regards 
their accessibility to certain social benefits or 
assistance to educational programs. Remote 
biometric identification of individuals in 
publicly accessible spaces poses a high-risk of 
intrusion into individuals’ private lives, with 
severe effects on the populations’ expectation 
of being anonymous in public spaces. For 
these reasons, the EDPB and the EDPS call 
for a general ban on any use of AI for an 
automated recognition of human features in 
publicly accessible spaces - such as of faces 
but also of fingerprints, DNA, voice, 
keystrokes and other biometric or behavioural 
signals - in any context. A ban is equally 
recommended on AI systems categorizing 
individuals from biometrics into clusters 
according to ethnicity, gender, as well as 
political or sexual orientation, or other 
grounds for discrimination under Article 21 of 
the Charter. Furthermore, the EDPB and the 
EDPS consider that the use of AI to infer 
emotions of a natural person is highly 
undesirable and should be prohibited. 

In that sense, the distinction between high-
risk systems and the other ones is to restrict 
the new regime of regulation and conformity 
assessment only to these high-risk 
applications. According to the White Paper, 

 
66 Article 5 (1) c) forbids “the placing on the market, 
putting into service or use of AI systems by public au-
thorities or on their behalf for the evaluation or classifi-
cation of the trustworthiness of natural persons over a 
certain period of time based on their social behaviour or 
known or predicted personal or personality characteris-
tics, with the social score leading to either or both of the 
following:  
(i) detrimental or unfavourable treatment of certain nat-
ural persons or whole groups thereof in social contexts 
which are unrelated to the contexts in which the data 
was originally generated or collected;  
(ii) detrimental or unfavourable treatment of certain 
natural persons or whole groups thereof that is unjusti-
fied or disproportionate to their social behaviour or its 
gravity”. As EBBP/EDPS underlines it, private compa-
nies, such as social media companies and cloud services 
providers process huge amount of data and use them for 
profiling, including for social scoring. The extension of 
the prohibition to social scoring by private companies 
ought to be enacted.  

high-risk AI applications are those used in a 
sector where “significant risks” can be 
expected. In complement to a very large list of 
other systems regulated by other regulation 
like the 2017 Regulation on medical devices, 
the Annex III lists (subject to revision) eight 
types of high-risk systems67: biometric 
identification systems; critical infrastructure 
management systems; applications in the 
education and training sector; employment 
applications; applications for access to or 
enjoyment of essential public services or 
private services; systems used by law 
enforcement; systems used for migration or 
border control, systems for the administration 
of justice. From the outset, many public sector 
applications are classified as high-risk 
systems. Nevertheless, it would have been 
interesting to enunciate more clearly the scope 
of the risks considered. On that point, we 
consider that not only risks incurred by 
individuals but also collective risks suffered 
by groups of persons and even risks to our 
society (democracy, rule of law68) have to be 
taken into account69.  

 
67 The fact that the list is mixing AI applications follow-
ing different criteria is surprising. Ones are based on the 
nature of data (e.g. biometric data) and others as regards 
the sector concerned (credit sector) or as regards the 
purposes of the processing (e.g ; recruitment of employ-
ees, access to public or private essential services). Using 
such non coherent criteria makes reading and interpret-
ing the text difficult and can be problematic. Thus, a 
traditional expert system (symbolic AI) that translates 
the rules of deliberation into algorithms is a high-risk 
system, while AI systems of farmers based on geomat-
ics for control purposes are not. 
68 On that point, see the excellent article of M. Zalnieri-
ute, L. Burton Crawford and others, From Rule of Law 
to Statute Drafting: Legal Issues for Algorithms in Gov-
ernment Decision-Making, in W. Barfield (ed.), The 
Cambridge Handbook of the Law of Algorithms, Cam-
bridge, Cambridge University Press, 2021, 251-272. Al-
so published in the University of New South Wales Law 
Research Paper, n. 19-30, available on: 
https://ssrn.com/abstract=3380072, or http://dx.doi.org/ 
10.2139/ssrn.33800¬72. 
69 In that sense, see extensively, Y. Poullet and B. Fre-
nay, Profiling and Convention 108+: Report on devel-
opments after the adoption of Recommendation 
(2010)13 on profiling, report of the Consultative Com-
mittee of The Convention for the Protection of Individ-
uals with regard to Automatic Processing of Personal 
Data Convention 108, T PD (2019)07 Final, Strasbourg, 
2020. Available on https://rm.coe.int/t-pd-2019-7final-
en-2757-5764-0706-1-2776-139. More recently, N. 
Smuha, Beyond the individual: Governing AI’s societal 
harm, in Internet Policy Review, special issue Govern-
ing European values inside data flow’s (in press), sug-
gests to distinguish three categories of risks according to 
their very nature. Individual risks: “one or more inter-
ests of an individual is wrongfully thwarted”, tradition-
ally the only risks envisaged by our legislations (e.g. da-

 
  

Artificial Intelligence and Public Services  
 

  
2021 Erdal, Volume 2, Issue 2 145 
 

St
ud

ia
 V

ar
ia

 

As previously said (supra, n° 16) of high-
risk AI systems are subject to multiple duties 
(art. 16). The proposal intends to institute, for 
so-called high-risk systems, a risk 
management system (art. 9) which involves 
monitoring of good practices in terms of 
system evaluation (absence of bias, data 
quality, etc...). Article 10 mentions various 
duties related to data governance, as well as 
the testing and validation of design choices 
and the data taken into account, examination 
of possible biases, etc. We add the obligations 
of documentation (art. 11 and 18), of logging 
(art. 12 and 20) and, above all, of human 
oversight (human oversight). The draft 
mentions the duty of cooperation with the 
competent national authorities including 
providing access to all logs. In particular, 
Article 19 mentions the obligation of a 
preventive assessment of the system’s 
conformity before any placing on the market. 
Other obligations may concern other actors: 
providers of high-risk systems, producers, 
distributors, importers, users using a high-risk 
system in the context of their “professional” 
activities (for example, a public administration 
using a AI system provided by a private 
company) and this according to their precise 
role during the various stages leading from the 

 
ta protection Act does protect only individual harms). 
Collective risks: “one or more interests of a collective or 
group of individuals l is wrongfully thwarted” (e.g. Pro-
filing concerns group of individuals as such and not on-
ly each individual of the group. In that sense, the con-
cept of Group’s Privacy developed by B. van der Sloot). 
Societal risks: “a range of societal interest is wrongfully 
thwarted” (e.g. Cambridge Analytica or disinformation 
as a way to put into question the functioning of our 
democratic institutions – see also the threats linked with 
the functioning of certain AI systems which deeply 
jeopardised as the equilibrium between powers. On this 
need to extend the risks to be taken into account in the 
evaluation of the AI systems’ impacts: “Moreover, the 
societal dimension of AI’s risks that surpasses the im-
pact on individuals, such as the impact on the electoral 
process and the democratic institutions or the legal sys-
tem, is not yet sufficiently considered. While a number 
of national and international mechanisms allow individ-
uals to seek redress before a court when a human right 
is breached in the context of AI, this mechanism is cur-
rently underdeveloped as regards an interference with 
democracy or the rule of law, which concern broader 
societal issues. Their protection necessitates public 
oversight over the responsible design, development and 
use of AI systems whenever such risks exist, by setting 
out clear obligations or requirements to this end” (Ad 
Hoc Committee on Artificial Intelligence (CAHAI) of 
The Council of Europe, Feasibility Study on a legal 
framework for the creation, development and applica-
tion of AI based on Council of Europe standards, Stras-
bourg, 2020. 

design to the operation of the AI system. 
Article 30 obliges member states to create a 
so-called notification authority, "responsible 
for setting up and carrying out the necessary 
procedures for the assessment, designation 
and notification of conformity assessment 
bodies and for their monitoring".  

What must be added is that the text 
subjects certain AI systems to specific 
transparency obligations (article § 52), as well 
as the obligation to inform people interacting 
with an AI system of the presence of a robot 
as an interlocutor (e.g., the chatbots used by 
more and more administrations), of the use of 
systems for recognizing emotions (notably as 
regards the selection of civil agents or when 
questioning by law enforcement of people 
suspected of an offence) or profiling based on 
biometric data (e.g. in case of investigations 
by law enforcement authorities) or for 
manipulating images, sounds or videos 
relating to people (for instance, deepfakes). It 
is quite clear that these obligations might be 
added to the obligations related to high-risk 
systems.  

According to the principle of 
accountability. It is for the controller(s) to 
show that they have complied with the 
obligations stemming from the use of AI 
systems, having due regard to risks associated 
with these operations. The quality of the data 
will need to be checked, therefore, to ensure 
not only that it is accurate and up to date, but 
also that there is no bias in the way it is used 
in a given application. The same caution 
extends to the algorithm(s) used, whether 
developed by the controller themselves or 
elsewhere. The next step will be to document 
the various operations involved in processing 
and keep logs of the decisions made. Clearly, 
all these obligations could be the subject of 
certification by the AI systems supervisory 
body mentioned above or by other bodies 
accredited by it. 

This obligation, on the part of the data 
controller does not mean that the other players 
operating on a commercial basis and offering 
one or more components (datasets, 
algorithms) are absolved of their 
responsibilities. Accordingly, depending on 
the “foreseeable” risks associated with their 
operation, the algorithm provider will 
document the product they are marketing, 
describing the applications for which it is 
designed or, on the contrary, those for which it 
must not or should not be used, and the fact 
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of them are concerning public sector 
activities. Therefore, in particular, the 
Proposal prohibits “social scoring” when 
performed “over a certain period of time” or 
‘by public authorities or on their behalf”66. If 
the authors of the proposal had definitively in 
mind the Chinese general social scoring 
system, the absence of definition might lead to 
envisage the prohibition of others more 
specific social scorings for instance as regards 
their accessibility to certain social benefits or 
assistance to educational programs. Remote 
biometric identification of individuals in 
publicly accessible spaces poses a high-risk of 
intrusion into individuals’ private lives, with 
severe effects on the populations’ expectation 
of being anonymous in public spaces. For 
these reasons, the EDPB and the EDPS call 
for a general ban on any use of AI for an 
automated recognition of human features in 
publicly accessible spaces - such as of faces 
but also of fingerprints, DNA, voice, 
keystrokes and other biometric or behavioural 
signals - in any context. A ban is equally 
recommended on AI systems categorizing 
individuals from biometrics into clusters 
according to ethnicity, gender, as well as 
political or sexual orientation, or other 
grounds for discrimination under Article 21 of 
the Charter. Furthermore, the EDPB and the 
EDPS consider that the use of AI to infer 
emotions of a natural person is highly 
undesirable and should be prohibited. 

In that sense, the distinction between high-
risk systems and the other ones is to restrict 
the new regime of regulation and conformity 
assessment only to these high-risk 
applications. According to the White Paper, 

 
66 Article 5 (1) c) forbids “the placing on the market, 
putting into service or use of AI systems by public au-
thorities or on their behalf for the evaluation or classifi-
cation of the trustworthiness of natural persons over a 
certain period of time based on their social behaviour or 
known or predicted personal or personality characteris-
tics, with the social score leading to either or both of the 
following:  
(i) detrimental or unfavourable treatment of certain nat-
ural persons or whole groups thereof in social contexts 
which are unrelated to the contexts in which the data 
was originally generated or collected;  
(ii) detrimental or unfavourable treatment of certain 
natural persons or whole groups thereof that is unjusti-
fied or disproportionate to their social behaviour or its 
gravity”. As EBBP/EDPS underlines it, private compa-
nies, such as social media companies and cloud services 
providers process huge amount of data and use them for 
profiling, including for social scoring. The extension of 
the prohibition to social scoring by private companies 
ought to be enacted.  

high-risk AI applications are those used in a 
sector where “significant risks” can be 
expected. In complement to a very large list of 
other systems regulated by other regulation 
like the 2017 Regulation on medical devices, 
the Annex III lists (subject to revision) eight 
types of high-risk systems67: biometric 
identification systems; critical infrastructure 
management systems; applications in the 
education and training sector; employment 
applications; applications for access to or 
enjoyment of essential public services or 
private services; systems used by law 
enforcement; systems used for migration or 
border control, systems for the administration 
of justice. From the outset, many public sector 
applications are classified as high-risk 
systems. Nevertheless, it would have been 
interesting to enunciate more clearly the scope 
of the risks considered. On that point, we 
consider that not only risks incurred by 
individuals but also collective risks suffered 
by groups of persons and even risks to our 
society (democracy, rule of law68) have to be 
taken into account69.  

 
67 The fact that the list is mixing AI applications follow-
ing different criteria is surprising. Ones are based on the 
nature of data (e.g. biometric data) and others as regards 
the sector concerned (credit sector) or as regards the 
purposes of the processing (e.g ; recruitment of employ-
ees, access to public or private essential services). Using 
such non coherent criteria makes reading and interpret-
ing the text difficult and can be problematic. Thus, a 
traditional expert system (symbolic AI) that translates 
the rules of deliberation into algorithms is a high-risk 
system, while AI systems of farmers based on geomat-
ics for control purposes are not. 
68 On that point, see the excellent article of M. Zalnieri-
ute, L. Burton Crawford and others, From Rule of Law 
to Statute Drafting: Legal Issues for Algorithms in Gov-
ernment Decision-Making, in W. Barfield (ed.), The 
Cambridge Handbook of the Law of Algorithms, Cam-
bridge, Cambridge University Press, 2021, 251-272. Al-
so published in the University of New South Wales Law 
Research Paper, n. 19-30, available on: 
https://ssrn.com/abstract=3380072, or http://dx.doi.org/ 
10.2139/ssrn.33800¬72. 
69 In that sense, see extensively, Y. Poullet and B. Fre-
nay, Profiling and Convention 108+: Report on devel-
opments after the adoption of Recommendation 
(2010)13 on profiling, report of the Consultative Com-
mittee of The Convention for the Protection of Individ-
uals with regard to Automatic Processing of Personal 
Data Convention 108, T PD (2019)07 Final, Strasbourg, 
2020. Available on https://rm.coe.int/t-pd-2019-7final-
en-2757-5764-0706-1-2776-139. More recently, N. 
Smuha, Beyond the individual: Governing AI’s societal 
harm, in Internet Policy Review, special issue Govern-
ing European values inside data flow’s (in press), sug-
gests to distinguish three categories of risks according to 
their very nature. Individual risks: “one or more inter-
ests of an individual is wrongfully thwarted”, tradition-
ally the only risks envisaged by our legislations (e.g. da-
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As previously said (supra, n° 16) of high-
risk AI systems are subject to multiple duties 
(art. 16). The proposal intends to institute, for 
so-called high-risk systems, a risk 
management system (art. 9) which involves 
monitoring of good practices in terms of 
system evaluation (absence of bias, data 
quality, etc...). Article 10 mentions various 
duties related to data governance, as well as 
the testing and validation of design choices 
and the data taken into account, examination 
of possible biases, etc. We add the obligations 
of documentation (art. 11 and 18), of logging 
(art. 12 and 20) and, above all, of human 
oversight (human oversight). The draft 
mentions the duty of cooperation with the 
competent national authorities including 
providing access to all logs. In particular, 
Article 19 mentions the obligation of a 
preventive assessment of the system’s 
conformity before any placing on the market. 
Other obligations may concern other actors: 
providers of high-risk systems, producers, 
distributors, importers, users using a high-risk 
system in the context of their “professional” 
activities (for example, a public administration 
using a AI system provided by a private 
company) and this according to their precise 
role during the various stages leading from the 

 
ta protection Act does protect only individual harms). 
Collective risks: “one or more interests of a collective or 
group of individuals l is wrongfully thwarted” (e.g. Pro-
filing concerns group of individuals as such and not on-
ly each individual of the group. In that sense, the con-
cept of Group’s Privacy developed by B. van der Sloot). 
Societal risks: “a range of societal interest is wrongfully 
thwarted” (e.g. Cambridge Analytica or disinformation 
as a way to put into question the functioning of our 
democratic institutions – see also the threats linked with 
the functioning of certain AI systems which deeply 
jeopardised as the equilibrium between powers. On this 
need to extend the risks to be taken into account in the 
evaluation of the AI systems’ impacts: “Moreover, the 
societal dimension of AI’s risks that surpasses the im-
pact on individuals, such as the impact on the electoral 
process and the democratic institutions or the legal sys-
tem, is not yet sufficiently considered. While a number 
of national and international mechanisms allow individ-
uals to seek redress before a court when a human right 
is breached in the context of AI, this mechanism is cur-
rently underdeveloped as regards an interference with 
democracy or the rule of law, which concern broader 
societal issues. Their protection necessitates public 
oversight over the responsible design, development and 
use of AI systems whenever such risks exist, by setting 
out clear obligations or requirements to this end” (Ad 
Hoc Committee on Artificial Intelligence (CAHAI) of 
The Council of Europe, Feasibility Study on a legal 
framework for the creation, development and applica-
tion of AI based on Council of Europe standards, Stras-
bourg, 2020. 

design to the operation of the AI system. 
Article 30 obliges member states to create a 
so-called notification authority, "responsible 
for setting up and carrying out the necessary 
procedures for the assessment, designation 
and notification of conformity assessment 
bodies and for their monitoring".  

What must be added is that the text 
subjects certain AI systems to specific 
transparency obligations (article § 52), as well 
as the obligation to inform people interacting 
with an AI system of the presence of a robot 
as an interlocutor (e.g., the chatbots used by 
more and more administrations), of the use of 
systems for recognizing emotions (notably as 
regards the selection of civil agents or when 
questioning by law enforcement of people 
suspected of an offence) or profiling based on 
biometric data (e.g. in case of investigations 
by law enforcement authorities) or for 
manipulating images, sounds or videos 
relating to people (for instance, deepfakes). It 
is quite clear that these obligations might be 
added to the obligations related to high-risk 
systems.  

According to the principle of 
accountability. It is for the controller(s) to 
show that they have complied with the 
obligations stemming from the use of AI 
systems, having due regard to risks associated 
with these operations. The quality of the data 
will need to be checked, therefore, to ensure 
not only that it is accurate and up to date, but 
also that there is no bias in the way it is used 
in a given application. The same caution 
extends to the algorithm(s) used, whether 
developed by the controller themselves or 
elsewhere. The next step will be to document 
the various operations involved in processing 
and keep logs of the decisions made. Clearly, 
all these obligations could be the subject of 
certification by the AI systems supervisory 
body mentioned above or by other bodies 
accredited by it. 

This obligation, on the part of the data 
controller does not mean that the other players 
operating on a commercial basis and offering 
one or more components (datasets, 
algorithms) are absolved of their 
responsibilities. Accordingly, depending on 
the “foreseeable” risks associated with their 
operation, the algorithm provider will 
document the product they are marketing, 
describing the applications for which it is 
designed or, on the contrary, those for which it 
must not or should not be used, and the fact 
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that it has already been applied or tested, and 
will collaborate during the test period, etc. 
These subcontractors will have the obligation 
to cooperate with the administrations in case 
of malfunctioning of the systems. The public 
procurement launched by public agencies 
must contain different provisions ensuring the 
respect of the multiple provisions envisaged 
by the proposed regulation. 

Let us conclude Chapter 3. All these 
obligations will lead to a profound 
transformation in the procedure followed by 
the public sector and oblige our 
administrations to set up new functions and 
offices. As regards the obligation to proceed 
to a conformity assessment, the setting up of 
independent and multidisciplinary bodies will 
be required. The Proposal gives an important 
place to the notion of human oversight 
(Article 14). The obligation to ensure this 
human oversight and the fact that high-risk AI 
systems have major impact on individuals, 
groups of individuals and even for society, 
impose real human centrality and should 
leverage on highly qualified human oversight. 
A public AI assessment body70 or rather 
several AI assessment bodies will have to 
supervise their conception, development and 
deployment and monitor their functioning. 
These bodies will have to produce reports 
about their activities.  

As far as such systems are based on the 
processing of personal data or process 
personal data to fulfil their task, the obligation 
of human oversight also requires a lawful 
processing implying a human intervention. 
The administration will stipulate the 

 
70 See in UK, the recent setting up of the Data Ethics 
and innovation Authority (www.statisticsau-
thority.gov.uk/about-the-authority/committees/nsdec/dat 
a-ethics). This Authority created within the Ministry for 
Statistics precisely has as aim to assist the other admin-
istrations to evaluate the AI systems of the numerous 
UK administrations: “The UK Statistics Authority aims 
to mobilise the power of data to meet the greater de-
mand from policy makers and users for more timely, 
frequent, accurate and relevant statistics for the public 
good to help Britain make better decisions. This in-
volves making better use of pre-existing administrative, 
real time and big data using innovative methods, to pro-
duce more frequent, timely and accurate statistics for 
the public good accounting for a wide variety of user 
needs. To ensure that this work is completed to the 
highest ethical standards the UK Statistics Authority has 
established a robust ethical governance structure to pro-
vide transparent and timely ethical advice to the Nation-
al Statistician that the access, use and sharing of public 
data for research and statistical purposes is ethical and 
for the public good”. 

organisational procedures necessary to ensure 
that the right to have a human, competent and 
responsible, involved in the final decision is 
respected and that data subjects are genuinely 
able to express their views and, should they do 
so, to have them taken on board71.  

We pinpoint two other points: the first one 
definitively is, as confirmed by numerous 
authors, to impose the publication of the 
algorithms used by the public authorities 
following the obligation of transparency and 
motivation of the public decisions72. The 
second one requires, as the White Paper has 
already stated73, the public participation: “The 
governance structure should guarantee 
maximum stakeholders participation. 
Stakeholders – consumer organisation and 
social partners, businesses, researchers, and 
civil society organisations – should be 
consulted on the implementation and the 
further development of the framework”. Since 
AI systems might have a deep impact on the 
balance of powers between a more and more 
digitalized state and the citizen, a public 
debate notwithstanding the complexity of the 
topics is needed. The creation of Data Ethics 
Commissions in different countries aims to 
facilitate the understanding of that complexity 
and overall to clarify the different options 

 
71 This requirement develops the already existing re-
quests laid down by GDPR article 22, in order to ensure 
that the right not to be subject to a decision based solely 
on automated processing is respected. On that issue, 
about AI systems used for profiling see the drafted Rec-
ommendation on Profiling (article 9.9): “The individual 
decisions or draft decisions taken by public authorities 
and based on automated decision-making should be 
transparent. Individuals and legitimate associations 
should, notwithstanding any technical or legal argu-
ments, have access to the reasoning of the processing or, 
in the case of the use of processing based on machine 
learning, an explanation in plain language of the deci-
sion taken by the model on which the system is based. 
Otherwise, effective legal protection against the deci-
sions would not be guaranteed”. See for the explanation 
of that drafted provision, Y. Poullet and B. Frenay, Pro-
filing and Convention 108+: Report on developments 
after the adoption of Recommendation (2010)13 on pro-
filing, Strasbourg, Council of Europe, 2019, report of 
The Consultative Committee of The Convention for The 
Protection of Individuals with regard to Automatic Pro-
cessing of Personal Data Convention 108, T PD 
(2019)07 Final. Available on https://rm.coe.int/t-pd-
2019-7final-en-2757-5764-0706-1-2776-139. 
72 See notably, the excellent report Litigating Algo-
rithms: Challenging Government Use of Algorithmic 
Decision Systems, in AI Now Institute, 2018, available 
on https://ainowinstitute.org/litigatingalgorithms.pdf. 
See also, the UK report of the Select Committee on 
Communications, Regulating in a digital world, 2nd Re-
port of Session 2017-19, House of Lords, 2019. 
73 See White Paper, 24.  
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available and the respective challenges. It is 
obvious that the respect of these obligations of 
transparency, motivation and public 
participation will increase the citizens’ trust 
and contribute to a living democracy74. 

5. Conclusions 
“Government is potentially the major 

‘client’ and also ‘public champion’ for these 
new data technologies”, asserted ENGIN and 
TRELEAVEN in a very convincing article75. 
We definitively agree. It is effectively quite 
clear that public sector reveals many 
opportunities of using AI for the “public 
good” at the service of citizens, socio-
economic sectors and democracy. Therefore, 
we understand the major role assigned by the 
EU Commission to the public sector for 
achieving its “third way”? Notwithstanding 
that conviction, we would like to underline 
that the possibility of making this wish come 
true requires a profound modification of the 
traditional conception of the public sector. As 
demonstrated in the first chapter, more 
openness is expected from it. This “Open 
Data” policy needs to conceive the public 
sector as a vast platform able to offer new 
information services at the benefit of citizens 
and companies. That implies the abandonment 
of a philosophy and a culture of 
administrations isolated and operating in silos 
but on the contrary working together through 
networks. We add that it would be interesting 
to create at the administrations level even in 

 
74 See in that sense, the recent Belgian draft bill propo-
sed to the Belgian Parliament: “La proposition de loi 
vise à modifier l’article 2 de la loi sur la publicité de 
l’administration, de manière à assurer la transparence 
quant à l’utilisation d’algorithmes en obligeant les ad-
ministrations; à publier en ligne les règles définissant les 
principaux traitements algorithmiques utilisés dans 
l’accomplissement de leurs missions lorsque ceux-ci 
constituent tout ou partie du fondement des décisions 
individuelles; pour tout document administratif à portée 
individuelle, à communiquer à la personne faisant 
l’objet d’une décision individuelle prise en tout ou en 
partie sur le fondement d’un traitement algorithmique, 
les caractéristiques de cet algorithme; à publier 
l’analyse d’impact des outils mis en place par 
l’administration, qui est effectuée en vertu de l’article 
35 du Règlement général sur la protection des données 
(RGPD)” (Proposal for a law amending the law on the 
publicity of the administration in order to introduce 
greater transparency in the use of algorithms by the ad-
ministrations, 2021, DOC 55 1904/001). 
75 British Computer Society, Algorithmic Government: 
Automating Public Services and Supporting Civil Serv-
ants in using Data Science Technologies, in The Com-
puter Journal, 2018, vol. 62, issue 3, 448, 
doi:10.1093/comjnl/bxy082. 

the public sector (broadly defined) level, a 
governance in charge not only of defining 
standardization and metadata but also of 
implementing the requirements of the Open 
data legislations and the Privacy ones. The 
openness of our public sector also means a 
proactive attitude vis-à-vis the private sector. 
As shown, the Open Data directive and the 
future Data Governance Act are pleading for 
an extended cooperation between two sectors 
in a bilateral sense. Public sector must be 
aware of the informational needs but also 
about the informational resources of the 
private sector by setting-up interfaces, able 
not only to identify reciprocal needs but also 
to solve delicate problems notably of privacy 
and intellectual property protection.  

Beyond that, we underline our fear of 
facing a tendency to disempower decision-
makers and to delegate decision-making 
power to AI, which some qualify to reject as 
“technological solutionism”. Upstream, it is 
also important to keep in mind that the 
programming of AI systems is done by human 
agents who therefore make choices, and that, 
moreover, as noted by Paula Boddington, 
philosopher and researcher at Oxford 
University, “it is always a human being who 
has decided to use AI to make decisions”76. 
Beyond that, the proportionality principle 
must be recalled. As expressed by the draft 
text of the UNESCO recommendations on the 
Ethics of Artificial Intelligence (Point 26), “It 
should be recognized that AI technologies do 
not necessarily, per se, ensure human and 
environmental and ecosystem flourishing. 
Furthermore, none of the processes related to 
the AI system life cycle shall exceed what is 
necessary to achieve legitimate aims or 
objectives and should be appropriate in the 
context. The choice to use AI systems and 
which AI method to use should be justified in 

 
76 P. Boddington, Does AI make better decisions than 
humans? Thinking Ethics of AI, Unesco, 2020, available 
on: www.youtube.com/watch?v=2E7l1hdjHsg. See, on 
this matter, Point 36 of the draft text of the UNESCO 
recommendations on the Ethics of Artificial Intelligence 
(SHS/IGM AIETHICS/2021/JUN/3 Rev. 2nd Session of 
the Intergovernmental Meeting, 25 June 2021. The 
Draft likely will be approved at the next UNESCO Gen-
eral Assembly): “It may be the case that sometimes hu-
mans would choose to rely on AI systems for reasons of 
efficacy, but the decision to cede control in limited con-
texts remains that of humans, as humans can resort to 
AI systems in decision-making and acting, but an AI 
system can never replace ultimate human responsibility 
and accountability”. This point translates the famous 
principle of “human oversight” developed supra.  
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that it has already been applied or tested, and 
will collaborate during the test period, etc. 
These subcontractors will have the obligation 
to cooperate with the administrations in case 
of malfunctioning of the systems. The public 
procurement launched by public agencies 
must contain different provisions ensuring the 
respect of the multiple provisions envisaged 
by the proposed regulation. 

Let us conclude Chapter 3. All these 
obligations will lead to a profound 
transformation in the procedure followed by 
the public sector and oblige our 
administrations to set up new functions and 
offices. As regards the obligation to proceed 
to a conformity assessment, the setting up of 
independent and multidisciplinary bodies will 
be required. The Proposal gives an important 
place to the notion of human oversight 
(Article 14). The obligation to ensure this 
human oversight and the fact that high-risk AI 
systems have major impact on individuals, 
groups of individuals and even for society, 
impose real human centrality and should 
leverage on highly qualified human oversight. 
A public AI assessment body70 or rather 
several AI assessment bodies will have to 
supervise their conception, development and 
deployment and monitor their functioning. 
These bodies will have to produce reports 
about their activities.  

As far as such systems are based on the 
processing of personal data or process 
personal data to fulfil their task, the obligation 
of human oversight also requires a lawful 
processing implying a human intervention. 
The administration will stipulate the 

 
70 See in UK, the recent setting up of the Data Ethics 
and innovation Authority (www.statisticsau-
thority.gov.uk/about-the-authority/committees/nsdec/dat 
a-ethics). This Authority created within the Ministry for 
Statistics precisely has as aim to assist the other admin-
istrations to evaluate the AI systems of the numerous 
UK administrations: “The UK Statistics Authority aims 
to mobilise the power of data to meet the greater de-
mand from policy makers and users for more timely, 
frequent, accurate and relevant statistics for the public 
good to help Britain make better decisions. This in-
volves making better use of pre-existing administrative, 
real time and big data using innovative methods, to pro-
duce more frequent, timely and accurate statistics for 
the public good accounting for a wide variety of user 
needs. To ensure that this work is completed to the 
highest ethical standards the UK Statistics Authority has 
established a robust ethical governance structure to pro-
vide transparent and timely ethical advice to the Nation-
al Statistician that the access, use and sharing of public 
data for research and statistical purposes is ethical and 
for the public good”. 

organisational procedures necessary to ensure 
that the right to have a human, competent and 
responsible, involved in the final decision is 
respected and that data subjects are genuinely 
able to express their views and, should they do 
so, to have them taken on board71.  

We pinpoint two other points: the first one 
definitively is, as confirmed by numerous 
authors, to impose the publication of the 
algorithms used by the public authorities 
following the obligation of transparency and 
motivation of the public decisions72. The 
second one requires, as the White Paper has 
already stated73, the public participation: “The 
governance structure should guarantee 
maximum stakeholders participation. 
Stakeholders – consumer organisation and 
social partners, businesses, researchers, and 
civil society organisations – should be 
consulted on the implementation and the 
further development of the framework”. Since 
AI systems might have a deep impact on the 
balance of powers between a more and more 
digitalized state and the citizen, a public 
debate notwithstanding the complexity of the 
topics is needed. The creation of Data Ethics 
Commissions in different countries aims to 
facilitate the understanding of that complexity 
and overall to clarify the different options 

 
71 This requirement develops the already existing re-
quests laid down by GDPR article 22, in order to ensure 
that the right not to be subject to a decision based solely 
on automated processing is respected. On that issue, 
about AI systems used for profiling see the drafted Rec-
ommendation on Profiling (article 9.9): “The individual 
decisions or draft decisions taken by public authorities 
and based on automated decision-making should be 
transparent. Individuals and legitimate associations 
should, notwithstanding any technical or legal argu-
ments, have access to the reasoning of the processing or, 
in the case of the use of processing based on machine 
learning, an explanation in plain language of the deci-
sion taken by the model on which the system is based. 
Otherwise, effective legal protection against the deci-
sions would not be guaranteed”. See for the explanation 
of that drafted provision, Y. Poullet and B. Frenay, Pro-
filing and Convention 108+: Report on developments 
after the adoption of Recommendation (2010)13 on pro-
filing, Strasbourg, Council of Europe, 2019, report of 
The Consultative Committee of The Convention for The 
Protection of Individuals with regard to Automatic Pro-
cessing of Personal Data Convention 108, T PD 
(2019)07 Final. Available on https://rm.coe.int/t-pd-
2019-7final-en-2757-5764-0706-1-2776-139. 
72 See notably, the excellent report Litigating Algo-
rithms: Challenging Government Use of Algorithmic 
Decision Systems, in AI Now Institute, 2018, available 
on https://ainowinstitute.org/litigatingalgorithms.pdf. 
See also, the UK report of the Select Committee on 
Communications, Regulating in a digital world, 2nd Re-
port of Session 2017-19, House of Lords, 2019. 
73 See White Paper, 24.  
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available and the respective challenges. It is 
obvious that the respect of these obligations of 
transparency, motivation and public 
participation will increase the citizens’ trust 
and contribute to a living democracy74. 

5. Conclusions 
“Government is potentially the major 

‘client’ and also ‘public champion’ for these 
new data technologies”, asserted ENGIN and 
TRELEAVEN in a very convincing article75. 
We definitively agree. It is effectively quite 
clear that public sector reveals many 
opportunities of using AI for the “public 
good” at the service of citizens, socio-
economic sectors and democracy. Therefore, 
we understand the major role assigned by the 
EU Commission to the public sector for 
achieving its “third way”? Notwithstanding 
that conviction, we would like to underline 
that the possibility of making this wish come 
true requires a profound modification of the 
traditional conception of the public sector. As 
demonstrated in the first chapter, more 
openness is expected from it. This “Open 
Data” policy needs to conceive the public 
sector as a vast platform able to offer new 
information services at the benefit of citizens 
and companies. That implies the abandonment 
of a philosophy and a culture of 
administrations isolated and operating in silos 
but on the contrary working together through 
networks. We add that it would be interesting 
to create at the administrations level even in 

 
74 See in that sense, the recent Belgian draft bill propo-
sed to the Belgian Parliament: “La proposition de loi 
vise à modifier l’article 2 de la loi sur la publicité de 
l’administration, de manière à assurer la transparence 
quant à l’utilisation d’algorithmes en obligeant les ad-
ministrations; à publier en ligne les règles définissant les 
principaux traitements algorithmiques utilisés dans 
l’accomplissement de leurs missions lorsque ceux-ci 
constituent tout ou partie du fondement des décisions 
individuelles; pour tout document administratif à portée 
individuelle, à communiquer à la personne faisant 
l’objet d’une décision individuelle prise en tout ou en 
partie sur le fondement d’un traitement algorithmique, 
les caractéristiques de cet algorithme; à publier 
l’analyse d’impact des outils mis en place par 
l’administration, qui est effectuée en vertu de l’article 
35 du Règlement général sur la protection des données 
(RGPD)” (Proposal for a law amending the law on the 
publicity of the administration in order to introduce 
greater transparency in the use of algorithms by the ad-
ministrations, 2021, DOC 55 1904/001). 
75 British Computer Society, Algorithmic Government: 
Automating Public Services and Supporting Civil Serv-
ants in using Data Science Technologies, in The Com-
puter Journal, 2018, vol. 62, issue 3, 448, 
doi:10.1093/comjnl/bxy082. 

the public sector (broadly defined) level, a 
governance in charge not only of defining 
standardization and metadata but also of 
implementing the requirements of the Open 
data legislations and the Privacy ones. The 
openness of our public sector also means a 
proactive attitude vis-à-vis the private sector. 
As shown, the Open Data directive and the 
future Data Governance Act are pleading for 
an extended cooperation between two sectors 
in a bilateral sense. Public sector must be 
aware of the informational needs but also 
about the informational resources of the 
private sector by setting-up interfaces, able 
not only to identify reciprocal needs but also 
to solve delicate problems notably of privacy 
and intellectual property protection.  

Beyond that, we underline our fear of 
facing a tendency to disempower decision-
makers and to delegate decision-making 
power to AI, which some qualify to reject as 
“technological solutionism”. Upstream, it is 
also important to keep in mind that the 
programming of AI systems is done by human 
agents who therefore make choices, and that, 
moreover, as noted by Paula Boddington, 
philosopher and researcher at Oxford 
University, “it is always a human being who 
has decided to use AI to make decisions”76. 
Beyond that, the proportionality principle 
must be recalled. As expressed by the draft 
text of the UNESCO recommendations on the 
Ethics of Artificial Intelligence (Point 26), “It 
should be recognized that AI technologies do 
not necessarily, per se, ensure human and 
environmental and ecosystem flourishing. 
Furthermore, none of the processes related to 
the AI system life cycle shall exceed what is 
necessary to achieve legitimate aims or 
objectives and should be appropriate in the 
context. The choice to use AI systems and 
which AI method to use should be justified in 

 
76 P. Boddington, Does AI make better decisions than 
humans? Thinking Ethics of AI, Unesco, 2020, available 
on: www.youtube.com/watch?v=2E7l1hdjHsg. See, on 
this matter, Point 36 of the draft text of the UNESCO 
recommendations on the Ethics of Artificial Intelligence 
(SHS/IGM AIETHICS/2021/JUN/3 Rev. 2nd Session of 
the Intergovernmental Meeting, 25 June 2021. The 
Draft likely will be approved at the next UNESCO Gen-
eral Assembly): “It may be the case that sometimes hu-
mans would choose to rely on AI systems for reasons of 
efficacy, but the decision to cede control in limited con-
texts remains that of humans, as humans can resort to 
AI systems in decision-making and acting, but an AI 
system can never replace ultimate human responsibility 
and accountability”. This point translates the famous 
principle of “human oversight” developed supra.  
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that it has already been applied or tested, and 
will collaborate during the test period, etc. 
These subcontractors will have the obligation 
to cooperate with the administrations in case 
of malfunctioning of the systems. The public 
procurement launched by public agencies 
must contain different provisions ensuring the 
respect of the multiple provisions envisaged 
by the proposed regulation. 

Let us conclude Chapter 3. All these 
obligations will lead to a profound 
transformation in the procedure followed by 
the public sector and oblige our 
administrations to set up new functions and 
offices. As regards the obligation to proceed 
to a conformity assessment, the setting up of 
independent and multidisciplinary bodies will 
be required. The Proposal gives an important 
place to the notion of human oversight 
(Article 14). The obligation to ensure this 
human oversight and the fact that high-risk AI 
systems have major impact on individuals, 
groups of individuals and even for society, 
impose real human centrality and should 
leverage on highly qualified human oversight. 
A public AI assessment body70 or rather 
several AI assessment bodies will have to 
supervise their conception, development and 
deployment and monitor their functioning. 
These bodies will have to produce reports 
about their activities.  

As far as such systems are based on the 
processing of personal data or process 
personal data to fulfil their task, the obligation 
of human oversight also requires a lawful 
processing implying a human intervention. 
The administration will stipulate the 

 
70 See in UK, the recent setting up of the Data Ethics 
and innovation Authority (www.statisticsau-
thority.gov.uk/about-the-authority/committees/nsdec/dat 
a-ethics). This Authority created within the Ministry for 
Statistics precisely has as aim to assist the other admin-
istrations to evaluate the AI systems of the numerous 
UK administrations: “The UK Statistics Authority aims 
to mobilise the power of data to meet the greater de-
mand from policy makers and users for more timely, 
frequent, accurate and relevant statistics for the public 
good to help Britain make better decisions. This in-
volves making better use of pre-existing administrative, 
real time and big data using innovative methods, to pro-
duce more frequent, timely and accurate statistics for 
the public good accounting for a wide variety of user 
needs. To ensure that this work is completed to the 
highest ethical standards the UK Statistics Authority has 
established a robust ethical governance structure to pro-
vide transparent and timely ethical advice to the Nation-
al Statistician that the access, use and sharing of public 
data for research and statistical purposes is ethical and 
for the public good”. 

organisational procedures necessary to ensure 
that the right to have a human, competent and 
responsible, involved in the final decision is 
respected and that data subjects are genuinely 
able to express their views and, should they do 
so, to have them taken on board71.  

We pinpoint two other points: the first one 
definitively is, as confirmed by numerous 
authors, to impose the publication of the 
algorithms used by the public authorities 
following the obligation of transparency and 
motivation of the public decisions72. The 
second one requires, as the White Paper has 
already stated73, the public participation: “The 
governance structure should guarantee 
maximum stakeholders participation. 
Stakeholders – consumer organisation and 
social partners, businesses, researchers, and 
civil society organisations – should be 
consulted on the implementation and the 
further development of the framework”. Since 
AI systems might have a deep impact on the 
balance of powers between a more and more 
digitalized state and the citizen, a public 
debate notwithstanding the complexity of the 
topics is needed. The creation of Data Ethics 
Commissions in different countries aims to 
facilitate the understanding of that complexity 
and overall to clarify the different options 

 
71 This requirement develops the already existing re-
quests laid down by GDPR article 22, in order to ensure 
that the right not to be subject to a decision based solely 
on automated processing is respected. On that issue, 
about AI systems used for profiling see the drafted Rec-
ommendation on Profiling (article 9.9): “The individual 
decisions or draft decisions taken by public authorities 
and based on automated decision-making should be 
transparent. Individuals and legitimate associations 
should, notwithstanding any technical or legal argu-
ments, have access to the reasoning of the processing or, 
in the case of the use of processing based on machine 
learning, an explanation in plain language of the deci-
sion taken by the model on which the system is based. 
Otherwise, effective legal protection against the deci-
sions would not be guaranteed”. See for the explanation 
of that drafted provision, Y. Poullet and B. Frenay, Pro-
filing and Convention 108+: Report on developments 
after the adoption of Recommendation (2010)13 on pro-
filing, Strasbourg, Council of Europe, 2019, report of 
The Consultative Committee of The Convention for The 
Protection of Individuals with regard to Automatic Pro-
cessing of Personal Data Convention 108, T PD 
(2019)07 Final. Available on https://rm.coe.int/t-pd-
2019-7final-en-2757-5764-0706-1-2776-139. 
72 See notably, the excellent report Litigating Algo-
rithms: Challenging Government Use of Algorithmic 
Decision Systems, in AI Now Institute, 2018, available 
on https://ainowinstitute.org/litigatingalgorithms.pdf. 
See also, the UK report of the Select Committee on 
Communications, Regulating in a digital world, 2nd Re-
port of Session 2017-19, House of Lords, 2019. 
73 See White Paper, 24.  
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available and the respective challenges. It is 
obvious that the respect of these obligations of 
transparency, motivation and public 
participation will increase the citizens’ trust 
and contribute to a living democracy74. 

5. Conclusions 
“Government is potentially the major 

‘client’ and also ‘public champion’ for these 
new data technologies”, asserted ENGIN and 
TRELEAVEN in a very convincing article75. 
We definitively agree. It is effectively quite 
clear that public sector reveals many 
opportunities of using AI for the “public 
good” at the service of citizens, socio-
economic sectors and democracy. Therefore, 
we understand the major role assigned by the 
EU Commission to the public sector for 
achieving its “third way”? Notwithstanding 
that conviction, we would like to underline 
that the possibility of making this wish come 
true requires a profound modification of the 
traditional conception of the public sector. As 
demonstrated in the first chapter, more 
openness is expected from it. This “Open 
Data” policy needs to conceive the public 
sector as a vast platform able to offer new 
information services at the benefit of citizens 
and companies. That implies the abandonment 
of a philosophy and a culture of 
administrations isolated and operating in silos 
but on the contrary working together through 
networks. We add that it would be interesting 
to create at the administrations level even in 

 
74 See in that sense, the recent Belgian draft bill propo-
sed to the Belgian Parliament: “La proposition de loi 
vise à modifier l’article 2 de la loi sur la publicité de 
l’administration, de manière à assurer la transparence 
quant à l’utilisation d’algorithmes en obligeant les ad-
ministrations; à publier en ligne les règles définissant les 
principaux traitements algorithmiques utilisés dans 
l’accomplissement de leurs missions lorsque ceux-ci 
constituent tout ou partie du fondement des décisions 
individuelles; pour tout document administratif à portée 
individuelle, à communiquer à la personne faisant 
l’objet d’une décision individuelle prise en tout ou en 
partie sur le fondement d’un traitement algorithmique, 
les caractéristiques de cet algorithme; à publier 
l’analyse d’impact des outils mis en place par 
l’administration, qui est effectuée en vertu de l’article 
35 du Règlement général sur la protection des données 
(RGPD)” (Proposal for a law amending the law on the 
publicity of the administration in order to introduce 
greater transparency in the use of algorithms by the ad-
ministrations, 2021, DOC 55 1904/001). 
75 British Computer Society, Algorithmic Government: 
Automating Public Services and Supporting Civil Serv-
ants in using Data Science Technologies, in The Com-
puter Journal, 2018, vol. 62, issue 3, 448, 
doi:10.1093/comjnl/bxy082. 

the public sector (broadly defined) level, a 
governance in charge not only of defining 
standardization and metadata but also of 
implementing the requirements of the Open 
data legislations and the Privacy ones. The 
openness of our public sector also means a 
proactive attitude vis-à-vis the private sector. 
As shown, the Open Data directive and the 
future Data Governance Act are pleading for 
an extended cooperation between two sectors 
in a bilateral sense. Public sector must be 
aware of the informational needs but also 
about the informational resources of the 
private sector by setting-up interfaces, able 
not only to identify reciprocal needs but also 
to solve delicate problems notably of privacy 
and intellectual property protection.  

Beyond that, we underline our fear of 
facing a tendency to disempower decision-
makers and to delegate decision-making 
power to AI, which some qualify to reject as 
“technological solutionism”. Upstream, it is 
also important to keep in mind that the 
programming of AI systems is done by human 
agents who therefore make choices, and that, 
moreover, as noted by Paula Boddington, 
philosopher and researcher at Oxford 
University, “it is always a human being who 
has decided to use AI to make decisions”76. 
Beyond that, the proportionality principle 
must be recalled. As expressed by the draft 
text of the UNESCO recommendations on the 
Ethics of Artificial Intelligence (Point 26), “It 
should be recognized that AI technologies do 
not necessarily, per se, ensure human and 
environmental and ecosystem flourishing. 
Furthermore, none of the processes related to 
the AI system life cycle shall exceed what is 
necessary to achieve legitimate aims or 
objectives and should be appropriate in the 
context. The choice to use AI systems and 
which AI method to use should be justified in 

 
76 P. Boddington, Does AI make better decisions than 
humans? Thinking Ethics of AI, Unesco, 2020, available 
on: www.youtube.com/watch?v=2E7l1hdjHsg. See, on 
this matter, Point 36 of the draft text of the UNESCO 
recommendations on the Ethics of Artificial Intelligence 
(SHS/IGM AIETHICS/2021/JUN/3 Rev. 2nd Session of 
the Intergovernmental Meeting, 25 June 2021. The 
Draft likely will be approved at the next UNESCO Gen-
eral Assembly): “It may be the case that sometimes hu-
mans would choose to rely on AI systems for reasons of 
efficacy, but the decision to cede control in limited con-
texts remains that of humans, as humans can resort to 
AI systems in decision-making and acting, but an AI 
system can never replace ultimate human responsibility 
and accountability”. This point translates the famous 
principle of “human oversight” developed supra.  
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the following ways. The AI method chosen 
should be appropriate and proportional to 
achieve a given legitimate aim…” 
Transparency of the decisions when setting up 
AI systems applications is fundamental. 
Multidisciplinary and multistakeholder 
evaluation and public participation are other 
prerequisites in order to gain the confidence of 
citizens. “Excellence and trust” are at this 
price as well understood by the EU 
Commission.  

Definitively, we must build up Public AI 
applications for the public good. The assertion 
is easy, its achievement is far more 
complicated 
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1. Introduction. Sciences are advancing at a 
crazy rate nowadays 
Advances in medicine, neuroscience and 

biochemistry, alongside the development of 
artificial intelligence (AI) and computing, will 
enable us to have precise knowledge of the 
human brain and open the door to controlling 
it.1 The speed of these scientific advances is 
increasingly affecting our lives. 

Psychologists, magicians, politicians and 
advertisers know that the human mind is easy 
to manipulate, and they apply their knowledge 
to guide our will. Without needing to use 
invasive technologies, we also know that the 
human brain is undergoing important changes 
simply due to the use of technologies2. 

However, neurotechnologies represent a 
qualitative leap and a previously unknown 
ethical and legal challenge because they hold 
the key to intervening directly in our brains 
and controlling our thoughts. In 2014, a 
scientific team financed by the company 
Starlab managed to transmit a thought to 
another person located over 7,000 kilometres 
away. The scientist and futurist Ray Kurzweil 
even dares to set a date—2029—by when we 
will be able to incorporate AI into our bodies, 
in such a way that machine intelligence will 

 
* Article submitted to double-blind peer review. 
This work has been developed within the research 
project S22_20R Grupo Consolidado ADESTER 
financed by the Autonomous Community of Aragón 
(Spain). It is also an adaptation of the conference paper 
presented at WbinCICAC. Què son els neurodrets?, 
Consell d’Advocats de Catalunya, 16 September 2021, 
on www.cicac.cat. 
1 Not just of the brain: AI is the basis of gene editing, 
which makes it possible to alter the DNA sequence. 
CRISPR technology develops treatments to address 
degenerative diseases and slow down ageing, see on 
www.agenciasinc.es. 
2 See L. Macknik Stephen and S. Martínez-Conde: Los 
engaños de la mente, Barcelona, Destino, 2010; D. 
Bueno i Torrens, Cerebroflexia. El arte de construir el 
cerebro, Barcelona, Plataforma Editorial, 2016. 

converge with human’s.3 
In this article, I will focus on the legal 

relevance of neurotechnologies, which could 
be defined in a very broad sense as the set of 
methods and instruments allowing a direct 
connection of technical devices with the brain 
and the nervous system, independently of 
whether they are invasive or non-invasive 
brain stimulation techniques.4 
Neurotechnology is an interdisciplinary 
concept combining AI, information 
technology and neuroscience. Brain research 
has already made it possible to measure, 
record, alter and manipulate brain activity. 
This is known as neuromodulation or 
alteration of brain activity by introducing 
stimulation5. 

In particular, it is necessary to start a new 
debate concerning the regulation of neuro-
rights, in order to clarify whether it is better to 
regulate or not to regulate this issue. 

Neurotechnologies improve the clinical 
diagnosis capacity and enable treatments to be 
tailored to patients. Brain stimulation using 
electrodes has been used for decades to study 
and treat certain diseases. No one is still 
surprised about magnetic resonance to capture 
brain images or cochlear implants, based on 
electrical impulses that reach the brain, for 

 
3 R. Kurzweil, How to Create a Mind. The Secret of 
Human Thought Revealed, New York, NY, Wiking, 
2012. 
4 These devices come under the umbrella of cyber-
physical systems (CPS) applied to the human body. CPS 
are mechanisms controlled by algorithms and AI so that 
the physical and software components are linked. From 
medical monitoring to robotic monitoring and including 
nanotechnology or robotic surgery, their development 
marks a before and after in the control of human brain 
processes. 
5 T. Ausín, R. Morte, and A. Monasterio, 
Neuroderechos: derechos humanos para las 
neurotecnologías, in Diario La Ley, vol. 43, 2020; F.H. 
Llano Alonso and J. Garrido Martín (eds.), Inteligencia 
artificial y derecho. El jurista ante los retos de la era 
digital, Cizur Menor, Aranzadi, 2021. 



 
  
YYvveess  PPoouulllleett 
 

 
148  2021 Erdal, Volume 2, Issue 2 
 

St
ud

ia
 V

ar
ia

 

the following ways. The AI method chosen 
should be appropriate and proportional to 
achieve a given legitimate aim…” 
Transparency of the decisions when setting up 
AI systems applications is fundamental. 
Multidisciplinary and multistakeholder 
evaluation and public participation are other 
prerequisites in order to gain the confidence of 
citizens. “Excellence and trust” are at this 
price as well understood by the EU 
Commission.  

Definitively, we must build up Public AI 
applications for the public good. The assertion 
is easy, its achievement is far more 
complicated 
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deaf people. There are numerous techniques 
enabling direct intervention on the brain: deep 
stimulation (brain pacemaker), radioisotope 
therapy, transcranial magnetic stimulation, 
electroconvulsive therapy and others, which 
are used clinically to treat afflictions6. 

Modern advances in neurotechnologies 
enable us to manipulate brain activity for 
various purposes. In 2014 an experiment 
conducted by scientists from the University of 
Pittsburgh enabled a young quadriplegic to 
touch or grasp an object through an implant in 
his brain connected to a robotic arm. With 
brain–machine interfaces (microtransmitters) 
brain processes can be observed and directed 
to treat patients that have suffered a stroke or 
neurological diseases such as Alzheimer’s, 
Parkinson’s, mental disorders and addictions. 
Devices are being tested for deep brain 
stimulation (DBS) to treat multiple diseases, 
and brain–computer interfaces that record 
brain activity and transfer it to control 
prosthetics or peripheral robotic systems.7 

Their field of action is not limited to 
therapeutics and people suffering a pathology 
as they can stimulate and potentiate the 
intellectual capacities of healthy people as a 
result of ‘cognitive improvement’ or 
neurocognition.8 Warwick throws down the 
gauntlet: ‘If you could improve by implanting 
a chip in your brain to expand your nervous 
system through the Internet, ‘update yourself’ 
and partially become a machine, would 

 
6 N.A. Vincent, Neurolaw and direct brain intervention, 
in Criminal Law and Philosophy vol. 8-1, 2014, 43; R. 
Yuste, Las nuevas neurotecnologías y su impacto en la 
ciencia, medicina y sociedad, Lecciones Cajal 1, 
Prensas de la Universidad de Zaragoza, 2019. 
7 For these and other examples, see Los retos de la 
neurotecnología en tiempos de inteligencia artificial, in 
National Geographic, 2020, on www.nationalgeo 
graphic.com.es, and Los secretos del cerebro, in 
Uciencia, vol. 9, 2012, on www.umadivulga.uma.es. 
8 Technological companies (among others: 
www.starlab.es/team, www.bitbrain.com/es, https://neur 
alink.com, and https://visionintegral.org) develop brain–
machine interfaces to connect humans directly with 
technology. These include from biosensors to monitor 
physiological and movement variables to devices 
capable of analysing our visual response to certain 
stimuli, monitoring our brain activity during activities or 
measuring consciousness. The applications of these 
technologies extend beyond care, and they cover fields 
such as paediatrics (child neurodevelopment), 
pedagogy, psychology or simply data processing. 
The legal implications of what is known as 
transhumanist development is in J.L. Domínguez 
Álvarez, Inteligencia artificial, derecho administrativo 
y protección de datos personales. Entre la dignidad de 
la persona y la eficacia administrativa, in Ius et Scientia 
vol. 7-1, 2021, 309. 

you?’.9 
Neurotechnological advances promise 

wellbeing for humanity, but, above all, we 
should evaluate their legal, ethical and moral 
risks. Not only do they threaten people’s 
privacy and security, they also bring into play 
the very definition of what a person is.10 

So far, we humans do not feel that our 
brain or our free will are actually threatened; 
we view it all as something almost akin to 
science fiction. However, independently of the 
rate at which neurotechnology is advancing, it 
must not take us by surprise and the law must 
be prepared to face these challenges.  

2. The law is lagging behind reality 
The law is always—as it should be—a step 

behind reality; nevertheless, as mentioned 
above, the crosscutting impact of 
neurotechnologies cannot leave it unaltered. 
However, when the law hastens to regulate 
technological advances (for example AI, 
drones, nanotechnology and biotechnology), it 
runs the risk of falling short. The legal 
framework is overwhelmed by technology and 
does not know how to cope with the new 
challenges. In unknown situations, the law 
usually takes refuge in pure formalities. 

Many technological innovations jeopardise 
democracy and the role of states: metadata, 
digital identity, interconnectivity, cyber 
security, machine learning, process and 
decision automation, and so on. The COVID-
19 pandemic has made them even more 
present.11 

 
9 K. Warwick, El futuro de la inteligencia artificial y la 
cibernética, in Hay futuro: visiones para un mundo 
mejor, 2012, on www.bbvaopenmind.com. 
10 Vv.Aa., Traducir el pensamiento en acción: 
interfaces cerebro-máquina y el problema ético de la 
agencia, in Revista Bioética y Derecho vol. 46, 2019, 
29; A. Cortina, La indeclinable libertad de los 
ciudadanos. Neuroética y neuropolítica, in J. De la 
Torre (ed.), Neurociencia, neuroética y bioética, 
Madrid, Comillas, 2014; A. García and J.C. Abellán, 
Derechos humanos, libre albedrío y neuroética. Retos 
biojurídicos de las neurotecnologías emergentes, in 
Medicina y Ética, n. 3, 2019, 1031–1067. 
11 On the legal implications of digitalisation and AI in 
fundamental rights, see S. De la Sierra, Digitalización y 
derechos fundamentales, presented at Simposio sobre 
Digitalización y Derechos Fundamentales. Parte II. 
Tutela judicial efectiva en la era digital, 2021, on 
www.ibericonnect.blog; D. Canals, El proceso 
normativo ante el avance tecnológico y la 
transformación digital (inteligencia artificial, redes 
sociales y datos masivos), in Revista General de 
Derecho Administrativo, vol. 50, 2019. One of the most 
interesting debates is the legal nature of algorithms that 
will end up replacing traditional laws (see A. Boix, 
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The unstoppable advance of neuroscience 
and neurotechnologies also leads us to rethink 
our own subjectivity as human beings, a 
debate that needs to address legal, ethical and 
moral issues. 

And this is where we come across the 
construction of neuro-rights, which this article 
concerns. The aim is to prevent information 
on our brain from being used for purposes 
other than general interest. To prevent abuse 
and interference by these scientific advances 
we must know which tools the legislator and 
other authorities can draw on. 

There are many questions that need 
answering. Do human rights protect against 
the risk of neurotechnology? Do new rights 
need to be created? Who should recognise 
them? Should constitutional reforms be 
fostered?  

3. Freedom of research in neurotechnologies 
Commentators have highlighted how 

contradictory it is that the same scientists 
studying ways to control our brain—captained 
by Rafael Yuste from the NeuroRights 
Foundation, perhaps the best-known voice—
are also supporters of neuro-rights being 
recognised in the Universal Declaration of 
Human Rights. It seems they are shooting 
themselves in the foot because the law can, 
inevitably, throttle the development of 
neurotechnology. 

Nevertheless, the fact that neuroscientists 
are concerned about protecting citizens from 
these abuses can only indicate one thing: the 
risk is real and not potential. They must be 
acutely aware of the ethical implications of 
their advances and how humans can change 
when absolute control of our brains is 
achieved. 

The law cannot stifle neuroscience, but 
basic human rights come above any other 
interest. 

Should we limit the development of 
neurotechnologies? We cannot prohibit the 
research, innovation and development of 
neurotechnology, but we can limit it: finding 
that balance is extremely complicated. 
Freedom of research in neuroscience would be 
limited by regulation, as is general research in 
bioethical matters.12 Scientific advances and 

 
Algorithms as Regulations, in European Review of 
Digital Administration & Law - Erdal, vol. 1, Issue 1-2, 
2020, 75, doi: 10.4399/97888255389608). 
12 F. Rivas, Límites éticos y jurídicos de la investigación 
biomédica, in Revista de Derecho UNED, vol. 18, 2016, 

the procedures and tools used to attain them 
generate significant ethical and legal 
uncertainties that must be properly regulated 
with the balance and prudence required by a 
matter so complex that it directly affects 
human identity. 

The Convention for the Protection of 
Human Rights and Dignity of the Human 
Being with regard to the Application of 
Biology and Medicine (Oviedo Convention) 
was signed in 1997 in Oviedo (Spain). It is the 
main international legally binding instrument 
on the protection of human rights in the fiel of 
biomedicine. 

It is a framework Convention aiming at 
protecting the dignity and identity of all 
human beings and guarantee everyone, 
without discrimination, respect for their 
integrity and other rights and fundamental 
freedoms with regard to the application of 
biology and medicine. It establishes 
fundamental principles applicable to daily 
medical practice and is regarded as such at the 
European treaty on patient’s rights. It also 
deals specifically with biomedical research, 
genetics and transplantation of organ and 
tissues. 

A future regulation of the freedom of 
research in this area should consider whether 
establishing some prohibitions is appropriate, 
such as those in the field of human embryos. 
If we apply the thesis defended by Cotino 
Hueso, we could extend the principle of 
technological precaution to reject 
neurotechnologies whose implementation 
involves a risk of irreversible damage or that 
are not transparent to control.13 

I would like to underscore the importance 
of research ethics committees (RECs), since 
any biomedical research project—
neuroscientific ones included, obviously—are 
subject to the evaluation of RECs. The 
evaluation extends to whether the main 
researcher and the research team are qualified 
as well as the viability of the project. But, 
above all, RECs consider the methodological, 
ethical and legal aspects of the research 
project’ and the ‘balance of risks and 

 
293. 
13 L. Cotino Hueso, La necesaria actualización de los 
derechos fundamentales como derechos digitales ante el 
desarrollo de internet y las nuevas tecnologías, in E. 
González, R. Rubio and B. Pendás (eds.), España 
constitucional (1978-2018): trayectorias y perspectivas, 
vol. 3, Madrid, Centro de Estudios Políticos y 
Constitucionales, 2018, 2347. 
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behind reality; nevertheless, as mentioned 
above, the crosscutting impact of 
neurotechnologies cannot leave it unaltered. 
However, when the law hastens to regulate 
technological advances (for example AI, 
drones, nanotechnology and biotechnology), it 
runs the risk of falling short. The legal 
framework is overwhelmed by technology and 
does not know how to cope with the new 
challenges. In unknown situations, the law 
usually takes refuge in pure formalities. 

Many technological innovations jeopardise 
democracy and the role of states: metadata, 
digital identity, interconnectivity, cyber 
security, machine learning, process and 
decision automation, and so on. The COVID-
19 pandemic has made them even more 
present.11 

 
9 K. Warwick, El futuro de la inteligencia artificial y la 
cibernética, in Hay futuro: visiones para un mundo 
mejor, 2012, on www.bbvaopenmind.com. 
10 Vv.Aa., Traducir el pensamiento en acción: 
interfaces cerebro-máquina y el problema ético de la 
agencia, in Revista Bioética y Derecho vol. 46, 2019, 
29; A. Cortina, La indeclinable libertad de los 
ciudadanos. Neuroética y neuropolítica, in J. De la 
Torre (ed.), Neurociencia, neuroética y bioética, 
Madrid, Comillas, 2014; A. García and J.C. Abellán, 
Derechos humanos, libre albedrío y neuroética. Retos 
biojurídicos de las neurotecnologías emergentes, in 
Medicina y Ética, n. 3, 2019, 1031–1067. 
11 On the legal implications of digitalisation and AI in 
fundamental rights, see S. De la Sierra, Digitalización y 
derechos fundamentales, presented at Simposio sobre 
Digitalización y Derechos Fundamentales. Parte II. 
Tutela judicial efectiva en la era digital, 2021, on 
www.ibericonnect.blog; D. Canals, El proceso 
normativo ante el avance tecnológico y la 
transformación digital (inteligencia artificial, redes 
sociales y datos masivos), in Revista General de 
Derecho Administrativo, vol. 50, 2019. One of the most 
interesting debates is the legal nature of algorithms that 
will end up replacing traditional laws (see A. Boix, 
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The unstoppable advance of neuroscience 
and neurotechnologies also leads us to rethink 
our own subjectivity as human beings, a 
debate that needs to address legal, ethical and 
moral issues. 

And this is where we come across the 
construction of neuro-rights, which this article 
concerns. The aim is to prevent information 
on our brain from being used for purposes 
other than general interest. To prevent abuse 
and interference by these scientific advances 
we must know which tools the legislator and 
other authorities can draw on. 

There are many questions that need 
answering. Do human rights protect against 
the risk of neurotechnology? Do new rights 
need to be created? Who should recognise 
them? Should constitutional reforms be 
fostered?  

3. Freedom of research in neurotechnologies 
Commentators have highlighted how 

contradictory it is that the same scientists 
studying ways to control our brain—captained 
by Rafael Yuste from the NeuroRights 
Foundation, perhaps the best-known voice—
are also supporters of neuro-rights being 
recognised in the Universal Declaration of 
Human Rights. It seems they are shooting 
themselves in the foot because the law can, 
inevitably, throttle the development of 
neurotechnology. 

Nevertheless, the fact that neuroscientists 
are concerned about protecting citizens from 
these abuses can only indicate one thing: the 
risk is real and not potential. They must be 
acutely aware of the ethical implications of 
their advances and how humans can change 
when absolute control of our brains is 
achieved. 

The law cannot stifle neuroscience, but 
basic human rights come above any other 
interest. 

Should we limit the development of 
neurotechnologies? We cannot prohibit the 
research, innovation and development of 
neurotechnology, but we can limit it: finding 
that balance is extremely complicated. 
Freedom of research in neuroscience would be 
limited by regulation, as is general research in 
bioethical matters.12 Scientific advances and 

 
Algorithms as Regulations, in European Review of 
Digital Administration & Law - Erdal, vol. 1, Issue 1-2, 
2020, 75, doi: 10.4399/97888255389608). 
12 F. Rivas, Límites éticos y jurídicos de la investigación 
biomédica, in Revista de Derecho UNED, vol. 18, 2016, 

the procedures and tools used to attain them 
generate significant ethical and legal 
uncertainties that must be properly regulated 
with the balance and prudence required by a 
matter so complex that it directly affects 
human identity. 

The Convention for the Protection of 
Human Rights and Dignity of the Human 
Being with regard to the Application of 
Biology and Medicine (Oviedo Convention) 
was signed in 1997 in Oviedo (Spain). It is the 
main international legally binding instrument 
on the protection of human rights in the fiel of 
biomedicine. 

It is a framework Convention aiming at 
protecting the dignity and identity of all 
human beings and guarantee everyone, 
without discrimination, respect for their 
integrity and other rights and fundamental 
freedoms with regard to the application of 
biology and medicine. It establishes 
fundamental principles applicable to daily 
medical practice and is regarded as such at the 
European treaty on patient’s rights. It also 
deals specifically with biomedical research, 
genetics and transplantation of organ and 
tissues. 

A future regulation of the freedom of 
research in this area should consider whether 
establishing some prohibitions is appropriate, 
such as those in the field of human embryos. 
If we apply the thesis defended by Cotino 
Hueso, we could extend the principle of 
technological precaution to reject 
neurotechnologies whose implementation 
involves a risk of irreversible damage or that 
are not transparent to control.13 

I would like to underscore the importance 
of research ethics committees (RECs), since 
any biomedical research project—
neuroscientific ones included, obviously—are 
subject to the evaluation of RECs. The 
evaluation extends to whether the main 
researcher and the research team are qualified 
as well as the viability of the project. But, 
above all, RECs consider the methodological, 
ethical and legal aspects of the research 
project’ and the ‘balance of risks and 

 
293. 
13 L. Cotino Hueso, La necesaria actualización de los 
derechos fundamentales como derechos digitales ante el 
desarrollo de internet y las nuevas tecnologías, in E. 
González, R. Rubio and B. Pendás (eds.), España 
constitucional (1978-2018): trayectorias y perspectivas, 
vol. 3, Madrid, Centro de Estudios Políticos y 
Constitucionales, 2018, 2347. 

 
  
EElliissaa  MMoorreeuu  CCaarrbboonneellll 
 

 
150  2021 Erdal, Volume 2, Issue 2 
 

St
ud

ia
 V

ar
ia

 

deaf people. There are numerous techniques 
enabling direct intervention on the brain: deep 
stimulation (brain pacemaker), radioisotope 
therapy, transcranial magnetic stimulation, 
electroconvulsive therapy and others, which 
are used clinically to treat afflictions6. 

Modern advances in neurotechnologies 
enable us to manipulate brain activity for 
various purposes. In 2014 an experiment 
conducted by scientists from the University of 
Pittsburgh enabled a young quadriplegic to 
touch or grasp an object through an implant in 
his brain connected to a robotic arm. With 
brain–machine interfaces (microtransmitters) 
brain processes can be observed and directed 
to treat patients that have suffered a stroke or 
neurological diseases such as Alzheimer’s, 
Parkinson’s, mental disorders and addictions. 
Devices are being tested for deep brain 
stimulation (DBS) to treat multiple diseases, 
and brain–computer interfaces that record 
brain activity and transfer it to control 
prosthetics or peripheral robotic systems.7 

Their field of action is not limited to 
therapeutics and people suffering a pathology 
as they can stimulate and potentiate the 
intellectual capacities of healthy people as a 
result of ‘cognitive improvement’ or 
neurocognition.8 Warwick throws down the 
gauntlet: ‘If you could improve by implanting 
a chip in your brain to expand your nervous 
system through the Internet, ‘update yourself’ 
and partially become a machine, would 

 
6 N.A. Vincent, Neurolaw and direct brain intervention, 
in Criminal Law and Philosophy vol. 8-1, 2014, 43; R. 
Yuste, Las nuevas neurotecnologías y su impacto en la 
ciencia, medicina y sociedad, Lecciones Cajal 1, 
Prensas de la Universidad de Zaragoza, 2019. 
7 For these and other examples, see Los retos de la 
neurotecnología en tiempos de inteligencia artificial, in 
National Geographic, 2020, on www.nationalgeo 
graphic.com.es, and Los secretos del cerebro, in 
Uciencia, vol. 9, 2012, on www.umadivulga.uma.es. 
8 Technological companies (among others: 
www.starlab.es/team, www.bitbrain.com/es, https://neur 
alink.com, and https://visionintegral.org) develop brain–
machine interfaces to connect humans directly with 
technology. These include from biosensors to monitor 
physiological and movement variables to devices 
capable of analysing our visual response to certain 
stimuli, monitoring our brain activity during activities or 
measuring consciousness. The applications of these 
technologies extend beyond care, and they cover fields 
such as paediatrics (child neurodevelopment), 
pedagogy, psychology or simply data processing. 
The legal implications of what is known as 
transhumanist development is in J.L. Domínguez 
Álvarez, Inteligencia artificial, derecho administrativo 
y protección de datos personales. Entre la dignidad de 
la persona y la eficacia administrativa, in Ius et Scientia 
vol. 7-1, 2021, 309. 

you?’.9 
Neurotechnological advances promise 

wellbeing for humanity, but, above all, we 
should evaluate their legal, ethical and moral 
risks. Not only do they threaten people’s 
privacy and security, they also bring into play 
the very definition of what a person is.10 

So far, we humans do not feel that our 
brain or our free will are actually threatened; 
we view it all as something almost akin to 
science fiction. However, independently of the 
rate at which neurotechnology is advancing, it 
must not take us by surprise and the law must 
be prepared to face these challenges.  

2. The law is lagging behind reality 
The law is always—as it should be—a step 

behind reality; nevertheless, as mentioned 
above, the crosscutting impact of 
neurotechnologies cannot leave it unaltered. 
However, when the law hastens to regulate 
technological advances (for example AI, 
drones, nanotechnology and biotechnology), it 
runs the risk of falling short. The legal 
framework is overwhelmed by technology and 
does not know how to cope with the new 
challenges. In unknown situations, the law 
usually takes refuge in pure formalities. 

Many technological innovations jeopardise 
democracy and the role of states: metadata, 
digital identity, interconnectivity, cyber 
security, machine learning, process and 
decision automation, and so on. The COVID-
19 pandemic has made them even more 
present.11 

 
9 K. Warwick, El futuro de la inteligencia artificial y la 
cibernética, in Hay futuro: visiones para un mundo 
mejor, 2012, on www.bbvaopenmind.com. 
10 Vv.Aa., Traducir el pensamiento en acción: 
interfaces cerebro-máquina y el problema ético de la 
agencia, in Revista Bioética y Derecho vol. 46, 2019, 
29; A. Cortina, La indeclinable libertad de los 
ciudadanos. Neuroética y neuropolítica, in J. De la 
Torre (ed.), Neurociencia, neuroética y bioética, 
Madrid, Comillas, 2014; A. García and J.C. Abellán, 
Derechos humanos, libre albedrío y neuroética. Retos 
biojurídicos de las neurotecnologías emergentes, in 
Medicina y Ética, n. 3, 2019, 1031–1067. 
11 On the legal implications of digitalisation and AI in 
fundamental rights, see S. De la Sierra, Digitalización y 
derechos fundamentales, presented at Simposio sobre 
Digitalización y Derechos Fundamentales. Parte II. 
Tutela judicial efectiva en la era digital, 2021, on 
www.ibericonnect.blog; D. Canals, El proceso 
normativo ante el avance tecnológico y la 
transformación digital (inteligencia artificial, redes 
sociales y datos masivos), in Revista General de 
Derecho Administrativo, vol. 50, 2019. One of the most 
interesting debates is the legal nature of algorithms that 
will end up replacing traditional laws (see A. Boix, 
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The unstoppable advance of neuroscience 
and neurotechnologies also leads us to rethink 
our own subjectivity as human beings, a 
debate that needs to address legal, ethical and 
moral issues. 

And this is where we come across the 
construction of neuro-rights, which this article 
concerns. The aim is to prevent information 
on our brain from being used for purposes 
other than general interest. To prevent abuse 
and interference by these scientific advances 
we must know which tools the legislator and 
other authorities can draw on. 

There are many questions that need 
answering. Do human rights protect against 
the risk of neurotechnology? Do new rights 
need to be created? Who should recognise 
them? Should constitutional reforms be 
fostered?  

3. Freedom of research in neurotechnologies 
Commentators have highlighted how 

contradictory it is that the same scientists 
studying ways to control our brain—captained 
by Rafael Yuste from the NeuroRights 
Foundation, perhaps the best-known voice—
are also supporters of neuro-rights being 
recognised in the Universal Declaration of 
Human Rights. It seems they are shooting 
themselves in the foot because the law can, 
inevitably, throttle the development of 
neurotechnology. 

Nevertheless, the fact that neuroscientists 
are concerned about protecting citizens from 
these abuses can only indicate one thing: the 
risk is real and not potential. They must be 
acutely aware of the ethical implications of 
their advances and how humans can change 
when absolute control of our brains is 
achieved. 

The law cannot stifle neuroscience, but 
basic human rights come above any other 
interest. 

Should we limit the development of 
neurotechnologies? We cannot prohibit the 
research, innovation and development of 
neurotechnology, but we can limit it: finding 
that balance is extremely complicated. 
Freedom of research in neuroscience would be 
limited by regulation, as is general research in 
bioethical matters.12 Scientific advances and 

 
Algorithms as Regulations, in European Review of 
Digital Administration & Law - Erdal, vol. 1, Issue 1-2, 
2020, 75, doi: 10.4399/97888255389608). 
12 F. Rivas, Límites éticos y jurídicos de la investigación 
biomédica, in Revista de Derecho UNED, vol. 18, 2016, 

the procedures and tools used to attain them 
generate significant ethical and legal 
uncertainties that must be properly regulated 
with the balance and prudence required by a 
matter so complex that it directly affects 
human identity. 

The Convention for the Protection of 
Human Rights and Dignity of the Human 
Being with regard to the Application of 
Biology and Medicine (Oviedo Convention) 
was signed in 1997 in Oviedo (Spain). It is the 
main international legally binding instrument 
on the protection of human rights in the fiel of 
biomedicine. 

It is a framework Convention aiming at 
protecting the dignity and identity of all 
human beings and guarantee everyone, 
without discrimination, respect for their 
integrity and other rights and fundamental 
freedoms with regard to the application of 
biology and medicine. It establishes 
fundamental principles applicable to daily 
medical practice and is regarded as such at the 
European treaty on patient’s rights. It also 
deals specifically with biomedical research, 
genetics and transplantation of organ and 
tissues. 

A future regulation of the freedom of 
research in this area should consider whether 
establishing some prohibitions is appropriate, 
such as those in the field of human embryos. 
If we apply the thesis defended by Cotino 
Hueso, we could extend the principle of 
technological precaution to reject 
neurotechnologies whose implementation 
involves a risk of irreversible damage or that 
are not transparent to control.13 

I would like to underscore the importance 
of research ethics committees (RECs), since 
any biomedical research project—
neuroscientific ones included, obviously—are 
subject to the evaluation of RECs. The 
evaluation extends to whether the main 
researcher and the research team are qualified 
as well as the viability of the project. But, 
above all, RECs consider the methodological, 
ethical and legal aspects of the research 
project’ and the ‘balance of risks and 

 
293. 
13 L. Cotino Hueso, La necesaria actualización de los 
derechos fundamentales como derechos digitales ante el 
desarrollo de internet y las nuevas tecnologías, in E. 
González, R. Rubio and B. Pendás (eds.), España 
constitucional (1978-2018): trayectorias y perspectivas, 
vol. 3, Madrid, Centro de Estudios Políticos y 
Constitucionales, 2018, 2347. 
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anticipated benefits emanating from the study. 
When the project involves an invasive 

intervention in human beings, the REC 
evaluation report must be prior, mandatory 
and favourable. 

What about neurotechnologies? The 
research conducted by technological 
companies outside the medical field is 
unregulated, since their interdisciplinary 
approach falls outside medicine and includes 
biology, psychology, information technology, 
physics, engineering and mathematics. 

That is why there is a proposal to extend 
controls equivalent to the ones performed by 
RECs to promoters and others (for example 
entrepreneurs and computer programmers) at 
companies developing disruptive technologies 
to act as good practices, a code of 
(technological) ethics or a technocratic oath 
attaching importance to legal and ethical 
aspects.14 This technocratic oath would 
incorporate seven basic ethical principles: 
beneficence and non-maleficence, autonomy, 
justice, dignity, privacy and transparency.15 

As we will see, these technological ethical 
principles coincide with the design of neuro-
rights, but in a self-regulation version. They 
are not regulations, neither are they legally 
enforceable, but they share the features of 
other codes of ethics, practices or professional 
conduct.16 The problem is that there are no 

 
14 According to the Spanish newspaper La Vanguardia 
on 7 June 2021, www.lavanguardia.com, Facebook and 
IBM, encouraged by R. Yuste and his NeuroRights 
Foundation team, are collaborating in a project so that 
anyone working in neurotechnology, such as 
neuroscience doctors and researchers, will promise to 
uphold ethical principles. Apparently, they are already 
running pilot programmes in major technological 
companies so that their employees can endorse them. 
15 The principle of non-maleficence means that the 
neurotechnology applied must not intend to cause 
damage. According to the principle of beneficence, it 
must contribute to the common good. The principle of 
autonomy of will requires having the consent of the 
affected parties. The principle of justice ensures that 
neurotechnology generates fair and impartial outcomes 
(without bias). According to the principle of dignity, 
everyone must be treated with respect and their integrity 
must be protected. Privacy requires deleting the 
sensitive and identifiable data of affected subjects. 
Lastly, the aim of the principle of transparency is to 
ensure the algorithms used are known. Source: La 
Vanguardia, 7 June 2021. 
16 On the nature of the codes of ethics and conduct, see 
J.M. Cabra Apalategui, Códigos éticos y función 
pública. Una aproximación desde la teoría del derecho, 
in Estudios de Deusto. Revista de Derecho Público, vol. 
68, n. 1, 2019, 19; O. Soro Russell, ¿Códigos de 
conducta o legislación?, in Revista General de 
Legislación y Jurisprudencia, n. 1, 2014, 77. 

effective legal instruments to ensure 
compliance, although they can prove 
incredibly useful due to their authority. In all 
cases, public authorities should step in to 
safeguard citizen rights by means of tools as a 
model for evaluating ethical impact in the 
fields of health and research.17 

European Parliament resolution of 16 
February 2017 with recommendations to the 
Commission on Civil Law Rules on Robotics 
(2015/2103(INL)) ‘underlines the importance 
of urgently establishing in hospitals and in 
other health care institutions appropriately 
staffed committees on robot ethics tasked with 
considering and assisting in resolving unusual, 
complicated ethical problems involving issues 
that affect the care and treatment of patients; 
calls on the Commission and the Member 
States to develop guidelines to aid in the 
establishment and functioning of such 
committees’. The European Parliament also 
recommends the creation of independent 
trusted entities capable of providing people 
who have cyber-physical systems (CPS) or 
advanced medical devices with the services 
they need for maintenance, repairs and 
improvements, including software updates. 
Specifically, it suggests ‘creating an 
obligation for manufacturers to supply these 
independent trusted entities with 
comprehensive design instructions including 
source code, similar to the legal deposit of 
publications’. 

4. The impact of neurotechnologies on a 
person’s identity and free will. Enhanced 
cyborg 
Advances in neuroscience and 

neurotechnologies fully affect the law: from 
procedural law,18 to administrative law19 and 

 
17 R. Morte Ferrer, Reflexiones sobre las evaluaciones 
de impacto. Una propuesta para un modelo de 
Evaluación de Impacto Ético en el ámbito de la salud, 
in Revista Internacional de Éticas Aplicadas, vol. 32, 
2020, 71. 
18 For example, the neuroscientific test has a decisive 
impact in procedural and criminal law. The one known 
as the P300 truth test is a potential method of cognitive 
recall based on neurophysiological analysis of sensory 
responses captured by electrodes. In this test, terminals 
are placed on the subject to detect brain waves and 
obtain evoked potentials as electrical responses of the 
central nervous system when stimulated, which can be 
auditory or visual. An order of the Civil and Criminal 
Chamber of the High Court of Justice of Aragon, dated 
20 July 2015, declared void the P300 test conducted on 
a man charged with murder because it was taken against 
his will. This was the first time a court had pronounced 
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including civil law,20 labour law,21 and, of 
course, criminal law.22 

Furthermore, if law is a tool for regulating 
human behaviour and if neuroscience is the 
study of brain processes, then this leads to a 
new branch of law called neurolaw, which 
addresses how to make better laws and 
procedures based on advances in knowledge 
of the brain and which, as mentioned above, 
results in ramifications in all spheres of law 
besides ethics and philosophical issues. 
Coinage of the term is attributed to S. Tovino, 

 
on a test affecting neurotechnology. The High Court of 
Justice of Aragon concluded that it cannot be equated to 
other expert evidence obtained through bodily 
intervention, but that it is equivalent to the accused’s 
statement or confession and, therefore, it can only be 
performed with the subject’s consent. For more details, 
see M. Taruffo and J. Nieva, Neurociencia y proceso 
judicial, Madrid, Marcial Pons, 2013; A. Sánchez 
Rubio, El uso del test p300 en el proceso penal español: 
algunos aspectos controvertidos, in Revista electrónica 
de ciencia penal y criminología n. 18-04, 2016, on 
http://criminet.ugr.es/recpc. 
The techniques known as neuroimaging also apply to 
the process, see S. Desmoulin-Canselier, La France à 
l’ère du neurodroit? La neuro-imagerie dans le 
contentieux civil français, in Droit et societé, n. 101, 
2019; A. Martínez Sánchez, Neuroimágenes y 
neurodisciplinas: sobre ciertas limitaciones de la 
utilización de la imagen por resonancia magnética 
funcional, in Revista Internacional de Filosofía, n. 59, 
2013, 115. 
The ruling of the Administrative Chamber of the 
Provincial High Court, SAN 2350/2020, of 30 
September 2020 (appeal no. 2187/2019), illustrates how 
the use of AI systems can impact inquiry into human 
conduct (here the system called Viogén used by the 
Civil Guard police to analyse the risk of gender-based 
violence) in a case of administration’s pecuniary 
liability. 
19 C. Amoedo-Souto, El derecho administrativo español 
ante las neurociencias y el neuroderecho: desarrollos y 
perspectivas, in Ius et Scientia, vol. 4, n. 1, 2018, 84; C. 
Amoedo-Souto, De las neurociencias al neuroderecho: 
perspectivas de regulación jurídica del cerebro, in El 
Cronista del Estado Social y Democrático de Derecho, 
n. 78, 2018, 42. 
20 B. Donnelly-Lazarov (ed.), Neurolaw and 
Responsibility for Action, Cambridge, Cambridge 
University Press, 2018. 
21 J.A. Iglesias Cáceres, La Carta de Derechos Digitales 
de España y su incidencia en los neuroderechos 
laborales, in Revista Jurídica del Trabajo, vol. 2, n. 5, 
2021, 92. 
22 E. Demetrio Crespo (ed.), Neurociencias y derecho 
penal. Nuevas perspectivas en el ámbito de la 
culpabilidad y tratamiento jurídico-penal de la 
peligrosidad, Edisofer, Madrid, 2013.  
C. Ariano recounts two rulings pronounced by the 
Trieste Court of Appeal (Italy) referring to the impact of 
neuroimaging techniques as a method of evidence in a 
criminal process (rulings n. 5, of 18 September 2009, 
and n. 40, of 20 July 2011). See C. Ariano, Reflexiones 
sobre el neuroderecho, in Vox Juris, vol. 32, n. 2,  2016, 
101. 

who warned about the scope that empirical 
study advances would have on the brain, given 
that the brain is considered essential for 
explaining human conduct.23 

Expert jurists in neurolaw must become 
used to working with interdisciplinary 
methodology in contact with medicine, 
bioethics and psychology. 

In truth, we do not need to wait until 
invasive neurotechnologies are installed in our 
brains to reconsider personality and free will 
in law. Behavioural psychology shows us that 
we humans are not rational in our decision-
making, that we are complex beings, with 
limited rationality, extremely emotional, 
influenced by social interactions but also by 
the context and our surroundings when 
making decisions that are totally biased.24 A 
jurist sensitive to the evidence must take due 
note of our brains’ limitations. Moreover, 
there are certain natural connections in the 
development of behavioural psychology, 
psychiatry and neuroscience, although the 
techniques and methods are far more 

 
23 S. Tovino, The impact of Neuroscience on Health 
Law, in Neuroethics, vol. 1, 2008, n. 101, doi: 
10.1007/s12152-008-9010-z. 
In this regard, see J.J. García Deltell, El neuroderecho y 
el impacto de las neurociencias como nuevo paradigma 
para la filosofía del Derecho, in Bioética, neuroética, 
libertad y justicia, Comares, Granada, 2013, 920; N. 
Zavakivker, Metodología del neuroderecho, in G. 
Lariguet (ed.), Metodología de la investigación jurídica: 
propuestas actuales, Córdoba, Brujas, 2016, 367; C.A. 
Gómez Pavajeau and C. Gutiérrez de Piñeres, 
Neurociencias y Derecho. Reflexiones sobre la 
cognición social, el libre albedrío, la dignidad humana, 
la culpabilidad y la prueba novel, Bogotá, Universidad 
del Externado de Colombia, 2017; A. Petoft and M. 
Abbasi, Current limits of neurolaw: A brief overview, in 
Médecine & Droit, 2020.  
24 The US National Academy of Sciences published the 
results of the experiment of three scientists from Ben-
Gurion university of the Negev and Columbia entitled 
‘Extraneous factors in judicial decisions’. For months, 
the scientists analysed the decisions of a judicial board 
responsible for hearing prisoners’ requests for parole. 
The study came to a simple conclusion: justice is 
influenced by what the judge had for breakfast. The 
results revealed that, at the start of the day, the 
likelihood of the accused obtaining a favourable ruling 
could rise to 65% and gradually decreased to 0% 
throughout the morning. After the lunch break, the 
likelihood of receiving parole again rose to 65%. 
In short, hungry judges tired by their work tend to make 
the easiest decision for the human brain, which consists, 
in this and in other cases, of refusing parole requests. 
See D. Kahneman, Thinking, Fast and Slow, 2011. 
Other studies show the effect of external factors in 
examinations. A general overview of the manipulation 
of our cognitive biases can be found in J. Ponce (ed.), 
Acicates (nudges), buen gobierno y buena 
administración, Marcial Pons, Madrid, 2022. 
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anticipated benefits emanating from the study. 
When the project involves an invasive 

intervention in human beings, the REC 
evaluation report must be prior, mandatory 
and favourable. 

What about neurotechnologies? The 
research conducted by technological 
companies outside the medical field is 
unregulated, since their interdisciplinary 
approach falls outside medicine and includes 
biology, psychology, information technology, 
physics, engineering and mathematics. 

That is why there is a proposal to extend 
controls equivalent to the ones performed by 
RECs to promoters and others (for example 
entrepreneurs and computer programmers) at 
companies developing disruptive technologies 
to act as good practices, a code of 
(technological) ethics or a technocratic oath 
attaching importance to legal and ethical 
aspects.14 This technocratic oath would 
incorporate seven basic ethical principles: 
beneficence and non-maleficence, autonomy, 
justice, dignity, privacy and transparency.15 

As we will see, these technological ethical 
principles coincide with the design of neuro-
rights, but in a self-regulation version. They 
are not regulations, neither are they legally 
enforceable, but they share the features of 
other codes of ethics, practices or professional 
conduct.16 The problem is that there are no 

 
14 According to the Spanish newspaper La Vanguardia 
on 7 June 2021, www.lavanguardia.com, Facebook and 
IBM, encouraged by R. Yuste and his NeuroRights 
Foundation team, are collaborating in a project so that 
anyone working in neurotechnology, such as 
neuroscience doctors and researchers, will promise to 
uphold ethical principles. Apparently, they are already 
running pilot programmes in major technological 
companies so that their employees can endorse them. 
15 The principle of non-maleficence means that the 
neurotechnology applied must not intend to cause 
damage. According to the principle of beneficence, it 
must contribute to the common good. The principle of 
autonomy of will requires having the consent of the 
affected parties. The principle of justice ensures that 
neurotechnology generates fair and impartial outcomes 
(without bias). According to the principle of dignity, 
everyone must be treated with respect and their integrity 
must be protected. Privacy requires deleting the 
sensitive and identifiable data of affected subjects. 
Lastly, the aim of the principle of transparency is to 
ensure the algorithms used are known. Source: La 
Vanguardia, 7 June 2021. 
16 On the nature of the codes of ethics and conduct, see 
J.M. Cabra Apalategui, Códigos éticos y función 
pública. Una aproximación desde la teoría del derecho, 
in Estudios de Deusto. Revista de Derecho Público, vol. 
68, n. 1, 2019, 19; O. Soro Russell, ¿Códigos de 
conducta o legislación?, in Revista General de 
Legislación y Jurisprudencia, n. 1, 2014, 77. 

effective legal instruments to ensure 
compliance, although they can prove 
incredibly useful due to their authority. In all 
cases, public authorities should step in to 
safeguard citizen rights by means of tools as a 
model for evaluating ethical impact in the 
fields of health and research.17 

European Parliament resolution of 16 
February 2017 with recommendations to the 
Commission on Civil Law Rules on Robotics 
(2015/2103(INL)) ‘underlines the importance 
of urgently establishing in hospitals and in 
other health care institutions appropriately 
staffed committees on robot ethics tasked with 
considering and assisting in resolving unusual, 
complicated ethical problems involving issues 
that affect the care and treatment of patients; 
calls on the Commission and the Member 
States to develop guidelines to aid in the 
establishment and functioning of such 
committees’. The European Parliament also 
recommends the creation of independent 
trusted entities capable of providing people 
who have cyber-physical systems (CPS) or 
advanced medical devices with the services 
they need for maintenance, repairs and 
improvements, including software updates. 
Specifically, it suggests ‘creating an 
obligation for manufacturers to supply these 
independent trusted entities with 
comprehensive design instructions including 
source code, similar to the legal deposit of 
publications’. 

4. The impact of neurotechnologies on a 
person’s identity and free will. Enhanced 
cyborg 
Advances in neuroscience and 

neurotechnologies fully affect the law: from 
procedural law,18 to administrative law19 and 

 
17 R. Morte Ferrer, Reflexiones sobre las evaluaciones 
de impacto. Una propuesta para un modelo de 
Evaluación de Impacto Ético en el ámbito de la salud, 
in Revista Internacional de Éticas Aplicadas, vol. 32, 
2020, 71. 
18 For example, the neuroscientific test has a decisive 
impact in procedural and criminal law. The one known 
as the P300 truth test is a potential method of cognitive 
recall based on neurophysiological analysis of sensory 
responses captured by electrodes. In this test, terminals 
are placed on the subject to detect brain waves and 
obtain evoked potentials as electrical responses of the 
central nervous system when stimulated, which can be 
auditory or visual. An order of the Civil and Criminal 
Chamber of the High Court of Justice of Aragon, dated 
20 July 2015, declared void the P300 test conducted on 
a man charged with murder because it was taken against 
his will. This was the first time a court had pronounced 
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including civil law,20 labour law,21 and, of 
course, criminal law.22 

Furthermore, if law is a tool for regulating 
human behaviour and if neuroscience is the 
study of brain processes, then this leads to a 
new branch of law called neurolaw, which 
addresses how to make better laws and 
procedures based on advances in knowledge 
of the brain and which, as mentioned above, 
results in ramifications in all spheres of law 
besides ethics and philosophical issues. 
Coinage of the term is attributed to S. Tovino, 

 
on a test affecting neurotechnology. The High Court of 
Justice of Aragon concluded that it cannot be equated to 
other expert evidence obtained through bodily 
intervention, but that it is equivalent to the accused’s 
statement or confession and, therefore, it can only be 
performed with the subject’s consent. For more details, 
see M. Taruffo and J. Nieva, Neurociencia y proceso 
judicial, Madrid, Marcial Pons, 2013; A. Sánchez 
Rubio, El uso del test p300 en el proceso penal español: 
algunos aspectos controvertidos, in Revista electrónica 
de ciencia penal y criminología n. 18-04, 2016, on 
http://criminet.ugr.es/recpc. 
The techniques known as neuroimaging also apply to 
the process, see S. Desmoulin-Canselier, La France à 
l’ère du neurodroit? La neuro-imagerie dans le 
contentieux civil français, in Droit et societé, n. 101, 
2019; A. Martínez Sánchez, Neuroimágenes y 
neurodisciplinas: sobre ciertas limitaciones de la 
utilización de la imagen por resonancia magnética 
funcional, in Revista Internacional de Filosofía, n. 59, 
2013, 115. 
The ruling of the Administrative Chamber of the 
Provincial High Court, SAN 2350/2020, of 30 
September 2020 (appeal no. 2187/2019), illustrates how 
the use of AI systems can impact inquiry into human 
conduct (here the system called Viogén used by the 
Civil Guard police to analyse the risk of gender-based 
violence) in a case of administration’s pecuniary 
liability. 
19 C. Amoedo-Souto, El derecho administrativo español 
ante las neurociencias y el neuroderecho: desarrollos y 
perspectivas, in Ius et Scientia, vol. 4, n. 1, 2018, 84; C. 
Amoedo-Souto, De las neurociencias al neuroderecho: 
perspectivas de regulación jurídica del cerebro, in El 
Cronista del Estado Social y Democrático de Derecho, 
n. 78, 2018, 42. 
20 B. Donnelly-Lazarov (ed.), Neurolaw and 
Responsibility for Action, Cambridge, Cambridge 
University Press, 2018. 
21 J.A. Iglesias Cáceres, La Carta de Derechos Digitales 
de España y su incidencia en los neuroderechos 
laborales, in Revista Jurídica del Trabajo, vol. 2, n. 5, 
2021, 92. 
22 E. Demetrio Crespo (ed.), Neurociencias y derecho 
penal. Nuevas perspectivas en el ámbito de la 
culpabilidad y tratamiento jurídico-penal de la 
peligrosidad, Edisofer, Madrid, 2013.  
C. Ariano recounts two rulings pronounced by the 
Trieste Court of Appeal (Italy) referring to the impact of 
neuroimaging techniques as a method of evidence in a 
criminal process (rulings n. 5, of 18 September 2009, 
and n. 40, of 20 July 2011). See C. Ariano, Reflexiones 
sobre el neuroderecho, in Vox Juris, vol. 32, n. 2,  2016, 
101. 

who warned about the scope that empirical 
study advances would have on the brain, given 
that the brain is considered essential for 
explaining human conduct.23 

Expert jurists in neurolaw must become 
used to working with interdisciplinary 
methodology in contact with medicine, 
bioethics and psychology. 

In truth, we do not need to wait until 
invasive neurotechnologies are installed in our 
brains to reconsider personality and free will 
in law. Behavioural psychology shows us that 
we humans are not rational in our decision-
making, that we are complex beings, with 
limited rationality, extremely emotional, 
influenced by social interactions but also by 
the context and our surroundings when 
making decisions that are totally biased.24 A 
jurist sensitive to the evidence must take due 
note of our brains’ limitations. Moreover, 
there are certain natural connections in the 
development of behavioural psychology, 
psychiatry and neuroscience, although the 
techniques and methods are far more 

 
23 S. Tovino, The impact of Neuroscience on Health 
Law, in Neuroethics, vol. 1, 2008, n. 101, doi: 
10.1007/s12152-008-9010-z. 
In this regard, see J.J. García Deltell, El neuroderecho y 
el impacto de las neurociencias como nuevo paradigma 
para la filosofía del Derecho, in Bioética, neuroética, 
libertad y justicia, Comares, Granada, 2013, 920; N. 
Zavakivker, Metodología del neuroderecho, in G. 
Lariguet (ed.), Metodología de la investigación jurídica: 
propuestas actuales, Córdoba, Brujas, 2016, 367; C.A. 
Gómez Pavajeau and C. Gutiérrez de Piñeres, 
Neurociencias y Derecho. Reflexiones sobre la 
cognición social, el libre albedrío, la dignidad humana, 
la culpabilidad y la prueba novel, Bogotá, Universidad 
del Externado de Colombia, 2017; A. Petoft and M. 
Abbasi, Current limits of neurolaw: A brief overview, in 
Médecine & Droit, 2020.  
24 The US National Academy of Sciences published the 
results of the experiment of three scientists from Ben-
Gurion university of the Negev and Columbia entitled 
‘Extraneous factors in judicial decisions’. For months, 
the scientists analysed the decisions of a judicial board 
responsible for hearing prisoners’ requests for parole. 
The study came to a simple conclusion: justice is 
influenced by what the judge had for breakfast. The 
results revealed that, at the start of the day, the 
likelihood of the accused obtaining a favourable ruling 
could rise to 65% and gradually decreased to 0% 
throughout the morning. After the lunch break, the 
likelihood of receiving parole again rose to 65%. 
In short, hungry judges tired by their work tend to make 
the easiest decision for the human brain, which consists, 
in this and in other cases, of refusing parole requests. 
See D. Kahneman, Thinking, Fast and Slow, 2011. 
Other studies show the effect of external factors in 
examinations. A general overview of the manipulation 
of our cognitive biases can be found in J. Ponce (ed.), 
Acicates (nudges), buen gobierno y buena 
administración, Marcial Pons, Madrid, 2022. 
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anticipated benefits emanating from the study. 
When the project involves an invasive 

intervention in human beings, the REC 
evaluation report must be prior, mandatory 
and favourable. 

What about neurotechnologies? The 
research conducted by technological 
companies outside the medical field is 
unregulated, since their interdisciplinary 
approach falls outside medicine and includes 
biology, psychology, information technology, 
physics, engineering and mathematics. 

That is why there is a proposal to extend 
controls equivalent to the ones performed by 
RECs to promoters and others (for example 
entrepreneurs and computer programmers) at 
companies developing disruptive technologies 
to act as good practices, a code of 
(technological) ethics or a technocratic oath 
attaching importance to legal and ethical 
aspects.14 This technocratic oath would 
incorporate seven basic ethical principles: 
beneficence and non-maleficence, autonomy, 
justice, dignity, privacy and transparency.15 

As we will see, these technological ethical 
principles coincide with the design of neuro-
rights, but in a self-regulation version. They 
are not regulations, neither are they legally 
enforceable, but they share the features of 
other codes of ethics, practices or professional 
conduct.16 The problem is that there are no 

 
14 According to the Spanish newspaper La Vanguardia 
on 7 June 2021, www.lavanguardia.com, Facebook and 
IBM, encouraged by R. Yuste and his NeuroRights 
Foundation team, are collaborating in a project so that 
anyone working in neurotechnology, such as 
neuroscience doctors and researchers, will promise to 
uphold ethical principles. Apparently, they are already 
running pilot programmes in major technological 
companies so that their employees can endorse them. 
15 The principle of non-maleficence means that the 
neurotechnology applied must not intend to cause 
damage. According to the principle of beneficence, it 
must contribute to the common good. The principle of 
autonomy of will requires having the consent of the 
affected parties. The principle of justice ensures that 
neurotechnology generates fair and impartial outcomes 
(without bias). According to the principle of dignity, 
everyone must be treated with respect and their integrity 
must be protected. Privacy requires deleting the 
sensitive and identifiable data of affected subjects. 
Lastly, the aim of the principle of transparency is to 
ensure the algorithms used are known. Source: La 
Vanguardia, 7 June 2021. 
16 On the nature of the codes of ethics and conduct, see 
J.M. Cabra Apalategui, Códigos éticos y función 
pública. Una aproximación desde la teoría del derecho, 
in Estudios de Deusto. Revista de Derecho Público, vol. 
68, n. 1, 2019, 19; O. Soro Russell, ¿Códigos de 
conducta o legislación?, in Revista General de 
Legislación y Jurisprudencia, n. 1, 2014, 77. 

effective legal instruments to ensure 
compliance, although they can prove 
incredibly useful due to their authority. In all 
cases, public authorities should step in to 
safeguard citizen rights by means of tools as a 
model for evaluating ethical impact in the 
fields of health and research.17 

European Parliament resolution of 16 
February 2017 with recommendations to the 
Commission on Civil Law Rules on Robotics 
(2015/2103(INL)) ‘underlines the importance 
of urgently establishing in hospitals and in 
other health care institutions appropriately 
staffed committees on robot ethics tasked with 
considering and assisting in resolving unusual, 
complicated ethical problems involving issues 
that affect the care and treatment of patients; 
calls on the Commission and the Member 
States to develop guidelines to aid in the 
establishment and functioning of such 
committees’. The European Parliament also 
recommends the creation of independent 
trusted entities capable of providing people 
who have cyber-physical systems (CPS) or 
advanced medical devices with the services 
they need for maintenance, repairs and 
improvements, including software updates. 
Specifically, it suggests ‘creating an 
obligation for manufacturers to supply these 
independent trusted entities with 
comprehensive design instructions including 
source code, similar to the legal deposit of 
publications’. 

4. The impact of neurotechnologies on a 
person’s identity and free will. Enhanced 
cyborg 
Advances in neuroscience and 

neurotechnologies fully affect the law: from 
procedural law,18 to administrative law19 and 

 
17 R. Morte Ferrer, Reflexiones sobre las evaluaciones 
de impacto. Una propuesta para un modelo de 
Evaluación de Impacto Ético en el ámbito de la salud, 
in Revista Internacional de Éticas Aplicadas, vol. 32, 
2020, 71. 
18 For example, the neuroscientific test has a decisive 
impact in procedural and criminal law. The one known 
as the P300 truth test is a potential method of cognitive 
recall based on neurophysiological analysis of sensory 
responses captured by electrodes. In this test, terminals 
are placed on the subject to detect brain waves and 
obtain evoked potentials as electrical responses of the 
central nervous system when stimulated, which can be 
auditory or visual. An order of the Civil and Criminal 
Chamber of the High Court of Justice of Aragon, dated 
20 July 2015, declared void the P300 test conducted on 
a man charged with murder because it was taken against 
his will. This was the first time a court had pronounced 
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including civil law,20 labour law,21 and, of 
course, criminal law.22 

Furthermore, if law is a tool for regulating 
human behaviour and if neuroscience is the 
study of brain processes, then this leads to a 
new branch of law called neurolaw, which 
addresses how to make better laws and 
procedures based on advances in knowledge 
of the brain and which, as mentioned above, 
results in ramifications in all spheres of law 
besides ethics and philosophical issues. 
Coinage of the term is attributed to S. Tovino, 

 
on a test affecting neurotechnology. The High Court of 
Justice of Aragon concluded that it cannot be equated to 
other expert evidence obtained through bodily 
intervention, but that it is equivalent to the accused’s 
statement or confession and, therefore, it can only be 
performed with the subject’s consent. For more details, 
see M. Taruffo and J. Nieva, Neurociencia y proceso 
judicial, Madrid, Marcial Pons, 2013; A. Sánchez 
Rubio, El uso del test p300 en el proceso penal español: 
algunos aspectos controvertidos, in Revista electrónica 
de ciencia penal y criminología n. 18-04, 2016, on 
http://criminet.ugr.es/recpc. 
The techniques known as neuroimaging also apply to 
the process, see S. Desmoulin-Canselier, La France à 
l’ère du neurodroit? La neuro-imagerie dans le 
contentieux civil français, in Droit et societé, n. 101, 
2019; A. Martínez Sánchez, Neuroimágenes y 
neurodisciplinas: sobre ciertas limitaciones de la 
utilización de la imagen por resonancia magnética 
funcional, in Revista Internacional de Filosofía, n. 59, 
2013, 115. 
The ruling of the Administrative Chamber of the 
Provincial High Court, SAN 2350/2020, of 30 
September 2020 (appeal no. 2187/2019), illustrates how 
the use of AI systems can impact inquiry into human 
conduct (here the system called Viogén used by the 
Civil Guard police to analyse the risk of gender-based 
violence) in a case of administration’s pecuniary 
liability. 
19 C. Amoedo-Souto, El derecho administrativo español 
ante las neurociencias y el neuroderecho: desarrollos y 
perspectivas, in Ius et Scientia, vol. 4, n. 1, 2018, 84; C. 
Amoedo-Souto, De las neurociencias al neuroderecho: 
perspectivas de regulación jurídica del cerebro, in El 
Cronista del Estado Social y Democrático de Derecho, 
n. 78, 2018, 42. 
20 B. Donnelly-Lazarov (ed.), Neurolaw and 
Responsibility for Action, Cambridge, Cambridge 
University Press, 2018. 
21 J.A. Iglesias Cáceres, La Carta de Derechos Digitales 
de España y su incidencia en los neuroderechos 
laborales, in Revista Jurídica del Trabajo, vol. 2, n. 5, 
2021, 92. 
22 E. Demetrio Crespo (ed.), Neurociencias y derecho 
penal. Nuevas perspectivas en el ámbito de la 
culpabilidad y tratamiento jurídico-penal de la 
peligrosidad, Edisofer, Madrid, 2013.  
C. Ariano recounts two rulings pronounced by the 
Trieste Court of Appeal (Italy) referring to the impact of 
neuroimaging techniques as a method of evidence in a 
criminal process (rulings n. 5, of 18 September 2009, 
and n. 40, of 20 July 2011). See C. Ariano, Reflexiones 
sobre el neuroderecho, in Vox Juris, vol. 32, n. 2,  2016, 
101. 

who warned about the scope that empirical 
study advances would have on the brain, given 
that the brain is considered essential for 
explaining human conduct.23 

Expert jurists in neurolaw must become 
used to working with interdisciplinary 
methodology in contact with medicine, 
bioethics and psychology. 

In truth, we do not need to wait until 
invasive neurotechnologies are installed in our 
brains to reconsider personality and free will 
in law. Behavioural psychology shows us that 
we humans are not rational in our decision-
making, that we are complex beings, with 
limited rationality, extremely emotional, 
influenced by social interactions but also by 
the context and our surroundings when 
making decisions that are totally biased.24 A 
jurist sensitive to the evidence must take due 
note of our brains’ limitations. Moreover, 
there are certain natural connections in the 
development of behavioural psychology, 
psychiatry and neuroscience, although the 
techniques and methods are far more 

 
23 S. Tovino, The impact of Neuroscience on Health 
Law, in Neuroethics, vol. 1, 2008, n. 101, doi: 
10.1007/s12152-008-9010-z. 
In this regard, see J.J. García Deltell, El neuroderecho y 
el impacto de las neurociencias como nuevo paradigma 
para la filosofía del Derecho, in Bioética, neuroética, 
libertad y justicia, Comares, Granada, 2013, 920; N. 
Zavakivker, Metodología del neuroderecho, in G. 
Lariguet (ed.), Metodología de la investigación jurídica: 
propuestas actuales, Córdoba, Brujas, 2016, 367; C.A. 
Gómez Pavajeau and C. Gutiérrez de Piñeres, 
Neurociencias y Derecho. Reflexiones sobre la 
cognición social, el libre albedrío, la dignidad humana, 
la culpabilidad y la prueba novel, Bogotá, Universidad 
del Externado de Colombia, 2017; A. Petoft and M. 
Abbasi, Current limits of neurolaw: A brief overview, in 
Médecine & Droit, 2020.  
24 The US National Academy of Sciences published the 
results of the experiment of three scientists from Ben-
Gurion university of the Negev and Columbia entitled 
‘Extraneous factors in judicial decisions’. For months, 
the scientists analysed the decisions of a judicial board 
responsible for hearing prisoners’ requests for parole. 
The study came to a simple conclusion: justice is 
influenced by what the judge had for breakfast. The 
results revealed that, at the start of the day, the 
likelihood of the accused obtaining a favourable ruling 
could rise to 65% and gradually decreased to 0% 
throughout the morning. After the lunch break, the 
likelihood of receiving parole again rose to 65%. 
In short, hungry judges tired by their work tend to make 
the easiest decision for the human brain, which consists, 
in this and in other cases, of refusing parole requests. 
See D. Kahneman, Thinking, Fast and Slow, 2011. 
Other studies show the effect of external factors in 
examinations. A general overview of the manipulation 
of our cognitive biases can be found in J. Ponce (ed.), 
Acicates (nudges), buen gobierno y buena 
administración, Marcial Pons, Madrid, 2022. 
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sophisticated now. In the case of behavioural 
psychology, as in neuroscience, the goal is the 
same: discovering the reasons for human 
behaviour to try to change it or modulate it for 
our own purposes. In short, the principle of 
free will, which forms our identity as people, 
is at stake. Neurotechnologies, however, are 
an extremely intense intervention in our brains 
because they use AI tools and, therefore, they 
open the door to a hacker being able to control 
our decisions and thoughts without our 
consent, even without being aware it is 
happening. 

As it is linked to the regulation of neuro-
rights, I will refer briefly to the debate on the 
identity of cyborgs, venturing into areas 
bordering on neuroethics.25 The term cyborg 
was used for the first time in the 1960s to 
describe an individual modified to improve 
their adaptation to space travel, to an 
‘enhanced human’ capable of controlling their 
physiological variables and surviving in alien 
environments. 26 

The term cyborg or cybernetic organism 
can be defined as a being formed by live 
matter and electronic devices. According to 
this broad concept, any human intervened by 
technology (a deaf person with a cochlear 
implant, a diabetic with a continuous glucose 
monitoring device or a person with a 
pacemaker) would be considered a cyborg. No 

 
25A. Canabal Berlanga, Origen y desarrollo de la 
neuroética 2002-2012, in Revista de Bioética y 
Derecho, n. 28, 2013, 48–60; N. Zavadikver, 
Metodología del neuroderecho, 367. 
The debate is also connected to robots and whether we 
should recognise them as having a personality. As in the 
film Eva by Kike Maíllo, “when robots are as 
sophisticated as humans, they will be as imperfect as 
humans”. Eva is a 2011 Spanish film set in a future 
society in which humans live accompanied by robots. 
Among other awards, it won a Goya award for best new 
director. 
Civil personality is a useful tool for solving problems 
such as liability for damages or a criminal charge 
arising from the actions of robots. European Parliament 
resolution of 16 February 2017 with recommendations 
to the Commission on Civil Law Rules on Robotics 
(2015/2103(INL)) reviews all these implications and 
underscores the need to regulate the system of liability, 
research into robotics and the link to ethical principles. 
In contrast, another doctrinal sector rejects this robotic 
personality. See M. Lacruz, Robots y personas. Una 
aproximación jurídica a la subjetividad cibernética, 
Barcelona, Reus, 2020. 
The debate is remarkably similar to the one considering 
extending personality to animals, see C. Rogel Vide, 
Personas, animales y androides, in Revista General de 
Legislación y Jurisprudencia, vol. 4, 2017, 681. 
26 I. Sádaba, Cyborg. Sueños y pesadillas de las 
tecnologías, Madrid, Península, 2009. 

one questions that the protection of human 
rights extends to human beings combining 
living matter with electronic devices. The 
cyborg does not substantially change the legal 
principles of free will or personal identity. 
Human cyborgs are natural persons and their 
identity as subjects of rights is not altered. 27 

They could cause other legal problems. 28 
We are already debating the limits that should 
be imposed on the use of devices implanted 
into the human body (electronic prosthetics 
and orthotics) to improve our physical abilities 
in sports competitions.29 However, the legal 
system does not have effective solutions for 
some of the conflicts. The activist known as 
Meow-Meow implanted the travel card chip of 
the city of Sydney (Australia) into his hand. 
This enabled him to place his hand over 
optical readers to gain access to terminals. But 
when the transport authority officials asked 
him to show his travel card, they considered 
that he did not have a valid ticket. His chip 
was deactivated, and they fined him for 
travelling without a ticket.30 That is why I 
believe the concept of cyborg should be 
outlined for legal purposes because humans 
that have an electronic device in their body, 
which is occurring more and more frequently, 
cannot be defined as one. I doubt whether 
people with these electronic devices in their 
body consider themselves to be cyborgs. 

In my opinion, the differential factor is 
enhanced cyborg, which, if we consider that 
neurotechnology promises tools to improve 
cognition, is a category with more legal rough 
edges. Increasing our cognitive abilities leads 
us to imagine situations that strain the law at 
its seams. Specifically, will we allow people 
who have improved their abilities with a 
microchip or brain implant capable of 
memorising data to sit examinations? How 

 
27 S. Camacho Clavijo, La subjetividad cyborg, in S. 
Navas (ed), Inteligencia artificial. Tecnología y 
Derecho, Valencia, Tirant lo Blanch, 2017, 231. 
28 H.M. Amorim and R.C. Cardoso, El ciborg en el 
umbral de la humanidad: redefiniendo la persona 
natural, in Revista de Bioética y Derecho, n. 46, 2019, 
67, on www.bioeticayderecho.ub.edu; J.E. Cárcar 
Benito, El transhumanismo y los implantes cerebrales 
basados en tecnologías de la inteligencia artificial: sus 
perímetros neuroéticos y jurídicos, in Ius et Scientia, 
vol. 5, n. 1, 2019, 157–189. 
29 S.I. Verdugo Guzmán, Biotecnología, ética e 
implicaciones jurídicas ante los ciborg-atletas, in Ius et 
Scientia, vol. 5, n. 1, 2019, 112. 
30 The court ended up siding with Meow-Ludo Disco 
Gamma Meow-Meow, on www.theguardian.com/ 
australia-news/2018/jun/18/man-who-implanted-opal-tr 
avel-card-chip-has-conviction-overturned. 
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will a brain implant capable of controlling our 
impulses or our behaviour impact the system 
of liability for damages? 

These are problems that the law has 
already had to resolve when advances in 
psychology, psychiatry, medicine and 
neuroscience have expanded knowledge of the 
human brain. The situation of an athlete who 
takes performance-enhancing drugs to achieve 
better results or a student who takes 
psychotropic substances to achieve better 
grades in an examination may not differ 
greatly from the situation of an enhanced 
cyborg. The law establishes a red line 
separating the legality of certain technological 
advances from illegality, as it did to prohibit 
doping in sports. Now the challenge is huge 
because neurotechnology is more 
sophisticated and uses intrusive AI-driven 
techniques that easily slip out of the interested 
party’s control. 

In this regard, there is a movement fighting 
to have a special statute of rights recognised 
for cyborgs that is closely related to the 
scenario in which the debate on neuro-rights 
takes place, especially as far as 
transhumanism is concerned. 31 

5. To regulate or not to regulate: that is the 
question 
Up to this point, it is clear that 

neurotechnological advances challenge the 
legal configuration of our identity as people 
and, by extension, of our free will. We must 
also reflect on the need to expand the existing 
legal framework to address the use and abuse 
of neurotechnologies. One of these proposals 
relates to neuro-rights and recommends 
creating new human rights to protect the 
privacy of our brain and our thoughts against 
external attacks. 

5.1. Definition and design of neuro-rights 
The neologism neuro-rights refers to the 

new human rights protecting the privacy and 
integrity of people against the abusive use of 
neurotechnologies. We could define neuro-
rights as rights protecting people from 
knowledge of the brain. Neuro-rights are 
ethical, legal and social principles of freedom 

 
31 The Cyborg Foundation, www.cyborgfoundation 
.com, cofounded by N. Harbisson, the first cyborg 
recognised as such, fights for recognition of a range of 
rights for cyborgs, such as equal rights with natural 
persons or the right to design themselves as a species. 

related to the ownership of people’s brains 
and thoughts, in other words, rights protecting 
the human brain and thoughts. 

As mentioned above, the law is based on 
the premise that we humans have the capacity 
to choose freely (autonomy of will or free 
will). But what will happen when humans are 
exposed to others knowing our emotions and 
introducing thoughts in our heads? That is 
why attention must be paid to neuro-rights. 
European Parliament resolution of 16 
February 2017 with recommendations to the 
Commission on Civil Law Rules on Robotics 
(2015/2103(INL)) already highlights the risks 
of manipulating or switching off devices 
integrated in the human body or even wiping 
memories, which could endanger human 
health. 

The creation of neuro-rights is based on 
two premises: mental privacy (conscious or 
unconscious) and personal identity.  

M. Ienca and R. Andorno designed the 
creation of four neuro-rights to protect us 
from the threats of neurotechnologies.32 

The right to cognitive liberty or mental 
self-determination, an update of the right to 
freedom of thought and consciousness. 

The right to mental privacy, which protects 
against any information that can be obtained 
from our brains by neurotechnologies and 
distributed by digital media, to prevent leaks 
of these data. 

The right to mental integrity, concerning 
the idea that intrusions in the brain not only 
affect privacy but can also involve an 
alteration of a person’s neural computation. 

The right to psychological continuity, 
which ensures the perception of our own 
identity as human beings. 

R. Yuste proposes designing a regulatory 
framework recognising five new basic human 
rights.33 

The right to mental privacy, ensuring no 
one can use data related to the activity of 
neurons, which support thinking, without the 
subject’s consent. 

The right to personal identity and 
autonomy to ensure people do not lose their 
identity as human beings when 
neurotechnologies enable control of our brain. 
R. Yuste specifically considers that the right 

 
32 See M. Ienca and R. Andorno, Towards new human 
rights in the age of neuroscience and neurotechnology, 
in Life Sciences, Society and Policy, vol. 13, 2017, on 
https://lsspjournal.biomedcentral.com. 
33 R. Yuste, Las nuevas neurotecnologías, 2019. 
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sophisticated now. In the case of behavioural 
psychology, as in neuroscience, the goal is the 
same: discovering the reasons for human 
behaviour to try to change it or modulate it for 
our own purposes. In short, the principle of 
free will, which forms our identity as people, 
is at stake. Neurotechnologies, however, are 
an extremely intense intervention in our brains 
because they use AI tools and, therefore, they 
open the door to a hacker being able to control 
our decisions and thoughts without our 
consent, even without being aware it is 
happening. 

As it is linked to the regulation of neuro-
rights, I will refer briefly to the debate on the 
identity of cyborgs, venturing into areas 
bordering on neuroethics.25 The term cyborg 
was used for the first time in the 1960s to 
describe an individual modified to improve 
their adaptation to space travel, to an 
‘enhanced human’ capable of controlling their 
physiological variables and surviving in alien 
environments. 26 

The term cyborg or cybernetic organism 
can be defined as a being formed by live 
matter and electronic devices. According to 
this broad concept, any human intervened by 
technology (a deaf person with a cochlear 
implant, a diabetic with a continuous glucose 
monitoring device or a person with a 
pacemaker) would be considered a cyborg. No 

 
25A. Canabal Berlanga, Origen y desarrollo de la 
neuroética 2002-2012, in Revista de Bioética y 
Derecho, n. 28, 2013, 48–60; N. Zavadikver, 
Metodología del neuroderecho, 367. 
The debate is also connected to robots and whether we 
should recognise them as having a personality. As in the 
film Eva by Kike Maíllo, “when robots are as 
sophisticated as humans, they will be as imperfect as 
humans”. Eva is a 2011 Spanish film set in a future 
society in which humans live accompanied by robots. 
Among other awards, it won a Goya award for best new 
director. 
Civil personality is a useful tool for solving problems 
such as liability for damages or a criminal charge 
arising from the actions of robots. European Parliament 
resolution of 16 February 2017 with recommendations 
to the Commission on Civil Law Rules on Robotics 
(2015/2103(INL)) reviews all these implications and 
underscores the need to regulate the system of liability, 
research into robotics and the link to ethical principles. 
In contrast, another doctrinal sector rejects this robotic 
personality. See M. Lacruz, Robots y personas. Una 
aproximación jurídica a la subjetividad cibernética, 
Barcelona, Reus, 2020. 
The debate is remarkably similar to the one considering 
extending personality to animals, see C. Rogel Vide, 
Personas, animales y androides, in Revista General de 
Legislación y Jurisprudencia, vol. 4, 2017, 681. 
26 I. Sádaba, Cyborg. Sueños y pesadillas de las 
tecnologías, Madrid, Península, 2009. 

one questions that the protection of human 
rights extends to human beings combining 
living matter with electronic devices. The 
cyborg does not substantially change the legal 
principles of free will or personal identity. 
Human cyborgs are natural persons and their 
identity as subjects of rights is not altered. 27 

They could cause other legal problems. 28 
We are already debating the limits that should 
be imposed on the use of devices implanted 
into the human body (electronic prosthetics 
and orthotics) to improve our physical abilities 
in sports competitions.29 However, the legal 
system does not have effective solutions for 
some of the conflicts. The activist known as 
Meow-Meow implanted the travel card chip of 
the city of Sydney (Australia) into his hand. 
This enabled him to place his hand over 
optical readers to gain access to terminals. But 
when the transport authority officials asked 
him to show his travel card, they considered 
that he did not have a valid ticket. His chip 
was deactivated, and they fined him for 
travelling without a ticket.30 That is why I 
believe the concept of cyborg should be 
outlined for legal purposes because humans 
that have an electronic device in their body, 
which is occurring more and more frequently, 
cannot be defined as one. I doubt whether 
people with these electronic devices in their 
body consider themselves to be cyborgs. 

In my opinion, the differential factor is 
enhanced cyborg, which, if we consider that 
neurotechnology promises tools to improve 
cognition, is a category with more legal rough 
edges. Increasing our cognitive abilities leads 
us to imagine situations that strain the law at 
its seams. Specifically, will we allow people 
who have improved their abilities with a 
microchip or brain implant capable of 
memorising data to sit examinations? How 

 
27 S. Camacho Clavijo, La subjetividad cyborg, in S. 
Navas (ed), Inteligencia artificial. Tecnología y 
Derecho, Valencia, Tirant lo Blanch, 2017, 231. 
28 H.M. Amorim and R.C. Cardoso, El ciborg en el 
umbral de la humanidad: redefiniendo la persona 
natural, in Revista de Bioética y Derecho, n. 46, 2019, 
67, on www.bioeticayderecho.ub.edu; J.E. Cárcar 
Benito, El transhumanismo y los implantes cerebrales 
basados en tecnologías de la inteligencia artificial: sus 
perímetros neuroéticos y jurídicos, in Ius et Scientia, 
vol. 5, n. 1, 2019, 157–189. 
29 S.I. Verdugo Guzmán, Biotecnología, ética e 
implicaciones jurídicas ante los ciborg-atletas, in Ius et 
Scientia, vol. 5, n. 1, 2019, 112. 
30 The court ended up siding with Meow-Ludo Disco 
Gamma Meow-Meow, on www.theguardian.com/ 
australia-news/2018/jun/18/man-who-implanted-opal-tr 
avel-card-chip-has-conviction-overturned. 
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will a brain implant capable of controlling our 
impulses or our behaviour impact the system 
of liability for damages? 

These are problems that the law has 
already had to resolve when advances in 
psychology, psychiatry, medicine and 
neuroscience have expanded knowledge of the 
human brain. The situation of an athlete who 
takes performance-enhancing drugs to achieve 
better results or a student who takes 
psychotropic substances to achieve better 
grades in an examination may not differ 
greatly from the situation of an enhanced 
cyborg. The law establishes a red line 
separating the legality of certain technological 
advances from illegality, as it did to prohibit 
doping in sports. Now the challenge is huge 
because neurotechnology is more 
sophisticated and uses intrusive AI-driven 
techniques that easily slip out of the interested 
party’s control. 

In this regard, there is a movement fighting 
to have a special statute of rights recognised 
for cyborgs that is closely related to the 
scenario in which the debate on neuro-rights 
takes place, especially as far as 
transhumanism is concerned. 31 

5. To regulate or not to regulate: that is the 
question 
Up to this point, it is clear that 

neurotechnological advances challenge the 
legal configuration of our identity as people 
and, by extension, of our free will. We must 
also reflect on the need to expand the existing 
legal framework to address the use and abuse 
of neurotechnologies. One of these proposals 
relates to neuro-rights and recommends 
creating new human rights to protect the 
privacy of our brain and our thoughts against 
external attacks. 

5.1. Definition and design of neuro-rights 
The neologism neuro-rights refers to the 

new human rights protecting the privacy and 
integrity of people against the abusive use of 
neurotechnologies. We could define neuro-
rights as rights protecting people from 
knowledge of the brain. Neuro-rights are 
ethical, legal and social principles of freedom 

 
31 The Cyborg Foundation, www.cyborgfoundation 
.com, cofounded by N. Harbisson, the first cyborg 
recognised as such, fights for recognition of a range of 
rights for cyborgs, such as equal rights with natural 
persons or the right to design themselves as a species. 

related to the ownership of people’s brains 
and thoughts, in other words, rights protecting 
the human brain and thoughts. 

As mentioned above, the law is based on 
the premise that we humans have the capacity 
to choose freely (autonomy of will or free 
will). But what will happen when humans are 
exposed to others knowing our emotions and 
introducing thoughts in our heads? That is 
why attention must be paid to neuro-rights. 
European Parliament resolution of 16 
February 2017 with recommendations to the 
Commission on Civil Law Rules on Robotics 
(2015/2103(INL)) already highlights the risks 
of manipulating or switching off devices 
integrated in the human body or even wiping 
memories, which could endanger human 
health. 

The creation of neuro-rights is based on 
two premises: mental privacy (conscious or 
unconscious) and personal identity.  

M. Ienca and R. Andorno designed the 
creation of four neuro-rights to protect us 
from the threats of neurotechnologies.32 

The right to cognitive liberty or mental 
self-determination, an update of the right to 
freedom of thought and consciousness. 

The right to mental privacy, which protects 
against any information that can be obtained 
from our brains by neurotechnologies and 
distributed by digital media, to prevent leaks 
of these data. 

The right to mental integrity, concerning 
the idea that intrusions in the brain not only 
affect privacy but can also involve an 
alteration of a person’s neural computation. 

The right to psychological continuity, 
which ensures the perception of our own 
identity as human beings. 

R. Yuste proposes designing a regulatory 
framework recognising five new basic human 
rights.33 

The right to mental privacy, ensuring no 
one can use data related to the activity of 
neurons, which support thinking, without the 
subject’s consent. 

The right to personal identity and 
autonomy to ensure people do not lose their 
identity as human beings when 
neurotechnologies enable control of our brain. 
R. Yuste specifically considers that the right 

 
32 See M. Ienca and R. Andorno, Towards new human 
rights in the age of neuroscience and neurotechnology, 
in Life Sciences, Society and Policy, vol. 13, 2017, on 
https://lsspjournal.biomedcentral.com. 
33 R. Yuste, Las nuevas neurotecnologías, 2019. 
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sophisticated now. In the case of behavioural 
psychology, as in neuroscience, the goal is the 
same: discovering the reasons for human 
behaviour to try to change it or modulate it for 
our own purposes. In short, the principle of 
free will, which forms our identity as people, 
is at stake. Neurotechnologies, however, are 
an extremely intense intervention in our brains 
because they use AI tools and, therefore, they 
open the door to a hacker being able to control 
our decisions and thoughts without our 
consent, even without being aware it is 
happening. 

As it is linked to the regulation of neuro-
rights, I will refer briefly to the debate on the 
identity of cyborgs, venturing into areas 
bordering on neuroethics.25 The term cyborg 
was used for the first time in the 1960s to 
describe an individual modified to improve 
their adaptation to space travel, to an 
‘enhanced human’ capable of controlling their 
physiological variables and surviving in alien 
environments. 26 

The term cyborg or cybernetic organism 
can be defined as a being formed by live 
matter and electronic devices. According to 
this broad concept, any human intervened by 
technology (a deaf person with a cochlear 
implant, a diabetic with a continuous glucose 
monitoring device or a person with a 
pacemaker) would be considered a cyborg. No 

 
25A. Canabal Berlanga, Origen y desarrollo de la 
neuroética 2002-2012, in Revista de Bioética y 
Derecho, n. 28, 2013, 48–60; N. Zavadikver, 
Metodología del neuroderecho, 367. 
The debate is also connected to robots and whether we 
should recognise them as having a personality. As in the 
film Eva by Kike Maíllo, “when robots are as 
sophisticated as humans, they will be as imperfect as 
humans”. Eva is a 2011 Spanish film set in a future 
society in which humans live accompanied by robots. 
Among other awards, it won a Goya award for best new 
director. 
Civil personality is a useful tool for solving problems 
such as liability for damages or a criminal charge 
arising from the actions of robots. European Parliament 
resolution of 16 February 2017 with recommendations 
to the Commission on Civil Law Rules on Robotics 
(2015/2103(INL)) reviews all these implications and 
underscores the need to regulate the system of liability, 
research into robotics and the link to ethical principles. 
In contrast, another doctrinal sector rejects this robotic 
personality. See M. Lacruz, Robots y personas. Una 
aproximación jurídica a la subjetividad cibernética, 
Barcelona, Reus, 2020. 
The debate is remarkably similar to the one considering 
extending personality to animals, see C. Rogel Vide, 
Personas, animales y androides, in Revista General de 
Legislación y Jurisprudencia, vol. 4, 2017, 681. 
26 I. Sádaba, Cyborg. Sueños y pesadillas de las 
tecnologías, Madrid, Península, 2009. 

one questions that the protection of human 
rights extends to human beings combining 
living matter with electronic devices. The 
cyborg does not substantially change the legal 
principles of free will or personal identity. 
Human cyborgs are natural persons and their 
identity as subjects of rights is not altered. 27 

They could cause other legal problems. 28 
We are already debating the limits that should 
be imposed on the use of devices implanted 
into the human body (electronic prosthetics 
and orthotics) to improve our physical abilities 
in sports competitions.29 However, the legal 
system does not have effective solutions for 
some of the conflicts. The activist known as 
Meow-Meow implanted the travel card chip of 
the city of Sydney (Australia) into his hand. 
This enabled him to place his hand over 
optical readers to gain access to terminals. But 
when the transport authority officials asked 
him to show his travel card, they considered 
that he did not have a valid ticket. His chip 
was deactivated, and they fined him for 
travelling without a ticket.30 That is why I 
believe the concept of cyborg should be 
outlined for legal purposes because humans 
that have an electronic device in their body, 
which is occurring more and more frequently, 
cannot be defined as one. I doubt whether 
people with these electronic devices in their 
body consider themselves to be cyborgs. 

In my opinion, the differential factor is 
enhanced cyborg, which, if we consider that 
neurotechnology promises tools to improve 
cognition, is a category with more legal rough 
edges. Increasing our cognitive abilities leads 
us to imagine situations that strain the law at 
its seams. Specifically, will we allow people 
who have improved their abilities with a 
microchip or brain implant capable of 
memorising data to sit examinations? How 

 
27 S. Camacho Clavijo, La subjetividad cyborg, in S. 
Navas (ed), Inteligencia artificial. Tecnología y 
Derecho, Valencia, Tirant lo Blanch, 2017, 231. 
28 H.M. Amorim and R.C. Cardoso, El ciborg en el 
umbral de la humanidad: redefiniendo la persona 
natural, in Revista de Bioética y Derecho, n. 46, 2019, 
67, on www.bioeticayderecho.ub.edu; J.E. Cárcar 
Benito, El transhumanismo y los implantes cerebrales 
basados en tecnologías de la inteligencia artificial: sus 
perímetros neuroéticos y jurídicos, in Ius et Scientia, 
vol. 5, n. 1, 2019, 157–189. 
29 S.I. Verdugo Guzmán, Biotecnología, ética e 
implicaciones jurídicas ante los ciborg-atletas, in Ius et 
Scientia, vol. 5, n. 1, 2019, 112. 
30 The court ended up siding with Meow-Ludo Disco 
Gamma Meow-Meow, on www.theguardian.com/ 
australia-news/2018/jun/18/man-who-implanted-opal-tr 
avel-card-chip-has-conviction-overturned. 
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will a brain implant capable of controlling our 
impulses or our behaviour impact the system 
of liability for damages? 

These are problems that the law has 
already had to resolve when advances in 
psychology, psychiatry, medicine and 
neuroscience have expanded knowledge of the 
human brain. The situation of an athlete who 
takes performance-enhancing drugs to achieve 
better results or a student who takes 
psychotropic substances to achieve better 
grades in an examination may not differ 
greatly from the situation of an enhanced 
cyborg. The law establishes a red line 
separating the legality of certain technological 
advances from illegality, as it did to prohibit 
doping in sports. Now the challenge is huge 
because neurotechnology is more 
sophisticated and uses intrusive AI-driven 
techniques that easily slip out of the interested 
party’s control. 

In this regard, there is a movement fighting 
to have a special statute of rights recognised 
for cyborgs that is closely related to the 
scenario in which the debate on neuro-rights 
takes place, especially as far as 
transhumanism is concerned. 31 

5. To regulate or not to regulate: that is the 
question 
Up to this point, it is clear that 

neurotechnological advances challenge the 
legal configuration of our identity as people 
and, by extension, of our free will. We must 
also reflect on the need to expand the existing 
legal framework to address the use and abuse 
of neurotechnologies. One of these proposals 
relates to neuro-rights and recommends 
creating new human rights to protect the 
privacy of our brain and our thoughts against 
external attacks. 

5.1. Definition and design of neuro-rights 
The neologism neuro-rights refers to the 

new human rights protecting the privacy and 
integrity of people against the abusive use of 
neurotechnologies. We could define neuro-
rights as rights protecting people from 
knowledge of the brain. Neuro-rights are 
ethical, legal and social principles of freedom 

 
31 The Cyborg Foundation, www.cyborgfoundation 
.com, cofounded by N. Harbisson, the first cyborg 
recognised as such, fights for recognition of a range of 
rights for cyborgs, such as equal rights with natural 
persons or the right to design themselves as a species. 

related to the ownership of people’s brains 
and thoughts, in other words, rights protecting 
the human brain and thoughts. 

As mentioned above, the law is based on 
the premise that we humans have the capacity 
to choose freely (autonomy of will or free 
will). But what will happen when humans are 
exposed to others knowing our emotions and 
introducing thoughts in our heads? That is 
why attention must be paid to neuro-rights. 
European Parliament resolution of 16 
February 2017 with recommendations to the 
Commission on Civil Law Rules on Robotics 
(2015/2103(INL)) already highlights the risks 
of manipulating or switching off devices 
integrated in the human body or even wiping 
memories, which could endanger human 
health. 

The creation of neuro-rights is based on 
two premises: mental privacy (conscious or 
unconscious) and personal identity.  

M. Ienca and R. Andorno designed the 
creation of four neuro-rights to protect us 
from the threats of neurotechnologies.32 

The right to cognitive liberty or mental 
self-determination, an update of the right to 
freedom of thought and consciousness. 

The right to mental privacy, which protects 
against any information that can be obtained 
from our brains by neurotechnologies and 
distributed by digital media, to prevent leaks 
of these data. 

The right to mental integrity, concerning 
the idea that intrusions in the brain not only 
affect privacy but can also involve an 
alteration of a person’s neural computation. 

The right to psychological continuity, 
which ensures the perception of our own 
identity as human beings. 

R. Yuste proposes designing a regulatory 
framework recognising five new basic human 
rights.33 

The right to mental privacy, ensuring no 
one can use data related to the activity of 
neurons, which support thinking, without the 
subject’s consent. 

The right to personal identity and 
autonomy to ensure people do not lose their 
identity as human beings when 
neurotechnologies enable control of our brain. 
R. Yuste specifically considers that the right 

 
32 See M. Ienca and R. Andorno, Towards new human 
rights in the age of neuroscience and neurotechnology, 
in Life Sciences, Society and Policy, vol. 13, 2017, on 
https://lsspjournal.biomedcentral.com. 
33 R. Yuste, Las nuevas neurotecnologías, 2019. 
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to personal identity is not recognised as such 
in any international instrument protecting 
human rights, which is why its regulation is 
especially important. 

The right to cognitive liberty (free will or 
self-determination) to ensure people make 
their decisions freely. If our brain is connected 
via a brain activity reader to a computer, the 
risk is that we will not be free to make 
decisions or that a third party will be able to 
invade our brain, just as a hacker can seize our 
computer now.34 

The right to fair access to enhanced 
neurorecognition, which enables humans to 
improve their brain activity. The aim is for 
this cognitive increase to be accessible to 
everyone on an equal basis and not to be 
reserved to just one sector of society (the one 
with the most resources). 

The right to protection against the biases 
of AI so that neurotechnology knowledge does 
not discriminate against people because of 
their race, colour, gender, language, religion, 
opinion, national or social origin, financial 
position, birth or any other condition. 

5.2. Who should regulate? 
Once neuro-rights have been designed, the 

question of how to regulate them arises. R. 
Yuste and S. Goering recommend 
incorporating clauses that protect neuro-rights 
in the highest international instruments such 
as the 1948 Universal Declaration of Human 
Rights or the 1950 European Convention on 
Human Rights. 35 However, aware that 
agreement among states is complicated, they 
advocate an international agreement defining 
which actions are considered prohibited in 
relation to neurotechnologies and AI, similar 
to the prohibitions listed in the 2010 
International Convention for the Protection of 
All Persons from Enforced Disappearance, 
which, while not containing rights, does 
outline common actions. 

S. Muñoz Machado and J.L. Piñar also 
agree on the need for international regulation 
so that the protection of rights against 
technologies will not end up as mere words or 
good intentions.36 De la Quadra-Salcedo also 

 
34 This is a possibility already addressed in criminal law. 
See: ‘Can You “Hack” the Human Body?’ on the blog 
OpenMind at https://bbvaopenmind.com. 
35 R. Yuste and S. Goering, Four ethical priorities for 
neurotechnologies and AI, in Nature, n. 551, 2017, 159, 
DOI: 10.1038/551159a. 
36 S. Muñoz Machado, La regulación de la Red, poder y 

broaches the need to reflect on whether the 
regulation of these rights must be 
comprehensive or only found in sector 
legislation.37 

Currently, these international 
organisations, such as the UN38 and the 
Council of Europe,39 have restricted 
themselves to making declarations and 
recommendations in which we can see some 
interest in protecting human rights against 
technologies. But neuro-rights as such are not 
mentioned specifically. 

The European Union has also revealed its 
concern for the impact of the Internet and AI 
advances in rights such as privacy, freedom of 
speech or data protection. The Commission’s 
communication entitled Artificial Intelligence 
for Europe (COM(2018) 237 final) outlines 
the ethical and legal problems of new 
technologies. It specifically states that ‘the EU 
must therefore ensure that AI is developed and 
applied in an appropriate framework which 
promotes innovation and respects the Union’s 
values and fundamental rights as well as 
ethical principles such as accountability and 
transparency’. The communication adopts the 
objective of ensuring ‘an appropriate ethical 
and legal framework, based on the Union’s 
values and in line with the Charter of 
Fundamental Rights of the EU’. But, as I have 
said, there is no direct or indirect mention of 
neuro-rights. 

The EU general data protection regulation 
2016/679 (GDPR) may also play an indirect 
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38 The Office of the United Nations High Commissioner 
for Human Rights has produced several reports on 
privacy in the digital era, which do not address mental 
privacy or neuro-rights. Its report Impact of new 
technologies on the promotion and protection of human 
rights in the context of assemblies, including peaceful 
protests (A/HRC/44/24, of 24 June 2020) focuses on the 
practices of face surveillance and facial recognition and 
its report The right to privacy in the digital age 
(A/HRC/39/29, of 3 August 2018) focuses on the 
impact of networks and the Internet on data privacy. 
39 In 2018 the committee of experts on human rights of 
the Council of Europe approved a draft of 
recommendations for Member States on the impact of 
algorithms on human rights (Addressing the impacts of 
Algorithms on Human Rights, MSI-AUT(2018)06rev3), 
which advises reviewing national regulations and offers 
guidelines for that purpose. 
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role. According to Article 22 GDPR ‘the data 
subject shall have the right not to be subject to 
a decision based solely on automated 
processing, including profiling, which 
produces legal effects concerning him or her 
or similarly significantly affects him or her’. 
This rule could be a safeguard of the right to 
cognitive freedom. However, the current 
response of EU law is insufficient. 

The year 2021 was especially prodigious in 
documents and proposals for regulating digital 
rights. The European Commission promotes a 
‘Declaration of Digital Principles’ so that 
Member States can address the legal and 
ethical challenges of the digital society to 
implement the one known as 2030 Digital 
Compass: the European way for the Digital 
Decade (COM(2021) 118 final). This 
initiative places respect for citizens’ rights, 
specifically privacy, data protection, freedom 
of speech, the child and consumer, at the heart 
of digital citizenship. The Proposal for a 
Regulation Laying Down Harmonised Rules 
on Artificial Intelligence (COM(2021) 206 
final) affects the guarantee of the EU’s 
fundamental rights, but it does not refer to 
neuro-rights either. 

Finally, it has been the states, in isolation, 
that have made a move in this regulatory 
endeavour. Besides Chile, which I will refer to 
in the next section, other countries such as 
Brazil,40 Italy,41 Germany42 and Spain,43 have 

 
40 The Brazilian Congress approved the Civil Internet 
Framework in 2014 to ensure the right of privacy of 
communications, among other rights. 
41 Italy was the first European state to approve a 
declaration of Internet rights. In 2015, the Italian 
Chamber of Deputies approved a Declaration of Internet 
Rights, which, although it mentions neuro-rights, opts to 
extend the guarantee of already recognised human rights 
to this new technological environment. Consequently, 
article 1 of the Declaration recognises that: ‘1. The 
fundamental rights of every individual enshrined in the 
Universal Declaration of Human Rights of the United 
Nations, the Charter of Fundamental Rights of the 
European Union, national constitutions and other 
relevant international declarations shall be protected on 
the Internet. 2. These rights shall be interpreted to 
ensure their enforceability on the Internet. 3. The 
recognition of rights on the Internet shall be based on 
comprehensive respect for the dignity, freedom, equality 
and diversity of each individual, which constitute the 
underlying principles for balancing these with other 
rights.’, on www.camera.it/ 
application/xmanager/projects/leg17/commissione_inter 
net/testo_definitivo_inglese.pdf. 
42 In 2019 the German government established a Data 
Ethics Commission (Datenethikkommission) advocating 
a new European regulation on algorithmic systems and 
establishing general horizontal requirements that should 
be developed by sector rules, including the guarantee of 

begun initiatives aimed at protecting human 
rights against the abuse of 
(neuro)technologies. They are proposals 
taking the form of recommendations or 
guiding principles, which means they follow 
the soft law formula.44 Neither is their specific 
objective the protection of neuro-rights but 
rather, more broadly, personal identity and 
data against Internet abuses. 

5.3. Critical voices: What’s new? 
Identifying a standard definition of neuro-

rights and how to address them legally is a 
new and challenging task. It is normal for 
criticism to be voiced. The essential 
controversial points can be summarised in 
one: the inconvenience of a specific regulation 
of neuro-rights for the simple reason that they 
would already be protected by human rights 
recognised in international treaties and 
constitutional texts. 

The main point of discrepancy is, as I said, 
that they are unnecessary.45 

These critical voices refute that these rights 
are strictly new. Already recognised human 
rights, such as the right to equality, physical 
and mental integrity, data protection or 
freedom of speech already protect against the 
abuses of neurotechnologies.46 At most the 

 
human dignity, self-determination, privacy and security. 
This commission has designed a regulation proposal 
based on risk levels depending on the likelihood and 
severity variables of damage caused by algorithms. 
43 In 2021 the Government of Spain approved a Digital 
Rights Charter that includes digital rights in the use of 
neurotechnologies, which will be analysed in detail due 
to its novel nature. 
I am not going to talk about other initiatives here 
established by autonomous governments and even local 
authorities, which are producing their own digital rights 
charters, for example Catalonia (Catalan Charter of 
Digital Rights and Responsibilities, on https://participa. 
gencat.cat). 
44 In the dichotomy between legal rules and soft law, A. 
Mozo Seoane seems to prefer the second option in the 
field of emerging technologies. However, he also 
highlights the need to find precise limits for both 
normative spaces. See A. Mozo Seoane, Los límites de 
la tecnología. Marco ético y regulación jurídica, 
Barcelona, Reus, 2021. 
45 P. López-Silva and R. Madrid, Sobre la conveniencia 
de incluir los neuroderechos en la Constitución o en la 
Ley, in Revista Chilena de Derecho y Tecnología, n. 10, 
2021, 49; N. Walker Silva, Cíborgs y neuroderechos: 
luces y sombras de la inteligencia artificial, 2021, on 
https://idealex.press. 
46 However, N. Reche Tello draws attention to the fact 
that brain data cannot properly be considered personal 
data and, therefore, the current legal framework would 
not be an effective tool against the risks of 
neurotechnologies. N. Reche Tello, Nuevos derechos 
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to personal identity is not recognised as such 
in any international instrument protecting 
human rights, which is why its regulation is 
especially important. 

The right to cognitive liberty (free will or 
self-determination) to ensure people make 
their decisions freely. If our brain is connected 
via a brain activity reader to a computer, the 
risk is that we will not be free to make 
decisions or that a third party will be able to 
invade our brain, just as a hacker can seize our 
computer now.34 

The right to fair access to enhanced 
neurorecognition, which enables humans to 
improve their brain activity. The aim is for 
this cognitive increase to be accessible to 
everyone on an equal basis and not to be 
reserved to just one sector of society (the one 
with the most resources). 

The right to protection against the biases 
of AI so that neurotechnology knowledge does 
not discriminate against people because of 
their race, colour, gender, language, religion, 
opinion, national or social origin, financial 
position, birth or any other condition. 

5.2. Who should regulate? 
Once neuro-rights have been designed, the 

question of how to regulate them arises. R. 
Yuste and S. Goering recommend 
incorporating clauses that protect neuro-rights 
in the highest international instruments such 
as the 1948 Universal Declaration of Human 
Rights or the 1950 European Convention on 
Human Rights. 35 However, aware that 
agreement among states is complicated, they 
advocate an international agreement defining 
which actions are considered prohibited in 
relation to neurotechnologies and AI, similar 
to the prohibitions listed in the 2010 
International Convention for the Protection of 
All Persons from Enforced Disappearance, 
which, while not containing rights, does 
outline common actions. 

S. Muñoz Machado and J.L. Piñar also 
agree on the need for international regulation 
so that the protection of rights against 
technologies will not end up as mere words or 
good intentions.36 De la Quadra-Salcedo also 

 
34 This is a possibility already addressed in criminal law. 
See: ‘Can You “Hack” the Human Body?’ on the blog 
OpenMind at https://bbvaopenmind.com. 
35 R. Yuste and S. Goering, Four ethical priorities for 
neurotechnologies and AI, in Nature, n. 551, 2017, 159, 
DOI: 10.1038/551159a. 
36 S. Muñoz Machado, La regulación de la Red, poder y 

broaches the need to reflect on whether the 
regulation of these rights must be 
comprehensive or only found in sector 
legislation.37 

Currently, these international 
organisations, such as the UN38 and the 
Council of Europe,39 have restricted 
themselves to making declarations and 
recommendations in which we can see some 
interest in protecting human rights against 
technologies. But neuro-rights as such are not 
mentioned specifically. 

The European Union has also revealed its 
concern for the impact of the Internet and AI 
advances in rights such as privacy, freedom of 
speech or data protection. The Commission’s 
communication entitled Artificial Intelligence 
for Europe (COM(2018) 237 final) outlines 
the ethical and legal problems of new 
technologies. It specifically states that ‘the EU 
must therefore ensure that AI is developed and 
applied in an appropriate framework which 
promotes innovation and respects the Union’s 
values and fundamental rights as well as 
ethical principles such as accountability and 
transparency’. The communication adopts the 
objective of ensuring ‘an appropriate ethical 
and legal framework, based on the Union’s 
values and in line with the Charter of 
Fundamental Rights of the EU’. But, as I have 
said, there is no direct or indirect mention of 
neuro-rights. 

The EU general data protection regulation 
2016/679 (GDPR) may also play an indirect 
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role. According to Article 22 GDPR ‘the data 
subject shall have the right not to be subject to 
a decision based solely on automated 
processing, including profiling, which 
produces legal effects concerning him or her 
or similarly significantly affects him or her’. 
This rule could be a safeguard of the right to 
cognitive freedom. However, the current 
response of EU law is insufficient. 

The year 2021 was especially prodigious in 
documents and proposals for regulating digital 
rights. The European Commission promotes a 
‘Declaration of Digital Principles’ so that 
Member States can address the legal and 
ethical challenges of the digital society to 
implement the one known as 2030 Digital 
Compass: the European way for the Digital 
Decade (COM(2021) 118 final). This 
initiative places respect for citizens’ rights, 
specifically privacy, data protection, freedom 
of speech, the child and consumer, at the heart 
of digital citizenship. The Proposal for a 
Regulation Laying Down Harmonised Rules 
on Artificial Intelligence (COM(2021) 206 
final) affects the guarantee of the EU’s 
fundamental rights, but it does not refer to 
neuro-rights either. 

Finally, it has been the states, in isolation, 
that have made a move in this regulatory 
endeavour. Besides Chile, which I will refer to 
in the next section, other countries such as 
Brazil,40 Italy,41 Germany42 and Spain,43 have 

 
40 The Brazilian Congress approved the Civil Internet 
Framework in 2014 to ensure the right of privacy of 
communications, among other rights. 
41 Italy was the first European state to approve a 
declaration of Internet rights. In 2015, the Italian 
Chamber of Deputies approved a Declaration of Internet 
Rights, which, although it mentions neuro-rights, opts to 
extend the guarantee of already recognised human rights 
to this new technological environment. Consequently, 
article 1 of the Declaration recognises that: ‘1. The 
fundamental rights of every individual enshrined in the 
Universal Declaration of Human Rights of the United 
Nations, the Charter of Fundamental Rights of the 
European Union, national constitutions and other 
relevant international declarations shall be protected on 
the Internet. 2. These rights shall be interpreted to 
ensure their enforceability on the Internet. 3. The 
recognition of rights on the Internet shall be based on 
comprehensive respect for the dignity, freedom, equality 
and diversity of each individual, which constitute the 
underlying principles for balancing these with other 
rights.’, on www.camera.it/ 
application/xmanager/projects/leg17/commissione_inter 
net/testo_definitivo_inglese.pdf. 
42 In 2019 the German government established a Data 
Ethics Commission (Datenethikkommission) advocating 
a new European regulation on algorithmic systems and 
establishing general horizontal requirements that should 
be developed by sector rules, including the guarantee of 

begun initiatives aimed at protecting human 
rights against the abuse of 
(neuro)technologies. They are proposals 
taking the form of recommendations or 
guiding principles, which means they follow 
the soft law formula.44 Neither is their specific 
objective the protection of neuro-rights but 
rather, more broadly, personal identity and 
data against Internet abuses. 

5.3. Critical voices: What’s new? 
Identifying a standard definition of neuro-

rights and how to address them legally is a 
new and challenging task. It is normal for 
criticism to be voiced. The essential 
controversial points can be summarised in 
one: the inconvenience of a specific regulation 
of neuro-rights for the simple reason that they 
would already be protected by human rights 
recognised in international treaties and 
constitutional texts. 

The main point of discrepancy is, as I said, 
that they are unnecessary.45 

These critical voices refute that these rights 
are strictly new. Already recognised human 
rights, such as the right to equality, physical 
and mental integrity, data protection or 
freedom of speech already protect against the 
abuses of neurotechnologies.46 At most the 

 
human dignity, self-determination, privacy and security. 
This commission has designed a regulation proposal 
based on risk levels depending on the likelihood and 
severity variables of damage caused by algorithms. 
43 In 2021 the Government of Spain approved a Digital 
Rights Charter that includes digital rights in the use of 
neurotechnologies, which will be analysed in detail due 
to its novel nature. 
I am not going to talk about other initiatives here 
established by autonomous governments and even local 
authorities, which are producing their own digital rights 
charters, for example Catalonia (Catalan Charter of 
Digital Rights and Responsibilities, on https://participa. 
gencat.cat). 
44 In the dichotomy between legal rules and soft law, A. 
Mozo Seoane seems to prefer the second option in the 
field of emerging technologies. However, he also 
highlights the need to find precise limits for both 
normative spaces. See A. Mozo Seoane, Los límites de 
la tecnología. Marco ético y regulación jurídica, 
Barcelona, Reus, 2021. 
45 P. López-Silva and R. Madrid, Sobre la conveniencia 
de incluir los neuroderechos en la Constitución o en la 
Ley, in Revista Chilena de Derecho y Tecnología, n. 10, 
2021, 49; N. Walker Silva, Cíborgs y neuroderechos: 
luces y sombras de la inteligencia artificial, 2021, on 
https://idealex.press. 
46 However, N. Reche Tello draws attention to the fact 
that brain data cannot properly be considered personal 
data and, therefore, the current legal framework would 
not be an effective tool against the risks of 
neurotechnologies. N. Reche Tello, Nuevos derechos 
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to personal identity is not recognised as such 
in any international instrument protecting 
human rights, which is why its regulation is 
especially important. 

The right to cognitive liberty (free will or 
self-determination) to ensure people make 
their decisions freely. If our brain is connected 
via a brain activity reader to a computer, the 
risk is that we will not be free to make 
decisions or that a third party will be able to 
invade our brain, just as a hacker can seize our 
computer now.34 

The right to fair access to enhanced 
neurorecognition, which enables humans to 
improve their brain activity. The aim is for 
this cognitive increase to be accessible to 
everyone on an equal basis and not to be 
reserved to just one sector of society (the one 
with the most resources). 

The right to protection against the biases 
of AI so that neurotechnology knowledge does 
not discriminate against people because of 
their race, colour, gender, language, religion, 
opinion, national or social origin, financial 
position, birth or any other condition. 

5.2. Who should regulate? 
Once neuro-rights have been designed, the 

question of how to regulate them arises. R. 
Yuste and S. Goering recommend 
incorporating clauses that protect neuro-rights 
in the highest international instruments such 
as the 1948 Universal Declaration of Human 
Rights or the 1950 European Convention on 
Human Rights. 35 However, aware that 
agreement among states is complicated, they 
advocate an international agreement defining 
which actions are considered prohibited in 
relation to neurotechnologies and AI, similar 
to the prohibitions listed in the 2010 
International Convention for the Protection of 
All Persons from Enforced Disappearance, 
which, while not containing rights, does 
outline common actions. 

S. Muñoz Machado and J.L. Piñar also 
agree on the need for international regulation 
so that the protection of rights against 
technologies will not end up as mere words or 
good intentions.36 De la Quadra-Salcedo also 

 
34 This is a possibility already addressed in criminal law. 
See: ‘Can You “Hack” the Human Body?’ on the blog 
OpenMind at https://bbvaopenmind.com. 
35 R. Yuste and S. Goering, Four ethical priorities for 
neurotechnologies and AI, in Nature, n. 551, 2017, 159, 
DOI: 10.1038/551159a. 
36 S. Muñoz Machado, La regulación de la Red, poder y 

broaches the need to reflect on whether the 
regulation of these rights must be 
comprehensive or only found in sector 
legislation.37 

Currently, these international 
organisations, such as the UN38 and the 
Council of Europe,39 have restricted 
themselves to making declarations and 
recommendations in which we can see some 
interest in protecting human rights against 
technologies. But neuro-rights as such are not 
mentioned specifically. 

The European Union has also revealed its 
concern for the impact of the Internet and AI 
advances in rights such as privacy, freedom of 
speech or data protection. The Commission’s 
communication entitled Artificial Intelligence 
for Europe (COM(2018) 237 final) outlines 
the ethical and legal problems of new 
technologies. It specifically states that ‘the EU 
must therefore ensure that AI is developed and 
applied in an appropriate framework which 
promotes innovation and respects the Union’s 
values and fundamental rights as well as 
ethical principles such as accountability and 
transparency’. The communication adopts the 
objective of ensuring ‘an appropriate ethical 
and legal framework, based on the Union’s 
values and in line with the Charter of 
Fundamental Rights of the EU’. But, as I have 
said, there is no direct or indirect mention of 
neuro-rights. 

The EU general data protection regulation 
2016/679 (GDPR) may also play an indirect 
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guidelines for that purpose. 

 
  

The Regulation of Neuro-Rights  
 

  
2021 Erdal, Volume 2, Issue 2 157 
 

St
ud

ia
 V

ar
ia

 

role. According to Article 22 GDPR ‘the data 
subject shall have the right not to be subject to 
a decision based solely on automated 
processing, including profiling, which 
produces legal effects concerning him or her 
or similarly significantly affects him or her’. 
This rule could be a safeguard of the right to 
cognitive freedom. However, the current 
response of EU law is insufficient. 

The year 2021 was especially prodigious in 
documents and proposals for regulating digital 
rights. The European Commission promotes a 
‘Declaration of Digital Principles’ so that 
Member States can address the legal and 
ethical challenges of the digital society to 
implement the one known as 2030 Digital 
Compass: the European way for the Digital 
Decade (COM(2021) 118 final). This 
initiative places respect for citizens’ rights, 
specifically privacy, data protection, freedom 
of speech, the child and consumer, at the heart 
of digital citizenship. The Proposal for a 
Regulation Laying Down Harmonised Rules 
on Artificial Intelligence (COM(2021) 206 
final) affects the guarantee of the EU’s 
fundamental rights, but it does not refer to 
neuro-rights either. 

Finally, it has been the states, in isolation, 
that have made a move in this regulatory 
endeavour. Besides Chile, which I will refer to 
in the next section, other countries such as 
Brazil,40 Italy,41 Germany42 and Spain,43 have 

 
40 The Brazilian Congress approved the Civil Internet 
Framework in 2014 to ensure the right of privacy of 
communications, among other rights. 
41 Italy was the first European state to approve a 
declaration of Internet rights. In 2015, the Italian 
Chamber of Deputies approved a Declaration of Internet 
Rights, which, although it mentions neuro-rights, opts to 
extend the guarantee of already recognised human rights 
to this new technological environment. Consequently, 
article 1 of the Declaration recognises that: ‘1. The 
fundamental rights of every individual enshrined in the 
Universal Declaration of Human Rights of the United 
Nations, the Charter of Fundamental Rights of the 
European Union, national constitutions and other 
relevant international declarations shall be protected on 
the Internet. 2. These rights shall be interpreted to 
ensure their enforceability on the Internet. 3. The 
recognition of rights on the Internet shall be based on 
comprehensive respect for the dignity, freedom, equality 
and diversity of each individual, which constitute the 
underlying principles for balancing these with other 
rights.’, on www.camera.it/ 
application/xmanager/projects/leg17/commissione_inter 
net/testo_definitivo_inglese.pdf. 
42 In 2019 the German government established a Data 
Ethics Commission (Datenethikkommission) advocating 
a new European regulation on algorithmic systems and 
establishing general horizontal requirements that should 
be developed by sector rules, including the guarantee of 

begun initiatives aimed at protecting human 
rights against the abuse of 
(neuro)technologies. They are proposals 
taking the form of recommendations or 
guiding principles, which means they follow 
the soft law formula.44 Neither is their specific 
objective the protection of neuro-rights but 
rather, more broadly, personal identity and 
data against Internet abuses. 

5.3. Critical voices: What’s new? 
Identifying a standard definition of neuro-

rights and how to address them legally is a 
new and challenging task. It is normal for 
criticism to be voiced. The essential 
controversial points can be summarised in 
one: the inconvenience of a specific regulation 
of neuro-rights for the simple reason that they 
would already be protected by human rights 
recognised in international treaties and 
constitutional texts. 

The main point of discrepancy is, as I said, 
that they are unnecessary.45 

These critical voices refute that these rights 
are strictly new. Already recognised human 
rights, such as the right to equality, physical 
and mental integrity, data protection or 
freedom of speech already protect against the 
abuses of neurotechnologies.46 At most the 

 
human dignity, self-determination, privacy and security. 
This commission has designed a regulation proposal 
based on risk levels depending on the likelihood and 
severity variables of damage caused by algorithms. 
43 In 2021 the Government of Spain approved a Digital 
Rights Charter that includes digital rights in the use of 
neurotechnologies, which will be analysed in detail due 
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I am not going to talk about other initiatives here 
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authorities, which are producing their own digital rights 
charters, for example Catalonia (Catalan Charter of 
Digital Rights and Responsibilities, on https://participa. 
gencat.cat). 
44 In the dichotomy between legal rules and soft law, A. 
Mozo Seoane seems to prefer the second option in the 
field of emerging technologies. However, he also 
highlights the need to find precise limits for both 
normative spaces. See A. Mozo Seoane, Los límites de 
la tecnología. Marco ético y regulación jurídica, 
Barcelona, Reus, 2021. 
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that brain data cannot properly be considered personal 
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not be an effective tool against the risks of 
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material aspect of these rights would have to 
be adapted or extended, but no new category 
would have to be created. 

That is why I also agree with the criticism 
that the constitutional enshrining of neuro-
rights—which is the path Chile has taken—is 
not justified. However, we do recognise that, 
given the advance of neurotechnologies and 
AI, these rights are increasingly more 
vulnerable and easier to attack. 

Human rights are pervious to new human 
requirements and adapt to them. For example, 
the fundamental right to the inviolability of 
the home and the individual’s right to physical 
and mental integrity have become a protective 
shield against noise pollution. This was 
recognised by the jurisprudence of the 
European Court of Human Rights (ECHR of 
16 November 2004, the case of Moreno 
Gómez v. Spain). 

In short, there is nothing in neuro-rights 
that enables them to be identified as new 
rights, unlike what happened when the rights 
known as second- or third-generation rights 
(economic, social and cultural) were added to 
first-generation rights (civil and political). 
The idea is for neuro-rights to fit into a fourth 
generation of human rights, but they do not 
have enough autonomy and they are identified 
with rights that are already assured by 
international treaties and constitutional texts.  

Even the design of neuro-rights has been 
criticised for possibly not sufficing to protect 
us from the advances of neurotechnologies. 
These voices warn, with the same future 
anticipation, that other rights—or all of 
them?—could be threatened by 
neurotechnologies. For example, the right to 
property could be contravened if, by reading 
neurodata, someone seized protected and 
sensitive content (passwords and similar). 
However, there is no proposal to create a new 
neuro-property Law. 

To prevent new threats from limiting old 
human rights, the best way forward is not to 
create more rights. Human rights are 
constantly exposed to new threats. The right to 
privacy, for example, protects people against 
both the written press and video surveillance 
or face recognition technologies. The 
universal system for the protection of human 
rights, which has taken 75 years to build, 
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install and consolidate, cannot suddenly be 
questioned because of a new legal 
construction that needs more rigorous 
assessment. Creating new rules for a field with 
such nascent findings is inappropriate.47 

The pioneering ruling of The Hague 
District Court on predictive algorithms is a 
good example of this. In fact, an intriguing 
conflict arose in the Netherlands in relation to 
data privacy against the risks of governmental 
surveillance, from which interesting 
conclusions can be extracted for the 
construction of neuro-rights. In 2014 the 
government began an algorithm-based 
predictive tracing system known as SyRI to 
determine which citizens were allegedly more 
inclined to defraud the state. The ruling of The 
Hague District Court, of 5 February 2020 
(Case NJCM c.s./De Staat der Nederlanden 
(SyRI case), no. C/09/550982/HA ZA 18/388) 
upheld the appeal as it concluded that the 
predictive algorithm violates Article 8 of the 
European Convention on Human Rights 
regarding the right to a private life. 

The matter caught the attention of the UN 
Special Rapporteur on extreme poverty and 
human rights, who sent a report to the court 
criticising the inequality that the state 
surveillance creates for more disadvantaged 
collectives,48 and it focuses attention on how 
hard it is for AI and neurotechnologies to 
attain knowledge of humans’ behaviour by 
studying their brain.49 

 
47 Doubts have been raised about the success of 
European and US neuroscientific projects to map the 
brain, given they are far removed from initial 
aspirations due to bureaucratic reasons, among others. 
There is a critical outline in E. Mullin, How big science 
failed to unlock the mysteries of the human brain, 2021, 
on www.technologyreview.com. 
Furthermore, the findings on our brain are still limited 
and they do not enable us to understand the scope of 
human decisions at the moment. Let us suppose that we 
must sign a document. When we do this, our brain 
activates a series of neural firings. We could be signing 
a cheque or an autograph, authenticating a will or 
authorising a sale or a death certificate. The neural 
firing is the same in each case. Yet the meaning of what 
we have done when signing is completely different. 
Today, cognitive neuroscience is only capable of 
identifying where these neural firings come from, but it 
has no more idea of their significance than social media 
does when we like an image. 
48 See G. Lazcoz and J.A. Castillo, Valoración 
algorítmica ante los derechos humanos y el Reglamento 
General de Protección de Datos: el caso SyRI, in 
Revista Chilena de Derecho y Tecnología, n. 9, 2020, 
doi:10.5354/0719-2584.2020.56843. 
49 In fact, there are ethical and philosophical critics who 
believe that protecting neuro-rights equates to a 
mistaken reductionist theory of neuroscience. That is 
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6. Chile, world laboratory for neuro-rights 
So far, Chile is the only country that has 

begun a constitutional reform procedure and 
that is processing a bill to expand its 
framework of fundamental rights to include 
neuro-rights. The initiative is based on two 
means that have been processed in parallel: 
constitutional reform and a supplementary bill 
on the protection of neuro-rights and mental 
integrity.50 

6.1. Bill on the protection of neuro-rights 
and mental integrity 

On 7 October 2020 a group of Chilean 
senators led by Guido Girardi, a member of 
the Commission of Future Challenges, 
Sciences, Technology and Innovation, 
introduced an initiative to regulate by law the 
protection of neuro-rights and mental 
integrity, the implementation of research and 
the development of neurotechnologies. The 
Spanish neurobiologist Rafael Yuste, director 
of the famous BRAIN project, enthusiastically 
supported by the rector of the Pontifical 
Catholic University of Chile and senator 
Girardi, had participated actively in the 
proposal.51 

The recitals in the bill are extremely long, 
but the substantive provisions are quite short 
and structured into three titles and ten articles. 
The first striking aspect of the bill is that it 
does not contain a list of neuro-rights, neither 
are they classified as subjective rights. As they 
are new rights, it would have been preferable 
if they had been named and defined, and for 
their mechanisms to have been regulated to 
make them effective. However, the bill is 
limited to describing a series of prohibitions 
concerning research into neurotechnologies 

 
why they support the need to construct new rights to 
protect the brain. However, a human’s identity is not 
identified with the brain. 
50 A general overview of these reforms can be found in 
C. Weidenslaufer and R. Roberts (Informe de frontera: 
asesoría científica legislativa para apoyar la 
tramitación de proyectos de ley en temas de vanguardia 
científica y tecnológica, in Revista Chilena de Derecho 
Parlamentario, n. extra. 50+1, 2021, 722), who also 
focus on the legislative process method and its 
distinctive features, since a compared legislation or 
compared public policies illustrating the handling of 
neuro-rights in other countries is not provided here. 
51 It is called Bill, initiated by motion of the honourable 
senators Mr Girardi, Ms Goic, Mr Chahuán, Mr Coloma 
and Mr De Urresti on the protection of neuro-rights and 
mental integrity and the implementation of research and 
neurotechnologies, Gazette n. 13.828-19, www.diarioco 
nstitucional.cl. 

and their advances. This deficient legislative 
technique has been criticised as it leads to 
legal insecurity. 

The bill’s text includes partial references to 
neuro-rights. Article 1 a) simply recognises 
the objective of ‘protecting people’s physical 
and psychical integrity by protecting the 
privacy of neural data, the right to autonomy 
or freedom of individual decision, and of 
access with no arbitrary discriminations 
against neurotechnologies involving an 
increase in psychical capacities’.  

According to Article 3, ‘any interference or 
form of intervention into neural connections 
or intrusion into the brain using 
neurotechnology, brain–computer interface or 
any other system or device is prohibited 
without the free, express and informed 
consent of the person or user of the device, 
even in medical circumstances. Even when the 
neurotechnology is capable of intervening 
without the person being aware of it’. This 
precept of the bill seems to include two of the 
(neuro)rights: the right to the privacy of neural 
data and the right to cognitive liberty. 

In accordance with Article 4 of the bill, 
‘any system or device, whether 
neurotechnology, brain–computer interface or 
other, whose purpose is to invasively or non-
invasively access or manipulate neural 
activity, is prohibited if it can damage the 
psychological and psychical continuity of the 
person, in other words, their individual 
identity, or if it decreases or damages the 
autonomy of their will or ability to make a 
decision freely’. Given its content, the bill 
seems to be referring here to the (neuro)right 
to personal identity and autonomy. 

The other neuro-rights are even more 
diluted in the bill’s articles. Article 10 
provides that the state will ensure ‘equal 
access to advances in neurotechnology and 
neuroscience’, which seems to be a reference 
to the (neuro)right of fair access to enhanced 
neurorecognition, without calling it that, 
linking it to Article 1 a) of the bill. 

However, we have not found references to 
the neuro-right that protects against the biases 
of neurotechnology. It is possible that it is 
hidden in the objective of ‘ensuring 
information for users of neurotechnologies on 
their potential negative consequences and 
secondary effects’, recognised in Article 1c), 
although it is more linked to autonomy or 
freedom of decision. 

As I mentioned, several dissenting voices 
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material aspect of these rights would have to 
be adapted or extended, but no new category 
would have to be created. 

That is why I also agree with the criticism 
that the constitutional enshrining of neuro-
rights—which is the path Chile has taken—is 
not justified. However, we do recognise that, 
given the advance of neurotechnologies and 
AI, these rights are increasingly more 
vulnerable and easier to attack. 

Human rights are pervious to new human 
requirements and adapt to them. For example, 
the fundamental right to the inviolability of 
the home and the individual’s right to physical 
and mental integrity have become a protective 
shield against noise pollution. This was 
recognised by the jurisprudence of the 
European Court of Human Rights (ECHR of 
16 November 2004, the case of Moreno 
Gómez v. Spain). 

In short, there is nothing in neuro-rights 
that enables them to be identified as new 
rights, unlike what happened when the rights 
known as second- or third-generation rights 
(economic, social and cultural) were added to 
first-generation rights (civil and political). 
The idea is for neuro-rights to fit into a fourth 
generation of human rights, but they do not 
have enough autonomy and they are identified 
with rights that are already assured by 
international treaties and constitutional texts.  

Even the design of neuro-rights has been 
criticised for possibly not sufficing to protect 
us from the advances of neurotechnologies. 
These voices warn, with the same future 
anticipation, that other rights—or all of 
them?—could be threatened by 
neurotechnologies. For example, the right to 
property could be contravened if, by reading 
neurodata, someone seized protected and 
sensitive content (passwords and similar). 
However, there is no proposal to create a new 
neuro-property Law. 

To prevent new threats from limiting old 
human rights, the best way forward is not to 
create more rights. Human rights are 
constantly exposed to new threats. The right to 
privacy, for example, protects people against 
both the written press and video surveillance 
or face recognition technologies. The 
universal system for the protection of human 
rights, which has taken 75 years to build, 
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install and consolidate, cannot suddenly be 
questioned because of a new legal 
construction that needs more rigorous 
assessment. Creating new rules for a field with 
such nascent findings is inappropriate.47 

The pioneering ruling of The Hague 
District Court on predictive algorithms is a 
good example of this. In fact, an intriguing 
conflict arose in the Netherlands in relation to 
data privacy against the risks of governmental 
surveillance, from which interesting 
conclusions can be extracted for the 
construction of neuro-rights. In 2014 the 
government began an algorithm-based 
predictive tracing system known as SyRI to 
determine which citizens were allegedly more 
inclined to defraud the state. The ruling of The 
Hague District Court, of 5 February 2020 
(Case NJCM c.s./De Staat der Nederlanden 
(SyRI case), no. C/09/550982/HA ZA 18/388) 
upheld the appeal as it concluded that the 
predictive algorithm violates Article 8 of the 
European Convention on Human Rights 
regarding the right to a private life. 

The matter caught the attention of the UN 
Special Rapporteur on extreme poverty and 
human rights, who sent a report to the court 
criticising the inequality that the state 
surveillance creates for more disadvantaged 
collectives,48 and it focuses attention on how 
hard it is for AI and neurotechnologies to 
attain knowledge of humans’ behaviour by 
studying their brain.49 

 
47 Doubts have been raised about the success of 
European and US neuroscientific projects to map the 
brain, given they are far removed from initial 
aspirations due to bureaucratic reasons, among others. 
There is a critical outline in E. Mullin, How big science 
failed to unlock the mysteries of the human brain, 2021, 
on www.technologyreview.com. 
Furthermore, the findings on our brain are still limited 
and they do not enable us to understand the scope of 
human decisions at the moment. Let us suppose that we 
must sign a document. When we do this, our brain 
activates a series of neural firings. We could be signing 
a cheque or an autograph, authenticating a will or 
authorising a sale or a death certificate. The neural 
firing is the same in each case. Yet the meaning of what 
we have done when signing is completely different. 
Today, cognitive neuroscience is only capable of 
identifying where these neural firings come from, but it 
has no more idea of their significance than social media 
does when we like an image. 
48 See G. Lazcoz and J.A. Castillo, Valoración 
algorítmica ante los derechos humanos y el Reglamento 
General de Protección de Datos: el caso SyRI, in 
Revista Chilena de Derecho y Tecnología, n. 9, 2020, 
doi:10.5354/0719-2584.2020.56843. 
49 In fact, there are ethical and philosophical critics who 
believe that protecting neuro-rights equates to a 
mistaken reductionist theory of neuroscience. That is 
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So far, Chile is the only country that has 

begun a constitutional reform procedure and 
that is processing a bill to expand its 
framework of fundamental rights to include 
neuro-rights. The initiative is based on two 
means that have been processed in parallel: 
constitutional reform and a supplementary bill 
on the protection of neuro-rights and mental 
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6.1. Bill on the protection of neuro-rights 
and mental integrity 

On 7 October 2020 a group of Chilean 
senators led by Guido Girardi, a member of 
the Commission of Future Challenges, 
Sciences, Technology and Innovation, 
introduced an initiative to regulate by law the 
protection of neuro-rights and mental 
integrity, the implementation of research and 
the development of neurotechnologies. The 
Spanish neurobiologist Rafael Yuste, director 
of the famous BRAIN project, enthusiastically 
supported by the rector of the Pontifical 
Catholic University of Chile and senator 
Girardi, had participated actively in the 
proposal.51 

The recitals in the bill are extremely long, 
but the substantive provisions are quite short 
and structured into three titles and ten articles. 
The first striking aspect of the bill is that it 
does not contain a list of neuro-rights, neither 
are they classified as subjective rights. As they 
are new rights, it would have been preferable 
if they had been named and defined, and for 
their mechanisms to have been regulated to 
make them effective. However, the bill is 
limited to describing a series of prohibitions 
concerning research into neurotechnologies 
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protect the brain. However, a human’s identity is not 
identified with the brain. 
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focus on the legislative process method and its 
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compared public policies illustrating the handling of 
neuro-rights in other countries is not provided here. 
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and their advances. This deficient legislative 
technique has been criticised as it leads to 
legal insecurity. 

The bill’s text includes partial references to 
neuro-rights. Article 1 a) simply recognises 
the objective of ‘protecting people’s physical 
and psychical integrity by protecting the 
privacy of neural data, the right to autonomy 
or freedom of individual decision, and of 
access with no arbitrary discriminations 
against neurotechnologies involving an 
increase in psychical capacities’.  

According to Article 3, ‘any interference or 
form of intervention into neural connections 
or intrusion into the brain using 
neurotechnology, brain–computer interface or 
any other system or device is prohibited 
without the free, express and informed 
consent of the person or user of the device, 
even in medical circumstances. Even when the 
neurotechnology is capable of intervening 
without the person being aware of it’. This 
precept of the bill seems to include two of the 
(neuro)rights: the right to the privacy of neural 
data and the right to cognitive liberty. 

In accordance with Article 4 of the bill, 
‘any system or device, whether 
neurotechnology, brain–computer interface or 
other, whose purpose is to invasively or non-
invasively access or manipulate neural 
activity, is prohibited if it can damage the 
psychological and psychical continuity of the 
person, in other words, their individual 
identity, or if it decreases or damages the 
autonomy of their will or ability to make a 
decision freely’. Given its content, the bill 
seems to be referring here to the (neuro)right 
to personal identity and autonomy. 

The other neuro-rights are even more 
diluted in the bill’s articles. Article 10 
provides that the state will ensure ‘equal 
access to advances in neurotechnology and 
neuroscience’, which seems to be a reference 
to the (neuro)right of fair access to enhanced 
neurorecognition, without calling it that, 
linking it to Article 1 a) of the bill. 

However, we have not found references to 
the neuro-right that protects against the biases 
of neurotechnology. It is possible that it is 
hidden in the objective of ‘ensuring 
information for users of neurotechnologies on 
their potential negative consequences and 
secondary effects’, recognised in Article 1c), 
although it is more linked to autonomy or 
freedom of decision. 

As I mentioned, several dissenting voices 
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material aspect of these rights would have to 
be adapted or extended, but no new category 
would have to be created. 

That is why I also agree with the criticism 
that the constitutional enshrining of neuro-
rights—which is the path Chile has taken—is 
not justified. However, we do recognise that, 
given the advance of neurotechnologies and 
AI, these rights are increasingly more 
vulnerable and easier to attack. 

Human rights are pervious to new human 
requirements and adapt to them. For example, 
the fundamental right to the inviolability of 
the home and the individual’s right to physical 
and mental integrity have become a protective 
shield against noise pollution. This was 
recognised by the jurisprudence of the 
European Court of Human Rights (ECHR of 
16 November 2004, the case of Moreno 
Gómez v. Spain). 

In short, there is nothing in neuro-rights 
that enables them to be identified as new 
rights, unlike what happened when the rights 
known as second- or third-generation rights 
(economic, social and cultural) were added to 
first-generation rights (civil and political). 
The idea is for neuro-rights to fit into a fourth 
generation of human rights, but they do not 
have enough autonomy and they are identified 
with rights that are already assured by 
international treaties and constitutional texts.  

Even the design of neuro-rights has been 
criticised for possibly not sufficing to protect 
us from the advances of neurotechnologies. 
These voices warn, with the same future 
anticipation, that other rights—or all of 
them?—could be threatened by 
neurotechnologies. For example, the right to 
property could be contravened if, by reading 
neurodata, someone seized protected and 
sensitive content (passwords and similar). 
However, there is no proposal to create a new 
neuro-property Law. 

To prevent new threats from limiting old 
human rights, the best way forward is not to 
create more rights. Human rights are 
constantly exposed to new threats. The right to 
privacy, for example, protects people against 
both the written press and video surveillance 
or face recognition technologies. The 
universal system for the protection of human 
rights, which has taken 75 years to build, 

 
frente a la neurotecnología: la experiencia chilena, in 
UNED. Revista de Derecho Político, n. 112, 2021, 415, 
on doi.org/10.5944/rdp.112.2021.32235. 

install and consolidate, cannot suddenly be 
questioned because of a new legal 
construction that needs more rigorous 
assessment. Creating new rules for a field with 
such nascent findings is inappropriate.47 

The pioneering ruling of The Hague 
District Court on predictive algorithms is a 
good example of this. In fact, an intriguing 
conflict arose in the Netherlands in relation to 
data privacy against the risks of governmental 
surveillance, from which interesting 
conclusions can be extracted for the 
construction of neuro-rights. In 2014 the 
government began an algorithm-based 
predictive tracing system known as SyRI to 
determine which citizens were allegedly more 
inclined to defraud the state. The ruling of The 
Hague District Court, of 5 February 2020 
(Case NJCM c.s./De Staat der Nederlanden 
(SyRI case), no. C/09/550982/HA ZA 18/388) 
upheld the appeal as it concluded that the 
predictive algorithm violates Article 8 of the 
European Convention on Human Rights 
regarding the right to a private life. 

The matter caught the attention of the UN 
Special Rapporteur on extreme poverty and 
human rights, who sent a report to the court 
criticising the inequality that the state 
surveillance creates for more disadvantaged 
collectives,48 and it focuses attention on how 
hard it is for AI and neurotechnologies to 
attain knowledge of humans’ behaviour by 
studying their brain.49 

 
47 Doubts have been raised about the success of 
European and US neuroscientific projects to map the 
brain, given they are far removed from initial 
aspirations due to bureaucratic reasons, among others. 
There is a critical outline in E. Mullin, How big science 
failed to unlock the mysteries of the human brain, 2021, 
on www.technologyreview.com. 
Furthermore, the findings on our brain are still limited 
and they do not enable us to understand the scope of 
human decisions at the moment. Let us suppose that we 
must sign a document. When we do this, our brain 
activates a series of neural firings. We could be signing 
a cheque or an autograph, authenticating a will or 
authorising a sale or a death certificate. The neural 
firing is the same in each case. Yet the meaning of what 
we have done when signing is completely different. 
Today, cognitive neuroscience is only capable of 
identifying where these neural firings come from, but it 
has no more idea of their significance than social media 
does when we like an image. 
48 See G. Lazcoz and J.A. Castillo, Valoración 
algorítmica ante los derechos humanos y el Reglamento 
General de Protección de Datos: el caso SyRI, in 
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mistaken reductionist theory of neuroscience. That is 
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make them effective. However, the bill is 
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and their advances. This deficient legislative 
technique has been criticised as it leads to 
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The bill’s text includes partial references to 
neuro-rights. Article 1 a) simply recognises 
the objective of ‘protecting people’s physical 
and psychical integrity by protecting the 
privacy of neural data, the right to autonomy 
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against neurotechnologies involving an 
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any other system or device is prohibited 
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neurotechnology is capable of intervening 
without the person being aware of it’. This 
precept of the bill seems to include two of the 
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other, whose purpose is to invasively or non-
invasively access or manipulate neural 
activity, is prohibited if it can damage the 
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person, in other words, their individual 
identity, or if it decreases or damages the 
autonomy of their will or ability to make a 
decision freely’. Given its content, the bill 
seems to be referring here to the (neuro)right 
to personal identity and autonomy. 

The other neuro-rights are even more 
diluted in the bill’s articles. Article 10 
provides that the state will ensure ‘equal 
access to advances in neurotechnology and 
neuroscience’, which seems to be a reference 
to the (neuro)right of fair access to enhanced 
neurorecognition, without calling it that, 
linking it to Article 1 a) of the bill. 

However, we have not found references to 
the neuro-right that protects against the biases 
of neurotechnology. It is possible that it is 
hidden in the objective of ‘ensuring 
information for users of neurotechnologies on 
their potential negative consequences and 
secondary effects’, recognised in Article 1c), 
although it is more linked to autonomy or 
freedom of decision. 

As I mentioned, several dissenting voices 
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have already criticised the bill’s deficient 
regulatory techniques and the inconsistency 
between the message in the bill’s recitals and 
its articles. The legal technique the bill 
contains to provide the promised protection 
for mental integrity and privacy is the 
inclusion of prohibitive and some imperative 
precepts, but none of the articles define a 
subjective right. How is it possible for a bill 
seeking to protect neuro-rights not to include 
subjective rights? It gives the impression that 
it is legislating without properly 
understanding what it wanted to protect or that 
it is simply a matter of announcing to the 
world that Chile is approving pioneering 
legislation. It is, but the innovation should not 
overlook legal security. 

In fact, the bill does not include recognition 
of neuro-rights but rather ‘measures to protect 
mental integrity and privacy’ in the form of 
limits or prohibitions to research in 
neuroscience and neurotechnology. Many 
precepts are ambiguous, such as the 
distinction between mental integrity and 
psychical integrity or the very concept of 
neurotechnologies. 

6.2. Act No. 21383 on constitutional reform 
The processing of the bill on neuro-rights 

was preceded by a motion to reform the 1980 
Political Constitution of the Republic of Chile, 
also promoted by the senators Girardi and 
Goic, on 7 October 2020. The motion aimed 
to introduce a new paragraph in number 1 of 
Article 19 of the Political Constitution of the 
Republic of Chile, which regulates people’s 
right to life and physical and psychical 
integrity to protect mental integrity and 
indemnity against the advances of 
neurotechnologies. 

After the appropriate parliamentary 
procedure,52 Act no. 21383 was approved on 
14 October 2021 and published in the official 
gazette on 25 October 2021, which modifies 
number 1 of Article 19 and adds a new section 
on the limitations of scientific and 
technological development. 

Scientific and technological development 
shall be at the service of people and shall be 
conducted with respect for life and physical 
and psychical integrity. The act shall regulate 
requirements, conditions and restrictions for 

 
52 Learning about the passage of this bill is fascinating. 
See document History of Act n. 21383, Library of the 
National Congress of Chile, www.bcn.cl/historiadelaley. 

use in people, and brain activity, as well as 
information from it, must be especially 
protected. 

The modification brought about by Act 
21383 involves express constitutional 
recognition of advances in science and 
technology being at the service of people and 
having to respect the right to life and physical 
and psychical integrity. The—surely 
superfluous—mention is rounded off with a 
reference to ordinary law so that it regulates 
the requirements, conditions and restrictions 
of the use of neurotechnology when it affects 
people and endangers brain activity. In any 
event, Act No. 21383 avoids any mention of 
neuro-rights.53 

7. The soft law model. The digital rights 
charter of the government of spain 
In July 2021, the Government of Spain 

introduced the Digital Rights Charter with the 
aim of protecting citizens’ rights in the new 
era of the Internet and AI (hereinafter simply 
the charter). 

The charter contains six categories of 
rights, including a list of digital rights in 
specific contexts (section 5), which includes a 
set of digital rights in the use of 
neurotechnologies (section: 5.XXVI). The 
charter text is reproduced below: 
1) The conditions, limits and guarantees of 

implanting and using neurotechnologies in 
people may be regulated by the law with 
the purpose of: 

a) Guaranteeing every person’s control over 
their own identity; 

b) Guaranteeing individual self-determina-
tion, sovereignty and liberty in decision-
making; 

c) Ensuring the confidentiality and security 
of data obtained or relative to their brain 
processes and complete ownership and 
disposal of them; 

d) Regulating the use of person–machine 
interfaces that can affect physical or 
psychical integrity; 

e) Ensuring that the decisions and processes 
based on neurotechnologies are not 

 
53 We should remember that Chile is in the middle of a 
constitutive phase, processing a constitutional reform 
bill that will replace the 1980 Political Constitution. We 
do not know whether neuro-rights will find any space 
here, as M.I. Cornejo Plaza (Neuroderechos en Chile: 
consagración constitucional y regulación de las 
neurotecnologías, 2021, on https://agendaestadodederec 
ho.com) points out. 
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conditioned by the supply of data, 
programmes or incomplete, unwanted, 
unknown or biased information. 

2) To ensure people’s dignity, equality and 
non-discrimination, and in accordance with 
international treaties and agreements, if 
applicable, the law shall be able to regulate 
those cases and conditions when, beyond 
their therapeutic application, the aim of 
neurotechnologies is cognitive 
augmentation or stimulating and 
strengthening people’s abilities. 
Digital rights, the counterpart of the idea of 

digital citizenship, generically encompass 
citizens’ rights in a digital context. This 
category not only includes updating traditional 
rights to identify new contents within the 
framework of the digital society (for example 
the right to be forgotten within the 
fundamental right to data protection), but also 
new fundamental rights, which would be 
universal access to the Internet, cybersecurity 
or the right to the truth to combat fake news. 

The charter is not regulatory as it is limited 
to being a reference framework for public 
authorities to serve as a guide or mould for 
future legislative bills. According to one of its 
promoters, Tomás de la Quadra-Salcedo, the 
charter acts as a beacon for digital society 
users. He insists there is no duplicity of rights 
because its ultimate basis is the constitutional 
framework of fundamental rights.54 

In any event, these digital rights in the use 
of neurotechnologies listed in section 5.XXVI 
of the charter are easily identified with the 
original design of neuro-rights: the right to 
mental privacy (letters a and c), the right to 
personal identity and autonomy (letter b), the 
right to free will and self-determination (letter 
c), the right to equal access to cognitive 
augmentation (point 2) and the right to 
protection from algorithmic biases (letter e). 

It is curious that the soft law option Spain 
has chosen has managed a more convincing 
legal recognition of neuro-rights than the 
constitutional reform that Chile has embarked 
on. Declarations of rights without guarantee or 
protection instruments come to nothing and it 
is almost more effective to cause a silent 

 
54 The addresses given by the speakers from the working 
parties responsible for drafting the charter can be found 
at https://digitalfuturesociety.com/es/agenda/carta-derec 
hos-digitales-streaming They include the speeches made 
by T. de la Quadra-Salcedo and S. de la Sierra. The 
speech made by R. Yuste on neuro-rights is a must 
watch (minute 1:47). 

revolution from bottom up. Given this 
perspective, the charter can be considered a 
pioneering tool, although N. Reche Tello 
doubts that the proposal of self-regulation or 
soft law will suffice for the risks heading our 
way.55 

8. Conclusions 
The proposal to produce a charter of (new) 

neuro-rights is suggestive. Just as computer 
advances force us to maximise the security of 
our data, neurotechnology makes us pay 
attention to the privacy of our brain. Humanity 
must be in a position to protect itself against 
the advances of neurotechnology so that no 
violations of rights or undesired manipulations 
of the brain are committed. This objective is 
embodied in the expression found in the well-
known publication by Bublitz, ‘My Mind is 
Mine!?’56 P. López Silva and R. Madrid 
advocate that the creation of neuro-rights is 
not necessary, because they are already 
protected by human rights; however, it is a 
good idea to make citizens aware of the 
importance of the topic as it puts us in alert 
mode.57 

Although the digital space and AI require 
new legal concepts and instruments, I believe 
our legal system suffices to guarantee people’s 
identity and autonomy against the advances of 
neurotechnologies. Creating new (neuro)rights 
is not necessary, at least not now, as it would 
be premature. The proposal would require an 
unhurried debate and, in short, more time.58 

Based on a dogmatic–systematic focus, 
even if we accept that neural manipulation 
will be an everyday occurrence in future, the 
attempt to introduce concepts arising from 
euphoria or trends is dangerous for two 
reasons. Firstly, it diverts energy and 
resources that would be better used if we 
invested them in enhanced guarantees of the 
human rights recognised so far against 
scientific and technological advances. 
Secondly, it leads to an inflationary spiral in 

 
55 N. Reche Tello, Nuevos derechos, 440. 
56 J.C. Bublitz, My Mind is Mine!? Cognitive Liberty as 
a Legal Concept, in E. Hildt and A. Francke (eds.), 
Cognitive Enhancement, New York, NY, Springer, 
2013, 233. 
57 P. López Silva and R. Madrid, Sobre la conveniencia, 
58. 
58 See D. Borbón Rodríguez, Análisis crítico de los 
Neuro-Derechos Humanos al libre albedrío y al acceso 
equitativo a tecnologías de mejora, in Ius et scientia, n. 
6, 2020, 157. But M. Ienca and R. Andorno (Towards 
new human rights, 159) do not agree. 
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have already criticised the bill’s deficient 
regulatory techniques and the inconsistency 
between the message in the bill’s recitals and 
its articles. The legal technique the bill 
contains to provide the promised protection 
for mental integrity and privacy is the 
inclusion of prohibitive and some imperative 
precepts, but none of the articles define a 
subjective right. How is it possible for a bill 
seeking to protect neuro-rights not to include 
subjective rights? It gives the impression that 
it is legislating without properly 
understanding what it wanted to protect or that 
it is simply a matter of announcing to the 
world that Chile is approving pioneering 
legislation. It is, but the innovation should not 
overlook legal security. 

In fact, the bill does not include recognition 
of neuro-rights but rather ‘measures to protect 
mental integrity and privacy’ in the form of 
limits or prohibitions to research in 
neuroscience and neurotechnology. Many 
precepts are ambiguous, such as the 
distinction between mental integrity and 
psychical integrity or the very concept of 
neurotechnologies. 

6.2. Act No. 21383 on constitutional reform 
The processing of the bill on neuro-rights 

was preceded by a motion to reform the 1980 
Political Constitution of the Republic of Chile, 
also promoted by the senators Girardi and 
Goic, on 7 October 2020. The motion aimed 
to introduce a new paragraph in number 1 of 
Article 19 of the Political Constitution of the 
Republic of Chile, which regulates people’s 
right to life and physical and psychical 
integrity to protect mental integrity and 
indemnity against the advances of 
neurotechnologies. 

After the appropriate parliamentary 
procedure,52 Act no. 21383 was approved on 
14 October 2021 and published in the official 
gazette on 25 October 2021, which modifies 
number 1 of Article 19 and adds a new section 
on the limitations of scientific and 
technological development. 

Scientific and technological development 
shall be at the service of people and shall be 
conducted with respect for life and physical 
and psychical integrity. The act shall regulate 
requirements, conditions and restrictions for 

 
52 Learning about the passage of this bill is fascinating. 
See document History of Act n. 21383, Library of the 
National Congress of Chile, www.bcn.cl/historiadelaley. 

use in people, and brain activity, as well as 
information from it, must be especially 
protected. 

The modification brought about by Act 
21383 involves express constitutional 
recognition of advances in science and 
technology being at the service of people and 
having to respect the right to life and physical 
and psychical integrity. The—surely 
superfluous—mention is rounded off with a 
reference to ordinary law so that it regulates 
the requirements, conditions and restrictions 
of the use of neurotechnology when it affects 
people and endangers brain activity. In any 
event, Act No. 21383 avoids any mention of 
neuro-rights.53 

7. The soft law model. The digital rights 
charter of the government of spain 
In July 2021, the Government of Spain 

introduced the Digital Rights Charter with the 
aim of protecting citizens’ rights in the new 
era of the Internet and AI (hereinafter simply 
the charter). 

The charter contains six categories of 
rights, including a list of digital rights in 
specific contexts (section 5), which includes a 
set of digital rights in the use of 
neurotechnologies (section: 5.XXVI). The 
charter text is reproduced below: 
1) The conditions, limits and guarantees of 

implanting and using neurotechnologies in 
people may be regulated by the law with 
the purpose of: 

a) Guaranteeing every person’s control over 
their own identity; 

b) Guaranteeing individual self-determina-
tion, sovereignty and liberty in decision-
making; 

c) Ensuring the confidentiality and security 
of data obtained or relative to their brain 
processes and complete ownership and 
disposal of them; 

d) Regulating the use of person–machine 
interfaces that can affect physical or 
psychical integrity; 

e) Ensuring that the decisions and processes 
based on neurotechnologies are not 

 
53 We should remember that Chile is in the middle of a 
constitutive phase, processing a constitutional reform 
bill that will replace the 1980 Political Constitution. We 
do not know whether neuro-rights will find any space 
here, as M.I. Cornejo Plaza (Neuroderechos en Chile: 
consagración constitucional y regulación de las 
neurotecnologías, 2021, on https://agendaestadodederec 
ho.com) points out. 
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conditioned by the supply of data, 
programmes or incomplete, unwanted, 
unknown or biased information. 

2) To ensure people’s dignity, equality and 
non-discrimination, and in accordance with 
international treaties and agreements, if 
applicable, the law shall be able to regulate 
those cases and conditions when, beyond 
their therapeutic application, the aim of 
neurotechnologies is cognitive 
augmentation or stimulating and 
strengthening people’s abilities. 
Digital rights, the counterpart of the idea of 

digital citizenship, generically encompass 
citizens’ rights in a digital context. This 
category not only includes updating traditional 
rights to identify new contents within the 
framework of the digital society (for example 
the right to be forgotten within the 
fundamental right to data protection), but also 
new fundamental rights, which would be 
universal access to the Internet, cybersecurity 
or the right to the truth to combat fake news. 

The charter is not regulatory as it is limited 
to being a reference framework for public 
authorities to serve as a guide or mould for 
future legislative bills. According to one of its 
promoters, Tomás de la Quadra-Salcedo, the 
charter acts as a beacon for digital society 
users. He insists there is no duplicity of rights 
because its ultimate basis is the constitutional 
framework of fundamental rights.54 

In any event, these digital rights in the use 
of neurotechnologies listed in section 5.XXVI 
of the charter are easily identified with the 
original design of neuro-rights: the right to 
mental privacy (letters a and c), the right to 
personal identity and autonomy (letter b), the 
right to free will and self-determination (letter 
c), the right to equal access to cognitive 
augmentation (point 2) and the right to 
protection from algorithmic biases (letter e). 

It is curious that the soft law option Spain 
has chosen has managed a more convincing 
legal recognition of neuro-rights than the 
constitutional reform that Chile has embarked 
on. Declarations of rights without guarantee or 
protection instruments come to nothing and it 
is almost more effective to cause a silent 

 
54 The addresses given by the speakers from the working 
parties responsible for drafting the charter can be found 
at https://digitalfuturesociety.com/es/agenda/carta-derec 
hos-digitales-streaming They include the speeches made 
by T. de la Quadra-Salcedo and S. de la Sierra. The 
speech made by R. Yuste on neuro-rights is a must 
watch (minute 1:47). 

revolution from bottom up. Given this 
perspective, the charter can be considered a 
pioneering tool, although N. Reche Tello 
doubts that the proposal of self-regulation or 
soft law will suffice for the risks heading our 
way.55 

8. Conclusions 
The proposal to produce a charter of (new) 

neuro-rights is suggestive. Just as computer 
advances force us to maximise the security of 
our data, neurotechnology makes us pay 
attention to the privacy of our brain. Humanity 
must be in a position to protect itself against 
the advances of neurotechnology so that no 
violations of rights or undesired manipulations 
of the brain are committed. This objective is 
embodied in the expression found in the well-
known publication by Bublitz, ‘My Mind is 
Mine!?’56 P. López Silva and R. Madrid 
advocate that the creation of neuro-rights is 
not necessary, because they are already 
protected by human rights; however, it is a 
good idea to make citizens aware of the 
importance of the topic as it puts us in alert 
mode.57 

Although the digital space and AI require 
new legal concepts and instruments, I believe 
our legal system suffices to guarantee people’s 
identity and autonomy against the advances of 
neurotechnologies. Creating new (neuro)rights 
is not necessary, at least not now, as it would 
be premature. The proposal would require an 
unhurried debate and, in short, more time.58 

Based on a dogmatic–systematic focus, 
even if we accept that neural manipulation 
will be an everyday occurrence in future, the 
attempt to introduce concepts arising from 
euphoria or trends is dangerous for two 
reasons. Firstly, it diverts energy and 
resources that would be better used if we 
invested them in enhanced guarantees of the 
human rights recognised so far against 
scientific and technological advances. 
Secondly, it leads to an inflationary spiral in 

 
55 N. Reche Tello, Nuevos derechos, 440. 
56 J.C. Bublitz, My Mind is Mine!? Cognitive Liberty as 
a Legal Concept, in E. Hildt and A. Francke (eds.), 
Cognitive Enhancement, New York, NY, Springer, 
2013, 233. 
57 P. López Silva and R. Madrid, Sobre la conveniencia, 
58. 
58 See D. Borbón Rodríguez, Análisis crítico de los 
Neuro-Derechos Humanos al libre albedrío y al acceso 
equitativo a tecnologías de mejora, in Ius et scientia, n. 
6, 2020, 157. But M. Ienca and R. Andorno (Towards 
new human rights, 159) do not agree. 
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have already criticised the bill’s deficient 
regulatory techniques and the inconsistency 
between the message in the bill’s recitals and 
its articles. The legal technique the bill 
contains to provide the promised protection 
for mental integrity and privacy is the 
inclusion of prohibitive and some imperative 
precepts, but none of the articles define a 
subjective right. How is it possible for a bill 
seeking to protect neuro-rights not to include 
subjective rights? It gives the impression that 
it is legislating without properly 
understanding what it wanted to protect or that 
it is simply a matter of announcing to the 
world that Chile is approving pioneering 
legislation. It is, but the innovation should not 
overlook legal security. 

In fact, the bill does not include recognition 
of neuro-rights but rather ‘measures to protect 
mental integrity and privacy’ in the form of 
limits or prohibitions to research in 
neuroscience and neurotechnology. Many 
precepts are ambiguous, such as the 
distinction between mental integrity and 
psychical integrity or the very concept of 
neurotechnologies. 

6.2. Act No. 21383 on constitutional reform 
The processing of the bill on neuro-rights 

was preceded by a motion to reform the 1980 
Political Constitution of the Republic of Chile, 
also promoted by the senators Girardi and 
Goic, on 7 October 2020. The motion aimed 
to introduce a new paragraph in number 1 of 
Article 19 of the Political Constitution of the 
Republic of Chile, which regulates people’s 
right to life and physical and psychical 
integrity to protect mental integrity and 
indemnity against the advances of 
neurotechnologies. 

After the appropriate parliamentary 
procedure,52 Act no. 21383 was approved on 
14 October 2021 and published in the official 
gazette on 25 October 2021, which modifies 
number 1 of Article 19 and adds a new section 
on the limitations of scientific and 
technological development. 

Scientific and technological development 
shall be at the service of people and shall be 
conducted with respect for life and physical 
and psychical integrity. The act shall regulate 
requirements, conditions and restrictions for 

 
52 Learning about the passage of this bill is fascinating. 
See document History of Act n. 21383, Library of the 
National Congress of Chile, www.bcn.cl/historiadelaley. 

use in people, and brain activity, as well as 
information from it, must be especially 
protected. 

The modification brought about by Act 
21383 involves express constitutional 
recognition of advances in science and 
technology being at the service of people and 
having to respect the right to life and physical 
and psychical integrity. The—surely 
superfluous—mention is rounded off with a 
reference to ordinary law so that it regulates 
the requirements, conditions and restrictions 
of the use of neurotechnology when it affects 
people and endangers brain activity. In any 
event, Act No. 21383 avoids any mention of 
neuro-rights.53 

7. The soft law model. The digital rights 
charter of the government of spain 
In July 2021, the Government of Spain 

introduced the Digital Rights Charter with the 
aim of protecting citizens’ rights in the new 
era of the Internet and AI (hereinafter simply 
the charter). 

The charter contains six categories of 
rights, including a list of digital rights in 
specific contexts (section 5), which includes a 
set of digital rights in the use of 
neurotechnologies (section: 5.XXVI). The 
charter text is reproduced below: 
1) The conditions, limits and guarantees of 

implanting and using neurotechnologies in 
people may be regulated by the law with 
the purpose of: 

a) Guaranteeing every person’s control over 
their own identity; 

b) Guaranteeing individual self-determina-
tion, sovereignty and liberty in decision-
making; 

c) Ensuring the confidentiality and security 
of data obtained or relative to their brain 
processes and complete ownership and 
disposal of them; 

d) Regulating the use of person–machine 
interfaces that can affect physical or 
psychical integrity; 

e) Ensuring that the decisions and processes 
based on neurotechnologies are not 

 
53 We should remember that Chile is in the middle of a 
constitutive phase, processing a constitutional reform 
bill that will replace the 1980 Political Constitution. We 
do not know whether neuro-rights will find any space 
here, as M.I. Cornejo Plaza (Neuroderechos en Chile: 
consagración constitucional y regulación de las 
neurotecnologías, 2021, on https://agendaestadodederec 
ho.com) points out. 
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conditioned by the supply of data, 
programmes or incomplete, unwanted, 
unknown or biased information. 

2) To ensure people’s dignity, equality and 
non-discrimination, and in accordance with 
international treaties and agreements, if 
applicable, the law shall be able to regulate 
those cases and conditions when, beyond 
their therapeutic application, the aim of 
neurotechnologies is cognitive 
augmentation or stimulating and 
strengthening people’s abilities. 
Digital rights, the counterpart of the idea of 

digital citizenship, generically encompass 
citizens’ rights in a digital context. This 
category not only includes updating traditional 
rights to identify new contents within the 
framework of the digital society (for example 
the right to be forgotten within the 
fundamental right to data protection), but also 
new fundamental rights, which would be 
universal access to the Internet, cybersecurity 
or the right to the truth to combat fake news. 

The charter is not regulatory as it is limited 
to being a reference framework for public 
authorities to serve as a guide or mould for 
future legislative bills. According to one of its 
promoters, Tomás de la Quadra-Salcedo, the 
charter acts as a beacon for digital society 
users. He insists there is no duplicity of rights 
because its ultimate basis is the constitutional 
framework of fundamental rights.54 

In any event, these digital rights in the use 
of neurotechnologies listed in section 5.XXVI 
of the charter are easily identified with the 
original design of neuro-rights: the right to 
mental privacy (letters a and c), the right to 
personal identity and autonomy (letter b), the 
right to free will and self-determination (letter 
c), the right to equal access to cognitive 
augmentation (point 2) and the right to 
protection from algorithmic biases (letter e). 

It is curious that the soft law option Spain 
has chosen has managed a more convincing 
legal recognition of neuro-rights than the 
constitutional reform that Chile has embarked 
on. Declarations of rights without guarantee or 
protection instruments come to nothing and it 
is almost more effective to cause a silent 

 
54 The addresses given by the speakers from the working 
parties responsible for drafting the charter can be found 
at https://digitalfuturesociety.com/es/agenda/carta-derec 
hos-digitales-streaming They include the speeches made 
by T. de la Quadra-Salcedo and S. de la Sierra. The 
speech made by R. Yuste on neuro-rights is a must 
watch (minute 1:47). 

revolution from bottom up. Given this 
perspective, the charter can be considered a 
pioneering tool, although N. Reche Tello 
doubts that the proposal of self-regulation or 
soft law will suffice for the risks heading our 
way.55 

8. Conclusions 
The proposal to produce a charter of (new) 

neuro-rights is suggestive. Just as computer 
advances force us to maximise the security of 
our data, neurotechnology makes us pay 
attention to the privacy of our brain. Humanity 
must be in a position to protect itself against 
the advances of neurotechnology so that no 
violations of rights or undesired manipulations 
of the brain are committed. This objective is 
embodied in the expression found in the well-
known publication by Bublitz, ‘My Mind is 
Mine!?’56 P. López Silva and R. Madrid 
advocate that the creation of neuro-rights is 
not necessary, because they are already 
protected by human rights; however, it is a 
good idea to make citizens aware of the 
importance of the topic as it puts us in alert 
mode.57 

Although the digital space and AI require 
new legal concepts and instruments, I believe 
our legal system suffices to guarantee people’s 
identity and autonomy against the advances of 
neurotechnologies. Creating new (neuro)rights 
is not necessary, at least not now, as it would 
be premature. The proposal would require an 
unhurried debate and, in short, more time.58 

Based on a dogmatic–systematic focus, 
even if we accept that neural manipulation 
will be an everyday occurrence in future, the 
attempt to introduce concepts arising from 
euphoria or trends is dangerous for two 
reasons. Firstly, it diverts energy and 
resources that would be better used if we 
invested them in enhanced guarantees of the 
human rights recognised so far against 
scientific and technological advances. 
Secondly, it leads to an inflationary spiral in 

 
55 N. Reche Tello, Nuevos derechos, 440. 
56 J.C. Bublitz, My Mind is Mine!? Cognitive Liberty as 
a Legal Concept, in E. Hildt and A. Francke (eds.), 
Cognitive Enhancement, New York, NY, Springer, 
2013, 233. 
57 P. López Silva and R. Madrid, Sobre la conveniencia, 
58. 
58 See D. Borbón Rodríguez, Análisis crítico de los 
Neuro-Derechos Humanos al libre albedrío y al acceso 
equitativo a tecnologías de mejora, in Ius et scientia, n. 
6, 2020, 157. But M. Ienca and R. Andorno (Towards 
new human rights, 159) do not agree. 
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which every new development questions how 
applicable the protection afforded by the 
universal system of human rights is. 

Obviously, the law is not a panacea against 
abuses. Everyone knows that basic human 
rights (life, freedom of thought, education) 
have been recognised in the Universal 
Declaration of Human Rights of the United 
Nations since 1948 and in other international 
texts as well, but they are not observed in 
many countries in the world. 

In the administrative law area, we can 
extend already explored principles to justify 
public action in protecting fundamental rights 
linked to neurotechnology (privacy, freedom 
of thought, data protection and others). The 
protection of neuro-rights is related to already 
established principles such as good regulation, 
good governance, transparency and, naturally, 
data and consumer protection. 

J. Ponce Solé proposes a reserve for 
mankind so that certain decisions are reserved 
for humans, which could be extended to the 
protection of brain privacy. The principle of 
technological precaution expounded by L. 
Cotino Hueso, however, could lead to 
rejecting neurotechnologies whose 
implementation involves a risk of irreversible 
damage or that are not transparent to control. 
Another useful solution was devised by A. 
Boix Palop, who argues that algorithms are 
regulatory provisions.59 

But we will have to be very attentive and 
modify this pre-existing framework if legal 
categories need to be changed (personality, 
imputation, integrity, free will). An 
international rather than a national regulation 
is far more appropriate to achieve this aim, as 
J.L. Piñar advocates.60 The European Union 
must play a leading role in this regard, as it 
did in data protection. 

The regulatory framework should be 
completed with the approval of ethical codes 
and educational measures (soft law) reflecting 
the social, medical and bioethical implications 
of neurotechnology and produced with the 
agreement of all European stakeholders 
(public authorities, citizens, businesses, 

 
59 J. Ponce, Inteligencia artificial, derecho 
administrativo y reserva de humanidad: algoritmos y 
procedimiento administrativo debido tecnológico, in 
Revista General de Derecho Administrativo, n. 50, 
2019; L. Cotino Hueso, La necesaria actualización, 
2350; A. Boix Palop, Algorithms as Regulations, 96. 
60 See J.L. Piñar, Notas sobre las propuestas normativas 
para la regulación de los neuroderechos en Chile, in 
Derecho Digital e Innovación n. 7, 2020. 

associations and so on). 
There is genuine concern about ethical 

limits that cannot be exceeded in 
neurotechnological research. And I am talking 
of ethical limits because legal limits are either 
non-existent—in some cases—or vague. As 
these are areas that have recently developed, 
legislative or soft law advances are still few 
and far between. 

Organisational obstacles are another factor 
to be assessed. Legislators, governments and 
local authorities must be in a position to 
explore other social sciences (such as 
economics, behavioural psychology or 
sociology) and sciences (mathematics, 
evolutionary biology, neurosciences and even 
physics). Inter- and transdisciplinarity is an 
added difficulty, but it is an unavoidable 
challenge if we are seeking an effective legal 
protection of neuro-rights. 

To sum up, rather than outlining new 
neuro-rights, it is more important to guarantee 
already existing rights against the risks of 
neurotechnology by adapting or moulding 
them based on their own traits. As in other 
areas linked to AI, there are many legal rough 
edges that need smoothing. But the mere fact 
that debate is being considered is a clear sign 
that people’s dignity, free will and respect for 
human rights must come before any other 
interest. 
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ABSTRACT Digitization requires cooperation between organizations, institutions, partners and citizens. It is 
essential to optimize and make the system, services and procedures more efficient so as not to be unprepared 
for new challenges and to anticipate them, removing inefficiencies and waste, of resources and structures. 
If the public administration, at all levels, must advance, it is necessary to adapt the legislation and 
infrastructures, certainly, but also the organization and interorganic relations. 
The reforms of the last two years seem to go in this direction, spurring with the aim of reaching the goal of a 
truly digital administration. 
Obviously, given the historical period, the area of greatest application of digital concepts in the last two years 
has been the health sector or, more generally, any action aimed at tackling the health crisis, including 
simplification reforms in the various administrative procedures. 
However, most of the necessary reform processes are common to the entire public administration, no sector 
excluded. With the consequence that, in order to make health care evolve, the entire public administration must 
be adapted. 
Undoubtedly, then, in the political and legislative dialectic, the digital approach and the right to good 
administration intersect each other, as essential instruments for ensuring the quality and continuity of services, 
capables of withstanding the challenges of the future. 

1. La nuova fase del percorso di riforma 
digitale  
Once only e preparedness: due concetti che 

riassumono altrettante linee e prospettive di 
riforma delle pubbliche amministrazioni, 
elaborati tanto a livello nazionale quanto a 
livello sovranazionale, utilizzati in documenti 
in lingua inglese ed ora adottati anche in 
documenti nazionali. Si tratta di temi di 
estremo interesse in ogni realtà giuridica. 

In estrema sintesi, tali concetti si 
potrebbero tradurre rispettivamente con: 

i) la previsione di un meccanismo di 
dialogo con la pubblica amministrazione che 
preveda la condivisione della documentazione 
una sola volta, in modo da evitare di chiedere 
ai cittadini e alle imprese informazioni già 
fornite (once only); 

ii) secondo il sociologo della medicina 
Andrew Lakoff1, una forma di pianificazione 
per trattare l’imprevisto lavorando sulla 
costruzione di scenari, sulla protezione delle 
infrastrutture critiche di comunicazione, 
sull’accantonamento di scorte di dispositivi, 
sulla messa in funzione di sistemi di allarme 
immediatamente attivabili, sul disegno di 
sistemi di coordinamento tra soggetti diversi e 

 
* Article submitted to double-blind peer review. 
1 A. Lakoff, Unprepared Global Health in a Time of 
Emergency, Oakland, CA, University of California 
Press, 2017. 

sulla verifica periodica del loro 
funzionamento (preparedness); in altra ottica, 
più ampia e rivolta al tema in esame, si 
traduce in competenza e formazione digitale. 

Si tratta di due concetti, apparentemente 
distinti, ma che rappresentano alcune delle 
linee di riforma principali in molti comparti 
amministrativi e sono accomunati 
dall’esigenza di un preliminare sviluppo della 
pubblica amministrazione in termini di 
digitalizzazione e di formazione, capace di 
attuare il principio di digital first2, in base al 
quale il digitale diventa lo strumento 
principale di relazione con l’amministrazione. 

Lo sforzo culturale, formativo e 
infrastrutturale richiesto è importante, ma la 
sfida del futuro si gioca su questi terreni, per 
ottenere davvero un’amministrazione integrata 
e agile, interoperabile e accessibile. 

Ovviamente, considerato il periodo storico, 
l’ambito di maggiore applicazione di tali 
concetti negli ultimi due anni è stato il settore 
sanitario o, meglio, più in generale, ogni 
azione atta a fronteggiare la crisi sanitaria, ivi 
comprese riforme di semplificazione nei 
diversi procedimenti amministrativi. 

L’infrastrutturazione digitale è 
fondamentale per tradurre in pratica 

 
2 Già richiamato nella c.d. riforma Madia, e 
specificamente all’art.1, co.2, lett.b), legge 7 agosto 
2015, n. 124. 
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which every new development questions how 
applicable the protection afforded by the 
universal system of human rights is. 

Obviously, the law is not a panacea against 
abuses. Everyone knows that basic human 
rights (life, freedom of thought, education) 
have been recognised in the Universal 
Declaration of Human Rights of the United 
Nations since 1948 and in other international 
texts as well, but they are not observed in 
many countries in the world. 

In the administrative law area, we can 
extend already explored principles to justify 
public action in protecting fundamental rights 
linked to neurotechnology (privacy, freedom 
of thought, data protection and others). The 
protection of neuro-rights is related to already 
established principles such as good regulation, 
good governance, transparency and, naturally, 
data and consumer protection. 

J. Ponce Solé proposes a reserve for 
mankind so that certain decisions are reserved 
for humans, which could be extended to the 
protection of brain privacy. The principle of 
technological precaution expounded by L. 
Cotino Hueso, however, could lead to 
rejecting neurotechnologies whose 
implementation involves a risk of irreversible 
damage or that are not transparent to control. 
Another useful solution was devised by A. 
Boix Palop, who argues that algorithms are 
regulatory provisions.59 

But we will have to be very attentive and 
modify this pre-existing framework if legal 
categories need to be changed (personality, 
imputation, integrity, free will). An 
international rather than a national regulation 
is far more appropriate to achieve this aim, as 
J.L. Piñar advocates.60 The European Union 
must play a leading role in this regard, as it 
did in data protection. 

The regulatory framework should be 
completed with the approval of ethical codes 
and educational measures (soft law) reflecting 
the social, medical and bioethical implications 
of neurotechnology and produced with the 
agreement of all European stakeholders 
(public authorities, citizens, businesses, 

 
59 J. Ponce, Inteligencia artificial, derecho 
administrativo y reserva de humanidad: algoritmos y 
procedimiento administrativo debido tecnológico, in 
Revista General de Derecho Administrativo, n. 50, 
2019; L. Cotino Hueso, La necesaria actualización, 
2350; A. Boix Palop, Algorithms as Regulations, 96. 
60 See J.L. Piñar, Notas sobre las propuestas normativas 
para la regulación de los neuroderechos en Chile, in 
Derecho Digital e Innovación n. 7, 2020. 

associations and so on). 
There is genuine concern about ethical 

limits that cannot be exceeded in 
neurotechnological research. And I am talking 
of ethical limits because legal limits are either 
non-existent—in some cases—or vague. As 
these are areas that have recently developed, 
legislative or soft law advances are still few 
and far between. 

Organisational obstacles are another factor 
to be assessed. Legislators, governments and 
local authorities must be in a position to 
explore other social sciences (such as 
economics, behavioural psychology or 
sociology) and sciences (mathematics, 
evolutionary biology, neurosciences and even 
physics). Inter- and transdisciplinarity is an 
added difficulty, but it is an unavoidable 
challenge if we are seeking an effective legal 
protection of neuro-rights. 

To sum up, rather than outlining new 
neuro-rights, it is more important to guarantee 
already existing rights against the risks of 
neurotechnology by adapting or moulding 
them based on their own traits. As in other 
areas linked to AI, there are many legal rough 
edges that need smoothing. But the mere fact 
that debate is being considered is a clear sign 
that people’s dignity, free will and respect for 
human rights must come before any other 
interest. 
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ABSTRACT Digitization requires cooperation between organizations, institutions, partners and citizens. It is 
essential to optimize and make the system, services and procedures more efficient so as not to be unprepared 
for new challenges and to anticipate them, removing inefficiencies and waste, of resources and structures. 
If the public administration, at all levels, must advance, it is necessary to adapt the legislation and 
infrastructures, certainly, but also the organization and interorganic relations. 
The reforms of the last two years seem to go in this direction, spurring with the aim of reaching the goal of a 
truly digital administration. 
Obviously, given the historical period, the area of greatest application of digital concepts in the last two years 
has been the health sector or, more generally, any action aimed at tackling the health crisis, including 
simplification reforms in the various administrative procedures. 
However, most of the necessary reform processes are common to the entire public administration, no sector 
excluded. With the consequence that, in order to make health care evolve, the entire public administration must 
be adapted. 
Undoubtedly, then, in the political and legislative dialectic, the digital approach and the right to good 
administration intersect each other, as essential instruments for ensuring the quality and continuity of services, 
capables of withstanding the challenges of the future. 

1. La nuova fase del percorso di riforma 
digitale  
Once only e preparedness: due concetti che 

riassumono altrettante linee e prospettive di 
riforma delle pubbliche amministrazioni, 
elaborati tanto a livello nazionale quanto a 
livello sovranazionale, utilizzati in documenti 
in lingua inglese ed ora adottati anche in 
documenti nazionali. Si tratta di temi di 
estremo interesse in ogni realtà giuridica. 

In estrema sintesi, tali concetti si 
potrebbero tradurre rispettivamente con: 

i) la previsione di un meccanismo di 
dialogo con la pubblica amministrazione che 
preveda la condivisione della documentazione 
una sola volta, in modo da evitare di chiedere 
ai cittadini e alle imprese informazioni già 
fornite (once only); 

ii) secondo il sociologo della medicina 
Andrew Lakoff1, una forma di pianificazione 
per trattare l’imprevisto lavorando sulla 
costruzione di scenari, sulla protezione delle 
infrastrutture critiche di comunicazione, 
sull’accantonamento di scorte di dispositivi, 
sulla messa in funzione di sistemi di allarme 
immediatamente attivabili, sul disegno di 
sistemi di coordinamento tra soggetti diversi e 

 
* Article submitted to double-blind peer review. 
1 A. Lakoff, Unprepared Global Health in a Time of 
Emergency, Oakland, CA, University of California 
Press, 2017. 

sulla verifica periodica del loro 
funzionamento (preparedness); in altra ottica, 
più ampia e rivolta al tema in esame, si 
traduce in competenza e formazione digitale. 

Si tratta di due concetti, apparentemente 
distinti, ma che rappresentano alcune delle 
linee di riforma principali in molti comparti 
amministrativi e sono accomunati 
dall’esigenza di un preliminare sviluppo della 
pubblica amministrazione in termini di 
digitalizzazione e di formazione, capace di 
attuare il principio di digital first2, in base al 
quale il digitale diventa lo strumento 
principale di relazione con l’amministrazione. 

Lo sforzo culturale, formativo e 
infrastrutturale richiesto è importante, ma la 
sfida del futuro si gioca su questi terreni, per 
ottenere davvero un’amministrazione integrata 
e agile, interoperabile e accessibile. 

Ovviamente, considerato il periodo storico, 
l’ambito di maggiore applicazione di tali 
concetti negli ultimi due anni è stato il settore 
sanitario o, meglio, più in generale, ogni 
azione atta a fronteggiare la crisi sanitaria, ivi 
comprese riforme di semplificazione nei 
diversi procedimenti amministrativi. 

L’infrastrutturazione digitale è 
fondamentale per tradurre in pratica 

 
2 Già richiamato nella c.d. riforma Madia, e 
specificamente all’art.1, co.2, lett.b), legge 7 agosto 
2015, n. 124. 
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which every new development questions how 
applicable the protection afforded by the 
universal system of human rights is. 

Obviously, the law is not a panacea against 
abuses. Everyone knows that basic human 
rights (life, freedom of thought, education) 
have been recognised in the Universal 
Declaration of Human Rights of the United 
Nations since 1948 and in other international 
texts as well, but they are not observed in 
many countries in the world. 

In the administrative law area, we can 
extend already explored principles to justify 
public action in protecting fundamental rights 
linked to neurotechnology (privacy, freedom 
of thought, data protection and others). The 
protection of neuro-rights is related to already 
established principles such as good regulation, 
good governance, transparency and, naturally, 
data and consumer protection. 

J. Ponce Solé proposes a reserve for 
mankind so that certain decisions are reserved 
for humans, which could be extended to the 
protection of brain privacy. The principle of 
technological precaution expounded by L. 
Cotino Hueso, however, could lead to 
rejecting neurotechnologies whose 
implementation involves a risk of irreversible 
damage or that are not transparent to control. 
Another useful solution was devised by A. 
Boix Palop, who argues that algorithms are 
regulatory provisions.59 

But we will have to be very attentive and 
modify this pre-existing framework if legal 
categories need to be changed (personality, 
imputation, integrity, free will). An 
international rather than a national regulation 
is far more appropriate to achieve this aim, as 
J.L. Piñar advocates.60 The European Union 
must play a leading role in this regard, as it 
did in data protection. 

The regulatory framework should be 
completed with the approval of ethical codes 
and educational measures (soft law) reflecting 
the social, medical and bioethical implications 
of neurotechnology and produced with the 
agreement of all European stakeholders 
(public authorities, citizens, businesses, 

 
59 J. Ponce, Inteligencia artificial, derecho 
administrativo y reserva de humanidad: algoritmos y 
procedimiento administrativo debido tecnológico, in 
Revista General de Derecho Administrativo, n. 50, 
2019; L. Cotino Hueso, La necesaria actualización, 
2350; A. Boix Palop, Algorithms as Regulations, 96. 
60 See J.L. Piñar, Notas sobre las propuestas normativas 
para la regulación de los neuroderechos en Chile, in 
Derecho Digital e Innovación n. 7, 2020. 

associations and so on). 
There is genuine concern about ethical 

limits that cannot be exceeded in 
neurotechnological research. And I am talking 
of ethical limits because legal limits are either 
non-existent—in some cases—or vague. As 
these are areas that have recently developed, 
legislative or soft law advances are still few 
and far between. 

Organisational obstacles are another factor 
to be assessed. Legislators, governments and 
local authorities must be in a position to 
explore other social sciences (such as 
economics, behavioural psychology or 
sociology) and sciences (mathematics, 
evolutionary biology, neurosciences and even 
physics). Inter- and transdisciplinarity is an 
added difficulty, but it is an unavoidable 
challenge if we are seeking an effective legal 
protection of neuro-rights. 

To sum up, rather than outlining new 
neuro-rights, it is more important to guarantee 
already existing rights against the risks of 
neurotechnology by adapting or moulding 
them based on their own traits. As in other 
areas linked to AI, there are many legal rough 
edges that need smoothing. But the mere fact 
that debate is being considered is a clear sign 
that people’s dignity, free will and respect for 
human rights must come before any other 
interest. 
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ABSTRACT Digitization requires cooperation between organizations, institutions, partners and citizens. It is 
essential to optimize and make the system, services and procedures more efficient so as not to be unprepared 
for new challenges and to anticipate them, removing inefficiencies and waste, of resources and structures. 
If the public administration, at all levels, must advance, it is necessary to adapt the legislation and 
infrastructures, certainly, but also the organization and interorganic relations. 
The reforms of the last two years seem to go in this direction, spurring with the aim of reaching the goal of a 
truly digital administration. 
Obviously, given the historical period, the area of greatest application of digital concepts in the last two years 
has been the health sector or, more generally, any action aimed at tackling the health crisis, including 
simplification reforms in the various administrative procedures. 
However, most of the necessary reform processes are common to the entire public administration, no sector 
excluded. With the consequence that, in order to make health care evolve, the entire public administration must 
be adapted. 
Undoubtedly, then, in the political and legislative dialectic, the digital approach and the right to good 
administration intersect each other, as essential instruments for ensuring the quality and continuity of services, 
capables of withstanding the challenges of the future. 

1. La nuova fase del percorso di riforma 
digitale  
Once only e preparedness: due concetti che 

riassumono altrettante linee e prospettive di 
riforma delle pubbliche amministrazioni, 
elaborati tanto a livello nazionale quanto a 
livello sovranazionale, utilizzati in documenti 
in lingua inglese ed ora adottati anche in 
documenti nazionali. Si tratta di temi di 
estremo interesse in ogni realtà giuridica. 

In estrema sintesi, tali concetti si 
potrebbero tradurre rispettivamente con: 

i) la previsione di un meccanismo di 
dialogo con la pubblica amministrazione che 
preveda la condivisione della documentazione 
una sola volta, in modo da evitare di chiedere 
ai cittadini e alle imprese informazioni già 
fornite (once only); 

ii) secondo il sociologo della medicina 
Andrew Lakoff1, una forma di pianificazione 
per trattare l’imprevisto lavorando sulla 
costruzione di scenari, sulla protezione delle 
infrastrutture critiche di comunicazione, 
sull’accantonamento di scorte di dispositivi, 
sulla messa in funzione di sistemi di allarme 
immediatamente attivabili, sul disegno di 
sistemi di coordinamento tra soggetti diversi e 

 
* Article submitted to double-blind peer review. 
1 A. Lakoff, Unprepared Global Health in a Time of 
Emergency, Oakland, CA, University of California 
Press, 2017. 

sulla verifica periodica del loro 
funzionamento (preparedness); in altra ottica, 
più ampia e rivolta al tema in esame, si 
traduce in competenza e formazione digitale. 

Si tratta di due concetti, apparentemente 
distinti, ma che rappresentano alcune delle 
linee di riforma principali in molti comparti 
amministrativi e sono accomunati 
dall’esigenza di un preliminare sviluppo della 
pubblica amministrazione in termini di 
digitalizzazione e di formazione, capace di 
attuare il principio di digital first2, in base al 
quale il digitale diventa lo strumento 
principale di relazione con l’amministrazione. 

Lo sforzo culturale, formativo e 
infrastrutturale richiesto è importante, ma la 
sfida del futuro si gioca su questi terreni, per 
ottenere davvero un’amministrazione integrata 
e agile, interoperabile e accessibile. 

Ovviamente, considerato il periodo storico, 
l’ambito di maggiore applicazione di tali 
concetti negli ultimi due anni è stato il settore 
sanitario o, meglio, più in generale, ogni 
azione atta a fronteggiare la crisi sanitaria, ivi 
comprese riforme di semplificazione nei 
diversi procedimenti amministrativi. 

L’infrastrutturazione digitale è 
fondamentale per tradurre in pratica 

 
2 Già richiamato nella c.d. riforma Madia, e 
specificamente all’art.1, co.2, lett.b), legge 7 agosto 
2015, n. 124. 
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l’attenzione dedicata al welfare nella ripresa 
post pandemia. Ciò, anche per garantire 
l’eguale accesso ai servizi3, senza il quale si 
assisterebbe ad un disastroso digital divide, 
con rilevanti danni socio-economici e 
culturali, sia nel rapporto tra cittadini dei 
diversi territori nazionali, sia nel rapporto tra 
paziente e erogatore della prestazione. 

Peraltro, la piena digitalizzazione della 
sanità consentirebbe un’evoluzione degli 
attuali strumenti e in particolare del fascicolo 
sanitario elettronico, che potrebbe diventare lo 
strumento cardine per abilitare nuovi percorsi 
di cura e prevenzione personalizzati. 

Tuttavia, gran parte dei processi riformatori 
necessari sono comuni a tutta la pubblica 
amministrazione, nessun comparto escluso. 
Con la conseguenza che, per far evolvere la 
sanità, occorre adeguare tutta la PA. 

E la realizzazione dei propri sistemi 
informatici, da parte delle PA, nel rispetto di 
linee di indirizzo comuni è condizione 
necessaria per l’interoperabilità applicativa dei 
sistemi informatici delle PA per l’attuazione 
del principio “once only”, anche rispetto ai 
dati sanitari. 

Richiamando un recente intervento del 
Ministro del Ministro per la Pubblica 
Amministrazione4, i prossimi anni dovranno 
portare ad un cambiamento del Paese, in tema 
di riforme, di crescita, anche dei dati, di 
interoperabilità, di cloud, delle 
amministrazioni che devono connettersi tra di 
loro. “Once only, una volta sola: il nostro 
sogno. L’amministrazione non deve chiederti 
nulla se sa già tutto di te”. 

 
3 Al riguardo, si ricorda il ruolo del Regolamento (UE) 
2015/2120 del Parlamento europeo e del Consiglio del 
25 novembre 2015 che ha stabilito misure riguardanti 
l’accesso a un’Internet aperta. Il regolamento mirava a 
definire norme comuni per garantire un trattamento 
equo e non discriminatorio del traffico nella fornitura di 
servizi di accesso a Internet e tutelare i relativi diritti 
degli utenti finali, al fine di tutelare gli utenti finali e a 
garantire al contempo il funzionamento ininterrotto 
dell’ecosistema di Internet quale volano per 
l’innovazione. 
4 “Saranno gli anni del cambiamento del Paese, delle 
riforme, della crescita, anche dei dati, 
dell’interoperabilità, del cloud, delle trentaduemila 
amministrazioni che si connetteranno tra di loro. Once 
only, una volta sola: il nostro sogno. L’amministrazione 
non deve chiederti nulla se sa già tutto di te”. Così, il 
ministro per la Pubblica amministrazione, Renato 
Brunetta, intervenendo all’apertura della 
quattordicesima Conferenza Nazionale di Statistica in 
data 30 novembre 2021. http://www.funzionepubblica 
.gov.it/articolo/ministro/30-11-2021/istat-brunetta%E2 
%80%9Cpilastro-insostituibile-misurare-effetti-ecovery 
-e. 

La funzione amministrativa si occupa di 
soddisfare i bisogni della collettività, ed i 
parametri del rapporto tra pubblica 
amministrazione e cittadino sono felicemente 
racchiusi nella legge n. 241/1990, in materia 
di procedimento amministrativo e di diritto di 
accesso ai documenti amministrativi. 

La legge sul procedimento individua 
numerose garanzie del cittadino nei riguardi 
dell’azione amministrativa e principi cui si 
deve conformare l’azione amministrativa tanto 
a livello statale quanto a livello regionale e 
locale. In particolare, la normativa stabilisce 
alcuni obblighi in capo all’amministrazione, 
finalizzati tanto a soddisfare le esigenze dei 
cittadini quanto a garantire l’efficienza e 
l’efficacia dell’azione amministrativa, 
obblighi in particolare riconducibili a quello di 
garantire la partecipazione dell’interessato al 
procedimento, di individuarne un 
responsabile, di concluderlo entro il termine 
prefissato, di misurare i tempi effettivi di 
conclusione dei procedimenti e di assicurare 
l’accesso alla documentazione 
amministrativa5. 

È, poi, nelle discipline settoriali che si 
rinvengono specifiche garanzie e tutele del 
cittadino, utente dell’amministrazione 
pubblica. 

Come noto, la pandemia ha sollecitato la 
ricerca di nuove soluzioni processuali e 
amministrative, accentrando l’attenzione su 
esigenze di semplificazione. 

Tali esigenze sono state al centro di 
interventi legislativi dal 2020 ad oggi ed ora 
sono al centro delle prospettive di riforma, 
tanto a livello nazionale (in particolare con 
riguardo al PNRR) quanto a livello 
sovranazionale (si pensi, ad esempio, alle 
dichiarazioni nel G20 recente a Roma e alla 
74ma Assemblea Mondiale della Sanità). 

2. Once only: digitalizzazione e coordina-
mento nella pubblica amministrazione 
Semplificazione per il cittadino, 

normalmente, significa aggravio per la 
pubblica amministrazione e viceversa. 
Pertanto, spesso occorre effettuare una scelta 
politica ancor prima che giuridica, ricercando 
un bilanciamento che porti all’efficienza. 

Sebbene nel medio periodo possa 
 

5 Peraltro, il D.L 19 maggio 2020, n. 34, ha disposto 
specifiche previsioni di semplificazione, accelerazione 
dei procedimenti amministrativi e la rimozione di ogni 
ostacolo burocratico nella vita dei cittadini e delle 
imprese in relazione all’emergenza COVID-19. 
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rappresentare una semplificazione per 
entrambe le parti, anche la digitalizzazione 
della pubblica amministrazione rappresenta un 
rilevante onere in termini di risorse, 
formazione e infrastrutture nel breve periodo. 

Le pressanti esigenze sorte nel corso della 
pandemia hanno prodotto un’accelerazione in 
tema di digitalizzazione del rapporto tra PA e 
cittadini, portando all’adozione del decreto-
legge 16 luglio 2020, n. 76, convertito con 
legge 11 settembre 2020, n. 120, recante 
“Misure urgenti per la semplificazione e 
l’innovazione digitale”. 

Gli interventi in materia di innovazione 
digitale delle pubbliche amministrazioni sono 
contenute principalmente nel Titolo III 
“Misure di semplificazione per il sostegno e la 
diffusione dell’amministrazione digitale” che 
introduce disposizioni volte alla 
semplificazione e accelerazione della 
trasformazione digitale del Paese e, più in 
particolare, finalizzate a favorire la diffusione 
di servizi in rete, agevolare l’accesso agli 
stessi da parte di cittadini e imprese, 
assicurare ai cittadini l’effettivo esercizio del 
diritto all’uso delle tecnologie digitali, 
rafforzare l’utilizzo dei dati e di strumenti 
digitali, quali ulteriori misure urgenti ed 
essenziali di contrasto agli effetti 
dell’imprevedibile emergenza epidemiologica 
da COVID-19.  

Vengono previste, dunque, norme tese a 
sviluppare una nuova cultura dell’innovazione 
nella pubblica amministrazione, al fine di 
preparare il terreno alle sfide connesse alle 
nuove esigenze della società, tra l’altro, in 
termini di accessibilità, mobilità e 
telemedicina.  

Interessante, sotto il profilo culturale, è la 
previsione, ad opera dell’art. 32, di un Codice 
di condotta tecnologica, considerato 
necessario al fine di garantire il 
coordinamento nello sviluppo dei sistemi 
informativi e dell’offerta dei servizi in rete 
delle pubbliche amministrazioni su tutto il 
territorio nazionale. È stato, infatti, aggiunto 
al d.lgs. 7 marzo 2005, n. 82 (CAD), un nuovo 
articolo 13-bis in tema di codice di condotta 
tecnologica. Il codice di condotta tecnologica, 
così previsto, deve disciplinare le modalità di 
progettazione, sviluppo e implementazione dei 
progetti, sistemi e servizi digitali delle 
amministrazioni pubbliche, nel rispetto del 
principio di non discriminazione, dei diritti e 
delle libertà fondamentali delle persone e della 
disciplina in materia di perimetro nazionale di 

sicurezza cibernetica. 
E così, gli strumenti informatici si stanno 

rivelando strumento privilegiato di 
conoscenza e di interlocuzione tra cittadino ed 
amministrazione, imponendo però profonde 
riflessioni sulla disciplina da adottare, che 
consenta un’adeguata protezione dei dati e che 
possa adeguarsi costantemente all’evoluzione 
tecnologica e alle nuove problematiche che 
sorgono quotidianamente, per una crescita 
positiva, della relazione tra cittadinanza e 
pubblica amministrazione. 

In tale contesto, le recenti riforme, nonché i 
piani per l’innovazione tecnologica della PA, 
hanno posto particolare attenzione 
all’approccio once only e all’interoperabilità. 

Ciò che è emerso con chiarezza è 
l’esigenza di imporre una cooperazione 
applicativa necessaria tra le PA, quale 
strumento fondamentale per immaginare un 
nuovo modello di interoperabilità. 

Come in altre fasi di riforma della 
amministrazione, il settore sanitario si è 
rivelato emblematico banco di prova in 
relazione alla digitalizzazione dei servizi per 
la salute6.  

E non v’è dubbio che l’interoperabilità 
risulti tra i nodi più complessi da sciogliere 
per ottenere una adeguata comunicazione tra i 
vari livelli dell’amministrazione, nonché tra le 
amministrazioni nazionali. Si pensi, al 
proposito, all’importanza dell’interoperabilità 
nel dialogo tra i sistemi dei fascicoli sanitari 
elettronici, tanto rilevante sia a livello 
interregionale sia a livello internazionale.7 

Previsto dal d.l. 179/2012 e affidato alla 
responsabilità regionale dall’art.12, il 
fascicolo sanitario elettronico è stato 
disciplinato con d.p.c.m. 29 settembre 2015, 
n.178, quale regolamento in materia di 
fascicolo sanitario elettronico. Tuttavia, 
l’attuazione difforme intervenuta sul territorio 

 
6 Sullo stato della digitalizzazione dei servizi sanitari, di 
particolare interesse è il Report presentato dal Research 
group of the Interdisciplinary Research Centre on 
Health Law – CeSDirSan nel corso dell’International 
Conference ICON•S MUNDO (luglio 2021), M.A. 
Sandulli, F. Aperio Bella, N. Posteraro, M. Sinisi e L. 
Lorenzoni, Shaping the future of Health Law: 
Challenges for Public Law, in Federalismi.it, 
Osservatorio di diritto sanitario, 17 novembre 2021. 
7 Al proposito, si rinvia alle considerazioni già svolte in 
F. Laus, Digitization and collection of health data in the 
EU Member States: a comparative perspective, in 
Pharmaceuticals policy and law, n. 19, 2017, 219-233. 
E sull’evoluzione e ammodernamento della Sanità in 
Italia, tra i più recenti, C. Bottari, La tutela della salute: 
lavori in corso, Torino, Giappichelli, 2020. 
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l’attenzione dedicata al welfare nella ripresa 
post pandemia. Ciò, anche per garantire 
l’eguale accesso ai servizi3, senza il quale si 
assisterebbe ad un disastroso digital divide, 
con rilevanti danni socio-economici e 
culturali, sia nel rapporto tra cittadini dei 
diversi territori nazionali, sia nel rapporto tra 
paziente e erogatore della prestazione. 

Peraltro, la piena digitalizzazione della 
sanità consentirebbe un’evoluzione degli 
attuali strumenti e in particolare del fascicolo 
sanitario elettronico, che potrebbe diventare lo 
strumento cardine per abilitare nuovi percorsi 
di cura e prevenzione personalizzati. 

Tuttavia, gran parte dei processi riformatori 
necessari sono comuni a tutta la pubblica 
amministrazione, nessun comparto escluso. 
Con la conseguenza che, per far evolvere la 
sanità, occorre adeguare tutta la PA. 

E la realizzazione dei propri sistemi 
informatici, da parte delle PA, nel rispetto di 
linee di indirizzo comuni è condizione 
necessaria per l’interoperabilità applicativa dei 
sistemi informatici delle PA per l’attuazione 
del principio “once only”, anche rispetto ai 
dati sanitari. 

Richiamando un recente intervento del 
Ministro del Ministro per la Pubblica 
Amministrazione4, i prossimi anni dovranno 
portare ad un cambiamento del Paese, in tema 
di riforme, di crescita, anche dei dati, di 
interoperabilità, di cloud, delle 
amministrazioni che devono connettersi tra di 
loro. “Once only, una volta sola: il nostro 
sogno. L’amministrazione non deve chiederti 
nulla se sa già tutto di te”. 

 
3 Al riguardo, si ricorda il ruolo del Regolamento (UE) 
2015/2120 del Parlamento europeo e del Consiglio del 
25 novembre 2015 che ha stabilito misure riguardanti 
l’accesso a un’Internet aperta. Il regolamento mirava a 
definire norme comuni per garantire un trattamento 
equo e non discriminatorio del traffico nella fornitura di 
servizi di accesso a Internet e tutelare i relativi diritti 
degli utenti finali, al fine di tutelare gli utenti finali e a 
garantire al contempo il funzionamento ininterrotto 
dell’ecosistema di Internet quale volano per 
l’innovazione. 
4 “Saranno gli anni del cambiamento del Paese, delle 
riforme, della crescita, anche dei dati, 
dell’interoperabilità, del cloud, delle trentaduemila 
amministrazioni che si connetteranno tra di loro. Once 
only, una volta sola: il nostro sogno. L’amministrazione 
non deve chiederti nulla se sa già tutto di te”. Così, il 
ministro per la Pubblica amministrazione, Renato 
Brunetta, intervenendo all’apertura della 
quattordicesima Conferenza Nazionale di Statistica in 
data 30 novembre 2021. http://www.funzionepubblica 
.gov.it/articolo/ministro/30-11-2021/istat-brunetta%E2 
%80%9Cpilastro-insostituibile-misurare-effetti-ecovery 
-e. 

La funzione amministrativa si occupa di 
soddisfare i bisogni della collettività, ed i 
parametri del rapporto tra pubblica 
amministrazione e cittadino sono felicemente 
racchiusi nella legge n. 241/1990, in materia 
di procedimento amministrativo e di diritto di 
accesso ai documenti amministrativi. 

La legge sul procedimento individua 
numerose garanzie del cittadino nei riguardi 
dell’azione amministrativa e principi cui si 
deve conformare l’azione amministrativa tanto 
a livello statale quanto a livello regionale e 
locale. In particolare, la normativa stabilisce 
alcuni obblighi in capo all’amministrazione, 
finalizzati tanto a soddisfare le esigenze dei 
cittadini quanto a garantire l’efficienza e 
l’efficacia dell’azione amministrativa, 
obblighi in particolare riconducibili a quello di 
garantire la partecipazione dell’interessato al 
procedimento, di individuarne un 
responsabile, di concluderlo entro il termine 
prefissato, di misurare i tempi effettivi di 
conclusione dei procedimenti e di assicurare 
l’accesso alla documentazione 
amministrativa5. 

È, poi, nelle discipline settoriali che si 
rinvengono specifiche garanzie e tutele del 
cittadino, utente dell’amministrazione 
pubblica. 

Come noto, la pandemia ha sollecitato la 
ricerca di nuove soluzioni processuali e 
amministrative, accentrando l’attenzione su 
esigenze di semplificazione. 

Tali esigenze sono state al centro di 
interventi legislativi dal 2020 ad oggi ed ora 
sono al centro delle prospettive di riforma, 
tanto a livello nazionale (in particolare con 
riguardo al PNRR) quanto a livello 
sovranazionale (si pensi, ad esempio, alle 
dichiarazioni nel G20 recente a Roma e alla 
74ma Assemblea Mondiale della Sanità). 

2. Once only: digitalizzazione e coordina-
mento nella pubblica amministrazione 
Semplificazione per il cittadino, 

normalmente, significa aggravio per la 
pubblica amministrazione e viceversa. 
Pertanto, spesso occorre effettuare una scelta 
politica ancor prima che giuridica, ricercando 
un bilanciamento che porti all’efficienza. 

Sebbene nel medio periodo possa 
 

5 Peraltro, il D.L 19 maggio 2020, n. 34, ha disposto 
specifiche previsioni di semplificazione, accelerazione 
dei procedimenti amministrativi e la rimozione di ogni 
ostacolo burocratico nella vita dei cittadini e delle 
imprese in relazione all’emergenza COVID-19. 
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rappresentare una semplificazione per 
entrambe le parti, anche la digitalizzazione 
della pubblica amministrazione rappresenta un 
rilevante onere in termini di risorse, 
formazione e infrastrutture nel breve periodo. 

Le pressanti esigenze sorte nel corso della 
pandemia hanno prodotto un’accelerazione in 
tema di digitalizzazione del rapporto tra PA e 
cittadini, portando all’adozione del decreto-
legge 16 luglio 2020, n. 76, convertito con 
legge 11 settembre 2020, n. 120, recante 
“Misure urgenti per la semplificazione e 
l’innovazione digitale”. 

Gli interventi in materia di innovazione 
digitale delle pubbliche amministrazioni sono 
contenute principalmente nel Titolo III 
“Misure di semplificazione per il sostegno e la 
diffusione dell’amministrazione digitale” che 
introduce disposizioni volte alla 
semplificazione e accelerazione della 
trasformazione digitale del Paese e, più in 
particolare, finalizzate a favorire la diffusione 
di servizi in rete, agevolare l’accesso agli 
stessi da parte di cittadini e imprese, 
assicurare ai cittadini l’effettivo esercizio del 
diritto all’uso delle tecnologie digitali, 
rafforzare l’utilizzo dei dati e di strumenti 
digitali, quali ulteriori misure urgenti ed 
essenziali di contrasto agli effetti 
dell’imprevedibile emergenza epidemiologica 
da COVID-19.  

Vengono previste, dunque, norme tese a 
sviluppare una nuova cultura dell’innovazione 
nella pubblica amministrazione, al fine di 
preparare il terreno alle sfide connesse alle 
nuove esigenze della società, tra l’altro, in 
termini di accessibilità, mobilità e 
telemedicina.  

Interessante, sotto il profilo culturale, è la 
previsione, ad opera dell’art. 32, di un Codice 
di condotta tecnologica, considerato 
necessario al fine di garantire il 
coordinamento nello sviluppo dei sistemi 
informativi e dell’offerta dei servizi in rete 
delle pubbliche amministrazioni su tutto il 
territorio nazionale. È stato, infatti, aggiunto 
al d.lgs. 7 marzo 2005, n. 82 (CAD), un nuovo 
articolo 13-bis in tema di codice di condotta 
tecnologica. Il codice di condotta tecnologica, 
così previsto, deve disciplinare le modalità di 
progettazione, sviluppo e implementazione dei 
progetti, sistemi e servizi digitali delle 
amministrazioni pubbliche, nel rispetto del 
principio di non discriminazione, dei diritti e 
delle libertà fondamentali delle persone e della 
disciplina in materia di perimetro nazionale di 

sicurezza cibernetica. 
E così, gli strumenti informatici si stanno 

rivelando strumento privilegiato di 
conoscenza e di interlocuzione tra cittadino ed 
amministrazione, imponendo però profonde 
riflessioni sulla disciplina da adottare, che 
consenta un’adeguata protezione dei dati e che 
possa adeguarsi costantemente all’evoluzione 
tecnologica e alle nuove problematiche che 
sorgono quotidianamente, per una crescita 
positiva, della relazione tra cittadinanza e 
pubblica amministrazione. 

In tale contesto, le recenti riforme, nonché i 
piani per l’innovazione tecnologica della PA, 
hanno posto particolare attenzione 
all’approccio once only e all’interoperabilità. 

Ciò che è emerso con chiarezza è 
l’esigenza di imporre una cooperazione 
applicativa necessaria tra le PA, quale 
strumento fondamentale per immaginare un 
nuovo modello di interoperabilità. 

Come in altre fasi di riforma della 
amministrazione, il settore sanitario si è 
rivelato emblematico banco di prova in 
relazione alla digitalizzazione dei servizi per 
la salute6.  

E non v’è dubbio che l’interoperabilità 
risulti tra i nodi più complessi da sciogliere 
per ottenere una adeguata comunicazione tra i 
vari livelli dell’amministrazione, nonché tra le 
amministrazioni nazionali. Si pensi, al 
proposito, all’importanza dell’interoperabilità 
nel dialogo tra i sistemi dei fascicoli sanitari 
elettronici, tanto rilevante sia a livello 
interregionale sia a livello internazionale.7 

Previsto dal d.l. 179/2012 e affidato alla 
responsabilità regionale dall’art.12, il 
fascicolo sanitario elettronico è stato 
disciplinato con d.p.c.m. 29 settembre 2015, 
n.178, quale regolamento in materia di 
fascicolo sanitario elettronico. Tuttavia, 
l’attuazione difforme intervenuta sul territorio 

 
6 Sullo stato della digitalizzazione dei servizi sanitari, di 
particolare interesse è il Report presentato dal Research 
group of the Interdisciplinary Research Centre on 
Health Law – CeSDirSan nel corso dell’International 
Conference ICON•S MUNDO (luglio 2021), M.A. 
Sandulli, F. Aperio Bella, N. Posteraro, M. Sinisi e L. 
Lorenzoni, Shaping the future of Health Law: 
Challenges for Public Law, in Federalismi.it, 
Osservatorio di diritto sanitario, 17 novembre 2021. 
7 Al proposito, si rinvia alle considerazioni già svolte in 
F. Laus, Digitization and collection of health data in the 
EU Member States: a comparative perspective, in 
Pharmaceuticals policy and law, n. 19, 2017, 219-233. 
E sull’evoluzione e ammodernamento della Sanità in 
Italia, tra i più recenti, C. Bottari, La tutela della salute: 
lavori in corso, Torino, Giappichelli, 2020. 
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l’attenzione dedicata al welfare nella ripresa 
post pandemia. Ciò, anche per garantire 
l’eguale accesso ai servizi3, senza il quale si 
assisterebbe ad un disastroso digital divide, 
con rilevanti danni socio-economici e 
culturali, sia nel rapporto tra cittadini dei 
diversi territori nazionali, sia nel rapporto tra 
paziente e erogatore della prestazione. 

Peraltro, la piena digitalizzazione della 
sanità consentirebbe un’evoluzione degli 
attuali strumenti e in particolare del fascicolo 
sanitario elettronico, che potrebbe diventare lo 
strumento cardine per abilitare nuovi percorsi 
di cura e prevenzione personalizzati. 

Tuttavia, gran parte dei processi riformatori 
necessari sono comuni a tutta la pubblica 
amministrazione, nessun comparto escluso. 
Con la conseguenza che, per far evolvere la 
sanità, occorre adeguare tutta la PA. 

E la realizzazione dei propri sistemi 
informatici, da parte delle PA, nel rispetto di 
linee di indirizzo comuni è condizione 
necessaria per l’interoperabilità applicativa dei 
sistemi informatici delle PA per l’attuazione 
del principio “once only”, anche rispetto ai 
dati sanitari. 

Richiamando un recente intervento del 
Ministro del Ministro per la Pubblica 
Amministrazione4, i prossimi anni dovranno 
portare ad un cambiamento del Paese, in tema 
di riforme, di crescita, anche dei dati, di 
interoperabilità, di cloud, delle 
amministrazioni che devono connettersi tra di 
loro. “Once only, una volta sola: il nostro 
sogno. L’amministrazione non deve chiederti 
nulla se sa già tutto di te”. 

 
3 Al riguardo, si ricorda il ruolo del Regolamento (UE) 
2015/2120 del Parlamento europeo e del Consiglio del 
25 novembre 2015 che ha stabilito misure riguardanti 
l’accesso a un’Internet aperta. Il regolamento mirava a 
definire norme comuni per garantire un trattamento 
equo e non discriminatorio del traffico nella fornitura di 
servizi di accesso a Internet e tutelare i relativi diritti 
degli utenti finali, al fine di tutelare gli utenti finali e a 
garantire al contempo il funzionamento ininterrotto 
dell’ecosistema di Internet quale volano per 
l’innovazione. 
4 “Saranno gli anni del cambiamento del Paese, delle 
riforme, della crescita, anche dei dati, 
dell’interoperabilità, del cloud, delle trentaduemila 
amministrazioni che si connetteranno tra di loro. Once 
only, una volta sola: il nostro sogno. L’amministrazione 
non deve chiederti nulla se sa già tutto di te”. Così, il 
ministro per la Pubblica amministrazione, Renato 
Brunetta, intervenendo all’apertura della 
quattordicesima Conferenza Nazionale di Statistica in 
data 30 novembre 2021. http://www.funzionepubblica 
.gov.it/articolo/ministro/30-11-2021/istat-brunetta%E2 
%80%9Cpilastro-insostituibile-misurare-effetti-ecovery 
-e. 

La funzione amministrativa si occupa di 
soddisfare i bisogni della collettività, ed i 
parametri del rapporto tra pubblica 
amministrazione e cittadino sono felicemente 
racchiusi nella legge n. 241/1990, in materia 
di procedimento amministrativo e di diritto di 
accesso ai documenti amministrativi. 

La legge sul procedimento individua 
numerose garanzie del cittadino nei riguardi 
dell’azione amministrativa e principi cui si 
deve conformare l’azione amministrativa tanto 
a livello statale quanto a livello regionale e 
locale. In particolare, la normativa stabilisce 
alcuni obblighi in capo all’amministrazione, 
finalizzati tanto a soddisfare le esigenze dei 
cittadini quanto a garantire l’efficienza e 
l’efficacia dell’azione amministrativa, 
obblighi in particolare riconducibili a quello di 
garantire la partecipazione dell’interessato al 
procedimento, di individuarne un 
responsabile, di concluderlo entro il termine 
prefissato, di misurare i tempi effettivi di 
conclusione dei procedimenti e di assicurare 
l’accesso alla documentazione 
amministrativa5. 

È, poi, nelle discipline settoriali che si 
rinvengono specifiche garanzie e tutele del 
cittadino, utente dell’amministrazione 
pubblica. 

Come noto, la pandemia ha sollecitato la 
ricerca di nuove soluzioni processuali e 
amministrative, accentrando l’attenzione su 
esigenze di semplificazione. 

Tali esigenze sono state al centro di 
interventi legislativi dal 2020 ad oggi ed ora 
sono al centro delle prospettive di riforma, 
tanto a livello nazionale (in particolare con 
riguardo al PNRR) quanto a livello 
sovranazionale (si pensi, ad esempio, alle 
dichiarazioni nel G20 recente a Roma e alla 
74ma Assemblea Mondiale della Sanità). 

2. Once only: digitalizzazione e coordina-
mento nella pubblica amministrazione 
Semplificazione per il cittadino, 

normalmente, significa aggravio per la 
pubblica amministrazione e viceversa. 
Pertanto, spesso occorre effettuare una scelta 
politica ancor prima che giuridica, ricercando 
un bilanciamento che porti all’efficienza. 

Sebbene nel medio periodo possa 
 

5 Peraltro, il D.L 19 maggio 2020, n. 34, ha disposto 
specifiche previsioni di semplificazione, accelerazione 
dei procedimenti amministrativi e la rimozione di ogni 
ostacolo burocratico nella vita dei cittadini e delle 
imprese in relazione all’emergenza COVID-19. 
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rappresentare una semplificazione per 
entrambe le parti, anche la digitalizzazione 
della pubblica amministrazione rappresenta un 
rilevante onere in termini di risorse, 
formazione e infrastrutture nel breve periodo. 

Le pressanti esigenze sorte nel corso della 
pandemia hanno prodotto un’accelerazione in 
tema di digitalizzazione del rapporto tra PA e 
cittadini, portando all’adozione del decreto-
legge 16 luglio 2020, n. 76, convertito con 
legge 11 settembre 2020, n. 120, recante 
“Misure urgenti per la semplificazione e 
l’innovazione digitale”. 

Gli interventi in materia di innovazione 
digitale delle pubbliche amministrazioni sono 
contenute principalmente nel Titolo III 
“Misure di semplificazione per il sostegno e la 
diffusione dell’amministrazione digitale” che 
introduce disposizioni volte alla 
semplificazione e accelerazione della 
trasformazione digitale del Paese e, più in 
particolare, finalizzate a favorire la diffusione 
di servizi in rete, agevolare l’accesso agli 
stessi da parte di cittadini e imprese, 
assicurare ai cittadini l’effettivo esercizio del 
diritto all’uso delle tecnologie digitali, 
rafforzare l’utilizzo dei dati e di strumenti 
digitali, quali ulteriori misure urgenti ed 
essenziali di contrasto agli effetti 
dell’imprevedibile emergenza epidemiologica 
da COVID-19.  

Vengono previste, dunque, norme tese a 
sviluppare una nuova cultura dell’innovazione 
nella pubblica amministrazione, al fine di 
preparare il terreno alle sfide connesse alle 
nuove esigenze della società, tra l’altro, in 
termini di accessibilità, mobilità e 
telemedicina.  

Interessante, sotto il profilo culturale, è la 
previsione, ad opera dell’art. 32, di un Codice 
di condotta tecnologica, considerato 
necessario al fine di garantire il 
coordinamento nello sviluppo dei sistemi 
informativi e dell’offerta dei servizi in rete 
delle pubbliche amministrazioni su tutto il 
territorio nazionale. È stato, infatti, aggiunto 
al d.lgs. 7 marzo 2005, n. 82 (CAD), un nuovo 
articolo 13-bis in tema di codice di condotta 
tecnologica. Il codice di condotta tecnologica, 
così previsto, deve disciplinare le modalità di 
progettazione, sviluppo e implementazione dei 
progetti, sistemi e servizi digitali delle 
amministrazioni pubbliche, nel rispetto del 
principio di non discriminazione, dei diritti e 
delle libertà fondamentali delle persone e della 
disciplina in materia di perimetro nazionale di 

sicurezza cibernetica. 
E così, gli strumenti informatici si stanno 

rivelando strumento privilegiato di 
conoscenza e di interlocuzione tra cittadino ed 
amministrazione, imponendo però profonde 
riflessioni sulla disciplina da adottare, che 
consenta un’adeguata protezione dei dati e che 
possa adeguarsi costantemente all’evoluzione 
tecnologica e alle nuove problematiche che 
sorgono quotidianamente, per una crescita 
positiva, della relazione tra cittadinanza e 
pubblica amministrazione. 

In tale contesto, le recenti riforme, nonché i 
piani per l’innovazione tecnologica della PA, 
hanno posto particolare attenzione 
all’approccio once only e all’interoperabilità. 

Ciò che è emerso con chiarezza è 
l’esigenza di imporre una cooperazione 
applicativa necessaria tra le PA, quale 
strumento fondamentale per immaginare un 
nuovo modello di interoperabilità. 

Come in altre fasi di riforma della 
amministrazione, il settore sanitario si è 
rivelato emblematico banco di prova in 
relazione alla digitalizzazione dei servizi per 
la salute6.  

E non v’è dubbio che l’interoperabilità 
risulti tra i nodi più complessi da sciogliere 
per ottenere una adeguata comunicazione tra i 
vari livelli dell’amministrazione, nonché tra le 
amministrazioni nazionali. Si pensi, al 
proposito, all’importanza dell’interoperabilità 
nel dialogo tra i sistemi dei fascicoli sanitari 
elettronici, tanto rilevante sia a livello 
interregionale sia a livello internazionale.7 

Previsto dal d.l. 179/2012 e affidato alla 
responsabilità regionale dall’art.12, il 
fascicolo sanitario elettronico è stato 
disciplinato con d.p.c.m. 29 settembre 2015, 
n.178, quale regolamento in materia di 
fascicolo sanitario elettronico. Tuttavia, 
l’attuazione difforme intervenuta sul territorio 

 
6 Sullo stato della digitalizzazione dei servizi sanitari, di 
particolare interesse è il Report presentato dal Research 
group of the Interdisciplinary Research Centre on 
Health Law – CeSDirSan nel corso dell’International 
Conference ICON•S MUNDO (luglio 2021), M.A. 
Sandulli, F. Aperio Bella, N. Posteraro, M. Sinisi e L. 
Lorenzoni, Shaping the future of Health Law: 
Challenges for Public Law, in Federalismi.it, 
Osservatorio di diritto sanitario, 17 novembre 2021. 
7 Al proposito, si rinvia alle considerazioni già svolte in 
F. Laus, Digitization and collection of health data in the 
EU Member States: a comparative perspective, in 
Pharmaceuticals policy and law, n. 19, 2017, 219-233. 
E sull’evoluzione e ammodernamento della Sanità in 
Italia, tra i più recenti, C. Bottari, La tutela della salute: 
lavori in corso, Torino, Giappichelli, 2020. 
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nazionale ha di fatto generato una disparità tra 
utenti in un momento particolarmente delicato 
della prestazione quale quello dell’accesso 
alle risultanze ed ai documenti medici. Se 
ormai sono rimaste poche Regioni 
inadempienti (otto regioni hanno attuato il 
FSE al 100%, ma le restanti hanno comunque 
superato ampiamente l’80% di attuazione), 
solo di recente sono stati implementati i 
sistemi di molti FSE regionali e le percentuali 
di cittadini che hanno attivato il proprio 
fascicolo sanitario (come di medici e operatori 
sanitari che ne fanno uso), sono alquanto 
scoraggianti, prossime allo 0% in più di metà 
delle Regioni italiane8. 

E il DPCM del 29 settembre 2015 n. 178 
aveva stabilito che ciascuna regione e 
provincia autonoma dovesse istituire il 
Fascicolo Sanitario Elettronico (FSE) 
attraverso una infrastruttura tecnologica 
capace di interoperare con le altre soluzioni 
regionali di FSE, fornendo servizi che 
consentono la realizzazione di una serie di 
processi interregionali. I servizi di 
interoperabilità dovrebbero permettere di 
effettuare le operazioni di ricerca, recupero, 
registrazione, cancellazione di documenti e 
trasferimento indice del FSE. Le modifiche 
normative intercorse nell’ambito Legge 11 
dicembre 2016, n. 232, hanno introdotto, per 
semplificare l’interoperabilità dei sistemi 
regionali di FSE, l’Infrastruttura Nazionale 
per l’Interoperabilità (INI), la cui 
progettazione è a cura dell’AgID e la cui 
realizzazione è curata dal Ministero 
dell’Economia e delle Finanze. 

L’INI, tra l’altro, ha il compito di garantire 
l’interoperabilità dei FSE regionali, 
l’identificazione dell’assistito attraverso 
l’allineamento con l’Anagrafe Nazionale degli 
Assistiti (ANA), l’interconnessione dei 
soggetti previsti per la trasmissione telematica 
dei dati, la gestione delle codifiche nazionali e 
regionali stabilite e rese disponibili dalle 
Amministrazioni e dagli enti che le 
detengono. Ed al proposito, i processi di 
interoperabilità, le funzionalità, le modalità di 
accesso e le regole tecniche di interazione tra i 
sistemi regionali e l’INI sono ad oggi descritti 
nella circolare AgID n. 4/2017 del 1° agosto 
2017, nel DM del 4 agosto 2017 del Ministero 
dell’Economia e delle Finanze di concerto con 

 
8 Interessanti, al proposito, sono i dati del monitoraggio 
visibili sulla pagina https://www.fascicolosanitario 
.gov.it/. I dati citati sono aggiornati a dicembre 2021. 

il Ministero della Salute e nelle relative 
specifiche tecniche. Oggi, poi, all’ANA è 
subentrata l’Anagrafe nazionale della 
popolazione residente – ANPR, istituita 
dall’art. 62 del CAD, quale base di dati di 
interesse nazionale, ai sensi dell’art. 60, come 
insieme delle informazioni raccolte e gestite 
digitalmente dalle pubbliche amministrazioni, 
omogenee per tipologia e contenuto e la cui 
conoscenza è rilevante per lo svolgimento 
delle funzioni istituzionali delle altre 
pubbliche amministrazioni, anche solo per fini 
statistici. 

L’obiettivo del legislatore più recente, dal 
2020, è stato quello di potenziare l’efficacia 
del FSE ampliando la tipologia di 
informazioni trattate. Al riguardo, il d.l. 
34/2020 ha recentemente disposto, inoltre, il 
collegamento del FSE – tramite il supporto 
dell’INI – al Sistema Informativo Trapianti, 
alle Anagrafi vaccinali e ai CUP regionali, 
così da consentire l’estensione del patrimonio 
informativo del FSE ai dati relativi alla 
donazione degli organi, alle vaccinazioni e 
alle prenotazioni degli esami medici.9 

Poiché una delle caratteristiche chiave di 
un FSE è che le informazioni sanitarie 
possono essere create e gestite da fornitori 
autorizzati in formato digitale, in grado di 
essere condivise tra più di un’organizzazione 
sanitaria, è innegabile che questo sistema non 
funzionerebbe se ogni fornitore utilizzasse un 
approccio strutturale diverso. La creazione di 
FSE è poco utile se è impedita la condivisione 
di informazioni tra operatori sanitari e aziende 
sanitarie, che consentirebbe di raggruppare le 
informazioni raccolte da tutti i medici 
coinvolti nella cura del paziente. 

Peraltro, il tema è particolarmente sentito 
anche a livello UE, ove la direttiva 
2011/24/UE sui diritti dei pazienti 
nell’assistenza sanitaria transfrontaliera, 
all’articolo 14, in tema di ehealth, ha 
sottolineato l’esigenza di facilitare la 
cooperazione e lo scambio di informazioni tra 
gli Stati membri che operano nell’ambito di 
una rete volontaria che collega le autorità 
nazionali responsabili della sanità elettronica 
designate dagli Stati membri. Al proposito, 
peraltro, l’UE ha iniziato a promuovere la rete 

 
9 Sulle prospettive evolutive del FSE e sulle sue 
criticità, N. Posteraro, La digitalizzazione della sanità in 
Italia: uno sguardo al Fascicolo Sanitario Elettronico 
(anche alla luce del Piano Nazionale di Ripresa e 
Resilienza), in Federalismi.it, Osservatorio di diritto 
sanitario, n. 26, 2021.  
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sanitaria e il 23 luglio 2014 è stata pubblicata 
una relazione intitolata “Panoramica delle 
leggi nazionali sulle cartelle cliniche 
elettroniche negli Stati membri dell’UE e la 
loro interazione con la fornitura di servizi 
transfrontalieri di sanità elettronica”10, nella 
quale l’analisi comparata delle legislazioni 
nazionali mostrava una scarsa attuazione 
dell’interoperabilità e una disomogenea 
digitalizzazione nell’Unione. 

Sebbene, come si dirà a breve, la pandemia 
abbia accelerato il passo, il periodo storico era 
già maturo per assistere al salto digitale, come 
testimonia la presentazione, in tempi non 
sospetti (dicembre 2019), della Strategia per 
l’innovazione tecnologica e la digitalizzazione 
del Paese – 2025, secondo cui “l’innovazione 
e la digitalizzazione devono far parte di una 
riforma strutturale dello Stato che promuova 
più democrazia, uguaglianza, etica, giustizia e 
inclusione e generi una crescita sostenibile nel 
rispetto dell’essere umano e del nostro 
pianeta”11. 

2.1. La pandemia e la accelerazione del 
processo di digitalizzazione: loading... 

Nonostante i progressivi interventi 
normativi, nella sanità, come in altri comparti 
amministrativi, la digitalizzazione in Italia è 
ancora incompleta e a tratti inefficiente, come 
mostrato nel corso della pandemia12. Le 
carenze sono causate essenzialmente 
dall’assenza di dati strutturati, dalla 
conduzione regionale delle politiche digitali, 
dalle disparità attuative tra regioni, ma anche 
da una diffidenza nei confronti degli strumenti 
di amministrazione digitale, spesso generata 
dai disservizi o dalla inaccessibilità dei 
servizi. 

La pandemia ha evidenziato la necessità di 
prevedere una guida statale per raggiungere 
gli obiettivi e riorganizzare la PA, tanto in 

 
10 https://ec.europa.eu/health/ehealth/projects/national 
laws_electronichealthrecords_en. 
11 https://innovazione.gov.it/notizie/articoli/2025-presen 
tazione-piano-nazionale-innovazione. 
12 Si pensi alla assenza di comunicazione dei FSE 
regionali in merito ai tamponi molecolari nel periodo 
COVID-19 e la gestione dell’App Immuni. Al 
proposito, tempestive sono le critiche in M.B. Armiento, 
Amministrazione digitale e tutela della salute: il caso 
immuni. Tra fallimenti e nuove prospettive, in Munus, n. 
1, 2021, 265, che sostiene condivisibilmente che ogni 
applicazione tecnologica deve essere utile, efficiente ed 
efficacia in adesione al c.d. realismo giuridico di M.S. 
Giannini, richiamato da S. Cassese, Giannini e la 
rinascita del diritto amministrativo, in Giornale di 
diritto amministrativo, n. 6, 1997, 580. 

termini formativi quanto strutturali. 
Tuttavia, sebbene in Dottrina ci si 

interroghi spesso di intelligenza artificiale13, 
algoritmi e sofisticate evoluzioni 
tecnologiche14, attualmente appare fonda-
mentale nel processo di digitalizzazione 
amministrativa giungere ad una vera 
dematerializzazione della documentazione e 
dell’istruttoria procedimentale, oltre ad un 
adeguamento del procedimento amministrati-
vo al digitale, quali primi passaggi, magari 
meno di impatto o futuristici, ma necessari e 
preliminari a qualsiasi ulteriore sviluppo15. 

Poi, solo dopo aver raggiunto un sistema 
sufficientemente funzionale, l’Amministrazio-
ne italiana potrà inoltrarsi in territori 
inesplorati o comunque esterni alla comfort-
zone. 

 
13 Al proposito, tra gli altri, si osservino i contributi in 
Monographic Section: The Use of Artificial Intelligence 
by Public Administration, in ERDAL, vol. 1, n. 1-2, 
2020. 
14 Con applicazioni e inquadramento normativo ancora 
oggetto di ampia discussione. Sul punto, F. Laus, La 
tecnologia nella pubblica amministrazione: algoritmi e 
processi decisionali nei procedimenti amministrativi. Il 
caso della procedura di mobilità, in Il lavoro nelle 
pubbliche amministrazioni, n. 2, 2020.  
15 Sulle criticità delle nuove tecnologie applicate al 
procedimento amministrativo, P. Otranto, Riflessioni in 
tema di decisione amministrativa, intelligenza artificiale 
e legalità, in Federalismi.it, n. 7, 2021, 187, dove si 
sottolinea il complesso bilanciamento tra ricorso alle 
tecnologie e garanzie nel procedimento. Sempre in 
merito al procedimento amministrativo “del futuro”, 
M.L. Maddalena, La digitalizzazione della vita dell’am-
ministrazione e del processo, in Il Foro amministrativo, 
n. 10, 2016, 2535; P.S. Maglione, La Pubblica 
Amministrazione “al varco” dell’Industria 4.0: 
decisioni automatizzate e garanzie procedimentali in 
una prospettiva human oriented, in Amministrazione in 
cammino, 26 maggio 2020; R. Cavallo Perin (ed.), 
L’amministrazione pubblica con i big data: da Torino 
un dibattito sull’intelligenza artificiale, Torino, 
Università degli Studi di Torino, 2021; J.B. Auby, 
Administrative Law Facing Digital Challenges, in 
European Review of Digital Administration & Law, vol. 
1, issue 1-2, 2020, 7; A. Barone, Amministrazione del 
rischio e intelligenza artificiale, in European Review of 
Digital Administration & Law, vol. 1, issue 1-2, 2020, 
63. 
Al proposito, poi, di particolare interesse sono stati gli 
interventi al recente convegno “Le sfide della P.A. 
digitale” tenutosi a Catania in data 2/3 dicembre 2021. 
In tale occasione, tra i molti spunti di riflessione e tanti 
interventi, Antonio Barone ha evidenziato il ruolo della 
trasparenza amministrativa della decisione 
amministrativa algoritmica, nonché l’importanza della 
formazione del personale delle PA, necessaria per 
garantire le tutele procedimentali. 
Alla trasformazione della PA, è pure dedicato il volume 
L’amministrazione di fronte alla sfida digitale, in 
Istituzioni del Federalismo, n. 3, 2019. 
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nazionale ha di fatto generato una disparità tra 
utenti in un momento particolarmente delicato 
della prestazione quale quello dell’accesso 
alle risultanze ed ai documenti medici. Se 
ormai sono rimaste poche Regioni 
inadempienti (otto regioni hanno attuato il 
FSE al 100%, ma le restanti hanno comunque 
superato ampiamente l’80% di attuazione), 
solo di recente sono stati implementati i 
sistemi di molti FSE regionali e le percentuali 
di cittadini che hanno attivato il proprio 
fascicolo sanitario (come di medici e operatori 
sanitari che ne fanno uso), sono alquanto 
scoraggianti, prossime allo 0% in più di metà 
delle Regioni italiane8. 

E il DPCM del 29 settembre 2015 n. 178 
aveva stabilito che ciascuna regione e 
provincia autonoma dovesse istituire il 
Fascicolo Sanitario Elettronico (FSE) 
attraverso una infrastruttura tecnologica 
capace di interoperare con le altre soluzioni 
regionali di FSE, fornendo servizi che 
consentono la realizzazione di una serie di 
processi interregionali. I servizi di 
interoperabilità dovrebbero permettere di 
effettuare le operazioni di ricerca, recupero, 
registrazione, cancellazione di documenti e 
trasferimento indice del FSE. Le modifiche 
normative intercorse nell’ambito Legge 11 
dicembre 2016, n. 232, hanno introdotto, per 
semplificare l’interoperabilità dei sistemi 
regionali di FSE, l’Infrastruttura Nazionale 
per l’Interoperabilità (INI), la cui 
progettazione è a cura dell’AgID e la cui 
realizzazione è curata dal Ministero 
dell’Economia e delle Finanze. 

L’INI, tra l’altro, ha il compito di garantire 
l’interoperabilità dei FSE regionali, 
l’identificazione dell’assistito attraverso 
l’allineamento con l’Anagrafe Nazionale degli 
Assistiti (ANA), l’interconnessione dei 
soggetti previsti per la trasmissione telematica 
dei dati, la gestione delle codifiche nazionali e 
regionali stabilite e rese disponibili dalle 
Amministrazioni e dagli enti che le 
detengono. Ed al proposito, i processi di 
interoperabilità, le funzionalità, le modalità di 
accesso e le regole tecniche di interazione tra i 
sistemi regionali e l’INI sono ad oggi descritti 
nella circolare AgID n. 4/2017 del 1° agosto 
2017, nel DM del 4 agosto 2017 del Ministero 
dell’Economia e delle Finanze di concerto con 

 
8 Interessanti, al proposito, sono i dati del monitoraggio 
visibili sulla pagina https://www.fascicolosanitario 
.gov.it/. I dati citati sono aggiornati a dicembre 2021. 

il Ministero della Salute e nelle relative 
specifiche tecniche. Oggi, poi, all’ANA è 
subentrata l’Anagrafe nazionale della 
popolazione residente – ANPR, istituita 
dall’art. 62 del CAD, quale base di dati di 
interesse nazionale, ai sensi dell’art. 60, come 
insieme delle informazioni raccolte e gestite 
digitalmente dalle pubbliche amministrazioni, 
omogenee per tipologia e contenuto e la cui 
conoscenza è rilevante per lo svolgimento 
delle funzioni istituzionali delle altre 
pubbliche amministrazioni, anche solo per fini 
statistici. 

L’obiettivo del legislatore più recente, dal 
2020, è stato quello di potenziare l’efficacia 
del FSE ampliando la tipologia di 
informazioni trattate. Al riguardo, il d.l. 
34/2020 ha recentemente disposto, inoltre, il 
collegamento del FSE – tramite il supporto 
dell’INI – al Sistema Informativo Trapianti, 
alle Anagrafi vaccinali e ai CUP regionali, 
così da consentire l’estensione del patrimonio 
informativo del FSE ai dati relativi alla 
donazione degli organi, alle vaccinazioni e 
alle prenotazioni degli esami medici.9 

Poiché una delle caratteristiche chiave di 
un FSE è che le informazioni sanitarie 
possono essere create e gestite da fornitori 
autorizzati in formato digitale, in grado di 
essere condivise tra più di un’organizzazione 
sanitaria, è innegabile che questo sistema non 
funzionerebbe se ogni fornitore utilizzasse un 
approccio strutturale diverso. La creazione di 
FSE è poco utile se è impedita la condivisione 
di informazioni tra operatori sanitari e aziende 
sanitarie, che consentirebbe di raggruppare le 
informazioni raccolte da tutti i medici 
coinvolti nella cura del paziente. 

Peraltro, il tema è particolarmente sentito 
anche a livello UE, ove la direttiva 
2011/24/UE sui diritti dei pazienti 
nell’assistenza sanitaria transfrontaliera, 
all’articolo 14, in tema di ehealth, ha 
sottolineato l’esigenza di facilitare la 
cooperazione e lo scambio di informazioni tra 
gli Stati membri che operano nell’ambito di 
una rete volontaria che collega le autorità 
nazionali responsabili della sanità elettronica 
designate dagli Stati membri. Al proposito, 
peraltro, l’UE ha iniziato a promuovere la rete 

 
9 Sulle prospettive evolutive del FSE e sulle sue 
criticità, N. Posteraro, La digitalizzazione della sanità in 
Italia: uno sguardo al Fascicolo Sanitario Elettronico 
(anche alla luce del Piano Nazionale di Ripresa e 
Resilienza), in Federalismi.it, Osservatorio di diritto 
sanitario, n. 26, 2021.  
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sanitaria e il 23 luglio 2014 è stata pubblicata 
una relazione intitolata “Panoramica delle 
leggi nazionali sulle cartelle cliniche 
elettroniche negli Stati membri dell’UE e la 
loro interazione con la fornitura di servizi 
transfrontalieri di sanità elettronica”10, nella 
quale l’analisi comparata delle legislazioni 
nazionali mostrava una scarsa attuazione 
dell’interoperabilità e una disomogenea 
digitalizzazione nell’Unione. 

Sebbene, come si dirà a breve, la pandemia 
abbia accelerato il passo, il periodo storico era 
già maturo per assistere al salto digitale, come 
testimonia la presentazione, in tempi non 
sospetti (dicembre 2019), della Strategia per 
l’innovazione tecnologica e la digitalizzazione 
del Paese – 2025, secondo cui “l’innovazione 
e la digitalizzazione devono far parte di una 
riforma strutturale dello Stato che promuova 
più democrazia, uguaglianza, etica, giustizia e 
inclusione e generi una crescita sostenibile nel 
rispetto dell’essere umano e del nostro 
pianeta”11. 

2.1. La pandemia e la accelerazione del 
processo di digitalizzazione: loading... 

Nonostante i progressivi interventi 
normativi, nella sanità, come in altri comparti 
amministrativi, la digitalizzazione in Italia è 
ancora incompleta e a tratti inefficiente, come 
mostrato nel corso della pandemia12. Le 
carenze sono causate essenzialmente 
dall’assenza di dati strutturati, dalla 
conduzione regionale delle politiche digitali, 
dalle disparità attuative tra regioni, ma anche 
da una diffidenza nei confronti degli strumenti 
di amministrazione digitale, spesso generata 
dai disservizi o dalla inaccessibilità dei 
servizi. 

La pandemia ha evidenziato la necessità di 
prevedere una guida statale per raggiungere 
gli obiettivi e riorganizzare la PA, tanto in 

 
10 https://ec.europa.eu/health/ehealth/projects/national 
laws_electronichealthrecords_en. 
11 https://innovazione.gov.it/notizie/articoli/2025-presen 
tazione-piano-nazionale-innovazione. 
12 Si pensi alla assenza di comunicazione dei FSE 
regionali in merito ai tamponi molecolari nel periodo 
COVID-19 e la gestione dell’App Immuni. Al 
proposito, tempestive sono le critiche in M.B. Armiento, 
Amministrazione digitale e tutela della salute: il caso 
immuni. Tra fallimenti e nuove prospettive, in Munus, n. 
1, 2021, 265, che sostiene condivisibilmente che ogni 
applicazione tecnologica deve essere utile, efficiente ed 
efficacia in adesione al c.d. realismo giuridico di M.S. 
Giannini, richiamato da S. Cassese, Giannini e la 
rinascita del diritto amministrativo, in Giornale di 
diritto amministrativo, n. 6, 1997, 580. 

termini formativi quanto strutturali. 
Tuttavia, sebbene in Dottrina ci si 

interroghi spesso di intelligenza artificiale13, 
algoritmi e sofisticate evoluzioni 
tecnologiche14, attualmente appare fonda-
mentale nel processo di digitalizzazione 
amministrativa giungere ad una vera 
dematerializzazione della documentazione e 
dell’istruttoria procedimentale, oltre ad un 
adeguamento del procedimento amministrati-
vo al digitale, quali primi passaggi, magari 
meno di impatto o futuristici, ma necessari e 
preliminari a qualsiasi ulteriore sviluppo15. 

Poi, solo dopo aver raggiunto un sistema 
sufficientemente funzionale, l’Amministrazio-
ne italiana potrà inoltrarsi in territori 
inesplorati o comunque esterni alla comfort-
zone. 

 
13 Al proposito, tra gli altri, si osservino i contributi in 
Monographic Section: The Use of Artificial Intelligence 
by Public Administration, in ERDAL, vol. 1, n. 1-2, 
2020. 
14 Con applicazioni e inquadramento normativo ancora 
oggetto di ampia discussione. Sul punto, F. Laus, La 
tecnologia nella pubblica amministrazione: algoritmi e 
processi decisionali nei procedimenti amministrativi. Il 
caso della procedura di mobilità, in Il lavoro nelle 
pubbliche amministrazioni, n. 2, 2020.  
15 Sulle criticità delle nuove tecnologie applicate al 
procedimento amministrativo, P. Otranto, Riflessioni in 
tema di decisione amministrativa, intelligenza artificiale 
e legalità, in Federalismi.it, n. 7, 2021, 187, dove si 
sottolinea il complesso bilanciamento tra ricorso alle 
tecnologie e garanzie nel procedimento. Sempre in 
merito al procedimento amministrativo “del futuro”, 
M.L. Maddalena, La digitalizzazione della vita dell’am-
ministrazione e del processo, in Il Foro amministrativo, 
n. 10, 2016, 2535; P.S. Maglione, La Pubblica 
Amministrazione “al varco” dell’Industria 4.0: 
decisioni automatizzate e garanzie procedimentali in 
una prospettiva human oriented, in Amministrazione in 
cammino, 26 maggio 2020; R. Cavallo Perin (ed.), 
L’amministrazione pubblica con i big data: da Torino 
un dibattito sull’intelligenza artificiale, Torino, 
Università degli Studi di Torino, 2021; J.B. Auby, 
Administrative Law Facing Digital Challenges, in 
European Review of Digital Administration & Law, vol. 
1, issue 1-2, 2020, 7; A. Barone, Amministrazione del 
rischio e intelligenza artificiale, in European Review of 
Digital Administration & Law, vol. 1, issue 1-2, 2020, 
63. 
Al proposito, poi, di particolare interesse sono stati gli 
interventi al recente convegno “Le sfide della P.A. 
digitale” tenutosi a Catania in data 2/3 dicembre 2021. 
In tale occasione, tra i molti spunti di riflessione e tanti 
interventi, Antonio Barone ha evidenziato il ruolo della 
trasparenza amministrativa della decisione 
amministrativa algoritmica, nonché l’importanza della 
formazione del personale delle PA, necessaria per 
garantire le tutele procedimentali. 
Alla trasformazione della PA, è pure dedicato il volume 
L’amministrazione di fronte alla sfida digitale, in 
Istituzioni del Federalismo, n. 3, 2019. 
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nazionale ha di fatto generato una disparità tra 
utenti in un momento particolarmente delicato 
della prestazione quale quello dell’accesso 
alle risultanze ed ai documenti medici. Se 
ormai sono rimaste poche Regioni 
inadempienti (otto regioni hanno attuato il 
FSE al 100%, ma le restanti hanno comunque 
superato ampiamente l’80% di attuazione), 
solo di recente sono stati implementati i 
sistemi di molti FSE regionali e le percentuali 
di cittadini che hanno attivato il proprio 
fascicolo sanitario (come di medici e operatori 
sanitari che ne fanno uso), sono alquanto 
scoraggianti, prossime allo 0% in più di metà 
delle Regioni italiane8. 

E il DPCM del 29 settembre 2015 n. 178 
aveva stabilito che ciascuna regione e 
provincia autonoma dovesse istituire il 
Fascicolo Sanitario Elettronico (FSE) 
attraverso una infrastruttura tecnologica 
capace di interoperare con le altre soluzioni 
regionali di FSE, fornendo servizi che 
consentono la realizzazione di una serie di 
processi interregionali. I servizi di 
interoperabilità dovrebbero permettere di 
effettuare le operazioni di ricerca, recupero, 
registrazione, cancellazione di documenti e 
trasferimento indice del FSE. Le modifiche 
normative intercorse nell’ambito Legge 11 
dicembre 2016, n. 232, hanno introdotto, per 
semplificare l’interoperabilità dei sistemi 
regionali di FSE, l’Infrastruttura Nazionale 
per l’Interoperabilità (INI), la cui 
progettazione è a cura dell’AgID e la cui 
realizzazione è curata dal Ministero 
dell’Economia e delle Finanze. 

L’INI, tra l’altro, ha il compito di garantire 
l’interoperabilità dei FSE regionali, 
l’identificazione dell’assistito attraverso 
l’allineamento con l’Anagrafe Nazionale degli 
Assistiti (ANA), l’interconnessione dei 
soggetti previsti per la trasmissione telematica 
dei dati, la gestione delle codifiche nazionali e 
regionali stabilite e rese disponibili dalle 
Amministrazioni e dagli enti che le 
detengono. Ed al proposito, i processi di 
interoperabilità, le funzionalità, le modalità di 
accesso e le regole tecniche di interazione tra i 
sistemi regionali e l’INI sono ad oggi descritti 
nella circolare AgID n. 4/2017 del 1° agosto 
2017, nel DM del 4 agosto 2017 del Ministero 
dell’Economia e delle Finanze di concerto con 

 
8 Interessanti, al proposito, sono i dati del monitoraggio 
visibili sulla pagina https://www.fascicolosanitario 
.gov.it/. I dati citati sono aggiornati a dicembre 2021. 

il Ministero della Salute e nelle relative 
specifiche tecniche. Oggi, poi, all’ANA è 
subentrata l’Anagrafe nazionale della 
popolazione residente – ANPR, istituita 
dall’art. 62 del CAD, quale base di dati di 
interesse nazionale, ai sensi dell’art. 60, come 
insieme delle informazioni raccolte e gestite 
digitalmente dalle pubbliche amministrazioni, 
omogenee per tipologia e contenuto e la cui 
conoscenza è rilevante per lo svolgimento 
delle funzioni istituzionali delle altre 
pubbliche amministrazioni, anche solo per fini 
statistici. 

L’obiettivo del legislatore più recente, dal 
2020, è stato quello di potenziare l’efficacia 
del FSE ampliando la tipologia di 
informazioni trattate. Al riguardo, il d.l. 
34/2020 ha recentemente disposto, inoltre, il 
collegamento del FSE – tramite il supporto 
dell’INI – al Sistema Informativo Trapianti, 
alle Anagrafi vaccinali e ai CUP regionali, 
così da consentire l’estensione del patrimonio 
informativo del FSE ai dati relativi alla 
donazione degli organi, alle vaccinazioni e 
alle prenotazioni degli esami medici.9 

Poiché una delle caratteristiche chiave di 
un FSE è che le informazioni sanitarie 
possono essere create e gestite da fornitori 
autorizzati in formato digitale, in grado di 
essere condivise tra più di un’organizzazione 
sanitaria, è innegabile che questo sistema non 
funzionerebbe se ogni fornitore utilizzasse un 
approccio strutturale diverso. La creazione di 
FSE è poco utile se è impedita la condivisione 
di informazioni tra operatori sanitari e aziende 
sanitarie, che consentirebbe di raggruppare le 
informazioni raccolte da tutti i medici 
coinvolti nella cura del paziente. 

Peraltro, il tema è particolarmente sentito 
anche a livello UE, ove la direttiva 
2011/24/UE sui diritti dei pazienti 
nell’assistenza sanitaria transfrontaliera, 
all’articolo 14, in tema di ehealth, ha 
sottolineato l’esigenza di facilitare la 
cooperazione e lo scambio di informazioni tra 
gli Stati membri che operano nell’ambito di 
una rete volontaria che collega le autorità 
nazionali responsabili della sanità elettronica 
designate dagli Stati membri. Al proposito, 
peraltro, l’UE ha iniziato a promuovere la rete 

 
9 Sulle prospettive evolutive del FSE e sulle sue 
criticità, N. Posteraro, La digitalizzazione della sanità in 
Italia: uno sguardo al Fascicolo Sanitario Elettronico 
(anche alla luce del Piano Nazionale di Ripresa e 
Resilienza), in Federalismi.it, Osservatorio di diritto 
sanitario, n. 26, 2021.  
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sanitaria e il 23 luglio 2014 è stata pubblicata 
una relazione intitolata “Panoramica delle 
leggi nazionali sulle cartelle cliniche 
elettroniche negli Stati membri dell’UE e la 
loro interazione con la fornitura di servizi 
transfrontalieri di sanità elettronica”10, nella 
quale l’analisi comparata delle legislazioni 
nazionali mostrava una scarsa attuazione 
dell’interoperabilità e una disomogenea 
digitalizzazione nell’Unione. 

Sebbene, come si dirà a breve, la pandemia 
abbia accelerato il passo, il periodo storico era 
già maturo per assistere al salto digitale, come 
testimonia la presentazione, in tempi non 
sospetti (dicembre 2019), della Strategia per 
l’innovazione tecnologica e la digitalizzazione 
del Paese – 2025, secondo cui “l’innovazione 
e la digitalizzazione devono far parte di una 
riforma strutturale dello Stato che promuova 
più democrazia, uguaglianza, etica, giustizia e 
inclusione e generi una crescita sostenibile nel 
rispetto dell’essere umano e del nostro 
pianeta”11. 

2.1. La pandemia e la accelerazione del 
processo di digitalizzazione: loading... 

Nonostante i progressivi interventi 
normativi, nella sanità, come in altri comparti 
amministrativi, la digitalizzazione in Italia è 
ancora incompleta e a tratti inefficiente, come 
mostrato nel corso della pandemia12. Le 
carenze sono causate essenzialmente 
dall’assenza di dati strutturati, dalla 
conduzione regionale delle politiche digitali, 
dalle disparità attuative tra regioni, ma anche 
da una diffidenza nei confronti degli strumenti 
di amministrazione digitale, spesso generata 
dai disservizi o dalla inaccessibilità dei 
servizi. 

La pandemia ha evidenziato la necessità di 
prevedere una guida statale per raggiungere 
gli obiettivi e riorganizzare la PA, tanto in 

 
10 https://ec.europa.eu/health/ehealth/projects/national 
laws_electronichealthrecords_en. 
11 https://innovazione.gov.it/notizie/articoli/2025-presen 
tazione-piano-nazionale-innovazione. 
12 Si pensi alla assenza di comunicazione dei FSE 
regionali in merito ai tamponi molecolari nel periodo 
COVID-19 e la gestione dell’App Immuni. Al 
proposito, tempestive sono le critiche in M.B. Armiento, 
Amministrazione digitale e tutela della salute: il caso 
immuni. Tra fallimenti e nuove prospettive, in Munus, n. 
1, 2021, 265, che sostiene condivisibilmente che ogni 
applicazione tecnologica deve essere utile, efficiente ed 
efficacia in adesione al c.d. realismo giuridico di M.S. 
Giannini, richiamato da S. Cassese, Giannini e la 
rinascita del diritto amministrativo, in Giornale di 
diritto amministrativo, n. 6, 1997, 580. 

termini formativi quanto strutturali. 
Tuttavia, sebbene in Dottrina ci si 

interroghi spesso di intelligenza artificiale13, 
algoritmi e sofisticate evoluzioni 
tecnologiche14, attualmente appare fonda-
mentale nel processo di digitalizzazione 
amministrativa giungere ad una vera 
dematerializzazione della documentazione e 
dell’istruttoria procedimentale, oltre ad un 
adeguamento del procedimento amministrati-
vo al digitale, quali primi passaggi, magari 
meno di impatto o futuristici, ma necessari e 
preliminari a qualsiasi ulteriore sviluppo15. 

Poi, solo dopo aver raggiunto un sistema 
sufficientemente funzionale, l’Amministrazio-
ne italiana potrà inoltrarsi in territori 
inesplorati o comunque esterni alla comfort-
zone. 

 
13 Al proposito, tra gli altri, si osservino i contributi in 
Monographic Section: The Use of Artificial Intelligence 
by Public Administration, in ERDAL, vol. 1, n. 1-2, 
2020. 
14 Con applicazioni e inquadramento normativo ancora 
oggetto di ampia discussione. Sul punto, F. Laus, La 
tecnologia nella pubblica amministrazione: algoritmi e 
processi decisionali nei procedimenti amministrativi. Il 
caso della procedura di mobilità, in Il lavoro nelle 
pubbliche amministrazioni, n. 2, 2020.  
15 Sulle criticità delle nuove tecnologie applicate al 
procedimento amministrativo, P. Otranto, Riflessioni in 
tema di decisione amministrativa, intelligenza artificiale 
e legalità, in Federalismi.it, n. 7, 2021, 187, dove si 
sottolinea il complesso bilanciamento tra ricorso alle 
tecnologie e garanzie nel procedimento. Sempre in 
merito al procedimento amministrativo “del futuro”, 
M.L. Maddalena, La digitalizzazione della vita dell’am-
ministrazione e del processo, in Il Foro amministrativo, 
n. 10, 2016, 2535; P.S. Maglione, La Pubblica 
Amministrazione “al varco” dell’Industria 4.0: 
decisioni automatizzate e garanzie procedimentali in 
una prospettiva human oriented, in Amministrazione in 
cammino, 26 maggio 2020; R. Cavallo Perin (ed.), 
L’amministrazione pubblica con i big data: da Torino 
un dibattito sull’intelligenza artificiale, Torino, 
Università degli Studi di Torino, 2021; J.B. Auby, 
Administrative Law Facing Digital Challenges, in 
European Review of Digital Administration & Law, vol. 
1, issue 1-2, 2020, 7; A. Barone, Amministrazione del 
rischio e intelligenza artificiale, in European Review of 
Digital Administration & Law, vol. 1, issue 1-2, 2020, 
63. 
Al proposito, poi, di particolare interesse sono stati gli 
interventi al recente convegno “Le sfide della P.A. 
digitale” tenutosi a Catania in data 2/3 dicembre 2021. 
In tale occasione, tra i molti spunti di riflessione e tanti 
interventi, Antonio Barone ha evidenziato il ruolo della 
trasparenza amministrativa della decisione 
amministrativa algoritmica, nonché l’importanza della 
formazione del personale delle PA, necessaria per 
garantire le tutele procedimentali. 
Alla trasformazione della PA, è pure dedicato il volume 
L’amministrazione di fronte alla sfida digitale, in 
Istituzioni del Federalismo, n. 3, 2019. 
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Peraltro, il DESI16 regionale 2020 – 
elaborato dall’Osservatorio Agenda Digitale 
del Politecnico di Milano in collaborazione 
con AGCOM, CISIS, Regione Emilia-
Romagna, Regione Piemonte, e le due in-
house ART-ER e CSI Piemonte – ha 
evidenziato un gap tra le Regioni italiane, pure 
le prime in classifica, e il resto d’Europa, in 
merito all’effettivo stato di digitalizzazione ed 
alle performance digitale. 

Non sorprende, quindi, che la pandemia, 
con la connessa fretta di arginare i danni 
economici e sociali, oltre che sanitari, 
ricercando soluzioni innovative, abbia scosso 
e stimolato la PA17. 

Ben vengano dunque le modifiche 
intervenute con il citato decreto-legge n. 
76/2020, recante “Misure urgenti per la 
semplificazione e l’innovazione digitale”. 

In particolare, volendo concentrarsi 
sull’approccio once only e sull’attenzione 
all’interoperabilità, il decreto è intervenuto in 
materia di patrimonio informativo pubblico, 
riconducendolo ad una piattaforma unica 
nazionale, in capo alla Presidenza del 
Consiglio dei ministri, anche per garantire alle 
pubbliche amministrazioni di consultare e 
accedere ai dati detenuti da altre 
amministrazioni ed evitare quindi di dover 
chiedere al cittadino la stessa informazione o 
il medesimo dato già richiesto e detenuto.  

 
16 Digital Economy and Society Index. 
17 Dalla giustizia alla sanità digitale, dallo smart 
working (tanto criticato ma tanto fondamentale in 
alcune fasi) all’istruzione da remoto. Al proposito, tra i 
tanti, P. Clarizia, Il processo amministrativo e le sfide 
della digitalizzazione, in Giornale di diritto 
amministrativo, n. 5, 2021, 559. E, sempre in merito 
all’evoluzione della giustizia stimolata dalla pandemia, 
occorre ricordare come anche la recente legge 27 
settembre 2021, n. 134, recante delega al Governo per 
l’efficienza del processo penale nonché in materia di 
giustizia riparativa e disposizioni per la celere 
definizione dei procedimenti giudiziari, abbia previsto, 
anche la riforma digitale del processo penale, tra i 
principi e criteri direttivi della delega, all’art. 1, co. 5, 
lett. a), che recita: “prevedere che atti e documenti 
processuali possano essere formati e conservati in 
formato digitale, in modo che ne siano garantite 
l’autenticità, l’integrità, la leggibilità, la reperibilità e, 
ove previsto dalla legge, la segretezza; prevedere che 
nei procedimenti penali in ogni stato e grado il deposito 
di atti e documenti, le comunicazioni e le notificazioni 
siano effettuati con modalità telematiche; prevedere che 
le trasmissioni e le ricezioni in via telematica assicurino 
al mittente e al destinatario certezza, anche temporale, 
dell’avvenuta trasmissione e ricezione, nonché circa 
l’identità del mittente e del destinatario; prevedere che 
per gli atti che le parti compiono personalmente il 
deposito possa avvenire anche con modalità non 
telematica”. 

Sarà importante l’estensione delle norme 
dell’ultimo biennio anche alla sanità 
favorendo un’evoluzione del fascicolo 
sanitario elettronico come punto di accesso 
unico delle informazioni cliniche del cittadino, 
secondo il paradigma once only, in base al 
quale le pubbliche amministrazioni 
dovrebbero evitare di chiedere agli utenti 
informazioni già in precedenza fornite. 

Il fascicolo potrà diventare lo strumento 
cardine per abilitare nuovi percorsi di cura e 
prevenzione personalizzati soprattutto per i 
malati cronici e gli anziani, anche in 
collegamento con i sistemi di telemedicina. 

A tal proposito, sono intervenute alcune 
specifiche modifiche del CAD.  

In particolare, l’art. 33 ha introdotto, come 
nuovo comma 3 ter dell’art. 50 d.lgs. 82/2005, 
una sanzione per i dirigenti responsabili 
dell’inadempimento all’obbligo di rendere 
disponibili i dati: “l’inadempimento 
dell’obbligo di rendere disponibili i dati ai 
sensi del presente articolo costituisce mancato 
raggiungimento di uno specifico risultato e di 
un rilevante obiettivo da parte dei dirigenti 
responsabili delle strutture competenti e 
comporta la riduzione, non inferiore al 30 per 
cento, della retribuzione di risultato e del 
trattamento accessorio collegato alla 
performance individuale dei dirigenti 
competenti, oltre al divieto di attribuire premi 
o incentivi nell’ambito delle medesime 
strutture”. Pertanto, creata l’infrastruttura, si 
va a stimolare anche la struttura ed in 
particolare il dirigente responsabile affinché 
l’attuazione della riforma sia concreta e si 
possa reprimere l’opposizione per pigrizia 
burocratese degli uffici. 

Inoltre, l’art. 33 introduce l’obbligo in capo 
al concessionario di servizi di rendere 
disponibili all’amministrazione concedente 
tutti i dati acquisiti e generati nella fornitura 
del servizio agli utenti, quale nuovo art. 50 
quater. Peraltro, in sede di conversione del d.l. 
76, è stato previsto che a sua volta 
l’amministrazione concedente si attivi per 
rendere tali dati disponibili alle altre pubbliche 
amministrazioni. 

Come detto, viene introdotta, con l’art. 34, 
una nuova disciplina della Piattaforma digitale 
nazionale dati (PDND), prevedendo, tra l’altro 
l’adozione con DPCM di una Strategia 
nazionale dati per identificare le modalità di 
messa a disposizione dei dati, integrando l’art. 
50 ter già inserito dalla riforma del CAD del 
2017 (d.lgs. 217/2017) che aveva istituito la 
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PDND. A tale Piattaforma è stata affidata 
l’interoperabilità dei sistemi informativi e 
delle basi di dati delle pubbliche 
amministrazioni e dei gestori di servizi 
pubblici, mediante l’accreditamento, 
l’identificazione e la gestione dei livelli di 
autorizzazione dei soggetti abilitati ad operare 
sulla stessa, nonché la raccolta e 
conservazione delle informazioni relative agli 
accessi e alle transazioni effettuate suo 
tramite. 

Si ricorda, poi, che AgID, con la Circolare 
n. 1 del 9 settembre 2020 ed i relativi allegati, 
ha definito la Linea di indirizzo 
sull’interoperabilità tecnica che tutte le 
pubbliche amministrazioni devono adottare al 
fine di garantire l’interoperabilità dei propri 
sistemi con quelli di altri soggetti e favorire 
l’implementazione complessiva del Sistema 
informativo della PA. 

Così, aggiornamento infrastrutturale 
tecnico e adeguamento della disciplina 
procedimentale devono essere supportati dalla 
opportuna formazione degli Uffici e dalla 
revisione organizzativa delle relazioni. 

Il legislatore ha, dunque, posto le basi per 
la semplificazione, ma i contenziosi originati 
da fraudolenti richieste del reddito di 
cittadinanza e di tante indennità previste nel 
corso della pandemia impongono di costruire 
un sistema efficiente e strutturato che consenta 
controlli, verifiche, accertamenti e agevoli 
l’accesso tanto degli utenti quanto delle 
amministrazioni alle informazioni. Il che si 
realizza solo con una effettiva ed efficace 
interoperabilità. 

In tale ottica, si è reso necessario un passo 
ulteriore finalizzato ad uno sviluppo deciso e 
costante della efficienza della PA. 

Per tale ragione la Conferenza Unificata, 
nella seduta del 23 novembre 2020, in 
attuazione di quanto previsto dal d.l. 76/2020, 
ha sancito l’accordo per l’approvazione 
dell’Agenda per la semplificazione 2020-
202318. 

Le disposizioni saranno tanto più efficaci 
quanto più sarà supportata dall’interoperabilità 
tra le diverse banche dati, che consenta alla 
pubblica amministrazione, sia nella fase di 
presentazione della richiesta di beneficio 
economico, sia in quelle successive di 
erogazione e controllo, di mettere a 

 
18 G. Vesperini, L’agenda per la semplificazione 2020-
2023, in Giornale di diritto amministrativo, n. 2, 2021, 
151. 

disposizione del richiedente tutta una serie di 
informazioni oggetto di autocertificazione già 
verificate19. 

Per tale ragione, l’agenda ha previsto 
specifiche azioni in merito all’attuazione del 
principio “once only”. In particolare, l’azione 
prevede la realizzazione di attività di 
supporto, promozione e monitoraggio 
dell’attuazione delle nuove disposizioni20. 

Parallelamente, sulla scorta dell’Agenda, 
verranno analizzate le buone pratiche e le 
problematiche attuative, al fine di predisporre 
modelli e indicazioni operative in merito ai 
controlli sulle dichiarazioni sostitutive e all’ 
acquisizione diretta di dati e documenti, con 
particolare riferimento all’organizzazione 
dell’attività di controllo (in termini di strutture 
coinvolte, e relativo accentramento/decentra-
mento dell’attività all’interno della struttura 
amministrativa), alle modalità e agli strumenti 
del controllo e alle tecnologie utilizzate, 
nonché ai criteri per l’effettuazione dei 

 
19 Fondamentale, in ottica once only, è poi la previsione 
dell’ulteriore favore alle autocertificazioni, introdotto 
dall’art. 12 come nuovo comma 13 dell’art. 18 legge 
241/1990 per procedimenti su istanza di parte finalizzati 
all’erogazione di benefici economici. In tal caso le 
autocertificazioni devono sostituire ogni tipo di 
documentazione comprovante tutti i requisiti soggettivi 
e oggettivi richiesti dalla normativa di riferimento. 
Peraltro, tale innovazione si pone in continuità rispetto 
alle previsioni, benchè limitate al periodo emergenziale, 
contenute nel c.d. decreto rilancio d.l. 19 maggio 2020, 
n. 34 (spesso ricalcandone le espressioni). 
Così il nuovo comma 3 bis dell’art. 18 legge 241/1990: 
Nei procedimenti avviati su istanza di parte, che hanno 
ad oggetto l’erogazione di benefici economici 
comunque denominati, indennità, prestazioni 
previdenziali e assistenziali, erogazioni, contributi, 
sovvenzioni, finanziamenti, prestiti, agevolazioni, da 
parte di pubbliche amministrazioni ovvero il rilascio di 
autorizzazioni e nulla osta comunque denominati, le 
dichiarazioni di cui agli articoli 46 e 47 del decreto del 
Presidente della Repubblica 28 dicembre 2000, n. 445, 
ovvero l’acquisizione di dati e documenti di cui ai 
commi 2 e 3, sostituiscono ogni tipo di documentazione 
comprovante tutti i requisiti soggettivi ed oggettivi 
richiesti dalla normativa di riferimento, fatto comunque 
salvo il rispetto delle disposizioni del codice delle leggi 
antimafia e delle misure di prevenzione, di cui al 
decreto legislativo 6 settembre 2011, n. 159. 
20 Inizialmente con particolare riferimento alle 
disposizioni relative agli accordi di fruizione introdotte 
con l’art. 264 d.l. 34/2020, successivamente eliminati 
dal d.l. 77/2021, a riprova della continua discussione sul 
tema, con diversità di vedute all’interno dello stesso 
legislatore. Peraltro, nonostante l’eliminazione 
normativa risulta ancora attiva la pagina istituzionale 
(https://adf.anpr.interno.it/anpr-pe-accreditamento-web) 
che avrebbe consentito di accreditarsi per l’avvio del 
processo di adesione ad un Accordo di Fruizione, con il 
Ministero dell’Interno, ai fini dell’accesso ai dati di 
ANPR.  
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Peraltro, il DESI16 regionale 2020 – 
elaborato dall’Osservatorio Agenda Digitale 
del Politecnico di Milano in collaborazione 
con AGCOM, CISIS, Regione Emilia-
Romagna, Regione Piemonte, e le due in-
house ART-ER e CSI Piemonte – ha 
evidenziato un gap tra le Regioni italiane, pure 
le prime in classifica, e il resto d’Europa, in 
merito all’effettivo stato di digitalizzazione ed 
alle performance digitale. 

Non sorprende, quindi, che la pandemia, 
con la connessa fretta di arginare i danni 
economici e sociali, oltre che sanitari, 
ricercando soluzioni innovative, abbia scosso 
e stimolato la PA17. 

Ben vengano dunque le modifiche 
intervenute con il citato decreto-legge n. 
76/2020, recante “Misure urgenti per la 
semplificazione e l’innovazione digitale”. 

In particolare, volendo concentrarsi 
sull’approccio once only e sull’attenzione 
all’interoperabilità, il decreto è intervenuto in 
materia di patrimonio informativo pubblico, 
riconducendolo ad una piattaforma unica 
nazionale, in capo alla Presidenza del 
Consiglio dei ministri, anche per garantire alle 
pubbliche amministrazioni di consultare e 
accedere ai dati detenuti da altre 
amministrazioni ed evitare quindi di dover 
chiedere al cittadino la stessa informazione o 
il medesimo dato già richiesto e detenuto.  

 
16 Digital Economy and Society Index. 
17 Dalla giustizia alla sanità digitale, dallo smart 
working (tanto criticato ma tanto fondamentale in 
alcune fasi) all’istruzione da remoto. Al proposito, tra i 
tanti, P. Clarizia, Il processo amministrativo e le sfide 
della digitalizzazione, in Giornale di diritto 
amministrativo, n. 5, 2021, 559. E, sempre in merito 
all’evoluzione della giustizia stimolata dalla pandemia, 
occorre ricordare come anche la recente legge 27 
settembre 2021, n. 134, recante delega al Governo per 
l’efficienza del processo penale nonché in materia di 
giustizia riparativa e disposizioni per la celere 
definizione dei procedimenti giudiziari, abbia previsto, 
anche la riforma digitale del processo penale, tra i 
principi e criteri direttivi della delega, all’art. 1, co. 5, 
lett. a), che recita: “prevedere che atti e documenti 
processuali possano essere formati e conservati in 
formato digitale, in modo che ne siano garantite 
l’autenticità, l’integrità, la leggibilità, la reperibilità e, 
ove previsto dalla legge, la segretezza; prevedere che 
nei procedimenti penali in ogni stato e grado il deposito 
di atti e documenti, le comunicazioni e le notificazioni 
siano effettuati con modalità telematiche; prevedere che 
le trasmissioni e le ricezioni in via telematica assicurino 
al mittente e al destinatario certezza, anche temporale, 
dell’avvenuta trasmissione e ricezione, nonché circa 
l’identità del mittente e del destinatario; prevedere che 
per gli atti che le parti compiono personalmente il 
deposito possa avvenire anche con modalità non 
telematica”. 

Sarà importante l’estensione delle norme 
dell’ultimo biennio anche alla sanità 
favorendo un’evoluzione del fascicolo 
sanitario elettronico come punto di accesso 
unico delle informazioni cliniche del cittadino, 
secondo il paradigma once only, in base al 
quale le pubbliche amministrazioni 
dovrebbero evitare di chiedere agli utenti 
informazioni già in precedenza fornite. 

Il fascicolo potrà diventare lo strumento 
cardine per abilitare nuovi percorsi di cura e 
prevenzione personalizzati soprattutto per i 
malati cronici e gli anziani, anche in 
collegamento con i sistemi di telemedicina. 

A tal proposito, sono intervenute alcune 
specifiche modifiche del CAD.  

In particolare, l’art. 33 ha introdotto, come 
nuovo comma 3 ter dell’art. 50 d.lgs. 82/2005, 
una sanzione per i dirigenti responsabili 
dell’inadempimento all’obbligo di rendere 
disponibili i dati: “l’inadempimento 
dell’obbligo di rendere disponibili i dati ai 
sensi del presente articolo costituisce mancato 
raggiungimento di uno specifico risultato e di 
un rilevante obiettivo da parte dei dirigenti 
responsabili delle strutture competenti e 
comporta la riduzione, non inferiore al 30 per 
cento, della retribuzione di risultato e del 
trattamento accessorio collegato alla 
performance individuale dei dirigenti 
competenti, oltre al divieto di attribuire premi 
o incentivi nell’ambito delle medesime 
strutture”. Pertanto, creata l’infrastruttura, si 
va a stimolare anche la struttura ed in 
particolare il dirigente responsabile affinché 
l’attuazione della riforma sia concreta e si 
possa reprimere l’opposizione per pigrizia 
burocratese degli uffici. 

Inoltre, l’art. 33 introduce l’obbligo in capo 
al concessionario di servizi di rendere 
disponibili all’amministrazione concedente 
tutti i dati acquisiti e generati nella fornitura 
del servizio agli utenti, quale nuovo art. 50 
quater. Peraltro, in sede di conversione del d.l. 
76, è stato previsto che a sua volta 
l’amministrazione concedente si attivi per 
rendere tali dati disponibili alle altre pubbliche 
amministrazioni. 

Come detto, viene introdotta, con l’art. 34, 
una nuova disciplina della Piattaforma digitale 
nazionale dati (PDND), prevedendo, tra l’altro 
l’adozione con DPCM di una Strategia 
nazionale dati per identificare le modalità di 
messa a disposizione dei dati, integrando l’art. 
50 ter già inserito dalla riforma del CAD del 
2017 (d.lgs. 217/2017) che aveva istituito la 
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PDND. A tale Piattaforma è stata affidata 
l’interoperabilità dei sistemi informativi e 
delle basi di dati delle pubbliche 
amministrazioni e dei gestori di servizi 
pubblici, mediante l’accreditamento, 
l’identificazione e la gestione dei livelli di 
autorizzazione dei soggetti abilitati ad operare 
sulla stessa, nonché la raccolta e 
conservazione delle informazioni relative agli 
accessi e alle transazioni effettuate suo 
tramite. 

Si ricorda, poi, che AgID, con la Circolare 
n. 1 del 9 settembre 2020 ed i relativi allegati, 
ha definito la Linea di indirizzo 
sull’interoperabilità tecnica che tutte le 
pubbliche amministrazioni devono adottare al 
fine di garantire l’interoperabilità dei propri 
sistemi con quelli di altri soggetti e favorire 
l’implementazione complessiva del Sistema 
informativo della PA. 

Così, aggiornamento infrastrutturale 
tecnico e adeguamento della disciplina 
procedimentale devono essere supportati dalla 
opportuna formazione degli Uffici e dalla 
revisione organizzativa delle relazioni. 

Il legislatore ha, dunque, posto le basi per 
la semplificazione, ma i contenziosi originati 
da fraudolenti richieste del reddito di 
cittadinanza e di tante indennità previste nel 
corso della pandemia impongono di costruire 
un sistema efficiente e strutturato che consenta 
controlli, verifiche, accertamenti e agevoli 
l’accesso tanto degli utenti quanto delle 
amministrazioni alle informazioni. Il che si 
realizza solo con una effettiva ed efficace 
interoperabilità. 

In tale ottica, si è reso necessario un passo 
ulteriore finalizzato ad uno sviluppo deciso e 
costante della efficienza della PA. 

Per tale ragione la Conferenza Unificata, 
nella seduta del 23 novembre 2020, in 
attuazione di quanto previsto dal d.l. 76/2020, 
ha sancito l’accordo per l’approvazione 
dell’Agenda per la semplificazione 2020-
202318. 

Le disposizioni saranno tanto più efficaci 
quanto più sarà supportata dall’interoperabilità 
tra le diverse banche dati, che consenta alla 
pubblica amministrazione, sia nella fase di 
presentazione della richiesta di beneficio 
economico, sia in quelle successive di 
erogazione e controllo, di mettere a 

 
18 G. Vesperini, L’agenda per la semplificazione 2020-
2023, in Giornale di diritto amministrativo, n. 2, 2021, 
151. 

disposizione del richiedente tutta una serie di 
informazioni oggetto di autocertificazione già 
verificate19. 

Per tale ragione, l’agenda ha previsto 
specifiche azioni in merito all’attuazione del 
principio “once only”. In particolare, l’azione 
prevede la realizzazione di attività di 
supporto, promozione e monitoraggio 
dell’attuazione delle nuove disposizioni20. 

Parallelamente, sulla scorta dell’Agenda, 
verranno analizzate le buone pratiche e le 
problematiche attuative, al fine di predisporre 
modelli e indicazioni operative in merito ai 
controlli sulle dichiarazioni sostitutive e all’ 
acquisizione diretta di dati e documenti, con 
particolare riferimento all’organizzazione 
dell’attività di controllo (in termini di strutture 
coinvolte, e relativo accentramento/decentra-
mento dell’attività all’interno della struttura 
amministrativa), alle modalità e agli strumenti 
del controllo e alle tecnologie utilizzate, 
nonché ai criteri per l’effettuazione dei 

 
19 Fondamentale, in ottica once only, è poi la previsione 
dell’ulteriore favore alle autocertificazioni, introdotto 
dall’art. 12 come nuovo comma 13 dell’art. 18 legge 
241/1990 per procedimenti su istanza di parte finalizzati 
all’erogazione di benefici economici. In tal caso le 
autocertificazioni devono sostituire ogni tipo di 
documentazione comprovante tutti i requisiti soggettivi 
e oggettivi richiesti dalla normativa di riferimento. 
Peraltro, tale innovazione si pone in continuità rispetto 
alle previsioni, benchè limitate al periodo emergenziale, 
contenute nel c.d. decreto rilancio d.l. 19 maggio 2020, 
n. 34 (spesso ricalcandone le espressioni). 
Così il nuovo comma 3 bis dell’art. 18 legge 241/1990: 
Nei procedimenti avviati su istanza di parte, che hanno 
ad oggetto l’erogazione di benefici economici 
comunque denominati, indennità, prestazioni 
previdenziali e assistenziali, erogazioni, contributi, 
sovvenzioni, finanziamenti, prestiti, agevolazioni, da 
parte di pubbliche amministrazioni ovvero il rilascio di 
autorizzazioni e nulla osta comunque denominati, le 
dichiarazioni di cui agli articoli 46 e 47 del decreto del 
Presidente della Repubblica 28 dicembre 2000, n. 445, 
ovvero l’acquisizione di dati e documenti di cui ai 
commi 2 e 3, sostituiscono ogni tipo di documentazione 
comprovante tutti i requisiti soggettivi ed oggettivi 
richiesti dalla normativa di riferimento, fatto comunque 
salvo il rispetto delle disposizioni del codice delle leggi 
antimafia e delle misure di prevenzione, di cui al 
decreto legislativo 6 settembre 2011, n. 159. 
20 Inizialmente con particolare riferimento alle 
disposizioni relative agli accordi di fruizione introdotte 
con l’art. 264 d.l. 34/2020, successivamente eliminati 
dal d.l. 77/2021, a riprova della continua discussione sul 
tema, con diversità di vedute all’interno dello stesso 
legislatore. Peraltro, nonostante l’eliminazione 
normativa risulta ancora attiva la pagina istituzionale 
(https://adf.anpr.interno.it/anpr-pe-accreditamento-web) 
che avrebbe consentito di accreditarsi per l’avvio del 
processo di adesione ad un Accordo di Fruizione, con il 
Ministero dell’Interno, ai fini dell’accesso ai dati di 
ANPR.  

 
  
FFeeddeerriiccoo  LLaauuss 
 

 
168  2021 Erdal, Volume 2, Issue 2 
  

St
ud

ia
 V

ar
ia

 

Peraltro, il DESI16 regionale 2020 – 
elaborato dall’Osservatorio Agenda Digitale 
del Politecnico di Milano in collaborazione 
con AGCOM, CISIS, Regione Emilia-
Romagna, Regione Piemonte, e le due in-
house ART-ER e CSI Piemonte – ha 
evidenziato un gap tra le Regioni italiane, pure 
le prime in classifica, e il resto d’Europa, in 
merito all’effettivo stato di digitalizzazione ed 
alle performance digitale. 

Non sorprende, quindi, che la pandemia, 
con la connessa fretta di arginare i danni 
economici e sociali, oltre che sanitari, 
ricercando soluzioni innovative, abbia scosso 
e stimolato la PA17. 

Ben vengano dunque le modifiche 
intervenute con il citato decreto-legge n. 
76/2020, recante “Misure urgenti per la 
semplificazione e l’innovazione digitale”. 

In particolare, volendo concentrarsi 
sull’approccio once only e sull’attenzione 
all’interoperabilità, il decreto è intervenuto in 
materia di patrimonio informativo pubblico, 
riconducendolo ad una piattaforma unica 
nazionale, in capo alla Presidenza del 
Consiglio dei ministri, anche per garantire alle 
pubbliche amministrazioni di consultare e 
accedere ai dati detenuti da altre 
amministrazioni ed evitare quindi di dover 
chiedere al cittadino la stessa informazione o 
il medesimo dato già richiesto e detenuto.  

 
16 Digital Economy and Society Index. 
17 Dalla giustizia alla sanità digitale, dallo smart 
working (tanto criticato ma tanto fondamentale in 
alcune fasi) all’istruzione da remoto. Al proposito, tra i 
tanti, P. Clarizia, Il processo amministrativo e le sfide 
della digitalizzazione, in Giornale di diritto 
amministrativo, n. 5, 2021, 559. E, sempre in merito 
all’evoluzione della giustizia stimolata dalla pandemia, 
occorre ricordare come anche la recente legge 27 
settembre 2021, n. 134, recante delega al Governo per 
l’efficienza del processo penale nonché in materia di 
giustizia riparativa e disposizioni per la celere 
definizione dei procedimenti giudiziari, abbia previsto, 
anche la riforma digitale del processo penale, tra i 
principi e criteri direttivi della delega, all’art. 1, co. 5, 
lett. a), che recita: “prevedere che atti e documenti 
processuali possano essere formati e conservati in 
formato digitale, in modo che ne siano garantite 
l’autenticità, l’integrità, la leggibilità, la reperibilità e, 
ove previsto dalla legge, la segretezza; prevedere che 
nei procedimenti penali in ogni stato e grado il deposito 
di atti e documenti, le comunicazioni e le notificazioni 
siano effettuati con modalità telematiche; prevedere che 
le trasmissioni e le ricezioni in via telematica assicurino 
al mittente e al destinatario certezza, anche temporale, 
dell’avvenuta trasmissione e ricezione, nonché circa 
l’identità del mittente e del destinatario; prevedere che 
per gli atti che le parti compiono personalmente il 
deposito possa avvenire anche con modalità non 
telematica”. 

Sarà importante l’estensione delle norme 
dell’ultimo biennio anche alla sanità 
favorendo un’evoluzione del fascicolo 
sanitario elettronico come punto di accesso 
unico delle informazioni cliniche del cittadino, 
secondo il paradigma once only, in base al 
quale le pubbliche amministrazioni 
dovrebbero evitare di chiedere agli utenti 
informazioni già in precedenza fornite. 

Il fascicolo potrà diventare lo strumento 
cardine per abilitare nuovi percorsi di cura e 
prevenzione personalizzati soprattutto per i 
malati cronici e gli anziani, anche in 
collegamento con i sistemi di telemedicina. 

A tal proposito, sono intervenute alcune 
specifiche modifiche del CAD.  

In particolare, l’art. 33 ha introdotto, come 
nuovo comma 3 ter dell’art. 50 d.lgs. 82/2005, 
una sanzione per i dirigenti responsabili 
dell’inadempimento all’obbligo di rendere 
disponibili i dati: “l’inadempimento 
dell’obbligo di rendere disponibili i dati ai 
sensi del presente articolo costituisce mancato 
raggiungimento di uno specifico risultato e di 
un rilevante obiettivo da parte dei dirigenti 
responsabili delle strutture competenti e 
comporta la riduzione, non inferiore al 30 per 
cento, della retribuzione di risultato e del 
trattamento accessorio collegato alla 
performance individuale dei dirigenti 
competenti, oltre al divieto di attribuire premi 
o incentivi nell’ambito delle medesime 
strutture”. Pertanto, creata l’infrastruttura, si 
va a stimolare anche la struttura ed in 
particolare il dirigente responsabile affinché 
l’attuazione della riforma sia concreta e si 
possa reprimere l’opposizione per pigrizia 
burocratese degli uffici. 

Inoltre, l’art. 33 introduce l’obbligo in capo 
al concessionario di servizi di rendere 
disponibili all’amministrazione concedente 
tutti i dati acquisiti e generati nella fornitura 
del servizio agli utenti, quale nuovo art. 50 
quater. Peraltro, in sede di conversione del d.l. 
76, è stato previsto che a sua volta 
l’amministrazione concedente si attivi per 
rendere tali dati disponibili alle altre pubbliche 
amministrazioni. 

Come detto, viene introdotta, con l’art. 34, 
una nuova disciplina della Piattaforma digitale 
nazionale dati (PDND), prevedendo, tra l’altro 
l’adozione con DPCM di una Strategia 
nazionale dati per identificare le modalità di 
messa a disposizione dei dati, integrando l’art. 
50 ter già inserito dalla riforma del CAD del 
2017 (d.lgs. 217/2017) che aveva istituito la 
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PDND. A tale Piattaforma è stata affidata 
l’interoperabilità dei sistemi informativi e 
delle basi di dati delle pubbliche 
amministrazioni e dei gestori di servizi 
pubblici, mediante l’accreditamento, 
l’identificazione e la gestione dei livelli di 
autorizzazione dei soggetti abilitati ad operare 
sulla stessa, nonché la raccolta e 
conservazione delle informazioni relative agli 
accessi e alle transazioni effettuate suo 
tramite. 

Si ricorda, poi, che AgID, con la Circolare 
n. 1 del 9 settembre 2020 ed i relativi allegati, 
ha definito la Linea di indirizzo 
sull’interoperabilità tecnica che tutte le 
pubbliche amministrazioni devono adottare al 
fine di garantire l’interoperabilità dei propri 
sistemi con quelli di altri soggetti e favorire 
l’implementazione complessiva del Sistema 
informativo della PA. 

Così, aggiornamento infrastrutturale 
tecnico e adeguamento della disciplina 
procedimentale devono essere supportati dalla 
opportuna formazione degli Uffici e dalla 
revisione organizzativa delle relazioni. 

Il legislatore ha, dunque, posto le basi per 
la semplificazione, ma i contenziosi originati 
da fraudolenti richieste del reddito di 
cittadinanza e di tante indennità previste nel 
corso della pandemia impongono di costruire 
un sistema efficiente e strutturato che consenta 
controlli, verifiche, accertamenti e agevoli 
l’accesso tanto degli utenti quanto delle 
amministrazioni alle informazioni. Il che si 
realizza solo con una effettiva ed efficace 
interoperabilità. 

In tale ottica, si è reso necessario un passo 
ulteriore finalizzato ad uno sviluppo deciso e 
costante della efficienza della PA. 

Per tale ragione la Conferenza Unificata, 
nella seduta del 23 novembre 2020, in 
attuazione di quanto previsto dal d.l. 76/2020, 
ha sancito l’accordo per l’approvazione 
dell’Agenda per la semplificazione 2020-
202318. 

Le disposizioni saranno tanto più efficaci 
quanto più sarà supportata dall’interoperabilità 
tra le diverse banche dati, che consenta alla 
pubblica amministrazione, sia nella fase di 
presentazione della richiesta di beneficio 
economico, sia in quelle successive di 
erogazione e controllo, di mettere a 

 
18 G. Vesperini, L’agenda per la semplificazione 2020-
2023, in Giornale di diritto amministrativo, n. 2, 2021, 
151. 

disposizione del richiedente tutta una serie di 
informazioni oggetto di autocertificazione già 
verificate19. 

Per tale ragione, l’agenda ha previsto 
specifiche azioni in merito all’attuazione del 
principio “once only”. In particolare, l’azione 
prevede la realizzazione di attività di 
supporto, promozione e monitoraggio 
dell’attuazione delle nuove disposizioni20. 

Parallelamente, sulla scorta dell’Agenda, 
verranno analizzate le buone pratiche e le 
problematiche attuative, al fine di predisporre 
modelli e indicazioni operative in merito ai 
controlli sulle dichiarazioni sostitutive e all’ 
acquisizione diretta di dati e documenti, con 
particolare riferimento all’organizzazione 
dell’attività di controllo (in termini di strutture 
coinvolte, e relativo accentramento/decentra-
mento dell’attività all’interno della struttura 
amministrativa), alle modalità e agli strumenti 
del controllo e alle tecnologie utilizzate, 
nonché ai criteri per l’effettuazione dei 

 
19 Fondamentale, in ottica once only, è poi la previsione 
dell’ulteriore favore alle autocertificazioni, introdotto 
dall’art. 12 come nuovo comma 13 dell’art. 18 legge 
241/1990 per procedimenti su istanza di parte finalizzati 
all’erogazione di benefici economici. In tal caso le 
autocertificazioni devono sostituire ogni tipo di 
documentazione comprovante tutti i requisiti soggettivi 
e oggettivi richiesti dalla normativa di riferimento. 
Peraltro, tale innovazione si pone in continuità rispetto 
alle previsioni, benchè limitate al periodo emergenziale, 
contenute nel c.d. decreto rilancio d.l. 19 maggio 2020, 
n. 34 (spesso ricalcandone le espressioni). 
Così il nuovo comma 3 bis dell’art. 18 legge 241/1990: 
Nei procedimenti avviati su istanza di parte, che hanno 
ad oggetto l’erogazione di benefici economici 
comunque denominati, indennità, prestazioni 
previdenziali e assistenziali, erogazioni, contributi, 
sovvenzioni, finanziamenti, prestiti, agevolazioni, da 
parte di pubbliche amministrazioni ovvero il rilascio di 
autorizzazioni e nulla osta comunque denominati, le 
dichiarazioni di cui agli articoli 46 e 47 del decreto del 
Presidente della Repubblica 28 dicembre 2000, n. 445, 
ovvero l’acquisizione di dati e documenti di cui ai 
commi 2 e 3, sostituiscono ogni tipo di documentazione 
comprovante tutti i requisiti soggettivi ed oggettivi 
richiesti dalla normativa di riferimento, fatto comunque 
salvo il rispetto delle disposizioni del codice delle leggi 
antimafia e delle misure di prevenzione, di cui al 
decreto legislativo 6 settembre 2011, n. 159. 
20 Inizialmente con particolare riferimento alle 
disposizioni relative agli accordi di fruizione introdotte 
con l’art. 264 d.l. 34/2020, successivamente eliminati 
dal d.l. 77/2021, a riprova della continua discussione sul 
tema, con diversità di vedute all’interno dello stesso 
legislatore. Peraltro, nonostante l’eliminazione 
normativa risulta ancora attiva la pagina istituzionale 
(https://adf.anpr.interno.it/anpr-pe-accreditamento-web) 
che avrebbe consentito di accreditarsi per l’avvio del 
processo di adesione ad un Accordo di Fruizione, con il 
Ministero dell’Interno, ai fini dell’accesso ai dati di 
ANPR.  
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controlli sulla base del principio di 
proporzionalità.  

Particolare attenzione verrà dedicata a 
individuare, sulla base delle segnalazioni degli 
stakeholders e delle amministrazioni, gli 
ostacoli all’attuazione del principio “once 
only” nonché alla predisposizione di 
indicazioni e proposte per rimuoverli. 

In tale agenda, è prevista la predisposizione 
di un “catalogo delle procedure” diretto a 
uniformare i regimi amministrativi, 
eliminando gli adempimenti e le 
autorizzazioni non necessarie, presupposto 
fondamentale per garantire efficienza e 
interoperabilità. 

Siamo, dunque, in una fase esplorativa -si 
direbbe nel bel mezzo di un cantiere aperto- 
necessaria per comprendere quali siano stati, 
sinora, gli ostacoli operativi alla progressione 
digitale e quali siano le misure idonee a 
rimuoverli. 

2.2. Il ruolo del PNRR: prospettive e riforme 
La riforma, qui esaminata con riguardo agli 

eventi più recenti, è affidata ad una normativa 
emergenziale, incalzante, dal PNRR e dalla 
legislazione che sarà frutto del piano stesso. 

Di particolare importanza è, poi, il c.d. 
decreto governance21 d.l. 31 maggio 2021, n. 
77, convertito con modificazioni dalla legge 
29 luglio 2021, n. 108, che, originato 
dall’esigenza di garantire il rispetto degli 
impegni assunti con l’Unione Europea per 
l’assegnazione e la corresponsione delle 
misure straordinarie di sostegno stanziate dal 
Consiglio europeo per la ripresa degli Stati 
colpiti dalla pandemia (Next Generation EU o 
Recovery Fund), è dichiaratamente rivolto a 
definire “il quadro normativo nazionale 
finalizzato a semplificare e agevolare la 
realizzazione dei traguardi e degli obiettivi 
stabiliti dal Piano Nazionale di Ripresa e 
Resilienza (…), dal Piano nazionale per gli 
investimenti complementari (…), nonché dal 
Piano Nazionale Integrato per l’Energia e il 
Clima 2030 (…)”, con l’espressa precisazione 
che, ai fini dell’attuazione del decreto, 
“assume preminente valore l’interesse 
nazionale alla sollecita e puntuale 
realizzazione degli interventi inclusi nei Piani 
indicati al comma 1, nel pieno rispetto degli 

 
21 Intitolato “Governance del Piano nazionale di ripresa 
e resilienza e prime misure di rafforzamento delle 
strutture amministrative e di accelerazione e snellimento 
delle procedure”. 

standard e delle priorità dell’Unione europea 
in materia di clima e di ambiente”. 

In premessa, il decreto espone la 
straordinaria necessità e urgenza di definire la 
strategia e il sistema di governance nazionali 
per l’attuazione degli interventi relativi al 
Piano nazionale di ripresa e resilienza e al 
Piano nazionale per gli investimenti 
complementari. Ciò in ragione della 
straordinaria necessità e urgenza di imprimere 
un impulso decisivo allo snellimento delle 
procedure amministrative in tutti i settori 
incisi dalle previsioni dei predetti Piani, per 
consentire una efficace, tempestiva ed 
efficiente realizzazione degli interventi ad essi 
riferiti.  

L’esigenza di avviare il processo di ripresa 
si è tradotta nell’urgenza di introdurre misure 
relative all’accelerazione dei procedimenti 
relativi agli interventi, tra l’altro, in materia di 
transizione digitale. 

Come recentemente osservato, se si 
realizzerà uno sforzo comune per costruire un 
contesto normativo chiaro e coerente, seguito 
da un’amministrazione adeguatamente 
formata e correttamente controllata e giudicata 
nel rispetto dei principi e delle regole 
costituzionali, il processo di ripresa potrebbe 
realmente infondere una iniezione di fiducia 
nelle istituzioni e alimentare nuove aspettative 
nel futuro del nostro sistema giuridico, 
economico e sociale22. 

Il provvedimento reca, in primo luogo, 
disposizioni in ordine all’organizzazione della 
gestione del Piano Nazionale di Ripresa e 
Resilienza, definendo i ruoli ricoperti dalle 
diverse amministrazioni coinvolte nonché le 
modalità di monitoraggio del Piano e del 
dialogo con le autorità europee. 

Si dedica, poi, nella seconda parte del 
decreto a misure di semplificazione che 
incidono in alcuni dei settori oggetto del 
PNRR (tra cui la transizione ecologica, le 
opere pubbliche, la digitalizzazione) al fine di 
favorirne la completa realizzazione. 

Alla transizione digitale, infatti, il d.l. 
77/2021 dedica il Titolo II della Parte II, 
denominato appunto Transizione digitale (artt. 
38-43). 

L’articolo 39, recante semplificazione di 
dati pubblici, al comma 1, introduce misure di 
semplificazione relative all’Anagrafe 

 
22 M.A. Sandulli, Addenda 2021 alla terza edizione del 
volume Princìpi e regole dell’azione amministrativa, 
Milano, Giuffrè, 2020. 
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nazionale della popolazione residente 
(ANPR)23. Il comma 2, invece, reca misure 
per semplificare i meccanismi di condivisione 
dei dati e di interoperabilità tra le 
amministrazioni. A tale ultimo fine, dispone 
l’eliminazione degli accordi quadro quale 
modalità attraverso la quale le pubbliche 
amministrazioni detentrici di dati ne 
assicurano la fruizione da parte dei soggetti 
che hanno diritto ad accedervi, come già 
accennato poco sopra. 

Il legislatore individua, altresì, nella 
Piattaforma digitale nazionale dati (PDND) lo 
strumento per attuare il principio 
dell’interoperabilità dei dati delle PA, 
estendendone anche l’ambito di operatività. 

Ai fini della presente analisi, assume 
particolare interesse l’art.41, che introduce 
alcune disposizioni in caso di violazione degli 
obblighi di transizione digitale. Difatti, come 
già anticipato, al di là dei profili normativi e 
tecnologici, lo scoglio da rimuovere è quello 
della resistenza organizzativa, sollecitando il 
corretto adempimento degli obblighi. 

In particolare, al fine di assicurare 
l’attuazione dell’Agenda digitale italiana ed 
europea, la digitalizzazione dei cittadini, delle 
pubbliche amministrazioni e delle imprese, 
con specifico riferimento alla realizzazione 
degli obiettivi fissati dal Piano nazionale di 
ripresa e resilienza, nonché garantire il 
coordinamento informativo statistico e 
informatico dei dati dell’amministrazione 
statale, regionale e locale e la tutela dei livelli 
essenziali delle prestazioni, al decreto 
legislativo 7 marzo 2005, n. 82, viene 
aggiunto l’art. 18-bis, anch’esso denominato 
violazione degli obblighi di transizione 
digitale. 

In continuità con l’inserimento del nuovo 
comma 3 ter dell’art. 50 d.lgs. 82/2005, da 
parte del d.l. 76/2020, viene previsto un 
articolato procedimento sanzionatorio per le 
pubbliche amministrazioni per le violazioni 
degli obblighi in materia di transizione 
digitale. In primo luogo, si prevede che le 
violazioni, accertate dall’AgID, rilevino ai fini 
della misurazione e della valutazione della 
performance individuale dei dirigenti 
responsabili e comportino responsabilità 

 
23 Peraltro, in data 18 gennaio 2022 si è completato il 
percorso per portare tutti i Comuni italiani dentro 
l’Anagrafe nazionale della popolazione residente 
(Anpr),http://www.funzionepubblica.gov.it/articolo/min
istro/18-01-2022/tutti-i-comuni-anpr-brunetta-italia-unic 
o-comune-di-60-milione-di. 

dirigenziale e disciplinare. 
Inoltre, all’accertamento delle violazioni 

viene fatta conseguire l’irrogazione da parte 
dell’AgID di una sanzione amministrativa 
pecuniaria da 10 mila a 100 mila euro. Ciò, in 
particolare in caso di inadempimento 
dell’obbligo di rendere disponibili e 
accessibili le proprie basi dati, e di 
inottemperanza al rispetto delle regole in 
materia di livelli minimi di sicurezza e 
affidabilità delle infrastrutture digitali e in 
materia di caratteristiche di interoperabilità e 
qualità dei servizi cloud. Alla medesima 
sanzione è sottoposta, altresì, la realizzazione 
del fascicolo informatico del procedimento 
senza garantire la possibilità che lo stesso 
possa essere direttamente consultato dalle 
amministrazioni coinvolte. 

E, in caso di violazioni gravi, proprio per 
preservare il percorso di riforma ed 
evidenziarne nuovamente il valore, viene 
previsto l’intervento sostitutivo del Governo 
nei confronti dell’amministrazione 
inadempiente con la nomina di un 
commissario ad acta. 

Il decreto 76 prevede, quindi, numerose 
disposizioni che precedono e integrano (ma 
spesso ne sono fondamentali presupposti 
infrastrutturali e procedimentali) ciò che verrà 
eseguito in attuazione del PNRR24. 

Ecco, quindi, che pare utile affrontate le 
missioni e le azioni previste nel suddetto 
Piano, limitatamente ai temi di interesse. 

Come noto, il PNRR prevede che la 
realizzazione del programma di riforme e 
investimenti si muova su quattro assi 
principali: accesso, buona amministrazione, 
competenza, digitalizzazione25. 

La riforma tecnologica o digitale della PA 
si pone trasversalmente su tutti e quattro gli 
assi. 

Essenzialmente, richiede un personale con 

 
24 In termini generali, sul PNRR, cfr. gli atti 
dell’Incontro di studio organizzato dall’Associazione 
italiana dei professori di diritto amministrativo (AIPDA) 
il 28 aprile 2021 leggibili sul relativo sito: 
https://www.aipda.it/forumo. 
25 Così sono descritti i quattro assi principali nel PNRR: 
 Accesso, per snellire e rendere più efficaci e mirate 

le procedure di selezione e favorire il ricambio 
generazionale; 

 Buona amministrazione, per semplificare norme e 
procedure; 

 Competenze, per allineare conoscenze e capacità 
organizzative alle nuove esigenze del mondo del 
lavoro e di una amministrazione moderna; 

 Digitalizzazione, quale strumento trasversale per 
meglio realizzare queste riforme. 
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controlli sulla base del principio di 
proporzionalità.  

Particolare attenzione verrà dedicata a 
individuare, sulla base delle segnalazioni degli 
stakeholders e delle amministrazioni, gli 
ostacoli all’attuazione del principio “once 
only” nonché alla predisposizione di 
indicazioni e proposte per rimuoverli. 

In tale agenda, è prevista la predisposizione 
di un “catalogo delle procedure” diretto a 
uniformare i regimi amministrativi, 
eliminando gli adempimenti e le 
autorizzazioni non necessarie, presupposto 
fondamentale per garantire efficienza e 
interoperabilità. 

Siamo, dunque, in una fase esplorativa -si 
direbbe nel bel mezzo di un cantiere aperto- 
necessaria per comprendere quali siano stati, 
sinora, gli ostacoli operativi alla progressione 
digitale e quali siano le misure idonee a 
rimuoverli. 

2.2. Il ruolo del PNRR: prospettive e riforme 
La riforma, qui esaminata con riguardo agli 

eventi più recenti, è affidata ad una normativa 
emergenziale, incalzante, dal PNRR e dalla 
legislazione che sarà frutto del piano stesso. 

Di particolare importanza è, poi, il c.d. 
decreto governance21 d.l. 31 maggio 2021, n. 
77, convertito con modificazioni dalla legge 
29 luglio 2021, n. 108, che, originato 
dall’esigenza di garantire il rispetto degli 
impegni assunti con l’Unione Europea per 
l’assegnazione e la corresponsione delle 
misure straordinarie di sostegno stanziate dal 
Consiglio europeo per la ripresa degli Stati 
colpiti dalla pandemia (Next Generation EU o 
Recovery Fund), è dichiaratamente rivolto a 
definire “il quadro normativo nazionale 
finalizzato a semplificare e agevolare la 
realizzazione dei traguardi e degli obiettivi 
stabiliti dal Piano Nazionale di Ripresa e 
Resilienza (…), dal Piano nazionale per gli 
investimenti complementari (…), nonché dal 
Piano Nazionale Integrato per l’Energia e il 
Clima 2030 (…)”, con l’espressa precisazione 
che, ai fini dell’attuazione del decreto, 
“assume preminente valore l’interesse 
nazionale alla sollecita e puntuale 
realizzazione degli interventi inclusi nei Piani 
indicati al comma 1, nel pieno rispetto degli 

 
21 Intitolato “Governance del Piano nazionale di ripresa 
e resilienza e prime misure di rafforzamento delle 
strutture amministrative e di accelerazione e snellimento 
delle procedure”. 

standard e delle priorità dell’Unione europea 
in materia di clima e di ambiente”. 

In premessa, il decreto espone la 
straordinaria necessità e urgenza di definire la 
strategia e il sistema di governance nazionali 
per l’attuazione degli interventi relativi al 
Piano nazionale di ripresa e resilienza e al 
Piano nazionale per gli investimenti 
complementari. Ciò in ragione della 
straordinaria necessità e urgenza di imprimere 
un impulso decisivo allo snellimento delle 
procedure amministrative in tutti i settori 
incisi dalle previsioni dei predetti Piani, per 
consentire una efficace, tempestiva ed 
efficiente realizzazione degli interventi ad essi 
riferiti.  

L’esigenza di avviare il processo di ripresa 
si è tradotta nell’urgenza di introdurre misure 
relative all’accelerazione dei procedimenti 
relativi agli interventi, tra l’altro, in materia di 
transizione digitale. 

Come recentemente osservato, se si 
realizzerà uno sforzo comune per costruire un 
contesto normativo chiaro e coerente, seguito 
da un’amministrazione adeguatamente 
formata e correttamente controllata e giudicata 
nel rispetto dei principi e delle regole 
costituzionali, il processo di ripresa potrebbe 
realmente infondere una iniezione di fiducia 
nelle istituzioni e alimentare nuove aspettative 
nel futuro del nostro sistema giuridico, 
economico e sociale22. 

Il provvedimento reca, in primo luogo, 
disposizioni in ordine all’organizzazione della 
gestione del Piano Nazionale di Ripresa e 
Resilienza, definendo i ruoli ricoperti dalle 
diverse amministrazioni coinvolte nonché le 
modalità di monitoraggio del Piano e del 
dialogo con le autorità europee. 

Si dedica, poi, nella seconda parte del 
decreto a misure di semplificazione che 
incidono in alcuni dei settori oggetto del 
PNRR (tra cui la transizione ecologica, le 
opere pubbliche, la digitalizzazione) al fine di 
favorirne la completa realizzazione. 

Alla transizione digitale, infatti, il d.l. 
77/2021 dedica il Titolo II della Parte II, 
denominato appunto Transizione digitale (artt. 
38-43). 

L’articolo 39, recante semplificazione di 
dati pubblici, al comma 1, introduce misure di 
semplificazione relative all’Anagrafe 

 
22 M.A. Sandulli, Addenda 2021 alla terza edizione del 
volume Princìpi e regole dell’azione amministrativa, 
Milano, Giuffrè, 2020. 
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nazionale della popolazione residente 
(ANPR)23. Il comma 2, invece, reca misure 
per semplificare i meccanismi di condivisione 
dei dati e di interoperabilità tra le 
amministrazioni. A tale ultimo fine, dispone 
l’eliminazione degli accordi quadro quale 
modalità attraverso la quale le pubbliche 
amministrazioni detentrici di dati ne 
assicurano la fruizione da parte dei soggetti 
che hanno diritto ad accedervi, come già 
accennato poco sopra. 

Il legislatore individua, altresì, nella 
Piattaforma digitale nazionale dati (PDND) lo 
strumento per attuare il principio 
dell’interoperabilità dei dati delle PA, 
estendendone anche l’ambito di operatività. 

Ai fini della presente analisi, assume 
particolare interesse l’art.41, che introduce 
alcune disposizioni in caso di violazione degli 
obblighi di transizione digitale. Difatti, come 
già anticipato, al di là dei profili normativi e 
tecnologici, lo scoglio da rimuovere è quello 
della resistenza organizzativa, sollecitando il 
corretto adempimento degli obblighi. 

In particolare, al fine di assicurare 
l’attuazione dell’Agenda digitale italiana ed 
europea, la digitalizzazione dei cittadini, delle 
pubbliche amministrazioni e delle imprese, 
con specifico riferimento alla realizzazione 
degli obiettivi fissati dal Piano nazionale di 
ripresa e resilienza, nonché garantire il 
coordinamento informativo statistico e 
informatico dei dati dell’amministrazione 
statale, regionale e locale e la tutela dei livelli 
essenziali delle prestazioni, al decreto 
legislativo 7 marzo 2005, n. 82, viene 
aggiunto l’art. 18-bis, anch’esso denominato 
violazione degli obblighi di transizione 
digitale. 

In continuità con l’inserimento del nuovo 
comma 3 ter dell’art. 50 d.lgs. 82/2005, da 
parte del d.l. 76/2020, viene previsto un 
articolato procedimento sanzionatorio per le 
pubbliche amministrazioni per le violazioni 
degli obblighi in materia di transizione 
digitale. In primo luogo, si prevede che le 
violazioni, accertate dall’AgID, rilevino ai fini 
della misurazione e della valutazione della 
performance individuale dei dirigenti 
responsabili e comportino responsabilità 

 
23 Peraltro, in data 18 gennaio 2022 si è completato il 
percorso per portare tutti i Comuni italiani dentro 
l’Anagrafe nazionale della popolazione residente 
(Anpr),http://www.funzionepubblica.gov.it/articolo/min
istro/18-01-2022/tutti-i-comuni-anpr-brunetta-italia-unic 
o-comune-di-60-milione-di. 

dirigenziale e disciplinare. 
Inoltre, all’accertamento delle violazioni 

viene fatta conseguire l’irrogazione da parte 
dell’AgID di una sanzione amministrativa 
pecuniaria da 10 mila a 100 mila euro. Ciò, in 
particolare in caso di inadempimento 
dell’obbligo di rendere disponibili e 
accessibili le proprie basi dati, e di 
inottemperanza al rispetto delle regole in 
materia di livelli minimi di sicurezza e 
affidabilità delle infrastrutture digitali e in 
materia di caratteristiche di interoperabilità e 
qualità dei servizi cloud. Alla medesima 
sanzione è sottoposta, altresì, la realizzazione 
del fascicolo informatico del procedimento 
senza garantire la possibilità che lo stesso 
possa essere direttamente consultato dalle 
amministrazioni coinvolte. 

E, in caso di violazioni gravi, proprio per 
preservare il percorso di riforma ed 
evidenziarne nuovamente il valore, viene 
previsto l’intervento sostitutivo del Governo 
nei confronti dell’amministrazione 
inadempiente con la nomina di un 
commissario ad acta. 

Il decreto 76 prevede, quindi, numerose 
disposizioni che precedono e integrano (ma 
spesso ne sono fondamentali presupposti 
infrastrutturali e procedimentali) ciò che verrà 
eseguito in attuazione del PNRR24. 

Ecco, quindi, che pare utile affrontate le 
missioni e le azioni previste nel suddetto 
Piano, limitatamente ai temi di interesse. 

Come noto, il PNRR prevede che la 
realizzazione del programma di riforme e 
investimenti si muova su quattro assi 
principali: accesso, buona amministrazione, 
competenza, digitalizzazione25. 

La riforma tecnologica o digitale della PA 
si pone trasversalmente su tutti e quattro gli 
assi. 

Essenzialmente, richiede un personale con 

 
24 In termini generali, sul PNRR, cfr. gli atti 
dell’Incontro di studio organizzato dall’Associazione 
italiana dei professori di diritto amministrativo (AIPDA) 
il 28 aprile 2021 leggibili sul relativo sito: 
https://www.aipda.it/forumo. 
25 Così sono descritti i quattro assi principali nel PNRR: 
 Accesso, per snellire e rendere più efficaci e mirate 

le procedure di selezione e favorire il ricambio 
generazionale; 

 Buona amministrazione, per semplificare norme e 
procedure; 

 Competenze, per allineare conoscenze e capacità 
organizzative alle nuove esigenze del mondo del 
lavoro e di una amministrazione moderna; 

 Digitalizzazione, quale strumento trasversale per 
meglio realizzare queste riforme. 
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controlli sulla base del principio di 
proporzionalità.  

Particolare attenzione verrà dedicata a 
individuare, sulla base delle segnalazioni degli 
stakeholders e delle amministrazioni, gli 
ostacoli all’attuazione del principio “once 
only” nonché alla predisposizione di 
indicazioni e proposte per rimuoverli. 

In tale agenda, è prevista la predisposizione 
di un “catalogo delle procedure” diretto a 
uniformare i regimi amministrativi, 
eliminando gli adempimenti e le 
autorizzazioni non necessarie, presupposto 
fondamentale per garantire efficienza e 
interoperabilità. 

Siamo, dunque, in una fase esplorativa -si 
direbbe nel bel mezzo di un cantiere aperto- 
necessaria per comprendere quali siano stati, 
sinora, gli ostacoli operativi alla progressione 
digitale e quali siano le misure idonee a 
rimuoverli. 

2.2. Il ruolo del PNRR: prospettive e riforme 
La riforma, qui esaminata con riguardo agli 

eventi più recenti, è affidata ad una normativa 
emergenziale, incalzante, dal PNRR e dalla 
legislazione che sarà frutto del piano stesso. 

Di particolare importanza è, poi, il c.d. 
decreto governance21 d.l. 31 maggio 2021, n. 
77, convertito con modificazioni dalla legge 
29 luglio 2021, n. 108, che, originato 
dall’esigenza di garantire il rispetto degli 
impegni assunti con l’Unione Europea per 
l’assegnazione e la corresponsione delle 
misure straordinarie di sostegno stanziate dal 
Consiglio europeo per la ripresa degli Stati 
colpiti dalla pandemia (Next Generation EU o 
Recovery Fund), è dichiaratamente rivolto a 
definire “il quadro normativo nazionale 
finalizzato a semplificare e agevolare la 
realizzazione dei traguardi e degli obiettivi 
stabiliti dal Piano Nazionale di Ripresa e 
Resilienza (…), dal Piano nazionale per gli 
investimenti complementari (…), nonché dal 
Piano Nazionale Integrato per l’Energia e il 
Clima 2030 (…)”, con l’espressa precisazione 
che, ai fini dell’attuazione del decreto, 
“assume preminente valore l’interesse 
nazionale alla sollecita e puntuale 
realizzazione degli interventi inclusi nei Piani 
indicati al comma 1, nel pieno rispetto degli 

 
21 Intitolato “Governance del Piano nazionale di ripresa 
e resilienza e prime misure di rafforzamento delle 
strutture amministrative e di accelerazione e snellimento 
delle procedure”. 

standard e delle priorità dell’Unione europea 
in materia di clima e di ambiente”. 

In premessa, il decreto espone la 
straordinaria necessità e urgenza di definire la 
strategia e il sistema di governance nazionali 
per l’attuazione degli interventi relativi al 
Piano nazionale di ripresa e resilienza e al 
Piano nazionale per gli investimenti 
complementari. Ciò in ragione della 
straordinaria necessità e urgenza di imprimere 
un impulso decisivo allo snellimento delle 
procedure amministrative in tutti i settori 
incisi dalle previsioni dei predetti Piani, per 
consentire una efficace, tempestiva ed 
efficiente realizzazione degli interventi ad essi 
riferiti.  

L’esigenza di avviare il processo di ripresa 
si è tradotta nell’urgenza di introdurre misure 
relative all’accelerazione dei procedimenti 
relativi agli interventi, tra l’altro, in materia di 
transizione digitale. 

Come recentemente osservato, se si 
realizzerà uno sforzo comune per costruire un 
contesto normativo chiaro e coerente, seguito 
da un’amministrazione adeguatamente 
formata e correttamente controllata e giudicata 
nel rispetto dei principi e delle regole 
costituzionali, il processo di ripresa potrebbe 
realmente infondere una iniezione di fiducia 
nelle istituzioni e alimentare nuove aspettative 
nel futuro del nostro sistema giuridico, 
economico e sociale22. 

Il provvedimento reca, in primo luogo, 
disposizioni in ordine all’organizzazione della 
gestione del Piano Nazionale di Ripresa e 
Resilienza, definendo i ruoli ricoperti dalle 
diverse amministrazioni coinvolte nonché le 
modalità di monitoraggio del Piano e del 
dialogo con le autorità europee. 

Si dedica, poi, nella seconda parte del 
decreto a misure di semplificazione che 
incidono in alcuni dei settori oggetto del 
PNRR (tra cui la transizione ecologica, le 
opere pubbliche, la digitalizzazione) al fine di 
favorirne la completa realizzazione. 

Alla transizione digitale, infatti, il d.l. 
77/2021 dedica il Titolo II della Parte II, 
denominato appunto Transizione digitale (artt. 
38-43). 

L’articolo 39, recante semplificazione di 
dati pubblici, al comma 1, introduce misure di 
semplificazione relative all’Anagrafe 

 
22 M.A. Sandulli, Addenda 2021 alla terza edizione del 
volume Princìpi e regole dell’azione amministrativa, 
Milano, Giuffrè, 2020. 
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nazionale della popolazione residente 
(ANPR)23. Il comma 2, invece, reca misure 
per semplificare i meccanismi di condivisione 
dei dati e di interoperabilità tra le 
amministrazioni. A tale ultimo fine, dispone 
l’eliminazione degli accordi quadro quale 
modalità attraverso la quale le pubbliche 
amministrazioni detentrici di dati ne 
assicurano la fruizione da parte dei soggetti 
che hanno diritto ad accedervi, come già 
accennato poco sopra. 

Il legislatore individua, altresì, nella 
Piattaforma digitale nazionale dati (PDND) lo 
strumento per attuare il principio 
dell’interoperabilità dei dati delle PA, 
estendendone anche l’ambito di operatività. 

Ai fini della presente analisi, assume 
particolare interesse l’art.41, che introduce 
alcune disposizioni in caso di violazione degli 
obblighi di transizione digitale. Difatti, come 
già anticipato, al di là dei profili normativi e 
tecnologici, lo scoglio da rimuovere è quello 
della resistenza organizzativa, sollecitando il 
corretto adempimento degli obblighi. 

In particolare, al fine di assicurare 
l’attuazione dell’Agenda digitale italiana ed 
europea, la digitalizzazione dei cittadini, delle 
pubbliche amministrazioni e delle imprese, 
con specifico riferimento alla realizzazione 
degli obiettivi fissati dal Piano nazionale di 
ripresa e resilienza, nonché garantire il 
coordinamento informativo statistico e 
informatico dei dati dell’amministrazione 
statale, regionale e locale e la tutela dei livelli 
essenziali delle prestazioni, al decreto 
legislativo 7 marzo 2005, n. 82, viene 
aggiunto l’art. 18-bis, anch’esso denominato 
violazione degli obblighi di transizione 
digitale. 

In continuità con l’inserimento del nuovo 
comma 3 ter dell’art. 50 d.lgs. 82/2005, da 
parte del d.l. 76/2020, viene previsto un 
articolato procedimento sanzionatorio per le 
pubbliche amministrazioni per le violazioni 
degli obblighi in materia di transizione 
digitale. In primo luogo, si prevede che le 
violazioni, accertate dall’AgID, rilevino ai fini 
della misurazione e della valutazione della 
performance individuale dei dirigenti 
responsabili e comportino responsabilità 

 
23 Peraltro, in data 18 gennaio 2022 si è completato il 
percorso per portare tutti i Comuni italiani dentro 
l’Anagrafe nazionale della popolazione residente 
(Anpr),http://www.funzionepubblica.gov.it/articolo/min
istro/18-01-2022/tutti-i-comuni-anpr-brunetta-italia-unic 
o-comune-di-60-milione-di. 

dirigenziale e disciplinare. 
Inoltre, all’accertamento delle violazioni 

viene fatta conseguire l’irrogazione da parte 
dell’AgID di una sanzione amministrativa 
pecuniaria da 10 mila a 100 mila euro. Ciò, in 
particolare in caso di inadempimento 
dell’obbligo di rendere disponibili e 
accessibili le proprie basi dati, e di 
inottemperanza al rispetto delle regole in 
materia di livelli minimi di sicurezza e 
affidabilità delle infrastrutture digitali e in 
materia di caratteristiche di interoperabilità e 
qualità dei servizi cloud. Alla medesima 
sanzione è sottoposta, altresì, la realizzazione 
del fascicolo informatico del procedimento 
senza garantire la possibilità che lo stesso 
possa essere direttamente consultato dalle 
amministrazioni coinvolte. 

E, in caso di violazioni gravi, proprio per 
preservare il percorso di riforma ed 
evidenziarne nuovamente il valore, viene 
previsto l’intervento sostitutivo del Governo 
nei confronti dell’amministrazione 
inadempiente con la nomina di un 
commissario ad acta. 

Il decreto 76 prevede, quindi, numerose 
disposizioni che precedono e integrano (ma 
spesso ne sono fondamentali presupposti 
infrastrutturali e procedimentali) ciò che verrà 
eseguito in attuazione del PNRR24. 

Ecco, quindi, che pare utile affrontate le 
missioni e le azioni previste nel suddetto 
Piano, limitatamente ai temi di interesse. 

Come noto, il PNRR prevede che la 
realizzazione del programma di riforme e 
investimenti si muova su quattro assi 
principali: accesso, buona amministrazione, 
competenza, digitalizzazione25. 

La riforma tecnologica o digitale della PA 
si pone trasversalmente su tutti e quattro gli 
assi. 

Essenzialmente, richiede un personale con 

 
24 In termini generali, sul PNRR, cfr. gli atti 
dell’Incontro di studio organizzato dall’Associazione 
italiana dei professori di diritto amministrativo (AIPDA) 
il 28 aprile 2021 leggibili sul relativo sito: 
https://www.aipda.it/forumo. 
25 Così sono descritti i quattro assi principali nel PNRR: 
 Accesso, per snellire e rendere più efficaci e mirate 

le procedure di selezione e favorire il ricambio 
generazionale; 

 Buona amministrazione, per semplificare norme e 
procedure; 

 Competenze, per allineare conoscenze e capacità 
organizzative alle nuove esigenze del mondo del 
lavoro e di una amministrazione moderna; 

 Digitalizzazione, quale strumento trasversale per 
meglio realizzare queste riforme. 
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formazione più moderna, una semplificazione 
delle procedure o un procedimento 
amministrativo informatico, nonché, 
ovviamente, un adeguamento strutturale della 
PA in ottica di digitalizzazione. 

Sebbene la pianificazione di dettaglio e il 
coordinamento operativo delle attività e la 
verifica dell’attuazione siano assicurati da un 
tavolo tecnico istituito ai sensi dell’art. 2 della 
Intesa sancita in occasione della citata 
Conferenza Unificata tra Governo, Regioni ed 
Enti locali (art. 15 d.l. n. 76 del 2020), le 
riforme anticipate nel Piano per una migliore 
amministrazione prevedono di liberalizzare, 
semplificare (anche mediante l’eliminazione 
di adempimenti non necessari), 
reingegnerizzare, e uniformare le procedure, 
quali elementi indispensabili per la 
digitalizzazione e la riduzione di oneri e tempi 
per cittadini e imprese. Ciò, in seguito ad un 
lavoro di definizione di standard tecnici 
comuni di interoperabilità, necessario per 
superare le difficoltà che cittadini e imprese 
devono affrontare nei rapporti con le 
amministrazioni centrali e locali. 

Gran parte degli interventi di riforme 
preliminari sono stati inseriti o comunque 
iniziati con il citato d.l. 77/2021. Tuttavia, in 
tema di digitalizzazione, gli obiettivi 
perseguiti dal PNRR possono essere raggiunti 
solo attraverso un insieme di progetti 
sistemici, orientati alla realizzazione di nuove 
architetture delle basi dati e delle applicazioni, 
unitamente ad una attenzione particolare alla 
formazione ed al reclutamento delle risorse 
umane, individuando prioritariamente le 
nuove competenze necessarie da definirsi con 
il Ministero dell’Innovazione e della 
Transizione Digitale. 

Il PNRR pone tra le riforme calendarizzate 
quelle c.d. abilitanti, interventi funzionali a 
garantire l’attuazione del Piano e in generale a 
rimuovere gli ostacoli, aventi specificamente 
l’intento di semplificare e razionalizzare la 
legislazione.  

L’over-ruling e la opacità della normativa 
rappresenta un evidente ostacolo allo sviluppo 
del Paese e la semplificazione legislativa 
costituisce un intervento essenziale e 
trasversale a tutte e sei le missioni del PNRR. 
Alla semplificazione normativa, il Piano 
propone di affiancare opportunamente 
interventi sul versante dell’organizzazione e 
della digitalizzazione della PA con il 
necessario sforzo di investimento. 

Quanto alle missioni, ossia alle riforme che 

rappresentano il vero core del PNRR, la 
programmazione legislativa ed amministrativa 
pone l’attenzione sulle fragilità tecniche del 
sistema e dell’amministrazione italiana. 

La digitalizzazione è inclusa espressamente 
sia nella missione 1 sia nella missione 6. Anzi, 
precisa il Piano che lo sforzo di 
digitalizzazione e innovazione è centrale nella 
Missione 1, ma riguarda trasversalmente 
anche tutte le altre. La digitalizzazione è 
infatti una necessità trasversale, in quanto 
riguarda il continuo e necessario 
aggiornamento tecnologico nei processi 
produttivi, le infrastrutture nel loro complesso 
(Missioni 2 e 3), la scuola (Missione 4), 
nonché, ovviamente, la sanità, nelle 
infrastrutture ospedaliere, nei dispositivi 
medici, nelle competenze e 
nell’aggiornamento del personale, al fine di 
garantire il miglior livello di assistenza 
sanitaria a tutti i cittadini (Missioni 5 e 6). 

In particolare, la Missione 1, denominata 
digitalizzazione, innovazione, competitività, 
cultura e turismo prevede due componenti 
chiaramente dedicate alla digitalizzazione. 

Se la Componente 226 della Missione ha 
l’obiettivo di promuovere l’innovazione e la 
digitalizzazione del sistema produttivo, la 
Componente 127 della Missione ha l’obiettivo 
di trasformare in profondità la Pubblica 
Amministrazione attraverso una strategia 
centrata sulla digitalizzazione, promuovendo 
l’efficienza e l’accessibilità dell’offerta di 
servizi. Per fare ciò, da un lato si prospetta 
un’azione sugli aspetti di “infrastruttura 
digitale”, promuovendo sistemi efficaci e 
sicuri, spingendo la migrazione al cloud delle 
amministrazioni, accelerando 
l’interoperabilità tra gli enti pubblici, 
snellendo le procedure secondo il principio 
“once only” e rafforzando le difese di 
cybersecurity. Dall’altro lato dovranno essere 
estesi i servizi ai cittadini, migliorandone 
l’accessibilità e adeguando i processi prioritari 
delle Amministrazioni Centrali agli standard 
condivisi da tutti gli Stati Membri della UE. 

Relativamente a tale componente, per 
quanto di interesse relativamente alla presente 
analisi, il legislatore ha iniziato ad attuare le 
prime riforme, seppur ancora non sistemiche, 
comunque ponendo le basi per quelle future. 

 
26 Denominata M1C2: digitalizzazione, innovazione e 
competitività nel sistema produttivo. 
27 Denominata M1C1: digitalizzazione, innovazione e 
sicurezza nella pa. 
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In particolare, l’art. 7 del d.l. 152/202128 ha 
affidato alla società Difesa Servizi il compito 
di espletare le procedure di gara per la 
realizzazione del Polo strategico nazionale 
(PSN), infrastruttura cloud della pubblica 
amministrazione, in conformità con quanto già 
disposto in precedenza dal d.l. 76/2020. 
Interessante, al riguardo, è il fatto che il 
Dipartimento per la trasformazione digitale 
abbia ricevuto tre proposte, presentate da 
operatori del mercato, motu proprio, per la 
realizzazione e gestione del PSN mediante 
partenariato pubblico-privato, proposte da 
valutarsi entro il 28 dicembre 202129, tra le 
quali è stata selezionata quella che meglio 
soddisfa i requisiti di completezza dei servizi 
cloud e di sicurezza dei dati “strategici” e 
“critici” della PA integrandosi con servizi di 
assistenza alla migrazione delle Pubbliche 
Amministrazioni e di formazione del 
personale della PA30. Considerata peraltro la 
diffidenza del sistema italiano rispetto ai PPP, 
lo studioso non può non osservare con 
interesse lo sviluppo di queste proposte 
partenariali, in un contesto che risulterebbe 
strategico (per definizione), secondo il piano 
del legislatore. L’obiettivo del Polo è ospitare 
i dati e i servizi critici e strategici di tutte le 
amministrazioni centrali (circa 200), delle 
Aziende sanitarie locali e delle principali 
amministrazioni locali (regioni, città 
metropolitane, comuni con più di 250mila 
abitanti) 

In linea, poi, con l’approccio once only, 
l’articolo 28 del d.l. 152/2021 ha previsto che 
le camere di commercio pongano a servizio 
delle imprese un servizio di collegamento 
telematico con la Piattaforma Digitale 
Nazionale Dati (PDND), per consentire alle 
imprese stesse di effettuare controlli 
automatizzati e di acquisire certificati relativi 
ai propri fatti, stati e qualità. 

Da tempo, tutti i settori della pubblica 
amministrazione sono, peraltro, coinvolti nella 
trasformazione digitale attraverso 
l’automazione delle procedure di competenza. 
A titolo di esempio, si ricorda la 
digitalizzazione delle procedure dei contratti 

 
28 D.l. 6 novembre 2021, n. 152 Disposizioni urgenti per 
l’attuazione del Piano nazionale di ripresa e resilienza 
(PNRR) e per la prevenzione delle infiltrazioni mafiose. 
29 https://innovazione.gov.it/dipartimento/focus/polo-str 
ategico-nazionale/#avviso-informativo. 
30 https://innovazione.gov.it/dipartimento/focus/polo-str 
ategico-nazionale. 

pubblici31, le cui modalità di attuazione sono 
 

31 Tra le riforme abilitanti programmate nel PNRR vi è, 
peraltro, la riforma “Recovery Procurement Platform”, 
finalizzata alla digitalizzazione e rafforzamento della 
capacità amministrativa delle amministrazioni 
aggiudicatrici. L’intervento legislativo dovrebbe 
promuovere la digitalizzazione e il rafforzamento della 
capacità amministrativa delle amministrazioni 
aggiudicatrici, mediante tre diverse azioni. 
Preliminarmente, occorrerà prevedere un sistema di 
formazione del personale, in tema di procedure di 
acquisto, in modalità digitale e nell’utilizzo di strumenti 
avanzati di acquisto e negoziazione, con conseguente 
definizione di strumenti di acquisto tecnologicamente 
avanzati.  
Ma, ai fini dello sviluppo amministrativo qui illustrato, 
fondamentale è l’evoluzione del sistema nazionale di 
eProcurement, attraverso la digitalizzazione end-to-end 
dei processi di approvvigionamento pubblico. Il 
progetto prevede, tra l’altro, la digitalizzazione 
completa delle procedure di acquisto e l’attuazione della 
interoperabilità del Sistema eProc con i sistemi 
gestionali delle PA, degli Operatori Economici e degli 
altri soggetti coinvolti nei processi di 
approvvigionamento pubblico (quali, ad esempio, 
organismi di controllo e monitoraggio, aggregatori di 
appalti e CPB regionali). 
Secondo l’AgID, infatti, per realizzare la 
digitalizzazione end to end della procedura di appalto - 
dalla valutazione delle esigenze fino all’esecuzione del 
contratto - si rende necessario assicurare il colloquio e 
la condivisione dei dati con tutte le componenti di una 
piattaforma di e-procurement, nonché garantire 
l’interoperabilità, anche a livello transfrontaliero, di tutti 
i sistemi, basi dati e piattaforme coinvolti nel processo 
stesso , secondo il modello definito con la Circolare 
AgID n. 3/2016 recante “Regole Tecniche aggiuntive 
per garantire il colloquio e la condivisione dei dati tra 
sistemi telematici di acquisto e di negoziazione”. 
La Piattaforma, al fine di realizzare il processo di 
procurement end to end, deve comprendere i servizi 
digitali per le fasi di: a) pianificazione e di 
progettazione dell’appalto di cui fanno parte le fasi di 
emersione dei fabbisogni e di aggregazione della 
domanda, la consultazione di mercato, l’eventuale 
cofinanziamento o sponsorizzazione degli appalti 
innovativi (pre-award); b) pubblicazione, selezione del 
contraente, aggiudicazione e stipula del contratto 
(award); c) esecuzione del contratto, comprensiva della 
gestione del ciclo dell’ordine e del pagamento (post-
award). La piattaforma per l’innovazione, da integrare 
con le funzionalità tipiche delle piattaforme di 
eprocurement, viene utilizzata anche per l’attuazione del 
programma Smarter Italy1 ed è coerente con le 
indicazioni della Recovery Procurement Platform, la 
riforma approvata nell’ambito del Piano Nazionale di 
Ripresa e Resilienza (PNRR) al fine di realizzare 
un’accelerazione significativa della transizione digitale 
del Paese e che prevede l’evoluzione del sistema 
nazionale di e-procurement attraverso la 
digitalizzazione end to end dei processi di 
approvvigionamento pubblico. Completa lo scenario sin 
qui delineato, l’emanazione del decreto del Ministro per 
la pubblica amministrazione del 12 agosto 2021 n. 148 
“Regolamento recante modalità di digitalizzazione delle 
procedure dei contratti pubblici, da adottare ai sensi 
dell’articolo 44 del decreto legislativo 18 aprile 2016, n. 
50” (Gazzetta Ufficiale 26 ottobre 2021, n. 256). Il 
regolamento definisce i principi per la digitalizzazione 
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formazione più moderna, una semplificazione 
delle procedure o un procedimento 
amministrativo informatico, nonché, 
ovviamente, un adeguamento strutturale della 
PA in ottica di digitalizzazione. 

Sebbene la pianificazione di dettaglio e il 
coordinamento operativo delle attività e la 
verifica dell’attuazione siano assicurati da un 
tavolo tecnico istituito ai sensi dell’art. 2 della 
Intesa sancita in occasione della citata 
Conferenza Unificata tra Governo, Regioni ed 
Enti locali (art. 15 d.l. n. 76 del 2020), le 
riforme anticipate nel Piano per una migliore 
amministrazione prevedono di liberalizzare, 
semplificare (anche mediante l’eliminazione 
di adempimenti non necessari), 
reingegnerizzare, e uniformare le procedure, 
quali elementi indispensabili per la 
digitalizzazione e la riduzione di oneri e tempi 
per cittadini e imprese. Ciò, in seguito ad un 
lavoro di definizione di standard tecnici 
comuni di interoperabilità, necessario per 
superare le difficoltà che cittadini e imprese 
devono affrontare nei rapporti con le 
amministrazioni centrali e locali. 

Gran parte degli interventi di riforme 
preliminari sono stati inseriti o comunque 
iniziati con il citato d.l. 77/2021. Tuttavia, in 
tema di digitalizzazione, gli obiettivi 
perseguiti dal PNRR possono essere raggiunti 
solo attraverso un insieme di progetti 
sistemici, orientati alla realizzazione di nuove 
architetture delle basi dati e delle applicazioni, 
unitamente ad una attenzione particolare alla 
formazione ed al reclutamento delle risorse 
umane, individuando prioritariamente le 
nuove competenze necessarie da definirsi con 
il Ministero dell’Innovazione e della 
Transizione Digitale. 

Il PNRR pone tra le riforme calendarizzate 
quelle c.d. abilitanti, interventi funzionali a 
garantire l’attuazione del Piano e in generale a 
rimuovere gli ostacoli, aventi specificamente 
l’intento di semplificare e razionalizzare la 
legislazione.  

L’over-ruling e la opacità della normativa 
rappresenta un evidente ostacolo allo sviluppo 
del Paese e la semplificazione legislativa 
costituisce un intervento essenziale e 
trasversale a tutte e sei le missioni del PNRR. 
Alla semplificazione normativa, il Piano 
propone di affiancare opportunamente 
interventi sul versante dell’organizzazione e 
della digitalizzazione della PA con il 
necessario sforzo di investimento. 

Quanto alle missioni, ossia alle riforme che 

rappresentano il vero core del PNRR, la 
programmazione legislativa ed amministrativa 
pone l’attenzione sulle fragilità tecniche del 
sistema e dell’amministrazione italiana. 

La digitalizzazione è inclusa espressamente 
sia nella missione 1 sia nella missione 6. Anzi, 
precisa il Piano che lo sforzo di 
digitalizzazione e innovazione è centrale nella 
Missione 1, ma riguarda trasversalmente 
anche tutte le altre. La digitalizzazione è 
infatti una necessità trasversale, in quanto 
riguarda il continuo e necessario 
aggiornamento tecnologico nei processi 
produttivi, le infrastrutture nel loro complesso 
(Missioni 2 e 3), la scuola (Missione 4), 
nonché, ovviamente, la sanità, nelle 
infrastrutture ospedaliere, nei dispositivi 
medici, nelle competenze e 
nell’aggiornamento del personale, al fine di 
garantire il miglior livello di assistenza 
sanitaria a tutti i cittadini (Missioni 5 e 6). 

In particolare, la Missione 1, denominata 
digitalizzazione, innovazione, competitività, 
cultura e turismo prevede due componenti 
chiaramente dedicate alla digitalizzazione. 

Se la Componente 226 della Missione ha 
l’obiettivo di promuovere l’innovazione e la 
digitalizzazione del sistema produttivo, la 
Componente 127 della Missione ha l’obiettivo 
di trasformare in profondità la Pubblica 
Amministrazione attraverso una strategia 
centrata sulla digitalizzazione, promuovendo 
l’efficienza e l’accessibilità dell’offerta di 
servizi. Per fare ciò, da un lato si prospetta 
un’azione sugli aspetti di “infrastruttura 
digitale”, promuovendo sistemi efficaci e 
sicuri, spingendo la migrazione al cloud delle 
amministrazioni, accelerando 
l’interoperabilità tra gli enti pubblici, 
snellendo le procedure secondo il principio 
“once only” e rafforzando le difese di 
cybersecurity. Dall’altro lato dovranno essere 
estesi i servizi ai cittadini, migliorandone 
l’accessibilità e adeguando i processi prioritari 
delle Amministrazioni Centrali agli standard 
condivisi da tutti gli Stati Membri della UE. 

Relativamente a tale componente, per 
quanto di interesse relativamente alla presente 
analisi, il legislatore ha iniziato ad attuare le 
prime riforme, seppur ancora non sistemiche, 
comunque ponendo le basi per quelle future. 

 
26 Denominata M1C2: digitalizzazione, innovazione e 
competitività nel sistema produttivo. 
27 Denominata M1C1: digitalizzazione, innovazione e 
sicurezza nella pa. 
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In particolare, l’art. 7 del d.l. 152/202128 ha 
affidato alla società Difesa Servizi il compito 
di espletare le procedure di gara per la 
realizzazione del Polo strategico nazionale 
(PSN), infrastruttura cloud della pubblica 
amministrazione, in conformità con quanto già 
disposto in precedenza dal d.l. 76/2020. 
Interessante, al riguardo, è il fatto che il 
Dipartimento per la trasformazione digitale 
abbia ricevuto tre proposte, presentate da 
operatori del mercato, motu proprio, per la 
realizzazione e gestione del PSN mediante 
partenariato pubblico-privato, proposte da 
valutarsi entro il 28 dicembre 202129, tra le 
quali è stata selezionata quella che meglio 
soddisfa i requisiti di completezza dei servizi 
cloud e di sicurezza dei dati “strategici” e 
“critici” della PA integrandosi con servizi di 
assistenza alla migrazione delle Pubbliche 
Amministrazioni e di formazione del 
personale della PA30. Considerata peraltro la 
diffidenza del sistema italiano rispetto ai PPP, 
lo studioso non può non osservare con 
interesse lo sviluppo di queste proposte 
partenariali, in un contesto che risulterebbe 
strategico (per definizione), secondo il piano 
del legislatore. L’obiettivo del Polo è ospitare 
i dati e i servizi critici e strategici di tutte le 
amministrazioni centrali (circa 200), delle 
Aziende sanitarie locali e delle principali 
amministrazioni locali (regioni, città 
metropolitane, comuni con più di 250mila 
abitanti) 

In linea, poi, con l’approccio once only, 
l’articolo 28 del d.l. 152/2021 ha previsto che 
le camere di commercio pongano a servizio 
delle imprese un servizio di collegamento 
telematico con la Piattaforma Digitale 
Nazionale Dati (PDND), per consentire alle 
imprese stesse di effettuare controlli 
automatizzati e di acquisire certificati relativi 
ai propri fatti, stati e qualità. 

Da tempo, tutti i settori della pubblica 
amministrazione sono, peraltro, coinvolti nella 
trasformazione digitale attraverso 
l’automazione delle procedure di competenza. 
A titolo di esempio, si ricorda la 
digitalizzazione delle procedure dei contratti 

 
28 D.l. 6 novembre 2021, n. 152 Disposizioni urgenti per 
l’attuazione del Piano nazionale di ripresa e resilienza 
(PNRR) e per la prevenzione delle infiltrazioni mafiose. 
29 https://innovazione.gov.it/dipartimento/focus/polo-str 
ategico-nazionale/#avviso-informativo. 
30 https://innovazione.gov.it/dipartimento/focus/polo-str 
ategico-nazionale. 

pubblici31, le cui modalità di attuazione sono 
 

31 Tra le riforme abilitanti programmate nel PNRR vi è, 
peraltro, la riforma “Recovery Procurement Platform”, 
finalizzata alla digitalizzazione e rafforzamento della 
capacità amministrativa delle amministrazioni 
aggiudicatrici. L’intervento legislativo dovrebbe 
promuovere la digitalizzazione e il rafforzamento della 
capacità amministrativa delle amministrazioni 
aggiudicatrici, mediante tre diverse azioni. 
Preliminarmente, occorrerà prevedere un sistema di 
formazione del personale, in tema di procedure di 
acquisto, in modalità digitale e nell’utilizzo di strumenti 
avanzati di acquisto e negoziazione, con conseguente 
definizione di strumenti di acquisto tecnologicamente 
avanzati.  
Ma, ai fini dello sviluppo amministrativo qui illustrato, 
fondamentale è l’evoluzione del sistema nazionale di 
eProcurement, attraverso la digitalizzazione end-to-end 
dei processi di approvvigionamento pubblico. Il 
progetto prevede, tra l’altro, la digitalizzazione 
completa delle procedure di acquisto e l’attuazione della 
interoperabilità del Sistema eProc con i sistemi 
gestionali delle PA, degli Operatori Economici e degli 
altri soggetti coinvolti nei processi di 
approvvigionamento pubblico (quali, ad esempio, 
organismi di controllo e monitoraggio, aggregatori di 
appalti e CPB regionali). 
Secondo l’AgID, infatti, per realizzare la 
digitalizzazione end to end della procedura di appalto - 
dalla valutazione delle esigenze fino all’esecuzione del 
contratto - si rende necessario assicurare il colloquio e 
la condivisione dei dati con tutte le componenti di una 
piattaforma di e-procurement, nonché garantire 
l’interoperabilità, anche a livello transfrontaliero, di tutti 
i sistemi, basi dati e piattaforme coinvolti nel processo 
stesso , secondo il modello definito con la Circolare 
AgID n. 3/2016 recante “Regole Tecniche aggiuntive 
per garantire il colloquio e la condivisione dei dati tra 
sistemi telematici di acquisto e di negoziazione”. 
La Piattaforma, al fine di realizzare il processo di 
procurement end to end, deve comprendere i servizi 
digitali per le fasi di: a) pianificazione e di 
progettazione dell’appalto di cui fanno parte le fasi di 
emersione dei fabbisogni e di aggregazione della 
domanda, la consultazione di mercato, l’eventuale 
cofinanziamento o sponsorizzazione degli appalti 
innovativi (pre-award); b) pubblicazione, selezione del 
contraente, aggiudicazione e stipula del contratto 
(award); c) esecuzione del contratto, comprensiva della 
gestione del ciclo dell’ordine e del pagamento (post-
award). La piattaforma per l’innovazione, da integrare 
con le funzionalità tipiche delle piattaforme di 
eprocurement, viene utilizzata anche per l’attuazione del 
programma Smarter Italy1 ed è coerente con le 
indicazioni della Recovery Procurement Platform, la 
riforma approvata nell’ambito del Piano Nazionale di 
Ripresa e Resilienza (PNRR) al fine di realizzare 
un’accelerazione significativa della transizione digitale 
del Paese e che prevede l’evoluzione del sistema 
nazionale di e-procurement attraverso la 
digitalizzazione end to end dei processi di 
approvvigionamento pubblico. Completa lo scenario sin 
qui delineato, l’emanazione del decreto del Ministro per 
la pubblica amministrazione del 12 agosto 2021 n. 148 
“Regolamento recante modalità di digitalizzazione delle 
procedure dei contratti pubblici, da adottare ai sensi 
dell’articolo 44 del decreto legislativo 18 aprile 2016, n. 
50” (Gazzetta Ufficiale 26 ottobre 2021, n. 256). Il 
regolamento definisce i principi per la digitalizzazione 
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formazione più moderna, una semplificazione 
delle procedure o un procedimento 
amministrativo informatico, nonché, 
ovviamente, un adeguamento strutturale della 
PA in ottica di digitalizzazione. 

Sebbene la pianificazione di dettaglio e il 
coordinamento operativo delle attività e la 
verifica dell’attuazione siano assicurati da un 
tavolo tecnico istituito ai sensi dell’art. 2 della 
Intesa sancita in occasione della citata 
Conferenza Unificata tra Governo, Regioni ed 
Enti locali (art. 15 d.l. n. 76 del 2020), le 
riforme anticipate nel Piano per una migliore 
amministrazione prevedono di liberalizzare, 
semplificare (anche mediante l’eliminazione 
di adempimenti non necessari), 
reingegnerizzare, e uniformare le procedure, 
quali elementi indispensabili per la 
digitalizzazione e la riduzione di oneri e tempi 
per cittadini e imprese. Ciò, in seguito ad un 
lavoro di definizione di standard tecnici 
comuni di interoperabilità, necessario per 
superare le difficoltà che cittadini e imprese 
devono affrontare nei rapporti con le 
amministrazioni centrali e locali. 

Gran parte degli interventi di riforme 
preliminari sono stati inseriti o comunque 
iniziati con il citato d.l. 77/2021. Tuttavia, in 
tema di digitalizzazione, gli obiettivi 
perseguiti dal PNRR possono essere raggiunti 
solo attraverso un insieme di progetti 
sistemici, orientati alla realizzazione di nuove 
architetture delle basi dati e delle applicazioni, 
unitamente ad una attenzione particolare alla 
formazione ed al reclutamento delle risorse 
umane, individuando prioritariamente le 
nuove competenze necessarie da definirsi con 
il Ministero dell’Innovazione e della 
Transizione Digitale. 

Il PNRR pone tra le riforme calendarizzate 
quelle c.d. abilitanti, interventi funzionali a 
garantire l’attuazione del Piano e in generale a 
rimuovere gli ostacoli, aventi specificamente 
l’intento di semplificare e razionalizzare la 
legislazione.  

L’over-ruling e la opacità della normativa 
rappresenta un evidente ostacolo allo sviluppo 
del Paese e la semplificazione legislativa 
costituisce un intervento essenziale e 
trasversale a tutte e sei le missioni del PNRR. 
Alla semplificazione normativa, il Piano 
propone di affiancare opportunamente 
interventi sul versante dell’organizzazione e 
della digitalizzazione della PA con il 
necessario sforzo di investimento. 

Quanto alle missioni, ossia alle riforme che 

rappresentano il vero core del PNRR, la 
programmazione legislativa ed amministrativa 
pone l’attenzione sulle fragilità tecniche del 
sistema e dell’amministrazione italiana. 

La digitalizzazione è inclusa espressamente 
sia nella missione 1 sia nella missione 6. Anzi, 
precisa il Piano che lo sforzo di 
digitalizzazione e innovazione è centrale nella 
Missione 1, ma riguarda trasversalmente 
anche tutte le altre. La digitalizzazione è 
infatti una necessità trasversale, in quanto 
riguarda il continuo e necessario 
aggiornamento tecnologico nei processi 
produttivi, le infrastrutture nel loro complesso 
(Missioni 2 e 3), la scuola (Missione 4), 
nonché, ovviamente, la sanità, nelle 
infrastrutture ospedaliere, nei dispositivi 
medici, nelle competenze e 
nell’aggiornamento del personale, al fine di 
garantire il miglior livello di assistenza 
sanitaria a tutti i cittadini (Missioni 5 e 6). 

In particolare, la Missione 1, denominata 
digitalizzazione, innovazione, competitività, 
cultura e turismo prevede due componenti 
chiaramente dedicate alla digitalizzazione. 

Se la Componente 226 della Missione ha 
l’obiettivo di promuovere l’innovazione e la 
digitalizzazione del sistema produttivo, la 
Componente 127 della Missione ha l’obiettivo 
di trasformare in profondità la Pubblica 
Amministrazione attraverso una strategia 
centrata sulla digitalizzazione, promuovendo 
l’efficienza e l’accessibilità dell’offerta di 
servizi. Per fare ciò, da un lato si prospetta 
un’azione sugli aspetti di “infrastruttura 
digitale”, promuovendo sistemi efficaci e 
sicuri, spingendo la migrazione al cloud delle 
amministrazioni, accelerando 
l’interoperabilità tra gli enti pubblici, 
snellendo le procedure secondo il principio 
“once only” e rafforzando le difese di 
cybersecurity. Dall’altro lato dovranno essere 
estesi i servizi ai cittadini, migliorandone 
l’accessibilità e adeguando i processi prioritari 
delle Amministrazioni Centrali agli standard 
condivisi da tutti gli Stati Membri della UE. 

Relativamente a tale componente, per 
quanto di interesse relativamente alla presente 
analisi, il legislatore ha iniziato ad attuare le 
prime riforme, seppur ancora non sistemiche, 
comunque ponendo le basi per quelle future. 

 
26 Denominata M1C2: digitalizzazione, innovazione e 
competitività nel sistema produttivo. 
27 Denominata M1C1: digitalizzazione, innovazione e 
sicurezza nella pa. 
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In particolare, l’art. 7 del d.l. 152/202128 ha 
affidato alla società Difesa Servizi il compito 
di espletare le procedure di gara per la 
realizzazione del Polo strategico nazionale 
(PSN), infrastruttura cloud della pubblica 
amministrazione, in conformità con quanto già 
disposto in precedenza dal d.l. 76/2020. 
Interessante, al riguardo, è il fatto che il 
Dipartimento per la trasformazione digitale 
abbia ricevuto tre proposte, presentate da 
operatori del mercato, motu proprio, per la 
realizzazione e gestione del PSN mediante 
partenariato pubblico-privato, proposte da 
valutarsi entro il 28 dicembre 202129, tra le 
quali è stata selezionata quella che meglio 
soddisfa i requisiti di completezza dei servizi 
cloud e di sicurezza dei dati “strategici” e 
“critici” della PA integrandosi con servizi di 
assistenza alla migrazione delle Pubbliche 
Amministrazioni e di formazione del 
personale della PA30. Considerata peraltro la 
diffidenza del sistema italiano rispetto ai PPP, 
lo studioso non può non osservare con 
interesse lo sviluppo di queste proposte 
partenariali, in un contesto che risulterebbe 
strategico (per definizione), secondo il piano 
del legislatore. L’obiettivo del Polo è ospitare 
i dati e i servizi critici e strategici di tutte le 
amministrazioni centrali (circa 200), delle 
Aziende sanitarie locali e delle principali 
amministrazioni locali (regioni, città 
metropolitane, comuni con più di 250mila 
abitanti) 

In linea, poi, con l’approccio once only, 
l’articolo 28 del d.l. 152/2021 ha previsto che 
le camere di commercio pongano a servizio 
delle imprese un servizio di collegamento 
telematico con la Piattaforma Digitale 
Nazionale Dati (PDND), per consentire alle 
imprese stesse di effettuare controlli 
automatizzati e di acquisire certificati relativi 
ai propri fatti, stati e qualità. 

Da tempo, tutti i settori della pubblica 
amministrazione sono, peraltro, coinvolti nella 
trasformazione digitale attraverso 
l’automazione delle procedure di competenza. 
A titolo di esempio, si ricorda la 
digitalizzazione delle procedure dei contratti 

 
28 D.l. 6 novembre 2021, n. 152 Disposizioni urgenti per 
l’attuazione del Piano nazionale di ripresa e resilienza 
(PNRR) e per la prevenzione delle infiltrazioni mafiose. 
29 https://innovazione.gov.it/dipartimento/focus/polo-str 
ategico-nazionale/#avviso-informativo. 
30 https://innovazione.gov.it/dipartimento/focus/polo-str 
ategico-nazionale. 

pubblici31, le cui modalità di attuazione sono 
 

31 Tra le riforme abilitanti programmate nel PNRR vi è, 
peraltro, la riforma “Recovery Procurement Platform”, 
finalizzata alla digitalizzazione e rafforzamento della 
capacità amministrativa delle amministrazioni 
aggiudicatrici. L’intervento legislativo dovrebbe 
promuovere la digitalizzazione e il rafforzamento della 
capacità amministrativa delle amministrazioni 
aggiudicatrici, mediante tre diverse azioni. 
Preliminarmente, occorrerà prevedere un sistema di 
formazione del personale, in tema di procedure di 
acquisto, in modalità digitale e nell’utilizzo di strumenti 
avanzati di acquisto e negoziazione, con conseguente 
definizione di strumenti di acquisto tecnologicamente 
avanzati.  
Ma, ai fini dello sviluppo amministrativo qui illustrato, 
fondamentale è l’evoluzione del sistema nazionale di 
eProcurement, attraverso la digitalizzazione end-to-end 
dei processi di approvvigionamento pubblico. Il 
progetto prevede, tra l’altro, la digitalizzazione 
completa delle procedure di acquisto e l’attuazione della 
interoperabilità del Sistema eProc con i sistemi 
gestionali delle PA, degli Operatori Economici e degli 
altri soggetti coinvolti nei processi di 
approvvigionamento pubblico (quali, ad esempio, 
organismi di controllo e monitoraggio, aggregatori di 
appalti e CPB regionali). 
Secondo l’AgID, infatti, per realizzare la 
digitalizzazione end to end della procedura di appalto - 
dalla valutazione delle esigenze fino all’esecuzione del 
contratto - si rende necessario assicurare il colloquio e 
la condivisione dei dati con tutte le componenti di una 
piattaforma di e-procurement, nonché garantire 
l’interoperabilità, anche a livello transfrontaliero, di tutti 
i sistemi, basi dati e piattaforme coinvolti nel processo 
stesso , secondo il modello definito con la Circolare 
AgID n. 3/2016 recante “Regole Tecniche aggiuntive 
per garantire il colloquio e la condivisione dei dati tra 
sistemi telematici di acquisto e di negoziazione”. 
La Piattaforma, al fine di realizzare il processo di 
procurement end to end, deve comprendere i servizi 
digitali per le fasi di: a) pianificazione e di 
progettazione dell’appalto di cui fanno parte le fasi di 
emersione dei fabbisogni e di aggregazione della 
domanda, la consultazione di mercato, l’eventuale 
cofinanziamento o sponsorizzazione degli appalti 
innovativi (pre-award); b) pubblicazione, selezione del 
contraente, aggiudicazione e stipula del contratto 
(award); c) esecuzione del contratto, comprensiva della 
gestione del ciclo dell’ordine e del pagamento (post-
award). La piattaforma per l’innovazione, da integrare 
con le funzionalità tipiche delle piattaforme di 
eprocurement, viene utilizzata anche per l’attuazione del 
programma Smarter Italy1 ed è coerente con le 
indicazioni della Recovery Procurement Platform, la 
riforma approvata nell’ambito del Piano Nazionale di 
Ripresa e Resilienza (PNRR) al fine di realizzare 
un’accelerazione significativa della transizione digitale 
del Paese e che prevede l’evoluzione del sistema 
nazionale di e-procurement attraverso la 
digitalizzazione end to end dei processi di 
approvvigionamento pubblico. Completa lo scenario sin 
qui delineato, l’emanazione del decreto del Ministro per 
la pubblica amministrazione del 12 agosto 2021 n. 148 
“Regolamento recante modalità di digitalizzazione delle 
procedure dei contratti pubblici, da adottare ai sensi 
dell’articolo 44 del decreto legislativo 18 aprile 2016, n. 
50” (Gazzetta Ufficiale 26 ottobre 2021, n. 256). Il 
regolamento definisce i principi per la digitalizzazione 
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state adottate con il DPCM 12 agosto 2021, n. 
148 (pubblicato nella G.U. 26 ottobre 2021, n. 
256), in attuazione dell’art. 44 comma 1, del 
Codice dei contratti. Ovviamente, 
l’evoluzione digitale del procedimento ad 
evidenza pubblica è fondamentale in sanità, 
ove la rapidità ed efficienza 
dell’approvvigionamento è condizione 
fondamentale per la garanzia delle prestazioni. 

La Missione 6, invece, denominata salute, 
prevede due componenti entrambe coinvolte 
nel processo di digitalizzazione, 
specificamente rivolto al comparto sanitario. 

La prima componente32, infatti, si pone 
l’obiettivo di sviluppare la telemedicina, utile 
tanto a superare la frammentazione e la 
mancanza di omogeneità dei servizi sanitari 
offerti sul territorio, quanto a ricercare 
soluzioni innovative a sostegno dell’assistenza 
domiciliare. 

Nell’ottica del Piano, i servizi di 
telemedicina, contribuendo ad affrontare le 
principali sfide dei Sistemi Sanitari Nazionali, 
rappresenterebbero un importante mezzo per 
contribuire a ridurre gli attuali divari 
geografici e territoriali in termini sanitari 
grazie all’armonizzazione degli standard di 
cura garantiti dalla tecnologia. E il PNRR 
prevede numerosi strumenti finalizzati proprio 
alla riduzione delle disuguaglianze33, quali 
evidenti limiti socio-economici alla ripresa del 
Paese, considerando che quest’ultima passa 
attraverso un’azione forte in termini di 
inclusione e sostenibilità. Inoltre, da un lato, 
garantirebbero una migliore “esperienza di 
cura” per gli assistiti, grazie alla fruizione del 
servizio a domicilio, e, dall’altro, 

 
dei processi di procurement delle pubbliche 
amministrazioni e identifica le caratteristiche tecniche 
generali dei sistemi telematici (c.d. piattaforme di e-
procurement) per lo svolgimento delle attività connesse 
alle procedure di acquisto e di negoziazione disciplinate 
dal Codice. Come stabilito dal predetto regolamento, 
l’Agenzia per l’Italia Digitale definirà, con apposite 
Linee guida emanate ai sensi dell’articolo 71 del CAD, 
le regole tecniche per la digitalizzazione delle procedure 
di acquisto e di negoziazione e le migliori pratiche per il 
funzionamento dei sistemi telematici utilizzati per lo 
svolgimento delle attività connesse alle medesime 
procedure, secondo standard tecnici di interoperabilità 
definiti a livello europeo o nazionale. 
32 Denominata M6C1: reti di prossimità, strutture e 
telemedicina per l’assistenza sanitaria territoriale 
33 Al proposito, ha evidenziato il ruolo del PNRR nella 
lotta alle disuguaglianze M. Dugato nel suo intervento 
al webinar Dialoghi di diritto dell’economia. 60 minuti 
con Fabio Cintioli e Marco Dugato discutendo di PNRR 
e messa a terra dei progetti, tenutosi il 14 dicembre 
2021. 

migliorerebbero i livelli di efficienza dei 
sistemi sanitari regionali tramite la 
promozione dell’assistenza domiciliare e di 
protocolli di monitoraggio da remoto.  

L’intervento si traduce nel finanziamento 
di progetti di telemedicina proposti dalle 
Regioni sulla base delle priorità e delle linee 
guida definite dal Ministero della Salute. Tali 
progetti potranno riguardare ogni ambito 
clinico e promuovere un’ampia gamma di 
funzionalità lungo l’intero percorso di 
prevenzione e cura: tele-assistenza, tele-
consulto, tele-monitoraggio e tele-
refertazione. Per ottenere i finanziamenti, 
tuttavia, i progetti dovranno innanzitutto 
potersi integrare con il Fascicolo Sanitario 
Elettronico, raggiungere target quantitativi di 
performance legati ai principali obiettivi della 
telemedicina e del Sistema Sanitario 
Nazionale, nonché garantire che il loro 
sviluppo si traduca in una effettiva 
armonizzazione dei servizi sanitari. Saranno, 
infatti, privilegiati progetti che insistono su 
più Regioni, fanno leva su esperienze di 
successo esistenti, e ambiscono a costruire 
vere e proprio “piattaforme di telemedicina”.  

Tra gli obiettivi principali, vi è quello di 
identificare un modello condiviso per 
l’erogazione delle cure domiciliari (ADI) 
supportate dalle nuove tecnologie 
(telemedicina, domotica, digitalizzazione), 
l’attivazione delle COT (Centrali Operative 
Territoriali) e l’utilizzo della telemedicina per 
supportare al meglio i pazienti con malattie 
croniche. 

Uno dei primi traguardi, fissato per il 2022, 
è l’approvazione di un Accordo in Conferenza 
Stato-Regioni sulle Linee guida contenenti il 
modello digitale per l’attuazione 
dell’assistenza domiciliare. In tale contesto, 
sarà necessario giungere all’approvazione di 
un Contratto istituzionale di sviluppo 
sull’assistenza domiciliare che espliciti, per 
ogni intervento o categoria di interventi, il 
cronoprogramma, le responsabilità dei 
contraenti, i criteri di valutazione e 
monitoraggio e le sanzioni in caso di 
inadempienza (definanziamento, anche 
parziale, degli interventi ovvero attribuzione 
delle relative risorse ad altro livello di 
governo, nel rispetto del principio di 
sussidiarietà). 

Connesso e successivo a tal sviluppo, vi è 
poi l’obiettivo, fissato per il 2024, di 
raggiungere la piena operatività di 600 
Centrali Operative Territoriali (COT) attivate 
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una in ogni distretto (quindi, ogni 100.000 
abitanti circa), cui affidare il coordinamento 
dei servizi domiciliari con gli altri servizi 
sanitari, assicurando l’interfaccia con gli 
ospedali e la rete di emergenza-urgenza.  

L’utilizzo diffuso della telemedicina, con 
l’obiettivo di assistere almeno 200.000 
persone entro il 2025, è ovviamente 
dipendente dal raggiungimento degli obiettivi 
infrastrutturali ed organizzativi, oltre che dal 
miglioramento dell’accessibilità dei servizi 
pubblici digitali per l’inclusione dei cittadini, 
cui tende, precisamente, la già citata missione 
1. 

Occorrerà, peraltro, prestare particolare 
attenzione alla gestione delle piattaforme, alle 
relative procedure di appalto, in modo da 
favorire il più possibile l’accessibilità delle 
amministrazioni alla fase di sviluppo di 
applicazioni e tecnologie, per poter soddisfare 
al meglio i bisogni della collettività nonché gli 
obiettivi di efficienza delle amministrazioni, 
che dovranno svolgere una parte attiva 
nell’implementazione dei sistemi, sulla scorta 
dell’esperienza specifica. 

Inoltre, sarà fondamentale affrontare il 
tema dell’inserimento della telemedicina tra i 
LEA, ove venisse messo a regime, imponendo 
che ogni struttura venga adeguatamente dotata 
di specifica strumentazione. E sarà 
fondamentale l’individuazione e 
l’aggiornamento di standard specifici, utili 
anche ai fini della valutazione delle strutture 
sanitarie in regime di accreditamento. 

Infine, come già opportunamente previsto 
nel Piano per gran parte degli interventi, anche 
in sanità sarà utile individuare e formare 
strutture che vigilino e monitorino 
l’applicazione delle nuove tecnologie, al fine 
di verificare che l’attuazione della riforma 
avvenga correttamente. 

Lo sviluppo di metodi più agili di 
erogazione dei servizi sanitari, settore 
fortemente ed evidentemente coinvolto 
dall’implementazione digitale, ha trovato 
traduzione anche in numerose disposizioni a 
livello regionale, specialmente nell’ultimo 
anno, al fine di far fronte a difficoltà 
logistiche mai sperimentate.  

Tra i tanti, si pensi ad esempio al Decreto 
del Commissario ad Acta della Regione Lazio 
del 22 luglio 2020, n. U0010, recante 
l’attivazione di servizi di telemedicina in 
ambito specialistico e territoriale, quali 
teleservizi sociosanitari territoriali, televisite e 
teleconsulti, nell’ambito della piattaforma 

“Salute digitale”, utilizzabile per l’interazione, 
in videoconferenza, tra professionisti sanitari e 
pazienti nel rispetto della privacy. Precisa, 
poi, lo stesso Decreto, nel capitolo 14 sulla 
cultura digitale, ritenendo che 
“l’implementazione dei servizi di telemedicina 
all’interno dei processi organizzativi e clinico 
assistenziali, richiede certamente 
l’acquisizione di competenze digitali relative 
alle opportunità offerte dai suddetti servizi e 
alla gestione degli stessi, sia da parte delle 
aziende, dei professionisti e degli assistiti 
coinvolti nelle attività. In coerenza con quanto 
indicato nel “Piano di riorganizzazione, 
riqualificazione e sviluppo del Servizio 
Sanitario Regionale 2019-2021” è obiettivo 
regionale la realizzazione di iniziative di 
informazione e formazione dei pazienti 
all’autocura della propria patologia attraverso 
strumenti di Telesalute, e di un percorso di 
formazione degli operatori sulle nuove 
tecnologie al servizio dei percorsi clinici, 
anche in collaborazione con le Università 
regionali e con le Aziende sanitarie che hanno 
realizzato interventi significativi nell’ambito 
della telemedicina”.  

Si pensi, inoltre, alle Ordinanze del 
Presidente della Giunta Regionale abruzzese 
n. 34 del 10.04.2020 recante “Misure urgenti 
regionali durante l’emergenza COVID-19. 
Telemedicina applicata al diabete” e n. 33 del 
10.04.2020 in merito all’ordinanza 
presidenziale n. 24 del 03 aprile 2020 
“Gestione del paziente autistico nella fase 
dell’emergenza COVID-19 - Telemedicina 
applicata ai Disturbi dello Spettro Autistico”, 
che nel corso della pandemia hanno tentato di 
conservare una connessione con i pazienti 
nell’ambito di un non rinviabile percorso di 
cura.  

E la Giunta Regionale lombarda con 
deliberazione N° XI/3326 del 30/06/2020, 
nell’ottica della promozione del 
distanziamento sociale e della protezione dei 
pazienti fragili, ha auspicato, in particolare per 
le attività di follow up connesse ai contagi per 
COVID, uno sforzo di tutte le strutture 
sanitarie regionali per l’introduzione di 
sistemi di telemedicina di facile utilizzo, 
aderenti alle disposizioni normative vigenti, 
anche in relazione alla protezione dei dati 
personali, prevedendo che le prestazioni di 
follow up possano essere erogate anche in 
telemedicina, previa indicazione delle 
modalità di esecuzione e di rendicontazione 
delle stesse da parte della DGW. 
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state adottate con il DPCM 12 agosto 2021, n. 
148 (pubblicato nella G.U. 26 ottobre 2021, n. 
256), in attuazione dell’art. 44 comma 1, del 
Codice dei contratti. Ovviamente, 
l’evoluzione digitale del procedimento ad 
evidenza pubblica è fondamentale in sanità, 
ove la rapidità ed efficienza 
dell’approvvigionamento è condizione 
fondamentale per la garanzia delle prestazioni. 

La Missione 6, invece, denominata salute, 
prevede due componenti entrambe coinvolte 
nel processo di digitalizzazione, 
specificamente rivolto al comparto sanitario. 

La prima componente32, infatti, si pone 
l’obiettivo di sviluppare la telemedicina, utile 
tanto a superare la frammentazione e la 
mancanza di omogeneità dei servizi sanitari 
offerti sul territorio, quanto a ricercare 
soluzioni innovative a sostegno dell’assistenza 
domiciliare. 

Nell’ottica del Piano, i servizi di 
telemedicina, contribuendo ad affrontare le 
principali sfide dei Sistemi Sanitari Nazionali, 
rappresenterebbero un importante mezzo per 
contribuire a ridurre gli attuali divari 
geografici e territoriali in termini sanitari 
grazie all’armonizzazione degli standard di 
cura garantiti dalla tecnologia. E il PNRR 
prevede numerosi strumenti finalizzati proprio 
alla riduzione delle disuguaglianze33, quali 
evidenti limiti socio-economici alla ripresa del 
Paese, considerando che quest’ultima passa 
attraverso un’azione forte in termini di 
inclusione e sostenibilità. Inoltre, da un lato, 
garantirebbero una migliore “esperienza di 
cura” per gli assistiti, grazie alla fruizione del 
servizio a domicilio, e, dall’altro, 

 
dei processi di procurement delle pubbliche 
amministrazioni e identifica le caratteristiche tecniche 
generali dei sistemi telematici (c.d. piattaforme di e-
procurement) per lo svolgimento delle attività connesse 
alle procedure di acquisto e di negoziazione disciplinate 
dal Codice. Come stabilito dal predetto regolamento, 
l’Agenzia per l’Italia Digitale definirà, con apposite 
Linee guida emanate ai sensi dell’articolo 71 del CAD, 
le regole tecniche per la digitalizzazione delle procedure 
di acquisto e di negoziazione e le migliori pratiche per il 
funzionamento dei sistemi telematici utilizzati per lo 
svolgimento delle attività connesse alle medesime 
procedure, secondo standard tecnici di interoperabilità 
definiti a livello europeo o nazionale. 
32 Denominata M6C1: reti di prossimità, strutture e 
telemedicina per l’assistenza sanitaria territoriale 
33 Al proposito, ha evidenziato il ruolo del PNRR nella 
lotta alle disuguaglianze M. Dugato nel suo intervento 
al webinar Dialoghi di diritto dell’economia. 60 minuti 
con Fabio Cintioli e Marco Dugato discutendo di PNRR 
e messa a terra dei progetti, tenutosi il 14 dicembre 
2021. 

migliorerebbero i livelli di efficienza dei 
sistemi sanitari regionali tramite la 
promozione dell’assistenza domiciliare e di 
protocolli di monitoraggio da remoto.  

L’intervento si traduce nel finanziamento 
di progetti di telemedicina proposti dalle 
Regioni sulla base delle priorità e delle linee 
guida definite dal Ministero della Salute. Tali 
progetti potranno riguardare ogni ambito 
clinico e promuovere un’ampia gamma di 
funzionalità lungo l’intero percorso di 
prevenzione e cura: tele-assistenza, tele-
consulto, tele-monitoraggio e tele-
refertazione. Per ottenere i finanziamenti, 
tuttavia, i progetti dovranno innanzitutto 
potersi integrare con il Fascicolo Sanitario 
Elettronico, raggiungere target quantitativi di 
performance legati ai principali obiettivi della 
telemedicina e del Sistema Sanitario 
Nazionale, nonché garantire che il loro 
sviluppo si traduca in una effettiva 
armonizzazione dei servizi sanitari. Saranno, 
infatti, privilegiati progetti che insistono su 
più Regioni, fanno leva su esperienze di 
successo esistenti, e ambiscono a costruire 
vere e proprio “piattaforme di telemedicina”.  

Tra gli obiettivi principali, vi è quello di 
identificare un modello condiviso per 
l’erogazione delle cure domiciliari (ADI) 
supportate dalle nuove tecnologie 
(telemedicina, domotica, digitalizzazione), 
l’attivazione delle COT (Centrali Operative 
Territoriali) e l’utilizzo della telemedicina per 
supportare al meglio i pazienti con malattie 
croniche. 

Uno dei primi traguardi, fissato per il 2022, 
è l’approvazione di un Accordo in Conferenza 
Stato-Regioni sulle Linee guida contenenti il 
modello digitale per l’attuazione 
dell’assistenza domiciliare. In tale contesto, 
sarà necessario giungere all’approvazione di 
un Contratto istituzionale di sviluppo 
sull’assistenza domiciliare che espliciti, per 
ogni intervento o categoria di interventi, il 
cronoprogramma, le responsabilità dei 
contraenti, i criteri di valutazione e 
monitoraggio e le sanzioni in caso di 
inadempienza (definanziamento, anche 
parziale, degli interventi ovvero attribuzione 
delle relative risorse ad altro livello di 
governo, nel rispetto del principio di 
sussidiarietà). 

Connesso e successivo a tal sviluppo, vi è 
poi l’obiettivo, fissato per il 2024, di 
raggiungere la piena operatività di 600 
Centrali Operative Territoriali (COT) attivate 
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una in ogni distretto (quindi, ogni 100.000 
abitanti circa), cui affidare il coordinamento 
dei servizi domiciliari con gli altri servizi 
sanitari, assicurando l’interfaccia con gli 
ospedali e la rete di emergenza-urgenza.  

L’utilizzo diffuso della telemedicina, con 
l’obiettivo di assistere almeno 200.000 
persone entro il 2025, è ovviamente 
dipendente dal raggiungimento degli obiettivi 
infrastrutturali ed organizzativi, oltre che dal 
miglioramento dell’accessibilità dei servizi 
pubblici digitali per l’inclusione dei cittadini, 
cui tende, precisamente, la già citata missione 
1. 

Occorrerà, peraltro, prestare particolare 
attenzione alla gestione delle piattaforme, alle 
relative procedure di appalto, in modo da 
favorire il più possibile l’accessibilità delle 
amministrazioni alla fase di sviluppo di 
applicazioni e tecnologie, per poter soddisfare 
al meglio i bisogni della collettività nonché gli 
obiettivi di efficienza delle amministrazioni, 
che dovranno svolgere una parte attiva 
nell’implementazione dei sistemi, sulla scorta 
dell’esperienza specifica. 

Inoltre, sarà fondamentale affrontare il 
tema dell’inserimento della telemedicina tra i 
LEA, ove venisse messo a regime, imponendo 
che ogni struttura venga adeguatamente dotata 
di specifica strumentazione. E sarà 
fondamentale l’individuazione e 
l’aggiornamento di standard specifici, utili 
anche ai fini della valutazione delle strutture 
sanitarie in regime di accreditamento. 

Infine, come già opportunamente previsto 
nel Piano per gran parte degli interventi, anche 
in sanità sarà utile individuare e formare 
strutture che vigilino e monitorino 
l’applicazione delle nuove tecnologie, al fine 
di verificare che l’attuazione della riforma 
avvenga correttamente. 

Lo sviluppo di metodi più agili di 
erogazione dei servizi sanitari, settore 
fortemente ed evidentemente coinvolto 
dall’implementazione digitale, ha trovato 
traduzione anche in numerose disposizioni a 
livello regionale, specialmente nell’ultimo 
anno, al fine di far fronte a difficoltà 
logistiche mai sperimentate.  

Tra i tanti, si pensi ad esempio al Decreto 
del Commissario ad Acta della Regione Lazio 
del 22 luglio 2020, n. U0010, recante 
l’attivazione di servizi di telemedicina in 
ambito specialistico e territoriale, quali 
teleservizi sociosanitari territoriali, televisite e 
teleconsulti, nell’ambito della piattaforma 

“Salute digitale”, utilizzabile per l’interazione, 
in videoconferenza, tra professionisti sanitari e 
pazienti nel rispetto della privacy. Precisa, 
poi, lo stesso Decreto, nel capitolo 14 sulla 
cultura digitale, ritenendo che 
“l’implementazione dei servizi di telemedicina 
all’interno dei processi organizzativi e clinico 
assistenziali, richiede certamente 
l’acquisizione di competenze digitali relative 
alle opportunità offerte dai suddetti servizi e 
alla gestione degli stessi, sia da parte delle 
aziende, dei professionisti e degli assistiti 
coinvolti nelle attività. In coerenza con quanto 
indicato nel “Piano di riorganizzazione, 
riqualificazione e sviluppo del Servizio 
Sanitario Regionale 2019-2021” è obiettivo 
regionale la realizzazione di iniziative di 
informazione e formazione dei pazienti 
all’autocura della propria patologia attraverso 
strumenti di Telesalute, e di un percorso di 
formazione degli operatori sulle nuove 
tecnologie al servizio dei percorsi clinici, 
anche in collaborazione con le Università 
regionali e con le Aziende sanitarie che hanno 
realizzato interventi significativi nell’ambito 
della telemedicina”.  

Si pensi, inoltre, alle Ordinanze del 
Presidente della Giunta Regionale abruzzese 
n. 34 del 10.04.2020 recante “Misure urgenti 
regionali durante l’emergenza COVID-19. 
Telemedicina applicata al diabete” e n. 33 del 
10.04.2020 in merito all’ordinanza 
presidenziale n. 24 del 03 aprile 2020 
“Gestione del paziente autistico nella fase 
dell’emergenza COVID-19 - Telemedicina 
applicata ai Disturbi dello Spettro Autistico”, 
che nel corso della pandemia hanno tentato di 
conservare una connessione con i pazienti 
nell’ambito di un non rinviabile percorso di 
cura.  

E la Giunta Regionale lombarda con 
deliberazione N° XI/3326 del 30/06/2020, 
nell’ottica della promozione del 
distanziamento sociale e della protezione dei 
pazienti fragili, ha auspicato, in particolare per 
le attività di follow up connesse ai contagi per 
COVID, uno sforzo di tutte le strutture 
sanitarie regionali per l’introduzione di 
sistemi di telemedicina di facile utilizzo, 
aderenti alle disposizioni normative vigenti, 
anche in relazione alla protezione dei dati 
personali, prevedendo che le prestazioni di 
follow up possano essere erogate anche in 
telemedicina, previa indicazione delle 
modalità di esecuzione e di rendicontazione 
delle stesse da parte della DGW. 
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state adottate con il DPCM 12 agosto 2021, n. 
148 (pubblicato nella G.U. 26 ottobre 2021, n. 
256), in attuazione dell’art. 44 comma 1, del 
Codice dei contratti. Ovviamente, 
l’evoluzione digitale del procedimento ad 
evidenza pubblica è fondamentale in sanità, 
ove la rapidità ed efficienza 
dell’approvvigionamento è condizione 
fondamentale per la garanzia delle prestazioni. 

La Missione 6, invece, denominata salute, 
prevede due componenti entrambe coinvolte 
nel processo di digitalizzazione, 
specificamente rivolto al comparto sanitario. 

La prima componente32, infatti, si pone 
l’obiettivo di sviluppare la telemedicina, utile 
tanto a superare la frammentazione e la 
mancanza di omogeneità dei servizi sanitari 
offerti sul territorio, quanto a ricercare 
soluzioni innovative a sostegno dell’assistenza 
domiciliare. 

Nell’ottica del Piano, i servizi di 
telemedicina, contribuendo ad affrontare le 
principali sfide dei Sistemi Sanitari Nazionali, 
rappresenterebbero un importante mezzo per 
contribuire a ridurre gli attuali divari 
geografici e territoriali in termini sanitari 
grazie all’armonizzazione degli standard di 
cura garantiti dalla tecnologia. E il PNRR 
prevede numerosi strumenti finalizzati proprio 
alla riduzione delle disuguaglianze33, quali 
evidenti limiti socio-economici alla ripresa del 
Paese, considerando che quest’ultima passa 
attraverso un’azione forte in termini di 
inclusione e sostenibilità. Inoltre, da un lato, 
garantirebbero una migliore “esperienza di 
cura” per gli assistiti, grazie alla fruizione del 
servizio a domicilio, e, dall’altro, 

 
dei processi di procurement delle pubbliche 
amministrazioni e identifica le caratteristiche tecniche 
generali dei sistemi telematici (c.d. piattaforme di e-
procurement) per lo svolgimento delle attività connesse 
alle procedure di acquisto e di negoziazione disciplinate 
dal Codice. Come stabilito dal predetto regolamento, 
l’Agenzia per l’Italia Digitale definirà, con apposite 
Linee guida emanate ai sensi dell’articolo 71 del CAD, 
le regole tecniche per la digitalizzazione delle procedure 
di acquisto e di negoziazione e le migliori pratiche per il 
funzionamento dei sistemi telematici utilizzati per lo 
svolgimento delle attività connesse alle medesime 
procedure, secondo standard tecnici di interoperabilità 
definiti a livello europeo o nazionale. 
32 Denominata M6C1: reti di prossimità, strutture e 
telemedicina per l’assistenza sanitaria territoriale 
33 Al proposito, ha evidenziato il ruolo del PNRR nella 
lotta alle disuguaglianze M. Dugato nel suo intervento 
al webinar Dialoghi di diritto dell’economia. 60 minuti 
con Fabio Cintioli e Marco Dugato discutendo di PNRR 
e messa a terra dei progetti, tenutosi il 14 dicembre 
2021. 

migliorerebbero i livelli di efficienza dei 
sistemi sanitari regionali tramite la 
promozione dell’assistenza domiciliare e di 
protocolli di monitoraggio da remoto.  

L’intervento si traduce nel finanziamento 
di progetti di telemedicina proposti dalle 
Regioni sulla base delle priorità e delle linee 
guida definite dal Ministero della Salute. Tali 
progetti potranno riguardare ogni ambito 
clinico e promuovere un’ampia gamma di 
funzionalità lungo l’intero percorso di 
prevenzione e cura: tele-assistenza, tele-
consulto, tele-monitoraggio e tele-
refertazione. Per ottenere i finanziamenti, 
tuttavia, i progetti dovranno innanzitutto 
potersi integrare con il Fascicolo Sanitario 
Elettronico, raggiungere target quantitativi di 
performance legati ai principali obiettivi della 
telemedicina e del Sistema Sanitario 
Nazionale, nonché garantire che il loro 
sviluppo si traduca in una effettiva 
armonizzazione dei servizi sanitari. Saranno, 
infatti, privilegiati progetti che insistono su 
più Regioni, fanno leva su esperienze di 
successo esistenti, e ambiscono a costruire 
vere e proprio “piattaforme di telemedicina”.  

Tra gli obiettivi principali, vi è quello di 
identificare un modello condiviso per 
l’erogazione delle cure domiciliari (ADI) 
supportate dalle nuove tecnologie 
(telemedicina, domotica, digitalizzazione), 
l’attivazione delle COT (Centrali Operative 
Territoriali) e l’utilizzo della telemedicina per 
supportare al meglio i pazienti con malattie 
croniche. 

Uno dei primi traguardi, fissato per il 2022, 
è l’approvazione di un Accordo in Conferenza 
Stato-Regioni sulle Linee guida contenenti il 
modello digitale per l’attuazione 
dell’assistenza domiciliare. In tale contesto, 
sarà necessario giungere all’approvazione di 
un Contratto istituzionale di sviluppo 
sull’assistenza domiciliare che espliciti, per 
ogni intervento o categoria di interventi, il 
cronoprogramma, le responsabilità dei 
contraenti, i criteri di valutazione e 
monitoraggio e le sanzioni in caso di 
inadempienza (definanziamento, anche 
parziale, degli interventi ovvero attribuzione 
delle relative risorse ad altro livello di 
governo, nel rispetto del principio di 
sussidiarietà). 

Connesso e successivo a tal sviluppo, vi è 
poi l’obiettivo, fissato per il 2024, di 
raggiungere la piena operatività di 600 
Centrali Operative Territoriali (COT) attivate 
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una in ogni distretto (quindi, ogni 100.000 
abitanti circa), cui affidare il coordinamento 
dei servizi domiciliari con gli altri servizi 
sanitari, assicurando l’interfaccia con gli 
ospedali e la rete di emergenza-urgenza.  

L’utilizzo diffuso della telemedicina, con 
l’obiettivo di assistere almeno 200.000 
persone entro il 2025, è ovviamente 
dipendente dal raggiungimento degli obiettivi 
infrastrutturali ed organizzativi, oltre che dal 
miglioramento dell’accessibilità dei servizi 
pubblici digitali per l’inclusione dei cittadini, 
cui tende, precisamente, la già citata missione 
1. 

Occorrerà, peraltro, prestare particolare 
attenzione alla gestione delle piattaforme, alle 
relative procedure di appalto, in modo da 
favorire il più possibile l’accessibilità delle 
amministrazioni alla fase di sviluppo di 
applicazioni e tecnologie, per poter soddisfare 
al meglio i bisogni della collettività nonché gli 
obiettivi di efficienza delle amministrazioni, 
che dovranno svolgere una parte attiva 
nell’implementazione dei sistemi, sulla scorta 
dell’esperienza specifica. 

Inoltre, sarà fondamentale affrontare il 
tema dell’inserimento della telemedicina tra i 
LEA, ove venisse messo a regime, imponendo 
che ogni struttura venga adeguatamente dotata 
di specifica strumentazione. E sarà 
fondamentale l’individuazione e 
l’aggiornamento di standard specifici, utili 
anche ai fini della valutazione delle strutture 
sanitarie in regime di accreditamento. 

Infine, come già opportunamente previsto 
nel Piano per gran parte degli interventi, anche 
in sanità sarà utile individuare e formare 
strutture che vigilino e monitorino 
l’applicazione delle nuove tecnologie, al fine 
di verificare che l’attuazione della riforma 
avvenga correttamente. 

Lo sviluppo di metodi più agili di 
erogazione dei servizi sanitari, settore 
fortemente ed evidentemente coinvolto 
dall’implementazione digitale, ha trovato 
traduzione anche in numerose disposizioni a 
livello regionale, specialmente nell’ultimo 
anno, al fine di far fronte a difficoltà 
logistiche mai sperimentate.  

Tra i tanti, si pensi ad esempio al Decreto 
del Commissario ad Acta della Regione Lazio 
del 22 luglio 2020, n. U0010, recante 
l’attivazione di servizi di telemedicina in 
ambito specialistico e territoriale, quali 
teleservizi sociosanitari territoriali, televisite e 
teleconsulti, nell’ambito della piattaforma 

“Salute digitale”, utilizzabile per l’interazione, 
in videoconferenza, tra professionisti sanitari e 
pazienti nel rispetto della privacy. Precisa, 
poi, lo stesso Decreto, nel capitolo 14 sulla 
cultura digitale, ritenendo che 
“l’implementazione dei servizi di telemedicina 
all’interno dei processi organizzativi e clinico 
assistenziali, richiede certamente 
l’acquisizione di competenze digitali relative 
alle opportunità offerte dai suddetti servizi e 
alla gestione degli stessi, sia da parte delle 
aziende, dei professionisti e degli assistiti 
coinvolti nelle attività. In coerenza con quanto 
indicato nel “Piano di riorganizzazione, 
riqualificazione e sviluppo del Servizio 
Sanitario Regionale 2019-2021” è obiettivo 
regionale la realizzazione di iniziative di 
informazione e formazione dei pazienti 
all’autocura della propria patologia attraverso 
strumenti di Telesalute, e di un percorso di 
formazione degli operatori sulle nuove 
tecnologie al servizio dei percorsi clinici, 
anche in collaborazione con le Università 
regionali e con le Aziende sanitarie che hanno 
realizzato interventi significativi nell’ambito 
della telemedicina”.  

Si pensi, inoltre, alle Ordinanze del 
Presidente della Giunta Regionale abruzzese 
n. 34 del 10.04.2020 recante “Misure urgenti 
regionali durante l’emergenza COVID-19. 
Telemedicina applicata al diabete” e n. 33 del 
10.04.2020 in merito all’ordinanza 
presidenziale n. 24 del 03 aprile 2020 
“Gestione del paziente autistico nella fase 
dell’emergenza COVID-19 - Telemedicina 
applicata ai Disturbi dello Spettro Autistico”, 
che nel corso della pandemia hanno tentato di 
conservare una connessione con i pazienti 
nell’ambito di un non rinviabile percorso di 
cura.  

E la Giunta Regionale lombarda con 
deliberazione N° XI/3326 del 30/06/2020, 
nell’ottica della promozione del 
distanziamento sociale e della protezione dei 
pazienti fragili, ha auspicato, in particolare per 
le attività di follow up connesse ai contagi per 
COVID, uno sforzo di tutte le strutture 
sanitarie regionali per l’introduzione di 
sistemi di telemedicina di facile utilizzo, 
aderenti alle disposizioni normative vigenti, 
anche in relazione alla protezione dei dati 
personali, prevedendo che le prestazioni di 
follow up possano essere erogate anche in 
telemedicina, previa indicazione delle 
modalità di esecuzione e di rendicontazione 
delle stesse da parte della DGW. 
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Ciò anche alla luce delle scarsamente 
ascoltate “Linee di indirizzo nazionali – 
telemedicina”, già approvate nella seduta del 
10 luglio 2012 dell’Assemblea generale del 
Consiglio Superiore di Sanità, che tra l’altro 
avevano previsto che le strutture sanitarie, per 
poter esercitare attività di Telemedicina nelle 
varie discipline con oneri a carico del Servizio 
Sanitario Nazionale, debbano essere 
accreditate dalla Regione per la disciplina 
specialistica per la quale intendano attivare 
singole prestazioni di Telemedicina e/o 
percorsi clinici assistenziali (PCA o PDTA) 
integrati con le attività di Telemedicina, 
nonché documentare le necessarie attività 
formative per i medici, al fine di garantire la 
corretta erogazione delle prestazioni, e che il 
paziente possa essere supportato da un 
caregiver o da un operatore sanitario nella 
gestione della comunicazione. 

Questi sono solo alcuni dei passaggi della 
riforma tecnologica del Servizio Sanitario, 
ancora ampiamente in corso, ma stimolata già 
all’inizio della pandemia ad inizio 2020. 

Ed anche la componente n.2 della missione 
634 interessa il processo di digitalizzazione, in 
quanto finalizzata a rinnovare la sanità e 
valorizzare gli investimenti nel sistema salute 
in termini di risorse umane, digitali, 
strutturali, strumentali e tecnologici, nonché a 
potenziare e innovare la struttura tecnologica e 
digitale del SSN a livello Centrale e 
Regionale. 

Chiave del processo di modernizzazione 
del SSN è considerato quindi il continuo 
aggiornamento delle competenze cliniche e 
assistenziali degli operatori sanitari e sociali, 
nonché il miglioramento della qualità 
strutturale degli ospedali, che non può 
prescindere dagli interventi riguardanti la 
formazione di figure centrali come i medici di 
base e i ruoli ospedalieri apicali. Tale processo 
è diretto a definire il quadro per gli interventi 
di potenziamento della cd. “Sanità digitale”, 
volti a migliorare la qualità e la tempestività 
delle cure mediche in un contesto nel quale il 
paziente è parte attiva del processo clinico-
assistenziale, anche garantendo la tutela dei 
dati ed un loro utilizzo efficace nella 
programmazione sanitaria. 

La Componente 2 ha come soggetti 
attuatori le Regioni italiane, le ASL e gli 
ospedali, che attraverso strumenti digitali e 

 
34 Denominata M6C2: innovazione, ricerca e 
digitalizzazione del servizio sanitario nazionale. 

tecnologicamente avanzati potranno governare 
meglio la filiera sanitaria dell’offerta 
assistenziale. 

Gli investimenti previsti sono certamente 
investimenti finanziari sulle infrastrutture, al 
fine di contrastare l’obsolescenza, ma il 
mutamento maggiore dovrà provenire 
indubbiamente dal personale, dall’utenza e da 
ogni operatore coinvolto nella filiera. 

Ancora una volta, di fondamentale 
importanza è la formazione, a carattere il più 
possibile trasversale e interdisciplinare. Le 
fragilità tecniche e la scarsa professionalità si 
tradurrebbero inevitabilmente in 
inadempimenti, nei confronti dell’utenza dei 
servizi e nei confronti della transizione 
digitale. 

È certamente per tale ragione che 
l’intervento di Sviluppo delle competenze 
tecniche, professionali, digitali e manageriali 
del personale del SSN, andrà attuato mediante 
la previsione di borse di studio per corsi 
specifici di medicina generale e un piano di 
formazione per professionisti del SSN per 
competenze manageriali e digitali specifiche, 
da svolgersi in tappe progressive entro il 2024 
e il 2026. 

L’evoluzione della Sanità passa poi da un 
cambio di impostazione importante, in linea 
con l’approccio One health 35, caro al dibattito 
sovranazionale36 e finalizzato a mutare la 
tutela della salute del cittadino. La salute 
umana è strettamente connessa alla salute 
animale e dell’ambiente, per cui è importante 
considerare un approccio One Health nella 
prevenzione e nella preparedness per 
affrontare prontamente possibili minacce per 
la salute emergenti dall’interfaccia uomo-
animale-ambiente. 

Conclusivamente, il PNRR prevede quindi, 
da un lato, l’ammodernamento del parco 
tecnologico e digitale ospedaliero e, dall’altro, 
lo sviluppo delle competenze manageriali e 
digitali del personale del SSN. 

Si auspica al proposito che ogni riforma, 

 
35 One health: un approccio che, tramite l’interazione di 
più competenze professionali, consenta di affrontare in 
modo sistemico i bisogni delle persone sulla base della 
relazione tra la loro salute e l’ambiente in cui vivono, 
anche al fine di ottimizzare gli investimenti in salute, in 
termini di spesa sanitaria (one health). 
36 In merito al potenziamento ulteriore di sistemi 
interoperabili di allarme rapido, sorveglianza e 
attivazione, si è espresso il G20 nella Dichiarazione di 
Roma del 21 maggio 2021 e nella Dichiarazione dei 
Ministri della Salute G20 di Roma del 5-6 settembre 
2021. 
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ogni linea guida, ogni programmazione possa 
essere predisposta con modalità chiare e 
coerenti con gli obiettivi complessivi, 
garantendo una fondamentale visione di 
insieme, globale ed interdisciplinare. 

Sulla missione 6, a dicembre 2021, non 
risultano ancora intervenuti provvedimenti 
attuativi dei relativi obiettivi, ma è ben 
comprensibile, considerato che sono stati 
appena avviati i processi evolutivi preliminari 
e a carattere generale comuni alla pubblica 
amministrazione nel suo complesso. 

Gli obiettivi sono tanti e il percorso è 
tracciato, ma -richiamandosi ad una nota frase 
associata a Massimo D’Azeglio- fatte le 
riforme digitali in Italia occorrerà fare l’Italia 
e gli italiani digitali. 

3. Una trazione sovranazionale è possibile? 
Il processo di transizione digitale trova 

ampia attenzione nei contesti sovranazionali, 
Unione Europea in primis. 

Ciò sotto principalmente due profili, quali 
mercato unico digitale e accesso ai dati 37. È 
ovvio poi che vi siano numerose attenzioni 
funzionali a specifiche discipline settoriali. Si 
pensi, ad esempio, al tema dei contratti 
pubblici, alla circolazione di merci persone e 
servizi, al fascicolo sanitario elettronico, ai 
diritti d’autore, alla transizione green. 
Tuttavia, a fronte dell’evoluzione tecnologica 
è inevitabile che ogni disciplina preveda o 
presupponga una certa infrastruttura o una 
data progressione formativa in termini digitali. 

E il primo fronte che richiede, anzi 
pretende, una adeguata digitalizzazione è 
certamente l’amministrazione pubblica, quale 
naturale partner dialogante con i cittadini nella 
fruizione dei servizi. Ne consegue che 
l’attenzione del legislatore comunitario è stata 
rivolta all’eGovernment e in generale allo 
sviluppo della pubblica amministrazione dei 
Paesi membri dell’Unione, nonché dei relativi 
servizi e piattaforme utilizzate. 

È per questo che, dal 2005, la 
 

37 E il pensiero non può non andare alla Comunicazione 
della Commissione «Strategia per il mercato unico 
digitale in Europa», COM(2015) 192 del 6.5.2015, alla 
Direttiva (UE) 2019/790 sul diritto d’autore e sui diritti 
connessi nel mercato unico digitale, alla Direttiva (UE) 
2019/770 relativa a determinati aspetti dei contratti di 
fornitura di contenuto digitale e di servizi digitali, 
nonché al Regolamento (UE) 2016/679 del Parlamento 
europeo e del Consiglio, del 27 aprile 2016, relativo alla 
protezione delle persone fisiche con riguardo al 
trattamento dei dati personali, nonché alla libera 
circolazione di tali dati (GDPR). 

Commissione europea ha adottato piani 
d’azione per l’eGovernment al fine di 
promuovere la modernizzazione del settore 
della pubblica amministrazione in tutta l’UE. 

Il palese obiettivo di tale programmazione 
politica e, in parte, normativa, è ed è stato 
quello di sostenere il coordinamento, la 
collaborazione e le azioni comuni in materia 
di eGovernment tra tutti gli Stati, a 
prescindere da una specifica competenza 
unionale. 

Il TFUE dedica alla cooperazione 
amministrativa l’art. 197, prevedendo che 
l’Unione possa sostenere gli sforzi degli Stati 
membri volti a migliorare la loro capacità 
amministrativa di attuare il diritto 
dell’Unione, in ragione del ruolo 
fondamentale che l’attuazione amministrativa 
(e, quindi, non solo legislativa) ricopre per il 
buon funzionamento dell’Unione. 

Ed il processo europeo si muove sempre 
più nel solco dell’influenza del diritto 
amministrativo dell’Unione Europea su quello 
dei singoli Stati membri. Se all’origine della 
Comunità Europea era stato riconosciuto un 
certo grado di autosufficienza tra gli Stati, in 
virtù della sostanziale sovranità di essi, ora è 
evidente che gli Stati membri siano 
interdipendenti e profondamente segnati dal 
legame con le Istituzioni europee38. Tuttavia, 
proprio la collaborazione tra UE e Stati 
membri risulta fondamentale per il 
perseguimento degli obiettivi comunitari in 
quanto, come autorevolmente sostenuto39, 
l’Unione può essere forte solo con Stati e 
pubbliche amministrazioni efficienti. 

L’ultimo piano di azione è stato adottato 
con la Comunicazione della Commissione al 
Parlamento Europeo, al Consiglio, al 
Comitato economico e sociale europeo e al 
Comitato delle regioni Piano d’azione dell’UE 

 
38 Tale procedimento di europeizzazione del diritto 
nazionale si è sviluppato enormemente nell’ultimo 
decennio, ma trova un famoso abbrivio nella nota 
sentenza Corte di Giustizia Europea (CGE), 5 febbraio 
1963, C-26/62, Van Gend en Loos/Administratie der 
Belastingen, in curia.europa.eu, secondo cui “la 
Comunità costituisce un ordinamento giuridico di nuovo 
genere nel campo del diritto internazionale, a favore del 
quale gli Stati hanno rinunziato, anche se in settori 
limitati, ai loro poteri sovrani, ordinamento che 
riconosce come soggetti, non soltanto gli Stati membri 
ma anche i loro cittadini”. Con tale pronuncia venne in 
sostanza affidata maggiore forza alla CEE e alla CGE, 
quale organo giudicante l’operato degli Stati. 
39 Così A. von Bogdandy nella sua relazione dal titolo I 
principi costituzionali nell’epoca dell’europeizzazione e 
globalizzazione tenutasi presso l’Università di Bologna 
in data 4 novembre 2015. 
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Ciò anche alla luce delle scarsamente 
ascoltate “Linee di indirizzo nazionali – 
telemedicina”, già approvate nella seduta del 
10 luglio 2012 dell’Assemblea generale del 
Consiglio Superiore di Sanità, che tra l’altro 
avevano previsto che le strutture sanitarie, per 
poter esercitare attività di Telemedicina nelle 
varie discipline con oneri a carico del Servizio 
Sanitario Nazionale, debbano essere 
accreditate dalla Regione per la disciplina 
specialistica per la quale intendano attivare 
singole prestazioni di Telemedicina e/o 
percorsi clinici assistenziali (PCA o PDTA) 
integrati con le attività di Telemedicina, 
nonché documentare le necessarie attività 
formative per i medici, al fine di garantire la 
corretta erogazione delle prestazioni, e che il 
paziente possa essere supportato da un 
caregiver o da un operatore sanitario nella 
gestione della comunicazione. 

Questi sono solo alcuni dei passaggi della 
riforma tecnologica del Servizio Sanitario, 
ancora ampiamente in corso, ma stimolata già 
all’inizio della pandemia ad inizio 2020. 

Ed anche la componente n.2 della missione 
634 interessa il processo di digitalizzazione, in 
quanto finalizzata a rinnovare la sanità e 
valorizzare gli investimenti nel sistema salute 
in termini di risorse umane, digitali, 
strutturali, strumentali e tecnologici, nonché a 
potenziare e innovare la struttura tecnologica e 
digitale del SSN a livello Centrale e 
Regionale. 

Chiave del processo di modernizzazione 
del SSN è considerato quindi il continuo 
aggiornamento delle competenze cliniche e 
assistenziali degli operatori sanitari e sociali, 
nonché il miglioramento della qualità 
strutturale degli ospedali, che non può 
prescindere dagli interventi riguardanti la 
formazione di figure centrali come i medici di 
base e i ruoli ospedalieri apicali. Tale processo 
è diretto a definire il quadro per gli interventi 
di potenziamento della cd. “Sanità digitale”, 
volti a migliorare la qualità e la tempestività 
delle cure mediche in un contesto nel quale il 
paziente è parte attiva del processo clinico-
assistenziale, anche garantendo la tutela dei 
dati ed un loro utilizzo efficace nella 
programmazione sanitaria. 

La Componente 2 ha come soggetti 
attuatori le Regioni italiane, le ASL e gli 
ospedali, che attraverso strumenti digitali e 

 
34 Denominata M6C2: innovazione, ricerca e 
digitalizzazione del servizio sanitario nazionale. 

tecnologicamente avanzati potranno governare 
meglio la filiera sanitaria dell’offerta 
assistenziale. 

Gli investimenti previsti sono certamente 
investimenti finanziari sulle infrastrutture, al 
fine di contrastare l’obsolescenza, ma il 
mutamento maggiore dovrà provenire 
indubbiamente dal personale, dall’utenza e da 
ogni operatore coinvolto nella filiera. 

Ancora una volta, di fondamentale 
importanza è la formazione, a carattere il più 
possibile trasversale e interdisciplinare. Le 
fragilità tecniche e la scarsa professionalità si 
tradurrebbero inevitabilmente in 
inadempimenti, nei confronti dell’utenza dei 
servizi e nei confronti della transizione 
digitale. 

È certamente per tale ragione che 
l’intervento di Sviluppo delle competenze 
tecniche, professionali, digitali e manageriali 
del personale del SSN, andrà attuato mediante 
la previsione di borse di studio per corsi 
specifici di medicina generale e un piano di 
formazione per professionisti del SSN per 
competenze manageriali e digitali specifiche, 
da svolgersi in tappe progressive entro il 2024 
e il 2026. 

L’evoluzione della Sanità passa poi da un 
cambio di impostazione importante, in linea 
con l’approccio One health 35, caro al dibattito 
sovranazionale36 e finalizzato a mutare la 
tutela della salute del cittadino. La salute 
umana è strettamente connessa alla salute 
animale e dell’ambiente, per cui è importante 
considerare un approccio One Health nella 
prevenzione e nella preparedness per 
affrontare prontamente possibili minacce per 
la salute emergenti dall’interfaccia uomo-
animale-ambiente. 

Conclusivamente, il PNRR prevede quindi, 
da un lato, l’ammodernamento del parco 
tecnologico e digitale ospedaliero e, dall’altro, 
lo sviluppo delle competenze manageriali e 
digitali del personale del SSN. 

Si auspica al proposito che ogni riforma, 

 
35 One health: un approccio che, tramite l’interazione di 
più competenze professionali, consenta di affrontare in 
modo sistemico i bisogni delle persone sulla base della 
relazione tra la loro salute e l’ambiente in cui vivono, 
anche al fine di ottimizzare gli investimenti in salute, in 
termini di spesa sanitaria (one health). 
36 In merito al potenziamento ulteriore di sistemi 
interoperabili di allarme rapido, sorveglianza e 
attivazione, si è espresso il G20 nella Dichiarazione di 
Roma del 21 maggio 2021 e nella Dichiarazione dei 
Ministri della Salute G20 di Roma del 5-6 settembre 
2021. 
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ogni linea guida, ogni programmazione possa 
essere predisposta con modalità chiare e 
coerenti con gli obiettivi complessivi, 
garantendo una fondamentale visione di 
insieme, globale ed interdisciplinare. 

Sulla missione 6, a dicembre 2021, non 
risultano ancora intervenuti provvedimenti 
attuativi dei relativi obiettivi, ma è ben 
comprensibile, considerato che sono stati 
appena avviati i processi evolutivi preliminari 
e a carattere generale comuni alla pubblica 
amministrazione nel suo complesso. 

Gli obiettivi sono tanti e il percorso è 
tracciato, ma -richiamandosi ad una nota frase 
associata a Massimo D’Azeglio- fatte le 
riforme digitali in Italia occorrerà fare l’Italia 
e gli italiani digitali. 

3. Una trazione sovranazionale è possibile? 
Il processo di transizione digitale trova 

ampia attenzione nei contesti sovranazionali, 
Unione Europea in primis. 

Ciò sotto principalmente due profili, quali 
mercato unico digitale e accesso ai dati 37. È 
ovvio poi che vi siano numerose attenzioni 
funzionali a specifiche discipline settoriali. Si 
pensi, ad esempio, al tema dei contratti 
pubblici, alla circolazione di merci persone e 
servizi, al fascicolo sanitario elettronico, ai 
diritti d’autore, alla transizione green. 
Tuttavia, a fronte dell’evoluzione tecnologica 
è inevitabile che ogni disciplina preveda o 
presupponga una certa infrastruttura o una 
data progressione formativa in termini digitali. 

E il primo fronte che richiede, anzi 
pretende, una adeguata digitalizzazione è 
certamente l’amministrazione pubblica, quale 
naturale partner dialogante con i cittadini nella 
fruizione dei servizi. Ne consegue che 
l’attenzione del legislatore comunitario è stata 
rivolta all’eGovernment e in generale allo 
sviluppo della pubblica amministrazione dei 
Paesi membri dell’Unione, nonché dei relativi 
servizi e piattaforme utilizzate. 

È per questo che, dal 2005, la 
 

37 E il pensiero non può non andare alla Comunicazione 
della Commissione «Strategia per il mercato unico 
digitale in Europa», COM(2015) 192 del 6.5.2015, alla 
Direttiva (UE) 2019/790 sul diritto d’autore e sui diritti 
connessi nel mercato unico digitale, alla Direttiva (UE) 
2019/770 relativa a determinati aspetti dei contratti di 
fornitura di contenuto digitale e di servizi digitali, 
nonché al Regolamento (UE) 2016/679 del Parlamento 
europeo e del Consiglio, del 27 aprile 2016, relativo alla 
protezione delle persone fisiche con riguardo al 
trattamento dei dati personali, nonché alla libera 
circolazione di tali dati (GDPR). 

Commissione europea ha adottato piani 
d’azione per l’eGovernment al fine di 
promuovere la modernizzazione del settore 
della pubblica amministrazione in tutta l’UE. 

Il palese obiettivo di tale programmazione 
politica e, in parte, normativa, è ed è stato 
quello di sostenere il coordinamento, la 
collaborazione e le azioni comuni in materia 
di eGovernment tra tutti gli Stati, a 
prescindere da una specifica competenza 
unionale. 

Il TFUE dedica alla cooperazione 
amministrativa l’art. 197, prevedendo che 
l’Unione possa sostenere gli sforzi degli Stati 
membri volti a migliorare la loro capacità 
amministrativa di attuare il diritto 
dell’Unione, in ragione del ruolo 
fondamentale che l’attuazione amministrativa 
(e, quindi, non solo legislativa) ricopre per il 
buon funzionamento dell’Unione. 

Ed il processo europeo si muove sempre 
più nel solco dell’influenza del diritto 
amministrativo dell’Unione Europea su quello 
dei singoli Stati membri. Se all’origine della 
Comunità Europea era stato riconosciuto un 
certo grado di autosufficienza tra gli Stati, in 
virtù della sostanziale sovranità di essi, ora è 
evidente che gli Stati membri siano 
interdipendenti e profondamente segnati dal 
legame con le Istituzioni europee38. Tuttavia, 
proprio la collaborazione tra UE e Stati 
membri risulta fondamentale per il 
perseguimento degli obiettivi comunitari in 
quanto, come autorevolmente sostenuto39, 
l’Unione può essere forte solo con Stati e 
pubbliche amministrazioni efficienti. 

L’ultimo piano di azione è stato adottato 
con la Comunicazione della Commissione al 
Parlamento Europeo, al Consiglio, al 
Comitato economico e sociale europeo e al 
Comitato delle regioni Piano d’azione dell’UE 

 
38 Tale procedimento di europeizzazione del diritto 
nazionale si è sviluppato enormemente nell’ultimo 
decennio, ma trova un famoso abbrivio nella nota 
sentenza Corte di Giustizia Europea (CGE), 5 febbraio 
1963, C-26/62, Van Gend en Loos/Administratie der 
Belastingen, in curia.europa.eu, secondo cui “la 
Comunità costituisce un ordinamento giuridico di nuovo 
genere nel campo del diritto internazionale, a favore del 
quale gli Stati hanno rinunziato, anche se in settori 
limitati, ai loro poteri sovrani, ordinamento che 
riconosce come soggetti, non soltanto gli Stati membri 
ma anche i loro cittadini”. Con tale pronuncia venne in 
sostanza affidata maggiore forza alla CEE e alla CGE, 
quale organo giudicante l’operato degli Stati. 
39 Così A. von Bogdandy nella sua relazione dal titolo I 
principi costituzionali nell’epoca dell’europeizzazione e 
globalizzazione tenutasi presso l’Università di Bologna 
in data 4 novembre 2015. 
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Ciò anche alla luce delle scarsamente 
ascoltate “Linee di indirizzo nazionali – 
telemedicina”, già approvate nella seduta del 
10 luglio 2012 dell’Assemblea generale del 
Consiglio Superiore di Sanità, che tra l’altro 
avevano previsto che le strutture sanitarie, per 
poter esercitare attività di Telemedicina nelle 
varie discipline con oneri a carico del Servizio 
Sanitario Nazionale, debbano essere 
accreditate dalla Regione per la disciplina 
specialistica per la quale intendano attivare 
singole prestazioni di Telemedicina e/o 
percorsi clinici assistenziali (PCA o PDTA) 
integrati con le attività di Telemedicina, 
nonché documentare le necessarie attività 
formative per i medici, al fine di garantire la 
corretta erogazione delle prestazioni, e che il 
paziente possa essere supportato da un 
caregiver o da un operatore sanitario nella 
gestione della comunicazione. 

Questi sono solo alcuni dei passaggi della 
riforma tecnologica del Servizio Sanitario, 
ancora ampiamente in corso, ma stimolata già 
all’inizio della pandemia ad inizio 2020. 

Ed anche la componente n.2 della missione 
634 interessa il processo di digitalizzazione, in 
quanto finalizzata a rinnovare la sanità e 
valorizzare gli investimenti nel sistema salute 
in termini di risorse umane, digitali, 
strutturali, strumentali e tecnologici, nonché a 
potenziare e innovare la struttura tecnologica e 
digitale del SSN a livello Centrale e 
Regionale. 

Chiave del processo di modernizzazione 
del SSN è considerato quindi il continuo 
aggiornamento delle competenze cliniche e 
assistenziali degli operatori sanitari e sociali, 
nonché il miglioramento della qualità 
strutturale degli ospedali, che non può 
prescindere dagli interventi riguardanti la 
formazione di figure centrali come i medici di 
base e i ruoli ospedalieri apicali. Tale processo 
è diretto a definire il quadro per gli interventi 
di potenziamento della cd. “Sanità digitale”, 
volti a migliorare la qualità e la tempestività 
delle cure mediche in un contesto nel quale il 
paziente è parte attiva del processo clinico-
assistenziale, anche garantendo la tutela dei 
dati ed un loro utilizzo efficace nella 
programmazione sanitaria. 

La Componente 2 ha come soggetti 
attuatori le Regioni italiane, le ASL e gli 
ospedali, che attraverso strumenti digitali e 

 
34 Denominata M6C2: innovazione, ricerca e 
digitalizzazione del servizio sanitario nazionale. 

tecnologicamente avanzati potranno governare 
meglio la filiera sanitaria dell’offerta 
assistenziale. 

Gli investimenti previsti sono certamente 
investimenti finanziari sulle infrastrutture, al 
fine di contrastare l’obsolescenza, ma il 
mutamento maggiore dovrà provenire 
indubbiamente dal personale, dall’utenza e da 
ogni operatore coinvolto nella filiera. 

Ancora una volta, di fondamentale 
importanza è la formazione, a carattere il più 
possibile trasversale e interdisciplinare. Le 
fragilità tecniche e la scarsa professionalità si 
tradurrebbero inevitabilmente in 
inadempimenti, nei confronti dell’utenza dei 
servizi e nei confronti della transizione 
digitale. 

È certamente per tale ragione che 
l’intervento di Sviluppo delle competenze 
tecniche, professionali, digitali e manageriali 
del personale del SSN, andrà attuato mediante 
la previsione di borse di studio per corsi 
specifici di medicina generale e un piano di 
formazione per professionisti del SSN per 
competenze manageriali e digitali specifiche, 
da svolgersi in tappe progressive entro il 2024 
e il 2026. 

L’evoluzione della Sanità passa poi da un 
cambio di impostazione importante, in linea 
con l’approccio One health 35, caro al dibattito 
sovranazionale36 e finalizzato a mutare la 
tutela della salute del cittadino. La salute 
umana è strettamente connessa alla salute 
animale e dell’ambiente, per cui è importante 
considerare un approccio One Health nella 
prevenzione e nella preparedness per 
affrontare prontamente possibili minacce per 
la salute emergenti dall’interfaccia uomo-
animale-ambiente. 

Conclusivamente, il PNRR prevede quindi, 
da un lato, l’ammodernamento del parco 
tecnologico e digitale ospedaliero e, dall’altro, 
lo sviluppo delle competenze manageriali e 
digitali del personale del SSN. 

Si auspica al proposito che ogni riforma, 

 
35 One health: un approccio che, tramite l’interazione di 
più competenze professionali, consenta di affrontare in 
modo sistemico i bisogni delle persone sulla base della 
relazione tra la loro salute e l’ambiente in cui vivono, 
anche al fine di ottimizzare gli investimenti in salute, in 
termini di spesa sanitaria (one health). 
36 In merito al potenziamento ulteriore di sistemi 
interoperabili di allarme rapido, sorveglianza e 
attivazione, si è espresso il G20 nella Dichiarazione di 
Roma del 21 maggio 2021 e nella Dichiarazione dei 
Ministri della Salute G20 di Roma del 5-6 settembre 
2021. 
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ogni linea guida, ogni programmazione possa 
essere predisposta con modalità chiare e 
coerenti con gli obiettivi complessivi, 
garantendo una fondamentale visione di 
insieme, globale ed interdisciplinare. 

Sulla missione 6, a dicembre 2021, non 
risultano ancora intervenuti provvedimenti 
attuativi dei relativi obiettivi, ma è ben 
comprensibile, considerato che sono stati 
appena avviati i processi evolutivi preliminari 
e a carattere generale comuni alla pubblica 
amministrazione nel suo complesso. 

Gli obiettivi sono tanti e il percorso è 
tracciato, ma -richiamandosi ad una nota frase 
associata a Massimo D’Azeglio- fatte le 
riforme digitali in Italia occorrerà fare l’Italia 
e gli italiani digitali. 

3. Una trazione sovranazionale è possibile? 
Il processo di transizione digitale trova 

ampia attenzione nei contesti sovranazionali, 
Unione Europea in primis. 

Ciò sotto principalmente due profili, quali 
mercato unico digitale e accesso ai dati 37. È 
ovvio poi che vi siano numerose attenzioni 
funzionali a specifiche discipline settoriali. Si 
pensi, ad esempio, al tema dei contratti 
pubblici, alla circolazione di merci persone e 
servizi, al fascicolo sanitario elettronico, ai 
diritti d’autore, alla transizione green. 
Tuttavia, a fronte dell’evoluzione tecnologica 
è inevitabile che ogni disciplina preveda o 
presupponga una certa infrastruttura o una 
data progressione formativa in termini digitali. 

E il primo fronte che richiede, anzi 
pretende, una adeguata digitalizzazione è 
certamente l’amministrazione pubblica, quale 
naturale partner dialogante con i cittadini nella 
fruizione dei servizi. Ne consegue che 
l’attenzione del legislatore comunitario è stata 
rivolta all’eGovernment e in generale allo 
sviluppo della pubblica amministrazione dei 
Paesi membri dell’Unione, nonché dei relativi 
servizi e piattaforme utilizzate. 

È per questo che, dal 2005, la 
 

37 E il pensiero non può non andare alla Comunicazione 
della Commissione «Strategia per il mercato unico 
digitale in Europa», COM(2015) 192 del 6.5.2015, alla 
Direttiva (UE) 2019/790 sul diritto d’autore e sui diritti 
connessi nel mercato unico digitale, alla Direttiva (UE) 
2019/770 relativa a determinati aspetti dei contratti di 
fornitura di contenuto digitale e di servizi digitali, 
nonché al Regolamento (UE) 2016/679 del Parlamento 
europeo e del Consiglio, del 27 aprile 2016, relativo alla 
protezione delle persone fisiche con riguardo al 
trattamento dei dati personali, nonché alla libera 
circolazione di tali dati (GDPR). 

Commissione europea ha adottato piani 
d’azione per l’eGovernment al fine di 
promuovere la modernizzazione del settore 
della pubblica amministrazione in tutta l’UE. 

Il palese obiettivo di tale programmazione 
politica e, in parte, normativa, è ed è stato 
quello di sostenere il coordinamento, la 
collaborazione e le azioni comuni in materia 
di eGovernment tra tutti gli Stati, a 
prescindere da una specifica competenza 
unionale. 

Il TFUE dedica alla cooperazione 
amministrativa l’art. 197, prevedendo che 
l’Unione possa sostenere gli sforzi degli Stati 
membri volti a migliorare la loro capacità 
amministrativa di attuare il diritto 
dell’Unione, in ragione del ruolo 
fondamentale che l’attuazione amministrativa 
(e, quindi, non solo legislativa) ricopre per il 
buon funzionamento dell’Unione. 

Ed il processo europeo si muove sempre 
più nel solco dell’influenza del diritto 
amministrativo dell’Unione Europea su quello 
dei singoli Stati membri. Se all’origine della 
Comunità Europea era stato riconosciuto un 
certo grado di autosufficienza tra gli Stati, in 
virtù della sostanziale sovranità di essi, ora è 
evidente che gli Stati membri siano 
interdipendenti e profondamente segnati dal 
legame con le Istituzioni europee38. Tuttavia, 
proprio la collaborazione tra UE e Stati 
membri risulta fondamentale per il 
perseguimento degli obiettivi comunitari in 
quanto, come autorevolmente sostenuto39, 
l’Unione può essere forte solo con Stati e 
pubbliche amministrazioni efficienti. 

L’ultimo piano di azione è stato adottato 
con la Comunicazione della Commissione al 
Parlamento Europeo, al Consiglio, al 
Comitato economico e sociale europeo e al 
Comitato delle regioni Piano d’azione dell’UE 

 
38 Tale procedimento di europeizzazione del diritto 
nazionale si è sviluppato enormemente nell’ultimo 
decennio, ma trova un famoso abbrivio nella nota 
sentenza Corte di Giustizia Europea (CGE), 5 febbraio 
1963, C-26/62, Van Gend en Loos/Administratie der 
Belastingen, in curia.europa.eu, secondo cui “la 
Comunità costituisce un ordinamento giuridico di nuovo 
genere nel campo del diritto internazionale, a favore del 
quale gli Stati hanno rinunziato, anche se in settori 
limitati, ai loro poteri sovrani, ordinamento che 
riconosce come soggetti, non soltanto gli Stati membri 
ma anche i loro cittadini”. Con tale pronuncia venne in 
sostanza affidata maggiore forza alla CEE e alla CGE, 
quale organo giudicante l’operato degli Stati. 
39 Così A. von Bogdandy nella sua relazione dal titolo I 
principi costituzionali nell’epoca dell’europeizzazione e 
globalizzazione tenutasi presso l’Università di Bologna 
in data 4 novembre 2015. 
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per l’eGovernment 2016-2020, intitolata 
“Accelerare la trasformazione digitale della 
pubblica amministrazione”, COM/2016/0179. 
Tale piano ha inteso fornire supporto ai 
processi amministrativi, migliorare la qualità 
dei servizi e aumentare l’efficienza facendo 
pieno uso delle tecnologie digitali. Inoltre, ha 
programmato di ridurre gli oneri 
amministrativi per imprese e cittadini, 
velocizzando la loro interazione e rendendola 
efficiente, più agevole e meno costosa, 
comportando ulteriori vantaggi economici e 
sociali per la società nel suo complesso. 

L’obiettivo del piano era che, entro il 2020, 
le amministrazioni e le istituzioni pubbliche 
nell’Unione europea fossero aperte, efficienti 
e inclusive e fornissero servizi pubblici 
digitali end-to-end senza frontiere, 
personalizzati e intuitivi a tutti i cittadini e a 
tutte le imprese nell’UE. Il ricorso ad approcci 
innovativi avrebbe permesso di progettare e 
fornire servizi migliori, in linea con le 
esigenze e le richieste di cittadini e imprese. 
Le pubbliche amministrazioni avrebbero 
potuto sfruttare le opportunità offerte dal 
nuovo ambiente digitale per interagire più 
facilmente tra di loro e con le parti interessate. 

Tra i principi base che le iniziative 
connesse al piano d’azione avrebbero dovuto 
osservare vi è il già noto approccio once only, 
in tale occasione denominato principio “una 
tantum”, secondo cui le pubbliche 
amministrazioni avrebbero dovuto evitare di 
chiedere ai cittadini e alle imprese 
informazioni già fornite. Nei casi in cui sia 
consentito, gli uffici della pubblica 
amministrazione si dovrebbero adoperare per 
riutilizzare internamente tali informazioni, nel 
rispetto delle norme in materia di protezione 
dei dati, in modo che sui cittadini e sulle 
imprese non ricadano oneri aggiuntivi.  

Al riguardo, è evidente che la parallela 
attuazione del GDPR, Regolamento (UE) 
2016/679, abbia consentito, almeno sotto il 
profilo privacy, di creare una base comune, 
utile per tutte le PA per fronteggiare la 
rapidità dell’evoluzione tecnologica. 

Più recentemente è, invece, intervenuto il 
Regolamento (UE) 2021/694 che istituisce il 
programma Europa digitale. 

Ai fini della presente analisi, sono 
certamente di particolare interesse gli obiettivi 
specifici n.4, in merito alle competenze 
digitali avanzate, e n. 5, in tema di 
implementazione e impiego ottimale delle 
capacità digitali e interoperabilità. 

Il contributo finanziario da parte 
dell’Unione nell’ambito dell’obiettivo 
specifico 4 intende sostenere lo sviluppo di 
competenze digitali avanzate nei settori 
interessati dal Programma al fine di 
contribuire ad ampliare il bacino di talenti 
dell’Europa, colmare il divario digitale, e 
promuovere una maggiore professionalità. A 
tal fine, l’Unione ha inteso sostenere la 
concezione e la realizzazione di corsi e attività 
di formazione di alta qualità. 

Il contributo dell’Unione nell’ambito 
dell’obiettivo specifico 5, invece, intende 
sostenere il settore pubblico e i settori di 
interesse pubblico, come la sanità e 
l’assistenza, l’istruzione, la giustizia, le 
dogane, i trasporti, la mobilità, l’energia, 
l’ambiente e i settori culturali e creativi, tra 
cui le pertinenti imprese stabilite all’interno 
dell’Unione, affinché implementino e 
accedano in modo efficace alle tecnologie 
digitali più avanzate, quali l’HPC, l’IA e la 
cybersicurezza. 

Segue un necessario obiettivo, presupposto 
del complessivo processo avviato, ossia 
l’implementazione, la gestione e il 
mantenimento di infrastrutture di servizi 
digitali all’avanguardia interoperabili a livello 
transeuropeo in tutta l’Unione, compresi i 
relativi servizi, in complementarità con le 
azioni nazionali e regionali. 

Il regolamento poi evidenzia l’importanza 
di sostenere l’integrazione e l’utilizzo delle 
infrastrutture transeuropee di servizi digitali e 
degli standard digitali europei approvati nel 
settore pubblico e nei settori di interesse 
pubblico per agevolare un’attuazione e 
un’interoperabilità efficienti in termini di 
costi.  

L’interoperabilità dei servizi pubblici 
europei riguarda tutti i livelli dell’amministra-
zione: dell’Unione, nazionale, regionale e 
locale. Nell’ottica eurounitaria, oltre a 
rimuovere gli ostacoli al funzionamento del 
mercato interno, l’interoperabilità agevola la 
cooperazione transfrontaliera, la promozione 
di norme europee e un’attuazione efficace 
delle politiche, e offre significative possibilità 
per evitare l’insorgere di barriere elettroniche 
transfrontaliere, assicurando altresì la 
creazione di servizi pubblici comuni nuovi, e 
il consolidamento di quelli già in fase di 
sviluppo, a livello dell’Unione. Per eliminare 
la frammentazione dei servizi pubblici europei 
e sostenere le libertà fondamentali e 
l’applicazione del riconoscimento reciproco 
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nell’Unione è opportuno promuovere un 
approccio olistico transfrontaliero e 
intersettoriale all’interoperabilità nel modo più 
efficace possibile e più rispondente alle 
esigenze degli utenti finali. Tale approccio 
implica che l’interoperabilità debba essere 
intesa in senso ampio, spaziando dagli aspetti 
tecnici a quelli giuridici e comprendendo 
elementi strategici del settore. La gamma di 
attività dovrebbe dunque spingersi al di là del 
ciclo di vita abituale delle soluzioni per 
includere tutti gli elementi degli interventi in 
grado di promuovere le condizioni quadro 
necessarie per un’interoperabilità costante a 
livello generale. Il Programma dovrebbe 
altresì agevolare il reciproco arricchimento tra 
le diverse iniziative nazionali, conseguendo lo 
sviluppo di una società digitale. 

E in data 15 settembre 202140 la 
Commissione ha proposto il percorso per il 
decennio digitale, un piano concreto per 
realizzare la trasformazione digitale della 
società e dell’economia dell’UE entro il 2030. 
La proposta relativa al percorso per il 
decennio digitale intende tradurre le ambizioni 
digitali dell’UE per il 2030 in un meccanismo 
di realizzazione concreto, istituendo un quadro 
di governance basato su un meccanismo di 
cooperazione annuale con gli Stati membri e 
volto a conseguire gli obiettivi del decennio 
digitale per il 2030 a livello dell’Unione nei 
settori delle competenze digitali, delle 
infrastrutture digitali e della digitalizzazione 
delle imprese e dei servizi pubblici. Tra le 
finalità vi è anche quella di individuare e 
attuare progetti digitali su vasta scala che 
coinvolgano la Commissione e gli Stati 
membri, prevedendo un monitoraggio costante 
per verificare i progressi adottando il già 
citato indice DESI, Digital Economy and 
Society Index. 

La tempistica con cui questa proposta è 
stata avanzata è ovviamente strettamente 
connessa alla pandemia COVID-19. La crisi 
sanitaria, con le restrizioni ad essa connesse, 
ha posto in evidenza il ruolo centrale della 
tecnologia digitale per la costruzione di un 
futuro sostenibile e prospero, mettendo in luce 
un divario tra le imprese digitalmente mature 
e quelle che devono ancora adottare soluzioni 
digitali, ed evidenziato le differenze tra le 
zone urbane ben collegate e le zone rurali e 
remote. 

 
40 https://ec.europa.eu/commission/presscorner/detail/ 
it/IP_21_983. 

Come già evidenziato per la dimensione 
nazionale, anche a livello sovranazionale ed 
internazionale l’emergenza sanitaria ha 
accentuato il ruolo della tecnologia, 
fondamentale strumento per la sopravvivenza 
di molti servizi e numerose attività 
commerciali. 

La Commissione, nella proposta di 
settembre 2021, si è basata su un altro atto del 
medesimo anno, ma pubblicato nel mese di 
marzo. Si tratta della Bussola per il digitale 
2030, recante un modello europeo per il 
decennio digitale, diffusa con la 
Comunicazione della Commissione del 
9.3.2021, COM(2021) 11841, ove si propone 
di raggiungere la trasformazione digitale 
dell’economia e della società europee entro la 
fine del decennio. 

Tra i punti cardinali per mappare il 
percorso dell’UE, individuati dalla Bussola, la 
Commissione ne dedica due alle capacità 
digitali a livello di infrastrutture e di 
istruzione e competenze, ed altri due alla 
trasformazione digitale delle imprese e dei 
servizi pubblici. 

Richiamando il concetto di preparedness, 
viene data rilevanza alla formazione di una 
popolazione dotata di competenze digitali e di 
professionisti altamente qualificati nel settore 
digitale. Ritiene, infatti, la Commissione che 
“nel mondo del futuro, se vogliamo essere noi 
stessi gli artefici del nostro destino e sentirci 
sicuri dei nostri mezzi, valori e scelte, 
dovremo fare affidamento su cittadini 
digitalmente autonomi, responsabili e 
competenti, su una forza lavoro qualificata nel 
settore digitale e su molti più esperti nel 
digitale rispetto a oggi”. 

Con riguardo ai servizi di maggiore 
impatto, la Comunicazione della 
Commissione si interessa innanzitutto del 
servizio sanitario, considerato ecosistema 
digitale chiave, successivamente dedicandosi 
al supporto alle imprese in senso lato. 

In tema di soluzioni sanitarie digitalizzate, 
la bussola 2021 sottolinea come la pandemia 
di COVID-19 abbia dimostrato il potenziale e 
abbia spianato la strada a un uso generalizzato 
della telemedicina innovativa, dell’assistenza 
a distanza e di soluzioni robotiche atte a 
proteggere il personale medico e ad aiutare i 
pazienti a ricevere assistenza a distanza da 
casa.  

 
41 https://eur-lex.europa.eu/legal-content/it/TXT/?uri= 
CELEX:52021DC0118. 



 
  
FFeeddeerriiccoo  LLaauuss 
 

 
178  2021 Erdal, Volume 2, Issue 2 
  

St
ud

ia
 V

ar
ia

 

per l’eGovernment 2016-2020, intitolata 
“Accelerare la trasformazione digitale della 
pubblica amministrazione”, COM/2016/0179. 
Tale piano ha inteso fornire supporto ai 
processi amministrativi, migliorare la qualità 
dei servizi e aumentare l’efficienza facendo 
pieno uso delle tecnologie digitali. Inoltre, ha 
programmato di ridurre gli oneri 
amministrativi per imprese e cittadini, 
velocizzando la loro interazione e rendendola 
efficiente, più agevole e meno costosa, 
comportando ulteriori vantaggi economici e 
sociali per la società nel suo complesso. 

L’obiettivo del piano era che, entro il 2020, 
le amministrazioni e le istituzioni pubbliche 
nell’Unione europea fossero aperte, efficienti 
e inclusive e fornissero servizi pubblici 
digitali end-to-end senza frontiere, 
personalizzati e intuitivi a tutti i cittadini e a 
tutte le imprese nell’UE. Il ricorso ad approcci 
innovativi avrebbe permesso di progettare e 
fornire servizi migliori, in linea con le 
esigenze e le richieste di cittadini e imprese. 
Le pubbliche amministrazioni avrebbero 
potuto sfruttare le opportunità offerte dal 
nuovo ambiente digitale per interagire più 
facilmente tra di loro e con le parti interessate. 

Tra i principi base che le iniziative 
connesse al piano d’azione avrebbero dovuto 
osservare vi è il già noto approccio once only, 
in tale occasione denominato principio “una 
tantum”, secondo cui le pubbliche 
amministrazioni avrebbero dovuto evitare di 
chiedere ai cittadini e alle imprese 
informazioni già fornite. Nei casi in cui sia 
consentito, gli uffici della pubblica 
amministrazione si dovrebbero adoperare per 
riutilizzare internamente tali informazioni, nel 
rispetto delle norme in materia di protezione 
dei dati, in modo che sui cittadini e sulle 
imprese non ricadano oneri aggiuntivi.  

Al riguardo, è evidente che la parallela 
attuazione del GDPR, Regolamento (UE) 
2016/679, abbia consentito, almeno sotto il 
profilo privacy, di creare una base comune, 
utile per tutte le PA per fronteggiare la 
rapidità dell’evoluzione tecnologica. 

Più recentemente è, invece, intervenuto il 
Regolamento (UE) 2021/694 che istituisce il 
programma Europa digitale. 

Ai fini della presente analisi, sono 
certamente di particolare interesse gli obiettivi 
specifici n.4, in merito alle competenze 
digitali avanzate, e n. 5, in tema di 
implementazione e impiego ottimale delle 
capacità digitali e interoperabilità. 

Il contributo finanziario da parte 
dell’Unione nell’ambito dell’obiettivo 
specifico 4 intende sostenere lo sviluppo di 
competenze digitali avanzate nei settori 
interessati dal Programma al fine di 
contribuire ad ampliare il bacino di talenti 
dell’Europa, colmare il divario digitale, e 
promuovere una maggiore professionalità. A 
tal fine, l’Unione ha inteso sostenere la 
concezione e la realizzazione di corsi e attività 
di formazione di alta qualità. 

Il contributo dell’Unione nell’ambito 
dell’obiettivo specifico 5, invece, intende 
sostenere il settore pubblico e i settori di 
interesse pubblico, come la sanità e 
l’assistenza, l’istruzione, la giustizia, le 
dogane, i trasporti, la mobilità, l’energia, 
l’ambiente e i settori culturali e creativi, tra 
cui le pertinenti imprese stabilite all’interno 
dell’Unione, affinché implementino e 
accedano in modo efficace alle tecnologie 
digitali più avanzate, quali l’HPC, l’IA e la 
cybersicurezza. 

Segue un necessario obiettivo, presupposto 
del complessivo processo avviato, ossia 
l’implementazione, la gestione e il 
mantenimento di infrastrutture di servizi 
digitali all’avanguardia interoperabili a livello 
transeuropeo in tutta l’Unione, compresi i 
relativi servizi, in complementarità con le 
azioni nazionali e regionali. 

Il regolamento poi evidenzia l’importanza 
di sostenere l’integrazione e l’utilizzo delle 
infrastrutture transeuropee di servizi digitali e 
degli standard digitali europei approvati nel 
settore pubblico e nei settori di interesse 
pubblico per agevolare un’attuazione e 
un’interoperabilità efficienti in termini di 
costi.  

L’interoperabilità dei servizi pubblici 
europei riguarda tutti i livelli dell’amministra-
zione: dell’Unione, nazionale, regionale e 
locale. Nell’ottica eurounitaria, oltre a 
rimuovere gli ostacoli al funzionamento del 
mercato interno, l’interoperabilità agevola la 
cooperazione transfrontaliera, la promozione 
di norme europee e un’attuazione efficace 
delle politiche, e offre significative possibilità 
per evitare l’insorgere di barriere elettroniche 
transfrontaliere, assicurando altresì la 
creazione di servizi pubblici comuni nuovi, e 
il consolidamento di quelli già in fase di 
sviluppo, a livello dell’Unione. Per eliminare 
la frammentazione dei servizi pubblici europei 
e sostenere le libertà fondamentali e 
l’applicazione del riconoscimento reciproco 
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nell’Unione è opportuno promuovere un 
approccio olistico transfrontaliero e 
intersettoriale all’interoperabilità nel modo più 
efficace possibile e più rispondente alle 
esigenze degli utenti finali. Tale approccio 
implica che l’interoperabilità debba essere 
intesa in senso ampio, spaziando dagli aspetti 
tecnici a quelli giuridici e comprendendo 
elementi strategici del settore. La gamma di 
attività dovrebbe dunque spingersi al di là del 
ciclo di vita abituale delle soluzioni per 
includere tutti gli elementi degli interventi in 
grado di promuovere le condizioni quadro 
necessarie per un’interoperabilità costante a 
livello generale. Il Programma dovrebbe 
altresì agevolare il reciproco arricchimento tra 
le diverse iniziative nazionali, conseguendo lo 
sviluppo di una società digitale. 

E in data 15 settembre 202140 la 
Commissione ha proposto il percorso per il 
decennio digitale, un piano concreto per 
realizzare la trasformazione digitale della 
società e dell’economia dell’UE entro il 2030. 
La proposta relativa al percorso per il 
decennio digitale intende tradurre le ambizioni 
digitali dell’UE per il 2030 in un meccanismo 
di realizzazione concreto, istituendo un quadro 
di governance basato su un meccanismo di 
cooperazione annuale con gli Stati membri e 
volto a conseguire gli obiettivi del decennio 
digitale per il 2030 a livello dell’Unione nei 
settori delle competenze digitali, delle 
infrastrutture digitali e della digitalizzazione 
delle imprese e dei servizi pubblici. Tra le 
finalità vi è anche quella di individuare e 
attuare progetti digitali su vasta scala che 
coinvolgano la Commissione e gli Stati 
membri, prevedendo un monitoraggio costante 
per verificare i progressi adottando il già 
citato indice DESI, Digital Economy and 
Society Index. 

La tempistica con cui questa proposta è 
stata avanzata è ovviamente strettamente 
connessa alla pandemia COVID-19. La crisi 
sanitaria, con le restrizioni ad essa connesse, 
ha posto in evidenza il ruolo centrale della 
tecnologia digitale per la costruzione di un 
futuro sostenibile e prospero, mettendo in luce 
un divario tra le imprese digitalmente mature 
e quelle che devono ancora adottare soluzioni 
digitali, ed evidenziato le differenze tra le 
zone urbane ben collegate e le zone rurali e 
remote. 

 
40 https://ec.europa.eu/commission/presscorner/detail/ 
it/IP_21_983. 

Come già evidenziato per la dimensione 
nazionale, anche a livello sovranazionale ed 
internazionale l’emergenza sanitaria ha 
accentuato il ruolo della tecnologia, 
fondamentale strumento per la sopravvivenza 
di molti servizi e numerose attività 
commerciali. 

La Commissione, nella proposta di 
settembre 2021, si è basata su un altro atto del 
medesimo anno, ma pubblicato nel mese di 
marzo. Si tratta della Bussola per il digitale 
2030, recante un modello europeo per il 
decennio digitale, diffusa con la 
Comunicazione della Commissione del 
9.3.2021, COM(2021) 11841, ove si propone 
di raggiungere la trasformazione digitale 
dell’economia e della società europee entro la 
fine del decennio. 

Tra i punti cardinali per mappare il 
percorso dell’UE, individuati dalla Bussola, la 
Commissione ne dedica due alle capacità 
digitali a livello di infrastrutture e di 
istruzione e competenze, ed altri due alla 
trasformazione digitale delle imprese e dei 
servizi pubblici. 

Richiamando il concetto di preparedness, 
viene data rilevanza alla formazione di una 
popolazione dotata di competenze digitali e di 
professionisti altamente qualificati nel settore 
digitale. Ritiene, infatti, la Commissione che 
“nel mondo del futuro, se vogliamo essere noi 
stessi gli artefici del nostro destino e sentirci 
sicuri dei nostri mezzi, valori e scelte, 
dovremo fare affidamento su cittadini 
digitalmente autonomi, responsabili e 
competenti, su una forza lavoro qualificata nel 
settore digitale e su molti più esperti nel 
digitale rispetto a oggi”. 

Con riguardo ai servizi di maggiore 
impatto, la Comunicazione della 
Commissione si interessa innanzitutto del 
servizio sanitario, considerato ecosistema 
digitale chiave, successivamente dedicandosi 
al supporto alle imprese in senso lato. 

In tema di soluzioni sanitarie digitalizzate, 
la bussola 2021 sottolinea come la pandemia 
di COVID-19 abbia dimostrato il potenziale e 
abbia spianato la strada a un uso generalizzato 
della telemedicina innovativa, dell’assistenza 
a distanza e di soluzioni robotiche atte a 
proteggere il personale medico e ad aiutare i 
pazienti a ricevere assistenza a distanza da 
casa.  

 
41 https://eur-lex.europa.eu/legal-content/it/TXT/?uri= 
CELEX:52021DC0118. 
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per l’eGovernment 2016-2020, intitolata 
“Accelerare la trasformazione digitale della 
pubblica amministrazione”, COM/2016/0179. 
Tale piano ha inteso fornire supporto ai 
processi amministrativi, migliorare la qualità 
dei servizi e aumentare l’efficienza facendo 
pieno uso delle tecnologie digitali. Inoltre, ha 
programmato di ridurre gli oneri 
amministrativi per imprese e cittadini, 
velocizzando la loro interazione e rendendola 
efficiente, più agevole e meno costosa, 
comportando ulteriori vantaggi economici e 
sociali per la società nel suo complesso. 

L’obiettivo del piano era che, entro il 2020, 
le amministrazioni e le istituzioni pubbliche 
nell’Unione europea fossero aperte, efficienti 
e inclusive e fornissero servizi pubblici 
digitali end-to-end senza frontiere, 
personalizzati e intuitivi a tutti i cittadini e a 
tutte le imprese nell’UE. Il ricorso ad approcci 
innovativi avrebbe permesso di progettare e 
fornire servizi migliori, in linea con le 
esigenze e le richieste di cittadini e imprese. 
Le pubbliche amministrazioni avrebbero 
potuto sfruttare le opportunità offerte dal 
nuovo ambiente digitale per interagire più 
facilmente tra di loro e con le parti interessate. 

Tra i principi base che le iniziative 
connesse al piano d’azione avrebbero dovuto 
osservare vi è il già noto approccio once only, 
in tale occasione denominato principio “una 
tantum”, secondo cui le pubbliche 
amministrazioni avrebbero dovuto evitare di 
chiedere ai cittadini e alle imprese 
informazioni già fornite. Nei casi in cui sia 
consentito, gli uffici della pubblica 
amministrazione si dovrebbero adoperare per 
riutilizzare internamente tali informazioni, nel 
rispetto delle norme in materia di protezione 
dei dati, in modo che sui cittadini e sulle 
imprese non ricadano oneri aggiuntivi.  

Al riguardo, è evidente che la parallela 
attuazione del GDPR, Regolamento (UE) 
2016/679, abbia consentito, almeno sotto il 
profilo privacy, di creare una base comune, 
utile per tutte le PA per fronteggiare la 
rapidità dell’evoluzione tecnologica. 

Più recentemente è, invece, intervenuto il 
Regolamento (UE) 2021/694 che istituisce il 
programma Europa digitale. 

Ai fini della presente analisi, sono 
certamente di particolare interesse gli obiettivi 
specifici n.4, in merito alle competenze 
digitali avanzate, e n. 5, in tema di 
implementazione e impiego ottimale delle 
capacità digitali e interoperabilità. 

Il contributo finanziario da parte 
dell’Unione nell’ambito dell’obiettivo 
specifico 4 intende sostenere lo sviluppo di 
competenze digitali avanzate nei settori 
interessati dal Programma al fine di 
contribuire ad ampliare il bacino di talenti 
dell’Europa, colmare il divario digitale, e 
promuovere una maggiore professionalità. A 
tal fine, l’Unione ha inteso sostenere la 
concezione e la realizzazione di corsi e attività 
di formazione di alta qualità. 

Il contributo dell’Unione nell’ambito 
dell’obiettivo specifico 5, invece, intende 
sostenere il settore pubblico e i settori di 
interesse pubblico, come la sanità e 
l’assistenza, l’istruzione, la giustizia, le 
dogane, i trasporti, la mobilità, l’energia, 
l’ambiente e i settori culturali e creativi, tra 
cui le pertinenti imprese stabilite all’interno 
dell’Unione, affinché implementino e 
accedano in modo efficace alle tecnologie 
digitali più avanzate, quali l’HPC, l’IA e la 
cybersicurezza. 

Segue un necessario obiettivo, presupposto 
del complessivo processo avviato, ossia 
l’implementazione, la gestione e il 
mantenimento di infrastrutture di servizi 
digitali all’avanguardia interoperabili a livello 
transeuropeo in tutta l’Unione, compresi i 
relativi servizi, in complementarità con le 
azioni nazionali e regionali. 

Il regolamento poi evidenzia l’importanza 
di sostenere l’integrazione e l’utilizzo delle 
infrastrutture transeuropee di servizi digitali e 
degli standard digitali europei approvati nel 
settore pubblico e nei settori di interesse 
pubblico per agevolare un’attuazione e 
un’interoperabilità efficienti in termini di 
costi.  

L’interoperabilità dei servizi pubblici 
europei riguarda tutti i livelli dell’amministra-
zione: dell’Unione, nazionale, regionale e 
locale. Nell’ottica eurounitaria, oltre a 
rimuovere gli ostacoli al funzionamento del 
mercato interno, l’interoperabilità agevola la 
cooperazione transfrontaliera, la promozione 
di norme europee e un’attuazione efficace 
delle politiche, e offre significative possibilità 
per evitare l’insorgere di barriere elettroniche 
transfrontaliere, assicurando altresì la 
creazione di servizi pubblici comuni nuovi, e 
il consolidamento di quelli già in fase di 
sviluppo, a livello dell’Unione. Per eliminare 
la frammentazione dei servizi pubblici europei 
e sostenere le libertà fondamentali e 
l’applicazione del riconoscimento reciproco 
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nell’Unione è opportuno promuovere un 
approccio olistico transfrontaliero e 
intersettoriale all’interoperabilità nel modo più 
efficace possibile e più rispondente alle 
esigenze degli utenti finali. Tale approccio 
implica che l’interoperabilità debba essere 
intesa in senso ampio, spaziando dagli aspetti 
tecnici a quelli giuridici e comprendendo 
elementi strategici del settore. La gamma di 
attività dovrebbe dunque spingersi al di là del 
ciclo di vita abituale delle soluzioni per 
includere tutti gli elementi degli interventi in 
grado di promuovere le condizioni quadro 
necessarie per un’interoperabilità costante a 
livello generale. Il Programma dovrebbe 
altresì agevolare il reciproco arricchimento tra 
le diverse iniziative nazionali, conseguendo lo 
sviluppo di una società digitale. 

E in data 15 settembre 202140 la 
Commissione ha proposto il percorso per il 
decennio digitale, un piano concreto per 
realizzare la trasformazione digitale della 
società e dell’economia dell’UE entro il 2030. 
La proposta relativa al percorso per il 
decennio digitale intende tradurre le ambizioni 
digitali dell’UE per il 2030 in un meccanismo 
di realizzazione concreto, istituendo un quadro 
di governance basato su un meccanismo di 
cooperazione annuale con gli Stati membri e 
volto a conseguire gli obiettivi del decennio 
digitale per il 2030 a livello dell’Unione nei 
settori delle competenze digitali, delle 
infrastrutture digitali e della digitalizzazione 
delle imprese e dei servizi pubblici. Tra le 
finalità vi è anche quella di individuare e 
attuare progetti digitali su vasta scala che 
coinvolgano la Commissione e gli Stati 
membri, prevedendo un monitoraggio costante 
per verificare i progressi adottando il già 
citato indice DESI, Digital Economy and 
Society Index. 

La tempistica con cui questa proposta è 
stata avanzata è ovviamente strettamente 
connessa alla pandemia COVID-19. La crisi 
sanitaria, con le restrizioni ad essa connesse, 
ha posto in evidenza il ruolo centrale della 
tecnologia digitale per la costruzione di un 
futuro sostenibile e prospero, mettendo in luce 
un divario tra le imprese digitalmente mature 
e quelle che devono ancora adottare soluzioni 
digitali, ed evidenziato le differenze tra le 
zone urbane ben collegate e le zone rurali e 
remote. 

 
40 https://ec.europa.eu/commission/presscorner/detail/ 
it/IP_21_983. 

Come già evidenziato per la dimensione 
nazionale, anche a livello sovranazionale ed 
internazionale l’emergenza sanitaria ha 
accentuato il ruolo della tecnologia, 
fondamentale strumento per la sopravvivenza 
di molti servizi e numerose attività 
commerciali. 

La Commissione, nella proposta di 
settembre 2021, si è basata su un altro atto del 
medesimo anno, ma pubblicato nel mese di 
marzo. Si tratta della Bussola per il digitale 
2030, recante un modello europeo per il 
decennio digitale, diffusa con la 
Comunicazione della Commissione del 
9.3.2021, COM(2021) 11841, ove si propone 
di raggiungere la trasformazione digitale 
dell’economia e della società europee entro la 
fine del decennio. 

Tra i punti cardinali per mappare il 
percorso dell’UE, individuati dalla Bussola, la 
Commissione ne dedica due alle capacità 
digitali a livello di infrastrutture e di 
istruzione e competenze, ed altri due alla 
trasformazione digitale delle imprese e dei 
servizi pubblici. 

Richiamando il concetto di preparedness, 
viene data rilevanza alla formazione di una 
popolazione dotata di competenze digitali e di 
professionisti altamente qualificati nel settore 
digitale. Ritiene, infatti, la Commissione che 
“nel mondo del futuro, se vogliamo essere noi 
stessi gli artefici del nostro destino e sentirci 
sicuri dei nostri mezzi, valori e scelte, 
dovremo fare affidamento su cittadini 
digitalmente autonomi, responsabili e 
competenti, su una forza lavoro qualificata nel 
settore digitale e su molti più esperti nel 
digitale rispetto a oggi”. 

Con riguardo ai servizi di maggiore 
impatto, la Comunicazione della 
Commissione si interessa innanzitutto del 
servizio sanitario, considerato ecosistema 
digitale chiave, successivamente dedicandosi 
al supporto alle imprese in senso lato. 

In tema di soluzioni sanitarie digitalizzate, 
la bussola 2021 sottolinea come la pandemia 
di COVID-19 abbia dimostrato il potenziale e 
abbia spianato la strada a un uso generalizzato 
della telemedicina innovativa, dell’assistenza 
a distanza e di soluzioni robotiche atte a 
proteggere il personale medico e ad aiutare i 
pazienti a ricevere assistenza a distanza da 
casa.  

 
41 https://eur-lex.europa.eu/legal-content/it/TXT/?uri= 
CELEX:52021DC0118. 
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Il tutto per raggiungere gli ambiziosi 
obiettivi entro il 2030, quali il·100 % dei 
servizi pubblici principali disponibili online 
per le imprese e i cittadini europei, il 100 % 
dei cittadini europei con accesso alle cartelle 
cliniche (cartelle elettroniche) e l’80 % dei 
cittadini con identificazione digitale. 

L’interesse per la trasformazione digitale 
ed in particolare in ambito sanitario è palese 
anche in altri atti di origine sovranazionale, 
quali recentemente la Dichiarazione resa 
nell’ambito del Vertice mondiale sulla salute, 
c.d. G20 salute, a Roma il 21 maggio 202142. 
A questa è poi seguita la dichiarazione dei 
Ministri della Salute del G20 del 5-6 
settembre 2021 sempre nell’ambito della 
Presidenza G20 italiana a Roma 43. E anche 
nell’ambito della Presidenza Indonesiana del 
G20, i temi principali di discussione sono la 
transizione digitale, da un lato, e l’architettura 
sanitaria globale, dall’altro. 

Inoltre, nel corso della 74ma Assemblea 
Mondiale della Sanità, svoltasi, in modalità 
virtuale, dal 24 al 31 maggio 2021, è stato 
posto l’accento sulla resilienza dei sistemi 
sanitari e sullo sviluppo delle capacità dei 
servizi, rivolgendo l’attenzione sull’attuazione 
del concetto di preparedness, investendo sulla 
prevenzione, sulla formazione e sull’adegua-
mento delle strutture, e sull’applicazione 
dell’approccio, One Health, promuovendo la 
cooperazione tra i professionisti e le distinte 
aree di competenza dei servizi pubblici degli 
Stati. 

L’attenzione alla digitalizzazione del 
settore è stato comunque ben esposta nel G20 
di Roma, le cui dichiarazioni hanno inteso 
promuovere ulteriormente un maggiore 
utilizzo delle tecnologie sanitarie e la 
trasformazione digitale dei sistemi sanitari, 
nonché coordinare misure farmaceutiche e 
non farmaceutiche e la risposta alle emergenze 
(compreso il coordinamento online dei centri 
di crisi e operativi), nel contesto di una ripresa 
sostenibile ed equa, con investimenti in salute, 
preparazione e risposta. La dichiarazione di 
Roma ha altresì stabilito l’impegno congiunto 
degli Stati di investire per sviluppare, 
migliorare e potenziare ulteriormente sistemi 
interoperabili di allarme rapido, sorveglianza e 
attivazione, in linea con l’approccio “One 

 
42 https://global-health-summit.europa.eu/rome-declarati 
on_it. 
43 https://www.salute.gov.it/portale/rapportiInternaziona 
li/dettaglioContenutiRapportiInternazionali.jsp?lingua=i
taliano&id=5459&area=rapporti&menu=vuoto. 

Health”. 
Concludendo le osservazioni sul panorama 

recente sovranazionale, occorre citare il 
Regolamento (UE) 2021/522 del Parlamento 
europeo e del Consiglio del 24 marzo 2021 
che istituisce un programma d’azione 
dell’Unione in materia di salute per il periodo 
2021-2027 («programma UE per la salute») 
(EU4Health), che estende ampiamente la 
competenza dell’Unione in tema di Sanità. In 
particolare, il Regolamento introduce un 
obiettivo generale dell’UE che ripropone temi 
oggetto degli atti sopra illustrati, 
specificamente dedicati alla digitalizzazione 
del sistema. Si prevede infatti l’obiettivo di 
rafforzare i sistemi sanitari migliorandone la 
resilienza e sviluppando l’efficienza delle 
risorse, in particolare rafforzando il personale 
sanitario e portando avanti la trasformazione 
digitale. 

Viene posto poi lo specifico obiettivo di 
rafforzare le capacità dell’Unione in materia 
di prevenzione, preparazione e risposta rapida 
in caso di gravi minacce per la salute a 
carattere transfrontaliero in conformità della 
pertinente legislazione dell’Unione e 
migliorare la gestione delle crisi sanitarie, in 
particolare attraverso il coordinamento, la 
fornitura e la mobilitazione di capacità di 
assistenza sanitaria di emergenza, sostenere la 
raccolta di dati, lo scambio di informazioni, la 
sorveglianza, il coordinamento delle prove di 
stress volontarie dei sistemi sanitari nazionali 
e l’elaborazione di norme per un’assistenza 
sanitaria di qualità a livello nazionale. 

Emerge, poi, un altro obiettivo specifico di 
sicuro interesse, ossia quello di rafforzare 
l’uso e il riutilizzo dei dati sanitari per la 
prestazione di assistenza sanitaria e per la 
ricerca e l’innovazione, promuovere la 
diffusione di strumenti e servizi digitali, 
nonché la trasformazione digitale dei sistemi 
sanitari, anche sostenendo la creazione di uno 
spazio europeo dei dati sanitari. 

Il programma intende, dunque, proporre 
l’Unione europea come “autorità decisionale 
primaria”44 anche nel settore sanitario, con 
l’intento di promuovere una maggiore e più 
efficiente copertura sanitaria sul territorio 
europeo, mediante l’attuazione del programma 
«UE per la salute» (EU4Health) per il periodo 

 
44 Già da tempo così definita in M.S. Giannini, Il 
pubblico potere: stati e amministrazioni pubbliche, 
Bologna, Il Mulino, 1986, 14, e G. Della Cananea, C. 
Franchini, I principi dell’amministrazione europea, 
Torino, Giappichelli, 2013, 1. 
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del quadro finanziario pluriennale 2021-2027. 
Ovviamente, in tale scenario si inserisce 

comunque il fondamentale principio di 
sussidiarietà, che agisce come limite 
all’attuazione diretta del diritto amministrativo 
comunitario e come incentivo alla 
cooperazione ed alla coamministrazione45. 

Ultima breve citazione. A settembre 2021, 
è stato pubblicato il Report of the Pan-
European Commission on Health and 
Sustainable Development, intitolato Drawing 
light from the pandemic, a new strategy for 
health and sustainable development46, con il 
quale la commissione indipendente, voluta 
dall’OMS Europe, ha evidenziato ancora una 
volta la necessità di rafforzare le infrastrutture 
sanitarie, dotando i sistemi sanitari di 
maggiore resilienza. 

4. Osservazioni e prospettive 
La Pubblica Amministrazione è stata da 

tempo individuata come traino per 
l’informatizzazione del Paese, come banco di 
prova del processo di digitalizzazione italiano. 

L’attuazione vi è certamente stata sotto il 
profilo normativo e tecnologico, sebbene sia 
necessario un adeguamento costante per 
tenere il passo o preferibilmente anticipare le 
evoluzioni tecniche. La PA non si è, invece, 
adeguata sotto il profilo organizzativo e 
culturale. 

Per tale ragione, il legislatore è intervenuto 
più volte, creando codici, prevedendo 
finanziamenti, predisponendo le infrastrutture, 
adeguando procedure, almeno sulla carta. 

La PA sconta un deficit di capacità 
amministrativa, che si traduce in una scarsa 
modernizzazione delle amministrazioni locali. 
Manca, ora, un corpo tecnico e una 
formazione adeguata, fondamentale peraltro 
per amministrare un complesso di regole e 
riforme come quello proposto dal PNRR.  

Al riguardo, la Country Specific 
Recommendation per l’Italia, ossia la 
Raccomandazione del Consiglio sul 
programma nazionale di riforma 2020 
dell’Italia e che formulava un parere del 
Consiglio sul programma di stabilità 2020 

 
45 Così, S. Cassese, L’aquila e le mosche. Principio di 
sussidiarietà e diritti amministrativi nell’area europea, 
in Il Foro Italiano, n. 10, 1995, 373-377. 
46 https://www.euro.who.int/en/health-topics/health-poli 
cy/european-programme-of-work/pan-european-commis 
sion-on-health-and-sustainable-development/publication 
s/drawing-light-from-the-pandemic-a-new-strategy-for-
health-and-sustainable-development-2021. 

dell’Italia, già segnalava che 
“un’amministrazione pubblica efficace è 
cruciale per garantire che le misure adottate 
per affrontare l’emergenza e sostenere la 
ripresa economica non siano rallentate nella 
loro attuazione. L’erogazione delle prestazioni 
sociali, le misure a sostegno della liquidità, 
l’anticipazione degli investimenti, ecc. 
potrebbero non essere efficaci se ostacolate da 
impedimenti nel settore pubblico. Tra le 
carenze figurano la lunghezza delle procedure, 
tra cui quelle della giustizia civile, il basso 
livello di digitalizzazione e la scarsa capacità 
amministrativa.” 

È giunto, invece, il momento di accelerare, 
forzare la mano – si potrebbe dire – sulla 
riorganizzazione degli apparati, in modo da 
raggiungere gli obiettivi della transizione 
digitale. 

E, d’altronde, la produzione normativa non 
è certamente la fase più complessa di una 
riforma, richiedendo il completamento 
dell’iter legislativo. La fase più ardua è quella 
attuativa, e non intesa come regolamentazione 
attuativa, ma intesa come il compimento di 
quelle azioni amministrative concrete tese a 
raggiungere gli obiettivi. Il che pone l’accento 
non tanto sulla capacità riformatrice-
legislativa del Paese, quanto sulla sua capacità 
di azione amministrativa, necessaria per 
rispettare gli impegni assunti nel PNRR (e 
fruire dei finanziamenti concessi, senza il 
rischio di doverli restituire47). 

Come detto, l’ambito di maggiore 
applicazione di tali principi riformatori negli 
ultimi due anni è stato il settore sanitario o, 
meglio, più in generale, ogni azione atta a 
fronteggiare la crisi sanitaria, ivi comprese 
riforme di semplificazione. 

Ed ora, la piena digitalizzazione della 
sanità consentirebbe un’evoluzione degli 
attuali strumenti e in particolare del fascicolo 
sanitario elettronico, che potrebbe diventare lo 
strumento cardine per abilitare nuovi percorsi 
di cura e prevenzione personalizzati. Peraltro, 
la qualità e la sicurezza di una digitalizzazione 
capillare dei sistemi sanitari rappresenterebbe 
un elemento di coesione sociale permettendo 
un accesso più equo e democratico a 

 
47 Ciò in quanto, in conformità alle disposizioni del 
Regolamento istitutivo del c.d. dispositivo per la ripresa 
e la resilienza, la Commissione ha il potere di vigilare 
sull’adempimento del Piano e di intervenire con i rimedi 
“sanzionatori” previsti dal Regolamento medesimo, 
quali la sospensione dell’erogazione o addirittura la 
restituzione del finanziamento ex art. 24 Reg. 2021/241. 
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Il tutto per raggiungere gli ambiziosi 
obiettivi entro il 2030, quali il·100 % dei 
servizi pubblici principali disponibili online 
per le imprese e i cittadini europei, il 100 % 
dei cittadini europei con accesso alle cartelle 
cliniche (cartelle elettroniche) e l’80 % dei 
cittadini con identificazione digitale. 

L’interesse per la trasformazione digitale 
ed in particolare in ambito sanitario è palese 
anche in altri atti di origine sovranazionale, 
quali recentemente la Dichiarazione resa 
nell’ambito del Vertice mondiale sulla salute, 
c.d. G20 salute, a Roma il 21 maggio 202142. 
A questa è poi seguita la dichiarazione dei 
Ministri della Salute del G20 del 5-6 
settembre 2021 sempre nell’ambito della 
Presidenza G20 italiana a Roma 43. E anche 
nell’ambito della Presidenza Indonesiana del 
G20, i temi principali di discussione sono la 
transizione digitale, da un lato, e l’architettura 
sanitaria globale, dall’altro. 

Inoltre, nel corso della 74ma Assemblea 
Mondiale della Sanità, svoltasi, in modalità 
virtuale, dal 24 al 31 maggio 2021, è stato 
posto l’accento sulla resilienza dei sistemi 
sanitari e sullo sviluppo delle capacità dei 
servizi, rivolgendo l’attenzione sull’attuazione 
del concetto di preparedness, investendo sulla 
prevenzione, sulla formazione e sull’adegua-
mento delle strutture, e sull’applicazione 
dell’approccio, One Health, promuovendo la 
cooperazione tra i professionisti e le distinte 
aree di competenza dei servizi pubblici degli 
Stati. 

L’attenzione alla digitalizzazione del 
settore è stato comunque ben esposta nel G20 
di Roma, le cui dichiarazioni hanno inteso 
promuovere ulteriormente un maggiore 
utilizzo delle tecnologie sanitarie e la 
trasformazione digitale dei sistemi sanitari, 
nonché coordinare misure farmaceutiche e 
non farmaceutiche e la risposta alle emergenze 
(compreso il coordinamento online dei centri 
di crisi e operativi), nel contesto di una ripresa 
sostenibile ed equa, con investimenti in salute, 
preparazione e risposta. La dichiarazione di 
Roma ha altresì stabilito l’impegno congiunto 
degli Stati di investire per sviluppare, 
migliorare e potenziare ulteriormente sistemi 
interoperabili di allarme rapido, sorveglianza e 
attivazione, in linea con l’approccio “One 

 
42 https://global-health-summit.europa.eu/rome-declarati 
on_it. 
43 https://www.salute.gov.it/portale/rapportiInternaziona 
li/dettaglioContenutiRapportiInternazionali.jsp?lingua=i
taliano&id=5459&area=rapporti&menu=vuoto. 

Health”. 
Concludendo le osservazioni sul panorama 

recente sovranazionale, occorre citare il 
Regolamento (UE) 2021/522 del Parlamento 
europeo e del Consiglio del 24 marzo 2021 
che istituisce un programma d’azione 
dell’Unione in materia di salute per il periodo 
2021-2027 («programma UE per la salute») 
(EU4Health), che estende ampiamente la 
competenza dell’Unione in tema di Sanità. In 
particolare, il Regolamento introduce un 
obiettivo generale dell’UE che ripropone temi 
oggetto degli atti sopra illustrati, 
specificamente dedicati alla digitalizzazione 
del sistema. Si prevede infatti l’obiettivo di 
rafforzare i sistemi sanitari migliorandone la 
resilienza e sviluppando l’efficienza delle 
risorse, in particolare rafforzando il personale 
sanitario e portando avanti la trasformazione 
digitale. 

Viene posto poi lo specifico obiettivo di 
rafforzare le capacità dell’Unione in materia 
di prevenzione, preparazione e risposta rapida 
in caso di gravi minacce per la salute a 
carattere transfrontaliero in conformità della 
pertinente legislazione dell’Unione e 
migliorare la gestione delle crisi sanitarie, in 
particolare attraverso il coordinamento, la 
fornitura e la mobilitazione di capacità di 
assistenza sanitaria di emergenza, sostenere la 
raccolta di dati, lo scambio di informazioni, la 
sorveglianza, il coordinamento delle prove di 
stress volontarie dei sistemi sanitari nazionali 
e l’elaborazione di norme per un’assistenza 
sanitaria di qualità a livello nazionale. 

Emerge, poi, un altro obiettivo specifico di 
sicuro interesse, ossia quello di rafforzare 
l’uso e il riutilizzo dei dati sanitari per la 
prestazione di assistenza sanitaria e per la 
ricerca e l’innovazione, promuovere la 
diffusione di strumenti e servizi digitali, 
nonché la trasformazione digitale dei sistemi 
sanitari, anche sostenendo la creazione di uno 
spazio europeo dei dati sanitari. 

Il programma intende, dunque, proporre 
l’Unione europea come “autorità decisionale 
primaria”44 anche nel settore sanitario, con 
l’intento di promuovere una maggiore e più 
efficiente copertura sanitaria sul territorio 
europeo, mediante l’attuazione del programma 
«UE per la salute» (EU4Health) per il periodo 

 
44 Già da tempo così definita in M.S. Giannini, Il 
pubblico potere: stati e amministrazioni pubbliche, 
Bologna, Il Mulino, 1986, 14, e G. Della Cananea, C. 
Franchini, I principi dell’amministrazione europea, 
Torino, Giappichelli, 2013, 1. 
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del quadro finanziario pluriennale 2021-2027. 
Ovviamente, in tale scenario si inserisce 

comunque il fondamentale principio di 
sussidiarietà, che agisce come limite 
all’attuazione diretta del diritto amministrativo 
comunitario e come incentivo alla 
cooperazione ed alla coamministrazione45. 

Ultima breve citazione. A settembre 2021, 
è stato pubblicato il Report of the Pan-
European Commission on Health and 
Sustainable Development, intitolato Drawing 
light from the pandemic, a new strategy for 
health and sustainable development46, con il 
quale la commissione indipendente, voluta 
dall’OMS Europe, ha evidenziato ancora una 
volta la necessità di rafforzare le infrastrutture 
sanitarie, dotando i sistemi sanitari di 
maggiore resilienza. 

4. Osservazioni e prospettive 
La Pubblica Amministrazione è stata da 

tempo individuata come traino per 
l’informatizzazione del Paese, come banco di 
prova del processo di digitalizzazione italiano. 

L’attuazione vi è certamente stata sotto il 
profilo normativo e tecnologico, sebbene sia 
necessario un adeguamento costante per 
tenere il passo o preferibilmente anticipare le 
evoluzioni tecniche. La PA non si è, invece, 
adeguata sotto il profilo organizzativo e 
culturale. 

Per tale ragione, il legislatore è intervenuto 
più volte, creando codici, prevedendo 
finanziamenti, predisponendo le infrastrutture, 
adeguando procedure, almeno sulla carta. 

La PA sconta un deficit di capacità 
amministrativa, che si traduce in una scarsa 
modernizzazione delle amministrazioni locali. 
Manca, ora, un corpo tecnico e una 
formazione adeguata, fondamentale peraltro 
per amministrare un complesso di regole e 
riforme come quello proposto dal PNRR.  

Al riguardo, la Country Specific 
Recommendation per l’Italia, ossia la 
Raccomandazione del Consiglio sul 
programma nazionale di riforma 2020 
dell’Italia e che formulava un parere del 
Consiglio sul programma di stabilità 2020 

 
45 Così, S. Cassese, L’aquila e le mosche. Principio di 
sussidiarietà e diritti amministrativi nell’area europea, 
in Il Foro Italiano, n. 10, 1995, 373-377. 
46 https://www.euro.who.int/en/health-topics/health-poli 
cy/european-programme-of-work/pan-european-commis 
sion-on-health-and-sustainable-development/publication 
s/drawing-light-from-the-pandemic-a-new-strategy-for-
health-and-sustainable-development-2021. 

dell’Italia, già segnalava che 
“un’amministrazione pubblica efficace è 
cruciale per garantire che le misure adottate 
per affrontare l’emergenza e sostenere la 
ripresa economica non siano rallentate nella 
loro attuazione. L’erogazione delle prestazioni 
sociali, le misure a sostegno della liquidità, 
l’anticipazione degli investimenti, ecc. 
potrebbero non essere efficaci se ostacolate da 
impedimenti nel settore pubblico. Tra le 
carenze figurano la lunghezza delle procedure, 
tra cui quelle della giustizia civile, il basso 
livello di digitalizzazione e la scarsa capacità 
amministrativa.” 

È giunto, invece, il momento di accelerare, 
forzare la mano – si potrebbe dire – sulla 
riorganizzazione degli apparati, in modo da 
raggiungere gli obiettivi della transizione 
digitale. 

E, d’altronde, la produzione normativa non 
è certamente la fase più complessa di una 
riforma, richiedendo il completamento 
dell’iter legislativo. La fase più ardua è quella 
attuativa, e non intesa come regolamentazione 
attuativa, ma intesa come il compimento di 
quelle azioni amministrative concrete tese a 
raggiungere gli obiettivi. Il che pone l’accento 
non tanto sulla capacità riformatrice-
legislativa del Paese, quanto sulla sua capacità 
di azione amministrativa, necessaria per 
rispettare gli impegni assunti nel PNRR (e 
fruire dei finanziamenti concessi, senza il 
rischio di doverli restituire47). 

Come detto, l’ambito di maggiore 
applicazione di tali principi riformatori negli 
ultimi due anni è stato il settore sanitario o, 
meglio, più in generale, ogni azione atta a 
fronteggiare la crisi sanitaria, ivi comprese 
riforme di semplificazione. 

Ed ora, la piena digitalizzazione della 
sanità consentirebbe un’evoluzione degli 
attuali strumenti e in particolare del fascicolo 
sanitario elettronico, che potrebbe diventare lo 
strumento cardine per abilitare nuovi percorsi 
di cura e prevenzione personalizzati. Peraltro, 
la qualità e la sicurezza di una digitalizzazione 
capillare dei sistemi sanitari rappresenterebbe 
un elemento di coesione sociale permettendo 
un accesso più equo e democratico a 

 
47 Ciò in quanto, in conformità alle disposizioni del 
Regolamento istitutivo del c.d. dispositivo per la ripresa 
e la resilienza, la Commissione ha il potere di vigilare 
sull’adempimento del Piano e di intervenire con i rimedi 
“sanzionatori” previsti dal Regolamento medesimo, 
quali la sospensione dell’erogazione o addirittura la 
restituzione del finanziamento ex art. 24 Reg. 2021/241. 
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Il tutto per raggiungere gli ambiziosi 
obiettivi entro il 2030, quali il·100 % dei 
servizi pubblici principali disponibili online 
per le imprese e i cittadini europei, il 100 % 
dei cittadini europei con accesso alle cartelle 
cliniche (cartelle elettroniche) e l’80 % dei 
cittadini con identificazione digitale. 

L’interesse per la trasformazione digitale 
ed in particolare in ambito sanitario è palese 
anche in altri atti di origine sovranazionale, 
quali recentemente la Dichiarazione resa 
nell’ambito del Vertice mondiale sulla salute, 
c.d. G20 salute, a Roma il 21 maggio 202142. 
A questa è poi seguita la dichiarazione dei 
Ministri della Salute del G20 del 5-6 
settembre 2021 sempre nell’ambito della 
Presidenza G20 italiana a Roma 43. E anche 
nell’ambito della Presidenza Indonesiana del 
G20, i temi principali di discussione sono la 
transizione digitale, da un lato, e l’architettura 
sanitaria globale, dall’altro. 

Inoltre, nel corso della 74ma Assemblea 
Mondiale della Sanità, svoltasi, in modalità 
virtuale, dal 24 al 31 maggio 2021, è stato 
posto l’accento sulla resilienza dei sistemi 
sanitari e sullo sviluppo delle capacità dei 
servizi, rivolgendo l’attenzione sull’attuazione 
del concetto di preparedness, investendo sulla 
prevenzione, sulla formazione e sull’adegua-
mento delle strutture, e sull’applicazione 
dell’approccio, One Health, promuovendo la 
cooperazione tra i professionisti e le distinte 
aree di competenza dei servizi pubblici degli 
Stati. 

L’attenzione alla digitalizzazione del 
settore è stato comunque ben esposta nel G20 
di Roma, le cui dichiarazioni hanno inteso 
promuovere ulteriormente un maggiore 
utilizzo delle tecnologie sanitarie e la 
trasformazione digitale dei sistemi sanitari, 
nonché coordinare misure farmaceutiche e 
non farmaceutiche e la risposta alle emergenze 
(compreso il coordinamento online dei centri 
di crisi e operativi), nel contesto di una ripresa 
sostenibile ed equa, con investimenti in salute, 
preparazione e risposta. La dichiarazione di 
Roma ha altresì stabilito l’impegno congiunto 
degli Stati di investire per sviluppare, 
migliorare e potenziare ulteriormente sistemi 
interoperabili di allarme rapido, sorveglianza e 
attivazione, in linea con l’approccio “One 

 
42 https://global-health-summit.europa.eu/rome-declarati 
on_it. 
43 https://www.salute.gov.it/portale/rapportiInternaziona 
li/dettaglioContenutiRapportiInternazionali.jsp?lingua=i
taliano&id=5459&area=rapporti&menu=vuoto. 

Health”. 
Concludendo le osservazioni sul panorama 

recente sovranazionale, occorre citare il 
Regolamento (UE) 2021/522 del Parlamento 
europeo e del Consiglio del 24 marzo 2021 
che istituisce un programma d’azione 
dell’Unione in materia di salute per il periodo 
2021-2027 («programma UE per la salute») 
(EU4Health), che estende ampiamente la 
competenza dell’Unione in tema di Sanità. In 
particolare, il Regolamento introduce un 
obiettivo generale dell’UE che ripropone temi 
oggetto degli atti sopra illustrati, 
specificamente dedicati alla digitalizzazione 
del sistema. Si prevede infatti l’obiettivo di 
rafforzare i sistemi sanitari migliorandone la 
resilienza e sviluppando l’efficienza delle 
risorse, in particolare rafforzando il personale 
sanitario e portando avanti la trasformazione 
digitale. 

Viene posto poi lo specifico obiettivo di 
rafforzare le capacità dell’Unione in materia 
di prevenzione, preparazione e risposta rapida 
in caso di gravi minacce per la salute a 
carattere transfrontaliero in conformità della 
pertinente legislazione dell’Unione e 
migliorare la gestione delle crisi sanitarie, in 
particolare attraverso il coordinamento, la 
fornitura e la mobilitazione di capacità di 
assistenza sanitaria di emergenza, sostenere la 
raccolta di dati, lo scambio di informazioni, la 
sorveglianza, il coordinamento delle prove di 
stress volontarie dei sistemi sanitari nazionali 
e l’elaborazione di norme per un’assistenza 
sanitaria di qualità a livello nazionale. 

Emerge, poi, un altro obiettivo specifico di 
sicuro interesse, ossia quello di rafforzare 
l’uso e il riutilizzo dei dati sanitari per la 
prestazione di assistenza sanitaria e per la 
ricerca e l’innovazione, promuovere la 
diffusione di strumenti e servizi digitali, 
nonché la trasformazione digitale dei sistemi 
sanitari, anche sostenendo la creazione di uno 
spazio europeo dei dati sanitari. 

Il programma intende, dunque, proporre 
l’Unione europea come “autorità decisionale 
primaria”44 anche nel settore sanitario, con 
l’intento di promuovere una maggiore e più 
efficiente copertura sanitaria sul territorio 
europeo, mediante l’attuazione del programma 
«UE per la salute» (EU4Health) per il periodo 

 
44 Già da tempo così definita in M.S. Giannini, Il 
pubblico potere: stati e amministrazioni pubbliche, 
Bologna, Il Mulino, 1986, 14, e G. Della Cananea, C. 
Franchini, I principi dell’amministrazione europea, 
Torino, Giappichelli, 2013, 1. 
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del quadro finanziario pluriennale 2021-2027. 
Ovviamente, in tale scenario si inserisce 

comunque il fondamentale principio di 
sussidiarietà, che agisce come limite 
all’attuazione diretta del diritto amministrativo 
comunitario e come incentivo alla 
cooperazione ed alla coamministrazione45. 

Ultima breve citazione. A settembre 2021, 
è stato pubblicato il Report of the Pan-
European Commission on Health and 
Sustainable Development, intitolato Drawing 
light from the pandemic, a new strategy for 
health and sustainable development46, con il 
quale la commissione indipendente, voluta 
dall’OMS Europe, ha evidenziato ancora una 
volta la necessità di rafforzare le infrastrutture 
sanitarie, dotando i sistemi sanitari di 
maggiore resilienza. 

4. Osservazioni e prospettive 
La Pubblica Amministrazione è stata da 

tempo individuata come traino per 
l’informatizzazione del Paese, come banco di 
prova del processo di digitalizzazione italiano. 

L’attuazione vi è certamente stata sotto il 
profilo normativo e tecnologico, sebbene sia 
necessario un adeguamento costante per 
tenere il passo o preferibilmente anticipare le 
evoluzioni tecniche. La PA non si è, invece, 
adeguata sotto il profilo organizzativo e 
culturale. 

Per tale ragione, il legislatore è intervenuto 
più volte, creando codici, prevedendo 
finanziamenti, predisponendo le infrastrutture, 
adeguando procedure, almeno sulla carta. 

La PA sconta un deficit di capacità 
amministrativa, che si traduce in una scarsa 
modernizzazione delle amministrazioni locali. 
Manca, ora, un corpo tecnico e una 
formazione adeguata, fondamentale peraltro 
per amministrare un complesso di regole e 
riforme come quello proposto dal PNRR.  

Al riguardo, la Country Specific 
Recommendation per l’Italia, ossia la 
Raccomandazione del Consiglio sul 
programma nazionale di riforma 2020 
dell’Italia e che formulava un parere del 
Consiglio sul programma di stabilità 2020 

 
45 Così, S. Cassese, L’aquila e le mosche. Principio di 
sussidiarietà e diritti amministrativi nell’area europea, 
in Il Foro Italiano, n. 10, 1995, 373-377. 
46 https://www.euro.who.int/en/health-topics/health-poli 
cy/european-programme-of-work/pan-european-commis 
sion-on-health-and-sustainable-development/publication 
s/drawing-light-from-the-pandemic-a-new-strategy-for-
health-and-sustainable-development-2021. 

dell’Italia, già segnalava che 
“un’amministrazione pubblica efficace è 
cruciale per garantire che le misure adottate 
per affrontare l’emergenza e sostenere la 
ripresa economica non siano rallentate nella 
loro attuazione. L’erogazione delle prestazioni 
sociali, le misure a sostegno della liquidità, 
l’anticipazione degli investimenti, ecc. 
potrebbero non essere efficaci se ostacolate da 
impedimenti nel settore pubblico. Tra le 
carenze figurano la lunghezza delle procedure, 
tra cui quelle della giustizia civile, il basso 
livello di digitalizzazione e la scarsa capacità 
amministrativa.” 

È giunto, invece, il momento di accelerare, 
forzare la mano – si potrebbe dire – sulla 
riorganizzazione degli apparati, in modo da 
raggiungere gli obiettivi della transizione 
digitale. 

E, d’altronde, la produzione normativa non 
è certamente la fase più complessa di una 
riforma, richiedendo il completamento 
dell’iter legislativo. La fase più ardua è quella 
attuativa, e non intesa come regolamentazione 
attuativa, ma intesa come il compimento di 
quelle azioni amministrative concrete tese a 
raggiungere gli obiettivi. Il che pone l’accento 
non tanto sulla capacità riformatrice-
legislativa del Paese, quanto sulla sua capacità 
di azione amministrativa, necessaria per 
rispettare gli impegni assunti nel PNRR (e 
fruire dei finanziamenti concessi, senza il 
rischio di doverli restituire47). 

Come detto, l’ambito di maggiore 
applicazione di tali principi riformatori negli 
ultimi due anni è stato il settore sanitario o, 
meglio, più in generale, ogni azione atta a 
fronteggiare la crisi sanitaria, ivi comprese 
riforme di semplificazione. 

Ed ora, la piena digitalizzazione della 
sanità consentirebbe un’evoluzione degli 
attuali strumenti e in particolare del fascicolo 
sanitario elettronico, che potrebbe diventare lo 
strumento cardine per abilitare nuovi percorsi 
di cura e prevenzione personalizzati. Peraltro, 
la qualità e la sicurezza di una digitalizzazione 
capillare dei sistemi sanitari rappresenterebbe 
un elemento di coesione sociale permettendo 
un accesso più equo e democratico a 

 
47 Ciò in quanto, in conformità alle disposizioni del 
Regolamento istitutivo del c.d. dispositivo per la ripresa 
e la resilienza, la Commissione ha il potere di vigilare 
sull’adempimento del Piano e di intervenire con i rimedi 
“sanzionatori” previsti dal Regolamento medesimo, 
quali la sospensione dell’erogazione o addirittura la 
restituzione del finanziamento ex art. 24 Reg. 2021/241. 
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un’assistenza di livello migliore. 
La digitalizzazione della sanità inciderebbe 

sia sulle modalità di erogazione delle 
prestazioni sanitarie, sull’organizzazione degli 
enti e sulla partecipazione dei cittadini, da un 
lato incrementando la qualità della prestazione 
resa, dall’altro potenzialmente migliorando la 
relazione medico/struttura – paziente.  

La sfida, in sanità, impone un continuo 
dialogo tra arte medica, digitalizzazione e 
politica amministrativa, senza dimenticare le 
implicazioni etiche che l’uso delle nuove 
tecnologie possono comportare. 

In tale contesto, il PNRR si propone di 
accelerare lo sviluppo, l’armonizzazione e la 
diffusione del FSE quale pietra angolare per 
l’erogazione dei servizi sanitari digitali e la 
valorizzazione dei dati clinici nazionali. 
Inoltre, intende sviluppare ecosistemi avanzati 
di telemedicina, asse portante del 
rafforzamento della sanità territoriale e del 
miglioramento degli standard di cura di 
cittadini e residenti. 

Ma in genere il processo di digitalizzazione 
può migliorare il rapporto tra utente e 
cittadino. 

La normativa sopra illustrata prevede 
riforme certamente sufficienti a porre le basi 
per la svolta digitale. Tuttavia, è sintomatico 
che sia stato necessario prevedere sanzioni in 
caso di inadempimento agli obblighi connessi 
alla transizione o di mancato raggiungimento 
degli obiettivi posti dal legislatore48. 

Pare evidente, quindi, la consapevolezza 
che il problema sia anche culturale, ivi 
compreso il cambio di passo, sotto il profilo 
organizzativo, richiesto alla dirigenza 
amministrativa. 

Certamente, poi, la cittadinanza deve 
contribuire, rendendosi aperta a tale sviluppo, 
ma deve essere anche messa in grado di poter 
comprendere le procedure, sfruttarle e 
padroneggiarle. Al riguardo, introducendo le 
varie forme di vulnerabilità della cittadinanza, 
C. Franchini ha opportunamente evidenziato 
che “negli ultimi tempi, i bisogni hanno 
iniziato a “terziarizzarsi”, in quanto tendono a 
riflettere esigenze evolute in luogo delle 
necessità primarie sin qui richiamate49. È 

 
48 In tal senso le già ricordate previsioni sanzionatorie 
contenute nel d.l. 76/2020. 
49 Riferendosi nello scritto a necessità di ordine 
materiale dirette al soddisfacimento di esigenze primarie 
(viveri e vestiario, ma anche sussidi economici per il 
pagamento di servizi e di imposte), ad istanze che fanno 
riferimento anche ad altri aspetti, quali l’educazione e 

questa una dinamica strettamente collegata 
alla natura sempre più articolata e multiforme 
della società contemporanea. In proposito, 
basti pensare al processo di informatizzazione 
che sta investendo i servizi offerti dalle 
pubbliche amministrazioni: a fronte 
dell’obiettivo di semplificare i rapporti con i 
cittadini, vi è la difficoltà di realizzare un 
progetto di alfabetizzazione informatica di 
questi ultimi, sopperendo alla loro carenza 
informativa soprattutto in considerazione del 
progressivo invecchiamento della popolazione 
italiana”50. In tal senso, è certamente 
opportuna la previsione del Fondo per la 
Repubblica Digitale, quale nuovo strumento 
per rafforzare le competenze digitali degli 
italiani previsto dal già citato d.l. 152/2021. 

Si ricorda che già il Rapporto Giannini51 
aveva evidenziato come l’evoluzione della PA 
passasse necessariamente dalla capacità di 
padroneggiare le nuove tecnologie.  

Giannini, allora (1979) Ministro per la 
funzione pubblica, aveva ritenuto che i 
problemi generali più importanti della 
tecnologia occorrente alle pubbliche 
amministrazioni si potessero ridurre a due: gli 
ambienti di lavoro e l’attività di informatica. 
A questi aggiungeva il difficile aggiornamento 
al progresso tecnologico da parte delle 
amministrazioni pubbliche, ritenendo che 
sotto tale profilo fosse necessario interrogarsi 
in sede di riorganizzazione dei comparti. 
Inoltre, evidenziava che le amministrazioni 
pubbliche risultavano già allora grandi utenti 
di tecnologie, per cui occorreva che si 
determinasse una politica contrattuale per le 
acquisizioni tecnologiche, rendendo 
maggiormente efficienti e ammodernando i 
procedimenti contrattuali pubblici. 

Avvertiva però che “il cambiamento, unito 
all’impiego collegato di elaboratori di più 
amministrazioni, richiede disponibilità di 
competenze tecniche molto specializzate, che 
si sono potute formare solo in pochissime 
amministrazioni”. 

Concludeva poi così: “il fatto è che i 
sistemi informativi non servono più alle 

 
l’istruzione, la salute, l’alloggio, l’occupazione, cioè a 
diritti fondamentali. 
50 Così C. Franchini, L’intervento pubblico di contrasto 
alla povertà, Napoli, Editoriale scientifica, 2021, 32 
51 “Rapporto sui principali problemi della 
Amministrazione dello Stato” trasmesso al Parlamento 
il 16 novembre 1979. Tale rapporto risulta pubblicato 
anche in M.S. Giannini, Rapporto sui principali 
problemi dell’Amministrazione dello Stato, in Rivista 
trimestrale di diritto pubblico, n. 3, 1982, 722. 
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amministrazioni per fatti di gestione interna, 
ma servono proprio per amministrare, si 
proiettano cioè sempre più verso l’esterno. 
(…) Quel che manca è l’analisi permanente 
dell’efficiente uso degli elaboratori, con gli 
aggiustamenti di procedure e le integrazioni 
reciproche”. 

Magari la terminologia tecnica risulta poco 
attuale e si riferisce ad infrastrutture ormai 
ampiamente superate, ma i concetti appaiono 
alquanto familiari e lucidamente ben chiari in 
una esposizione di oltre 40 anni fa! 

E il legislatore (delegato) non è certamente 
rimasto fermo, adottando, tra gli altri, il 
decreto legislativo 12 febbraio 1993, n. 39, 
recante norme in materia di sistemi 
informativi automatizzati delle 
amministrazioni pubbliche, cui è seguito il 
d.p.r. 10 novembre 1997, n. 513, Regolamento 
recante criteri e modalità per la formazione, 
l’archiviazione e la trasmissione di documenti 
con strumenti informatici e telematici. Per poi 
giungere al CAD e a tutti i provvedimenti 
normativi più sopra analizzati. 

La transizione digitale richiede degli 
stimoli, dei pungoli, tradottisi anche in 
sanzioni a carico degli uffici inefficienti, come 
previsto nel nuovo CAD. In genere, poi, 
l’accelerazione richiesta alla Pubblica 
Amministrazione impone che si passi 
rapidamente da una concezione di 
amministrazione vincolata e rigida nelle 
procedure, ad una amministrazione di 
risultato, costruendo un sistema trasparente in 
cui la maggiore autonomia delle istituzioni sia 
bilanciato dalla previsione di premi e sanzioni. 

Il PNRR, in particolare, ha invitato il 
legislatore a prevedere un maggior spazio 
operativo alle amministrazioni, con 
conseguente maggiore discrezionalità nel 
merito, necessario per innovare con la rapidità 
richiesta. 

Tuttavia, è opportuna la previsione di 
sanzioni e precetti nelle disposizioni attuative, 
al fine di evitare quella debolezza della 
normativa vigente, già evidenziata dal 
Consiglio di Stato, secondo cui sussiste la 
“necessità di accompagnare alle enunciazioni 
di principio norme direttamente precettive, 
che non rimettano l’attuazione di tali principi 
esclusivamente alla volontà (mutevole per 
definizione) di attuarle da parte delle singole 
amministrazioni” considerato che “la presenza 
di nuovi mezzi di svolgimento dell’attività 
amministrativa impone, quando le innovazioni 
lo consentono, il compimento di operazioni di 

adattamento dei vecchi istituti alle nuove 
situazioni”52. 

La digitalizzazione richiede cooperazione 
tra enti, istituzioni, collaboratori, partner e 
cittadini. In una fase storica in cui prevale 
l’individualismo, occorre remare nella stessa 
direzione e in sincronia, dovendo progredire 
tutti per non lasciare nessuno dietro ed 
incompiuta la transizione, promuovendo la 
digitalizzazione della società. 

Peraltro, in attuazione del principio di 
preparedness già citato, è fondamentale 
ottimizzare, efficientare il sistema, i servizi e 
le procedure per non farsi trovare impreparati 
rispetto a nuove sfide, ma tentare di 
anticiparle, rimuovendo inefficienze e sprechi, 
di risorse e strutturali. 

Se la PA, a tutti i livelli, deve avanzare in 
formazione compatta, è necessario 
l’adeguamento delle infrastrutture, 
certamente, ma anche dell’organizzazione e 
dei rapporti interorganici. 

Le riforme dell’ultimo biennio paiono 
andare in tale direzione, spronando con 
l’obiettivo di raggiungere il traguardo di una 
amministrazione davvero digitale, proiettata 
verso l’esterno, come diceva Giannini. 

Indubbiamente, poi, nella dialettica politica 
e legislativa si incrociano l’approccio digitale 
e il diritto a una buona amministrazione, l’uno 
strumento per l’altro, fondamentali anche per 
garantire la qualità e la continuità dei servizi, 
in grado di reggere le sfide del futuro. 

 
52 Consiglio di Stato, Sezione consultiva per gli atti 
normativi, n. 11995/04 par. 7, intervenuto sullo schema 
di decreto legislativo recante il “Codice 
dell’amministrazione digitale”. 
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un’assistenza di livello migliore. 
La digitalizzazione della sanità inciderebbe 

sia sulle modalità di erogazione delle 
prestazioni sanitarie, sull’organizzazione degli 
enti e sulla partecipazione dei cittadini, da un 
lato incrementando la qualità della prestazione 
resa, dall’altro potenzialmente migliorando la 
relazione medico/struttura – paziente.  

La sfida, in sanità, impone un continuo 
dialogo tra arte medica, digitalizzazione e 
politica amministrativa, senza dimenticare le 
implicazioni etiche che l’uso delle nuove 
tecnologie possono comportare. 

In tale contesto, il PNRR si propone di 
accelerare lo sviluppo, l’armonizzazione e la 
diffusione del FSE quale pietra angolare per 
l’erogazione dei servizi sanitari digitali e la 
valorizzazione dei dati clinici nazionali. 
Inoltre, intende sviluppare ecosistemi avanzati 
di telemedicina, asse portante del 
rafforzamento della sanità territoriale e del 
miglioramento degli standard di cura di 
cittadini e residenti. 

Ma in genere il processo di digitalizzazione 
può migliorare il rapporto tra utente e 
cittadino. 

La normativa sopra illustrata prevede 
riforme certamente sufficienti a porre le basi 
per la svolta digitale. Tuttavia, è sintomatico 
che sia stato necessario prevedere sanzioni in 
caso di inadempimento agli obblighi connessi 
alla transizione o di mancato raggiungimento 
degli obiettivi posti dal legislatore48. 

Pare evidente, quindi, la consapevolezza 
che il problema sia anche culturale, ivi 
compreso il cambio di passo, sotto il profilo 
organizzativo, richiesto alla dirigenza 
amministrativa. 

Certamente, poi, la cittadinanza deve 
contribuire, rendendosi aperta a tale sviluppo, 
ma deve essere anche messa in grado di poter 
comprendere le procedure, sfruttarle e 
padroneggiarle. Al riguardo, introducendo le 
varie forme di vulnerabilità della cittadinanza, 
C. Franchini ha opportunamente evidenziato 
che “negli ultimi tempi, i bisogni hanno 
iniziato a “terziarizzarsi”, in quanto tendono a 
riflettere esigenze evolute in luogo delle 
necessità primarie sin qui richiamate49. È 

 
48 In tal senso le già ricordate previsioni sanzionatorie 
contenute nel d.l. 76/2020. 
49 Riferendosi nello scritto a necessità di ordine 
materiale dirette al soddisfacimento di esigenze primarie 
(viveri e vestiario, ma anche sussidi economici per il 
pagamento di servizi e di imposte), ad istanze che fanno 
riferimento anche ad altri aspetti, quali l’educazione e 

questa una dinamica strettamente collegata 
alla natura sempre più articolata e multiforme 
della società contemporanea. In proposito, 
basti pensare al processo di informatizzazione 
che sta investendo i servizi offerti dalle 
pubbliche amministrazioni: a fronte 
dell’obiettivo di semplificare i rapporti con i 
cittadini, vi è la difficoltà di realizzare un 
progetto di alfabetizzazione informatica di 
questi ultimi, sopperendo alla loro carenza 
informativa soprattutto in considerazione del 
progressivo invecchiamento della popolazione 
italiana”50. In tal senso, è certamente 
opportuna la previsione del Fondo per la 
Repubblica Digitale, quale nuovo strumento 
per rafforzare le competenze digitali degli 
italiani previsto dal già citato d.l. 152/2021. 

Si ricorda che già il Rapporto Giannini51 
aveva evidenziato come l’evoluzione della PA 
passasse necessariamente dalla capacità di 
padroneggiare le nuove tecnologie.  

Giannini, allora (1979) Ministro per la 
funzione pubblica, aveva ritenuto che i 
problemi generali più importanti della 
tecnologia occorrente alle pubbliche 
amministrazioni si potessero ridurre a due: gli 
ambienti di lavoro e l’attività di informatica. 
A questi aggiungeva il difficile aggiornamento 
al progresso tecnologico da parte delle 
amministrazioni pubbliche, ritenendo che 
sotto tale profilo fosse necessario interrogarsi 
in sede di riorganizzazione dei comparti. 
Inoltre, evidenziava che le amministrazioni 
pubbliche risultavano già allora grandi utenti 
di tecnologie, per cui occorreva che si 
determinasse una politica contrattuale per le 
acquisizioni tecnologiche, rendendo 
maggiormente efficienti e ammodernando i 
procedimenti contrattuali pubblici. 

Avvertiva però che “il cambiamento, unito 
all’impiego collegato di elaboratori di più 
amministrazioni, richiede disponibilità di 
competenze tecniche molto specializzate, che 
si sono potute formare solo in pochissime 
amministrazioni”. 

Concludeva poi così: “il fatto è che i 
sistemi informativi non servono più alle 

 
l’istruzione, la salute, l’alloggio, l’occupazione, cioè a 
diritti fondamentali. 
50 Così C. Franchini, L’intervento pubblico di contrasto 
alla povertà, Napoli, Editoriale scientifica, 2021, 32 
51 “Rapporto sui principali problemi della 
Amministrazione dello Stato” trasmesso al Parlamento 
il 16 novembre 1979. Tale rapporto risulta pubblicato 
anche in M.S. Giannini, Rapporto sui principali 
problemi dell’Amministrazione dello Stato, in Rivista 
trimestrale di diritto pubblico, n. 3, 1982, 722. 
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amministrazioni per fatti di gestione interna, 
ma servono proprio per amministrare, si 
proiettano cioè sempre più verso l’esterno. 
(…) Quel che manca è l’analisi permanente 
dell’efficiente uso degli elaboratori, con gli 
aggiustamenti di procedure e le integrazioni 
reciproche”. 

Magari la terminologia tecnica risulta poco 
attuale e si riferisce ad infrastrutture ormai 
ampiamente superate, ma i concetti appaiono 
alquanto familiari e lucidamente ben chiari in 
una esposizione di oltre 40 anni fa! 

E il legislatore (delegato) non è certamente 
rimasto fermo, adottando, tra gli altri, il 
decreto legislativo 12 febbraio 1993, n. 39, 
recante norme in materia di sistemi 
informativi automatizzati delle 
amministrazioni pubbliche, cui è seguito il 
d.p.r. 10 novembre 1997, n. 513, Regolamento 
recante criteri e modalità per la formazione, 
l’archiviazione e la trasmissione di documenti 
con strumenti informatici e telematici. Per poi 
giungere al CAD e a tutti i provvedimenti 
normativi più sopra analizzati. 

La transizione digitale richiede degli 
stimoli, dei pungoli, tradottisi anche in 
sanzioni a carico degli uffici inefficienti, come 
previsto nel nuovo CAD. In genere, poi, 
l’accelerazione richiesta alla Pubblica 
Amministrazione impone che si passi 
rapidamente da una concezione di 
amministrazione vincolata e rigida nelle 
procedure, ad una amministrazione di 
risultato, costruendo un sistema trasparente in 
cui la maggiore autonomia delle istituzioni sia 
bilanciato dalla previsione di premi e sanzioni. 

Il PNRR, in particolare, ha invitato il 
legislatore a prevedere un maggior spazio 
operativo alle amministrazioni, con 
conseguente maggiore discrezionalità nel 
merito, necessario per innovare con la rapidità 
richiesta. 

Tuttavia, è opportuna la previsione di 
sanzioni e precetti nelle disposizioni attuative, 
al fine di evitare quella debolezza della 
normativa vigente, già evidenziata dal 
Consiglio di Stato, secondo cui sussiste la 
“necessità di accompagnare alle enunciazioni 
di principio norme direttamente precettive, 
che non rimettano l’attuazione di tali principi 
esclusivamente alla volontà (mutevole per 
definizione) di attuarle da parte delle singole 
amministrazioni” considerato che “la presenza 
di nuovi mezzi di svolgimento dell’attività 
amministrativa impone, quando le innovazioni 
lo consentono, il compimento di operazioni di 

adattamento dei vecchi istituti alle nuove 
situazioni”52. 

La digitalizzazione richiede cooperazione 
tra enti, istituzioni, collaboratori, partner e 
cittadini. In una fase storica in cui prevale 
l’individualismo, occorre remare nella stessa 
direzione e in sincronia, dovendo progredire 
tutti per non lasciare nessuno dietro ed 
incompiuta la transizione, promuovendo la 
digitalizzazione della società. 

Peraltro, in attuazione del principio di 
preparedness già citato, è fondamentale 
ottimizzare, efficientare il sistema, i servizi e 
le procedure per non farsi trovare impreparati 
rispetto a nuove sfide, ma tentare di 
anticiparle, rimuovendo inefficienze e sprechi, 
di risorse e strutturali. 

Se la PA, a tutti i livelli, deve avanzare in 
formazione compatta, è necessario 
l’adeguamento delle infrastrutture, 
certamente, ma anche dell’organizzazione e 
dei rapporti interorganici. 

Le riforme dell’ultimo biennio paiono 
andare in tale direzione, spronando con 
l’obiettivo di raggiungere il traguardo di una 
amministrazione davvero digitale, proiettata 
verso l’esterno, come diceva Giannini. 

Indubbiamente, poi, nella dialettica politica 
e legislativa si incrociano l’approccio digitale 
e il diritto a una buona amministrazione, l’uno 
strumento per l’altro, fondamentali anche per 
garantire la qualità e la continuità dei servizi, 
in grado di reggere le sfide del futuro. 

 
52 Consiglio di Stato, Sezione consultiva per gli atti 
normativi, n. 11995/04 par. 7, intervenuto sullo schema 
di decreto legislativo recante il “Codice 
dell’amministrazione digitale”. 
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un’assistenza di livello migliore. 
La digitalizzazione della sanità inciderebbe 

sia sulle modalità di erogazione delle 
prestazioni sanitarie, sull’organizzazione degli 
enti e sulla partecipazione dei cittadini, da un 
lato incrementando la qualità della prestazione 
resa, dall’altro potenzialmente migliorando la 
relazione medico/struttura – paziente.  

La sfida, in sanità, impone un continuo 
dialogo tra arte medica, digitalizzazione e 
politica amministrativa, senza dimenticare le 
implicazioni etiche che l’uso delle nuove 
tecnologie possono comportare. 

In tale contesto, il PNRR si propone di 
accelerare lo sviluppo, l’armonizzazione e la 
diffusione del FSE quale pietra angolare per 
l’erogazione dei servizi sanitari digitali e la 
valorizzazione dei dati clinici nazionali. 
Inoltre, intende sviluppare ecosistemi avanzati 
di telemedicina, asse portante del 
rafforzamento della sanità territoriale e del 
miglioramento degli standard di cura di 
cittadini e residenti. 

Ma in genere il processo di digitalizzazione 
può migliorare il rapporto tra utente e 
cittadino. 

La normativa sopra illustrata prevede 
riforme certamente sufficienti a porre le basi 
per la svolta digitale. Tuttavia, è sintomatico 
che sia stato necessario prevedere sanzioni in 
caso di inadempimento agli obblighi connessi 
alla transizione o di mancato raggiungimento 
degli obiettivi posti dal legislatore48. 

Pare evidente, quindi, la consapevolezza 
che il problema sia anche culturale, ivi 
compreso il cambio di passo, sotto il profilo 
organizzativo, richiesto alla dirigenza 
amministrativa. 

Certamente, poi, la cittadinanza deve 
contribuire, rendendosi aperta a tale sviluppo, 
ma deve essere anche messa in grado di poter 
comprendere le procedure, sfruttarle e 
padroneggiarle. Al riguardo, introducendo le 
varie forme di vulnerabilità della cittadinanza, 
C. Franchini ha opportunamente evidenziato 
che “negli ultimi tempi, i bisogni hanno 
iniziato a “terziarizzarsi”, in quanto tendono a 
riflettere esigenze evolute in luogo delle 
necessità primarie sin qui richiamate49. È 

 
48 In tal senso le già ricordate previsioni sanzionatorie 
contenute nel d.l. 76/2020. 
49 Riferendosi nello scritto a necessità di ordine 
materiale dirette al soddisfacimento di esigenze primarie 
(viveri e vestiario, ma anche sussidi economici per il 
pagamento di servizi e di imposte), ad istanze che fanno 
riferimento anche ad altri aspetti, quali l’educazione e 

questa una dinamica strettamente collegata 
alla natura sempre più articolata e multiforme 
della società contemporanea. In proposito, 
basti pensare al processo di informatizzazione 
che sta investendo i servizi offerti dalle 
pubbliche amministrazioni: a fronte 
dell’obiettivo di semplificare i rapporti con i 
cittadini, vi è la difficoltà di realizzare un 
progetto di alfabetizzazione informatica di 
questi ultimi, sopperendo alla loro carenza 
informativa soprattutto in considerazione del 
progressivo invecchiamento della popolazione 
italiana”50. In tal senso, è certamente 
opportuna la previsione del Fondo per la 
Repubblica Digitale, quale nuovo strumento 
per rafforzare le competenze digitali degli 
italiani previsto dal già citato d.l. 152/2021. 

Si ricorda che già il Rapporto Giannini51 
aveva evidenziato come l’evoluzione della PA 
passasse necessariamente dalla capacità di 
padroneggiare le nuove tecnologie.  

Giannini, allora (1979) Ministro per la 
funzione pubblica, aveva ritenuto che i 
problemi generali più importanti della 
tecnologia occorrente alle pubbliche 
amministrazioni si potessero ridurre a due: gli 
ambienti di lavoro e l’attività di informatica. 
A questi aggiungeva il difficile aggiornamento 
al progresso tecnologico da parte delle 
amministrazioni pubbliche, ritenendo che 
sotto tale profilo fosse necessario interrogarsi 
in sede di riorganizzazione dei comparti. 
Inoltre, evidenziava che le amministrazioni 
pubbliche risultavano già allora grandi utenti 
di tecnologie, per cui occorreva che si 
determinasse una politica contrattuale per le 
acquisizioni tecnologiche, rendendo 
maggiormente efficienti e ammodernando i 
procedimenti contrattuali pubblici. 

Avvertiva però che “il cambiamento, unito 
all’impiego collegato di elaboratori di più 
amministrazioni, richiede disponibilità di 
competenze tecniche molto specializzate, che 
si sono potute formare solo in pochissime 
amministrazioni”. 

Concludeva poi così: “il fatto è che i 
sistemi informativi non servono più alle 

 
l’istruzione, la salute, l’alloggio, l’occupazione, cioè a 
diritti fondamentali. 
50 Così C. Franchini, L’intervento pubblico di contrasto 
alla povertà, Napoli, Editoriale scientifica, 2021, 32 
51 “Rapporto sui principali problemi della 
Amministrazione dello Stato” trasmesso al Parlamento 
il 16 novembre 1979. Tale rapporto risulta pubblicato 
anche in M.S. Giannini, Rapporto sui principali 
problemi dell’Amministrazione dello Stato, in Rivista 
trimestrale di diritto pubblico, n. 3, 1982, 722. 
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amministrazioni per fatti di gestione interna, 
ma servono proprio per amministrare, si 
proiettano cioè sempre più verso l’esterno. 
(…) Quel che manca è l’analisi permanente 
dell’efficiente uso degli elaboratori, con gli 
aggiustamenti di procedure e le integrazioni 
reciproche”. 

Magari la terminologia tecnica risulta poco 
attuale e si riferisce ad infrastrutture ormai 
ampiamente superate, ma i concetti appaiono 
alquanto familiari e lucidamente ben chiari in 
una esposizione di oltre 40 anni fa! 

E il legislatore (delegato) non è certamente 
rimasto fermo, adottando, tra gli altri, il 
decreto legislativo 12 febbraio 1993, n. 39, 
recante norme in materia di sistemi 
informativi automatizzati delle 
amministrazioni pubbliche, cui è seguito il 
d.p.r. 10 novembre 1997, n. 513, Regolamento 
recante criteri e modalità per la formazione, 
l’archiviazione e la trasmissione di documenti 
con strumenti informatici e telematici. Per poi 
giungere al CAD e a tutti i provvedimenti 
normativi più sopra analizzati. 

La transizione digitale richiede degli 
stimoli, dei pungoli, tradottisi anche in 
sanzioni a carico degli uffici inefficienti, come 
previsto nel nuovo CAD. In genere, poi, 
l’accelerazione richiesta alla Pubblica 
Amministrazione impone che si passi 
rapidamente da una concezione di 
amministrazione vincolata e rigida nelle 
procedure, ad una amministrazione di 
risultato, costruendo un sistema trasparente in 
cui la maggiore autonomia delle istituzioni sia 
bilanciato dalla previsione di premi e sanzioni. 

Il PNRR, in particolare, ha invitato il 
legislatore a prevedere un maggior spazio 
operativo alle amministrazioni, con 
conseguente maggiore discrezionalità nel 
merito, necessario per innovare con la rapidità 
richiesta. 

Tuttavia, è opportuna la previsione di 
sanzioni e precetti nelle disposizioni attuative, 
al fine di evitare quella debolezza della 
normativa vigente, già evidenziata dal 
Consiglio di Stato, secondo cui sussiste la 
“necessità di accompagnare alle enunciazioni 
di principio norme direttamente precettive, 
che non rimettano l’attuazione di tali principi 
esclusivamente alla volontà (mutevole per 
definizione) di attuarle da parte delle singole 
amministrazioni” considerato che “la presenza 
di nuovi mezzi di svolgimento dell’attività 
amministrativa impone, quando le innovazioni 
lo consentono, il compimento di operazioni di 

adattamento dei vecchi istituti alle nuove 
situazioni”52. 

La digitalizzazione richiede cooperazione 
tra enti, istituzioni, collaboratori, partner e 
cittadini. In una fase storica in cui prevale 
l’individualismo, occorre remare nella stessa 
direzione e in sincronia, dovendo progredire 
tutti per non lasciare nessuno dietro ed 
incompiuta la transizione, promuovendo la 
digitalizzazione della società. 

Peraltro, in attuazione del principio di 
preparedness già citato, è fondamentale 
ottimizzare, efficientare il sistema, i servizi e 
le procedure per non farsi trovare impreparati 
rispetto a nuove sfide, ma tentare di 
anticiparle, rimuovendo inefficienze e sprechi, 
di risorse e strutturali. 

Se la PA, a tutti i livelli, deve avanzare in 
formazione compatta, è necessario 
l’adeguamento delle infrastrutture, 
certamente, ma anche dell’organizzazione e 
dei rapporti interorganici. 

Le riforme dell’ultimo biennio paiono 
andare in tale direzione, spronando con 
l’obiettivo di raggiungere il traguardo di una 
amministrazione davvero digitale, proiettata 
verso l’esterno, come diceva Giannini. 

Indubbiamente, poi, nella dialettica politica 
e legislativa si incrociano l’approccio digitale 
e il diritto a una buona amministrazione, l’uno 
strumento per l’altro, fondamentali anche per 
garantire la qualità e la continuità dei servizi, 
in grado di reggere le sfide del futuro. 

 
52 Consiglio di Stato, Sezione consultiva per gli atti 
normativi, n. 11995/04 par. 7, intervenuto sullo schema 
di decreto legislativo recante il “Codice 
dell’amministrazione digitale”. 
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ABSTRACT The adoption of AI solutions in public services generates savings, enhances quality of services, 
allows to reach larger production scales and, by eliminating human errors, is able to give greater guarantees to 
citizens. In particular, the study intends to focus on the improvements that can be realized with the help of AI in 
the relations between levels of government and above all in the numerous relationships between public 
authorities and private subjects. From this last point of view, it appears essential on the one hand that in the use 
of AI public administration does not deviate from its inherent principles and on the other hand that citizens 
consider the use of new technologies in the public sector to be reliable. Despite the many potential benefits of 
AI, there are also numerous risks, which must be addressed first of all in order to ensure respect for democratic 
values and human rights, while there is still a lack of uniform legislation in relation to the use of AI in the public 
sector. In this still unclear but constantly evolving framework the use of AI in public administration raises many 
other issues, including its compliance with the unavoidable founding principles of public service. 

1. Public sector and AI: opportunities, risks 
and limits 
For years, artificial intelligence (AI)1 has 

been part of our lives, pervading them, 
shaping them and building a model of a new 
normal. It is a global and elusive 
phenomenon. In fact, there is no univocal 
definition of artificial intelligence, but there 
are many meanings attributed to it2. One of 

 
* Article submitted to double-blind peer review. 
1 Artificial intelligence, a “set of intelligent systems”, is 
the discipline that allows a machine to process and 
represent an enormous amount of information, analyze 
the environment, draw deductions, make reasoning, find 
solutions, plan, act towards a specific goal and learn 
automatically by improving its performances through 
experience, and finally work and decide independently. 
It studies the theoretical foundations, methodologies and 
techniques that allow the design of hardware and 
software systems capable of providing the electronic 
computer with performance that, to a common observer, 
would seem to belong exclusively to human 
intelligence. According to the Council of Europe, AI is 
to be understood as “a set of sciences, theories and 
techniques whose purpose is to reproduce by a machine 
the cognitive abilities of a human being”, 
www.coe.int/en/web/human-rights-rule-oflaw/artificial-
intelligence/glossary. The term was coined by John 
McCarthy in 1956, during a summer seminar at 
Dartmouth College: in this regard F. Amigoni, V. 
Schiaffonati and M. Somalvico, Intelligenza Artificiale, 
in www.treccani.it, 2008.  
2 On the non-univocity of the meaning of AI for 
example: Council of Europe, Ad Hoc Committee on 
Artificial Intelligence (CAHAI), Policy Development 
Group, CAHAI-PDG(2021)03, 4; J. Berryhill, K.K. 
Heang, R. Clogher and K. McBride, Hello, World: 
Artificial Intelligence and its Use in the Public Sector, 

the most recent definitions of AI is given by 
the European Commission, which describes it 
as “a fast evolving family of technologies that 
can bring a wide array of economic and 
societal benefits across the entire spectrum of 
industries and social activities”3. AI brings 
numerous advantages to our existence and 
offers many opportunities, but it also has 
disadvantages and dangers, more or less clear 
and known. In fact, there is no complete and 
exact notion of what the impact of AI is, and 
AI appears to be capable of affecting an ever 
wider range of aspects of human life. 
Technology is constantly and rapidly 
evolving, inevitably resulting in the difficulty 
of accurately evaluating its effects. 

The public sector is also one of the various 
areas pervaded by AI4 and its algorithms5. In 

 
OECD Working Papers on Pubic Governance n. 36, 
2019, especially 7 and 11. 
3 European Commission, Proposal for a Regulation of 
the European Parliament and of the Council Laying 
Down Harmonised Rules on Artificial Intelligence 
(Artificial Intelligence Act) and Amending Certain 
Union Legislative Acts, COM(2021) 206, 21 April 2021, 
recital 3. 
4 On AI in the public sector: Oxford Commission on AI 
& Good Governance, AI in the Public Service: From 
Principles to Practice, 2021; D. Desordi and C. Della 
Bona, A inteligência artificial e a eficiência na 
administração pública, in Revista de direito, vol. 12, n. 
2, 2020, 1. On AI in Administrative Law, ex multis, J. 
Palma Méndez and R. Marín Morales, Inteligencia 
artificial, Madrid, McGraw-Hill, 2011, 83; E. Carloni, 
Algoritmi su carta. Politiche di digitalizzazione e 
trasformazione digitale delle amministrazioni, in Diritto 
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pubblico, n. 2, 2019, 363; Id., AI, algoritmi e pubblica 
amministrazione in Italia, in Revista de los Estudios de 
Derecho y Ciencia Política, 2020, 7; S. Crisci, 
Intelligenza artificiale ed etica dell’algoritmo, in Foro 
amministrativo, n. 10, 2018, 1787; P. Otranto, 
Decisione amministrativa e digitalizzazione della p.a., 
in Federalismi.it, n. 2, 2018, 1; J. Ponce, La prevención 
de riesgos de mala administración y corrupción, la 
inteligencia artificial y el derecho a una buena 
administración, in Revista Internacional Transparencia 
e Integridad, n. 6, 2018; Id., Inteligencia artificial, 
Derecho administrativo y reserva de humanidad: 
algoritmos y procedimiento administrativo debido 
tecnológico, in Revista General de Derecho 
Administrativo, n. 50, 2019; E. Picozza, Intelligenza 
artificiale e diritto, in Giurisprudenza italiana, n. 7, 
2019, 1771; L. Viola, L’intelligenza artificiale nel 
procedimento e nel processo amministrativo: lo stato 
dell’arte, in Foro amministrativo, n. 9, 2018, 1598; Id., 
Attività amministrativa e intelligenza artificiale, in 
Cyperspazio e diritto, n. 1-2, 2019, 78; G. Avanzini, 
Decisioni amministrative e algoritmi informatici, 
Napoli, Editoriale Scientifica, 2019; I. Martín Delgado, 
Automazione, intelligenza artificiale e pubblica 
amministrazione: vecchie categorie concettuali per 
nuovi problemi?, in Istituzioni del federalismo, n. 3, 
2019, 643; M.C. Cavallaro and G. Smorto, Decisione 
pubblica e responsabilità dell’Amministrazione nella 
società dell’algoritmo, in Federalismi.it, n. 16, 2019, 1; 
D.U. Galetta and J.G. Corvalán, Intelligenza Artificiale 
per una Pubblica Amministrazione 4.0? Potenzialità, 
rischi e sfide della rivoluzione tecnologica in atto, in 
Federalismi.it, n. 3, 2019, 1; A. Lalli, Il sapere e la 
professionalità dell’amministrazione pubblica nell’era 
dei big data e dell’intelligenza artificiale, presented at 
Associazione Italiana Professori di Diritto 
Amministrativo Conference, 2019, in 
www.dirittoamministrativo.org; B. Caravita di Toritto, 
Principi costituzionali e intelligenza artificiale, in U. 
Ruffolo (ed.), Intelligenza artificiale: il diritto, i diritti, 
l’etica, Milan, Giuffrè, 2020, 451; G. Fasano, 
L’intelligenza artificiale nella cura dell’interesse 
generale, in Giornale di diritto amministrativo, n. 6, 
2020, 715; C. Benetazzo, Intelligenza artificiale e nuove 
forme di Intelligenza artificiale e nuove forme di 
interazione tra cittadino e pubblica amministrazione, in 
Federalismi.it, n. 16, 2020, 24; P.S. Maglione, La 
Pubblica Amministrazione “al varco” dell’Industrica 
4.0: decisioni automatizzate e garanzie procedimentali 
in una prospettiva human oriented, in 
Amministrazioneincammino.it, 2020; D. Marongiu, 
L’intelligenza artificiale “istituzionale”: limiti (attuali) 
e potenzialità, in European Review of Digital 
Administration & Law, n. 1, 2020, 37; R. Cavallo Perin, 
Ragionando come se la digitalizzazione fosse data, in 
Diritto amministrativo, n. 2, 2020, 305; F. Patroni 
Griffi, Intelligenza artificiale: amministrazione e 
giurisdizione, Intelligenza artificiale, in Il diritto, i 
diritti, l’etica, 2020, 475; B. Raganelli, Decisioni 
pubbliche e algoritmi: modelli alternativi di dialogo tra 
forme di intelligenza diverse nell’assunzione di 
decisioni amministrative, in Federalismi.it, n. 22, 2020; 
A. Cassatella, La discrezionalità amministrativa nell’età 
digitale, in Scritti per Franco Gaetano Scoca, vol. I, 
Vv.Aa., Napoli, Editoriale Scientifica, 2021, 675; A. 
Barone, Amministrazione del rischio e intelligenza 
artificiale, in European Review of Digital 
Administration & Law, n. 1, 2020, 63; G. Pesce, 
Funzione amministrativa, intelligenza artificiale e 

fact, the public administration increasingly 
uses AI to carry out its numerous and complex 
tasks, taking advantage of those benefits that 
for years have been a prerogative only of the 
private sector. As a result of this growing 
trend, most of the national AI strategies 
launched by States to define their approach to 
the development and use of AI also concern 
the public sector6.  

 
blockchain, Napoli, Editoriale Scientifica, 2021.  
5 AI is based on algorithms, computational techniques 
capable of replicating human behavior. Made up of a 
finite sequence of operations (instructions), they learn 
information, translate or interpret written or spoken 
human languages and solve complex problems through 
logic or reasoning. For a definition of algorithm see the 
entry Algorithm, in Encyclopaedia Britannica – 
Micropaedia, 1985. Regarding algorithms and Law, 
especially Administrative Law: E. Carloni, Algoritmi su 
carta, 363; A. Celotto, Come regolare gli algoritmi. Il 
difficile bilanciamento tra scienza, etica e diritto, in 
Analisi Giuridica dell'Economia, issue 1, 2019, 47; B. 
Carotti, Algoritmi e poteri pubblici: un rapporto 
incendiario, in Giornale di diritto amministrativo, n. 1, 
2020, 5; G. Marchianò, La legalità algoritmica nella 
giurisprudenza amministrativa, in Diritto 
dell’economia, n. 3, 2020, 229. AI and in particular 
algorithms are also valuable for all or almost all of the 
other activities of the public administration. In fact, they 
intervene in many areas of administrative activity, from 
the conservation and storage of data to controls, 
communication, participation and the preparation of 
technical decision-making contents. In this regard, the 
progress of AI has allowed the transition from the 
function of collecting and cataloging documents to the 
processing and adoption of legal acts, including 
administrative ones, using computers and algorithms, 
but not without a series of problems. On the algorithms 
and their use both in the preliminary and decision-
making phase, as well as in the effectiveness integrative 
phase, and in both bound and discretionary activities, R. 
Cavallo Perin, Pubblica amministrazione e data 
analysis, in R. Cavallo Perin (ed.), L’amministrazione 
pubblica con i big data: da Torino un dibattito 
sull’intelligenza artificiale, Turin, 2021, 16 and 17. 
6 According to an OECD mapping on AI, fifty countries 
(including the EU) have introduced national AI 
strategies. Thirty-six of these have adopted specific 
strategies for AI in the public sector. See www.oecd-
ilibrary.org/docserver/726fd39den.pdf?expires=161475
7709&id=id&accname=guest&checksum=4E57037FE
90FC8105CF2F3ACC49AF395 11 O. In March 2018, 
the Italian Task Force on AI, led by the Agency for 
Digital Italy (Agenzia per l’Italia digitale), published the 
white paper “L’intelligenza artificiale al servizio dei 
cittadini” (“Artificial intelligence at the service of 
citizens”). The document discusses the key challenges 
related to the implementation of AI in the public sector 
and makes a series of recommendations on how the 
government can overcome them by facilitating the 
adoption of technologies by the State in order to 
improve services to citizens and businesses. In addition, 
many countries are financing projects that concern the 
public sector (for example Finland, Italy, Portugal and 
Slovenia in 2019 have committed themselves to allocate 
more than 10 million euros each for projects of this 
type). See Berryhill, K.K. Heang, R. Clogher and K. 
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The “expansion” of AI in the public sector, 
today indispensable and natural, required but 
also suffered and feared, is mainly due to the 
numerous benefits that it is able to offer or in 
any case it promises7. Among these benefits 
first of all there is that of improving the 
services provided, especially those 
characterized by repetitiveness or by a 
particular complexity8, in terms of subjects 
involved, territorial areas concerned and 
necessary technical characteristics9. Thanks to 
the application of AI, these services can in 
fact be provided in a more rapid, continuous 
and efficient way, optimizing the use of 
human and material resources and therefore 
reducing costs, relating not only to the 
transaction, but also and above all to the 
collection and analysis of information and 
data. 

More specifically, the improvement of the 
provision of public services is possible and 
pursued through a number of factors. These 
include the automation of routine government 
and administrative processes and the 
coordination in public administration, as well 
as the ability of AI to analyze huge amounts 
of data, to weigh more variables in making 
complex decisions while eliminating human 
errors, to allow greater user participation, to 
personalize services and to make them more 
accurate10. 

 
McBride, Hello, World: Artificial Intelligence, 75. 
7 At the European level, for example, see the report AI 
Watch, Artificial Intelligence in public services, 
Overview of the use and impact of AI in public services 
in the EU, 2020. In this report, the European 
Commission, in mapping the use of AI in public 
services within the Member States, concludes that 
“governments across the EU are exploring the potential 
of AI use to improve policy design and evaluation, 
while reorganising the internal management of public 
administrations at all levels. Indeed, when used in a 
responsible way, the combination of new, large data 
sources with advanced machine learning algorithms 
could radically improve the operating methods of the 
public sector, thus paving the way to pro-active public 
service delivery models and relieving resource 
constrained organisations from mundane and repetitive 
tasks”. 
8 See A. Masucci, Digitalizzazione dell’amministrazione 
e servizi pubblici on line, in Diritto pubblico, n. 1, 2019, 
117. 
9 G. Avanzini, Decisioni amministrativi e algoritmi 
informatici, 80. 
10 O. Capdeferro Villagrasa, La inteligencia artificial 
del sector público: desarrollo y regulación de la 
actuación administrativa inteligente en la cuarta 
revolución industrial, in Revista de internet, derecho y 
política, n. 30, 2020, 1, especially 4, which also 
highlights how the use and reuse by people of the large 
amount of public sector data have great potential as 

As a result of the foregoing, and as it will 
be better seen later, AI is able to allow public 
administration to improve its relationship with 
the individuals, providing them with more 
prompt and better assistance and greater 
guarantees. This happens, as mentioned, also 
thanks to the use of big data11, collected 

 
factors of a transformative effect in all sectors of the 
economy. An example of the use of AI in the public 
sector is Paraná Inteligência Artificial (PIÁ), launched 
in 2019 to reduce bureaucracy, simplify and allow 
citizens access to state public services. PIÁ consists of a 
platform and an application that brings together over 
380 services, and also acts as a channel for dialogue 
between the state government and the population. To 
use the system, it is sufficient to access the platform or 
application and to ask questions to the “PIÁ” assistant. 
It is also possible to use voice commands and if the user 
provides his own tax code, the level of customization of 
the services increases, since the system knows who it is 
communicating with. Furthermore, AI systems can also 
be used by citizens to check the acts carried out by 
public entities, as in the case of the Brazilian Operação 
Serenata de Amor, which through AI analyzes public 
expenses, mainly those reimbursed for the exercise of 
the parliamentary activity of federal deputies and 
senators. The robot responsible for scanning the data is 
called Rosie. So that the population can understand the 
information generated by Rosie, on the specific website 
“Jarbas” it is possible to view the expenses and details 
of each suspect found. See in this regard D. Desordi and 
C. Della Bona, A inteligência artificial, 15-16. On the 
further effects of the use of AI expected in the future, 
see AI Watch – Artificial Intelligence for the public 
sector, Report of the “1st Peer Learning Workshop on 
the use and impact of AI in public services”, Brussels, 
11-12 February 2020, according to which “it is expected 
that the long-term effects of using AI in the public 
sector will cause the following direct and indirect 
impacts, in addition to higher efficiency of services: (i) 
Real-time feedback on governmental portals - via 
AI/automated services, as it becomes easier to provide 
and collect real time feedback; (ii) Time savings 
through digital services; (iii) Prevention / prediction – 
AI use to create more predictive services (debt relief for 
example); (iv) Dissemination of the use of new 
technologies by citizens; (v) Inclusiveness (of services) 
through equal offering and equal (because AI-based) 
interaction; (vi) Quality of life – increased societal value 
and even poverty reduction”. 
11 Big data refers to a huge set of data, attributable to 
different sources and which flow with such rapidity that 
compared to them the traditional tools for storing and 
processing data are obsolete. Regarding big data and 
administrative activity: D.U. Galetta, Open-
Government, open-data e Azione Amministrativa, in Le 
Istituzioni del Federalismo, n. 3, 2019, 674; F. de 
Leonardis, Big data, decisioni amministrative e 
“povertà” di risorse della pubblica Amministrazione, in 
E. Calzolaio (ed.), La decisione nel prisma 
dell’intelligenza artificiale, Milan Padova, Wolters 
Kluwer Cedam, 2020, 152; F. Costantino, Lampi. Nuove 
frontiere delle decisioni amministrative tra open e big 
data, in Diritto amministrativo, n. 4, 2017, 799; G. 
Carullo, Big data e pubblica amministrazione nell’era 
delle banche interconnesse, in Concorrenza e mercato, 
n. 23, 2016, 181; M. Falcone, “Big data” e pubbliche 
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pubblico, n. 2, 2019, 363; Id., AI, algoritmi e pubblica 
amministrazione in Italia, in Revista de los Estudios de 
Derecho y Ciencia Política, 2020, 7; S. Crisci, 
Intelligenza artificiale ed etica dell’algoritmo, in Foro 
amministrativo, n. 10, 2018, 1787; P. Otranto, 
Decisione amministrativa e digitalizzazione della p.a., 
in Federalismi.it, n. 2, 2018, 1; J. Ponce, La prevención 
de riesgos de mala administración y corrupción, la 
inteligencia artificial y el derecho a una buena 
administración, in Revista Internacional Transparencia 
e Integridad, n. 6, 2018; Id., Inteligencia artificial, 
Derecho administrativo y reserva de humanidad: 
algoritmos y procedimiento administrativo debido 
tecnológico, in Revista General de Derecho 
Administrativo, n. 50, 2019; E. Picozza, Intelligenza 
artificiale e diritto, in Giurisprudenza italiana, n. 7, 
2019, 1771; L. Viola, L’intelligenza artificiale nel 
procedimento e nel processo amministrativo: lo stato 
dell’arte, in Foro amministrativo, n. 9, 2018, 1598; Id., 
Attività amministrativa e intelligenza artificiale, in 
Cyperspazio e diritto, n. 1-2, 2019, 78; G. Avanzini, 
Decisioni amministrative e algoritmi informatici, 
Napoli, Editoriale Scientifica, 2019; I. Martín Delgado, 
Automazione, intelligenza artificiale e pubblica 
amministrazione: vecchie categorie concettuali per 
nuovi problemi?, in Istituzioni del federalismo, n. 3, 
2019, 643; M.C. Cavallaro and G. Smorto, Decisione 
pubblica e responsabilità dell’Amministrazione nella 
società dell’algoritmo, in Federalismi.it, n. 16, 2019, 1; 
D.U. Galetta and J.G. Corvalán, Intelligenza Artificiale 
per una Pubblica Amministrazione 4.0? Potenzialità, 
rischi e sfide della rivoluzione tecnologica in atto, in 
Federalismi.it, n. 3, 2019, 1; A. Lalli, Il sapere e la 
professionalità dell’amministrazione pubblica nell’era 
dei big data e dell’intelligenza artificiale, presented at 
Associazione Italiana Professori di Diritto 
Amministrativo Conference, 2019, in 
www.dirittoamministrativo.org; B. Caravita di Toritto, 
Principi costituzionali e intelligenza artificiale, in U. 
Ruffolo (ed.), Intelligenza artificiale: il diritto, i diritti, 
l’etica, Milan, Giuffrè, 2020, 451; G. Fasano, 
L’intelligenza artificiale nella cura dell’interesse 
generale, in Giornale di diritto amministrativo, n. 6, 
2020, 715; C. Benetazzo, Intelligenza artificiale e nuove 
forme di Intelligenza artificiale e nuove forme di 
interazione tra cittadino e pubblica amministrazione, in 
Federalismi.it, n. 16, 2020, 24; P.S. Maglione, La 
Pubblica Amministrazione “al varco” dell’Industrica 
4.0: decisioni automatizzate e garanzie procedimentali 
in una prospettiva human oriented, in 
Amministrazioneincammino.it, 2020; D. Marongiu, 
L’intelligenza artificiale “istituzionale”: limiti (attuali) 
e potenzialità, in European Review of Digital 
Administration & Law, n. 1, 2020, 37; R. Cavallo Perin, 
Ragionando come se la digitalizzazione fosse data, in 
Diritto amministrativo, n. 2, 2020, 305; F. Patroni 
Griffi, Intelligenza artificiale: amministrazione e 
giurisdizione, Intelligenza artificiale, in Il diritto, i 
diritti, l’etica, 2020, 475; B. Raganelli, Decisioni 
pubbliche e algoritmi: modelli alternativi di dialogo tra 
forme di intelligenza diverse nell’assunzione di 
decisioni amministrative, in Federalismi.it, n. 22, 2020; 
A. Cassatella, La discrezionalità amministrativa nell’età 
digitale, in Scritti per Franco Gaetano Scoca, vol. I, 
Vv.Aa., Napoli, Editoriale Scientifica, 2021, 675; A. 
Barone, Amministrazione del rischio e intelligenza 
artificiale, in European Review of Digital 
Administration & Law, n. 1, 2020, 63; G. Pesce, 
Funzione amministrativa, intelligenza artificiale e 

fact, the public administration increasingly 
uses AI to carry out its numerous and complex 
tasks, taking advantage of those benefits that 
for years have been a prerogative only of the 
private sector. As a result of this growing 
trend, most of the national AI strategies 
launched by States to define their approach to 
the development and use of AI also concern 
the public sector6.  

 
blockchain, Napoli, Editoriale Scientifica, 2021.  
5 AI is based on algorithms, computational techniques 
capable of replicating human behavior. Made up of a 
finite sequence of operations (instructions), they learn 
information, translate or interpret written or spoken 
human languages and solve complex problems through 
logic or reasoning. For a definition of algorithm see the 
entry Algorithm, in Encyclopaedia Britannica – 
Micropaedia, 1985. Regarding algorithms and Law, 
especially Administrative Law: E. Carloni, Algoritmi su 
carta, 363; A. Celotto, Come regolare gli algoritmi. Il 
difficile bilanciamento tra scienza, etica e diritto, in 
Analisi Giuridica dell'Economia, issue 1, 2019, 47; B. 
Carotti, Algoritmi e poteri pubblici: un rapporto 
incendiario, in Giornale di diritto amministrativo, n. 1, 
2020, 5; G. Marchianò, La legalità algoritmica nella 
giurisprudenza amministrativa, in Diritto 
dell’economia, n. 3, 2020, 229. AI and in particular 
algorithms are also valuable for all or almost all of the 
other activities of the public administration. In fact, they 
intervene in many areas of administrative activity, from 
the conservation and storage of data to controls, 
communication, participation and the preparation of 
technical decision-making contents. In this regard, the 
progress of AI has allowed the transition from the 
function of collecting and cataloging documents to the 
processing and adoption of legal acts, including 
administrative ones, using computers and algorithms, 
but not without a series of problems. On the algorithms 
and their use both in the preliminary and decision-
making phase, as well as in the effectiveness integrative 
phase, and in both bound and discretionary activities, R. 
Cavallo Perin, Pubblica amministrazione e data 
analysis, in R. Cavallo Perin (ed.), L’amministrazione 
pubblica con i big data: da Torino un dibattito 
sull’intelligenza artificiale, Turin, 2021, 16 and 17. 
6 According to an OECD mapping on AI, fifty countries 
(including the EU) have introduced national AI 
strategies. Thirty-six of these have adopted specific 
strategies for AI in the public sector. See www.oecd-
ilibrary.org/docserver/726fd39den.pdf?expires=161475
7709&id=id&accname=guest&checksum=4E57037FE
90FC8105CF2F3ACC49AF395 11 O. In March 2018, 
the Italian Task Force on AI, led by the Agency for 
Digital Italy (Agenzia per l’Italia digitale), published the 
white paper “L’intelligenza artificiale al servizio dei 
cittadini” (“Artificial intelligence at the service of 
citizens”). The document discusses the key challenges 
related to the implementation of AI in the public sector 
and makes a series of recommendations on how the 
government can overcome them by facilitating the 
adoption of technologies by the State in order to 
improve services to citizens and businesses. In addition, 
many countries are financing projects that concern the 
public sector (for example Finland, Italy, Portugal and 
Slovenia in 2019 have committed themselves to allocate 
more than 10 million euros each for projects of this 
type). See Berryhill, K.K. Heang, R. Clogher and K. 
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The “expansion” of AI in the public sector, 
today indispensable and natural, required but 
also suffered and feared, is mainly due to the 
numerous benefits that it is able to offer or in 
any case it promises7. Among these benefits 
first of all there is that of improving the 
services provided, especially those 
characterized by repetitiveness or by a 
particular complexity8, in terms of subjects 
involved, territorial areas concerned and 
necessary technical characteristics9. Thanks to 
the application of AI, these services can in 
fact be provided in a more rapid, continuous 
and efficient way, optimizing the use of 
human and material resources and therefore 
reducing costs, relating not only to the 
transaction, but also and above all to the 
collection and analysis of information and 
data. 

More specifically, the improvement of the 
provision of public services is possible and 
pursued through a number of factors. These 
include the automation of routine government 
and administrative processes and the 
coordination in public administration, as well 
as the ability of AI to analyze huge amounts 
of data, to weigh more variables in making 
complex decisions while eliminating human 
errors, to allow greater user participation, to 
personalize services and to make them more 
accurate10. 

 
McBride, Hello, World: Artificial Intelligence, 75. 
7 At the European level, for example, see the report AI 
Watch, Artificial Intelligence in public services, 
Overview of the use and impact of AI in public services 
in the EU, 2020. In this report, the European 
Commission, in mapping the use of AI in public 
services within the Member States, concludes that 
“governments across the EU are exploring the potential 
of AI use to improve policy design and evaluation, 
while reorganising the internal management of public 
administrations at all levels. Indeed, when used in a 
responsible way, the combination of new, large data 
sources with advanced machine learning algorithms 
could radically improve the operating methods of the 
public sector, thus paving the way to pro-active public 
service delivery models and relieving resource 
constrained organisations from mundane and repetitive 
tasks”. 
8 See A. Masucci, Digitalizzazione dell’amministrazione 
e servizi pubblici on line, in Diritto pubblico, n. 1, 2019, 
117. 
9 G. Avanzini, Decisioni amministrativi e algoritmi 
informatici, 80. 
10 O. Capdeferro Villagrasa, La inteligencia artificial 
del sector público: desarrollo y regulación de la 
actuación administrativa inteligente en la cuarta 
revolución industrial, in Revista de internet, derecho y 
política, n. 30, 2020, 1, especially 4, which also 
highlights how the use and reuse by people of the large 
amount of public sector data have great potential as 

As a result of the foregoing, and as it will 
be better seen later, AI is able to allow public 
administration to improve its relationship with 
the individuals, providing them with more 
prompt and better assistance and greater 
guarantees. This happens, as mentioned, also 
thanks to the use of big data11, collected 

 
factors of a transformative effect in all sectors of the 
economy. An example of the use of AI in the public 
sector is Paraná Inteligência Artificial (PIÁ), launched 
in 2019 to reduce bureaucracy, simplify and allow 
citizens access to state public services. PIÁ consists of a 
platform and an application that brings together over 
380 services, and also acts as a channel for dialogue 
between the state government and the population. To 
use the system, it is sufficient to access the platform or 
application and to ask questions to the “PIÁ” assistant. 
It is also possible to use voice commands and if the user 
provides his own tax code, the level of customization of 
the services increases, since the system knows who it is 
communicating with. Furthermore, AI systems can also 
be used by citizens to check the acts carried out by 
public entities, as in the case of the Brazilian Operação 
Serenata de Amor, which through AI analyzes public 
expenses, mainly those reimbursed for the exercise of 
the parliamentary activity of federal deputies and 
senators. The robot responsible for scanning the data is 
called Rosie. So that the population can understand the 
information generated by Rosie, on the specific website 
“Jarbas” it is possible to view the expenses and details 
of each suspect found. See in this regard D. Desordi and 
C. Della Bona, A inteligência artificial, 15-16. On the 
further effects of the use of AI expected in the future, 
see AI Watch – Artificial Intelligence for the public 
sector, Report of the “1st Peer Learning Workshop on 
the use and impact of AI in public services”, Brussels, 
11-12 February 2020, according to which “it is expected 
that the long-term effects of using AI in the public 
sector will cause the following direct and indirect 
impacts, in addition to higher efficiency of services: (i) 
Real-time feedback on governmental portals - via 
AI/automated services, as it becomes easier to provide 
and collect real time feedback; (ii) Time savings 
through digital services; (iii) Prevention / prediction – 
AI use to create more predictive services (debt relief for 
example); (iv) Dissemination of the use of new 
technologies by citizens; (v) Inclusiveness (of services) 
through equal offering and equal (because AI-based) 
interaction; (vi) Quality of life – increased societal value 
and even poverty reduction”. 
11 Big data refers to a huge set of data, attributable to 
different sources and which flow with such rapidity that 
compared to them the traditional tools for storing and 
processing data are obsolete. Regarding big data and 
administrative activity: D.U. Galetta, Open-
Government, open-data e Azione Amministrativa, in Le 
Istituzioni del Federalismo, n. 3, 2019, 674; F. de 
Leonardis, Big data, decisioni amministrative e 
“povertà” di risorse della pubblica Amministrazione, in 
E. Calzolaio (ed.), La decisione nel prisma 
dell’intelligenza artificiale, Milan Padova, Wolters 
Kluwer Cedam, 2020, 152; F. Costantino, Lampi. Nuove 
frontiere delle decisioni amministrative tra open e big 
data, in Diritto amministrativo, n. 4, 2017, 799; G. 
Carullo, Big data e pubblica amministrazione nell’era 
delle banche interconnesse, in Concorrenza e mercato, 
n. 23, 2016, 181; M. Falcone, “Big data” e pubbliche 
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pubblico, n. 2, 2019, 363; Id., AI, algoritmi e pubblica 
amministrazione in Italia, in Revista de los Estudios de 
Derecho y Ciencia Política, 2020, 7; S. Crisci, 
Intelligenza artificiale ed etica dell’algoritmo, in Foro 
amministrativo, n. 10, 2018, 1787; P. Otranto, 
Decisione amministrativa e digitalizzazione della p.a., 
in Federalismi.it, n. 2, 2018, 1; J. Ponce, La prevención 
de riesgos de mala administración y corrupción, la 
inteligencia artificial y el derecho a una buena 
administración, in Revista Internacional Transparencia 
e Integridad, n. 6, 2018; Id., Inteligencia artificial, 
Derecho administrativo y reserva de humanidad: 
algoritmos y procedimiento administrativo debido 
tecnológico, in Revista General de Derecho 
Administrativo, n. 50, 2019; E. Picozza, Intelligenza 
artificiale e diritto, in Giurisprudenza italiana, n. 7, 
2019, 1771; L. Viola, L’intelligenza artificiale nel 
procedimento e nel processo amministrativo: lo stato 
dell’arte, in Foro amministrativo, n. 9, 2018, 1598; Id., 
Attività amministrativa e intelligenza artificiale, in 
Cyperspazio e diritto, n. 1-2, 2019, 78; G. Avanzini, 
Decisioni amministrative e algoritmi informatici, 
Napoli, Editoriale Scientifica, 2019; I. Martín Delgado, 
Automazione, intelligenza artificiale e pubblica 
amministrazione: vecchie categorie concettuali per 
nuovi problemi?, in Istituzioni del federalismo, n. 3, 
2019, 643; M.C. Cavallaro and G. Smorto, Decisione 
pubblica e responsabilità dell’Amministrazione nella 
società dell’algoritmo, in Federalismi.it, n. 16, 2019, 1; 
D.U. Galetta and J.G. Corvalán, Intelligenza Artificiale 
per una Pubblica Amministrazione 4.0? Potenzialità, 
rischi e sfide della rivoluzione tecnologica in atto, in 
Federalismi.it, n. 3, 2019, 1; A. Lalli, Il sapere e la 
professionalità dell’amministrazione pubblica nell’era 
dei big data e dell’intelligenza artificiale, presented at 
Associazione Italiana Professori di Diritto 
Amministrativo Conference, 2019, in 
www.dirittoamministrativo.org; B. Caravita di Toritto, 
Principi costituzionali e intelligenza artificiale, in U. 
Ruffolo (ed.), Intelligenza artificiale: il diritto, i diritti, 
l’etica, Milan, Giuffrè, 2020, 451; G. Fasano, 
L’intelligenza artificiale nella cura dell’interesse 
generale, in Giornale di diritto amministrativo, n. 6, 
2020, 715; C. Benetazzo, Intelligenza artificiale e nuove 
forme di Intelligenza artificiale e nuove forme di 
interazione tra cittadino e pubblica amministrazione, in 
Federalismi.it, n. 16, 2020, 24; P.S. Maglione, La 
Pubblica Amministrazione “al varco” dell’Industrica 
4.0: decisioni automatizzate e garanzie procedimentali 
in una prospettiva human oriented, in 
Amministrazioneincammino.it, 2020; D. Marongiu, 
L’intelligenza artificiale “istituzionale”: limiti (attuali) 
e potenzialità, in European Review of Digital 
Administration & Law, n. 1, 2020, 37; R. Cavallo Perin, 
Ragionando come se la digitalizzazione fosse data, in 
Diritto amministrativo, n. 2, 2020, 305; F. Patroni 
Griffi, Intelligenza artificiale: amministrazione e 
giurisdizione, Intelligenza artificiale, in Il diritto, i 
diritti, l’etica, 2020, 475; B. Raganelli, Decisioni 
pubbliche e algoritmi: modelli alternativi di dialogo tra 
forme di intelligenza diverse nell’assunzione di 
decisioni amministrative, in Federalismi.it, n. 22, 2020; 
A. Cassatella, La discrezionalità amministrativa nell’età 
digitale, in Scritti per Franco Gaetano Scoca, vol. I, 
Vv.Aa., Napoli, Editoriale Scientifica, 2021, 675; A. 
Barone, Amministrazione del rischio e intelligenza 
artificiale, in European Review of Digital 
Administration & Law, n. 1, 2020, 63; G. Pesce, 
Funzione amministrativa, intelligenza artificiale e 

fact, the public administration increasingly 
uses AI to carry out its numerous and complex 
tasks, taking advantage of those benefits that 
for years have been a prerogative only of the 
private sector. As a result of this growing 
trend, most of the national AI strategies 
launched by States to define their approach to 
the development and use of AI also concern 
the public sector6.  

 
blockchain, Napoli, Editoriale Scientifica, 2021.  
5 AI is based on algorithms, computational techniques 
capable of replicating human behavior. Made up of a 
finite sequence of operations (instructions), they learn 
information, translate or interpret written or spoken 
human languages and solve complex problems through 
logic or reasoning. For a definition of algorithm see the 
entry Algorithm, in Encyclopaedia Britannica – 
Micropaedia, 1985. Regarding algorithms and Law, 
especially Administrative Law: E. Carloni, Algoritmi su 
carta, 363; A. Celotto, Come regolare gli algoritmi. Il 
difficile bilanciamento tra scienza, etica e diritto, in 
Analisi Giuridica dell'Economia, issue 1, 2019, 47; B. 
Carotti, Algoritmi e poteri pubblici: un rapporto 
incendiario, in Giornale di diritto amministrativo, n. 1, 
2020, 5; G. Marchianò, La legalità algoritmica nella 
giurisprudenza amministrativa, in Diritto 
dell’economia, n. 3, 2020, 229. AI and in particular 
algorithms are also valuable for all or almost all of the 
other activities of the public administration. In fact, they 
intervene in many areas of administrative activity, from 
the conservation and storage of data to controls, 
communication, participation and the preparation of 
technical decision-making contents. In this regard, the 
progress of AI has allowed the transition from the 
function of collecting and cataloging documents to the 
processing and adoption of legal acts, including 
administrative ones, using computers and algorithms, 
but not without a series of problems. On the algorithms 
and their use both in the preliminary and decision-
making phase, as well as in the effectiveness integrative 
phase, and in both bound and discretionary activities, R. 
Cavallo Perin, Pubblica amministrazione e data 
analysis, in R. Cavallo Perin (ed.), L’amministrazione 
pubblica con i big data: da Torino un dibattito 
sull’intelligenza artificiale, Turin, 2021, 16 and 17. 
6 According to an OECD mapping on AI, fifty countries 
(including the EU) have introduced national AI 
strategies. Thirty-six of these have adopted specific 
strategies for AI in the public sector. See www.oecd-
ilibrary.org/docserver/726fd39den.pdf?expires=161475
7709&id=id&accname=guest&checksum=4E57037FE
90FC8105CF2F3ACC49AF395 11 O. In March 2018, 
the Italian Task Force on AI, led by the Agency for 
Digital Italy (Agenzia per l’Italia digitale), published the 
white paper “L’intelligenza artificiale al servizio dei 
cittadini” (“Artificial intelligence at the service of 
citizens”). The document discusses the key challenges 
related to the implementation of AI in the public sector 
and makes a series of recommendations on how the 
government can overcome them by facilitating the 
adoption of technologies by the State in order to 
improve services to citizens and businesses. In addition, 
many countries are financing projects that concern the 
public sector (for example Finland, Italy, Portugal and 
Slovenia in 2019 have committed themselves to allocate 
more than 10 million euros each for projects of this 
type). See Berryhill, K.K. Heang, R. Clogher and K. 
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The “expansion” of AI in the public sector, 
today indispensable and natural, required but 
also suffered and feared, is mainly due to the 
numerous benefits that it is able to offer or in 
any case it promises7. Among these benefits 
first of all there is that of improving the 
services provided, especially those 
characterized by repetitiveness or by a 
particular complexity8, in terms of subjects 
involved, territorial areas concerned and 
necessary technical characteristics9. Thanks to 
the application of AI, these services can in 
fact be provided in a more rapid, continuous 
and efficient way, optimizing the use of 
human and material resources and therefore 
reducing costs, relating not only to the 
transaction, but also and above all to the 
collection and analysis of information and 
data. 

More specifically, the improvement of the 
provision of public services is possible and 
pursued through a number of factors. These 
include the automation of routine government 
and administrative processes and the 
coordination in public administration, as well 
as the ability of AI to analyze huge amounts 
of data, to weigh more variables in making 
complex decisions while eliminating human 
errors, to allow greater user participation, to 
personalize services and to make them more 
accurate10. 

 
McBride, Hello, World: Artificial Intelligence, 75. 
7 At the European level, for example, see the report AI 
Watch, Artificial Intelligence in public services, 
Overview of the use and impact of AI in public services 
in the EU, 2020. In this report, the European 
Commission, in mapping the use of AI in public 
services within the Member States, concludes that 
“governments across the EU are exploring the potential 
of AI use to improve policy design and evaluation, 
while reorganising the internal management of public 
administrations at all levels. Indeed, when used in a 
responsible way, the combination of new, large data 
sources with advanced machine learning algorithms 
could radically improve the operating methods of the 
public sector, thus paving the way to pro-active public 
service delivery models and relieving resource 
constrained organisations from mundane and repetitive 
tasks”. 
8 See A. Masucci, Digitalizzazione dell’amministrazione 
e servizi pubblici on line, in Diritto pubblico, n. 1, 2019, 
117. 
9 G. Avanzini, Decisioni amministrativi e algoritmi 
informatici, 80. 
10 O. Capdeferro Villagrasa, La inteligencia artificial 
del sector público: desarrollo y regulación de la 
actuación administrativa inteligente en la cuarta 
revolución industrial, in Revista de internet, derecho y 
política, n. 30, 2020, 1, especially 4, which also 
highlights how the use and reuse by people of the large 
amount of public sector data have great potential as 

As a result of the foregoing, and as it will 
be better seen later, AI is able to allow public 
administration to improve its relationship with 
the individuals, providing them with more 
prompt and better assistance and greater 
guarantees. This happens, as mentioned, also 
thanks to the use of big data11, collected 

 
factors of a transformative effect in all sectors of the 
economy. An example of the use of AI in the public 
sector is Paraná Inteligência Artificial (PIÁ), launched 
in 2019 to reduce bureaucracy, simplify and allow 
citizens access to state public services. PIÁ consists of a 
platform and an application that brings together over 
380 services, and also acts as a channel for dialogue 
between the state government and the population. To 
use the system, it is sufficient to access the platform or 
application and to ask questions to the “PIÁ” assistant. 
It is also possible to use voice commands and if the user 
provides his own tax code, the level of customization of 
the services increases, since the system knows who it is 
communicating with. Furthermore, AI systems can also 
be used by citizens to check the acts carried out by 
public entities, as in the case of the Brazilian Operação 
Serenata de Amor, which through AI analyzes public 
expenses, mainly those reimbursed for the exercise of 
the parliamentary activity of federal deputies and 
senators. The robot responsible for scanning the data is 
called Rosie. So that the population can understand the 
information generated by Rosie, on the specific website 
“Jarbas” it is possible to view the expenses and details 
of each suspect found. See in this regard D. Desordi and 
C. Della Bona, A inteligência artificial, 15-16. On the 
further effects of the use of AI expected in the future, 
see AI Watch – Artificial Intelligence for the public 
sector, Report of the “1st Peer Learning Workshop on 
the use and impact of AI in public services”, Brussels, 
11-12 February 2020, according to which “it is expected 
that the long-term effects of using AI in the public 
sector will cause the following direct and indirect 
impacts, in addition to higher efficiency of services: (i) 
Real-time feedback on governmental portals - via 
AI/automated services, as it becomes easier to provide 
and collect real time feedback; (ii) Time savings 
through digital services; (iii) Prevention / prediction – 
AI use to create more predictive services (debt relief for 
example); (iv) Dissemination of the use of new 
technologies by citizens; (v) Inclusiveness (of services) 
through equal offering and equal (because AI-based) 
interaction; (vi) Quality of life – increased societal value 
and even poverty reduction”. 
11 Big data refers to a huge set of data, attributable to 
different sources and which flow with such rapidity that 
compared to them the traditional tools for storing and 
processing data are obsolete. Regarding big data and 
administrative activity: D.U. Galetta, Open-
Government, open-data e Azione Amministrativa, in Le 
Istituzioni del Federalismo, n. 3, 2019, 674; F. de 
Leonardis, Big data, decisioni amministrative e 
“povertà” di risorse della pubblica Amministrazione, in 
E. Calzolaio (ed.), La decisione nel prisma 
dell’intelligenza artificiale, Milan Padova, Wolters 
Kluwer Cedam, 2020, 152; F. Costantino, Lampi. Nuove 
frontiere delle decisioni amministrative tra open e big 
data, in Diritto amministrativo, n. 4, 2017, 799; G. 
Carullo, Big data e pubblica amministrazione nell’era 
delle banche interconnesse, in Concorrenza e mercato, 
n. 23, 2016, 181; M. Falcone, “Big data” e pubbliche 
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through the detection of information on habits, 
interests, behaviors and preferences of citizens 
and businesses, and used by public 
administration (also) to increase the efficiency 
of its services12.  

The foregoing assumes particular relevance 
especially when public administration has to 
solve specific problems in critical areas such 
as health, transport and security, or even as 
school or judicial system. 

With regard to health, for example, AI is 
able to anticipate risk factors by allowing the 
introduction of preventive measures, helps to 
interpret the results of the analyzes, suggests 
diagnoses, allows the development of highly 
individualized treatment programs as well as 
to identify potential pandemics early13. Again 
for example, but with regard to public 
transport, through special traffic detection 
sensors the AI allows for more effective and 
timely circulation of public transport, 
optimizing travel in real time and 
redistributing passenger flows14. There are 

 
Amministrazioni: nuove prospettive per la funzione 
conoscitiva pubblica, in Rivista trimestrale di diritto 
pubblico, n. 3, 2017, 601. 
12 D.U. Galetta, Algoritmi, procedimento amministrativo 
e garanzie: brevi riflessioni, anche alla luce degli ultimi 
arresti giurisprudenziali in materia, in Rivista italiana 
di diritto pubblico comunitario, n. 3, 2020, 501. See 
also G. Carullo, Gestione, fruizione e diffusione dei dati 
dell’amministrazione digitale e funzione 
amministrativa, Turin, Giappichelli, 2017. 
13 In J. Berryhill, K.K. Heang, R. Clogher and K. 
McBride, Hello, World: Artificial Intelligence, 78, that 
shows as a practical example the Precision Medicine 
Initiative (PMI) program, launched in the USA in 2015, 
which, through new technologies and algorithms, allows 
to sequence the DNA of patients quickly and at 
affordable costs and to carry out a detailed molecular 
characterization of diseases and cancers, enabling 
clinicians to adopt the best choices and the most 
effective treatment programs for the direct benefit of 
patients. Furthermore, in Italy a home telemonitoring 
system has been adopted for patients suffering from 
chronic obstructive pulmonary disease, which makes 
use of machine learning (see below) and involves the 
Processing and Bioinformatics Systems Unit (Unità di 
Sistemi di Elaborazione e Bioinformatica) of the Rome 
Biomedical Campus and the Campus Biomedico 
University Hospital in Rome. Thanks to a pulse 
oximeter connected to an app, this system is able to 
detect potentially dangerous events for patients, 
receiving data on heart rate and hemoglobin saturation 
three times a day. In the field of general health, robotic 
medicine makes use of AI. See I. Masi, L’intelligenza 
artificiale al servizio della pubblica amministrazione 
2.0, in Diritto.it, 2017.  
14 J. Berryhill, K.K. Heang, R. Clogher and K. McBride, 
Hello, World: Artificial Intelligence, 80 and 82, which 
shows, as an example, the project implemented in 
Portugal aimed at minimizing the response time of the 
emergency medical service vehicles, using predictive 

also many applications of AI with reference to 
security, both physical and IT, such as when 
AI is used to locate suspected criminals, to 
detect fraud, to carry out biometric 
identification and to verify any precedents, to 
improve video surveillance and image 
research and to detect and block cyber 
attacks15. With regard to education, AI, for 
example, allows the continuous evaluation of 
performance, the automatic evaluation of 
students and the optimization of learning. 
With regard to the judicial sector, AI can find 
application as a “thinking machine” in the 
context of the so-called “predictive justice”, 
that is to make predictions on the outcome of 
a case, or also, in the future, to assist the judge 
in the decision-making phase16. 

The advantages that can be derived in the 
public sector from the use of AI must not be 
misleading. In fact, despite the many benefits 
AI is able to offer, it also brings numerous 
risks, legal but also ethical17. These risks 
cannot be underestimated: in fact, new 
technologies have an impact on society of 
such magnitude as to endanger even the 

 
models capable of anticipating the demand for the 
service by combining existing historical data and 
context-sensitive data from various sources, like 
weather, allowing a more strategic use of the 
aforementioned means. Also in Portugal, in 2019 the 
ePortugal program was launched, the new portal of 
public services, accompanied by Sigma, a virtual 
assistant active twenty-four hours a day, seven days a 
week, which provides written answers to questions 
frequently asked by citizens. If Sigma deems its answer 
inadequate, it asks the user if he or she wants to speak to 
a human person and in this case connects them by phone 
or e-mail depending on the user’s preference. An AI 
system applied to road traffic has also been adopted in 
Los Angeles: G. Pesce, Funzione amministrativa, 
intelligenza artificiale e blockchain, 83. 
15 For example, the facial recognition systems used in a 
number of cities around the world to help locate 
suspected criminals and counter terrorism. Among the 
various cases of practical application, Thailand uses AI 
to monitor network traffic and conduct big data analyzes 
to detect suspicious user behavior (i.e. two unusual 
logins with the same credentials, but hundreds of 
kilometers away). Again, in relation to security, AI 
comes into play when drones are used in the event of a 
gathering or general control of the territory. 
16 See C. Valentino, La silenziosa rivoluzione 
dell’intelligenza artificiale anche nei sistemi giudiziari, 
in Diritto.it, 2021; L. Viola (ed.), Giustizia predittiva e 
interpretazione della legge con modelli matematici. Atti 
del Convegno tenutosi presso l'Istituto dell'Enciclopedia 
Italiana Treccani, Milan, Diritto Avanzato, 2019. 
17 In this regard, the European Commission has recently 
adopted the “Ethics Guidelines for Trustworthy AI” 
(2019), aimed at providing guidance on how to design 
and implement AI systems in an ethical and reliable 
way. See infra, para. 2. 
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democratic values and human rights on which 
the society is founded, risking to shake it from 
its roots. In particular, the possible risks 
include, for example, opaque, discriminatory 
or prejudicial implementations, consequently 
jeopardizing legal security, rights and privacy 
protection. Another risk may be that of 
neglecting compliance with the cardinal 
principles of administrative action, such as 
obligation of publicity, transparency, 
motivation, reasonableness, proportionality, 
generating problematic short circuits in the 
performance of administrative activities and in 
the provision of services18. In summary, there 
is the danger, especially alarming in the public 
sector, that, if misused, AI gives rise to 
negative and harmful effects above all for 
citizens, instead of producing the desired 
positive effects. 

Before proceeding with the investigation, 
in order to better understand how AI behaves 
in relation to the public sector and what the 
problems that affect AI when it comes into 
contact with the mentioned sector are, it seems 
appropriate to distinguish between generic AI 
(also called “strong” or “general” AI) and 
specific AI (also called “weak” AI). 

Strong AI takes on the characteristics of a 
mind and has a cognitive capacity no different 
from that of humans. It is aimed at the 
construction of systems capable of performing 
individual tasks or aspects of them and can be 
used in the “provisional” administration as it 
allows to respect the guarantees of the 
administrative proceeding. It is considered 
more “elementary” as it refers to instruction 
sequences uniquely predetermined in order to 
carry out an activity effectively19.  

 
18 O. Capdeferro Villagrasa, La inteligencia artificial 
del sector público: desarrollo y regulación de la 
actuación administrativa inteligente en la cuarta 
revolución industrial, 9. About the Italian case law on 
the compatibility of information technologies with the 
principles of administrative action: Council of State, 
section VI, decisions of 4 February 2020, n. 881; 13 
December 2019, n. 8472; 8 April 2019, n. 2270. 
19 G. Marchianò, Intelligenza artificiale: IA specifiche e 
l’amministrazione provvedimentale – IA generali e i 
servizi pubblici, in Federalismi.it, n. 11, 2021, 137; G. 
Sartor and F. Lagioia, Le decisioni algoritmiche tra 
etica e diritto, in Intelligenza artificiale - il diritto, i 
diritti, l’etica, 2020, 66; D.U. Galetta and J.G. Corvalán, 
Intelligenza Artificiale per una Pubblica 
Amministrazione 4.0? Potenzialità, rischi e sfide della 
rivoluzione tecnologica in atto, 10, according to which 
there are three different levels of automation that can 
affect the integration with the public agent and / or with 
the citizen. The first level is that of complete 
automation, in which algorithms automatically link data 

Weak AI, on the other hand, consists in a 
simulation (and not in a duplication or in an 
overcoming) of real intelligence, that is, it acts 
and thinks as if it had a brain, and aims to 
create systems suitable for acquiring most of 
the human cognitive abilities and successfully 
act in some of its complex functions. In 
particular, it investigates similar cases, 
comparing them, elaborating a series of 
solutions and finally choosing the most 
congruous and rational one. Weak AI is 
unable to “think” autonomously, but to carry 
out its task it needs the presence of man. The 
public administration uses this type of 
technology to provide its services in numerous 
sectors, from medicine to water, from city cars 
to the construction of robots capable of 
carrying out a series of support activities for 
public administration20. 

2. Global public services and government 
initiatives for AI in the public sector 
The study concerning AI and public 

services cannot ignore, in addition to a 
definition of AI, the understanding of what is 

 
and information with documents, using rules-based AI 
systems. The second level is that in which automation is 
combined with reduced human intervention, necessary 
to complete the creation of a document (for example 
because parts of a document require constant updates 
that cannot be automated or because it is more 
convenient for a human operator to intervene by placing 
questions or interacting with the system). Finally, the 
third level is that of automation combined with 
prediction. Machine learning is an AI technique, which 
can be defined as follows: “one or more algorithms 
detect a lot of data in order to establish models, which 
are then translated into predictions, based on some 
statistical criteria” (unofficial translation). 
20 G. Marchianò, Intelligenza artificiale: IA specifiche e 
l’amministrazione provvedimentale – IA generali e i 
servizi pubblici, 146, according to which the weak AI is 
characterized by exercising three functions, namely the 
forfeiture of data, the processing and storage of them, 
and the autonomous ability to learn, resulting in the 
ability to improve itself with exponential progression. 
However, this character gives rise to problems and 
challenges for the future, as well as heated debates 
between those who fear creating super intelligent 
entities and those who enhance the ability of AI to solve 
humanity’s problems and overcome human biological 
limits. On the distinction between strong and weak AI, 
see also J. Berryhill, K.K. Heang, R. Clogher and K. 
McBride, Hello, World: Artificial Intelligence, 13, 
according to which strong AI refers to the idea that 
general human intelligence can be overcome by 
machines (generating the risk and fear that the interests 
of such an AI system are not necessarily aligned with 
those of humanity), while until now there would be only 
weak AI, as no algorithm, computer or machine is 
capable of outperforming humans in a large amount of 
tasks. 
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through the detection of information on habits, 
interests, behaviors and preferences of citizens 
and businesses, and used by public 
administration (also) to increase the efficiency 
of its services12.  

The foregoing assumes particular relevance 
especially when public administration has to 
solve specific problems in critical areas such 
as health, transport and security, or even as 
school or judicial system. 

With regard to health, for example, AI is 
able to anticipate risk factors by allowing the 
introduction of preventive measures, helps to 
interpret the results of the analyzes, suggests 
diagnoses, allows the development of highly 
individualized treatment programs as well as 
to identify potential pandemics early13. Again 
for example, but with regard to public 
transport, through special traffic detection 
sensors the AI allows for more effective and 
timely circulation of public transport, 
optimizing travel in real time and 
redistributing passenger flows14. There are 

 
Amministrazioni: nuove prospettive per la funzione 
conoscitiva pubblica, in Rivista trimestrale di diritto 
pubblico, n. 3, 2017, 601. 
12 D.U. Galetta, Algoritmi, procedimento amministrativo 
e garanzie: brevi riflessioni, anche alla luce degli ultimi 
arresti giurisprudenziali in materia, in Rivista italiana 
di diritto pubblico comunitario, n. 3, 2020, 501. See 
also G. Carullo, Gestione, fruizione e diffusione dei dati 
dell’amministrazione digitale e funzione 
amministrativa, Turin, Giappichelli, 2017. 
13 In J. Berryhill, K.K. Heang, R. Clogher and K. 
McBride, Hello, World: Artificial Intelligence, 78, that 
shows as a practical example the Precision Medicine 
Initiative (PMI) program, launched in the USA in 2015, 
which, through new technologies and algorithms, allows 
to sequence the DNA of patients quickly and at 
affordable costs and to carry out a detailed molecular 
characterization of diseases and cancers, enabling 
clinicians to adopt the best choices and the most 
effective treatment programs for the direct benefit of 
patients. Furthermore, in Italy a home telemonitoring 
system has been adopted for patients suffering from 
chronic obstructive pulmonary disease, which makes 
use of machine learning (see below) and involves the 
Processing and Bioinformatics Systems Unit (Unità di 
Sistemi di Elaborazione e Bioinformatica) of the Rome 
Biomedical Campus and the Campus Biomedico 
University Hospital in Rome. Thanks to a pulse 
oximeter connected to an app, this system is able to 
detect potentially dangerous events for patients, 
receiving data on heart rate and hemoglobin saturation 
three times a day. In the field of general health, robotic 
medicine makes use of AI. See I. Masi, L’intelligenza 
artificiale al servizio della pubblica amministrazione 
2.0, in Diritto.it, 2017.  
14 J. Berryhill, K.K. Heang, R. Clogher and K. McBride, 
Hello, World: Artificial Intelligence, 80 and 82, which 
shows, as an example, the project implemented in 
Portugal aimed at minimizing the response time of the 
emergency medical service vehicles, using predictive 

also many applications of AI with reference to 
security, both physical and IT, such as when 
AI is used to locate suspected criminals, to 
detect fraud, to carry out biometric 
identification and to verify any precedents, to 
improve video surveillance and image 
research and to detect and block cyber 
attacks15. With regard to education, AI, for 
example, allows the continuous evaluation of 
performance, the automatic evaluation of 
students and the optimization of learning. 
With regard to the judicial sector, AI can find 
application as a “thinking machine” in the 
context of the so-called “predictive justice”, 
that is to make predictions on the outcome of 
a case, or also, in the future, to assist the judge 
in the decision-making phase16. 

The advantages that can be derived in the 
public sector from the use of AI must not be 
misleading. In fact, despite the many benefits 
AI is able to offer, it also brings numerous 
risks, legal but also ethical17. These risks 
cannot be underestimated: in fact, new 
technologies have an impact on society of 
such magnitude as to endanger even the 

 
models capable of anticipating the demand for the 
service by combining existing historical data and 
context-sensitive data from various sources, like 
weather, allowing a more strategic use of the 
aforementioned means. Also in Portugal, in 2019 the 
ePortugal program was launched, the new portal of 
public services, accompanied by Sigma, a virtual 
assistant active twenty-four hours a day, seven days a 
week, which provides written answers to questions 
frequently asked by citizens. If Sigma deems its answer 
inadequate, it asks the user if he or she wants to speak to 
a human person and in this case connects them by phone 
or e-mail depending on the user’s preference. An AI 
system applied to road traffic has also been adopted in 
Los Angeles: G. Pesce, Funzione amministrativa, 
intelligenza artificiale e blockchain, 83. 
15 For example, the facial recognition systems used in a 
number of cities around the world to help locate 
suspected criminals and counter terrorism. Among the 
various cases of practical application, Thailand uses AI 
to monitor network traffic and conduct big data analyzes 
to detect suspicious user behavior (i.e. two unusual 
logins with the same credentials, but hundreds of 
kilometers away). Again, in relation to security, AI 
comes into play when drones are used in the event of a 
gathering or general control of the territory. 
16 See C. Valentino, La silenziosa rivoluzione 
dell’intelligenza artificiale anche nei sistemi giudiziari, 
in Diritto.it, 2021; L. Viola (ed.), Giustizia predittiva e 
interpretazione della legge con modelli matematici. Atti 
del Convegno tenutosi presso l'Istituto dell'Enciclopedia 
Italiana Treccani, Milan, Diritto Avanzato, 2019. 
17 In this regard, the European Commission has recently 
adopted the “Ethics Guidelines for Trustworthy AI” 
(2019), aimed at providing guidance on how to design 
and implement AI systems in an ethical and reliable 
way. See infra, para. 2. 
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democratic values and human rights on which 
the society is founded, risking to shake it from 
its roots. In particular, the possible risks 
include, for example, opaque, discriminatory 
or prejudicial implementations, consequently 
jeopardizing legal security, rights and privacy 
protection. Another risk may be that of 
neglecting compliance with the cardinal 
principles of administrative action, such as 
obligation of publicity, transparency, 
motivation, reasonableness, proportionality, 
generating problematic short circuits in the 
performance of administrative activities and in 
the provision of services18. In summary, there 
is the danger, especially alarming in the public 
sector, that, if misused, AI gives rise to 
negative and harmful effects above all for 
citizens, instead of producing the desired 
positive effects. 

Before proceeding with the investigation, 
in order to better understand how AI behaves 
in relation to the public sector and what the 
problems that affect AI when it comes into 
contact with the mentioned sector are, it seems 
appropriate to distinguish between generic AI 
(also called “strong” or “general” AI) and 
specific AI (also called “weak” AI). 

Strong AI takes on the characteristics of a 
mind and has a cognitive capacity no different 
from that of humans. It is aimed at the 
construction of systems capable of performing 
individual tasks or aspects of them and can be 
used in the “provisional” administration as it 
allows to respect the guarantees of the 
administrative proceeding. It is considered 
more “elementary” as it refers to instruction 
sequences uniquely predetermined in order to 
carry out an activity effectively19.  

 
18 O. Capdeferro Villagrasa, La inteligencia artificial 
del sector público: desarrollo y regulación de la 
actuación administrativa inteligente en la cuarta 
revolución industrial, 9. About the Italian case law on 
the compatibility of information technologies with the 
principles of administrative action: Council of State, 
section VI, decisions of 4 February 2020, n. 881; 13 
December 2019, n. 8472; 8 April 2019, n. 2270. 
19 G. Marchianò, Intelligenza artificiale: IA specifiche e 
l’amministrazione provvedimentale – IA generali e i 
servizi pubblici, in Federalismi.it, n. 11, 2021, 137; G. 
Sartor and F. Lagioia, Le decisioni algoritmiche tra 
etica e diritto, in Intelligenza artificiale - il diritto, i 
diritti, l’etica, 2020, 66; D.U. Galetta and J.G. Corvalán, 
Intelligenza Artificiale per una Pubblica 
Amministrazione 4.0? Potenzialità, rischi e sfide della 
rivoluzione tecnologica in atto, 10, according to which 
there are three different levels of automation that can 
affect the integration with the public agent and / or with 
the citizen. The first level is that of complete 
automation, in which algorithms automatically link data 

Weak AI, on the other hand, consists in a 
simulation (and not in a duplication or in an 
overcoming) of real intelligence, that is, it acts 
and thinks as if it had a brain, and aims to 
create systems suitable for acquiring most of 
the human cognitive abilities and successfully 
act in some of its complex functions. In 
particular, it investigates similar cases, 
comparing them, elaborating a series of 
solutions and finally choosing the most 
congruous and rational one. Weak AI is 
unable to “think” autonomously, but to carry 
out its task it needs the presence of man. The 
public administration uses this type of 
technology to provide its services in numerous 
sectors, from medicine to water, from city cars 
to the construction of robots capable of 
carrying out a series of support activities for 
public administration20. 

2. Global public services and government 
initiatives for AI in the public sector 
The study concerning AI and public 

services cannot ignore, in addition to a 
definition of AI, the understanding of what is 

 
and information with documents, using rules-based AI 
systems. The second level is that in which automation is 
combined with reduced human intervention, necessary 
to complete the creation of a document (for example 
because parts of a document require constant updates 
that cannot be automated or because it is more 
convenient for a human operator to intervene by placing 
questions or interacting with the system). Finally, the 
third level is that of automation combined with 
prediction. Machine learning is an AI technique, which 
can be defined as follows: “one or more algorithms 
detect a lot of data in order to establish models, which 
are then translated into predictions, based on some 
statistical criteria” (unofficial translation). 
20 G. Marchianò, Intelligenza artificiale: IA specifiche e 
l’amministrazione provvedimentale – IA generali e i 
servizi pubblici, 146, according to which the weak AI is 
characterized by exercising three functions, namely the 
forfeiture of data, the processing and storage of them, 
and the autonomous ability to learn, resulting in the 
ability to improve itself with exponential progression. 
However, this character gives rise to problems and 
challenges for the future, as well as heated debates 
between those who fear creating super intelligent 
entities and those who enhance the ability of AI to solve 
humanity’s problems and overcome human biological 
limits. On the distinction between strong and weak AI, 
see also J. Berryhill, K.K. Heang, R. Clogher and K. 
McBride, Hello, World: Artificial Intelligence, 13, 
according to which strong AI refers to the idea that 
general human intelligence can be overcome by 
machines (generating the risk and fear that the interests 
of such an AI system are not necessarily aligned with 
those of humanity), while until now there would be only 
weak AI, as no algorithm, computer or machine is 
capable of outperforming humans in a large amount of 
tasks. 
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through the detection of information on habits, 
interests, behaviors and preferences of citizens 
and businesses, and used by public 
administration (also) to increase the efficiency 
of its services12.  

The foregoing assumes particular relevance 
especially when public administration has to 
solve specific problems in critical areas such 
as health, transport and security, or even as 
school or judicial system. 

With regard to health, for example, AI is 
able to anticipate risk factors by allowing the 
introduction of preventive measures, helps to 
interpret the results of the analyzes, suggests 
diagnoses, allows the development of highly 
individualized treatment programs as well as 
to identify potential pandemics early13. Again 
for example, but with regard to public 
transport, through special traffic detection 
sensors the AI allows for more effective and 
timely circulation of public transport, 
optimizing travel in real time and 
redistributing passenger flows14. There are 

 
Amministrazioni: nuove prospettive per la funzione 
conoscitiva pubblica, in Rivista trimestrale di diritto 
pubblico, n. 3, 2017, 601. 
12 D.U. Galetta, Algoritmi, procedimento amministrativo 
e garanzie: brevi riflessioni, anche alla luce degli ultimi 
arresti giurisprudenziali in materia, in Rivista italiana 
di diritto pubblico comunitario, n. 3, 2020, 501. See 
also G. Carullo, Gestione, fruizione e diffusione dei dati 
dell’amministrazione digitale e funzione 
amministrativa, Turin, Giappichelli, 2017. 
13 In J. Berryhill, K.K. Heang, R. Clogher and K. 
McBride, Hello, World: Artificial Intelligence, 78, that 
shows as a practical example the Precision Medicine 
Initiative (PMI) program, launched in the USA in 2015, 
which, through new technologies and algorithms, allows 
to sequence the DNA of patients quickly and at 
affordable costs and to carry out a detailed molecular 
characterization of diseases and cancers, enabling 
clinicians to adopt the best choices and the most 
effective treatment programs for the direct benefit of 
patients. Furthermore, in Italy a home telemonitoring 
system has been adopted for patients suffering from 
chronic obstructive pulmonary disease, which makes 
use of machine learning (see below) and involves the 
Processing and Bioinformatics Systems Unit (Unità di 
Sistemi di Elaborazione e Bioinformatica) of the Rome 
Biomedical Campus and the Campus Biomedico 
University Hospital in Rome. Thanks to a pulse 
oximeter connected to an app, this system is able to 
detect potentially dangerous events for patients, 
receiving data on heart rate and hemoglobin saturation 
three times a day. In the field of general health, robotic 
medicine makes use of AI. See I. Masi, L’intelligenza 
artificiale al servizio della pubblica amministrazione 
2.0, in Diritto.it, 2017.  
14 J. Berryhill, K.K. Heang, R. Clogher and K. McBride, 
Hello, World: Artificial Intelligence, 80 and 82, which 
shows, as an example, the project implemented in 
Portugal aimed at minimizing the response time of the 
emergency medical service vehicles, using predictive 

also many applications of AI with reference to 
security, both physical and IT, such as when 
AI is used to locate suspected criminals, to 
detect fraud, to carry out biometric 
identification and to verify any precedents, to 
improve video surveillance and image 
research and to detect and block cyber 
attacks15. With regard to education, AI, for 
example, allows the continuous evaluation of 
performance, the automatic evaluation of 
students and the optimization of learning. 
With regard to the judicial sector, AI can find 
application as a “thinking machine” in the 
context of the so-called “predictive justice”, 
that is to make predictions on the outcome of 
a case, or also, in the future, to assist the judge 
in the decision-making phase16. 

The advantages that can be derived in the 
public sector from the use of AI must not be 
misleading. In fact, despite the many benefits 
AI is able to offer, it also brings numerous 
risks, legal but also ethical17. These risks 
cannot be underestimated: in fact, new 
technologies have an impact on society of 
such magnitude as to endanger even the 

 
models capable of anticipating the demand for the 
service by combining existing historical data and 
context-sensitive data from various sources, like 
weather, allowing a more strategic use of the 
aforementioned means. Also in Portugal, in 2019 the 
ePortugal program was launched, the new portal of 
public services, accompanied by Sigma, a virtual 
assistant active twenty-four hours a day, seven days a 
week, which provides written answers to questions 
frequently asked by citizens. If Sigma deems its answer 
inadequate, it asks the user if he or she wants to speak to 
a human person and in this case connects them by phone 
or e-mail depending on the user’s preference. An AI 
system applied to road traffic has also been adopted in 
Los Angeles: G. Pesce, Funzione amministrativa, 
intelligenza artificiale e blockchain, 83. 
15 For example, the facial recognition systems used in a 
number of cities around the world to help locate 
suspected criminals and counter terrorism. Among the 
various cases of practical application, Thailand uses AI 
to monitor network traffic and conduct big data analyzes 
to detect suspicious user behavior (i.e. two unusual 
logins with the same credentials, but hundreds of 
kilometers away). Again, in relation to security, AI 
comes into play when drones are used in the event of a 
gathering or general control of the territory. 
16 See C. Valentino, La silenziosa rivoluzione 
dell’intelligenza artificiale anche nei sistemi giudiziari, 
in Diritto.it, 2021; L. Viola (ed.), Giustizia predittiva e 
interpretazione della legge con modelli matematici. Atti 
del Convegno tenutosi presso l'Istituto dell'Enciclopedia 
Italiana Treccani, Milan, Diritto Avanzato, 2019. 
17 In this regard, the European Commission has recently 
adopted the “Ethics Guidelines for Trustworthy AI” 
(2019), aimed at providing guidance on how to design 
and implement AI systems in an ethical and reliable 
way. See infra, para. 2. 
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democratic values and human rights on which 
the society is founded, risking to shake it from 
its roots. In particular, the possible risks 
include, for example, opaque, discriminatory 
or prejudicial implementations, consequently 
jeopardizing legal security, rights and privacy 
protection. Another risk may be that of 
neglecting compliance with the cardinal 
principles of administrative action, such as 
obligation of publicity, transparency, 
motivation, reasonableness, proportionality, 
generating problematic short circuits in the 
performance of administrative activities and in 
the provision of services18. In summary, there 
is the danger, especially alarming in the public 
sector, that, if misused, AI gives rise to 
negative and harmful effects above all for 
citizens, instead of producing the desired 
positive effects. 

Before proceeding with the investigation, 
in order to better understand how AI behaves 
in relation to the public sector and what the 
problems that affect AI when it comes into 
contact with the mentioned sector are, it seems 
appropriate to distinguish between generic AI 
(also called “strong” or “general” AI) and 
specific AI (also called “weak” AI). 

Strong AI takes on the characteristics of a 
mind and has a cognitive capacity no different 
from that of humans. It is aimed at the 
construction of systems capable of performing 
individual tasks or aspects of them and can be 
used in the “provisional” administration as it 
allows to respect the guarantees of the 
administrative proceeding. It is considered 
more “elementary” as it refers to instruction 
sequences uniquely predetermined in order to 
carry out an activity effectively19.  

 
18 O. Capdeferro Villagrasa, La inteligencia artificial 
del sector público: desarrollo y regulación de la 
actuación administrativa inteligente en la cuarta 
revolución industrial, 9. About the Italian case law on 
the compatibility of information technologies with the 
principles of administrative action: Council of State, 
section VI, decisions of 4 February 2020, n. 881; 13 
December 2019, n. 8472; 8 April 2019, n. 2270. 
19 G. Marchianò, Intelligenza artificiale: IA specifiche e 
l’amministrazione provvedimentale – IA generali e i 
servizi pubblici, in Federalismi.it, n. 11, 2021, 137; G. 
Sartor and F. Lagioia, Le decisioni algoritmiche tra 
etica e diritto, in Intelligenza artificiale - il diritto, i 
diritti, l’etica, 2020, 66; D.U. Galetta and J.G. Corvalán, 
Intelligenza Artificiale per una Pubblica 
Amministrazione 4.0? Potenzialità, rischi e sfide della 
rivoluzione tecnologica in atto, 10, according to which 
there are three different levels of automation that can 
affect the integration with the public agent and / or with 
the citizen. The first level is that of complete 
automation, in which algorithms automatically link data 

Weak AI, on the other hand, consists in a 
simulation (and not in a duplication or in an 
overcoming) of real intelligence, that is, it acts 
and thinks as if it had a brain, and aims to 
create systems suitable for acquiring most of 
the human cognitive abilities and successfully 
act in some of its complex functions. In 
particular, it investigates similar cases, 
comparing them, elaborating a series of 
solutions and finally choosing the most 
congruous and rational one. Weak AI is 
unable to “think” autonomously, but to carry 
out its task it needs the presence of man. The 
public administration uses this type of 
technology to provide its services in numerous 
sectors, from medicine to water, from city cars 
to the construction of robots capable of 
carrying out a series of support activities for 
public administration20. 

2. Global public services and government 
initiatives for AI in the public sector 
The study concerning AI and public 

services cannot ignore, in addition to a 
definition of AI, the understanding of what is 

 
and information with documents, using rules-based AI 
systems. The second level is that in which automation is 
combined with reduced human intervention, necessary 
to complete the creation of a document (for example 
because parts of a document require constant updates 
that cannot be automated or because it is more 
convenient for a human operator to intervene by placing 
questions or interacting with the system). Finally, the 
third level is that of automation combined with 
prediction. Machine learning is an AI technique, which 
can be defined as follows: “one or more algorithms 
detect a lot of data in order to establish models, which 
are then translated into predictions, based on some 
statistical criteria” (unofficial translation). 
20 G. Marchianò, Intelligenza artificiale: IA specifiche e 
l’amministrazione provvedimentale – IA generali e i 
servizi pubblici, 146, according to which the weak AI is 
characterized by exercising three functions, namely the 
forfeiture of data, the processing and storage of them, 
and the autonomous ability to learn, resulting in the 
ability to improve itself with exponential progression. 
However, this character gives rise to problems and 
challenges for the future, as well as heated debates 
between those who fear creating super intelligent 
entities and those who enhance the ability of AI to solve 
humanity’s problems and overcome human biological 
limits. On the distinction between strong and weak AI, 
see also J. Berryhill, K.K. Heang, R. Clogher and K. 
McBride, Hello, World: Artificial Intelligence, 13, 
according to which strong AI refers to the idea that 
general human intelligence can be overcome by 
machines (generating the risk and fear that the interests 
of such an AI system are not necessarily aligned with 
those of humanity), while until now there would be only 
weak AI, as no algorithm, computer or machine is 
capable of outperforming humans in a large amount of 
tasks. 



 
  
AAnnnnaa  MMaarriiaa  CChhiiaarriieelllloo 
 

 
190  2021 Erdal, Volume 2, Issue 2 
  

St
ud

ia
 V

ar
ia

 

meant by public services. 
The matter is not trivial. In fact, at national 

level, the concept of public service can vary in 
different States and is not always clear21. In a 
global perspective the concept can have a 
different meaning. For example, many of what 
in Italy are defined as public functions, on a 
global level are instead classified among 
public services. According to the indications 
of the UN22, in fact, public services include, 

 
21 For example, in the Italian legal system it is not clear 
what public service is and in this regard in doctrine 
different orientations can be distinguished. According to 
a first subjective approach, public services are only the 
activities of production of goods and services managed 
directly or indirectly by public entities. According to an 
objective approach, public services are activities aimed 
at public purposes and regulated by public law, even if 
they are also performed by private subjects. On the 
notion of public service, ex multis: A. De Valles, I 
servizi pubblici, in Primo trattato completo di diritto 
amministrativo italiano, vol. VI, part I, V.E. Orlando 
(ed.), Milan, Società Editrice Libraria, 1930, 377; U. 
Pototschnig, I pubblici servizi, Padova, Cedam, 1964; F. 
Merusi, (entry) Servizio pubblico, in Novissimo Digesto 
Italiano, vol. XVII, 1970, 215; S. Cattaneo, (entry) 
Servizi pubblici, in Enciclopedia del diritto, vol. XLII, 
1990, 355; P. Ciriello, (entry) Servizi pubblici, in 
Enciclopedia Giuridica Treccani, vol. XXVIII, 1992, 
1; G.M. Racca, I servizi pubblici nell'ordinamento 
comunitario, in Diritto amministrativo, 1994, 201, later 
in La concessione di pubblico servizio, G. Pericu, A. 
Romano and V. Spagnuolo Vigorita (ed.), Milan, 
Giuffrè, 1995, 201; F. Giglioni, Osservazioni sulla 
evoluzione della nozione di “servizio pubblico”, in Foro 
amministrativo, 1998, 2265; A. Pioggia, Appunti per 
uno studio sulla nozione di pubblico servizio: i limiti e i 
requisiti dell’assunzione del servizio pubblico da parte 
dell’ente locale, in Quaderni del Pluralismo, 1998, 
175; S. Cassese, Dalla vecchia alla nuova disciplina dei 
servizi pubblici, in Rassegna giuridica dell’energia 
elettrica, vol. 2-3, 1998, 233; Id., La nuova costituzione 
economica, Bari, Laterza, 2000, 83; V. Cerulli 
Irelli, Corso di diritto amministrativo, Turin, 
Giappichelli, 2000, 47; F. Salvia, I servizi pubblici nella 
letteratura recente, in Nuove autonomie, 2001, 7991; 
L.R. Perfetti, Contributo ad una teoria dei pubblici 
servizi, Padova, Cedam, 2001; V. De Falco, Il servizio 
pubblico tra ordinamento comunitario e diritti interni, 
Padova, Cedam, 2003; G. Caia, La disciplina dei servizi 
pubblici, in L. Mazzarolli, G. Pericu, A. Romano, F. 
Roversi Monaco and F.G. Scoca (ed.), Diritto 
amministrativo, Bologna, Monduzzi, 2005; G. 
Napolitano, (entry) Servizi pubblici, in S. Cassese (dir. 
by), Dizionario di diritto pubblico, Milan, vol. VI, 2006, 
5517. 
22 The reference is to the CPC nomenclature (common 
classification of products) of the United Nations. The 
indications of the UN have been implemented by the 
Council Directive 92/50/EEC of 18 June 1992 relating 
to the coordination of procedures for the award of 
public service contracts, no longer in effect. In 
particular, Annexes IA and IB of the aforementioned 
directive referred to the mentioned nomenclature. 
Currently, at EU level, reference is made to the 
Common Procurement Vocabulary (CPV) adopted by 
Regulation (EC) No 2195/2002 of the European 

for example, security, finance and public 
education. Therefore, in investigating the use 
of AI by public power, it is necessary to 
extend the analysis to these sectors as well, 
wondering how the aforementioned use can be 
carried out to protect citizens, their rights and 
the services that they are entitled to, as well as 
to protect democracy. 

It should also be noted that when reference 
is made to public services affected by the 
application of new technologies, it is intended 
to indicate the information activity, the new 
form in which traditional functions are 
exercised, and the facilitating tools for the 
provision of traditional public services, which 
in themselves cannot be digitized, but in 
relation to which technology facilitates the 
relationship between the service manager and 
the user23.  

Having clarified the foregoing, the public 
sector lags behind the private sector in terms 
of use of AI. Governments are attempting to 
bridge this gap by adopting a series of 
dedicated projects, acts, policies, declarations 
and regulations. 

For example, approximately forty countries 
have adopted specific strategies concerning 
the use of AI in the public sector24, 
encouraging its development while 
safeguarding interests and rights with which 
such use could conflict25. 

Furthermore, in Italy, in implementation of 
the Digital Administration Code (Codice 
dell’Amministrazione Digitale, CAD)26, 

 
Parliament and of the Council of 5 November 2002 on 
the Common Procurement Vocabulary (CPV), a 
hierarchically structured nomenclature divided into 
divisions, groups, classes, categories and sub-categories. 
See recital 119 of Directive 2014/24/EU of the 
European Parliament and of the Council of 26 February 
2014 on public procurement and repealing Directive 
2004/18/EC. 
23 In this sense G. Pesce, Digital First, Napoli, 
Editoriale Scientifica, 2018, 137. 
24 As seen above, according to a mapping on AI carried 
out by the OECD, fifty countries (including the EU) 
have introduced national AI strategies. Thirty-six of 
these have adopted specific strategies for AI in the 
public sector. 
25 Council of Europe, Ad Hoc Committee on Artificial 
Intelligence (CAHAI), Policy Development Group, 
CAHAI-PDG(2021)03, 7. See also O. Capdeferro 
Villagrasa, La inteligencia artificial del sector público: 
desarrollo y regulación de la actuación administrativa 
inteligente en la cuarta revolución industrial, 3. 
26 Legislative Decree 7 March 2005, No. 82, art. 14-bis. 
On the Italian Digital Administration Code, ex multis, F. 
Cardarelli, Amministrazione digitale, trasparenza e 
principio di legalità, in Diritto dell'informazione e 
dell'informatica, 2015, 227; Id., Codice 
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which applies among other things to public 
service providers27, the three-year Plan for 
information technology in public 
administration was adopted in 2020. Drafted 
by the Agency for Digital Italy (Agenzia per 
l’Italia Digitale)28, the Plan sets the objectives 
and identifies the main development and 
management interventions of the information 
systems of public administrations29. In 
particular, in order to carry out the actions 
envisaged by the previous plans, this Plan 
pursues a series of objectives. First of all, it is 
aimed at fostering the development of a digital 
society, where services put citizens and 
businesses first, through the digitization of 
public administration which is the engine of 
development for the whole country. Secondly, 
it tends to promote sustainable, ethical and 
inclusive development, through innovation 
and digitization in the service of people, 
communities and territories, while respecting 
environmental sustainability. Finally, it aims 
to contribute to the dissemination of new 
digital technologies in the Italian productive 
system, encouraging standardization, 
innovation and experimentation in the field of 
public services. Previously, at the end of 2019, 
the Strategy for technological innovation and 
digitalisation of the country was adopted, 
which addresses three main “challenges”, 
namely the digitization of society, the 
innovation of the country and the sustainable 
and ethical development of society as a whole. 
In supporting these challenges, the Strategy 
outlines a general process of structural 
transformation of the country, which involves, 
in addition to digital infrastructures and to the 
collaboration between public and private 
sectors in generating innovation, also public 
administration services30. Even earlier, in 

 
dell’amministrazione digitale, Rome, Treccani, 2017, 
211. 
27 Pursuant to art. 2, para. 2, lett. b), of the Italian 
Digital Administration Code, the provisions of the latter 
apply to public service managers, including listed 
companies, in relation to services of public interest. 
28 The Agency for Digital Italy was established with the 
Legislative Decree 22 June 2012, No. 83, with the aim, 
among others, of implementing the objectives of the 
Italian Digital Agenda for the promotion and 
dissemination of digital technologies in the country. 
29 This Plan is approved by the Prime Minister or by the 
minister delegated for computerization. In addition to 
the drafting of the Plan, the Agency for Digital Italy is 
also entrusted with verifying its implementation. 
30 On the three-year plan for information technology in 
the public administration and on the strategy for 
technological innovation and digitization of the country, 

2018, the Agency for Digital Italy adopted the 
White Paper on Artificial Intelligence at the 
Service of the Citizen (Libro Bianco 
sull’Intelligenza artificiale al servizio del 
Cittadino). This is a soft law act, not binding, 
which examines the most advanced 
information technologies impact on social 
relations and on the traditional model of 
administrative activity, and which addresses 
the issue of automating administrative 
activities with the use of AI to improve public 
services and the relationship between public 
administration and citizens31. 

At the EU level, in 2018 the European 
Commission adopted an AI strategy32, which 

 
see the report of the Research Department of the Italian 
Chamber of Deputies, La transizione digitale della 
pubblica amministrazione, 2021. 
31 Agency for Digital Italy, Libro Bianco 
sull’Intelligenza Artificiale al servizio del Cittadino, 
March 2018, in https://ia.italia.it/assets/librobianco.pdf. 
About it M. Tresca, I primi passi verso l’Intelligenza 
Artificiale al servizio del cittadino: brevi note sul Libro 
Bianco dell’Agenzia per l’Italia digitale, in Medialaws - 
Rivista di diritto dei media, n. 3, 2018, 1; A. Sola, 
L’automatizzazione dell’azione amministrativa, in 
Amministrazione in Cammino, 2020, 1, especially 9. It 
should also be considered that, again with regard to 
Italy, the Legislative Decree 1 March 2021, No. 22, 
provides that the Prime Minister will promote, guide 
and coordinate government action in various matters, 
including the digitization of public administrations. This 
digitization plays a central role in the National Recovery 
and Resilience Plan (NRRP). In fact, digitization, 
innovation and security in the public administration is 
one of the three components of the first mission of the 
NRRP, precisely called “Digitization, innovation, 
competitiveness and culture”. The spread of digital 
administration has been promoted and pursued with a 
series of regulatory acts, such as the 2020 budget law, 
the Legislative Decree No. 162/2019, and the Law 
Decree No. 76/2020 containing urgent measures for 
simplification and digital innovation. These 
interventions have allowed Italy to improve the level of 
effectiveness and digitization of the public 
administration, in particular by investing in skills, 
accelerating digitization and increasing the efficiency of 
local public services. Thus European Commission, 
Country Report Italy 2020, February 26, 2020. In Italy, 
the binding legal framework for the use of AI software 
in the public law sector appears to be incomplete, 
however. In fact, art. 3-bis, Law 7 August 1990, No. 
241, as amended by Legislative Decree 16 July 2020, 
No. 76, provides only that to achieve greater efficiency 
in their activities, public administrations act by means 
of IT and telematic tools, in internal relations, between 
the various administrations and between these and 
private individuals. While art. 50-ter, Legislative Decree 
No. 82/2005 establishes a National Digital Data 
Platform, regulating the use of information technologies 
only in terms of the interconnection of information 
systems of public administrations. 
32 European Commission, Communication from the 
Commission to the European Parliament, the European 
Council, the Council, the European Economic and 
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meant by public services. 
The matter is not trivial. In fact, at national 

level, the concept of public service can vary in 
different States and is not always clear21. In a 
global perspective the concept can have a 
different meaning. For example, many of what 
in Italy are defined as public functions, on a 
global level are instead classified among 
public services. According to the indications 
of the UN22, in fact, public services include, 

 
21 For example, in the Italian legal system it is not clear 
what public service is and in this regard in doctrine 
different orientations can be distinguished. According to 
a first subjective approach, public services are only the 
activities of production of goods and services managed 
directly or indirectly by public entities. According to an 
objective approach, public services are activities aimed 
at public purposes and regulated by public law, even if 
they are also performed by private subjects. On the 
notion of public service, ex multis: A. De Valles, I 
servizi pubblici, in Primo trattato completo di diritto 
amministrativo italiano, vol. VI, part I, V.E. Orlando 
(ed.), Milan, Società Editrice Libraria, 1930, 377; U. 
Pototschnig, I pubblici servizi, Padova, Cedam, 1964; F. 
Merusi, (entry) Servizio pubblico, in Novissimo Digesto 
Italiano, vol. XVII, 1970, 215; S. Cattaneo, (entry) 
Servizi pubblici, in Enciclopedia del diritto, vol. XLII, 
1990, 355; P. Ciriello, (entry) Servizi pubblici, in 
Enciclopedia Giuridica Treccani, vol. XXVIII, 1992, 
1; G.M. Racca, I servizi pubblici nell'ordinamento 
comunitario, in Diritto amministrativo, 1994, 201, later 
in La concessione di pubblico servizio, G. Pericu, A. 
Romano and V. Spagnuolo Vigorita (ed.), Milan, 
Giuffrè, 1995, 201; F. Giglioni, Osservazioni sulla 
evoluzione della nozione di “servizio pubblico”, in Foro 
amministrativo, 1998, 2265; A. Pioggia, Appunti per 
uno studio sulla nozione di pubblico servizio: i limiti e i 
requisiti dell’assunzione del servizio pubblico da parte 
dell’ente locale, in Quaderni del Pluralismo, 1998, 
175; S. Cassese, Dalla vecchia alla nuova disciplina dei 
servizi pubblici, in Rassegna giuridica dell’energia 
elettrica, vol. 2-3, 1998, 233; Id., La nuova costituzione 
economica, Bari, Laterza, 2000, 83; V. Cerulli 
Irelli, Corso di diritto amministrativo, Turin, 
Giappichelli, 2000, 47; F. Salvia, I servizi pubblici nella 
letteratura recente, in Nuove autonomie, 2001, 7991; 
L.R. Perfetti, Contributo ad una teoria dei pubblici 
servizi, Padova, Cedam, 2001; V. De Falco, Il servizio 
pubblico tra ordinamento comunitario e diritti interni, 
Padova, Cedam, 2003; G. Caia, La disciplina dei servizi 
pubblici, in L. Mazzarolli, G. Pericu, A. Romano, F. 
Roversi Monaco and F.G. Scoca (ed.), Diritto 
amministrativo, Bologna, Monduzzi, 2005; G. 
Napolitano, (entry) Servizi pubblici, in S. Cassese (dir. 
by), Dizionario di diritto pubblico, Milan, vol. VI, 2006, 
5517. 
22 The reference is to the CPC nomenclature (common 
classification of products) of the United Nations. The 
indications of the UN have been implemented by the 
Council Directive 92/50/EEC of 18 June 1992 relating 
to the coordination of procedures for the award of 
public service contracts, no longer in effect. In 
particular, Annexes IA and IB of the aforementioned 
directive referred to the mentioned nomenclature. 
Currently, at EU level, reference is made to the 
Common Procurement Vocabulary (CPV) adopted by 
Regulation (EC) No 2195/2002 of the European 

for example, security, finance and public 
education. Therefore, in investigating the use 
of AI by public power, it is necessary to 
extend the analysis to these sectors as well, 
wondering how the aforementioned use can be 
carried out to protect citizens, their rights and 
the services that they are entitled to, as well as 
to protect democracy. 

It should also be noted that when reference 
is made to public services affected by the 
application of new technologies, it is intended 
to indicate the information activity, the new 
form in which traditional functions are 
exercised, and the facilitating tools for the 
provision of traditional public services, which 
in themselves cannot be digitized, but in 
relation to which technology facilitates the 
relationship between the service manager and 
the user23.  

Having clarified the foregoing, the public 
sector lags behind the private sector in terms 
of use of AI. Governments are attempting to 
bridge this gap by adopting a series of 
dedicated projects, acts, policies, declarations 
and regulations. 

For example, approximately forty countries 
have adopted specific strategies concerning 
the use of AI in the public sector24, 
encouraging its development while 
safeguarding interests and rights with which 
such use could conflict25. 

Furthermore, in Italy, in implementation of 
the Digital Administration Code (Codice 
dell’Amministrazione Digitale, CAD)26, 

 
Parliament and of the Council of 5 November 2002 on 
the Common Procurement Vocabulary (CPV), a 
hierarchically structured nomenclature divided into 
divisions, groups, classes, categories and sub-categories. 
See recital 119 of Directive 2014/24/EU of the 
European Parliament and of the Council of 26 February 
2014 on public procurement and repealing Directive 
2004/18/EC. 
23 In this sense G. Pesce, Digital First, Napoli, 
Editoriale Scientifica, 2018, 137. 
24 As seen above, according to a mapping on AI carried 
out by the OECD, fifty countries (including the EU) 
have introduced national AI strategies. Thirty-six of 
these have adopted specific strategies for AI in the 
public sector. 
25 Council of Europe, Ad Hoc Committee on Artificial 
Intelligence (CAHAI), Policy Development Group, 
CAHAI-PDG(2021)03, 7. See also O. Capdeferro 
Villagrasa, La inteligencia artificial del sector público: 
desarrollo y regulación de la actuación administrativa 
inteligente en la cuarta revolución industrial, 3. 
26 Legislative Decree 7 March 2005, No. 82, art. 14-bis. 
On the Italian Digital Administration Code, ex multis, F. 
Cardarelli, Amministrazione digitale, trasparenza e 
principio di legalità, in Diritto dell'informazione e 
dell'informatica, 2015, 227; Id., Codice 
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which applies among other things to public 
service providers27, the three-year Plan for 
information technology in public 
administration was adopted in 2020. Drafted 
by the Agency for Digital Italy (Agenzia per 
l’Italia Digitale)28, the Plan sets the objectives 
and identifies the main development and 
management interventions of the information 
systems of public administrations29. In 
particular, in order to carry out the actions 
envisaged by the previous plans, this Plan 
pursues a series of objectives. First of all, it is 
aimed at fostering the development of a digital 
society, where services put citizens and 
businesses first, through the digitization of 
public administration which is the engine of 
development for the whole country. Secondly, 
it tends to promote sustainable, ethical and 
inclusive development, through innovation 
and digitization in the service of people, 
communities and territories, while respecting 
environmental sustainability. Finally, it aims 
to contribute to the dissemination of new 
digital technologies in the Italian productive 
system, encouraging standardization, 
innovation and experimentation in the field of 
public services. Previously, at the end of 2019, 
the Strategy for technological innovation and 
digitalisation of the country was adopted, 
which addresses three main “challenges”, 
namely the digitization of society, the 
innovation of the country and the sustainable 
and ethical development of society as a whole. 
In supporting these challenges, the Strategy 
outlines a general process of structural 
transformation of the country, which involves, 
in addition to digital infrastructures and to the 
collaboration between public and private 
sectors in generating innovation, also public 
administration services30. Even earlier, in 

 
dell’amministrazione digitale, Rome, Treccani, 2017, 
211. 
27 Pursuant to art. 2, para. 2, lett. b), of the Italian 
Digital Administration Code, the provisions of the latter 
apply to public service managers, including listed 
companies, in relation to services of public interest. 
28 The Agency for Digital Italy was established with the 
Legislative Decree 22 June 2012, No. 83, with the aim, 
among others, of implementing the objectives of the 
Italian Digital Agenda for the promotion and 
dissemination of digital technologies in the country. 
29 This Plan is approved by the Prime Minister or by the 
minister delegated for computerization. In addition to 
the drafting of the Plan, the Agency for Digital Italy is 
also entrusted with verifying its implementation. 
30 On the three-year plan for information technology in 
the public administration and on the strategy for 
technological innovation and digitization of the country, 

2018, the Agency for Digital Italy adopted the 
White Paper on Artificial Intelligence at the 
Service of the Citizen (Libro Bianco 
sull’Intelligenza artificiale al servizio del 
Cittadino). This is a soft law act, not binding, 
which examines the most advanced 
information technologies impact on social 
relations and on the traditional model of 
administrative activity, and which addresses 
the issue of automating administrative 
activities with the use of AI to improve public 
services and the relationship between public 
administration and citizens31. 

At the EU level, in 2018 the European 
Commission adopted an AI strategy32, which 

 
see the report of the Research Department of the Italian 
Chamber of Deputies, La transizione digitale della 
pubblica amministrazione, 2021. 
31 Agency for Digital Italy, Libro Bianco 
sull’Intelligenza Artificiale al servizio del Cittadino, 
March 2018, in https://ia.italia.it/assets/librobianco.pdf. 
About it M. Tresca, I primi passi verso l’Intelligenza 
Artificiale al servizio del cittadino: brevi note sul Libro 
Bianco dell’Agenzia per l’Italia digitale, in Medialaws - 
Rivista di diritto dei media, n. 3, 2018, 1; A. Sola, 
L’automatizzazione dell’azione amministrativa, in 
Amministrazione in Cammino, 2020, 1, especially 9. It 
should also be considered that, again with regard to 
Italy, the Legislative Decree 1 March 2021, No. 22, 
provides that the Prime Minister will promote, guide 
and coordinate government action in various matters, 
including the digitization of public administrations. This 
digitization plays a central role in the National Recovery 
and Resilience Plan (NRRP). In fact, digitization, 
innovation and security in the public administration is 
one of the three components of the first mission of the 
NRRP, precisely called “Digitization, innovation, 
competitiveness and culture”. The spread of digital 
administration has been promoted and pursued with a 
series of regulatory acts, such as the 2020 budget law, 
the Legislative Decree No. 162/2019, and the Law 
Decree No. 76/2020 containing urgent measures for 
simplification and digital innovation. These 
interventions have allowed Italy to improve the level of 
effectiveness and digitization of the public 
administration, in particular by investing in skills, 
accelerating digitization and increasing the efficiency of 
local public services. Thus European Commission, 
Country Report Italy 2020, February 26, 2020. In Italy, 
the binding legal framework for the use of AI software 
in the public law sector appears to be incomplete, 
however. In fact, art. 3-bis, Law 7 August 1990, No. 
241, as amended by Legislative Decree 16 July 2020, 
No. 76, provides only that to achieve greater efficiency 
in their activities, public administrations act by means 
of IT and telematic tools, in internal relations, between 
the various administrations and between these and 
private individuals. While art. 50-ter, Legislative Decree 
No. 82/2005 establishes a National Digital Data 
Platform, regulating the use of information technologies 
only in terms of the interconnection of information 
systems of public administrations. 
32 European Commission, Communication from the 
Commission to the European Parliament, the European 
Council, the Council, the European Economic and 
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meant by public services. 
The matter is not trivial. In fact, at national 

level, the concept of public service can vary in 
different States and is not always clear21. In a 
global perspective the concept can have a 
different meaning. For example, many of what 
in Italy are defined as public functions, on a 
global level are instead classified among 
public services. According to the indications 
of the UN22, in fact, public services include, 

 
21 For example, in the Italian legal system it is not clear 
what public service is and in this regard in doctrine 
different orientations can be distinguished. According to 
a first subjective approach, public services are only the 
activities of production of goods and services managed 
directly or indirectly by public entities. According to an 
objective approach, public services are activities aimed 
at public purposes and regulated by public law, even if 
they are also performed by private subjects. On the 
notion of public service, ex multis: A. De Valles, I 
servizi pubblici, in Primo trattato completo di diritto 
amministrativo italiano, vol. VI, part I, V.E. Orlando 
(ed.), Milan, Società Editrice Libraria, 1930, 377; U. 
Pototschnig, I pubblici servizi, Padova, Cedam, 1964; F. 
Merusi, (entry) Servizio pubblico, in Novissimo Digesto 
Italiano, vol. XVII, 1970, 215; S. Cattaneo, (entry) 
Servizi pubblici, in Enciclopedia del diritto, vol. XLII, 
1990, 355; P. Ciriello, (entry) Servizi pubblici, in 
Enciclopedia Giuridica Treccani, vol. XXVIII, 1992, 
1; G.M. Racca, I servizi pubblici nell'ordinamento 
comunitario, in Diritto amministrativo, 1994, 201, later 
in La concessione di pubblico servizio, G. Pericu, A. 
Romano and V. Spagnuolo Vigorita (ed.), Milan, 
Giuffrè, 1995, 201; F. Giglioni, Osservazioni sulla 
evoluzione della nozione di “servizio pubblico”, in Foro 
amministrativo, 1998, 2265; A. Pioggia, Appunti per 
uno studio sulla nozione di pubblico servizio: i limiti e i 
requisiti dell’assunzione del servizio pubblico da parte 
dell’ente locale, in Quaderni del Pluralismo, 1998, 
175; S. Cassese, Dalla vecchia alla nuova disciplina dei 
servizi pubblici, in Rassegna giuridica dell’energia 
elettrica, vol. 2-3, 1998, 233; Id., La nuova costituzione 
economica, Bari, Laterza, 2000, 83; V. Cerulli 
Irelli, Corso di diritto amministrativo, Turin, 
Giappichelli, 2000, 47; F. Salvia, I servizi pubblici nella 
letteratura recente, in Nuove autonomie, 2001, 7991; 
L.R. Perfetti, Contributo ad una teoria dei pubblici 
servizi, Padova, Cedam, 2001; V. De Falco, Il servizio 
pubblico tra ordinamento comunitario e diritti interni, 
Padova, Cedam, 2003; G. Caia, La disciplina dei servizi 
pubblici, in L. Mazzarolli, G. Pericu, A. Romano, F. 
Roversi Monaco and F.G. Scoca (ed.), Diritto 
amministrativo, Bologna, Monduzzi, 2005; G. 
Napolitano, (entry) Servizi pubblici, in S. Cassese (dir. 
by), Dizionario di diritto pubblico, Milan, vol. VI, 2006, 
5517. 
22 The reference is to the CPC nomenclature (common 
classification of products) of the United Nations. The 
indications of the UN have been implemented by the 
Council Directive 92/50/EEC of 18 June 1992 relating 
to the coordination of procedures for the award of 
public service contracts, no longer in effect. In 
particular, Annexes IA and IB of the aforementioned 
directive referred to the mentioned nomenclature. 
Currently, at EU level, reference is made to the 
Common Procurement Vocabulary (CPV) adopted by 
Regulation (EC) No 2195/2002 of the European 

for example, security, finance and public 
education. Therefore, in investigating the use 
of AI by public power, it is necessary to 
extend the analysis to these sectors as well, 
wondering how the aforementioned use can be 
carried out to protect citizens, their rights and 
the services that they are entitled to, as well as 
to protect democracy. 

It should also be noted that when reference 
is made to public services affected by the 
application of new technologies, it is intended 
to indicate the information activity, the new 
form in which traditional functions are 
exercised, and the facilitating tools for the 
provision of traditional public services, which 
in themselves cannot be digitized, but in 
relation to which technology facilitates the 
relationship between the service manager and 
the user23.  

Having clarified the foregoing, the public 
sector lags behind the private sector in terms 
of use of AI. Governments are attempting to 
bridge this gap by adopting a series of 
dedicated projects, acts, policies, declarations 
and regulations. 

For example, approximately forty countries 
have adopted specific strategies concerning 
the use of AI in the public sector24, 
encouraging its development while 
safeguarding interests and rights with which 
such use could conflict25. 

Furthermore, in Italy, in implementation of 
the Digital Administration Code (Codice 
dell’Amministrazione Digitale, CAD)26, 

 
Parliament and of the Council of 5 November 2002 on 
the Common Procurement Vocabulary (CPV), a 
hierarchically structured nomenclature divided into 
divisions, groups, classes, categories and sub-categories. 
See recital 119 of Directive 2014/24/EU of the 
European Parliament and of the Council of 26 February 
2014 on public procurement and repealing Directive 
2004/18/EC. 
23 In this sense G. Pesce, Digital First, Napoli, 
Editoriale Scientifica, 2018, 137. 
24 As seen above, according to a mapping on AI carried 
out by the OECD, fifty countries (including the EU) 
have introduced national AI strategies. Thirty-six of 
these have adopted specific strategies for AI in the 
public sector. 
25 Council of Europe, Ad Hoc Committee on Artificial 
Intelligence (CAHAI), Policy Development Group, 
CAHAI-PDG(2021)03, 7. See also O. Capdeferro 
Villagrasa, La inteligencia artificial del sector público: 
desarrollo y regulación de la actuación administrativa 
inteligente en la cuarta revolución industrial, 3. 
26 Legislative Decree 7 March 2005, No. 82, art. 14-bis. 
On the Italian Digital Administration Code, ex multis, F. 
Cardarelli, Amministrazione digitale, trasparenza e 
principio di legalità, in Diritto dell'informazione e 
dell'informatica, 2015, 227; Id., Codice 
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which applies among other things to public 
service providers27, the three-year Plan for 
information technology in public 
administration was adopted in 2020. Drafted 
by the Agency for Digital Italy (Agenzia per 
l’Italia Digitale)28, the Plan sets the objectives 
and identifies the main development and 
management interventions of the information 
systems of public administrations29. In 
particular, in order to carry out the actions 
envisaged by the previous plans, this Plan 
pursues a series of objectives. First of all, it is 
aimed at fostering the development of a digital 
society, where services put citizens and 
businesses first, through the digitization of 
public administration which is the engine of 
development for the whole country. Secondly, 
it tends to promote sustainable, ethical and 
inclusive development, through innovation 
and digitization in the service of people, 
communities and territories, while respecting 
environmental sustainability. Finally, it aims 
to contribute to the dissemination of new 
digital technologies in the Italian productive 
system, encouraging standardization, 
innovation and experimentation in the field of 
public services. Previously, at the end of 2019, 
the Strategy for technological innovation and 
digitalisation of the country was adopted, 
which addresses three main “challenges”, 
namely the digitization of society, the 
innovation of the country and the sustainable 
and ethical development of society as a whole. 
In supporting these challenges, the Strategy 
outlines a general process of structural 
transformation of the country, which involves, 
in addition to digital infrastructures and to the 
collaboration between public and private 
sectors in generating innovation, also public 
administration services30. Even earlier, in 

 
dell’amministrazione digitale, Rome, Treccani, 2017, 
211. 
27 Pursuant to art. 2, para. 2, lett. b), of the Italian 
Digital Administration Code, the provisions of the latter 
apply to public service managers, including listed 
companies, in relation to services of public interest. 
28 The Agency for Digital Italy was established with the 
Legislative Decree 22 June 2012, No. 83, with the aim, 
among others, of implementing the objectives of the 
Italian Digital Agenda for the promotion and 
dissemination of digital technologies in the country. 
29 This Plan is approved by the Prime Minister or by the 
minister delegated for computerization. In addition to 
the drafting of the Plan, the Agency for Digital Italy is 
also entrusted with verifying its implementation. 
30 On the three-year plan for information technology in 
the public administration and on the strategy for 
technological innovation and digitization of the country, 

2018, the Agency for Digital Italy adopted the 
White Paper on Artificial Intelligence at the 
Service of the Citizen (Libro Bianco 
sull’Intelligenza artificiale al servizio del 
Cittadino). This is a soft law act, not binding, 
which examines the most advanced 
information technologies impact on social 
relations and on the traditional model of 
administrative activity, and which addresses 
the issue of automating administrative 
activities with the use of AI to improve public 
services and the relationship between public 
administration and citizens31. 

At the EU level, in 2018 the European 
Commission adopted an AI strategy32, which 

 
see the report of the Research Department of the Italian 
Chamber of Deputies, La transizione digitale della 
pubblica amministrazione, 2021. 
31 Agency for Digital Italy, Libro Bianco 
sull’Intelligenza Artificiale al servizio del Cittadino, 
March 2018, in https://ia.italia.it/assets/librobianco.pdf. 
About it M. Tresca, I primi passi verso l’Intelligenza 
Artificiale al servizio del cittadino: brevi note sul Libro 
Bianco dell’Agenzia per l’Italia digitale, in Medialaws - 
Rivista di diritto dei media, n. 3, 2018, 1; A. Sola, 
L’automatizzazione dell’azione amministrativa, in 
Amministrazione in Cammino, 2020, 1, especially 9. It 
should also be considered that, again with regard to 
Italy, the Legislative Decree 1 March 2021, No. 22, 
provides that the Prime Minister will promote, guide 
and coordinate government action in various matters, 
including the digitization of public administrations. This 
digitization plays a central role in the National Recovery 
and Resilience Plan (NRRP). In fact, digitization, 
innovation and security in the public administration is 
one of the three components of the first mission of the 
NRRP, precisely called “Digitization, innovation, 
competitiveness and culture”. The spread of digital 
administration has been promoted and pursued with a 
series of regulatory acts, such as the 2020 budget law, 
the Legislative Decree No. 162/2019, and the Law 
Decree No. 76/2020 containing urgent measures for 
simplification and digital innovation. These 
interventions have allowed Italy to improve the level of 
effectiveness and digitization of the public 
administration, in particular by investing in skills, 
accelerating digitization and increasing the efficiency of 
local public services. Thus European Commission, 
Country Report Italy 2020, February 26, 2020. In Italy, 
the binding legal framework for the use of AI software 
in the public law sector appears to be incomplete, 
however. In fact, art. 3-bis, Law 7 August 1990, No. 
241, as amended by Legislative Decree 16 July 2020, 
No. 76, provides only that to achieve greater efficiency 
in their activities, public administrations act by means 
of IT and telematic tools, in internal relations, between 
the various administrations and between these and 
private individuals. While art. 50-ter, Legislative Decree 
No. 82/2005 establishes a National Digital Data 
Platform, regulating the use of information technologies 
only in terms of the interconnection of information 
systems of public administrations. 
32 European Commission, Communication from the 
Commission to the European Parliament, the European 
Council, the Council, the European Economic and 
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addresses the socio-economic aspects of AI, 
both private and public, and, also based on 
awareness of the ability of AI to transform 
public services, elaborates a coordinated plan 
for the alignment of strategies aimed at 
promoting the development of AI in Europe33. 
In 2019, the Commission adopted the Ethics 
Guidelines for Trustworthy AI. The Guidelines 
are aimed at providing guidance on how to 
design and implement AI systems in an ethical 
and reliable way and are based on the 
following four principles: (i) respect for 
human autonomy; (ii) prevention of harm; (iii) 
fairness; (iv) explicability processes34. At the 
beginning of 2020, the Commission published 
the White Paper On Artificial Intelligence - A 
European approach to excellence and trust35, 
with which the foundations are laid for the 
protection of consumer rights and for the 
promotion of innovation in the field of AI. 
Based on the consideration that different and 
unrelated national initiatives risk 
compromising legal certainty, weakening 
citizens’ confidence and hindering the 
emergence of a dynamic European industry, 
with this White Paper the Commission points 
out the opportunity to opt, with regard to AI, 
for a common European approach of such 
dimensions as to prevent the fragmentation of 
the single market. To this end, it is considered 
necessary to adopt a specific strategic 
framework, in order to establish measures 
aimed at aligning efforts at European, national 
and regional level and, through a partnership 
between public and private sectors, to 
mobilize resources to achieve an “ecosystem 
of excellence” along the entire value chain 

 
Social Committee and the Committee of the Regions, 
Artificial Intelligence for Europe, COM(2018) 237, 25 
April 2018. 
33 European Commission, Communication from the 
Commission to the European Parliament, the European 
Council, the Council, the European Economic and 
Social Committee and the Committee of the Regions, 
Coordinated Plan on Artificial Intelligence, 
COM(2018) 795, 7 December 2018. 
34 The Ethics Guidelines for Trustworthy AI have been 
developed by the Commission High-Level Expert 
Group on Artificial Intelligence (AI HLEG), composed 
of 52 artificial intelligence experts from academia, civil 
society and industry. In drafting the document, the 
group considered various issues, such as equity, 
security, transparency, future of work, democracy, 
privacy and protection of personal data, dignity and 
non-discrimination, and started from the assumption 
that the ethics of AI is based on fundamental human 
rights. 
35 European Commission, White Paper On Artificial 
Intelligence - A European approach to excellence and 
trust, COM(2020) 65, 19 February 2020. 

and create the right incentives to accelerate 
the adoption of AI-based solutions36. Still in 
the EU area, in April 2021 a proposal for a 
regulation was presented to regulate the use of 
AI technologies (AI Act). The purpose of this 
proposal is to outline a path for the 
development and use of AI systems that aims 
to promote both innovation and fundamental 
rights of people, as well as to establish an 
appropriate and uniform legal framework and 
to impose on Member States a series of 
objectives relevant to the public interest, with 
the more general intention of guaranteeing the 
reliability of new technologies37. 

 
36 G. Marchianò, Intelligenza artificiale: IA specifiche e 
l’amministrazione provvedimentale – IA generali e i 
servizi pubblici, 141. 
37 European Commission, Proposal for a Regulation of 
the European Parliament and of the Council Laying 
Down Harmonised Rules on Artificial Intelligence 
(Artificial Intelligence Act) and Amending Certain 
Union Legislative Acts, COM(2021) 206, 21 April 2021. 
According to recital 37, another area in which the use of 
AI systems deserves special consideration is the access 
to and enjoyment of certain essential private and public 
services and benefits necessary for people to fully 
participate in society or to improve one’s standard of 
living. In this regard it is considered that “AI systems 
used to evaluate the credit score or creditworthiness of 
natural persons should be classified as high-risk AI 
systems, since they determine those persons’ access to 
financial resources or essential services such as housing, 
electricity, and telecommunication services. AI systems 
used for this purpose may lead to discrimination (…) or 
create new forms of discriminatory impacts. 
Considering the very limited scale of the impact and the 
available alternatives on the market, it is appropriate to 
exempt AI systems for the purpose of creditworthiness 
assessment and credit scoring when put into service by 
small-scale providers for their own use. Natural persons 
applying for or receiving public assistance benefits and 
services from public authorities are typically dependent 
on those benefits and services and in a vulnerable 
position in relation to the responsible authorities. If AI 
systems are used for determining whether such benefits 
and services should be denied, reduced, revoked or 
reclaimed by authorities, they may have a significant 
impact on persons’ livelihood and may infringe their 
fundamental rights, such as the right to social 
protection, non-discrimination, human dignity or an 
effective remedy. Those systems should therefore be 
classified as high-risk. Nonetheless, this Regulation 
should not hamper the development and use of 
innovative approaches in the public administration, 
which would stand to benefit from a wider use of 
compliant and safe AI systems, provided that those 
systems do not entail a high risk to legal and natural 
persons. Finally, AI systems used to dispatch or 
establish priority in the dispatching of emergency first 
response services should also be classified as high-risk 
since they make decisions in very critical situations for 
the life and health of persons and their property”. In the 
EU, the General Data Protection Regulation (GDPR) 
No. 2016/679 had already regulated the use of AI, but in 
relation to judicial decisions, prohibiting the adoption of 
automated decisions without human intervention. 
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Despite the efforts, however, governments 
still do not seem adequately prepared to face 
challenges characterized by a high level of 
specificity both on a practical and regulatory 
level. There continues to be a lack of uniform 
legislation in relation to the use of AI in the 
public sector38 and this is likely to cause 
dysfunctions and problems. In fact, AI is 
capable of having a transformative and 
disruptive impact on the way in which public 
services are provided, potentially causing 
great complexity, profound uncertainty and 
high risk. Precisely for this reason, it appears 
necessary to design a legal framework as 
uniform and complete as possible, which 
allows the administration to fully and 
positively realize the transformative potential 
of AI on public services, at the same time 
gaining the trust of citizens in its ability in this 
regard. 

3. Improvements between levels of gov-
ernance and between public powers and 
private subjects 
It has already been noted that the use of AI 

in the public sector can lead to a number of 
significant improvements. These can affect 
both the relations between the different levels 
of government and the relations between 
public powers and private subjects. 

From the first point of view, the use of AI 
can allow greater coordination between levels 
of government. The use of AI and algorithms 
can in fact have the effect of favoring and 
improving collaboration between 
administrations and institutions, while also 
saving both time and economic resources, and 
distributing the related benefits to all the 
public sector. Thanks to AI, administrations 
and institutions are able to communicate better 
with each other and, consequently, to perform 
better, more efficiently and ultimately more in 
line with the needs of citizens, also 
eliminating or at least reducing duplications of 
activities39. Better coordination between levels 
of government – while always respecting their 
autonomy – appears increasingly important in 
contemporary systems, which are increasingly 
complex and articulated, composed of a 

 
38 Council of Europe, Ad Hoc Committee on Artificial 
Intelligence (CAHAI), Policy Development Group, 
CAHAI-PDG(2021)03, 7. 
39 G. Pesce, Digital First, 128, in which it is believed 
that the application of AI to the public sector can only 
entail, at least at the communication level, a certain 
centralization of information and procedures. 

multitude of bodies and laws which have 
stratified over time. Furthermore, thanks to the 
use of AI in the public sector, it is possible to 
facilitate the identification of the best level of 
government where to allocate the public 
function. In fact, specific algorithms can help 
determine at which level a public function can 
be best performed, that is, which level of 
government is able with its action to better 
satisfy the underlying public interest and 
perform the aforementioned function more 
efficiently. 

From the second point of view, the use of 
AI is able to facilitate relations between public 
powers and private entities, as regards the 
exercise of democracy, the access to data and 
public services, and the quality of these. In 
fact, the public sector algorithmization process 
has the aim (also and perhaps above all) to 
bring the administration closer to the citizens 
by promoting, among other things, 
democracy40, participation, collaboration with 
administrations and institutions and the 
elimination of unnecessary steps. Thanks to 
AI it is possible to create a new relational 
module that involves the citizen-user on the 
one hand and the public administration on the 
other, and that is not only more efficient and 
faster, but also more integrated and 
collaborative, and ultimately more democratic. 
For example, by increasing the ability of users 
to access public services and share 
information about them, AI can contribute to 
the improvement of these services, facilitating 
a transformation in a collaborative sense and 

 
40 In this regard, see Communication from the 
Commission to the European Parliament, the Council, 
the European Economic and Social Committee and the 
Committee of the Regions, 2030 Digital Compass: the 
European way for the Digital Decade”, COM (2021) 
118, 9 Murch 2021, with which the European 
Commission presented a vision and perspectives for the 
digital transformation of Europe by 2030 and according 
to which the correct application of AI to public services, 
according to adequate standards, indicators and 
regulations, makes these services more democratic. In 
particular, in relation to the Digitalisation of public 
services sector (one of the four sectors that make up 
Europe’s digital compass), the EU’s objective is to 
ensure that democratic life and online public services 
are fully accessible to all by 2030, including people with 
disabilities, creating a digital environment that provides 
easy-to-use, efficient and personalized tools with high 
standards of security and privacy. Furthermore, ensuring 
electronic voting would encourage greater participation 
of citizens in democratic life. In particular, the 
following objectives are to be achieved by 2030: (i) 
fundamental public services: 100% online; (ii) online 
health: medical records available at 100%; (iii) digital 
identity: used by 80% of citizens. 
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addresses the socio-economic aspects of AI, 
both private and public, and, also based on 
awareness of the ability of AI to transform 
public services, elaborates a coordinated plan 
for the alignment of strategies aimed at 
promoting the development of AI in Europe33. 
In 2019, the Commission adopted the Ethics 
Guidelines for Trustworthy AI. The Guidelines 
are aimed at providing guidance on how to 
design and implement AI systems in an ethical 
and reliable way and are based on the 
following four principles: (i) respect for 
human autonomy; (ii) prevention of harm; (iii) 
fairness; (iv) explicability processes34. At the 
beginning of 2020, the Commission published 
the White Paper On Artificial Intelligence - A 
European approach to excellence and trust35, 
with which the foundations are laid for the 
protection of consumer rights and for the 
promotion of innovation in the field of AI. 
Based on the consideration that different and 
unrelated national initiatives risk 
compromising legal certainty, weakening 
citizens’ confidence and hindering the 
emergence of a dynamic European industry, 
with this White Paper the Commission points 
out the opportunity to opt, with regard to AI, 
for a common European approach of such 
dimensions as to prevent the fragmentation of 
the single market. To this end, it is considered 
necessary to adopt a specific strategic 
framework, in order to establish measures 
aimed at aligning efforts at European, national 
and regional level and, through a partnership 
between public and private sectors, to 
mobilize resources to achieve an “ecosystem 
of excellence” along the entire value chain 

 
Social Committee and the Committee of the Regions, 
Artificial Intelligence for Europe, COM(2018) 237, 25 
April 2018. 
33 European Commission, Communication from the 
Commission to the European Parliament, the European 
Council, the Council, the European Economic and 
Social Committee and the Committee of the Regions, 
Coordinated Plan on Artificial Intelligence, 
COM(2018) 795, 7 December 2018. 
34 The Ethics Guidelines for Trustworthy AI have been 
developed by the Commission High-Level Expert 
Group on Artificial Intelligence (AI HLEG), composed 
of 52 artificial intelligence experts from academia, civil 
society and industry. In drafting the document, the 
group considered various issues, such as equity, 
security, transparency, future of work, democracy, 
privacy and protection of personal data, dignity and 
non-discrimination, and started from the assumption 
that the ethics of AI is based on fundamental human 
rights. 
35 European Commission, White Paper On Artificial 
Intelligence - A European approach to excellence and 
trust, COM(2020) 65, 19 February 2020. 

and create the right incentives to accelerate 
the adoption of AI-based solutions36. Still in 
the EU area, in April 2021 a proposal for a 
regulation was presented to regulate the use of 
AI technologies (AI Act). The purpose of this 
proposal is to outline a path for the 
development and use of AI systems that aims 
to promote both innovation and fundamental 
rights of people, as well as to establish an 
appropriate and uniform legal framework and 
to impose on Member States a series of 
objectives relevant to the public interest, with 
the more general intention of guaranteeing the 
reliability of new technologies37. 

 
36 G. Marchianò, Intelligenza artificiale: IA specifiche e 
l’amministrazione provvedimentale – IA generali e i 
servizi pubblici, 141. 
37 European Commission, Proposal for a Regulation of 
the European Parliament and of the Council Laying 
Down Harmonised Rules on Artificial Intelligence 
(Artificial Intelligence Act) and Amending Certain 
Union Legislative Acts, COM(2021) 206, 21 April 2021. 
According to recital 37, another area in which the use of 
AI systems deserves special consideration is the access 
to and enjoyment of certain essential private and public 
services and benefits necessary for people to fully 
participate in society or to improve one’s standard of 
living. In this regard it is considered that “AI systems 
used to evaluate the credit score or creditworthiness of 
natural persons should be classified as high-risk AI 
systems, since they determine those persons’ access to 
financial resources or essential services such as housing, 
electricity, and telecommunication services. AI systems 
used for this purpose may lead to discrimination (…) or 
create new forms of discriminatory impacts. 
Considering the very limited scale of the impact and the 
available alternatives on the market, it is appropriate to 
exempt AI systems for the purpose of creditworthiness 
assessment and credit scoring when put into service by 
small-scale providers for their own use. Natural persons 
applying for or receiving public assistance benefits and 
services from public authorities are typically dependent 
on those benefits and services and in a vulnerable 
position in relation to the responsible authorities. If AI 
systems are used for determining whether such benefits 
and services should be denied, reduced, revoked or 
reclaimed by authorities, they may have a significant 
impact on persons’ livelihood and may infringe their 
fundamental rights, such as the right to social 
protection, non-discrimination, human dignity or an 
effective remedy. Those systems should therefore be 
classified as high-risk. Nonetheless, this Regulation 
should not hamper the development and use of 
innovative approaches in the public administration, 
which would stand to benefit from a wider use of 
compliant and safe AI systems, provided that those 
systems do not entail a high risk to legal and natural 
persons. Finally, AI systems used to dispatch or 
establish priority in the dispatching of emergency first 
response services should also be classified as high-risk 
since they make decisions in very critical situations for 
the life and health of persons and their property”. In the 
EU, the General Data Protection Regulation (GDPR) 
No. 2016/679 had already regulated the use of AI, but in 
relation to judicial decisions, prohibiting the adoption of 
automated decisions without human intervention. 
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Despite the efforts, however, governments 
still do not seem adequately prepared to face 
challenges characterized by a high level of 
specificity both on a practical and regulatory 
level. There continues to be a lack of uniform 
legislation in relation to the use of AI in the 
public sector38 and this is likely to cause 
dysfunctions and problems. In fact, AI is 
capable of having a transformative and 
disruptive impact on the way in which public 
services are provided, potentially causing 
great complexity, profound uncertainty and 
high risk. Precisely for this reason, it appears 
necessary to design a legal framework as 
uniform and complete as possible, which 
allows the administration to fully and 
positively realize the transformative potential 
of AI on public services, at the same time 
gaining the trust of citizens in its ability in this 
regard. 

3. Improvements between levels of gov-
ernance and between public powers and 
private subjects 
It has already been noted that the use of AI 

in the public sector can lead to a number of 
significant improvements. These can affect 
both the relations between the different levels 
of government and the relations between 
public powers and private subjects. 

From the first point of view, the use of AI 
can allow greater coordination between levels 
of government. The use of AI and algorithms 
can in fact have the effect of favoring and 
improving collaboration between 
administrations and institutions, while also 
saving both time and economic resources, and 
distributing the related benefits to all the 
public sector. Thanks to AI, administrations 
and institutions are able to communicate better 
with each other and, consequently, to perform 
better, more efficiently and ultimately more in 
line with the needs of citizens, also 
eliminating or at least reducing duplications of 
activities39. Better coordination between levels 
of government – while always respecting their 
autonomy – appears increasingly important in 
contemporary systems, which are increasingly 
complex and articulated, composed of a 

 
38 Council of Europe, Ad Hoc Committee on Artificial 
Intelligence (CAHAI), Policy Development Group, 
CAHAI-PDG(2021)03, 7. 
39 G. Pesce, Digital First, 128, in which it is believed 
that the application of AI to the public sector can only 
entail, at least at the communication level, a certain 
centralization of information and procedures. 

multitude of bodies and laws which have 
stratified over time. Furthermore, thanks to the 
use of AI in the public sector, it is possible to 
facilitate the identification of the best level of 
government where to allocate the public 
function. In fact, specific algorithms can help 
determine at which level a public function can 
be best performed, that is, which level of 
government is able with its action to better 
satisfy the underlying public interest and 
perform the aforementioned function more 
efficiently. 

From the second point of view, the use of 
AI is able to facilitate relations between public 
powers and private entities, as regards the 
exercise of democracy, the access to data and 
public services, and the quality of these. In 
fact, the public sector algorithmization process 
has the aim (also and perhaps above all) to 
bring the administration closer to the citizens 
by promoting, among other things, 
democracy40, participation, collaboration with 
administrations and institutions and the 
elimination of unnecessary steps. Thanks to 
AI it is possible to create a new relational 
module that involves the citizen-user on the 
one hand and the public administration on the 
other, and that is not only more efficient and 
faster, but also more integrated and 
collaborative, and ultimately more democratic. 
For example, by increasing the ability of users 
to access public services and share 
information about them, AI can contribute to 
the improvement of these services, facilitating 
a transformation in a collaborative sense and 

 
40 In this regard, see Communication from the 
Commission to the European Parliament, the Council, 
the European Economic and Social Committee and the 
Committee of the Regions, 2030 Digital Compass: the 
European way for the Digital Decade”, COM (2021) 
118, 9 Murch 2021, with which the European 
Commission presented a vision and perspectives for the 
digital transformation of Europe by 2030 and according 
to which the correct application of AI to public services, 
according to adequate standards, indicators and 
regulations, makes these services more democratic. In 
particular, in relation to the Digitalisation of public 
services sector (one of the four sectors that make up 
Europe’s digital compass), the EU’s objective is to 
ensure that democratic life and online public services 
are fully accessible to all by 2030, including people with 
disabilities, creating a digital environment that provides 
easy-to-use, efficient and personalized tools with high 
standards of security and privacy. Furthermore, ensuring 
electronic voting would encourage greater participation 
of citizens in democratic life. In particular, the 
following objectives are to be achieved by 2030: (i) 
fundamental public services: 100% online; (ii) online 
health: medical records available at 100%; (iii) digital 
identity: used by 80% of citizens. 
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addresses the socio-economic aspects of AI, 
both private and public, and, also based on 
awareness of the ability of AI to transform 
public services, elaborates a coordinated plan 
for the alignment of strategies aimed at 
promoting the development of AI in Europe33. 
In 2019, the Commission adopted the Ethics 
Guidelines for Trustworthy AI. The Guidelines 
are aimed at providing guidance on how to 
design and implement AI systems in an ethical 
and reliable way and are based on the 
following four principles: (i) respect for 
human autonomy; (ii) prevention of harm; (iii) 
fairness; (iv) explicability processes34. At the 
beginning of 2020, the Commission published 
the White Paper On Artificial Intelligence - A 
European approach to excellence and trust35, 
with which the foundations are laid for the 
protection of consumer rights and for the 
promotion of innovation in the field of AI. 
Based on the consideration that different and 
unrelated national initiatives risk 
compromising legal certainty, weakening 
citizens’ confidence and hindering the 
emergence of a dynamic European industry, 
with this White Paper the Commission points 
out the opportunity to opt, with regard to AI, 
for a common European approach of such 
dimensions as to prevent the fragmentation of 
the single market. To this end, it is considered 
necessary to adopt a specific strategic 
framework, in order to establish measures 
aimed at aligning efforts at European, national 
and regional level and, through a partnership 
between public and private sectors, to 
mobilize resources to achieve an “ecosystem 
of excellence” along the entire value chain 

 
Social Committee and the Committee of the Regions, 
Artificial Intelligence for Europe, COM(2018) 237, 25 
April 2018. 
33 European Commission, Communication from the 
Commission to the European Parliament, the European 
Council, the Council, the European Economic and 
Social Committee and the Committee of the Regions, 
Coordinated Plan on Artificial Intelligence, 
COM(2018) 795, 7 December 2018. 
34 The Ethics Guidelines for Trustworthy AI have been 
developed by the Commission High-Level Expert 
Group on Artificial Intelligence (AI HLEG), composed 
of 52 artificial intelligence experts from academia, civil 
society and industry. In drafting the document, the 
group considered various issues, such as equity, 
security, transparency, future of work, democracy, 
privacy and protection of personal data, dignity and 
non-discrimination, and started from the assumption 
that the ethics of AI is based on fundamental human 
rights. 
35 European Commission, White Paper On Artificial 
Intelligence - A European approach to excellence and 
trust, COM(2020) 65, 19 February 2020. 

and create the right incentives to accelerate 
the adoption of AI-based solutions36. Still in 
the EU area, in April 2021 a proposal for a 
regulation was presented to regulate the use of 
AI technologies (AI Act). The purpose of this 
proposal is to outline a path for the 
development and use of AI systems that aims 
to promote both innovation and fundamental 
rights of people, as well as to establish an 
appropriate and uniform legal framework and 
to impose on Member States a series of 
objectives relevant to the public interest, with 
the more general intention of guaranteeing the 
reliability of new technologies37. 

 
36 G. Marchianò, Intelligenza artificiale: IA specifiche e 
l’amministrazione provvedimentale – IA generali e i 
servizi pubblici, 141. 
37 European Commission, Proposal for a Regulation of 
the European Parliament and of the Council Laying 
Down Harmonised Rules on Artificial Intelligence 
(Artificial Intelligence Act) and Amending Certain 
Union Legislative Acts, COM(2021) 206, 21 April 2021. 
According to recital 37, another area in which the use of 
AI systems deserves special consideration is the access 
to and enjoyment of certain essential private and public 
services and benefits necessary for people to fully 
participate in society or to improve one’s standard of 
living. In this regard it is considered that “AI systems 
used to evaluate the credit score or creditworthiness of 
natural persons should be classified as high-risk AI 
systems, since they determine those persons’ access to 
financial resources or essential services such as housing, 
electricity, and telecommunication services. AI systems 
used for this purpose may lead to discrimination (…) or 
create new forms of discriminatory impacts. 
Considering the very limited scale of the impact and the 
available alternatives on the market, it is appropriate to 
exempt AI systems for the purpose of creditworthiness 
assessment and credit scoring when put into service by 
small-scale providers for their own use. Natural persons 
applying for or receiving public assistance benefits and 
services from public authorities are typically dependent 
on those benefits and services and in a vulnerable 
position in relation to the responsible authorities. If AI 
systems are used for determining whether such benefits 
and services should be denied, reduced, revoked or 
reclaimed by authorities, they may have a significant 
impact on persons’ livelihood and may infringe their 
fundamental rights, such as the right to social 
protection, non-discrimination, human dignity or an 
effective remedy. Those systems should therefore be 
classified as high-risk. Nonetheless, this Regulation 
should not hamper the development and use of 
innovative approaches in the public administration, 
which would stand to benefit from a wider use of 
compliant and safe AI systems, provided that those 
systems do not entail a high risk to legal and natural 
persons. Finally, AI systems used to dispatch or 
establish priority in the dispatching of emergency first 
response services should also be classified as high-risk 
since they make decisions in very critical situations for 
the life and health of persons and their property”. In the 
EU, the General Data Protection Regulation (GDPR) 
No. 2016/679 had already regulated the use of AI, but in 
relation to judicial decisions, prohibiting the adoption of 
automated decisions without human intervention. 

 
  

AI and Public Services: a Challenging Relationship  
  

 

  
2021 Erdal, Volume 2, Issue 2 193 
 

St
ud

ia
 V

ar
ia

 

Despite the efforts, however, governments 
still do not seem adequately prepared to face 
challenges characterized by a high level of 
specificity both on a practical and regulatory 
level. There continues to be a lack of uniform 
legislation in relation to the use of AI in the 
public sector38 and this is likely to cause 
dysfunctions and problems. In fact, AI is 
capable of having a transformative and 
disruptive impact on the way in which public 
services are provided, potentially causing 
great complexity, profound uncertainty and 
high risk. Precisely for this reason, it appears 
necessary to design a legal framework as 
uniform and complete as possible, which 
allows the administration to fully and 
positively realize the transformative potential 
of AI on public services, at the same time 
gaining the trust of citizens in its ability in this 
regard. 

3. Improvements between levels of gov-
ernance and between public powers and 
private subjects 
It has already been noted that the use of AI 

in the public sector can lead to a number of 
significant improvements. These can affect 
both the relations between the different levels 
of government and the relations between 
public powers and private subjects. 

From the first point of view, the use of AI 
can allow greater coordination between levels 
of government. The use of AI and algorithms 
can in fact have the effect of favoring and 
improving collaboration between 
administrations and institutions, while also 
saving both time and economic resources, and 
distributing the related benefits to all the 
public sector. Thanks to AI, administrations 
and institutions are able to communicate better 
with each other and, consequently, to perform 
better, more efficiently and ultimately more in 
line with the needs of citizens, also 
eliminating or at least reducing duplications of 
activities39. Better coordination between levels 
of government – while always respecting their 
autonomy – appears increasingly important in 
contemporary systems, which are increasingly 
complex and articulated, composed of a 

 
38 Council of Europe, Ad Hoc Committee on Artificial 
Intelligence (CAHAI), Policy Development Group, 
CAHAI-PDG(2021)03, 7. 
39 G. Pesce, Digital First, 128, in which it is believed 
that the application of AI to the public sector can only 
entail, at least at the communication level, a certain 
centralization of information and procedures. 

multitude of bodies and laws which have 
stratified over time. Furthermore, thanks to the 
use of AI in the public sector, it is possible to 
facilitate the identification of the best level of 
government where to allocate the public 
function. In fact, specific algorithms can help 
determine at which level a public function can 
be best performed, that is, which level of 
government is able with its action to better 
satisfy the underlying public interest and 
perform the aforementioned function more 
efficiently. 

From the second point of view, the use of 
AI is able to facilitate relations between public 
powers and private entities, as regards the 
exercise of democracy, the access to data and 
public services, and the quality of these. In 
fact, the public sector algorithmization process 
has the aim (also and perhaps above all) to 
bring the administration closer to the citizens 
by promoting, among other things, 
democracy40, participation, collaboration with 
administrations and institutions and the 
elimination of unnecessary steps. Thanks to 
AI it is possible to create a new relational 
module that involves the citizen-user on the 
one hand and the public administration on the 
other, and that is not only more efficient and 
faster, but also more integrated and 
collaborative, and ultimately more democratic. 
For example, by increasing the ability of users 
to access public services and share 
information about them, AI can contribute to 
the improvement of these services, facilitating 
a transformation in a collaborative sense and 

 
40 In this regard, see Communication from the 
Commission to the European Parliament, the Council, 
the European Economic and Social Committee and the 
Committee of the Regions, 2030 Digital Compass: the 
European way for the Digital Decade”, COM (2021) 
118, 9 Murch 2021, with which the European 
Commission presented a vision and perspectives for the 
digital transformation of Europe by 2030 and according 
to which the correct application of AI to public services, 
according to adequate standards, indicators and 
regulations, makes these services more democratic. In 
particular, in relation to the Digitalisation of public 
services sector (one of the four sectors that make up 
Europe’s digital compass), the EU’s objective is to 
ensure that democratic life and online public services 
are fully accessible to all by 2030, including people with 
disabilities, creating a digital environment that provides 
easy-to-use, efficient and personalized tools with high 
standards of security and privacy. Furthermore, ensuring 
electronic voting would encourage greater participation 
of citizens in democratic life. In particular, the 
following objectives are to be achieved by 2030: (i) 
fundamental public services: 100% online; (ii) online 
health: medical records available at 100%; (iii) digital 
identity: used by 80% of citizens. 
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improving the relationship between public 
authorities and private subjects. The 
possibility that citizens and businesses 
cooperate in the formulation of the general 
technical rules for the use of AI, and therefore 
in a moment before their application, also can 
have a positive impact on the provision of 
public services. It is a model of wide 
participation that allows to solve more easily 
the critical issues connected to the opacity or 
irrationality of the algorithm, also enabling to 
prevent litigation41, and which – thanks to a 
human-centric approach – transforms public 
services making them more in line with user 
needs. 

In order to ensure that the foregoing occurs 
correctly, and in particular so that citizens are 
guaranteed adequate and effective protection, 
in the use of AI the public administration must 
not depart from the general principles that 
govern its action, such as for example 
publicity and transparency42. Compliance with 
these principles appears necessary also in 
order that citizens perceive the use of new 
technologies within the public sector as 

 
41 An example of such a system can be found in the 
United Kingdom where the public administration 
develops and publishes programs relating to the use of 
AI in sectors such as education and health. The public 
administration then revokes them in the not uncommon 
case in which law firms propose administrative appeals 
for any discriminatory effects or for the irrationality of 
the programs presented. See on this point M. Finck, 
Automated Decision-Making and Administrative Law, in 
P. Cane et al. (eds.), The Oxford Handbook on 
Comparative Administrative Law, Oxford, Oxford 
University Press, 2020, 658; G. Pesce, Funzione 
amministrativa, intelligenza artificiale e blockchain, 
139 and 140. 
42 In this sense, in the Italian legal system, the Council 
of State stated that the technical rule that governs the 
algorithm is a general administrative rule, created by 
man and not by machine, and for this reason it is subject 
to the general principles of administrative activity, such 
as those of publicity, transparency, reasonableness and 
proportionality, and is in any case subject to review by 
the administrative judge, who must assess the 
correctness of the automated process in all its elements 
(decision No. 2270/2019). In this sense G. Pesce, 
Funzione amministrativa, intelligenza artificiale e 
blockchain, 11. The Author also adds that in the 
mentioned decision the judge “recognized the 
importance of the digitization of the Public 
Administration for the improvement of the quality of the 
services provided to citizens and users, the full 
compliance of the algorithm with the canons of 
efficiency and economy of the administrative action and 
the good performance of the public administration, the 
benefits, in carrying out repetitive and non-discretionary 
activities, which are obtained by excluding interference 
due to negligence (or worse intent) of the official 
(human being) with a consequent greater guarantee of 
impartiality” (unofficial translation).  

reliable. In fact, only fair and responsible 
processes and structures help to realize the 
potential of AI in transforming public 
services, operation for which it is essential to 
enjoy the trust of citizens43.  

With regard to the aforementioned 
principles, the transparency of the algorithms 
and the publicity of the related decision-
making processes require to ensure that 
citizens are able to know when the algorithms 
are used, to ask for explanations about their 
functioning, and to identify the AI system and 
the institution that is responsible for it44.  Not 
unlike other public administration decisions, 
decisions made on the basis of AI must in fact 
be fully understood and explainable to 
recipients for accountability reasons. The 
opacity in the use of AI in the public sector, 
on the other hand, limits the ability of public 
administration to justify the decisions made, 
to monitor and to correct them45. The lack of 
transparency and accountability entails not 
only ethical, but also political and legal 
consequences, since citizens could reasonably 
have difficulty accepting and executing the 
decisions thus made. 

As anticipated, in order for there to be 
transparency in the use of AI, it is essential 
that algorithms be traceable and explainable. 
This means that it must be possible to 
understand the decision-making process of the 
machine, especially when its operation has a 
strong impact on people’s lives. To this end, 
the reasoning behind the result produced by 
the machine must be made public in a clear 
and understandable language. However, it is 

 
43 Studies show that citizens’ trust and reliance on AI 
are quite poor. In this sense, among others, Oxford 
Commission on AI & Good Governance, AI in the 
Public Service: From Principles to Practice, 2021, 6. 
44 B. Barraud, L’algorithmisation de l’administration, in 
Revue Lamy Droit de l’immatériel, 2018, 42, especially 
para. 20, in which the Author also reports that in 2016 
for the first time an administration made public the 
source code of one of its algorithms (in particular it was 
an algorithm in the field of tax calculation), giving way 
to the publication of other public administration source 
codes. 
45 On AI and the principle of transparency: A. 
Simoncini, L’algoritmo incostituzionale: intelligenza 
artificiale e il futuro delle libertà, in Biolaw Journal, 
vol. 1, 2019, 63, especially 77; S. Crisci, Evoluzione 
tecnologica e trasparenza nei procedimenti 
“algoritmici”, in Diritto di Internet, n. 2, 2019, 377; S. 
Sassi, Gli algoritmi nelle decisioni pubbliche tra 
trasparenza e responsabilità, in Analisi giuridica 
dell’economia, vol. 1, 2019, 106; A.G. Orofino, 
L’attuazione del principio di trasparenza nello 
svolgimento dell’amministrazione elettronica, in 
Judicium, 2020. 
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not always necessary for algorithms to be 
made public. In fact, when algorithms are 
particularly complex, a non-expert public 
would still not be able to understand them, 
with the consequence that their mere 
publication may not be of help for 
transparency purposes. In such cases of 
opacity it is essential to be able to explain the 
algorithms, describing the purpose for which 
they are used, the decisive variables of the 
result produced, the type of data used and 
their quality, as well as the decision-making 
rules adopted46. 

In order to ensure a sufficient level of 
transparency, adequate legislation and 
initiatives are needed. For example, in France 
in 2016 the loi pour une République 
numérique extended the range of data that 
public administrations must communicate47. 
The law now considers the source codes of 
government softwares as administrative 
documents and communicable under the same 
conditions as these. It also recognizes an 
individual’s right to be informed when an 
administration uses an algorithm to take an 
individual decision. In particular, the citizen 
must be provided with appropriate 
information about the purpose of using the 
algorithm, the degree and methods of 
contribution of the algorithmic processing to 
the decision-making process, the data 
processed and their sources, the processing 
parameters and, possibly, their weighting and 
the operations carried out48. The 

 
46 Among others, N. Bublitz Camara, O uso da 
inteligência artificial no processo administrativo como 
ferramenta para auxiliar na efetividade dos direitos 
humanos, in Revista Brasileira de Direito Social, vol. 4, 
n. 1, 2021, 16. See also Council of Europe, Ad Hoc 
Committee on Artificial Intelligence (CAHAI), Policy 
Development Group, CAHAI-PDG(2021)03, 4 and 17. 
Sometimes, however, the functioning of the algorithm is 
deliberately not made public for various reasons: to 
prevent the system from being circumvented making the 
algorithm ineffective, to protect the rights of the 
developers and programmers of the algorithm who have 
an interest in not disclosing the source code algorithms 
(and which for this reason are used to introduce 
confidentiality clauses in contracts in this regard) or 
because of the complexity of the algorithms which can 
be extremely dynamic and therefore by nature not able 
to be reproduced. On AI and transparency also: D.U. 
Galetta, La Pubblica Amministrazione nell’era delle 
ICT: sportello digitale unico e Intelligenza Artificiale al 
servizio della trasparenza e dei cittadini?, in 
Ciberspazio e Diritto, vol. 3, 2018, 319. 
47 Loi pour une République numérique, 7 October 2016, 
amending art. L. 300-2 of the Code des relations entre le 
public et l’administration. 
48 Art- R. 311-3-1-2 of the Code des relations entre le 

administration is also obliged to communicate 
in an intelligible form the rules relating to data 
processing and the main characteristics of its 
action. 

In Spain and in the United Kingdom, in 
order to increase transparency and publicity, 
administration is recommended to adopt a 
catalog of all IT applications that can have an 
impact on citizens, including those that have 
an impact on the provision of public service49. 
Similarly, in Canada, the government requires 
public sector organizations to publish the 
results of their Algorithmic Impact Assessment 
and to make citizens aware of decisions that 
may impact them50. 

In its Ethics Guidelines for Trustworthy AI 
(2019), the European Commission dictates a 
series of ethical principles and imperatives, 
including that of explainability, the lack of 
compliance with which would prevent the 
possibility of challenging the decisions 
adopted on the basis of algorithms. In 
particular, the Commission requires that 
decision-making processes are transparent, 
that the capabilities and the purpose of AI 
systems are communicated openly and that 
final decisions are explainable to stakeholders, 
as far as possible. Similarly, the contemporary 
OECD document, Principles on Artificial 
Intelligence, sets five principles to be 
respected when using AI, and these include 
transparency and responsible disclosure 
regarding AI systems in order to ensure that 
people understand AI-based results and can 
challenge them51. In line with this document, 
the Brazilian Strategy for AI adopted in 2021 
is based on five principles aimed at ensuring 
responsible management of AI systems and 
these include transparency and 

 
public et l’administration (deriving from the Decree No. 
2017-330, 14 March 2017). Limits to the transmission 
of the aforementioned information by the administration 
to citizens are security and secrets protected by law. 
49 O. Capdeferro Villagrasa, La inteligencia artificial 
del sector público: desarrollo y regulación de la 
actuación administrativa inteligente en la cuarta 
revolución industrial, 6. Similarly, in Amsterdam and 
Helsinky AI Registries for transparency purposes are a 
good example of initiatives aimed at explicitly 
communicating and explaining where AI is used and 
how automated decisions are taken, clearly describing 
any or potential opacity. 
50 In this sense J. Berryhill, K.K. Heang, R. Clogher and 
K. McBride, Hello, World: Artificial Intelligence, 110. 
51 OECD Council, Recommendation on Artificial 
Intelligence (AI), 22 May 2019, which is the first 
intergovernmental standard on AI. 
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improving the relationship between public 
authorities and private subjects. The 
possibility that citizens and businesses 
cooperate in the formulation of the general 
technical rules for the use of AI, and therefore 
in a moment before their application, also can 
have a positive impact on the provision of 
public services. It is a model of wide 
participation that allows to solve more easily 
the critical issues connected to the opacity or 
irrationality of the algorithm, also enabling to 
prevent litigation41, and which – thanks to a 
human-centric approach – transforms public 
services making them more in line with user 
needs. 

In order to ensure that the foregoing occurs 
correctly, and in particular so that citizens are 
guaranteed adequate and effective protection, 
in the use of AI the public administration must 
not depart from the general principles that 
govern its action, such as for example 
publicity and transparency42. Compliance with 
these principles appears necessary also in 
order that citizens perceive the use of new 
technologies within the public sector as 

 
41 An example of such a system can be found in the 
United Kingdom where the public administration 
develops and publishes programs relating to the use of 
AI in sectors such as education and health. The public 
administration then revokes them in the not uncommon 
case in which law firms propose administrative appeals 
for any discriminatory effects or for the irrationality of 
the programs presented. See on this point M. Finck, 
Automated Decision-Making and Administrative Law, in 
P. Cane et al. (eds.), The Oxford Handbook on 
Comparative Administrative Law, Oxford, Oxford 
University Press, 2020, 658; G. Pesce, Funzione 
amministrativa, intelligenza artificiale e blockchain, 
139 and 140. 
42 In this sense, in the Italian legal system, the Council 
of State stated that the technical rule that governs the 
algorithm is a general administrative rule, created by 
man and not by machine, and for this reason it is subject 
to the general principles of administrative activity, such 
as those of publicity, transparency, reasonableness and 
proportionality, and is in any case subject to review by 
the administrative judge, who must assess the 
correctness of the automated process in all its elements 
(decision No. 2270/2019). In this sense G. Pesce, 
Funzione amministrativa, intelligenza artificiale e 
blockchain, 11. The Author also adds that in the 
mentioned decision the judge “recognized the 
importance of the digitization of the Public 
Administration for the improvement of the quality of the 
services provided to citizens and users, the full 
compliance of the algorithm with the canons of 
efficiency and economy of the administrative action and 
the good performance of the public administration, the 
benefits, in carrying out repetitive and non-discretionary 
activities, which are obtained by excluding interference 
due to negligence (or worse intent) of the official 
(human being) with a consequent greater guarantee of 
impartiality” (unofficial translation).  

reliable. In fact, only fair and responsible 
processes and structures help to realize the 
potential of AI in transforming public 
services, operation for which it is essential to 
enjoy the trust of citizens43.  

With regard to the aforementioned 
principles, the transparency of the algorithms 
and the publicity of the related decision-
making processes require to ensure that 
citizens are able to know when the algorithms 
are used, to ask for explanations about their 
functioning, and to identify the AI system and 
the institution that is responsible for it44.  Not 
unlike other public administration decisions, 
decisions made on the basis of AI must in fact 
be fully understood and explainable to 
recipients for accountability reasons. The 
opacity in the use of AI in the public sector, 
on the other hand, limits the ability of public 
administration to justify the decisions made, 
to monitor and to correct them45. The lack of 
transparency and accountability entails not 
only ethical, but also political and legal 
consequences, since citizens could reasonably 
have difficulty accepting and executing the 
decisions thus made. 

As anticipated, in order for there to be 
transparency in the use of AI, it is essential 
that algorithms be traceable and explainable. 
This means that it must be possible to 
understand the decision-making process of the 
machine, especially when its operation has a 
strong impact on people’s lives. To this end, 
the reasoning behind the result produced by 
the machine must be made public in a clear 
and understandable language. However, it is 

 
43 Studies show that citizens’ trust and reliance on AI 
are quite poor. In this sense, among others, Oxford 
Commission on AI & Good Governance, AI in the 
Public Service: From Principles to Practice, 2021, 6. 
44 B. Barraud, L’algorithmisation de l’administration, in 
Revue Lamy Droit de l’immatériel, 2018, 42, especially 
para. 20, in which the Author also reports that in 2016 
for the first time an administration made public the 
source code of one of its algorithms (in particular it was 
an algorithm in the field of tax calculation), giving way 
to the publication of other public administration source 
codes. 
45 On AI and the principle of transparency: A. 
Simoncini, L’algoritmo incostituzionale: intelligenza 
artificiale e il futuro delle libertà, in Biolaw Journal, 
vol. 1, 2019, 63, especially 77; S. Crisci, Evoluzione 
tecnologica e trasparenza nei procedimenti 
“algoritmici”, in Diritto di Internet, n. 2, 2019, 377; S. 
Sassi, Gli algoritmi nelle decisioni pubbliche tra 
trasparenza e responsabilità, in Analisi giuridica 
dell’economia, vol. 1, 2019, 106; A.G. Orofino, 
L’attuazione del principio di trasparenza nello 
svolgimento dell’amministrazione elettronica, in 
Judicium, 2020. 
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not always necessary for algorithms to be 
made public. In fact, when algorithms are 
particularly complex, a non-expert public 
would still not be able to understand them, 
with the consequence that their mere 
publication may not be of help for 
transparency purposes. In such cases of 
opacity it is essential to be able to explain the 
algorithms, describing the purpose for which 
they are used, the decisive variables of the 
result produced, the type of data used and 
their quality, as well as the decision-making 
rules adopted46. 

In order to ensure a sufficient level of 
transparency, adequate legislation and 
initiatives are needed. For example, in France 
in 2016 the loi pour une République 
numérique extended the range of data that 
public administrations must communicate47. 
The law now considers the source codes of 
government softwares as administrative 
documents and communicable under the same 
conditions as these. It also recognizes an 
individual’s right to be informed when an 
administration uses an algorithm to take an 
individual decision. In particular, the citizen 
must be provided with appropriate 
information about the purpose of using the 
algorithm, the degree and methods of 
contribution of the algorithmic processing to 
the decision-making process, the data 
processed and their sources, the processing 
parameters and, possibly, their weighting and 
the operations carried out48. The 

 
46 Among others, N. Bublitz Camara, O uso da 
inteligência artificial no processo administrativo como 
ferramenta para auxiliar na efetividade dos direitos 
humanos, in Revista Brasileira de Direito Social, vol. 4, 
n. 1, 2021, 16. See also Council of Europe, Ad Hoc 
Committee on Artificial Intelligence (CAHAI), Policy 
Development Group, CAHAI-PDG(2021)03, 4 and 17. 
Sometimes, however, the functioning of the algorithm is 
deliberately not made public for various reasons: to 
prevent the system from being circumvented making the 
algorithm ineffective, to protect the rights of the 
developers and programmers of the algorithm who have 
an interest in not disclosing the source code algorithms 
(and which for this reason are used to introduce 
confidentiality clauses in contracts in this regard) or 
because of the complexity of the algorithms which can 
be extremely dynamic and therefore by nature not able 
to be reproduced. On AI and transparency also: D.U. 
Galetta, La Pubblica Amministrazione nell’era delle 
ICT: sportello digitale unico e Intelligenza Artificiale al 
servizio della trasparenza e dei cittadini?, in 
Ciberspazio e Diritto, vol. 3, 2018, 319. 
47 Loi pour une République numérique, 7 October 2016, 
amending art. L. 300-2 of the Code des relations entre le 
public et l’administration. 
48 Art- R. 311-3-1-2 of the Code des relations entre le 

administration is also obliged to communicate 
in an intelligible form the rules relating to data 
processing and the main characteristics of its 
action. 

In Spain and in the United Kingdom, in 
order to increase transparency and publicity, 
administration is recommended to adopt a 
catalog of all IT applications that can have an 
impact on citizens, including those that have 
an impact on the provision of public service49. 
Similarly, in Canada, the government requires 
public sector organizations to publish the 
results of their Algorithmic Impact Assessment 
and to make citizens aware of decisions that 
may impact them50. 

In its Ethics Guidelines for Trustworthy AI 
(2019), the European Commission dictates a 
series of ethical principles and imperatives, 
including that of explainability, the lack of 
compliance with which would prevent the 
possibility of challenging the decisions 
adopted on the basis of algorithms. In 
particular, the Commission requires that 
decision-making processes are transparent, 
that the capabilities and the purpose of AI 
systems are communicated openly and that 
final decisions are explainable to stakeholders, 
as far as possible. Similarly, the contemporary 
OECD document, Principles on Artificial 
Intelligence, sets five principles to be 
respected when using AI, and these include 
transparency and responsible disclosure 
regarding AI systems in order to ensure that 
people understand AI-based results and can 
challenge them51. In line with this document, 
the Brazilian Strategy for AI adopted in 2021 
is based on five principles aimed at ensuring 
responsible management of AI systems and 
these include transparency and 

 
public et l’administration (deriving from the Decree No. 
2017-330, 14 March 2017). Limits to the transmission 
of the aforementioned information by the administration 
to citizens are security and secrets protected by law. 
49 O. Capdeferro Villagrasa, La inteligencia artificial 
del sector público: desarrollo y regulación de la 
actuación administrativa inteligente en la cuarta 
revolución industrial, 6. Similarly, in Amsterdam and 
Helsinky AI Registries for transparency purposes are a 
good example of initiatives aimed at explicitly 
communicating and explaining where AI is used and 
how automated decisions are taken, clearly describing 
any or potential opacity. 
50 In this sense J. Berryhill, K.K. Heang, R. Clogher and 
K. McBride, Hello, World: Artificial Intelligence, 110. 
51 OECD Council, Recommendation on Artificial 
Intelligence (AI), 22 May 2019, which is the first 
intergovernmental standard on AI. 
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improving the relationship between public 
authorities and private subjects. The 
possibility that citizens and businesses 
cooperate in the formulation of the general 
technical rules for the use of AI, and therefore 
in a moment before their application, also can 
have a positive impact on the provision of 
public services. It is a model of wide 
participation that allows to solve more easily 
the critical issues connected to the opacity or 
irrationality of the algorithm, also enabling to 
prevent litigation41, and which – thanks to a 
human-centric approach – transforms public 
services making them more in line with user 
needs. 

In order to ensure that the foregoing occurs 
correctly, and in particular so that citizens are 
guaranteed adequate and effective protection, 
in the use of AI the public administration must 
not depart from the general principles that 
govern its action, such as for example 
publicity and transparency42. Compliance with 
these principles appears necessary also in 
order that citizens perceive the use of new 
technologies within the public sector as 

 
41 An example of such a system can be found in the 
United Kingdom where the public administration 
develops and publishes programs relating to the use of 
AI in sectors such as education and health. The public 
administration then revokes them in the not uncommon 
case in which law firms propose administrative appeals 
for any discriminatory effects or for the irrationality of 
the programs presented. See on this point M. Finck, 
Automated Decision-Making and Administrative Law, in 
P. Cane et al. (eds.), The Oxford Handbook on 
Comparative Administrative Law, Oxford, Oxford 
University Press, 2020, 658; G. Pesce, Funzione 
amministrativa, intelligenza artificiale e blockchain, 
139 and 140. 
42 In this sense, in the Italian legal system, the Council 
of State stated that the technical rule that governs the 
algorithm is a general administrative rule, created by 
man and not by machine, and for this reason it is subject 
to the general principles of administrative activity, such 
as those of publicity, transparency, reasonableness and 
proportionality, and is in any case subject to review by 
the administrative judge, who must assess the 
correctness of the automated process in all its elements 
(decision No. 2270/2019). In this sense G. Pesce, 
Funzione amministrativa, intelligenza artificiale e 
blockchain, 11. The Author also adds that in the 
mentioned decision the judge “recognized the 
importance of the digitization of the Public 
Administration for the improvement of the quality of the 
services provided to citizens and users, the full 
compliance of the algorithm with the canons of 
efficiency and economy of the administrative action and 
the good performance of the public administration, the 
benefits, in carrying out repetitive and non-discretionary 
activities, which are obtained by excluding interference 
due to negligence (or worse intent) of the official 
(human being) with a consequent greater guarantee of 
impartiality” (unofficial translation).  

reliable. In fact, only fair and responsible 
processes and structures help to realize the 
potential of AI in transforming public 
services, operation for which it is essential to 
enjoy the trust of citizens43.  

With regard to the aforementioned 
principles, the transparency of the algorithms 
and the publicity of the related decision-
making processes require to ensure that 
citizens are able to know when the algorithms 
are used, to ask for explanations about their 
functioning, and to identify the AI system and 
the institution that is responsible for it44.  Not 
unlike other public administration decisions, 
decisions made on the basis of AI must in fact 
be fully understood and explainable to 
recipients for accountability reasons. The 
opacity in the use of AI in the public sector, 
on the other hand, limits the ability of public 
administration to justify the decisions made, 
to monitor and to correct them45. The lack of 
transparency and accountability entails not 
only ethical, but also political and legal 
consequences, since citizens could reasonably 
have difficulty accepting and executing the 
decisions thus made. 

As anticipated, in order for there to be 
transparency in the use of AI, it is essential 
that algorithms be traceable and explainable. 
This means that it must be possible to 
understand the decision-making process of the 
machine, especially when its operation has a 
strong impact on people’s lives. To this end, 
the reasoning behind the result produced by 
the machine must be made public in a clear 
and understandable language. However, it is 

 
43 Studies show that citizens’ trust and reliance on AI 
are quite poor. In this sense, among others, Oxford 
Commission on AI & Good Governance, AI in the 
Public Service: From Principles to Practice, 2021, 6. 
44 B. Barraud, L’algorithmisation de l’administration, in 
Revue Lamy Droit de l’immatériel, 2018, 42, especially 
para. 20, in which the Author also reports that in 2016 
for the first time an administration made public the 
source code of one of its algorithms (in particular it was 
an algorithm in the field of tax calculation), giving way 
to the publication of other public administration source 
codes. 
45 On AI and the principle of transparency: A. 
Simoncini, L’algoritmo incostituzionale: intelligenza 
artificiale e il futuro delle libertà, in Biolaw Journal, 
vol. 1, 2019, 63, especially 77; S. Crisci, Evoluzione 
tecnologica e trasparenza nei procedimenti 
“algoritmici”, in Diritto di Internet, n. 2, 2019, 377; S. 
Sassi, Gli algoritmi nelle decisioni pubbliche tra 
trasparenza e responsabilità, in Analisi giuridica 
dell’economia, vol. 1, 2019, 106; A.G. Orofino, 
L’attuazione del principio di trasparenza nello 
svolgimento dell’amministrazione elettronica, in 
Judicium, 2020. 
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not always necessary for algorithms to be 
made public. In fact, when algorithms are 
particularly complex, a non-expert public 
would still not be able to understand them, 
with the consequence that their mere 
publication may not be of help for 
transparency purposes. In such cases of 
opacity it is essential to be able to explain the 
algorithms, describing the purpose for which 
they are used, the decisive variables of the 
result produced, the type of data used and 
their quality, as well as the decision-making 
rules adopted46. 

In order to ensure a sufficient level of 
transparency, adequate legislation and 
initiatives are needed. For example, in France 
in 2016 the loi pour une République 
numérique extended the range of data that 
public administrations must communicate47. 
The law now considers the source codes of 
government softwares as administrative 
documents and communicable under the same 
conditions as these. It also recognizes an 
individual’s right to be informed when an 
administration uses an algorithm to take an 
individual decision. In particular, the citizen 
must be provided with appropriate 
information about the purpose of using the 
algorithm, the degree and methods of 
contribution of the algorithmic processing to 
the decision-making process, the data 
processed and their sources, the processing 
parameters and, possibly, their weighting and 
the operations carried out48. The 

 
46 Among others, N. Bublitz Camara, O uso da 
inteligência artificial no processo administrativo como 
ferramenta para auxiliar na efetividade dos direitos 
humanos, in Revista Brasileira de Direito Social, vol. 4, 
n. 1, 2021, 16. See also Council of Europe, Ad Hoc 
Committee on Artificial Intelligence (CAHAI), Policy 
Development Group, CAHAI-PDG(2021)03, 4 and 17. 
Sometimes, however, the functioning of the algorithm is 
deliberately not made public for various reasons: to 
prevent the system from being circumvented making the 
algorithm ineffective, to protect the rights of the 
developers and programmers of the algorithm who have 
an interest in not disclosing the source code algorithms 
(and which for this reason are used to introduce 
confidentiality clauses in contracts in this regard) or 
because of the complexity of the algorithms which can 
be extremely dynamic and therefore by nature not able 
to be reproduced. On AI and transparency also: D.U. 
Galetta, La Pubblica Amministrazione nell’era delle 
ICT: sportello digitale unico e Intelligenza Artificiale al 
servizio della trasparenza e dei cittadini?, in 
Ciberspazio e Diritto, vol. 3, 2018, 319. 
47 Loi pour une République numérique, 7 October 2016, 
amending art. L. 300-2 of the Code des relations entre le 
public et l’administration. 
48 Art- R. 311-3-1-2 of the Code des relations entre le 

administration is also obliged to communicate 
in an intelligible form the rules relating to data 
processing and the main characteristics of its 
action. 

In Spain and in the United Kingdom, in 
order to increase transparency and publicity, 
administration is recommended to adopt a 
catalog of all IT applications that can have an 
impact on citizens, including those that have 
an impact on the provision of public service49. 
Similarly, in Canada, the government requires 
public sector organizations to publish the 
results of their Algorithmic Impact Assessment 
and to make citizens aware of decisions that 
may impact them50. 

In its Ethics Guidelines for Trustworthy AI 
(2019), the European Commission dictates a 
series of ethical principles and imperatives, 
including that of explainability, the lack of 
compliance with which would prevent the 
possibility of challenging the decisions 
adopted on the basis of algorithms. In 
particular, the Commission requires that 
decision-making processes are transparent, 
that the capabilities and the purpose of AI 
systems are communicated openly and that 
final decisions are explainable to stakeholders, 
as far as possible. Similarly, the contemporary 
OECD document, Principles on Artificial 
Intelligence, sets five principles to be 
respected when using AI, and these include 
transparency and responsible disclosure 
regarding AI systems in order to ensure that 
people understand AI-based results and can 
challenge them51. In line with this document, 
the Brazilian Strategy for AI adopted in 2021 
is based on five principles aimed at ensuring 
responsible management of AI systems and 
these include transparency and 

 
public et l’administration (deriving from the Decree No. 
2017-330, 14 March 2017). Limits to the transmission 
of the aforementioned information by the administration 
to citizens are security and secrets protected by law. 
49 O. Capdeferro Villagrasa, La inteligencia artificial 
del sector público: desarrollo y regulación de la 
actuación administrativa inteligente en la cuarta 
revolución industrial, 6. Similarly, in Amsterdam and 
Helsinky AI Registries for transparency purposes are a 
good example of initiatives aimed at explicitly 
communicating and explaining where AI is used and 
how automated decisions are taken, clearly describing 
any or potential opacity. 
50 In this sense J. Berryhill, K.K. Heang, R. Clogher and 
K. McBride, Hello, World: Artificial Intelligence, 110. 
51 OECD Council, Recommendation on Artificial 
Intelligence (AI), 22 May 2019, which is the first 
intergovernmental standard on AI. 
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explainability52. 
Also the Italian Council of State recently 

expressed its opinion on the need to ensure 
compliance with the principle of transparency 
in the use of algorithms by administration53. In 
particular, this judge stated that a reinforced 
declination of the aforementioned principle 
requires that the algorithm, through which the 
robotic decision is made, must be 
“recognizable”, so as to be able to verify the 
compliance of the results of the robotic 
procedure with the prescriptions and purposes 
of law or of administration and in such a way 
that the methods and rules underlying the 
algorithm are clear (and therefore can be 
questioned). The  knowability of the algorithm 
must be guaranteed in all aspects: from its 

 
52 N. Bublitz Camara, O uso da inteligência artificial no 
processo administrativo como ferramenta para auxiliar 
na efetividade dos direitos humanos, 13. In an 
analogous sense, Etalab, the Task Force under the 
French Prime Minister’s Office in charge of open data 
and open government, in 2019 published a guide for 
public administrations on the responsible use of 
algorithms in the public sector, Guidance on 
Accountability for Public Algorithms, which proposes 
the following six principles aimed at ensuring the 
reliability of AI in the public sector: (i) 
acknowledgment, i.e. the obligation to inform interested 
parties when using an algorithm; (ii) general 
explanation, on the functioning of an algorithm; (iii) 
individual explanation, personalized of a specific result 
or decision; (iv) justification on why an algorithm is 
used and on the reasons for choosing a particular 
algorithm; (v) publication of the source code and the 
necessary documentation, informing the interested 
parties about the possible elaboration of the algorithm 
by third parties; (vi) allow for contestation, in order to 
discuss and appeal against algorithmic decisions. See: 
www.etalab.gouv.fr/datasciences-et-intelligence-
artificielle e www.etalab.gouv.fr/how-etalab-is-
working-towards-public-sector-algorithms-
accountability-aworking-paper-for-rightscon-2019. 
53 Italian Council of State, decision 8 April 2019, No. 
2270, which also states that the algorithmic rule must be 
not only knowable in itself, but also subject to the full 
knowledge and full review of the administrative judge, 
and that, by virtue of the principle of transparency, the 
right to check the regularity of the procedure must be 
recognized, also for the purpose of filing a possible 
appeal. See on this decision, ex multis, I. Masi, 
L’intelligenza artificiale al servizio della pubblica 
amministrazione 2.0; E. Prosperetti, Obbligo di 
motivazione e procedimenti in cui non è nata a priori la 
logica dell’algoritmo, Note to the decision of the 
Council of State, section VI, 8 April 2019, n. 2270, in 
www.dirittomercatotecnologia.it, 2019; D.U. Galetta, 
Algoritmi, procedimento amministrativo e garanzie: 
brevi riflessioni, anche alla luce degli ultimi arresti 
giurisprudenziali in materia, para. 5; G. Marchianò, 
Intelligenza artificiale: IA specifiche e 
l’amministrazione provvedimentale – IA generali e i 
servizi pubblici, 154; V. Neri, Diritto amministrativo e 
intelligenza artificiale: un amore possibile, in 
Urbanistica e Appalti, n. 5, 2021, 581. 

authors to the procedure used for its 
elaboration, to the decision mechanism, 
including the priorities assigned in the 
evaluation and decision-making procedure and 
the data selected as relevant. 

Compliance with the principle of 
transparency, and with the related obligation 
of motivation underlying it, encounters 
significant critical issues when the use of AI 
produces the so-called black box effect54. In 
such cases, both the reasoning and the 
decision take place in a “black box”, with the 
consequence that the machine learning55 
algorithm leads to a result without, however, 
that neither programmers nor officials are able 
to explain how it got there. These are complex 
algorithms, which are modified through 
updates or self-learning, that can lead to a 
change in the functioning of the program, 
without it being possible to determine how 
much and in which elements56. The provision 
of the source code or of the text written in 

 
54 On the black box effect, ex multis, F. Pasquale, The 
Black Box Society: The Secret Algorithms That Control 
Money And Information, London, Harvard University 
Press, 2015; C. Coglianese and D. Lehr, Regulating by 
Robot: Administrative Decision Making in the Machine-
Learning Era, in The Georgetown Law Journal, vol. 
105, n. 5, 2017, 1147; Y. Bathaee, The Artificial 
Intelligence Black Box and the failure of intent and 
causation, in Harvard Journal of Law & Technology, 
vol. 31, n. 2, 2018, 890; D. Card, The “black box” 
metaphor in machine learning, in 
https://towardsdatascience.com, 2019; O. Capdeferro 
Villagrasa, La inteligencia artificial del sector público: 
desarrollo y regulación de la actuación administrativa 
inteligente en la cuarta revolución industrial, 9. 
55 Machine learning, a branch of AI, consists - as the 
term itself indicates - in authomatic learning. So called 
in 1959 by Arthur Lee Samuel, machine learning is 
aimed at making computers capable of learning on their 
own, without being programmed. The algorithms must 
be fed with a large amount of data and allow the 
machines to improve their results more and more based 
on experience. See D. Desordi and C. Della Bona, A 
inteligência artificial e a eficiência na administração 
pública, 11. On machine learning, ex multis, V.J. 
Barrat, Our Final Invention: Artificial Intelligence and 
the End of the Human Era, New York, Thomas Dunne 
Books, 2013, 92. 
56 In this regard G. Pesce, Funzione amministrativa, 
intelligenza artificiale e blockchain, 134, in which it is 
pointed out that “affirming that AI can assume the 
nature of a ‘black box’ does not imply, however, a total 
impenetrability of the algorithm to an accurate 
examination of the human being. Rather, it means that 
the method used for predictions by self-learning 
algorithms cannot be interpreted according to ordinary 
statistical intuitions. is different to say that no one is 
able to know how the algorithms arrive at a certain 
prediction. If this were not the case, after all, the p.a. 
could not make use of it because in contrast with the 
principle of transparency that must necessarily 
characterize its action” (unofficial translation). 
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non-programming computer language appears 
to be an unsatisfactory solution since it is not 
only illegible even by experts, but ends up 
revealing only partially the dynamics of the 
decision. Scarcely predictable and vulnerable 
to cyber security threats, these technologies 
therefore make it difficult or almost 
impossible to explain the reasons for the 
decision adopted, in contrast to the procedural 
principles and guarantees provided for by law, 
which require, inter alia, that public 
administration justifies its acts and explain its 
decisions, especially when the legal system 
allows a certain margin of discretion57. In such 
cases, given the impossibility or in any case 
the high difficulty of providing an explanation 
of the algorithms and their operation, it 
appears necessary to ensure a clear definition 
of responsibilities. In fact, the principle of 
accountability, which is “the core of modern 
democratic systems”58, is indissolubly linked 
to the principle of transparency, particularly in 
public activities. Those who exercise public 
functions must be accountable before citizens 
for their actions (or omissions), otherwise 
democracy will be emptied. 

In addition, to remedy the black box effect, 
within the European Union art. 22 of the 
General Data Protection Regulation No. 
2016/679 (GDPR)59 states that “the data 
subject shall have the right not to be subject to 
a decision based solely on automated 
processing (…) which produces legal effects 
concerning him or her or similarly 
significantly affects him or her”. However, by 
establishing a derogation regime, the same 
article provides that the foregoing does not 
apply as regards processings that are 
necessary for the execution of a task carried 

 
57 Council of Europe, Ad Hoc Committee on Artificial 
Intelligence (CAHAI), Policy Development Group, 
CAHAI-PDG(2021)03, 18; and European Comission, 
Directorate-General for Justice and 
Consumers, Liability for artificial intelligence and other 
emerging digital technologies, Publications Office, 
2019. 
58 M. Bovens, The concept of public accountability, in 
E. Ferlie, L. Lynne and C. Pollitt (eds.), The Oxford 
Handbook of Public Management, Oxford, Oxford 
University Press, 2007, 182. On the issue of liability and 
harmful action from AI: G. Marchianò, Intelligenza 
artificiale: IA specifiche e l’amministrazione 
provvedimentale – IA generali e i servizi pubblici, 159. 
59 Regulation (EU) 2016/679 of the European 
Parliament and of the Council of 27 April 2016 on the 
protection of natural persons with regard to the 
processing of personal data and on the free movement 
of such data, and repealing Directive 95/46/EC (General 
Data Protection Regulation). 

out in the public interest or in the exercise of 
official authority vested in the controller. 
Pursuant to the following art. 23, the right not 
to be subject to a decision based solely on 
automated processing can be limited to only 
two conditions. First of all, the principle of 
legality must be respected, i.e. the automated 
processing must be provided for by EU law or 
national law. Secondly, the principle of 
proportionality must be respected. More 
specifically, the limitation must constitute a 
necessary and proportionate measure in a 
democratic society to safeguard a long series 
of specifically listed public interests, such as 
national security, defense and public 
security60. In any case, since it is essential that 
public administration is able to provide 
adequate reasons for its decisions, automated 
processing, even when admissible, must be 
“subject to suitable safeguards, which should 
include specific information to the data 
subject and the right to obtain human 
intervention, to express his or her point of 
view, to obtain an explanation of the decision 
reached after such assessment and to 
challenge the decision”61. In other words, 

 
60 In particular, the public interests listed in the GDPR, 
art. 23, para. 1, are: a) national security; b) defence; c) 
public security; d) the prevention, investigation, 
detection or prosecution of criminal offences or the 
execution of criminal penalties, including the 
safeguarding against and the prevention of threats to 
public security; e) other important objectives of general 
public interest of the Union or of a Member State, in 
particular an important economic or financial interest of 
the Union or of a Member State, including monetary, 
budgetary and taxation a matters, public health and 
social security; f) the protection of judicial 
independence and judicial proceedings; g) the 
prevention, investigation, detection and prosecution of 
breaches of ethics for regulated professions; h) a 
monitoring, inspection or regulatory function connected, 
even occasionally, to the exercise of official authority in 
the cases referred to in points (a) to (e) and (g); i) the 
protection of the data subject or the rights and freedoms 
of others; j) the enforcement of civil law claims. 
61 Recital 71 of GDPR. With regard to articles 22 and 23 
of the GDPR, and to the aforementioned recital: I. Masi, 
L’intelligenza artificiale al servizio della pubblica 
amministrazione 2.0, 10; S. Civitarese Matteucci, 
“Umano troppo umano”. Decisioni amministrative 
automatizzate e principio di legalità, in Diritto 
pubblico, n. 1, 2019, 23; D.U. Galetta and J.G. 
Corvalán, Intelligenza Artificiale per una Pubblica 
Amministrazione 4.0? Potenzialità, rischi e sfide della 
rivoluzione tecnologica in atto, 17; A. Boix Palop, Los 
algoritmos son reglamentos: la necesidad de extender 
las garantías propias de las normas reglamentarias a 
los programas empleados por la administración para la 
adopción de decisiones, in Teoría y Método, Revista de 
Derecho Público, vol. 1, 2020, 223; G. Pesce, Il 
Consiglio di Stato ed il vizio della opacità 
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explainability52. 
Also the Italian Council of State recently 

expressed its opinion on the need to ensure 
compliance with the principle of transparency 
in the use of algorithms by administration53. In 
particular, this judge stated that a reinforced 
declination of the aforementioned principle 
requires that the algorithm, through which the 
robotic decision is made, must be 
“recognizable”, so as to be able to verify the 
compliance of the results of the robotic 
procedure with the prescriptions and purposes 
of law or of administration and in such a way 
that the methods and rules underlying the 
algorithm are clear (and therefore can be 
questioned). The  knowability of the algorithm 
must be guaranteed in all aspects: from its 

 
52 N. Bublitz Camara, O uso da inteligência artificial no 
processo administrativo como ferramenta para auxiliar 
na efetividade dos direitos humanos, 13. In an 
analogous sense, Etalab, the Task Force under the 
French Prime Minister’s Office in charge of open data 
and open government, in 2019 published a guide for 
public administrations on the responsible use of 
algorithms in the public sector, Guidance on 
Accountability for Public Algorithms, which proposes 
the following six principles aimed at ensuring the 
reliability of AI in the public sector: (i) 
acknowledgment, i.e. the obligation to inform interested 
parties when using an algorithm; (ii) general 
explanation, on the functioning of an algorithm; (iii) 
individual explanation, personalized of a specific result 
or decision; (iv) justification on why an algorithm is 
used and on the reasons for choosing a particular 
algorithm; (v) publication of the source code and the 
necessary documentation, informing the interested 
parties about the possible elaboration of the algorithm 
by third parties; (vi) allow for contestation, in order to 
discuss and appeal against algorithmic decisions. See: 
www.etalab.gouv.fr/datasciences-et-intelligence-
artificielle e www.etalab.gouv.fr/how-etalab-is-
working-towards-public-sector-algorithms-
accountability-aworking-paper-for-rightscon-2019. 
53 Italian Council of State, decision 8 April 2019, No. 
2270, which also states that the algorithmic rule must be 
not only knowable in itself, but also subject to the full 
knowledge and full review of the administrative judge, 
and that, by virtue of the principle of transparency, the 
right to check the regularity of the procedure must be 
recognized, also for the purpose of filing a possible 
appeal. See on this decision, ex multis, I. Masi, 
L’intelligenza artificiale al servizio della pubblica 
amministrazione 2.0; E. Prosperetti, Obbligo di 
motivazione e procedimenti in cui non è nata a priori la 
logica dell’algoritmo, Note to the decision of the 
Council of State, section VI, 8 April 2019, n. 2270, in 
www.dirittomercatotecnologia.it, 2019; D.U. Galetta, 
Algoritmi, procedimento amministrativo e garanzie: 
brevi riflessioni, anche alla luce degli ultimi arresti 
giurisprudenziali in materia, para. 5; G. Marchianò, 
Intelligenza artificiale: IA specifiche e 
l’amministrazione provvedimentale – IA generali e i 
servizi pubblici, 154; V. Neri, Diritto amministrativo e 
intelligenza artificiale: un amore possibile, in 
Urbanistica e Appalti, n. 5, 2021, 581. 

authors to the procedure used for its 
elaboration, to the decision mechanism, 
including the priorities assigned in the 
evaluation and decision-making procedure and 
the data selected as relevant. 

Compliance with the principle of 
transparency, and with the related obligation 
of motivation underlying it, encounters 
significant critical issues when the use of AI 
produces the so-called black box effect54. In 
such cases, both the reasoning and the 
decision take place in a “black box”, with the 
consequence that the machine learning55 
algorithm leads to a result without, however, 
that neither programmers nor officials are able 
to explain how it got there. These are complex 
algorithms, which are modified through 
updates or self-learning, that can lead to a 
change in the functioning of the program, 
without it being possible to determine how 
much and in which elements56. The provision 
of the source code or of the text written in 

 
54 On the black box effect, ex multis, F. Pasquale, The 
Black Box Society: The Secret Algorithms That Control 
Money And Information, London, Harvard University 
Press, 2015; C. Coglianese and D. Lehr, Regulating by 
Robot: Administrative Decision Making in the Machine-
Learning Era, in The Georgetown Law Journal, vol. 
105, n. 5, 2017, 1147; Y. Bathaee, The Artificial 
Intelligence Black Box and the failure of intent and 
causation, in Harvard Journal of Law & Technology, 
vol. 31, n. 2, 2018, 890; D. Card, The “black box” 
metaphor in machine learning, in 
https://towardsdatascience.com, 2019; O. Capdeferro 
Villagrasa, La inteligencia artificial del sector público: 
desarrollo y regulación de la actuación administrativa 
inteligente en la cuarta revolución industrial, 9. 
55 Machine learning, a branch of AI, consists - as the 
term itself indicates - in authomatic learning. So called 
in 1959 by Arthur Lee Samuel, machine learning is 
aimed at making computers capable of learning on their 
own, without being programmed. The algorithms must 
be fed with a large amount of data and allow the 
machines to improve their results more and more based 
on experience. See D. Desordi and C. Della Bona, A 
inteligência artificial e a eficiência na administração 
pública, 11. On machine learning, ex multis, V.J. 
Barrat, Our Final Invention: Artificial Intelligence and 
the End of the Human Era, New York, Thomas Dunne 
Books, 2013, 92. 
56 In this regard G. Pesce, Funzione amministrativa, 
intelligenza artificiale e blockchain, 134, in which it is 
pointed out that “affirming that AI can assume the 
nature of a ‘black box’ does not imply, however, a total 
impenetrability of the algorithm to an accurate 
examination of the human being. Rather, it means that 
the method used for predictions by self-learning 
algorithms cannot be interpreted according to ordinary 
statistical intuitions. is different to say that no one is 
able to know how the algorithms arrive at a certain 
prediction. If this were not the case, after all, the p.a. 
could not make use of it because in contrast with the 
principle of transparency that must necessarily 
characterize its action” (unofficial translation). 
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non-programming computer language appears 
to be an unsatisfactory solution since it is not 
only illegible even by experts, but ends up 
revealing only partially the dynamics of the 
decision. Scarcely predictable and vulnerable 
to cyber security threats, these technologies 
therefore make it difficult or almost 
impossible to explain the reasons for the 
decision adopted, in contrast to the procedural 
principles and guarantees provided for by law, 
which require, inter alia, that public 
administration justifies its acts and explain its 
decisions, especially when the legal system 
allows a certain margin of discretion57. In such 
cases, given the impossibility or in any case 
the high difficulty of providing an explanation 
of the algorithms and their operation, it 
appears necessary to ensure a clear definition 
of responsibilities. In fact, the principle of 
accountability, which is “the core of modern 
democratic systems”58, is indissolubly linked 
to the principle of transparency, particularly in 
public activities. Those who exercise public 
functions must be accountable before citizens 
for their actions (or omissions), otherwise 
democracy will be emptied. 

In addition, to remedy the black box effect, 
within the European Union art. 22 of the 
General Data Protection Regulation No. 
2016/679 (GDPR)59 states that “the data 
subject shall have the right not to be subject to 
a decision based solely on automated 
processing (…) which produces legal effects 
concerning him or her or similarly 
significantly affects him or her”. However, by 
establishing a derogation regime, the same 
article provides that the foregoing does not 
apply as regards processings that are 
necessary for the execution of a task carried 

 
57 Council of Europe, Ad Hoc Committee on Artificial 
Intelligence (CAHAI), Policy Development Group, 
CAHAI-PDG(2021)03, 18; and European Comission, 
Directorate-General for Justice and 
Consumers, Liability for artificial intelligence and other 
emerging digital technologies, Publications Office, 
2019. 
58 M. Bovens, The concept of public accountability, in 
E. Ferlie, L. Lynne and C. Pollitt (eds.), The Oxford 
Handbook of Public Management, Oxford, Oxford 
University Press, 2007, 182. On the issue of liability and 
harmful action from AI: G. Marchianò, Intelligenza 
artificiale: IA specifiche e l’amministrazione 
provvedimentale – IA generali e i servizi pubblici, 159. 
59 Regulation (EU) 2016/679 of the European 
Parliament and of the Council of 27 April 2016 on the 
protection of natural persons with regard to the 
processing of personal data and on the free movement 
of such data, and repealing Directive 95/46/EC (General 
Data Protection Regulation). 

out in the public interest or in the exercise of 
official authority vested in the controller. 
Pursuant to the following art. 23, the right not 
to be subject to a decision based solely on 
automated processing can be limited to only 
two conditions. First of all, the principle of 
legality must be respected, i.e. the automated 
processing must be provided for by EU law or 
national law. Secondly, the principle of 
proportionality must be respected. More 
specifically, the limitation must constitute a 
necessary and proportionate measure in a 
democratic society to safeguard a long series 
of specifically listed public interests, such as 
national security, defense and public 
security60. In any case, since it is essential that 
public administration is able to provide 
adequate reasons for its decisions, automated 
processing, even when admissible, must be 
“subject to suitable safeguards, which should 
include specific information to the data 
subject and the right to obtain human 
intervention, to express his or her point of 
view, to obtain an explanation of the decision 
reached after such assessment and to 
challenge the decision”61. In other words, 

 
60 In particular, the public interests listed in the GDPR, 
art. 23, para. 1, are: a) national security; b) defence; c) 
public security; d) the prevention, investigation, 
detection or prosecution of criminal offences or the 
execution of criminal penalties, including the 
safeguarding against and the prevention of threats to 
public security; e) other important objectives of general 
public interest of the Union or of a Member State, in 
particular an important economic or financial interest of 
the Union or of a Member State, including monetary, 
budgetary and taxation a matters, public health and 
social security; f) the protection of judicial 
independence and judicial proceedings; g) the 
prevention, investigation, detection and prosecution of 
breaches of ethics for regulated professions; h) a 
monitoring, inspection or regulatory function connected, 
even occasionally, to the exercise of official authority in 
the cases referred to in points (a) to (e) and (g); i) the 
protection of the data subject or the rights and freedoms 
of others; j) the enforcement of civil law claims. 
61 Recital 71 of GDPR. With regard to articles 22 and 23 
of the GDPR, and to the aforementioned recital: I. Masi, 
L’intelligenza artificiale al servizio della pubblica 
amministrazione 2.0, 10; S. Civitarese Matteucci, 
“Umano troppo umano”. Decisioni amministrative 
automatizzate e principio di legalità, in Diritto 
pubblico, n. 1, 2019, 23; D.U. Galetta and J.G. 
Corvalán, Intelligenza Artificiale per una Pubblica 
Amministrazione 4.0? Potenzialità, rischi e sfide della 
rivoluzione tecnologica in atto, 17; A. Boix Palop, Los 
algoritmos son reglamentos: la necesidad de extender 
las garantías propias de las normas reglamentarias a 
los programas empleados por la administración para la 
adopción de decisiones, in Teoría y Método, Revista de 
Derecho Público, vol. 1, 2020, 223; G. Pesce, Il 
Consiglio di Stato ed il vizio della opacità 
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explainability52. 
Also the Italian Council of State recently 

expressed its opinion on the need to ensure 
compliance with the principle of transparency 
in the use of algorithms by administration53. In 
particular, this judge stated that a reinforced 
declination of the aforementioned principle 
requires that the algorithm, through which the 
robotic decision is made, must be 
“recognizable”, so as to be able to verify the 
compliance of the results of the robotic 
procedure with the prescriptions and purposes 
of law or of administration and in such a way 
that the methods and rules underlying the 
algorithm are clear (and therefore can be 
questioned). The  knowability of the algorithm 
must be guaranteed in all aspects: from its 

 
52 N. Bublitz Camara, O uso da inteligência artificial no 
processo administrativo como ferramenta para auxiliar 
na efetividade dos direitos humanos, 13. In an 
analogous sense, Etalab, the Task Force under the 
French Prime Minister’s Office in charge of open data 
and open government, in 2019 published a guide for 
public administrations on the responsible use of 
algorithms in the public sector, Guidance on 
Accountability for Public Algorithms, which proposes 
the following six principles aimed at ensuring the 
reliability of AI in the public sector: (i) 
acknowledgment, i.e. the obligation to inform interested 
parties when using an algorithm; (ii) general 
explanation, on the functioning of an algorithm; (iii) 
individual explanation, personalized of a specific result 
or decision; (iv) justification on why an algorithm is 
used and on the reasons for choosing a particular 
algorithm; (v) publication of the source code and the 
necessary documentation, informing the interested 
parties about the possible elaboration of the algorithm 
by third parties; (vi) allow for contestation, in order to 
discuss and appeal against algorithmic decisions. See: 
www.etalab.gouv.fr/datasciences-et-intelligence-
artificielle e www.etalab.gouv.fr/how-etalab-is-
working-towards-public-sector-algorithms-
accountability-aworking-paper-for-rightscon-2019. 
53 Italian Council of State, decision 8 April 2019, No. 
2270, which also states that the algorithmic rule must be 
not only knowable in itself, but also subject to the full 
knowledge and full review of the administrative judge, 
and that, by virtue of the principle of transparency, the 
right to check the regularity of the procedure must be 
recognized, also for the purpose of filing a possible 
appeal. See on this decision, ex multis, I. Masi, 
L’intelligenza artificiale al servizio della pubblica 
amministrazione 2.0; E. Prosperetti, Obbligo di 
motivazione e procedimenti in cui non è nata a priori la 
logica dell’algoritmo, Note to the decision of the 
Council of State, section VI, 8 April 2019, n. 2270, in 
www.dirittomercatotecnologia.it, 2019; D.U. Galetta, 
Algoritmi, procedimento amministrativo e garanzie: 
brevi riflessioni, anche alla luce degli ultimi arresti 
giurisprudenziali in materia, para. 5; G. Marchianò, 
Intelligenza artificiale: IA specifiche e 
l’amministrazione provvedimentale – IA generali e i 
servizi pubblici, 154; V. Neri, Diritto amministrativo e 
intelligenza artificiale: un amore possibile, in 
Urbanistica e Appalti, n. 5, 2021, 581. 

authors to the procedure used for its 
elaboration, to the decision mechanism, 
including the priorities assigned in the 
evaluation and decision-making procedure and 
the data selected as relevant. 

Compliance with the principle of 
transparency, and with the related obligation 
of motivation underlying it, encounters 
significant critical issues when the use of AI 
produces the so-called black box effect54. In 
such cases, both the reasoning and the 
decision take place in a “black box”, with the 
consequence that the machine learning55 
algorithm leads to a result without, however, 
that neither programmers nor officials are able 
to explain how it got there. These are complex 
algorithms, which are modified through 
updates or self-learning, that can lead to a 
change in the functioning of the program, 
without it being possible to determine how 
much and in which elements56. The provision 
of the source code or of the text written in 

 
54 On the black box effect, ex multis, F. Pasquale, The 
Black Box Society: The Secret Algorithms That Control 
Money And Information, London, Harvard University 
Press, 2015; C. Coglianese and D. Lehr, Regulating by 
Robot: Administrative Decision Making in the Machine-
Learning Era, in The Georgetown Law Journal, vol. 
105, n. 5, 2017, 1147; Y. Bathaee, The Artificial 
Intelligence Black Box and the failure of intent and 
causation, in Harvard Journal of Law & Technology, 
vol. 31, n. 2, 2018, 890; D. Card, The “black box” 
metaphor in machine learning, in 
https://towardsdatascience.com, 2019; O. Capdeferro 
Villagrasa, La inteligencia artificial del sector público: 
desarrollo y regulación de la actuación administrativa 
inteligente en la cuarta revolución industrial, 9. 
55 Machine learning, a branch of AI, consists - as the 
term itself indicates - in authomatic learning. So called 
in 1959 by Arthur Lee Samuel, machine learning is 
aimed at making computers capable of learning on their 
own, without being programmed. The algorithms must 
be fed with a large amount of data and allow the 
machines to improve their results more and more based 
on experience. See D. Desordi and C. Della Bona, A 
inteligência artificial e a eficiência na administração 
pública, 11. On machine learning, ex multis, V.J. 
Barrat, Our Final Invention: Artificial Intelligence and 
the End of the Human Era, New York, Thomas Dunne 
Books, 2013, 92. 
56 In this regard G. Pesce, Funzione amministrativa, 
intelligenza artificiale e blockchain, 134, in which it is 
pointed out that “affirming that AI can assume the 
nature of a ‘black box’ does not imply, however, a total 
impenetrability of the algorithm to an accurate 
examination of the human being. Rather, it means that 
the method used for predictions by self-learning 
algorithms cannot be interpreted according to ordinary 
statistical intuitions. is different to say that no one is 
able to know how the algorithms arrive at a certain 
prediction. If this were not the case, after all, the p.a. 
could not make use of it because in contrast with the 
principle of transparency that must necessarily 
characterize its action” (unofficial translation). 
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non-programming computer language appears 
to be an unsatisfactory solution since it is not 
only illegible even by experts, but ends up 
revealing only partially the dynamics of the 
decision. Scarcely predictable and vulnerable 
to cyber security threats, these technologies 
therefore make it difficult or almost 
impossible to explain the reasons for the 
decision adopted, in contrast to the procedural 
principles and guarantees provided for by law, 
which require, inter alia, that public 
administration justifies its acts and explain its 
decisions, especially when the legal system 
allows a certain margin of discretion57. In such 
cases, given the impossibility or in any case 
the high difficulty of providing an explanation 
of the algorithms and their operation, it 
appears necessary to ensure a clear definition 
of responsibilities. In fact, the principle of 
accountability, which is “the core of modern 
democratic systems”58, is indissolubly linked 
to the principle of transparency, particularly in 
public activities. Those who exercise public 
functions must be accountable before citizens 
for their actions (or omissions), otherwise 
democracy will be emptied. 

In addition, to remedy the black box effect, 
within the European Union art. 22 of the 
General Data Protection Regulation No. 
2016/679 (GDPR)59 states that “the data 
subject shall have the right not to be subject to 
a decision based solely on automated 
processing (…) which produces legal effects 
concerning him or her or similarly 
significantly affects him or her”. However, by 
establishing a derogation regime, the same 
article provides that the foregoing does not 
apply as regards processings that are 
necessary for the execution of a task carried 

 
57 Council of Europe, Ad Hoc Committee on Artificial 
Intelligence (CAHAI), Policy Development Group, 
CAHAI-PDG(2021)03, 18; and European Comission, 
Directorate-General for Justice and 
Consumers, Liability for artificial intelligence and other 
emerging digital technologies, Publications Office, 
2019. 
58 M. Bovens, The concept of public accountability, in 
E. Ferlie, L. Lynne and C. Pollitt (eds.), The Oxford 
Handbook of Public Management, Oxford, Oxford 
University Press, 2007, 182. On the issue of liability and 
harmful action from AI: G. Marchianò, Intelligenza 
artificiale: IA specifiche e l’amministrazione 
provvedimentale – IA generali e i servizi pubblici, 159. 
59 Regulation (EU) 2016/679 of the European 
Parliament and of the Council of 27 April 2016 on the 
protection of natural persons with regard to the 
processing of personal data and on the free movement 
of such data, and repealing Directive 95/46/EC (General 
Data Protection Regulation). 

out in the public interest or in the exercise of 
official authority vested in the controller. 
Pursuant to the following art. 23, the right not 
to be subject to a decision based solely on 
automated processing can be limited to only 
two conditions. First of all, the principle of 
legality must be respected, i.e. the automated 
processing must be provided for by EU law or 
national law. Secondly, the principle of 
proportionality must be respected. More 
specifically, the limitation must constitute a 
necessary and proportionate measure in a 
democratic society to safeguard a long series 
of specifically listed public interests, such as 
national security, defense and public 
security60. In any case, since it is essential that 
public administration is able to provide 
adequate reasons for its decisions, automated 
processing, even when admissible, must be 
“subject to suitable safeguards, which should 
include specific information to the data 
subject and the right to obtain human 
intervention, to express his or her point of 
view, to obtain an explanation of the decision 
reached after such assessment and to 
challenge the decision”61. In other words, 

 
60 In particular, the public interests listed in the GDPR, 
art. 23, para. 1, are: a) national security; b) defence; c) 
public security; d) the prevention, investigation, 
detection or prosecution of criminal offences or the 
execution of criminal penalties, including the 
safeguarding against and the prevention of threats to 
public security; e) other important objectives of general 
public interest of the Union or of a Member State, in 
particular an important economic or financial interest of 
the Union or of a Member State, including monetary, 
budgetary and taxation a matters, public health and 
social security; f) the protection of judicial 
independence and judicial proceedings; g) the 
prevention, investigation, detection and prosecution of 
breaches of ethics for regulated professions; h) a 
monitoring, inspection or regulatory function connected, 
even occasionally, to the exercise of official authority in 
the cases referred to in points (a) to (e) and (g); i) the 
protection of the data subject or the rights and freedoms 
of others; j) the enforcement of civil law claims. 
61 Recital 71 of GDPR. With regard to articles 22 and 23 
of the GDPR, and to the aforementioned recital: I. Masi, 
L’intelligenza artificiale al servizio della pubblica 
amministrazione 2.0, 10; S. Civitarese Matteucci, 
“Umano troppo umano”. Decisioni amministrative 
automatizzate e principio di legalità, in Diritto 
pubblico, n. 1, 2019, 23; D.U. Galetta and J.G. 
Corvalán, Intelligenza Artificiale per una Pubblica 
Amministrazione 4.0? Potenzialità, rischi e sfide della 
rivoluzione tecnologica in atto, 17; A. Boix Palop, Los 
algoritmos son reglamentos: la necesidad de extender 
las garantías propias de las normas reglamentarias a 
los programas empleados por la administración para la 
adopción de decisiones, in Teoría y Método, Revista de 
Derecho Público, vol. 1, 2020, 223; G. Pesce, Il 
Consiglio di Stato ed il vizio della opacità 
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when it comes to public activity, the principle 
of transparency and the related accountability 
principle cannot be entirely sacrificed by 
completely replacing human activity with that 
of AI. 

Having said all this, solutions must be 
found that are able to guarantee the reliability 
and legitimacy of the use of new technologies 
in the public sector, while ensuring that 
citizens have confidence in them. To this end, 
the adoption of suitable monitoring and audit 
mechanisms of the AI systems has been 
hypothesized. Furthermore, the establishment 
of a global, multi-sector and independent 
certification authority or agency with the task 
of validating ex ante and continuously 
checking the various applications of new 
technologies to public services, on the basis of 
security standards and global quality 
indicators, still missing today, has been urged. 
This measure would allow to correct any 
wrong algorithmic logic and the weight 
attributed to individual variables, also helping 
to build a long-lasting relationship of trust 
between public service providers and users62. 
Also, the establishment of an independent 
global arbitration authority that quickly and 
effectively assesses and resolves disputes 
between the subjects involved in public 
service AI systems (i.e. developers, regulators 
and users)63 has been proposed. This body 

 
dell’algoritmo tra diritto interno e diritto 
sovranazionale, in Giustamm.it, 2020, 9; A. Sola, 
L’automatizzazione dell’azione amministrativa, 10; 
D.U. Galetta, Algoritmi, procedimento amministrativo e 
garanzie: brevi riflessioni, anche alla luce degli ultimi 
arresti giurisprudenziali in materia, para. 4. In the same 
sense, the mentioned European Parliament Regulation 
of 21 April 2021 provides for an obligation of 
transparency and explanation of AI applications and for 
the necessary human intervention, as well as the 
adoption of measures such as independent audits to 
ensure compliance.  
62 Oxford Commission on AI & Good Governance, AI 
in the Public Service: From Principles to Practice, 
2021, 12. See also R. Cavallo Perin and I. Alberti, Atti e 
procedimenti amministrativi digitali, in R. Cavallo Perin 
and D.U.Galetta (ed.), Il diritto dell’Amministrazione 
pubblica digitale, Turin, Giappichelli, 2020, 146; V. 
Herold, Democratische Legitimation automatisiert 
erlassener Verwaltungsakte, Berlin, Duncker & 
Humblot Gmbh, 2020, 239. 
63 Oxford Commission on AI & Good Governance, AI 
in the Public Service: From Principles to Practice, 
2021, 9. In particular, this study believes that the 
independent arbitration authority should be approached, 
in a complementary way, by an international scientific 
body, also independent, which provides impartial 
evaluations to the former. The independent arbitration 
authority in turn would signal to the scientific body the 
need to carry out research on the issues and problems 

would be particularly appropriate given the 
fast pace of innovation, which does not allow 
to fully predict how the new AI tools will be 
used in the public sphere64. 

4. AI and the principles of public services  
Public services are governed by a series of 

“historical” principles and characteristics, 
identified by legislation, case law and sector 
authorities. In particular, the following 
characterize the provision of public services: 
the dutifulness, according to which public 
authorities are responsible for ensuring that 
the service is provided; equality and equal 
treatment, according to which users all have 
equal right of access to the service and to 
receive qualitatively equal services, for the 
same need; non-discrimination, according to 
which the service must be guaranteed to all 
without distinction of income, location, social 
class and individual conditions; universality, 
according to which the service must be made 
available to all end users at a set quality level 
and at an affordable price (affordability), 
regardless of the geographical location65. 

The use of AI in public administration and 
in particular in public services, oriented 

 
relating to the disputes raised before it. More 
specifically, the scientific body, to be designed on the 
model of the Intergovernmental Panel on Climate 
Change (IPCC), should carry out research on 
algorithmic audits, economic impacts, practical use 
cases and best policy practices, as well as disseminate 
the results of such research in order to inspire and 
coordinate the use of new AI systems to solve problems 
that require collective action. 
64 There are those who have hypothesized the institution 
of a specific regulatory authority in relation to AI in the 
public sector. This is the case, for example, of the 
Report of the English Committee on Standards in Public 
Life, Artificial Intelligence and Public Standards, 2020. 
However, after speculating on the institution of such an 
authority, the Committee suggests that the Center for 
Data Ethics and Innovation (CDEI) be given an 
independent legal basis to act as a central regulatory 
body, advising regulators and the government on how to 
address emerging AI issues in their respective fields 
(recommendation 4). This proposal would in fact allow 
the aforementioned regulatory authorities to continue to 
use their specific experience in the sector, also having 
an expert regulatory body focused only on AI. For this 
to work effectively, it is important that the regulatory 
guarantee body has sufficiently broad competences and 
powers. 
65 These are elements that are found, for example, at the 
basis of the notion of “service of general interest” (SGI) 
expressed in the Commission’s Green Paper of 21 May 
2003 on services of general interest, COM (2003) 270, 
and, indeed, founded on the principles of continuity, 
universality, accessibility of tariffs and of protection of 
consumers - users. On public services, see the first note 
of the second paragraph. 
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towards efficiency and a culture of results, can 
lead to interesting benefits and positive effects 
in relation to the aforementioned principles. 
For example, the satisfaction of the need for 
universality appears to be favored by the 
ability of algorithms to contrast the territorial 
and social divide within States and to break 
the isolation of certain populations, managing 
to provide them with public services more 
effectively, faster and in a more personalized 
way66. Furthermore, while the management of 
services by humans can generate more or less 
conscious and voluntary discrimination, AI, 
by allowing services to be customized and 
consequently to treat different situations in a 
different way, is able to allow greater 
implementation of the principle of substantive 
equality67.  

At the same time, the use of new 
technologies for the purpose of providing 
public services may instead raise significant 
problems in relation to their compliance with 
the aforementioned principles. For example, 
given that algorithmic processing allows to 
customize the public service and to better 
adapt administrative decisions to the 
specificities of each case, care must be taken 
to ensure that the principles of equality and 
universality are not in danger68. It is no small 
matter. In fact, although today AI, as seen, is a 
powerful tool capable of helping to improve 
the efficiency of public administration and 

 
66 In this sense B. Barraud, L’algorithmisation de 
l’administration, para. 8, in which it is noted, for 
example, that the Council of State (in the document 
Puissance publique et plateformes numériques: 
accompagner l’”ubérisation”, La documentation 
française, 2017), underlining how IT platforms are an 
opportunity to develop new public service activities, 
proposes that the General Commissioner for the 
Equality of Territories define a methodology aimed at 
taking into consideration the new possibilities offered 
by the aforementioned platforms in conceiving and 
implement policies to combat territorial inequalities and 
incentives for the development of territorial capacities. 
67 On AI and the principle of equality: A. Simoncini and 
S. Suweis, Il cambio di paradigma nell’intelligenza 
artificiale e il suo impatto sul diritto costituzionale, in 
Rivista di filosofia del diritto, vol. 1, 2019, 87; G. Resta, 
Governare l’innovazione tecnologica: decisioni 
algoritmiche, diritti digitali e principio di uguaglianza, 
in Politica del diritto, n. 2, 2019, 199; A. Celotto, Come 
regolare gli algoritmi. Il difficile bilanciamento fra 
scienza, etica e diritto, in Analisi giuridica 
dell’economia, issue 1, 2019, 47; P. Zuddas, 
Intelligenza artificiale e discriminazioni, in Liber 
amicorum per Pasquale Costanzo, 2020, in 
www.giurcost.org. 
68 On these issues B. Barraud, L’algorithmisation de 
l’administration, para. 24. 

public services, its use in this area cannot 
however result in a violation of the principles 
that govern them. 

There are many factors related to new 
technologies that can negatively affect the 
provision of public services and compliance 
with the principles relating to them. 

For example, an unevenly widespread 
connection on the territory risks generating 
inequalities and a consequent “digital 
fracture” between the well-connected fringes 
of the population and those that are poorly 
connected or not at all. On the contrary, the 
application of new technologies to public 
services, especially digital ones, must instead 
be accompanied by a (good) connection 
spread evenly. To this end, it is necessary to 
ensure not only an adequate legal framework 
but also suitable infrastructures69. 

Furthermore, negative effects on the 
provision of public services can be produced 
in the case of databases of “poor quality”, i.e. 
characterized by discriminatory bias, such as 
those relating to sex or gender stereotypes. 
This is the case, for example, of databases in 
which some groups are under or over-
represented, with the result that their presence 
is set aside or exaggeratedly emphasized. In 
these cases, an unrefined and uncritical use of 
historical or contemporary data, especially 
when it comes to machine learning systems, 
can give rise to or can perpetuate 
discrimination70. The biais in databases could 
in fact unintentionally be reflected in the 
services provided, which would therefore 
violate the principles of equality and non-
discrimination. In order to prevent this, it 
appears necessary to ensure that human can 
intervene to change any contested decision 
and, in general, that the public administration 
checks the results produced by algorithmic 
systems in order to repair any illegitimate 
discrimination. This is obviously a delicate 
operation, that requires considerable means 
and resources which the administration is 
often unable to employ71, but that is 

 
69 G. Pesce, Digital First, 138. 
70 Council of Europe, Ad Hoc Committee on Artificial 
Intelligence (CAHAI), Policy Development Group, 
CAHAI-PDG(2021)03, 13. 
71 B. Barraud, L’algorithmisation de l’administration, 
para. 17. The Author also draws attention to the fact that 
if on the one hand citizens contribute to building new 
public services with their data by transmitting 
information on their movements, their health, and their 
family and professional life, on the other hand such data 
must be protected against unwanted or not accepted 
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when it comes to public activity, the principle 
of transparency and the related accountability 
principle cannot be entirely sacrificed by 
completely replacing human activity with that 
of AI. 

Having said all this, solutions must be 
found that are able to guarantee the reliability 
and legitimacy of the use of new technologies 
in the public sector, while ensuring that 
citizens have confidence in them. To this end, 
the adoption of suitable monitoring and audit 
mechanisms of the AI systems has been 
hypothesized. Furthermore, the establishment 
of a global, multi-sector and independent 
certification authority or agency with the task 
of validating ex ante and continuously 
checking the various applications of new 
technologies to public services, on the basis of 
security standards and global quality 
indicators, still missing today, has been urged. 
This measure would allow to correct any 
wrong algorithmic logic and the weight 
attributed to individual variables, also helping 
to build a long-lasting relationship of trust 
between public service providers and users62. 
Also, the establishment of an independent 
global arbitration authority that quickly and 
effectively assesses and resolves disputes 
between the subjects involved in public 
service AI systems (i.e. developers, regulators 
and users)63 has been proposed. This body 

 
dell’algoritmo tra diritto interno e diritto 
sovranazionale, in Giustamm.it, 2020, 9; A. Sola, 
L’automatizzazione dell’azione amministrativa, 10; 
D.U. Galetta, Algoritmi, procedimento amministrativo e 
garanzie: brevi riflessioni, anche alla luce degli ultimi 
arresti giurisprudenziali in materia, para. 4. In the same 
sense, the mentioned European Parliament Regulation 
of 21 April 2021 provides for an obligation of 
transparency and explanation of AI applications and for 
the necessary human intervention, as well as the 
adoption of measures such as independent audits to 
ensure compliance.  
62 Oxford Commission on AI & Good Governance, AI 
in the Public Service: From Principles to Practice, 
2021, 12. See also R. Cavallo Perin and I. Alberti, Atti e 
procedimenti amministrativi digitali, in R. Cavallo Perin 
and D.U.Galetta (ed.), Il diritto dell’Amministrazione 
pubblica digitale, Turin, Giappichelli, 2020, 146; V. 
Herold, Democratische Legitimation automatisiert 
erlassener Verwaltungsakte, Berlin, Duncker & 
Humblot Gmbh, 2020, 239. 
63 Oxford Commission on AI & Good Governance, AI 
in the Public Service: From Principles to Practice, 
2021, 9. In particular, this study believes that the 
independent arbitration authority should be approached, 
in a complementary way, by an international scientific 
body, also independent, which provides impartial 
evaluations to the former. The independent arbitration 
authority in turn would signal to the scientific body the 
need to carry out research on the issues and problems 

would be particularly appropriate given the 
fast pace of innovation, which does not allow 
to fully predict how the new AI tools will be 
used in the public sphere64. 

4. AI and the principles of public services  
Public services are governed by a series of 

“historical” principles and characteristics, 
identified by legislation, case law and sector 
authorities. In particular, the following 
characterize the provision of public services: 
the dutifulness, according to which public 
authorities are responsible for ensuring that 
the service is provided; equality and equal 
treatment, according to which users all have 
equal right of access to the service and to 
receive qualitatively equal services, for the 
same need; non-discrimination, according to 
which the service must be guaranteed to all 
without distinction of income, location, social 
class and individual conditions; universality, 
according to which the service must be made 
available to all end users at a set quality level 
and at an affordable price (affordability), 
regardless of the geographical location65. 

The use of AI in public administration and 
in particular in public services, oriented 

 
relating to the disputes raised before it. More 
specifically, the scientific body, to be designed on the 
model of the Intergovernmental Panel on Climate 
Change (IPCC), should carry out research on 
algorithmic audits, economic impacts, practical use 
cases and best policy practices, as well as disseminate 
the results of such research in order to inspire and 
coordinate the use of new AI systems to solve problems 
that require collective action. 
64 There are those who have hypothesized the institution 
of a specific regulatory authority in relation to AI in the 
public sector. This is the case, for example, of the 
Report of the English Committee on Standards in Public 
Life, Artificial Intelligence and Public Standards, 2020. 
However, after speculating on the institution of such an 
authority, the Committee suggests that the Center for 
Data Ethics and Innovation (CDEI) be given an 
independent legal basis to act as a central regulatory 
body, advising regulators and the government on how to 
address emerging AI issues in their respective fields 
(recommendation 4). This proposal would in fact allow 
the aforementioned regulatory authorities to continue to 
use their specific experience in the sector, also having 
an expert regulatory body focused only on AI. For this 
to work effectively, it is important that the regulatory 
guarantee body has sufficiently broad competences and 
powers. 
65 These are elements that are found, for example, at the 
basis of the notion of “service of general interest” (SGI) 
expressed in the Commission’s Green Paper of 21 May 
2003 on services of general interest, COM (2003) 270, 
and, indeed, founded on the principles of continuity, 
universality, accessibility of tariffs and of protection of 
consumers - users. On public services, see the first note 
of the second paragraph. 
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towards efficiency and a culture of results, can 
lead to interesting benefits and positive effects 
in relation to the aforementioned principles. 
For example, the satisfaction of the need for 
universality appears to be favored by the 
ability of algorithms to contrast the territorial 
and social divide within States and to break 
the isolation of certain populations, managing 
to provide them with public services more 
effectively, faster and in a more personalized 
way66. Furthermore, while the management of 
services by humans can generate more or less 
conscious and voluntary discrimination, AI, 
by allowing services to be customized and 
consequently to treat different situations in a 
different way, is able to allow greater 
implementation of the principle of substantive 
equality67.  

At the same time, the use of new 
technologies for the purpose of providing 
public services may instead raise significant 
problems in relation to their compliance with 
the aforementioned principles. For example, 
given that algorithmic processing allows to 
customize the public service and to better 
adapt administrative decisions to the 
specificities of each case, care must be taken 
to ensure that the principles of equality and 
universality are not in danger68. It is no small 
matter. In fact, although today AI, as seen, is a 
powerful tool capable of helping to improve 
the efficiency of public administration and 

 
66 In this sense B. Barraud, L’algorithmisation de 
l’administration, para. 8, in which it is noted, for 
example, that the Council of State (in the document 
Puissance publique et plateformes numériques: 
accompagner l’”ubérisation”, La documentation 
française, 2017), underlining how IT platforms are an 
opportunity to develop new public service activities, 
proposes that the General Commissioner for the 
Equality of Territories define a methodology aimed at 
taking into consideration the new possibilities offered 
by the aforementioned platforms in conceiving and 
implement policies to combat territorial inequalities and 
incentives for the development of territorial capacities. 
67 On AI and the principle of equality: A. Simoncini and 
S. Suweis, Il cambio di paradigma nell’intelligenza 
artificiale e il suo impatto sul diritto costituzionale, in 
Rivista di filosofia del diritto, vol. 1, 2019, 87; G. Resta, 
Governare l’innovazione tecnologica: decisioni 
algoritmiche, diritti digitali e principio di uguaglianza, 
in Politica del diritto, n. 2, 2019, 199; A. Celotto, Come 
regolare gli algoritmi. Il difficile bilanciamento fra 
scienza, etica e diritto, in Analisi giuridica 
dell’economia, issue 1, 2019, 47; P. Zuddas, 
Intelligenza artificiale e discriminazioni, in Liber 
amicorum per Pasquale Costanzo, 2020, in 
www.giurcost.org. 
68 On these issues B. Barraud, L’algorithmisation de 
l’administration, para. 24. 

public services, its use in this area cannot 
however result in a violation of the principles 
that govern them. 

There are many factors related to new 
technologies that can negatively affect the 
provision of public services and compliance 
with the principles relating to them. 

For example, an unevenly widespread 
connection on the territory risks generating 
inequalities and a consequent “digital 
fracture” between the well-connected fringes 
of the population and those that are poorly 
connected or not at all. On the contrary, the 
application of new technologies to public 
services, especially digital ones, must instead 
be accompanied by a (good) connection 
spread evenly. To this end, it is necessary to 
ensure not only an adequate legal framework 
but also suitable infrastructures69. 

Furthermore, negative effects on the 
provision of public services can be produced 
in the case of databases of “poor quality”, i.e. 
characterized by discriminatory bias, such as 
those relating to sex or gender stereotypes. 
This is the case, for example, of databases in 
which some groups are under or over-
represented, with the result that their presence 
is set aside or exaggeratedly emphasized. In 
these cases, an unrefined and uncritical use of 
historical or contemporary data, especially 
when it comes to machine learning systems, 
can give rise to or can perpetuate 
discrimination70. The biais in databases could 
in fact unintentionally be reflected in the 
services provided, which would therefore 
violate the principles of equality and non-
discrimination. In order to prevent this, it 
appears necessary to ensure that human can 
intervene to change any contested decision 
and, in general, that the public administration 
checks the results produced by algorithmic 
systems in order to repair any illegitimate 
discrimination. This is obviously a delicate 
operation, that requires considerable means 
and resources which the administration is 
often unable to employ71, but that is 

 
69 G. Pesce, Digital First, 138. 
70 Council of Europe, Ad Hoc Committee on Artificial 
Intelligence (CAHAI), Policy Development Group, 
CAHAI-PDG(2021)03, 13. 
71 B. Barraud, L’algorithmisation de l’administration, 
para. 17. The Author also draws attention to the fact that 
if on the one hand citizens contribute to building new 
public services with their data by transmitting 
information on their movements, their health, and their 
family and professional life, on the other hand such data 
must be protected against unwanted or not accepted 
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when it comes to public activity, the principle 
of transparency and the related accountability 
principle cannot be entirely sacrificed by 
completely replacing human activity with that 
of AI. 

Having said all this, solutions must be 
found that are able to guarantee the reliability 
and legitimacy of the use of new technologies 
in the public sector, while ensuring that 
citizens have confidence in them. To this end, 
the adoption of suitable monitoring and audit 
mechanisms of the AI systems has been 
hypothesized. Furthermore, the establishment 
of a global, multi-sector and independent 
certification authority or agency with the task 
of validating ex ante and continuously 
checking the various applications of new 
technologies to public services, on the basis of 
security standards and global quality 
indicators, still missing today, has been urged. 
This measure would allow to correct any 
wrong algorithmic logic and the weight 
attributed to individual variables, also helping 
to build a long-lasting relationship of trust 
between public service providers and users62. 
Also, the establishment of an independent 
global arbitration authority that quickly and 
effectively assesses and resolves disputes 
between the subjects involved in public 
service AI systems (i.e. developers, regulators 
and users)63 has been proposed. This body 

 
dell’algoritmo tra diritto interno e diritto 
sovranazionale, in Giustamm.it, 2020, 9; A. Sola, 
L’automatizzazione dell’azione amministrativa, 10; 
D.U. Galetta, Algoritmi, procedimento amministrativo e 
garanzie: brevi riflessioni, anche alla luce degli ultimi 
arresti giurisprudenziali in materia, para. 4. In the same 
sense, the mentioned European Parliament Regulation 
of 21 April 2021 provides for an obligation of 
transparency and explanation of AI applications and for 
the necessary human intervention, as well as the 
adoption of measures such as independent audits to 
ensure compliance.  
62 Oxford Commission on AI & Good Governance, AI 
in the Public Service: From Principles to Practice, 
2021, 12. See also R. Cavallo Perin and I. Alberti, Atti e 
procedimenti amministrativi digitali, in R. Cavallo Perin 
and D.U.Galetta (ed.), Il diritto dell’Amministrazione 
pubblica digitale, Turin, Giappichelli, 2020, 146; V. 
Herold, Democratische Legitimation automatisiert 
erlassener Verwaltungsakte, Berlin, Duncker & 
Humblot Gmbh, 2020, 239. 
63 Oxford Commission on AI & Good Governance, AI 
in the Public Service: From Principles to Practice, 
2021, 9. In particular, this study believes that the 
independent arbitration authority should be approached, 
in a complementary way, by an international scientific 
body, also independent, which provides impartial 
evaluations to the former. The independent arbitration 
authority in turn would signal to the scientific body the 
need to carry out research on the issues and problems 

would be particularly appropriate given the 
fast pace of innovation, which does not allow 
to fully predict how the new AI tools will be 
used in the public sphere64. 

4. AI and the principles of public services  
Public services are governed by a series of 

“historical” principles and characteristics, 
identified by legislation, case law and sector 
authorities. In particular, the following 
characterize the provision of public services: 
the dutifulness, according to which public 
authorities are responsible for ensuring that 
the service is provided; equality and equal 
treatment, according to which users all have 
equal right of access to the service and to 
receive qualitatively equal services, for the 
same need; non-discrimination, according to 
which the service must be guaranteed to all 
without distinction of income, location, social 
class and individual conditions; universality, 
according to which the service must be made 
available to all end users at a set quality level 
and at an affordable price (affordability), 
regardless of the geographical location65. 

The use of AI in public administration and 
in particular in public services, oriented 

 
relating to the disputes raised before it. More 
specifically, the scientific body, to be designed on the 
model of the Intergovernmental Panel on Climate 
Change (IPCC), should carry out research on 
algorithmic audits, economic impacts, practical use 
cases and best policy practices, as well as disseminate 
the results of such research in order to inspire and 
coordinate the use of new AI systems to solve problems 
that require collective action. 
64 There are those who have hypothesized the institution 
of a specific regulatory authority in relation to AI in the 
public sector. This is the case, for example, of the 
Report of the English Committee on Standards in Public 
Life, Artificial Intelligence and Public Standards, 2020. 
However, after speculating on the institution of such an 
authority, the Committee suggests that the Center for 
Data Ethics and Innovation (CDEI) be given an 
independent legal basis to act as a central regulatory 
body, advising regulators and the government on how to 
address emerging AI issues in their respective fields 
(recommendation 4). This proposal would in fact allow 
the aforementioned regulatory authorities to continue to 
use their specific experience in the sector, also having 
an expert regulatory body focused only on AI. For this 
to work effectively, it is important that the regulatory 
guarantee body has sufficiently broad competences and 
powers. 
65 These are elements that are found, for example, at the 
basis of the notion of “service of general interest” (SGI) 
expressed in the Commission’s Green Paper of 21 May 
2003 on services of general interest, COM (2003) 270, 
and, indeed, founded on the principles of continuity, 
universality, accessibility of tariffs and of protection of 
consumers - users. On public services, see the first note 
of the second paragraph. 

 
  

AI and Public Services: a Challenging Relationship  
  

 

  
2021 Erdal, Volume 2, Issue 2 199 
 

St
ud

ia
 V

ar
ia

 

towards efficiency and a culture of results, can 
lead to interesting benefits and positive effects 
in relation to the aforementioned principles. 
For example, the satisfaction of the need for 
universality appears to be favored by the 
ability of algorithms to contrast the territorial 
and social divide within States and to break 
the isolation of certain populations, managing 
to provide them with public services more 
effectively, faster and in a more personalized 
way66. Furthermore, while the management of 
services by humans can generate more or less 
conscious and voluntary discrimination, AI, 
by allowing services to be customized and 
consequently to treat different situations in a 
different way, is able to allow greater 
implementation of the principle of substantive 
equality67.  

At the same time, the use of new 
technologies for the purpose of providing 
public services may instead raise significant 
problems in relation to their compliance with 
the aforementioned principles. For example, 
given that algorithmic processing allows to 
customize the public service and to better 
adapt administrative decisions to the 
specificities of each case, care must be taken 
to ensure that the principles of equality and 
universality are not in danger68. It is no small 
matter. In fact, although today AI, as seen, is a 
powerful tool capable of helping to improve 
the efficiency of public administration and 

 
66 In this sense B. Barraud, L’algorithmisation de 
l’administration, para. 8, in which it is noted, for 
example, that the Council of State (in the document 
Puissance publique et plateformes numériques: 
accompagner l’”ubérisation”, La documentation 
française, 2017), underlining how IT platforms are an 
opportunity to develop new public service activities, 
proposes that the General Commissioner for the 
Equality of Territories define a methodology aimed at 
taking into consideration the new possibilities offered 
by the aforementioned platforms in conceiving and 
implement policies to combat territorial inequalities and 
incentives for the development of territorial capacities. 
67 On AI and the principle of equality: A. Simoncini and 
S. Suweis, Il cambio di paradigma nell’intelligenza 
artificiale e il suo impatto sul diritto costituzionale, in 
Rivista di filosofia del diritto, vol. 1, 2019, 87; G. Resta, 
Governare l’innovazione tecnologica: decisioni 
algoritmiche, diritti digitali e principio di uguaglianza, 
in Politica del diritto, n. 2, 2019, 199; A. Celotto, Come 
regolare gli algoritmi. Il difficile bilanciamento fra 
scienza, etica e diritto, in Analisi giuridica 
dell’economia, issue 1, 2019, 47; P. Zuddas, 
Intelligenza artificiale e discriminazioni, in Liber 
amicorum per Pasquale Costanzo, 2020, in 
www.giurcost.org. 
68 On these issues B. Barraud, L’algorithmisation de 
l’administration, para. 24. 

public services, its use in this area cannot 
however result in a violation of the principles 
that govern them. 

There are many factors related to new 
technologies that can negatively affect the 
provision of public services and compliance 
with the principles relating to them. 

For example, an unevenly widespread 
connection on the territory risks generating 
inequalities and a consequent “digital 
fracture” between the well-connected fringes 
of the population and those that are poorly 
connected or not at all. On the contrary, the 
application of new technologies to public 
services, especially digital ones, must instead 
be accompanied by a (good) connection 
spread evenly. To this end, it is necessary to 
ensure not only an adequate legal framework 
but also suitable infrastructures69. 

Furthermore, negative effects on the 
provision of public services can be produced 
in the case of databases of “poor quality”, i.e. 
characterized by discriminatory bias, such as 
those relating to sex or gender stereotypes. 
This is the case, for example, of databases in 
which some groups are under or over-
represented, with the result that their presence 
is set aside or exaggeratedly emphasized. In 
these cases, an unrefined and uncritical use of 
historical or contemporary data, especially 
when it comes to machine learning systems, 
can give rise to or can perpetuate 
discrimination70. The biais in databases could 
in fact unintentionally be reflected in the 
services provided, which would therefore 
violate the principles of equality and non-
discrimination. In order to prevent this, it 
appears necessary to ensure that human can 
intervene to change any contested decision 
and, in general, that the public administration 
checks the results produced by algorithmic 
systems in order to repair any illegitimate 
discrimination. This is obviously a delicate 
operation, that requires considerable means 
and resources which the administration is 
often unable to employ71, but that is 

 
69 G. Pesce, Digital First, 138. 
70 Council of Europe, Ad Hoc Committee on Artificial 
Intelligence (CAHAI), Policy Development Group, 
CAHAI-PDG(2021)03, 13. 
71 B. Barraud, L’algorithmisation de l’administration, 
para. 17. The Author also draws attention to the fact that 
if on the one hand citizens contribute to building new 
public services with their data by transmitting 
information on their movements, their health, and their 
family and professional life, on the other hand such data 
must be protected against unwanted or not accepted 
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nevertheless necessary72. 
The aforementioned critical issues are of 

concern, as highlighted by several voices. For 
example, in the United Kingdom the 
Committee on Standards in Public Life 
expresses concern that the prevalence of data 
bias constitutes a threat to another principle 
that must govern public life, namely 
objectivity. To avoid the spread of 
discrimination in the public sector, in a recent 
report, the Committee requests that the 
application of anti-discrimination legislation 
to AI be clarified73. Furthermore, in Brazil a 
resolution of the Conselho Nacional de Justiça 
of 2020 underlines the importance of 
compatibility between fundamental rights and 
the development of AI and deems necessary to 
observe principles including equality and non-
discrimination74. 

In consideration of the foregoing, the many 
declarations, guidelines and codes of ethics 
drawn up by world experts from the world’s 
leading institutions and that propose  measures 
to regulate the use of AI in the public sector in 
order to ensure compliance with the 

 
reuse. For this reason, the algorithmic State must 
necessarily be held back by the right to protect personal 
data and the right to respect for private life (para. 16). 
72 F. Molinari, C. van Noordt, L. Vaccari, F. Pignatelli 
and L. Tangi, AI Watch. Beyond pilots: sustainable 
implementation of AI in public services, EUR 30868 
EN, Publications Office of the European Union, 
Luxembourg, 2021, especially 36. In this regard, it 
should be considered that the validity of the activities 
carried out by the AI systems directly depends on the 
quality of the data on which they are based. 
73 Committee on Standards in Public Life, Report on 
artificial intelligence and its impact on public 
standards, 2020, in www.gov.uk, in which a series of 
recommendations are proposed in order to better 
manage data bias in public services and to provide fair 
public services: (i) the Equality and Human Rights 
Commission should develop guidance in partnership 
with the Alan Turing Institute and the Centre for Data 
Ethics and Innovation (CDEI) on how public bodies 
should best comply with the Equality Act 2010 
(Recommendation 3); (ii) ensuring diversity within AI 
teams who are designing or developing products; (iii) 
public and private providers of public services should 
consciously tackle issues of bias and discrimination 
(Recommendation 10). 
74 Conselho Nacional de Justiça, Resolução nº 332/2020 
on the use of AI in the judicial power. In particular, this 
resolution deems it necessary to respect the principles of 
transparency, predictability, verifiability, impartiality, 
substantial justice, equality, non-discrimination, 
plurality, solidarity and justice and guarantees respect 
for fundamental rights in the development and use of 
AI. For example, to avoid discriminatory prejudices, the 
AI system, before being put into action, must be 
approved by human to identify any prejudices and 
generalizations. 

aforementioned principles can be positively 
welcomed75. 

5. The collaborative transformation in public 
services: tools, standards and 
simplification 
In carrying out relations between levels of 

government and above all relations between 
public powers and private subjects, there are 
many mechanisms which, thanks to the use of 
AI, can and must facilitate a process of 
collaborative transformation in the field of 
public services, avoiding a mere reproduction 
of a bureaucratic relationship in various more 
opaque and therefore less democratic forms. 

Not unlike what already happens in the 
private sector, specific algorithmic tools can 
allow for example, after users have assessed 
the quality of the individual services received, 
to mediate between these evaluative 
judgments and propose, even in real time, the 
necessary or appropriate measures to improve 
the services provided. In other words, giving 
rise to a continuous improvement in the 
understanding of users’ needs, these 
algorithmic systems implement a collaborative 
transformation of an improving type of the 
public services provided. This is an important 
effect, especially in the public sector, in 
particular considering that one of the knots 
that binds and entangles the administrative 
activity is the difficulty of making decisions 
that are able to satisfy the various subjects 
involved, public and private. 

Likewise, in the sense of a collaborative 
transformation in public services, quality 
standards, i.e. the minimum levels of quality 
that must be ensured to users by service 
providers, also cooperate. In particular, by 
forcing to review many of the existing 
standards and to improve the quality of the 
data and software used, AI allows the quality 
of services to be adapted to the new needs of 
citizens-users, transforming these services for 

 
75 For example see: N. Bublitz Camara, O uso da 
inteligência artificial no processo administrativo, 10, 
which mentions a manifesto of 2018 aimed at 
preventing AI advances from violating human rights; J. 
Berryhill, K.K. Heang, R. Clogher and K. McBride, 
Hello, World: Artificial Intelligence, 113, where, based 
on the awareness that if it is not possible to temper an 
AI bias it is difficult to justify its use in the public 
sector, to mitigate and monitor cognitive biases in 
algorithms, especially in the case of decisions made 
with deep learning black box system, it is proposed to 
create governance frameworks at the design stage that 
include a means of monitoring outcomes. 
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the better. This mechanism therefore appears 
to be able to bridge the large gap existing 
between the quality standards envisaged in the 
public sector and usually contained in the 
Service Charters and related documents, on 
the one hand, and the much higher quality 
standards adopted instead in the private sector, 
on the other. The foregoing is particularly 
relevant since, given that any algorithmic 
decision taken in the public sector should be 
subject to higher standards than those of the 
private sector as many citizens have no 
alternative to using the first, the objective of 
guaranteeing a certain level of quality of the 
services offered through the use of AI is 
relevant not only for the welfare of citizens 
but also for the purposes of democracy, since 
these are services affecting the exercise of 
other rights. 

Still in relation to standards, in the current 
framework these can have a significant impact 
in mitigating the challenges and maximizing 
the opportunities that AI offers when applied 
in the public sector for another reason as well. 
In particular, compliance with harmonized 
standards, for example within the European 
Union, but preferably globally, can generate a 
presumption of legitimacy of AI applications 
and services, producing, on the one hand, a 
high level of confidence in their compliance 
with the provisions of the legislation and, on 
the other hand, strong incentives to comply 
with the standards themselves. This is 
important not only when public service is 
provided by a public administration, but also, 
and even more so, when it is provided by a 
private subject. The provision of public 
services through the use of AI by private 
entities therefore poses significant challenges 
to support a certain level of standards, above 
all of quality and transparency. 

Having clarified that there may be 
advantages deriving from a certain level of 
standardization in public services, however, 
establishing standards in relation to AI in such 
services presents a certain complexity, both on 
an institutional and a structural level. This 
operation must in fact be carried out within an 
appropriate legal framework, using adequate 
resources and must be assisted by effective 
systems to resolve any disputes. In fact, the 
aforementioned confidence in the application 
of AI to the public sector in general, and to 
public services in particular, appears to be 
closely linked to the development of effective 

and solid standards, inconceivable, for 
example, in the absence of a suitable legal 
framework. The absence of this framework 
can in fact leave room for technical standards 
capable of facilitating prejudices and 
inequalities that are not corrected by any 
public intervention and therefore capable of 
exerting a negative impact on public life. 

The application of AI to public services 
can produce a simplification of procedures 
capable of transforming the aforementioned 
services, their quality and the relationship 
between service manager and user in a 
collaborative sense. In fact, simplifying 
involves systematically reducing and 
eliminating unnecessary intermediate steps 
and intermediaries. Through this process of 
“disintermediation”, the service manager and 
the end user get closer and closer, being able 
to establish a more collaborative relationship. 
Furthermore, by combining the technological 
innovation process of public administration 
with an overall simplification in a 
collaborative sense of both the regulatory and 
procedural context, the further positive effect 
of reducing bureaucratic burdens and 
constraints, which on the one hand undermine 
the relationship of trust between public 
administration and citizens and, on the other 
hand, slow down the realization and 
productivity of public investments, is 
produced. 

In terms of simplification it is important to 
mention the so-called principle “once only”, 
according to which the citizen must be able to 
provide his or her information to public 
administration only once, and the latter, 
consequently, must not ask the citizen for 
documents it already possesses, allowing both 
public administration itself and the citizen to 
save time and money76. To this end, it is 

 
76 The “once only” originates from EU Regulation on 
the single digital gateway, aimed at simplifying and 
improving the effectiveness of interactions with public 
administrations of different Member States for citizens 
and businesses, also avoiding duplication (total or 
partial) for the same information: Regulation (EU) 
2018/1724 of the European Parliament and of the 
Council of 2 October 2018 establishing a single digital 
gateway to provide access to information, to procedures 
and to assistance and problem-solving services and 
amending Regulation (EU) No 1024/2012 and, in 
particular, recitals 12 ff., 40, 55, 63, 72, and art. 14, 
para. 2. See: D.U. Galetta, Transizione digitale e diritto 
ad una buona amministrazione: fra prospettive aperte 
per le Pubbliche Amministrazioni dal PNRR e problemi 
ancora da affrontare, in Federalismi.it, n. 7, 2022, para. 
5. 
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nevertheless necessary72. 
The aforementioned critical issues are of 

concern, as highlighted by several voices. For 
example, in the United Kingdom the 
Committee on Standards in Public Life 
expresses concern that the prevalence of data 
bias constitutes a threat to another principle 
that must govern public life, namely 
objectivity. To avoid the spread of 
discrimination in the public sector, in a recent 
report, the Committee requests that the 
application of anti-discrimination legislation 
to AI be clarified73. Furthermore, in Brazil a 
resolution of the Conselho Nacional de Justiça 
of 2020 underlines the importance of 
compatibility between fundamental rights and 
the development of AI and deems necessary to 
observe principles including equality and non-
discrimination74. 

In consideration of the foregoing, the many 
declarations, guidelines and codes of ethics 
drawn up by world experts from the world’s 
leading institutions and that propose  measures 
to regulate the use of AI in the public sector in 
order to ensure compliance with the 

 
reuse. For this reason, the algorithmic State must 
necessarily be held back by the right to protect personal 
data and the right to respect for private life (para. 16). 
72 F. Molinari, C. van Noordt, L. Vaccari, F. Pignatelli 
and L. Tangi, AI Watch. Beyond pilots: sustainable 
implementation of AI in public services, EUR 30868 
EN, Publications Office of the European Union, 
Luxembourg, 2021, especially 36. In this regard, it 
should be considered that the validity of the activities 
carried out by the AI systems directly depends on the 
quality of the data on which they are based. 
73 Committee on Standards in Public Life, Report on 
artificial intelligence and its impact on public 
standards, 2020, in www.gov.uk, in which a series of 
recommendations are proposed in order to better 
manage data bias in public services and to provide fair 
public services: (i) the Equality and Human Rights 
Commission should develop guidance in partnership 
with the Alan Turing Institute and the Centre for Data 
Ethics and Innovation (CDEI) on how public bodies 
should best comply with the Equality Act 2010 
(Recommendation 3); (ii) ensuring diversity within AI 
teams who are designing or developing products; (iii) 
public and private providers of public services should 
consciously tackle issues of bias and discrimination 
(Recommendation 10). 
74 Conselho Nacional de Justiça, Resolução nº 332/2020 
on the use of AI in the judicial power. In particular, this 
resolution deems it necessary to respect the principles of 
transparency, predictability, verifiability, impartiality, 
substantial justice, equality, non-discrimination, 
plurality, solidarity and justice and guarantees respect 
for fundamental rights in the development and use of 
AI. For example, to avoid discriminatory prejudices, the 
AI system, before being put into action, must be 
approved by human to identify any prejudices and 
generalizations. 

aforementioned principles can be positively 
welcomed75. 

5. The collaborative transformation in public 
services: tools, standards and 
simplification 
In carrying out relations between levels of 

government and above all relations between 
public powers and private subjects, there are 
many mechanisms which, thanks to the use of 
AI, can and must facilitate a process of 
collaborative transformation in the field of 
public services, avoiding a mere reproduction 
of a bureaucratic relationship in various more 
opaque and therefore less democratic forms. 

Not unlike what already happens in the 
private sector, specific algorithmic tools can 
allow for example, after users have assessed 
the quality of the individual services received, 
to mediate between these evaluative 
judgments and propose, even in real time, the 
necessary or appropriate measures to improve 
the services provided. In other words, giving 
rise to a continuous improvement in the 
understanding of users’ needs, these 
algorithmic systems implement a collaborative 
transformation of an improving type of the 
public services provided. This is an important 
effect, especially in the public sector, in 
particular considering that one of the knots 
that binds and entangles the administrative 
activity is the difficulty of making decisions 
that are able to satisfy the various subjects 
involved, public and private. 

Likewise, in the sense of a collaborative 
transformation in public services, quality 
standards, i.e. the minimum levels of quality 
that must be ensured to users by service 
providers, also cooperate. In particular, by 
forcing to review many of the existing 
standards and to improve the quality of the 
data and software used, AI allows the quality 
of services to be adapted to the new needs of 
citizens-users, transforming these services for 

 
75 For example see: N. Bublitz Camara, O uso da 
inteligência artificial no processo administrativo, 10, 
which mentions a manifesto of 2018 aimed at 
preventing AI advances from violating human rights; J. 
Berryhill, K.K. Heang, R. Clogher and K. McBride, 
Hello, World: Artificial Intelligence, 113, where, based 
on the awareness that if it is not possible to temper an 
AI bias it is difficult to justify its use in the public 
sector, to mitigate and monitor cognitive biases in 
algorithms, especially in the case of decisions made 
with deep learning black box system, it is proposed to 
create governance frameworks at the design stage that 
include a means of monitoring outcomes. 
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the better. This mechanism therefore appears 
to be able to bridge the large gap existing 
between the quality standards envisaged in the 
public sector and usually contained in the 
Service Charters and related documents, on 
the one hand, and the much higher quality 
standards adopted instead in the private sector, 
on the other. The foregoing is particularly 
relevant since, given that any algorithmic 
decision taken in the public sector should be 
subject to higher standards than those of the 
private sector as many citizens have no 
alternative to using the first, the objective of 
guaranteeing a certain level of quality of the 
services offered through the use of AI is 
relevant not only for the welfare of citizens 
but also for the purposes of democracy, since 
these are services affecting the exercise of 
other rights. 

Still in relation to standards, in the current 
framework these can have a significant impact 
in mitigating the challenges and maximizing 
the opportunities that AI offers when applied 
in the public sector for another reason as well. 
In particular, compliance with harmonized 
standards, for example within the European 
Union, but preferably globally, can generate a 
presumption of legitimacy of AI applications 
and services, producing, on the one hand, a 
high level of confidence in their compliance 
with the provisions of the legislation and, on 
the other hand, strong incentives to comply 
with the standards themselves. This is 
important not only when public service is 
provided by a public administration, but also, 
and even more so, when it is provided by a 
private subject. The provision of public 
services through the use of AI by private 
entities therefore poses significant challenges 
to support a certain level of standards, above 
all of quality and transparency. 

Having clarified that there may be 
advantages deriving from a certain level of 
standardization in public services, however, 
establishing standards in relation to AI in such 
services presents a certain complexity, both on 
an institutional and a structural level. This 
operation must in fact be carried out within an 
appropriate legal framework, using adequate 
resources and must be assisted by effective 
systems to resolve any disputes. In fact, the 
aforementioned confidence in the application 
of AI to the public sector in general, and to 
public services in particular, appears to be 
closely linked to the development of effective 

and solid standards, inconceivable, for 
example, in the absence of a suitable legal 
framework. The absence of this framework 
can in fact leave room for technical standards 
capable of facilitating prejudices and 
inequalities that are not corrected by any 
public intervention and therefore capable of 
exerting a negative impact on public life. 

The application of AI to public services 
can produce a simplification of procedures 
capable of transforming the aforementioned 
services, their quality and the relationship 
between service manager and user in a 
collaborative sense. In fact, simplifying 
involves systematically reducing and 
eliminating unnecessary intermediate steps 
and intermediaries. Through this process of 
“disintermediation”, the service manager and 
the end user get closer and closer, being able 
to establish a more collaborative relationship. 
Furthermore, by combining the technological 
innovation process of public administration 
with an overall simplification in a 
collaborative sense of both the regulatory and 
procedural context, the further positive effect 
of reducing bureaucratic burdens and 
constraints, which on the one hand undermine 
the relationship of trust between public 
administration and citizens and, on the other 
hand, slow down the realization and 
productivity of public investments, is 
produced. 

In terms of simplification it is important to 
mention the so-called principle “once only”, 
according to which the citizen must be able to 
provide his or her information to public 
administration only once, and the latter, 
consequently, must not ask the citizen for 
documents it already possesses, allowing both 
public administration itself and the citizen to 
save time and money76. To this end, it is 

 
76 The “once only” originates from EU Regulation on 
the single digital gateway, aimed at simplifying and 
improving the effectiveness of interactions with public 
administrations of different Member States for citizens 
and businesses, also avoiding duplication (total or 
partial) for the same information: Regulation (EU) 
2018/1724 of the European Parliament and of the 
Council of 2 October 2018 establishing a single digital 
gateway to provide access to information, to procedures 
and to assistance and problem-solving services and 
amending Regulation (EU) No 1024/2012 and, in 
particular, recitals 12 ff., 40, 55, 63, 72, and art. 14, 
para. 2. See: D.U. Galetta, Transizione digitale e diritto 
ad una buona amministrazione: fra prospettive aperte 
per le Pubbliche Amministrazioni dal PNRR e problemi 
ancora da affrontare, in Federalismi.it, n. 7, 2022, para. 
5. 
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nevertheless necessary72. 
The aforementioned critical issues are of 

concern, as highlighted by several voices. For 
example, in the United Kingdom the 
Committee on Standards in Public Life 
expresses concern that the prevalence of data 
bias constitutes a threat to another principle 
that must govern public life, namely 
objectivity. To avoid the spread of 
discrimination in the public sector, in a recent 
report, the Committee requests that the 
application of anti-discrimination legislation 
to AI be clarified73. Furthermore, in Brazil a 
resolution of the Conselho Nacional de Justiça 
of 2020 underlines the importance of 
compatibility between fundamental rights and 
the development of AI and deems necessary to 
observe principles including equality and non-
discrimination74. 

In consideration of the foregoing, the many 
declarations, guidelines and codes of ethics 
drawn up by world experts from the world’s 
leading institutions and that propose  measures 
to regulate the use of AI in the public sector in 
order to ensure compliance with the 

 
reuse. For this reason, the algorithmic State must 
necessarily be held back by the right to protect personal 
data and the right to respect for private life (para. 16). 
72 F. Molinari, C. van Noordt, L. Vaccari, F. Pignatelli 
and L. Tangi, AI Watch. Beyond pilots: sustainable 
implementation of AI in public services, EUR 30868 
EN, Publications Office of the European Union, 
Luxembourg, 2021, especially 36. In this regard, it 
should be considered that the validity of the activities 
carried out by the AI systems directly depends on the 
quality of the data on which they are based. 
73 Committee on Standards in Public Life, Report on 
artificial intelligence and its impact on public 
standards, 2020, in www.gov.uk, in which a series of 
recommendations are proposed in order to better 
manage data bias in public services and to provide fair 
public services: (i) the Equality and Human Rights 
Commission should develop guidance in partnership 
with the Alan Turing Institute and the Centre for Data 
Ethics and Innovation (CDEI) on how public bodies 
should best comply with the Equality Act 2010 
(Recommendation 3); (ii) ensuring diversity within AI 
teams who are designing or developing products; (iii) 
public and private providers of public services should 
consciously tackle issues of bias and discrimination 
(Recommendation 10). 
74 Conselho Nacional de Justiça, Resolução nº 332/2020 
on the use of AI in the judicial power. In particular, this 
resolution deems it necessary to respect the principles of 
transparency, predictability, verifiability, impartiality, 
substantial justice, equality, non-discrimination, 
plurality, solidarity and justice and guarantees respect 
for fundamental rights in the development and use of 
AI. For example, to avoid discriminatory prejudices, the 
AI system, before being put into action, must be 
approved by human to identify any prejudices and 
generalizations. 

aforementioned principles can be positively 
welcomed75. 

5. The collaborative transformation in public 
services: tools, standards and 
simplification 
In carrying out relations between levels of 

government and above all relations between 
public powers and private subjects, there are 
many mechanisms which, thanks to the use of 
AI, can and must facilitate a process of 
collaborative transformation in the field of 
public services, avoiding a mere reproduction 
of a bureaucratic relationship in various more 
opaque and therefore less democratic forms. 

Not unlike what already happens in the 
private sector, specific algorithmic tools can 
allow for example, after users have assessed 
the quality of the individual services received, 
to mediate between these evaluative 
judgments and propose, even in real time, the 
necessary or appropriate measures to improve 
the services provided. In other words, giving 
rise to a continuous improvement in the 
understanding of users’ needs, these 
algorithmic systems implement a collaborative 
transformation of an improving type of the 
public services provided. This is an important 
effect, especially in the public sector, in 
particular considering that one of the knots 
that binds and entangles the administrative 
activity is the difficulty of making decisions 
that are able to satisfy the various subjects 
involved, public and private. 

Likewise, in the sense of a collaborative 
transformation in public services, quality 
standards, i.e. the minimum levels of quality 
that must be ensured to users by service 
providers, also cooperate. In particular, by 
forcing to review many of the existing 
standards and to improve the quality of the 
data and software used, AI allows the quality 
of services to be adapted to the new needs of 
citizens-users, transforming these services for 

 
75 For example see: N. Bublitz Camara, O uso da 
inteligência artificial no processo administrativo, 10, 
which mentions a manifesto of 2018 aimed at 
preventing AI advances from violating human rights; J. 
Berryhill, K.K. Heang, R. Clogher and K. McBride, 
Hello, World: Artificial Intelligence, 113, where, based 
on the awareness that if it is not possible to temper an 
AI bias it is difficult to justify its use in the public 
sector, to mitigate and monitor cognitive biases in 
algorithms, especially in the case of decisions made 
with deep learning black box system, it is proposed to 
create governance frameworks at the design stage that 
include a means of monitoring outcomes. 
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the better. This mechanism therefore appears 
to be able to bridge the large gap existing 
between the quality standards envisaged in the 
public sector and usually contained in the 
Service Charters and related documents, on 
the one hand, and the much higher quality 
standards adopted instead in the private sector, 
on the other. The foregoing is particularly 
relevant since, given that any algorithmic 
decision taken in the public sector should be 
subject to higher standards than those of the 
private sector as many citizens have no 
alternative to using the first, the objective of 
guaranteeing a certain level of quality of the 
services offered through the use of AI is 
relevant not only for the welfare of citizens 
but also for the purposes of democracy, since 
these are services affecting the exercise of 
other rights. 

Still in relation to standards, in the current 
framework these can have a significant impact 
in mitigating the challenges and maximizing 
the opportunities that AI offers when applied 
in the public sector for another reason as well. 
In particular, compliance with harmonized 
standards, for example within the European 
Union, but preferably globally, can generate a 
presumption of legitimacy of AI applications 
and services, producing, on the one hand, a 
high level of confidence in their compliance 
with the provisions of the legislation and, on 
the other hand, strong incentives to comply 
with the standards themselves. This is 
important not only when public service is 
provided by a public administration, but also, 
and even more so, when it is provided by a 
private subject. The provision of public 
services through the use of AI by private 
entities therefore poses significant challenges 
to support a certain level of standards, above 
all of quality and transparency. 

Having clarified that there may be 
advantages deriving from a certain level of 
standardization in public services, however, 
establishing standards in relation to AI in such 
services presents a certain complexity, both on 
an institutional and a structural level. This 
operation must in fact be carried out within an 
appropriate legal framework, using adequate 
resources and must be assisted by effective 
systems to resolve any disputes. In fact, the 
aforementioned confidence in the application 
of AI to the public sector in general, and to 
public services in particular, appears to be 
closely linked to the development of effective 

and solid standards, inconceivable, for 
example, in the absence of a suitable legal 
framework. The absence of this framework 
can in fact leave room for technical standards 
capable of facilitating prejudices and 
inequalities that are not corrected by any 
public intervention and therefore capable of 
exerting a negative impact on public life. 

The application of AI to public services 
can produce a simplification of procedures 
capable of transforming the aforementioned 
services, their quality and the relationship 
between service manager and user in a 
collaborative sense. In fact, simplifying 
involves systematically reducing and 
eliminating unnecessary intermediate steps 
and intermediaries. Through this process of 
“disintermediation”, the service manager and 
the end user get closer and closer, being able 
to establish a more collaborative relationship. 
Furthermore, by combining the technological 
innovation process of public administration 
with an overall simplification in a 
collaborative sense of both the regulatory and 
procedural context, the further positive effect 
of reducing bureaucratic burdens and 
constraints, which on the one hand undermine 
the relationship of trust between public 
administration and citizens and, on the other 
hand, slow down the realization and 
productivity of public investments, is 
produced. 

In terms of simplification it is important to 
mention the so-called principle “once only”, 
according to which the citizen must be able to 
provide his or her information to public 
administration only once, and the latter, 
consequently, must not ask the citizen for 
documents it already possesses, allowing both 
public administration itself and the citizen to 
save time and money76. To this end, it is 

 
76 The “once only” originates from EU Regulation on 
the single digital gateway, aimed at simplifying and 
improving the effectiveness of interactions with public 
administrations of different Member States for citizens 
and businesses, also avoiding duplication (total or 
partial) for the same information: Regulation (EU) 
2018/1724 of the European Parliament and of the 
Council of 2 October 2018 establishing a single digital 
gateway to provide access to information, to procedures 
and to assistance and problem-solving services and 
amending Regulation (EU) No 1024/2012 and, in 
particular, recitals 12 ff., 40, 55, 63, 72, and art. 14, 
para. 2. See: D.U. Galetta, Transizione digitale e diritto 
ad una buona amministrazione: fra prospettive aperte 
per le Pubbliche Amministrazioni dal PNRR e problemi 
ancora da affrontare, in Federalismi.it, n. 7, 2022, para. 
5. 
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necessary to create effective interoperability 
between the databases of the various entities, 
that is, to ensure that they establish a constant 
dialogue with each other, which until now was 
usually not very successful77. The 
simplification process described must be 
carried out consistently at all levels of 
government, creating digital tools that act as a 
unitary communication channel between 
citizens and public administrations, thereby 
increasing the efficiency and quality of public 
services78. In particular, it is necessary to 
develop a system of enabling platforms that 
make it possible to achieve the objective of 
once-only communication by ensuring 
extraordinary bureaucratic simplification and 
an open and transparent dialogue between 
citizens and entrepreneurs on the one side and 
public administration on the other. 

The simplification of access to digital 
services of public administration also 
converges towards the aim of improving the 
relationship between public administration 
and citizens-users in a collaborative sense, and 
consequently of improving the quality and 
efficiency of the services provided. In 
particular, this is facilitated by extending the 
possibility for citizens to use services through 
their digital identity, also in relation to 
services provided by public service 
concessionaires and publicly controlled 
companies79. 

6. Concluding considerations 
The use of AI in the public sector is an 

expanding reality80 and a need at a global 
 

77 This is the case, for example, of Italy, where, 
according to the survey “Digitalizzazione e 
interoperabilità delle banche dati fiscali” (“Digitization 
and interoperability of tax databases”), approved by the 
Parliamentary Supervisory Commission On The Tax 
Registry, 2022, the “once only” principle was at the 
time largely disregarded, despite repeated attempts by 
the legislator to impose its application. 
78 Report of the V Budget Commission of the Italian 
Chamber of Deputies on the identification of priorities 
in the use of the Recovery Fund (Doc. XVI, no. 4), 12 
October 2020, 24, containing the addresses relating to 
the “Digitization of the PA”. 
79 The principle of digital first, which in the Italian legal 
system is governed by art. 1, para. 1, lett. b), Law 7 
August 2015, No. 124, establishes that it is necessary 
“to redefine and simplify administrative procedures, in 
relation to the needs of speed, certainty of timing and 
transparency towards citizens and businesses, through a 
discipline based on their digitization and for the full 
realization of the principle ‘digital first’, as well as the 
organization and internal procedures of each 
administration” (unofficial translation). 
80 As regards Italy, for example, the mentioned 

level now: it is capable of allowing the 
administration to provide public services of 
higher quality and improve their efficiency, 
helping to heal some of the “diseases” 
affecting public administration, public 
services and the public sector in general. In 
fact, new technologies allow automation and 
therefore the speeding up of routine 
government and administrative processes and 
decision-making, greater coordination and 
closer cooperation both between levels of 
government and between public and private 
subjects, as well as greater savings in 
resources. The use of AI therefore shows 
(also) in the public sector that it has great 
potential, made even more evident and crucial 
in emergency contexts such as the pandemic 
one, envisaging the establishment of a new 
normal. 

Alongside undoubted benefits and 
considerable opportunities, in designing a new 
normality, the use of new technologies in the 
public sector however also presents certain 
risks and limitations, also evidenced by an 
implementation path that is not yet 
satisfactory81. In fact, it is necessary to 
consider the implications of AI on the 
principles that govern administrative activity 
and public services, as well as on the defense 
and promotion of fundamental rights and of 
the rights of the community with respect to 
institutions. These are risks that should not be 
underestimated. In fact, new technologies are 
capable of having an impact on society such 
as to jeopardize the democratic values and 
human rights on which it is founded. In this 
context, it is also necessary to keep in mind 
the difficulties related to the wide range of 
interests involved and that do not always 
converge, such as those of citizens, 
businesses, programmers and society as a 
whole. 

The reflections proposed in this study 
regarding the algorithmization of public 
administration, and in particular the 

 
European Commission Country Report of February 
2020 recorded progress in increasing the efficiency and 
digitization of public administration, and in particular in 
the offer of digital public services for citizens and for 
businesses. 
81 Oxford Commission on AI & Good Governance, AI 
in the Public Service: From Principles to Practice, 
2021, 2, in which it is highlighted that, despite the many 
projects in which the use of AI is foreseen, it often 
struggles to find a complete and satisfactory 
implementation, often producing disappointing and 
worrying results. 
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introduction of AI in public services, are 
certainly only a starting point. The 
phenomenon object of this investigation is 
destined to fuel new debates and conflicts, 
both in doctrine and in jurisprudence, aimed at 
determining to what extent this phenomenon 
can spread and is acceptable. The present and 
future investigation aimed at answering this 
question takes complex forms that are in part 
certainly not known and unforeseeable. On the 
other hand, the relative boundaries are clear 
and cannot be crossed and sacrificed. These 
include the aforementioned major principles 
governing public services. Although a 
rethinking of classical schemes is necessary to 
a certain extent, the transformation and 
innovation process currently underway and 
destined to persist cannot in fact ignore the 
aforementioned principles and the pursuit of 
public interest goals. These principles are 
essential reference parameters also in the new 
normal that is forming so that the system of 
guarantees on which administrative law and 
today’s democratic systems are based remains 
intact. Precisely for this reason it appears 
essential to look for tools in administrative 
law that can allow new technologies to result 
in more efficient public services, at the same 
time reconciling the use of them with the 
values of the legal system and safeguarding 
people’s rights and guarantees. 
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necessary to create effective interoperability 
between the databases of the various entities, 
that is, to ensure that they establish a constant 
dialogue with each other, which until now was 
usually not very successful77. The 
simplification process described must be 
carried out consistently at all levels of 
government, creating digital tools that act as a 
unitary communication channel between 
citizens and public administrations, thereby 
increasing the efficiency and quality of public 
services78. In particular, it is necessary to 
develop a system of enabling platforms that 
make it possible to achieve the objective of 
once-only communication by ensuring 
extraordinary bureaucratic simplification and 
an open and transparent dialogue between 
citizens and entrepreneurs on the one side and 
public administration on the other. 

The simplification of access to digital 
services of public administration also 
converges towards the aim of improving the 
relationship between public administration 
and citizens-users in a collaborative sense, and 
consequently of improving the quality and 
efficiency of the services provided. In 
particular, this is facilitated by extending the 
possibility for citizens to use services through 
their digital identity, also in relation to 
services provided by public service 
concessionaires and publicly controlled 
companies79. 

6. Concluding considerations 
The use of AI in the public sector is an 

expanding reality80 and a need at a global 
 

77 This is the case, for example, of Italy, where, 
according to the survey “Digitalizzazione e 
interoperabilità delle banche dati fiscali” (“Digitization 
and interoperability of tax databases”), approved by the 
Parliamentary Supervisory Commission On The Tax 
Registry, 2022, the “once only” principle was at the 
time largely disregarded, despite repeated attempts by 
the legislator to impose its application. 
78 Report of the V Budget Commission of the Italian 
Chamber of Deputies on the identification of priorities 
in the use of the Recovery Fund (Doc. XVI, no. 4), 12 
October 2020, 24, containing the addresses relating to 
the “Digitization of the PA”. 
79 The principle of digital first, which in the Italian legal 
system is governed by art. 1, para. 1, lett. b), Law 7 
August 2015, No. 124, establishes that it is necessary 
“to redefine and simplify administrative procedures, in 
relation to the needs of speed, certainty of timing and 
transparency towards citizens and businesses, through a 
discipline based on their digitization and for the full 
realization of the principle ‘digital first’, as well as the 
organization and internal procedures of each 
administration” (unofficial translation). 
80 As regards Italy, for example, the mentioned 

level now: it is capable of allowing the 
administration to provide public services of 
higher quality and improve their efficiency, 
helping to heal some of the “diseases” 
affecting public administration, public 
services and the public sector in general. In 
fact, new technologies allow automation and 
therefore the speeding up of routine 
government and administrative processes and 
decision-making, greater coordination and 
closer cooperation both between levels of 
government and between public and private 
subjects, as well as greater savings in 
resources. The use of AI therefore shows 
(also) in the public sector that it has great 
potential, made even more evident and crucial 
in emergency contexts such as the pandemic 
one, envisaging the establishment of a new 
normal. 

Alongside undoubted benefits and 
considerable opportunities, in designing a new 
normality, the use of new technologies in the 
public sector however also presents certain 
risks and limitations, also evidenced by an 
implementation path that is not yet 
satisfactory81. In fact, it is necessary to 
consider the implications of AI on the 
principles that govern administrative activity 
and public services, as well as on the defense 
and promotion of fundamental rights and of 
the rights of the community with respect to 
institutions. These are risks that should not be 
underestimated. In fact, new technologies are 
capable of having an impact on society such 
as to jeopardize the democratic values and 
human rights on which it is founded. In this 
context, it is also necessary to keep in mind 
the difficulties related to the wide range of 
interests involved and that do not always 
converge, such as those of citizens, 
businesses, programmers and society as a 
whole. 

The reflections proposed in this study 
regarding the algorithmization of public 
administration, and in particular the 

 
European Commission Country Report of February 
2020 recorded progress in increasing the efficiency and 
digitization of public administration, and in particular in 
the offer of digital public services for citizens and for 
businesses. 
81 Oxford Commission on AI & Good Governance, AI 
in the Public Service: From Principles to Practice, 
2021, 2, in which it is highlighted that, despite the many 
projects in which the use of AI is foreseen, it often 
struggles to find a complete and satisfactory 
implementation, often producing disappointing and 
worrying results. 
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introduction of AI in public services, are 
certainly only a starting point. The 
phenomenon object of this investigation is 
destined to fuel new debates and conflicts, 
both in doctrine and in jurisprudence, aimed at 
determining to what extent this phenomenon 
can spread and is acceptable. The present and 
future investigation aimed at answering this 
question takes complex forms that are in part 
certainly not known and unforeseeable. On the 
other hand, the relative boundaries are clear 
and cannot be crossed and sacrificed. These 
include the aforementioned major principles 
governing public services. Although a 
rethinking of classical schemes is necessary to 
a certain extent, the transformation and 
innovation process currently underway and 
destined to persist cannot in fact ignore the 
aforementioned principles and the pursuit of 
public interest goals. These principles are 
essential reference parameters also in the new 
normal that is forming so that the system of 
guarantees on which administrative law and 
today’s democratic systems are based remains 
intact. Precisely for this reason it appears 
essential to look for tools in administrative 
law that can allow new technologies to result 
in more efficient public services, at the same 
time reconciling the use of them with the 
values of the legal system and safeguarding 
people’s rights and guarantees. 
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necessary to create effective interoperability 
between the databases of the various entities, 
that is, to ensure that they establish a constant 
dialogue with each other, which until now was 
usually not very successful77. The 
simplification process described must be 
carried out consistently at all levels of 
government, creating digital tools that act as a 
unitary communication channel between 
citizens and public administrations, thereby 
increasing the efficiency and quality of public 
services78. In particular, it is necessary to 
develop a system of enabling platforms that 
make it possible to achieve the objective of 
once-only communication by ensuring 
extraordinary bureaucratic simplification and 
an open and transparent dialogue between 
citizens and entrepreneurs on the one side and 
public administration on the other. 

The simplification of access to digital 
services of public administration also 
converges towards the aim of improving the 
relationship between public administration 
and citizens-users in a collaborative sense, and 
consequently of improving the quality and 
efficiency of the services provided. In 
particular, this is facilitated by extending the 
possibility for citizens to use services through 
their digital identity, also in relation to 
services provided by public service 
concessionaires and publicly controlled 
companies79. 

6. Concluding considerations 
The use of AI in the public sector is an 

expanding reality80 and a need at a global 
 

77 This is the case, for example, of Italy, where, 
according to the survey “Digitalizzazione e 
interoperabilità delle banche dati fiscali” (“Digitization 
and interoperability of tax databases”), approved by the 
Parliamentary Supervisory Commission On The Tax 
Registry, 2022, the “once only” principle was at the 
time largely disregarded, despite repeated attempts by 
the legislator to impose its application. 
78 Report of the V Budget Commission of the Italian 
Chamber of Deputies on the identification of priorities 
in the use of the Recovery Fund (Doc. XVI, no. 4), 12 
October 2020, 24, containing the addresses relating to 
the “Digitization of the PA”. 
79 The principle of digital first, which in the Italian legal 
system is governed by art. 1, para. 1, lett. b), Law 7 
August 2015, No. 124, establishes that it is necessary 
“to redefine and simplify administrative procedures, in 
relation to the needs of speed, certainty of timing and 
transparency towards citizens and businesses, through a 
discipline based on their digitization and for the full 
realization of the principle ‘digital first’, as well as the 
organization and internal procedures of each 
administration” (unofficial translation). 
80 As regards Italy, for example, the mentioned 

level now: it is capable of allowing the 
administration to provide public services of 
higher quality and improve their efficiency, 
helping to heal some of the “diseases” 
affecting public administration, public 
services and the public sector in general. In 
fact, new technologies allow automation and 
therefore the speeding up of routine 
government and administrative processes and 
decision-making, greater coordination and 
closer cooperation both between levels of 
government and between public and private 
subjects, as well as greater savings in 
resources. The use of AI therefore shows 
(also) in the public sector that it has great 
potential, made even more evident and crucial 
in emergency contexts such as the pandemic 
one, envisaging the establishment of a new 
normal. 

Alongside undoubted benefits and 
considerable opportunities, in designing a new 
normality, the use of new technologies in the 
public sector however also presents certain 
risks and limitations, also evidenced by an 
implementation path that is not yet 
satisfactory81. In fact, it is necessary to 
consider the implications of AI on the 
principles that govern administrative activity 
and public services, as well as on the defense 
and promotion of fundamental rights and of 
the rights of the community with respect to 
institutions. These are risks that should not be 
underestimated. In fact, new technologies are 
capable of having an impact on society such 
as to jeopardize the democratic values and 
human rights on which it is founded. In this 
context, it is also necessary to keep in mind 
the difficulties related to the wide range of 
interests involved and that do not always 
converge, such as those of citizens, 
businesses, programmers and society as a 
whole. 

The reflections proposed in this study 
regarding the algorithmization of public 
administration, and in particular the 

 
European Commission Country Report of February 
2020 recorded progress in increasing the efficiency and 
digitization of public administration, and in particular in 
the offer of digital public services for citizens and for 
businesses. 
81 Oxford Commission on AI & Good Governance, AI 
in the Public Service: From Principles to Practice, 
2021, 2, in which it is highlighted that, despite the many 
projects in which the use of AI is foreseen, it often 
struggles to find a complete and satisfactory 
implementation, often producing disappointing and 
worrying results. 
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introduction of AI in public services, are 
certainly only a starting point. The 
phenomenon object of this investigation is 
destined to fuel new debates and conflicts, 
both in doctrine and in jurisprudence, aimed at 
determining to what extent this phenomenon 
can spread and is acceptable. The present and 
future investigation aimed at answering this 
question takes complex forms that are in part 
certainly not known and unforeseeable. On the 
other hand, the relative boundaries are clear 
and cannot be crossed and sacrificed. These 
include the aforementioned major principles 
governing public services. Although a 
rethinking of classical schemes is necessary to 
a certain extent, the transformation and 
innovation process currently underway and 
destined to persist cannot in fact ignore the 
aforementioned principles and the pursuit of 
public interest goals. These principles are 
essential reference parameters also in the new 
normal that is forming so that the system of 
guarantees on which administrative law and 
today’s democratic systems are based remains 
intact. Precisely for this reason it appears 
essential to look for tools in administrative 
law that can allow new technologies to result 
in more efficient public services, at the same 
time reconciling the use of them with the 
values of the legal system and safeguarding 
people’s rights and guarantees. 
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Law and “Smart Videoprotection”: the 
French Case* 

Sabrina Hammoudi 
(Ph.D. Candidate in Public Law at University of Montpellier) 

French Data Protection Authority, Opinion n. 2020-136 of 17 December 2020  

Opinion on a draft decree about using “intelligent video” to measure the percentage of people 
wearing masks in transports. The draft decree allowing, over a one-year period and for statistical 
purposes, measurement by intelligent video devices of the rate of people wearing masks in public 
transports or public spaces assigned to such transports, has a determined, explicit, and legitimate 
purpose. The right for data subjects to object to such automatic processing can be excluded 
provided that they are informed about the exclusion. 

ABSTRACT The french data protection authority (FDPA) delivered its opinion – requested by the Minister for 
transports – on the draft decree implementing the use of “smart video” techniques to measure the “mask 
wearing” percentage in public transports. This case is an opportunity for the FDPA to monitor compliance to the 
GDPR of such devices and raises important questions about new technologies legal framework in times of 
health emergency. 

1. Introduction 
Early on, humans learned the importance 

of quantifying the world: access to knowledge 
through numbers allowed them to better 
understand their environment and evolve in 
accordance with it, to adapt, survive and grow 
as a species. This will upon world’s 
rationalization recently seems omnipresent1, 
driven by the proliferation of “smart”2 
technologies and the possibilities they hold. 
Confronted with the present health situation, 
as it was already the case with terrorist acts3, 
these technologies do not simply enable 
humans and institutions to obtain more 
knowledge but also to identify and protect 
themselves from defined dangers. We can 
therefore understand their proliferation, in 
France and Europe, in a political context 
embossed by the COVID-19 epidemic.  

In this time of exacerbated health control, 
 

* Article submitted to double-blind peer review. 
1 On this subject: A. Supiot, La gouvernance par les 
nombres, cours au Collège de France, Paris, Fayard, 
2015, 512; O. Rey, Quand le monde s’est fait nombre, 
Paris, Stock, 2016, 328.  
2 From Smartphone, to smart cities trough smart 
contracts and refrigerators, this adjective is now widely 
used. It seems relevant to note that this tendency is not 
new: N.D.R. Goddard, R.M.J. Kemp and R. Lane, An 
overview of smart technology, in Packaging Technology 
& Science, vol. 10, issue 3, 1997, 129-143.  
3 On this matter: Q. Eijkman, Counter-Terrorism, 
Technology and Transparency: Reconsidering State 
Accountability, in The International Centre for Counter-
Terrorism – The Hague 3, n. 1, 2012. 

on 17 December 2020, the FDPA issued an 
opinion on the draft decree relating to “the use 
of smart video to measure the rate of people 
wearing a mask in transport”. The publication 
took place in March 2021, at the same time as 
the publication of the decree. The decree of 10 
March 20214 allows operators and managers 
of collective passenger transport services and 
spaces assigned to these services (railway 
stations for example) to use the “video 
protection”5 systems authorized by the 
Internal Security Code6 to measure the rate of 
people wearing a mask in these various 
places.  

The video system in question “integrates a 
specific software processing allowing the real-
time analysis of the video stream”. It is also 
specified that the cameras are fixed, and 
that images are neither stored nor transmitted 
to third parties. In addition, these images are 
“instantly” transformed to be anonymized by 
blurring the people faces. A twenty-minute 

 
4 Decree n. 2021-269 on the use of smart video to 
measure the rate of people wearing a mask in transport, 
March 10 2021. 
5 Recent distinction, in French, between “video 
protection” and “video surveillance”; According to the 
FDPA website, video protection devices film “publics 
roads and public places: street, station, shopping center, 
shopping area, swimming pool etc.”, video surveillance 
devices film private places which are not open to the 
public: store’s reserve, warehouses, closed 
condominium etc. 
6 Internal security code, article L. 252-1. 
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actualization is implemented to assure that no 
one could be geolocated. The decree also 
explicitly provides for the non-application of 
the rights of access, rectify, erase and object to 
the automatic processing, as formulated by 
GDPR third section.  

The FDPA, referring to Data Protection 
Act article 87, had issued a positive opinion to 
the draft decree, subject to certain information 
that were added to the final decree writing. 
Several issues punctuate the authority’s 
reasoning: is it a question of biometric data? Is 
the draft decree GDPR compliant? More 
broadly, this seemingly anecdotal case leads 
us to reflect on the legal status of smart video 
devices and highlights the shortcomings of a 
regime that still deserves to be improved.  

2. Absence of biometric data processing  
First, the FDPA begins by clearly stating 

that the video device in question is 
not “intended to process biometric data”. By 
doing so, the authority expressly clarifies that 
the data in question cannot be included in the 
qualification of “sensitive data” and thus do 
not comply with the stricter regime of GDPR 
article 9. It “takes note that the purpose of 
these device is not and cannot technically be, 
to identify individuals and is, therefore, not 
intended to process biometric data”. This 
functional reasoning is fully consistent with 
the definition of biometric data as recognized 
by the GDPR. In the present case, since the 
purpose is to identify the data subject, it is 
then possible to assert that the data in question 
is not biometric, especially since faces are 
instantly anonymized by the software. This 
solution is therefore not surprising and the 
GDPR itself states that “the processing of 
photographs should not systematically be 
considered to be processing of special 
categories of personal data as they are covered 
by the definition of biometric data only when 
processed through a specific technical means 
allowing the unique identification or 
authentication of a natural person”.  

It is interesting to note that the regime 

 
7 Data Protection Act, Law n. 78-17, 6 January 1978, 
relative à l’informatique, aux fichiers et aux liberté, 
article 8-4: “(The FDPA) keeps abreast of the evolution 
of information technologies and makes public, if 
necessary, its assessment of the consequences resulting 
from it for the exercise of the rights and freedoms […] 
As such, it shall be consulted on any draft law or decree 
[…] relating to the protection of personal data or the 
processing of such data”. 

applicable to sensitive data, referred to in 
GDPR article 9, is certainly stricter than the 
general regime applicable to personal data, but 
it nevertheless has an exception that could 
have been accepted in the present case if the 
biometric data qualification have been deemed 
relevant: the collection of biometric data is 
possible if there is a “superior public interest” 
justifying it8, however, that overriding interest 
is very close to that accepted by the FDPA, in 
the second part of its reasoning, and which 
will justify excluding the right of opposition 
of the persons concerned9. Thus, one can 
legitimately think that the FDPA would have 
approved the processing, even in the presence 
of biometric data.  

The FDPA’s clarification about the “non-
biometric” nature of the processed data has 
therefore little practical impact but is 
theoretically important: this case is an 
opportunity to highlight, as the FDPA had 
already done in the past, the existence of 
intelligent video systems potentially infringing 
on rights, without being facial recognition 
systems.  

Many systems, although based on video 
technologies, do not aim to recognize the data 
subjects (as in traditional video protection and 
facial recognition) but simply to detect risky 
situations. As Winston Maxwell 
points out: “Powered by CCTV footage, a 
system can generate an alert if it sees an 
inanimate body on the sidewalk, a road 
accident, a crowd movement, a fire. These 
systems aim to identify a situation, not a 
person. But they can be diverted from their 
original purpose and become tools for 
widespread surveillance [...]”10. 

 
8 GDPR, article 9-2, biometric data collection is 
possible if it “is necessary for reasons of substantial 
public interest, on the basis of Union or Member State 
law which shall be proportionate to the aim pursued, 
respect the essence of the right to data protection and 
provide for suitable and specific measures to safeguard 
the fundamental rights and the interests of the data 
subject”. 
9 GDPR, article 23: “Union or Member State law to 
which the data controller or processor is subject may 
restrict by Way of a legislative measure the scope of the 
obligations and rights […] when such a restriction 
respects the essence of the fundamental rights and 
freedoms and is has necessary and proportionate 
measure in a democratic society to safeguard [...] other 
important objectives of general public interest of the 
Union or of a Member State, in particular year 
important economic or financial interest of the Union or 
of a Member State, including [...] public health and 
social security”. 
10 W. Maxwell. Vidéo intelligente dans les trains, bus et 
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The start-up company behind the device in 
question has also set up another similar 
system: an algorithm designed to streamline 
border crossings11. This device, capable of 
determining the number of people in a 
checkpoint, if those people are wearing 
glasses or not, the position of their face, etc. 
works in conjunction with other carried out 
biometric border identity control technology. 
Quite interestingly, the algorithm does not 
itself control the identity, and therefore would 
not be, according to the before mentioned 
reasoning of the FDPA, a processing of 
biometric data, but it interacts very closely 
with biometric technologies.  

The spectrum is therefore wide, from 
conventional video protection technologies, 
whose legal regime is clearly defined to facial 
recognition technologies that have already 
been banned by the domestic judge12, through 
intelligent video device that detects personal 
data other than the picture of the data 
subject13, those automatic process are to blur 
the definition of personal data even further.14  

Acknowledging that the video device in 
question is not a processing of biometric data, 
but implicitly admitting that this is indeed a 
processing of personal data, the FDPA 
analyses the decree’s compliance to the 
GDPR. 

3. A GDPR compliant device  
The FDPA legal reasoning is divided into 

two parts: first, the question is one of 
 

métros : attention à l’effet “cliquet”, entretien de 
Winston Maxwell, Recueil Dalloz, Paris, Dalloz, 2021, 
692.  
11 D. Licata Caruso, How artificial intelligence will 
streamline border crossings at train stations and 
airports, in Le Parisien, 14 October 2021.  
12 The French administrative judge has banned the 
experimentation of facial recognition in high schools: 
Administrative Court of Marseille, 27 February 2020, n. 
1901249; C. Crichton, Annulation d’un dispositif 
expérimental de reconnaissance faciale dans deux 
lycées, Dalloz Actualité, March 10 2020. 
13 The French High Administrative Court and the FDPA 
has recognized the personal nature of data processed by 
thermal cameras: Council of State, ord. 26 June 2020, n. 
441065; M.-C. de Montecler, Quand l’utilisation des 
caméras thermiques est-elle soumise au RGPD ? 
Actualité juridique du droit administratif (AJDA), 
Dalloz, 2020, 1319; FDPA, Caméras dites 
“intelligentes” et caméras thermiques : les points de 
vigilance de la CNIL et les règles à respecter, June 17 
2020. 
14 Beyond this particular case, on the blurred definition 
of personal data/public data J.B. Auby in J.B. Auby, V. 
De Gregorio, Données urbaines et smart cities, 
Boulogne-Billancourt, Berger Levrault, 2017, 198. 

verifying the conformity of the device’s 
“purpose”, according to GDPR’s article 5. 
Then, the FDPA analyzes the exclusion of 
opposition implemented by the decree, 
according to GDPR’s article 23.  

According to GDPR, article 5.1.b, personal 
data must be, among other things, “collected 
for specified, explicit and legitimate purposes 
and not further processed in a manner that is 
incompatible with those purposes”. In the 
present case, the authority acknowledges that 
the treatment “is not intended to prosecute 
violations of the regulations relating to masks” 
or even to allow “the immediate deployment” 
of repressing public officials enforcing these 
regulations, but rather has a simple 
educational purpose15. The goal is then to 
“broadcast typical and non-targeted 
advertising messages” and to deploy 
“informational public officials to increase 
users’ awareness of their obligations”.  

The FDPA thus considers without further 
details that the purpose of the processing is 
determined, explicit and legitimate. One may 
wonder why the last article 5.1.b criterion - 
the prohibition to further process in a manner 
that is incompatible with the first proposes - is 
not investigated. The most obvious answer 
seems to be the following: since photographic 
data is not stored, the question does not seem 
to arise, technically, for the FDPA.  

In a second step, the FDPA analyses the 
decree’s exclusion of the right to object for 
data subjects. GDPR article 23 makes it 
possible to limit the rights of data subjects to 
preserve “important objectives of general 
public interest of the Union or of a Member 
State, in particular an important economic or 
financial interest of the Union or of a Member 
State, including [...] public health and social 
security”16. 

The FDPA notes above all the 
“unprecedented” nature of this exclusion and 
the link between wearing masks and the fight 

 
15 If the device’s purpose had not been simply 
educational, it would entered the legal regime of the 
“police justice” directive: (EU) 2016/680, 27 April 
2016, on protection of natural persons with regard to the 
processing of personal data by competent authorities for 
the purposes of the prevention, investigation, detection 
or prosecution of criminal offences or the execution of 
criminal penalties, and on the free movement of such 
data. 
16 It should be noted that the FDPA cites this article by 
mentioning only public health and not the economic 
imperative in which it is understood in the original 
GDPR writing. 
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actualization is implemented to assure that no 
one could be geolocated. The decree also 
explicitly provides for the non-application of 
the rights of access, rectify, erase and object to 
the automatic processing, as formulated by 
GDPR third section.  

The FDPA, referring to Data Protection 
Act article 87, had issued a positive opinion to 
the draft decree, subject to certain information 
that were added to the final decree writing. 
Several issues punctuate the authority’s 
reasoning: is it a question of biometric data? Is 
the draft decree GDPR compliant? More 
broadly, this seemingly anecdotal case leads 
us to reflect on the legal status of smart video 
devices and highlights the shortcomings of a 
regime that still deserves to be improved.  

2. Absence of biometric data processing  
First, the FDPA begins by clearly stating 

that the video device in question is 
not “intended to process biometric data”. By 
doing so, the authority expressly clarifies that 
the data in question cannot be included in the 
qualification of “sensitive data” and thus do 
not comply with the stricter regime of GDPR 
article 9. It “takes note that the purpose of 
these device is not and cannot technically be, 
to identify individuals and is, therefore, not 
intended to process biometric data”. This 
functional reasoning is fully consistent with 
the definition of biometric data as recognized 
by the GDPR. In the present case, since the 
purpose is to identify the data subject, it is 
then possible to assert that the data in question 
is not biometric, especially since faces are 
instantly anonymized by the software. This 
solution is therefore not surprising and the 
GDPR itself states that “the processing of 
photographs should not systematically be 
considered to be processing of special 
categories of personal data as they are covered 
by the definition of biometric data only when 
processed through a specific technical means 
allowing the unique identification or 
authentication of a natural person”.  

It is interesting to note that the regime 

 
7 Data Protection Act, Law n. 78-17, 6 January 1978, 
relative à l’informatique, aux fichiers et aux liberté, 
article 8-4: “(The FDPA) keeps abreast of the evolution 
of information technologies and makes public, if 
necessary, its assessment of the consequences resulting 
from it for the exercise of the rights and freedoms […] 
As such, it shall be consulted on any draft law or decree 
[…] relating to the protection of personal data or the 
processing of such data”. 

applicable to sensitive data, referred to in 
GDPR article 9, is certainly stricter than the 
general regime applicable to personal data, but 
it nevertheless has an exception that could 
have been accepted in the present case if the 
biometric data qualification have been deemed 
relevant: the collection of biometric data is 
possible if there is a “superior public interest” 
justifying it8, however, that overriding interest 
is very close to that accepted by the FDPA, in 
the second part of its reasoning, and which 
will justify excluding the right of opposition 
of the persons concerned9. Thus, one can 
legitimately think that the FDPA would have 
approved the processing, even in the presence 
of biometric data.  

The FDPA’s clarification about the “non-
biometric” nature of the processed data has 
therefore little practical impact but is 
theoretically important: this case is an 
opportunity to highlight, as the FDPA had 
already done in the past, the existence of 
intelligent video systems potentially infringing 
on rights, without being facial recognition 
systems.  

Many systems, although based on video 
technologies, do not aim to recognize the data 
subjects (as in traditional video protection and 
facial recognition) but simply to detect risky 
situations. As Winston Maxwell 
points out: “Powered by CCTV footage, a 
system can generate an alert if it sees an 
inanimate body on the sidewalk, a road 
accident, a crowd movement, a fire. These 
systems aim to identify a situation, not a 
person. But they can be diverted from their 
original purpose and become tools for 
widespread surveillance [...]”10. 

 
8 GDPR, article 9-2, biometric data collection is 
possible if it “is necessary for reasons of substantial 
public interest, on the basis of Union or Member State 
law which shall be proportionate to the aim pursued, 
respect the essence of the right to data protection and 
provide for suitable and specific measures to safeguard 
the fundamental rights and the interests of the data 
subject”. 
9 GDPR, article 23: “Union or Member State law to 
which the data controller or processor is subject may 
restrict by Way of a legislative measure the scope of the 
obligations and rights […] when such a restriction 
respects the essence of the fundamental rights and 
freedoms and is has necessary and proportionate 
measure in a democratic society to safeguard [...] other 
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The start-up company behind the device in 
question has also set up another similar 
system: an algorithm designed to streamline 
border crossings11. This device, capable of 
determining the number of people in a 
checkpoint, if those people are wearing 
glasses or not, the position of their face, etc. 
works in conjunction with other carried out 
biometric border identity control technology. 
Quite interestingly, the algorithm does not 
itself control the identity, and therefore would 
not be, according to the before mentioned 
reasoning of the FDPA, a processing of 
biometric data, but it interacts very closely 
with biometric technologies.  

The spectrum is therefore wide, from 
conventional video protection technologies, 
whose legal regime is clearly defined to facial 
recognition technologies that have already 
been banned by the domestic judge12, through 
intelligent video device that detects personal 
data other than the picture of the data 
subject13, those automatic process are to blur 
the definition of personal data even further.14  

Acknowledging that the video device in 
question is not a processing of biometric data, 
but implicitly admitting that this is indeed a 
processing of personal data, the FDPA 
analyses the decree’s compliance to the 
GDPR. 

3. A GDPR compliant device  
The FDPA legal reasoning is divided into 

two parts: first, the question is one of 
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verifying the conformity of the device’s 
“purpose”, according to GDPR’s article 5. 
Then, the FDPA analyzes the exclusion of 
opposition implemented by the decree, 
according to GDPR’s article 23.  

According to GDPR, article 5.1.b, personal 
data must be, among other things, “collected 
for specified, explicit and legitimate purposes 
and not further processed in a manner that is 
incompatible with those purposes”. In the 
present case, the authority acknowledges that 
the treatment “is not intended to prosecute 
violations of the regulations relating to masks” 
or even to allow “the immediate deployment” 
of repressing public officials enforcing these 
regulations, but rather has a simple 
educational purpose15. The goal is then to 
“broadcast typical and non-targeted 
advertising messages” and to deploy 
“informational public officials to increase 
users’ awareness of their obligations”.  

The FDPA thus considers without further 
details that the purpose of the processing is 
determined, explicit and legitimate. One may 
wonder why the last article 5.1.b criterion - 
the prohibition to further process in a manner 
that is incompatible with the first proposes - is 
not investigated. The most obvious answer 
seems to be the following: since photographic 
data is not stored, the question does not seem 
to arise, technically, for the FDPA.  

In a second step, the FDPA analyses the 
decree’s exclusion of the right to object for 
data subjects. GDPR article 23 makes it 
possible to limit the rights of data subjects to 
preserve “important objectives of general 
public interest of the Union or of a Member 
State, in particular an important economic or 
financial interest of the Union or of a Member 
State, including [...] public health and social 
security”16. 

The FDPA notes above all the 
“unprecedented” nature of this exclusion and 
the link between wearing masks and the fight 

 
15 If the device’s purpose had not been simply 
educational, it would entered the legal regime of the 
“police justice” directive: (EU) 2016/680, 27 April 
2016, on protection of natural persons with regard to the 
processing of personal data by competent authorities for 
the purposes of the prevention, investigation, detection 
or prosecution of criminal offences or the execution of 
criminal penalties, and on the free movement of such 
data. 
16 It should be noted that the FDPA cites this article by 
mentioning only public health and not the economic 
imperative in which it is understood in the original 
GDPR writing. 
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actualization is implemented to assure that no 
one could be geolocated. The decree also 
explicitly provides for the non-application of 
the rights of access, rectify, erase and object to 
the automatic processing, as formulated by 
GDPR third section.  

The FDPA, referring to Data Protection 
Act article 87, had issued a positive opinion to 
the draft decree, subject to certain information 
that were added to the final decree writing. 
Several issues punctuate the authority’s 
reasoning: is it a question of biometric data? Is 
the draft decree GDPR compliant? More 
broadly, this seemingly anecdotal case leads 
us to reflect on the legal status of smart video 
devices and highlights the shortcomings of a 
regime that still deserves to be improved.  

2. Absence of biometric data processing  
First, the FDPA begins by clearly stating 

that the video device in question is 
not “intended to process biometric data”. By 
doing so, the authority expressly clarifies that 
the data in question cannot be included in the 
qualification of “sensitive data” and thus do 
not comply with the stricter regime of GDPR 
article 9. It “takes note that the purpose of 
these device is not and cannot technically be, 
to identify individuals and is, therefore, not 
intended to process biometric data”. This 
functional reasoning is fully consistent with 
the definition of biometric data as recognized 
by the GDPR. In the present case, since the 
purpose is to identify the data subject, it is 
then possible to assert that the data in question 
is not biometric, especially since faces are 
instantly anonymized by the software. This 
solution is therefore not surprising and the 
GDPR itself states that “the processing of 
photographs should not systematically be 
considered to be processing of special 
categories of personal data as they are covered 
by the definition of biometric data only when 
processed through a specific technical means 
allowing the unique identification or 
authentication of a natural person”.  

It is interesting to note that the regime 

 
7 Data Protection Act, Law n. 78-17, 6 January 1978, 
relative à l’informatique, aux fichiers et aux liberté, 
article 8-4: “(The FDPA) keeps abreast of the evolution 
of information technologies and makes public, if 
necessary, its assessment of the consequences resulting 
from it for the exercise of the rights and freedoms […] 
As such, it shall be consulted on any draft law or decree 
[…] relating to the protection of personal data or the 
processing of such data”. 

applicable to sensitive data, referred to in 
GDPR article 9, is certainly stricter than the 
general regime applicable to personal data, but 
it nevertheless has an exception that could 
have been accepted in the present case if the 
biometric data qualification have been deemed 
relevant: the collection of biometric data is 
possible if there is a “superior public interest” 
justifying it8, however, that overriding interest 
is very close to that accepted by the FDPA, in 
the second part of its reasoning, and which 
will justify excluding the right of opposition 
of the persons concerned9. Thus, one can 
legitimately think that the FDPA would have 
approved the processing, even in the presence 
of biometric data.  

The FDPA’s clarification about the “non-
biometric” nature of the processed data has 
therefore little practical impact but is 
theoretically important: this case is an 
opportunity to highlight, as the FDPA had 
already done in the past, the existence of 
intelligent video systems potentially infringing 
on rights, without being facial recognition 
systems.  

Many systems, although based on video 
technologies, do not aim to recognize the data 
subjects (as in traditional video protection and 
facial recognition) but simply to detect risky 
situations. As Winston Maxwell 
points out: “Powered by CCTV footage, a 
system can generate an alert if it sees an 
inanimate body on the sidewalk, a road 
accident, a crowd movement, a fire. These 
systems aim to identify a situation, not a 
person. But they can be diverted from their 
original purpose and become tools for 
widespread surveillance [...]”10. 

 
8 GDPR, article 9-2, biometric data collection is 
possible if it “is necessary for reasons of substantial 
public interest, on the basis of Union or Member State 
law which shall be proportionate to the aim pursued, 
respect the essence of the right to data protection and 
provide for suitable and specific measures to safeguard 
the fundamental rights and the interests of the data 
subject”. 
9 GDPR, article 23: “Union or Member State law to 
which the data controller or processor is subject may 
restrict by Way of a legislative measure the scope of the 
obligations and rights […] when such a restriction 
respects the essence of the fundamental rights and 
freedoms and is has necessary and proportionate 
measure in a democratic society to safeguard [...] other 
important objectives of general public interest of the 
Union or of a Member State, in particular year 
important economic or financial interest of the Union or 
of a Member State, including [...] public health and 
social security”. 
10 W. Maxwell. Vidéo intelligente dans les trains, bus et 
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The start-up company behind the device in 
question has also set up another similar 
system: an algorithm designed to streamline 
border crossings11. This device, capable of 
determining the number of people in a 
checkpoint, if those people are wearing 
glasses or not, the position of their face, etc. 
works in conjunction with other carried out 
biometric border identity control technology. 
Quite interestingly, the algorithm does not 
itself control the identity, and therefore would 
not be, according to the before mentioned 
reasoning of the FDPA, a processing of 
biometric data, but it interacts very closely 
with biometric technologies.  

The spectrum is therefore wide, from 
conventional video protection technologies, 
whose legal regime is clearly defined to facial 
recognition technologies that have already 
been banned by the domestic judge12, through 
intelligent video device that detects personal 
data other than the picture of the data 
subject13, those automatic process are to blur 
the definition of personal data even further.14  

Acknowledging that the video device in 
question is not a processing of biometric data, 
but implicitly admitting that this is indeed a 
processing of personal data, the FDPA 
analyses the decree’s compliance to the 
GDPR. 

3. A GDPR compliant device  
The FDPA legal reasoning is divided into 

two parts: first, the question is one of 
 

métros : attention à l’effet “cliquet”, entretien de 
Winston Maxwell, Recueil Dalloz, Paris, Dalloz, 2021, 
692.  
11 D. Licata Caruso, How artificial intelligence will 
streamline border crossings at train stations and 
airports, in Le Parisien, 14 October 2021.  
12 The French administrative judge has banned the 
experimentation of facial recognition in high schools: 
Administrative Court of Marseille, 27 February 2020, n. 
1901249; C. Crichton, Annulation d’un dispositif 
expérimental de reconnaissance faciale dans deux 
lycées, Dalloz Actualité, March 10 2020. 
13 The French High Administrative Court and the FDPA 
has recognized the personal nature of data processed by 
thermal cameras: Council of State, ord. 26 June 2020, n. 
441065; M.-C. de Montecler, Quand l’utilisation des 
caméras thermiques est-elle soumise au RGPD ? 
Actualité juridique du droit administratif (AJDA), 
Dalloz, 2020, 1319; FDPA, Caméras dites 
“intelligentes” et caméras thermiques : les points de 
vigilance de la CNIL et les règles à respecter, June 17 
2020. 
14 Beyond this particular case, on the blurred definition 
of personal data/public data J.B. Auby in J.B. Auby, V. 
De Gregorio, Données urbaines et smart cities, 
Boulogne-Billancourt, Berger Levrault, 2017, 198. 

verifying the conformity of the device’s 
“purpose”, according to GDPR’s article 5. 
Then, the FDPA analyzes the exclusion of 
opposition implemented by the decree, 
according to GDPR’s article 23.  

According to GDPR, article 5.1.b, personal 
data must be, among other things, “collected 
for specified, explicit and legitimate purposes 
and not further processed in a manner that is 
incompatible with those purposes”. In the 
present case, the authority acknowledges that 
the treatment “is not intended to prosecute 
violations of the regulations relating to masks” 
or even to allow “the immediate deployment” 
of repressing public officials enforcing these 
regulations, but rather has a simple 
educational purpose15. The goal is then to 
“broadcast typical and non-targeted 
advertising messages” and to deploy 
“informational public officials to increase 
users’ awareness of their obligations”.  

The FDPA thus considers without further 
details that the purpose of the processing is 
determined, explicit and legitimate. One may 
wonder why the last article 5.1.b criterion - 
the prohibition to further process in a manner 
that is incompatible with the first proposes - is 
not investigated. The most obvious answer 
seems to be the following: since photographic 
data is not stored, the question does not seem 
to arise, technically, for the FDPA.  

In a second step, the FDPA analyses the 
decree’s exclusion of the right to object for 
data subjects. GDPR article 23 makes it 
possible to limit the rights of data subjects to 
preserve “important objectives of general 
public interest of the Union or of a Member 
State, in particular an important economic or 
financial interest of the Union or of a Member 
State, including [...] public health and social 
security”16. 

The FDPA notes above all the 
“unprecedented” nature of this exclusion and 
the link between wearing masks and the fight 

 
15 If the device’s purpose had not been simply 
educational, it would entered the legal regime of the 
“police justice” directive: (EU) 2016/680, 27 April 
2016, on protection of natural persons with regard to the 
processing of personal data by competent authorities for 
the purposes of the prevention, investigation, detection 
or prosecution of criminal offences or the execution of 
criminal penalties, and on the free movement of such 
data. 
16 It should be noted that the FDPA cites this article by 
mentioning only public health and not the economic 
imperative in which it is understood in the original 
GDPR writing. 
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against COVID-19. It then considers “that 
these devices pursue public health objectives 
and protection of people allowing to consider 
a limitation of their rights”. After finding that 
the exclusion of rights was justified, the 
FDPA verifies whether the draft decree 
complies with the minimum “specific 
provisions” listed in article 23.2 GDPR. At the 
end of its analysis, the Commission expresses 
two reservations, which will be respected in 
the decree’s final writing: on the one hand, the 
draft decree did not explain clearly enough 
that the video devices were based on 
algorithmic processing, nor did it mention the 
right of data subjects to be informed of their 
rights limitation. The 10 March 2021 decree, 
having taken into account these two 
recommendations, therefore appears to 
comply with the GDPR in the eyes of the 
FDPA. 

It should be noted that the control operated 
by the FDPA is based on two main concepts, 
both linked to each other and frequently used 
in new-technologies regulation: information 
and transparency. These two principles are 
relevant in personal data law and algorithm 
law, whether at the French or European 
level17. Also, as Professor Auby points out, 
“The constant increase in the transparency of 
public data is very important, especially as it 
tends to restore a sort of balance of powers 
between citizens and public authorities: the 
more citizens have access to data on the 
functioning of public institutions, the more 
they can assess their policies, propose new 
policies and draw conclusions for subsequent 
elections [...] However, we must not 
exaggerate the scope of this. The issue of the 
digital divide remains central, but in addition 
to the fact that access to public information 
benefits, at least until now, only a minority of 
people - who have the ability to master 
electronic and digital tools that predominantly 
have an academic background or associative 
experience - should not be forgotten that the 
digital revolution also brings its own opacity, 
as noted about algorithmic governance”18. 
While the present case does not aim at the 

 
17 On the legal existence of transparency, including in 
France: A.G. Orofino, The Implementation of the 
Transparency Principle in the Development of 
Electronic Administration, in European Review of 
Digital Administration & Law, vol. 1, issue. 1-2, 2020, 
123-142. 
18 J.-B. Auby, Administrative Law Facing Digital 
Challenges, in European Review of Digital 
Administration & Law, 2020, vol. 1, issue 1-2, 7-16. 

communication of an incomprehensible source 
code, it nevertheless illustrates the limits of 
transparency and the right to information. In 
our case, these principles lead specifically to 
informing the data subjects that they are 
subject to automatic data processing, but that 
they cannot exercise any rights over it. Such a 
mention was essential and the exclusion of 
right must, of course, be notified. However, 
can we really think that, faced with such a 
mention, the citizen feels empowered? He 
knows he is being filmed, he knows he is 
being “counted” and, although reassured about 
the fate of his personal data in the short term 
because of the strong guarantees provided by 
the process, he nevertheless remains the 
subject of a form of opaque algorithmic 
governance whose concrete effects he does 
not yet measure. 

In addition, it is important to note that the 
commented devices had already been put in 
place, in Cannes as well as in a large Paris 
metro station in May 2020, nearly a year 
before the publication of the decree: it was 
then possible, for data subjects, to express 
their consent or lack of consent by a head 
gesture. These experimentations were aborted 
following a FDPA publication, in June 2020, 
which stated that the right to object was not 
sufficiently ensured: “The devices brought to 
the attention of the FDPA which provide for 
the possibility for people to manifest their 
opposition by a significant body movement, 
such as a head ‘no’, do not appear satisfactory 
from the individual’s protection point of view. 
This solution is impractical and difficult to 
generalize. It also forces individuals to 
publicly display their opposition to the 
treatment and puts too much of a burden on 
the person, especially if that kind of device 
multiplies. In principle, such modalities do not 
ensure the effectiveness of the right to object 
and must therefore be considered as non-
compliant with the GDPR”. The Autonomous 
Parisian Transportation Administration then 
decided to stop the experimentation in order to 
“complete the device of right of opposition as 
requested by the FDPA”. It finally did not 
have to do so thanks to the March 10 decree 
which, falling under the qualification of “law” 
within the meaning of article 23 GDPR, made 
it possible to exclude the right to object. This 
reasoning, legally valid, must be considered 
from the citizens point of view who, not 
perceiving the GDPR normative “finesse” 
may simply feel dispossessed of a right so 
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important that its protection was supposed to 
be improved.  

4. Outstanding questions on proportionality  
4.1. The necessary determination of the 

device’s effectiveness 
As the FDPA stated in its introduction, 

infringements of private life must not only be 
justified by public interest but also “necessary 
and proportionate to the public interest 
protection goal”. The proportionality test is an 
important tool in the judge’s hand when he 
balances public interest and individual 
freedoms. In the present case, the authority 
acknowledges that the commented system, 
even if it is limited to health emergency 
situations, presents an important risk: 
“generalizing a feeling of surveillance among 
citizens, creating an habituation phenomenon, 
trivialization of intrusive technologies and, 
ultimately, generating increased surveillance”. 
Despite this global risk recognition, the FDPA 
does not analyses the device’s efficacity, 
however a crucial element of the 
proportionality check. The FDPA only 
requests an a posteriori evaluation so that “the 
impact of such devices on the overall health 
strategy is evaluated and documented on a 
regular basis, so that their effectiveness and 
relevance over time can be evaluated”. Yet, in 
this case, the device’s efficiency is not 
evident: as Professor Netter points out: “Who 
can seriously say, after a year in which the 
pandemic has occupied the news from 
morning to night, that there are still citizens 
who ignore the usefulness of masks? Non-
wearing or incorrect wearing are, obviously, 
fully conscious. Therefore, the only way for 
the device to have any practical interest it if it 
is misunderstood by travelers, wrongly fearing 
a sanction and correcting their behavior 
accordingly”19. 

The FDPA has already called for further 
monitoring about the effectiveness of such 
devices. A parallel can then be drawn with 
another FDPA’s opinion about the global 
security act20 in which, on the subject of 
insecurity preventing technologies, it regretted 
“that the effectiveness of these systems with 
regard to the legitimate objectives of public 

 
19 E. Netter, “Vidéo intelligente” et port du masque 
dans les transports : la nécessité du malentendu, in 
Dalloz IP/IT, 2021, 415. 
20 Global security act n. 2021-646, 25 May 2021, pour 
une sécurité globale préservant les libertés. 

order and security has never been rigorously 
evaluated in a global way, and therefore 
considers that an independent evaluation 
mechanism of the relevance and effectiveness 
of these systems is more necessary than ever, 
given the risks for individual freedoms”21. 

While it can be argued that health 
emergency justifies deploying such a device 
without proving, upstream, its real 
effectiveness, it nevertheless seems essential 
that effectiveness should be sought by an 
impact study a posteriori. To our knowledge, 
this study has still not been carried out for the 
commented device whose implementation will 
stop next March, unless renewed by another 
decree. 

4.2. Immediate individual risk vs collective 
long-term risk  

Such cases, which may seem anecdotal, do 
not present strong individual risks because of 
the “privacy by design”22 guarantees the tool 
provides. However, as Professor Netter points 
out: “In this case, it has been shown that the 
treatment is low risk from an individual point 
of view, but dangerous collectively, in that it 
contributes population acclimatization to 
public algorithmic surveillance. However, in 
front of these risks, the usefulness appears 
very low”23. 

The “collective risk” notion echoes that of 
“ratchet effect”24. As Professor Maxwell 
explains: “Those technologies most troubling 
aspect is the ‘ratchet’ effect. Each measure 

 
21 FDPA, Deliberation n. 2021-011, 26 January 2020, 
opinion on a draft law on global security.  
22 For a definition and critical analysis of this notion: 
B.J. Koops and R.E. Leenes, Privacy Regulation Cannot 
Be Hardcoded. A Critical Comment on the “Privacy by 
Design” Provision in Data-Protection Law, in 
International Review of Law, Computers & Technology, 
vol.  28, issue 2, 2014, 159. 
23 E. Netter, “Vidéo intelligente” et port du masque dans 
les transports : la nécessité du malentendu, 415. 
24 This notion, developed in economic science, is 
recognized in regulation process: V. Bhaskar, The 
Ratchet Effect Re-examined: A Learning Perspective, in 
www.cepr.org, 2014; M.A. Meyer, J. Vickers, 
Performance Comparisons and Dynamic Incentives, in 
Journal of Political Economy, vol. 105, issue 3, 1997, 
547, dx.doi.org/10.1086/262082. More recently, it is 
used in administrative science and public law in 
connection with the health crisis. See, among others: D. 
Schoenher, Les libertés, victimes collatérales du Covid-
19 ?, Les Notes du CREOGN, Centre de Recherche de 
l’Ecole des Officiers de la Gendarmerie Nationale, 
2020, n. 49; W. Maxwell, Vidéo intelligente dans les 
trains, bus et métros : attention à l’effet “cliquet “, 
entretien de Winston Maxwell, Recueil Dalloz, Paris, 
Dalloz, 2021, 692. 
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against COVID-19. It then considers “that 
these devices pursue public health objectives 
and protection of people allowing to consider 
a limitation of their rights”. After finding that 
the exclusion of rights was justified, the 
FDPA verifies whether the draft decree 
complies with the minimum “specific 
provisions” listed in article 23.2 GDPR. At the 
end of its analysis, the Commission expresses 
two reservations, which will be respected in 
the decree’s final writing: on the one hand, the 
draft decree did not explain clearly enough 
that the video devices were based on 
algorithmic processing, nor did it mention the 
right of data subjects to be informed of their 
rights limitation. The 10 March 2021 decree, 
having taken into account these two 
recommendations, therefore appears to 
comply with the GDPR in the eyes of the 
FDPA. 

It should be noted that the control operated 
by the FDPA is based on two main concepts, 
both linked to each other and frequently used 
in new-technologies regulation: information 
and transparency. These two principles are 
relevant in personal data law and algorithm 
law, whether at the French or European 
level17. Also, as Professor Auby points out, 
“The constant increase in the transparency of 
public data is very important, especially as it 
tends to restore a sort of balance of powers 
between citizens and public authorities: the 
more citizens have access to data on the 
functioning of public institutions, the more 
they can assess their policies, propose new 
policies and draw conclusions for subsequent 
elections [...] However, we must not 
exaggerate the scope of this. The issue of the 
digital divide remains central, but in addition 
to the fact that access to public information 
benefits, at least until now, only a minority of 
people - who have the ability to master 
electronic and digital tools that predominantly 
have an academic background or associative 
experience - should not be forgotten that the 
digital revolution also brings its own opacity, 
as noted about algorithmic governance”18. 
While the present case does not aim at the 

 
17 On the legal existence of transparency, including in 
France: A.G. Orofino, The Implementation of the 
Transparency Principle in the Development of 
Electronic Administration, in European Review of 
Digital Administration & Law, vol. 1, issue. 1-2, 2020, 
123-142. 
18 J.-B. Auby, Administrative Law Facing Digital 
Challenges, in European Review of Digital 
Administration & Law, 2020, vol. 1, issue 1-2, 7-16. 

communication of an incomprehensible source 
code, it nevertheless illustrates the limits of 
transparency and the right to information. In 
our case, these principles lead specifically to 
informing the data subjects that they are 
subject to automatic data processing, but that 
they cannot exercise any rights over it. Such a 
mention was essential and the exclusion of 
right must, of course, be notified. However, 
can we really think that, faced with such a 
mention, the citizen feels empowered? He 
knows he is being filmed, he knows he is 
being “counted” and, although reassured about 
the fate of his personal data in the short term 
because of the strong guarantees provided by 
the process, he nevertheless remains the 
subject of a form of opaque algorithmic 
governance whose concrete effects he does 
not yet measure. 

In addition, it is important to note that the 
commented devices had already been put in 
place, in Cannes as well as in a large Paris 
metro station in May 2020, nearly a year 
before the publication of the decree: it was 
then possible, for data subjects, to express 
their consent or lack of consent by a head 
gesture. These experimentations were aborted 
following a FDPA publication, in June 2020, 
which stated that the right to object was not 
sufficiently ensured: “The devices brought to 
the attention of the FDPA which provide for 
the possibility for people to manifest their 
opposition by a significant body movement, 
such as a head ‘no’, do not appear satisfactory 
from the individual’s protection point of view. 
This solution is impractical and difficult to 
generalize. It also forces individuals to 
publicly display their opposition to the 
treatment and puts too much of a burden on 
the person, especially if that kind of device 
multiplies. In principle, such modalities do not 
ensure the effectiveness of the right to object 
and must therefore be considered as non-
compliant with the GDPR”. The Autonomous 
Parisian Transportation Administration then 
decided to stop the experimentation in order to 
“complete the device of right of opposition as 
requested by the FDPA”. It finally did not 
have to do so thanks to the March 10 decree 
which, falling under the qualification of “law” 
within the meaning of article 23 GDPR, made 
it possible to exclude the right to object. This 
reasoning, legally valid, must be considered 
from the citizens point of view who, not 
perceiving the GDPR normative “finesse” 
may simply feel dispossessed of a right so 
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important that its protection was supposed to 
be improved.  

4. Outstanding questions on proportionality  
4.1. The necessary determination of the 

device’s effectiveness 
As the FDPA stated in its introduction, 

infringements of private life must not only be 
justified by public interest but also “necessary 
and proportionate to the public interest 
protection goal”. The proportionality test is an 
important tool in the judge’s hand when he 
balances public interest and individual 
freedoms. In the present case, the authority 
acknowledges that the commented system, 
even if it is limited to health emergency 
situations, presents an important risk: 
“generalizing a feeling of surveillance among 
citizens, creating an habituation phenomenon, 
trivialization of intrusive technologies and, 
ultimately, generating increased surveillance”. 
Despite this global risk recognition, the FDPA 
does not analyses the device’s efficacity, 
however a crucial element of the 
proportionality check. The FDPA only 
requests an a posteriori evaluation so that “the 
impact of such devices on the overall health 
strategy is evaluated and documented on a 
regular basis, so that their effectiveness and 
relevance over time can be evaluated”. Yet, in 
this case, the device’s efficiency is not 
evident: as Professor Netter points out: “Who 
can seriously say, after a year in which the 
pandemic has occupied the news from 
morning to night, that there are still citizens 
who ignore the usefulness of masks? Non-
wearing or incorrect wearing are, obviously, 
fully conscious. Therefore, the only way for 
the device to have any practical interest it if it 
is misunderstood by travelers, wrongly fearing 
a sanction and correcting their behavior 
accordingly”19. 

The FDPA has already called for further 
monitoring about the effectiveness of such 
devices. A parallel can then be drawn with 
another FDPA’s opinion about the global 
security act20 in which, on the subject of 
insecurity preventing technologies, it regretted 
“that the effectiveness of these systems with 
regard to the legitimate objectives of public 

 
19 E. Netter, “Vidéo intelligente” et port du masque 
dans les transports : la nécessité du malentendu, in 
Dalloz IP/IT, 2021, 415. 
20 Global security act n. 2021-646, 25 May 2021, pour 
une sécurité globale préservant les libertés. 

order and security has never been rigorously 
evaluated in a global way, and therefore 
considers that an independent evaluation 
mechanism of the relevance and effectiveness 
of these systems is more necessary than ever, 
given the risks for individual freedoms”21. 

While it can be argued that health 
emergency justifies deploying such a device 
without proving, upstream, its real 
effectiveness, it nevertheless seems essential 
that effectiveness should be sought by an 
impact study a posteriori. To our knowledge, 
this study has still not been carried out for the 
commented device whose implementation will 
stop next March, unless renewed by another 
decree. 

4.2. Immediate individual risk vs collective 
long-term risk  

Such cases, which may seem anecdotal, do 
not present strong individual risks because of 
the “privacy by design”22 guarantees the tool 
provides. However, as Professor Netter points 
out: “In this case, it has been shown that the 
treatment is low risk from an individual point 
of view, but dangerous collectively, in that it 
contributes population acclimatization to 
public algorithmic surveillance. However, in 
front of these risks, the usefulness appears 
very low”23. 

The “collective risk” notion echoes that of 
“ratchet effect”24. As Professor Maxwell 
explains: “Those technologies most troubling 
aspect is the ‘ratchet’ effect. Each measure 

 
21 FDPA, Deliberation n. 2021-011, 26 January 2020, 
opinion on a draft law on global security.  
22 For a definition and critical analysis of this notion: 
B.J. Koops and R.E. Leenes, Privacy Regulation Cannot 
Be Hardcoded. A Critical Comment on the “Privacy by 
Design” Provision in Data-Protection Law, in 
International Review of Law, Computers & Technology, 
vol.  28, issue 2, 2014, 159. 
23 E. Netter, “Vidéo intelligente” et port du masque dans 
les transports : la nécessité du malentendu, 415. 
24 This notion, developed in economic science, is 
recognized in regulation process: V. Bhaskar, The 
Ratchet Effect Re-examined: A Learning Perspective, in 
www.cepr.org, 2014; M.A. Meyer, J. Vickers, 
Performance Comparisons and Dynamic Incentives, in 
Journal of Political Economy, vol. 105, issue 3, 1997, 
547, dx.doi.org/10.1086/262082. More recently, it is 
used in administrative science and public law in 
connection with the health crisis. See, among others: D. 
Schoenher, Les libertés, victimes collatérales du Covid-
19 ?, Les Notes du CREOGN, Centre de Recherche de 
l’Ecole des Officiers de la Gendarmerie Nationale, 
2020, n. 49; W. Maxwell, Vidéo intelligente dans les 
trains, bus et métros : attention à l’effet “cliquet “, 
entretien de Winston Maxwell, Recueil Dalloz, Paris, 
Dalloz, 2021, 692. 
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against COVID-19. It then considers “that 
these devices pursue public health objectives 
and protection of people allowing to consider 
a limitation of their rights”. After finding that 
the exclusion of rights was justified, the 
FDPA verifies whether the draft decree 
complies with the minimum “specific 
provisions” listed in article 23.2 GDPR. At the 
end of its analysis, the Commission expresses 
two reservations, which will be respected in 
the decree’s final writing: on the one hand, the 
draft decree did not explain clearly enough 
that the video devices were based on 
algorithmic processing, nor did it mention the 
right of data subjects to be informed of their 
rights limitation. The 10 March 2021 decree, 
having taken into account these two 
recommendations, therefore appears to 
comply with the GDPR in the eyes of the 
FDPA. 

It should be noted that the control operated 
by the FDPA is based on two main concepts, 
both linked to each other and frequently used 
in new-technologies regulation: information 
and transparency. These two principles are 
relevant in personal data law and algorithm 
law, whether at the French or European 
level17. Also, as Professor Auby points out, 
“The constant increase in the transparency of 
public data is very important, especially as it 
tends to restore a sort of balance of powers 
between citizens and public authorities: the 
more citizens have access to data on the 
functioning of public institutions, the more 
they can assess their policies, propose new 
policies and draw conclusions for subsequent 
elections [...] However, we must not 
exaggerate the scope of this. The issue of the 
digital divide remains central, but in addition 
to the fact that access to public information 
benefits, at least until now, only a minority of 
people - who have the ability to master 
electronic and digital tools that predominantly 
have an academic background or associative 
experience - should not be forgotten that the 
digital revolution also brings its own opacity, 
as noted about algorithmic governance”18. 
While the present case does not aim at the 

 
17 On the legal existence of transparency, including in 
France: A.G. Orofino, The Implementation of the 
Transparency Principle in the Development of 
Electronic Administration, in European Review of 
Digital Administration & Law, vol. 1, issue. 1-2, 2020, 
123-142. 
18 J.-B. Auby, Administrative Law Facing Digital 
Challenges, in European Review of Digital 
Administration & Law, 2020, vol. 1, issue 1-2, 7-16. 

communication of an incomprehensible source 
code, it nevertheless illustrates the limits of 
transparency and the right to information. In 
our case, these principles lead specifically to 
informing the data subjects that they are 
subject to automatic data processing, but that 
they cannot exercise any rights over it. Such a 
mention was essential and the exclusion of 
right must, of course, be notified. However, 
can we really think that, faced with such a 
mention, the citizen feels empowered? He 
knows he is being filmed, he knows he is 
being “counted” and, although reassured about 
the fate of his personal data in the short term 
because of the strong guarantees provided by 
the process, he nevertheless remains the 
subject of a form of opaque algorithmic 
governance whose concrete effects he does 
not yet measure. 

In addition, it is important to note that the 
commented devices had already been put in 
place, in Cannes as well as in a large Paris 
metro station in May 2020, nearly a year 
before the publication of the decree: it was 
then possible, for data subjects, to express 
their consent or lack of consent by a head 
gesture. These experimentations were aborted 
following a FDPA publication, in June 2020, 
which stated that the right to object was not 
sufficiently ensured: “The devices brought to 
the attention of the FDPA which provide for 
the possibility for people to manifest their 
opposition by a significant body movement, 
such as a head ‘no’, do not appear satisfactory 
from the individual’s protection point of view. 
This solution is impractical and difficult to 
generalize. It also forces individuals to 
publicly display their opposition to the 
treatment and puts too much of a burden on 
the person, especially if that kind of device 
multiplies. In principle, such modalities do not 
ensure the effectiveness of the right to object 
and must therefore be considered as non-
compliant with the GDPR”. The Autonomous 
Parisian Transportation Administration then 
decided to stop the experimentation in order to 
“complete the device of right of opposition as 
requested by the FDPA”. It finally did not 
have to do so thanks to the March 10 decree 
which, falling under the qualification of “law” 
within the meaning of article 23 GDPR, made 
it possible to exclude the right to object. This 
reasoning, legally valid, must be considered 
from the citizens point of view who, not 
perceiving the GDPR normative “finesse” 
may simply feel dispossessed of a right so 
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important that its protection was supposed to 
be improved.  

4. Outstanding questions on proportionality  
4.1. The necessary determination of the 

device’s effectiveness 
As the FDPA stated in its introduction, 

infringements of private life must not only be 
justified by public interest but also “necessary 
and proportionate to the public interest 
protection goal”. The proportionality test is an 
important tool in the judge’s hand when he 
balances public interest and individual 
freedoms. In the present case, the authority 
acknowledges that the commented system, 
even if it is limited to health emergency 
situations, presents an important risk: 
“generalizing a feeling of surveillance among 
citizens, creating an habituation phenomenon, 
trivialization of intrusive technologies and, 
ultimately, generating increased surveillance”. 
Despite this global risk recognition, the FDPA 
does not analyses the device’s efficacity, 
however a crucial element of the 
proportionality check. The FDPA only 
requests an a posteriori evaluation so that “the 
impact of such devices on the overall health 
strategy is evaluated and documented on a 
regular basis, so that their effectiveness and 
relevance over time can be evaluated”. Yet, in 
this case, the device’s efficiency is not 
evident: as Professor Netter points out: “Who 
can seriously say, after a year in which the 
pandemic has occupied the news from 
morning to night, that there are still citizens 
who ignore the usefulness of masks? Non-
wearing or incorrect wearing are, obviously, 
fully conscious. Therefore, the only way for 
the device to have any practical interest it if it 
is misunderstood by travelers, wrongly fearing 
a sanction and correcting their behavior 
accordingly”19. 

The FDPA has already called for further 
monitoring about the effectiveness of such 
devices. A parallel can then be drawn with 
another FDPA’s opinion about the global 
security act20 in which, on the subject of 
insecurity preventing technologies, it regretted 
“that the effectiveness of these systems with 
regard to the legitimate objectives of public 

 
19 E. Netter, “Vidéo intelligente” et port du masque 
dans les transports : la nécessité du malentendu, in 
Dalloz IP/IT, 2021, 415. 
20 Global security act n. 2021-646, 25 May 2021, pour 
une sécurité globale préservant les libertés. 

order and security has never been rigorously 
evaluated in a global way, and therefore 
considers that an independent evaluation 
mechanism of the relevance and effectiveness 
of these systems is more necessary than ever, 
given the risks for individual freedoms”21. 

While it can be argued that health 
emergency justifies deploying such a device 
without proving, upstream, its real 
effectiveness, it nevertheless seems essential 
that effectiveness should be sought by an 
impact study a posteriori. To our knowledge, 
this study has still not been carried out for the 
commented device whose implementation will 
stop next March, unless renewed by another 
decree. 

4.2. Immediate individual risk vs collective 
long-term risk  

Such cases, which may seem anecdotal, do 
not present strong individual risks because of 
the “privacy by design”22 guarantees the tool 
provides. However, as Professor Netter points 
out: “In this case, it has been shown that the 
treatment is low risk from an individual point 
of view, but dangerous collectively, in that it 
contributes population acclimatization to 
public algorithmic surveillance. However, in 
front of these risks, the usefulness appears 
very low”23. 

The “collective risk” notion echoes that of 
“ratchet effect”24. As Professor Maxwell 
explains: “Those technologies most troubling 
aspect is the ‘ratchet’ effect. Each measure 

 
21 FDPA, Deliberation n. 2021-011, 26 January 2020, 
opinion on a draft law on global security.  
22 For a definition and critical analysis of this notion: 
B.J. Koops and R.E. Leenes, Privacy Regulation Cannot 
Be Hardcoded. A Critical Comment on the “Privacy by 
Design” Provision in Data-Protection Law, in 
International Review of Law, Computers & Technology, 
vol.  28, issue 2, 2014, 159. 
23 E. Netter, “Vidéo intelligente” et port du masque dans 
les transports : la nécessité du malentendu, 415. 
24 This notion, developed in economic science, is 
recognized in regulation process: V. Bhaskar, The 
Ratchet Effect Re-examined: A Learning Perspective, in 
www.cepr.org, 2014; M.A. Meyer, J. Vickers, 
Performance Comparisons and Dynamic Incentives, in 
Journal of Political Economy, vol. 105, issue 3, 1997, 
547, dx.doi.org/10.1086/262082. More recently, it is 
used in administrative science and public law in 
connection with the health crisis. See, among others: D. 
Schoenher, Les libertés, victimes collatérales du Covid-
19 ?, Les Notes du CREOGN, Centre de Recherche de 
l’Ecole des Officiers de la Gendarmerie Nationale, 
2020, n. 49; W. Maxwell, Vidéo intelligente dans les 
trains, bus et métros : attention à l’effet “cliquet “, 
entretien de Winston Maxwell, Recueil Dalloz, Paris, 
Dalloz, 2021, 692. 
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taken individually can probably be justified in 
the light of the proportionality test: legitimate 
objective, necessity of the measure, 
proportionality, clear and precise legislative 
framework. On the other hand, the cumulative 
effect of these devices is still poorly 
understood and constitutes a major societal 
debate”25. 

Beyond the FDPA’s reasoning, this case 
demonstrates how difficult it is to relevantly 
regulate, smart video devices. It is important 
to realize that this device is not only a 
temporary private data-collection tool with 
strong privacy guarantees, but also a “reading 
tool”, in administration’s hand26 aimed at 
conducting its public services missions and, 
eventually, helping its decision-making 
process. The relevant data in the commented 
case are not only video collected pictures, but 
also the data those pictures gave birth to 
numbers, percentages, that will be stored and 
used by the administration. It is then no longer 
only a matter of privacy protection, but a 
broader questioning about what is commonly 
named “algorithmic governmentality”. Behind 
this tool are the potential discrimination risks, 
now widely known, of such process27. 

Faced with the proliferation of video 
devices based on personal data, but not 
intended to identify them, privacy should not 
appear as the only “gateway” to a juridical 
debate. In the commented case and similar 
ones, the FDPA28 takes out the best of the 
means at her disposal but hope itself for the 
establishment of a large-scale regulation 
addressing the issue of these new technologies 
from a broader legal angle. 

 
25 W. Maxwell, Vidéo intelligente dans les trains, bus et 
métros, 692. 
26 Let us mention here how the notion of administration 
meets that of private corporation in such cases where 
the technology is developed and managed by a start-up 
company. 
27 On this subject, among a large variety of studies on 
indirect bias and algorithms, see: Council of Europe, 
Discrimination, artificial intelligence and algorithmic 
decisions, 2018. 
28 Let us recall in this respect that the FDPA, founded in 
1978, remains an authority whose expertise is mainly 
focused on privacy. 
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Ordinance 440179/2020 of 30 April 2020 saw French Council of State overtaking the issue of 
wrongful interpretation of law by public authorities through virtual communication. During first 
lockdown related to Covid-19 outbreak, a series French public authorities –starting from Ministers 
to mayors of small towns– stated that bike riding as individual physical activity was forbidden by 
Decree n. 2020-293 of March 2020 which was the ground for restrictions. While a quick reading of 
the decree was unequivocally dismissing such interpretation, French Association of bike riders 
“Fédération des usagers de la bicyclette” was forced to bring the case in front of French highest 
Administrative Court by an urgent action, the “référé-liberté”. In his ordinance, the Council of State 
finds that, by spreading a wrongful interpretation of law, French Home Minister has illegally and 
seriously breached the freedom of movement and the personal liberty of individuals. The ruling 
comes with a new type of mandatory injunction, as the Minister must reinstate a rightful 
interpretation of law by a “broad mean of communication”. 

ABSTRACT Administration’s digital communication often comes in direct contact with law. At best, it can be 
used to quickly spread new legal rules. But at worst, it can spread wrong interpretation of law, meaning 
Administrations could be part of a general confusion about the scope and the meaning of a legal rule. 
This case, involving bike riding and lockdown rules, shows how the judge may be reacting in order to re-
establish a lawful interpretation of the law. But moreover, it shows the need for the Administrations to tackle 
digital communication’s matters when they are used to explain the law to the public. 

1. Introduction 
The use of digital communication by public 

authorities for their own interest, and 
especially social media, has become common 
and grew massively in this last decade. From 
the French President himself to local towns, 
digital communication is a particularly 
efficient tool to promote their action or simply 
inform citizens. The events that took place in 
the American Capitol has also shown that 
those virtual tools can have tangible effects on 
the real world1. It then calls public authority to 
a certain moderation. 

This institutional and digital com-
munication is often in direct contact with law. 
This is a natural interaction as public 
authorities are able to adopt legal acts but also 
ensure that these acts are correctly applied. It 
is therefore important that everybody gets to 

 
 Article submitted to double-blind peer review. 
1 See the ruling that upheld Donald J. Trump’s restriction 
to post on Facebook: Facebook’s Oversight Board, 7 

January 2021, n. 2021-001-FB-FBR. 

know what the rule is, especially in the event 
of a crisis where such rules are subject to 
monthly, if not weekly, changes. 

What can therefore happen when a public 
authority doesn’t communicate properly 
online about the meaning of a legal rule? 
Without going to the extreme example of a 
public authority that would voluntarily spread 
a fake news, a serious risk of widely spreading 
wrongful interpretations of a legal rule, 
intentionally or not, still remains for public 
authorities. Therefore, how can such mistakes 
be corrected and by whom? This present case 
gives an interesting answer. 

In the midst of France’s first COVID-19 
pandemic lockdown, a peculiar case involving 
bike riders made his appearance at the French 
Supreme Administrative Court. Travels 
outside of residence were then highly 
restricted by the Prime Minister’s Decree of 
23 March2. Article 3 of this decree gave a 

 
2 Decree n. 2020-293, 23 March 2020 prescribing general 
and necessary measures to face Covid-19 epidemic within 
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taken individually can probably be justified in 
the light of the proportionality test: legitimate 
objective, necessity of the measure, 
proportionality, clear and precise legislative 
framework. On the other hand, the cumulative 
effect of these devices is still poorly 
understood and constitutes a major societal 
debate”25. 

Beyond the FDPA’s reasoning, this case 
demonstrates how difficult it is to relevantly 
regulate, smart video devices. It is important 
to realize that this device is not only a 
temporary private data-collection tool with 
strong privacy guarantees, but also a “reading 
tool”, in administration’s hand26 aimed at 
conducting its public services missions and, 
eventually, helping its decision-making 
process. The relevant data in the commented 
case are not only video collected pictures, but 
also the data those pictures gave birth to 
numbers, percentages, that will be stored and 
used by the administration. It is then no longer 
only a matter of privacy protection, but a 
broader questioning about what is commonly 
named “algorithmic governmentality”. Behind 
this tool are the potential discrimination risks, 
now widely known, of such process27. 

Faced with the proliferation of video 
devices based on personal data, but not 
intended to identify them, privacy should not 
appear as the only “gateway” to a juridical 
debate. In the commented case and similar 
ones, the FDPA28 takes out the best of the 
means at her disposal but hope itself for the 
establishment of a large-scale regulation 
addressing the issue of these new technologies 
from a broader legal angle. 

 
25 W. Maxwell, Vidéo intelligente dans les trains, bus et 
métros, 692. 
26 Let us mention here how the notion of administration 
meets that of private corporation in such cases where 
the technology is developed and managed by a start-up 
company. 
27 On this subject, among a large variety of studies on 
indirect bias and algorithms, see: Council of Europe, 
Discrimination, artificial intelligence and algorithmic 
decisions, 2018. 
28 Let us recall in this respect that the FDPA, founded in 
1978, remains an authority whose expertise is mainly 
focused on privacy. 
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1. Introduction 
The use of digital communication by public 

authorities for their own interest, and 
especially social media, has become common 
and grew massively in this last decade. From 
the French President himself to local towns, 
digital communication is a particularly 
efficient tool to promote their action or simply 
inform citizens. The events that took place in 
the American Capitol has also shown that 
those virtual tools can have tangible effects on 
the real world1. It then calls public authority to 
a certain moderation. 

This institutional and digital com-
munication is often in direct contact with law. 
This is a natural interaction as public 
authorities are able to adopt legal acts but also 
ensure that these acts are correctly applied. It 
is therefore important that everybody gets to 

 
 Article submitted to double-blind peer review. 
1 See the ruling that upheld Donald J. Trump’s restriction 
to post on Facebook: Facebook’s Oversight Board, 7 

January 2021, n. 2021-001-FB-FBR. 

know what the rule is, especially in the event 
of a crisis where such rules are subject to 
monthly, if not weekly, changes. 

What can therefore happen when a public 
authority doesn’t communicate properly 
online about the meaning of a legal rule? 
Without going to the extreme example of a 
public authority that would voluntarily spread 
a fake news, a serious risk of widely spreading 
wrongful interpretations of a legal rule, 
intentionally or not, still remains for public 
authorities. Therefore, how can such mistakes 
be corrected and by whom? This present case 
gives an interesting answer. 

In the midst of France’s first COVID-19 
pandemic lockdown, a peculiar case involving 
bike riders made his appearance at the French 
Supreme Administrative Court. Travels 
outside of residence were then highly 
restricted by the Prime Minister’s Decree of 
23 March2. Article 3 of this decree gave a 

 
2 Decree n. 2020-293, 23 March 2020 prescribing general 
and necessary measures to face Covid-19 epidemic within 
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taken individually can probably be justified in 
the light of the proportionality test: legitimate 
objective, necessity of the measure, 
proportionality, clear and precise legislative 
framework. On the other hand, the cumulative 
effect of these devices is still poorly 
understood and constitutes a major societal 
debate”25. 

Beyond the FDPA’s reasoning, this case 
demonstrates how difficult it is to relevantly 
regulate, smart video devices. It is important 
to realize that this device is not only a 
temporary private data-collection tool with 
strong privacy guarantees, but also a “reading 
tool”, in administration’s hand26 aimed at 
conducting its public services missions and, 
eventually, helping its decision-making 
process. The relevant data in the commented 
case are not only video collected pictures, but 
also the data those pictures gave birth to 
numbers, percentages, that will be stored and 
used by the administration. It is then no longer 
only a matter of privacy protection, but a 
broader questioning about what is commonly 
named “algorithmic governmentality”. Behind 
this tool are the potential discrimination risks, 
now widely known, of such process27. 

Faced with the proliferation of video 
devices based on personal data, but not 
intended to identify them, privacy should not 
appear as the only “gateway” to a juridical 
debate. In the commented case and similar 
ones, the FDPA28 takes out the best of the 
means at her disposal but hope itself for the 
establishment of a large-scale regulation 
addressing the issue of these new technologies 
from a broader legal angle. 

 
25 W. Maxwell, Vidéo intelligente dans les trains, bus et 
métros, 692. 
26 Let us mention here how the notion of administration 
meets that of private corporation in such cases where 
the technology is developed and managed by a start-up 
company. 
27 On this subject, among a large variety of studies on 
indirect bias and algorithms, see: Council of Europe, 
Discrimination, artificial intelligence and algorithmic 
decisions, 2018. 
28 Let us recall in this respect that the FDPA, founded in 
1978, remains an authority whose expertise is mainly 
focused on privacy. 
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ABSTRACT Administration’s digital communication often comes in direct contact with law. At best, it can be 
used to quickly spread new legal rules. But at worst, it can spread wrong interpretation of law, meaning 
Administrations could be part of a general confusion about the scope and the meaning of a legal rule. 
This case, involving bike riding and lockdown rules, shows how the judge may be reacting in order to re-
establish a lawful interpretation of the law. But moreover, it shows the need for the Administrations to tackle 
digital communication’s matters when they are used to explain the law to the public. 

1. Introduction 
The use of digital communication by public 

authorities for their own interest, and 
especially social media, has become common 
and grew massively in this last decade. From 
the French President himself to local towns, 
digital communication is a particularly 
efficient tool to promote their action or simply 
inform citizens. The events that took place in 
the American Capitol has also shown that 
those virtual tools can have tangible effects on 
the real world1. It then calls public authority to 
a certain moderation. 

This institutional and digital com-
munication is often in direct contact with law. 
This is a natural interaction as public 
authorities are able to adopt legal acts but also 
ensure that these acts are correctly applied. It 
is therefore important that everybody gets to 

 
 Article submitted to double-blind peer review. 
1 See the ruling that upheld Donald J. Trump’s restriction 
to post on Facebook: Facebook’s Oversight Board, 7 

January 2021, n. 2021-001-FB-FBR. 

know what the rule is, especially in the event 
of a crisis where such rules are subject to 
monthly, if not weekly, changes. 

What can therefore happen when a public 
authority doesn’t communicate properly 
online about the meaning of a legal rule? 
Without going to the extreme example of a 
public authority that would voluntarily spread 
a fake news, a serious risk of widely spreading 
wrongful interpretations of a legal rule, 
intentionally or not, still remains for public 
authorities. Therefore, how can such mistakes 
be corrected and by whom? This present case 
gives an interesting answer. 

In the midst of France’s first COVID-19 
pandemic lockdown, a peculiar case involving 
bike riders made his appearance at the French 
Supreme Administrative Court. Travels 
outside of residence were then highly 
restricted by the Prime Minister’s Decree of 
23 March2. Article 3 of this decree gave a 

 
2 Decree n. 2020-293, 23 March 2020 prescribing general 
and necessary measures to face Covid-19 epidemic within 
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series of motives for which peoples could go 
out such as grocery shopping, commute to 
work but also “individual physical activity”3. 
This last one could be enjoyed around one 
kilometre of the residence and for only one 
hour per day.  

Even though the text did not specify that 
any kind of physical activity was forbidden, 
the official social medias accounts of the 
French Home Minister (“Ministre de 
l’Intérieur”) and Sports Minister, began to 
post on social medias stating that riding a bike 
as a daily physical activity was forbidden by 
the decree4. Even if some other official 
accounts stated that bike was authorized5, the 
initial information soon began to spread on 
social medias, relayed by local authorities’ 
official accounts. The wide spread of this 
blatant wrong interpretation of the rule came 
to the extent that some individuals were fined 
€135 (roughly £115) for a violation of the 
lockdown just because they were enjoying 
their daily physical activity by riding a bike.   

French Association of bike riders 
“Fédération Française des usagers de la 
bicyclette” (FUB) then introduced a “référé-
liberté” in front of France’s highest 
administrative Court, the “Conseil d’État”. 
The aim was to re-establish a clear and lawful 
interpretation of the rule. Every public 
authority that had spread the information on 
the prohibition of the bicycle was therefore 
taken to court. The Conseil d’État had thus to 
determine whether the widespread of this 
blatant misinterpretation of law was bound to 
a breach of a fundamental liberty and if yes, 
how public authorities could resettle a genuine 
interpretation of the rule. 

After identifying a breach of a fundamental 
liberty (1), the Conseil d’État states that, the 
fact that the interpretation was wrong but also 
spread massively online, has caused a serious 
and patently illegal breach of the freedom of 
movement and of the personal liberty6 (2). 

 
the State health emergency. 
3 Article 3, I, 5° of the Decree n. 2020-293, 23 March 2020 
prescribing general and necessary measures to face Covid-
19 epidemic within the State of health emergency. 
4 For example: www.facebook.com/ministere.interieur/ 
photos/a.464856017990/10157496682107991/?type=3&the 
ater. For many other examples, see the thread of French 
journalist Marc Rees: https://twitter.-
com/reesmarc/status/1254670202987589633. 
5 For example, the Home Minister sometimes stated that 
the bike was authorized: www.liberation.fr/checkne 
ws/2020/03/18/peut-on-faire-du-velo-pendant-le-confineme 
nt_1782044/  
6 The “liberté personnelle” is linked to the right to privacy. 

Finally, using his injunction power, he forces 
the Prime Minister to restore “by a broad 
mean of communication, the government’s 
interpretation”7 (3).  

2. The breach of a fundamental liberty 
We must, at first, explain the nature of the 

action exerted by the FUB. The association 
chose to introduce a “référé-liberté”. This 
specific action has been created by the law of 
30 June 2000 and codified at Article L.521-2 
of French’s Code of Administrative Justice 
(CAJ). It allows the administrative judge 
to: “order any measures needed to protect a 
fundamental liberty to which a public body 
[…], using his power, would have breach 
seriously and in a patently illegal way”. His 
main advantage is his hastiness since the 
judge must hand down his ruling under 48 
hours8. The other advantage is the fact that 
this action is much more accessible from a 
formal point of view. The référé-liberté can be 
exerted even though there is no clear legal act 
linked to the fundamental liberty breach. 

Allowing to focus only on the behaviour of 
the Administration or his effects on 
individuals, the judge is able to undertake 
more insidious practices than if they were just 
formal consequences of a legal act. Under the 
prism of the development of online 
communication by the Administration, this 
requirement is particularly useful. In this case, 
the confusion about bike riding was not 
related to a poorly written legal act but about 
the misinterpretation of the legal act by 
several public bodies, which have led to a 
series of fines. But these interpretations were 
not themselves, formalized on a legal act, only 
on social media posts and in FAQs on 
institutional websites. 

In our case, the inquiry had revealed that, 
aware of the doubt set by the contradictory 
communications, the Prime Minister had 
adopted an “instruction” on the 24 April, 
which confirmed that the use of the bike was 
authorized as long as the motive was 
legitimate. This document was intended to be 
spread to agents responsible for the decree’s 
enforcement, mainly police forces. 
Nevertheless, the Conseil d’État 
states that: “Event thought this interpretation 
existed […] many State authorities are still 
spreading the idea that bike riding is 

 
7 See § 10 of the ruling.  
8 Article L.521-2 of the CAJ. 
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prohibited as an individual physical activity, 
on social media or in FAQ’s answers”9. In a 
nutshell, it is because, in complete denial, 
some State authorities did not change their 
behaviour and kept on spreading a wrong 
interpretation, which have led to abusive fines, 
that the référé-liberté is admissible. 

The judge still needs to link those 
Administrations behaviour and their effects on 
individuals with a breach of a fundamental 
liberty within the meaning of Article L.521-2 
of the CAJ. Since the Code does not provide 
any exhaustive list, the judge can freely decide 
whether a public liberty falls into this article 
or not.  

In our case, the judge bind: “the ability to 
move, using authorized means of transport”10, 
to the freedom of movement11 12 and personal 
liberty13, which are both fundamental liberties. 
He then finds a breach of these liberties by a 
very specific and concrete consequence of the 
misinterpretation: the single fact that a bike 
rider may be “forced to get off his vehicle and 
carry on his route by foot”14. But this breach 
still needs to be “serious and patently illegal” 
to hope that specific measures can be ordered 
by the judge. This is the next step we will be 
studying.  

3. A serious and patently illegal breach  
In order to identify a serious and patently 

illegal breach, the Conseil d’État relies on 
different elements. Let’s note firstly that 
during the hearing, the Prime Minister did not 
try to challenge the fact that the interpretation 
gave by several administrations was clearly 
contrary to the actual decree. We can add that 
this interpretation was a clear breach of 
Article 5 of the French’s Declaration of 
Human and Civil rights which states the 
principle that: “Everything that is not 
forbidden by law cannot be restricted and no 
one can be forced to do something that the law 

 
9 See §7 of the ruling. 
10 See §8 of the ruling. 
11 Which is a fundamental liberty in the scope of art. L.521-
2 of the CAJ: Council of State, ord., 9 January 2001, 
Desperthes, n. 228928. 
12 For a translation closer to the French version: the liberty 
to come and go (liberté d’aller et venir). 
13 Which is also a fundamental liberty in the scope of art. 
L.521-2 of the CAJ: Council of State, ord., 2 April 2001, 
Ministre de l’Intérieur c/ Consorts Marcel, n. 231965. 
Those two fundamental liberties are often invoked together 
in other cases, see: Council of State, ord., 26 April 2005, 
Ministre de l’intérieur c/ M’Lamali, no 279842. 
14 See §9 of the ruling. 

does not order”15. 
Several elements are taken into account by 

the judge in order to conclude that: “Because 
of the uncertainty that has been established by 
contradictions in several public bodies’ 
communication […] and the consequences of 
this uncertainty for individuals using their 
bike for their authorized travels, the absence 
of public disclosure of the Government’s 
interpretation must […] be considered as a 
serious and patently illegal breach of a 
fundamental liberty”16. 

The judge first notes that the information 
was spread online by public authorities. 
Indeed, the FUB has taken 14 public bodies17 
to court because they communicated the 
wrong interpretation. Outside of their 
behaviour, the judge points out the negative 
effects it had on individuals because of a sort 
of a snowball effect. The virtual mean of 
communication has, indeed, made the effects 
of the wrong interpretation more serious in 
real life. Going from the Home Minister, the 
misinterpretation was reused by local 
“Préfectures”18 and even by some 
municipalities. Police forces responsible for 
the enforcement of the Prime Minister’s 
decree then thought that biking was not 
considered an individual physical activity and 
started handing out fines to bike riders19. We 
cannot blame them since the information 
initially came from a minister who is 
supposed to know the meaning of legal rules, 
particularly since, on this matter, the Home 
Minister took a big part in the design of such 
rules. Outside of the fines, the FUB showed in 
Court that some Préfectures and mayors, 
picking their legal information from Twitter 
instead of actually reading the texts, had took 
by-laws20, to close bicycle lanes in the 
territory in order to prevent individuals from 
riding their bike as their daily physical 
activity. To briefly summarize, the 
misinterpretation came from the top to the 

 
15 The Declaration is part of French Constitutional laws. 
16 See §10 of the ruling. 
17 3 ministers and 13 “Préfectures”.  
18 Préfectures are the public bodies representing the central 
State in local part of the territory. They main role is to 
ensure that national policies are applied by local 
authorities.  
19 A map of those fines can be found at: 
www.fub.fr/fub/actualites/fub-obligee-saisir-conseil-etat-fa 
ire-reconnaitre-velo-moyen-transport-legitime.  
20 A small list of such by-laws may be found on at pages 5 
and 6 of the FUB’s motion: www.fub.fr/sites/fub 
/files/fub/Communiques/projet_de_requete_en_refere-libert 
e_-_fub_-_20042020_ok.pdf. 
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series of motives for which peoples could go 
out such as grocery shopping, commute to 
work but also “individual physical activity”3. 
This last one could be enjoyed around one 
kilometre of the residence and for only one 
hour per day.  

Even though the text did not specify that 
any kind of physical activity was forbidden, 
the official social medias accounts of the 
French Home Minister (“Ministre de 
l’Intérieur”) and Sports Minister, began to 
post on social medias stating that riding a bike 
as a daily physical activity was forbidden by 
the decree4. Even if some other official 
accounts stated that bike was authorized5, the 
initial information soon began to spread on 
social medias, relayed by local authorities’ 
official accounts. The wide spread of this 
blatant wrong interpretation of the rule came 
to the extent that some individuals were fined 
€135 (roughly £115) for a violation of the 
lockdown just because they were enjoying 
their daily physical activity by riding a bike.   

French Association of bike riders 
“Fédération Française des usagers de la 
bicyclette” (FUB) then introduced a “référé-
liberté” in front of France’s highest 
administrative Court, the “Conseil d’État”. 
The aim was to re-establish a clear and lawful 
interpretation of the rule. Every public 
authority that had spread the information on 
the prohibition of the bicycle was therefore 
taken to court. The Conseil d’État had thus to 
determine whether the widespread of this 
blatant misinterpretation of law was bound to 
a breach of a fundamental liberty and if yes, 
how public authorities could resettle a genuine 
interpretation of the rule. 

After identifying a breach of a fundamental 
liberty (1), the Conseil d’État states that, the 
fact that the interpretation was wrong but also 
spread massively online, has caused a serious 
and patently illegal breach of the freedom of 
movement and of the personal liberty6 (2). 

 
the State health emergency. 
3 Article 3, I, 5° of the Decree n. 2020-293, 23 March 2020 
prescribing general and necessary measures to face Covid-
19 epidemic within the State of health emergency. 
4 For example: www.facebook.com/ministere.interieur/ 
photos/a.464856017990/10157496682107991/?type=3&the 
ater. For many other examples, see the thread of French 
journalist Marc Rees: https://twitter.-
com/reesmarc/status/1254670202987589633. 
5 For example, the Home Minister sometimes stated that 
the bike was authorized: www.liberation.fr/checkne 
ws/2020/03/18/peut-on-faire-du-velo-pendant-le-confineme 
nt_1782044/  
6 The “liberté personnelle” is linked to the right to privacy. 

Finally, using his injunction power, he forces 
the Prime Minister to restore “by a broad 
mean of communication, the government’s 
interpretation”7 (3).  

2. The breach of a fundamental liberty 
We must, at first, explain the nature of the 

action exerted by the FUB. The association 
chose to introduce a “référé-liberté”. This 
specific action has been created by the law of 
30 June 2000 and codified at Article L.521-2 
of French’s Code of Administrative Justice 
(CAJ). It allows the administrative judge 
to: “order any measures needed to protect a 
fundamental liberty to which a public body 
[…], using his power, would have breach 
seriously and in a patently illegal way”. His 
main advantage is his hastiness since the 
judge must hand down his ruling under 48 
hours8. The other advantage is the fact that 
this action is much more accessible from a 
formal point of view. The référé-liberté can be 
exerted even though there is no clear legal act 
linked to the fundamental liberty breach. 

Allowing to focus only on the behaviour of 
the Administration or his effects on 
individuals, the judge is able to undertake 
more insidious practices than if they were just 
formal consequences of a legal act. Under the 
prism of the development of online 
communication by the Administration, this 
requirement is particularly useful. In this case, 
the confusion about bike riding was not 
related to a poorly written legal act but about 
the misinterpretation of the legal act by 
several public bodies, which have led to a 
series of fines. But these interpretations were 
not themselves, formalized on a legal act, only 
on social media posts and in FAQs on 
institutional websites. 

In our case, the inquiry had revealed that, 
aware of the doubt set by the contradictory 
communications, the Prime Minister had 
adopted an “instruction” on the 24 April, 
which confirmed that the use of the bike was 
authorized as long as the motive was 
legitimate. This document was intended to be 
spread to agents responsible for the decree’s 
enforcement, mainly police forces. 
Nevertheless, the Conseil d’État 
states that: “Event thought this interpretation 
existed […] many State authorities are still 
spreading the idea that bike riding is 

 
7 See § 10 of the ruling.  
8 Article L.521-2 of the CAJ. 
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prohibited as an individual physical activity, 
on social media or in FAQ’s answers”9. In a 
nutshell, it is because, in complete denial, 
some State authorities did not change their 
behaviour and kept on spreading a wrong 
interpretation, which have led to abusive fines, 
that the référé-liberté is admissible. 

The judge still needs to link those 
Administrations behaviour and their effects on 
individuals with a breach of a fundamental 
liberty within the meaning of Article L.521-2 
of the CAJ. Since the Code does not provide 
any exhaustive list, the judge can freely decide 
whether a public liberty falls into this article 
or not.  

In our case, the judge bind: “the ability to 
move, using authorized means of transport”10, 
to the freedom of movement11 12 and personal 
liberty13, which are both fundamental liberties. 
He then finds a breach of these liberties by a 
very specific and concrete consequence of the 
misinterpretation: the single fact that a bike 
rider may be “forced to get off his vehicle and 
carry on his route by foot”14. But this breach 
still needs to be “serious and patently illegal” 
to hope that specific measures can be ordered 
by the judge. This is the next step we will be 
studying.  

3. A serious and patently illegal breach  
In order to identify a serious and patently 

illegal breach, the Conseil d’État relies on 
different elements. Let’s note firstly that 
during the hearing, the Prime Minister did not 
try to challenge the fact that the interpretation 
gave by several administrations was clearly 
contrary to the actual decree. We can add that 
this interpretation was a clear breach of 
Article 5 of the French’s Declaration of 
Human and Civil rights which states the 
principle that: “Everything that is not 
forbidden by law cannot be restricted and no 
one can be forced to do something that the law 

 
9 See §7 of the ruling. 
10 See §8 of the ruling. 
11 Which is a fundamental liberty in the scope of art. L.521-
2 of the CAJ: Council of State, ord., 9 January 2001, 
Desperthes, n. 228928. 
12 For a translation closer to the French version: the liberty 
to come and go (liberté d’aller et venir). 
13 Which is also a fundamental liberty in the scope of art. 
L.521-2 of the CAJ: Council of State, ord., 2 April 2001, 
Ministre de l’Intérieur c/ Consorts Marcel, n. 231965. 
Those two fundamental liberties are often invoked together 
in other cases, see: Council of State, ord., 26 April 2005, 
Ministre de l’intérieur c/ M’Lamali, no 279842. 
14 See §9 of the ruling. 

does not order”15. 
Several elements are taken into account by 

the judge in order to conclude that: “Because 
of the uncertainty that has been established by 
contradictions in several public bodies’ 
communication […] and the consequences of 
this uncertainty for individuals using their 
bike for their authorized travels, the absence 
of public disclosure of the Government’s 
interpretation must […] be considered as a 
serious and patently illegal breach of a 
fundamental liberty”16. 

The judge first notes that the information 
was spread online by public authorities. 
Indeed, the FUB has taken 14 public bodies17 
to court because they communicated the 
wrong interpretation. Outside of their 
behaviour, the judge points out the negative 
effects it had on individuals because of a sort 
of a snowball effect. The virtual mean of 
communication has, indeed, made the effects 
of the wrong interpretation more serious in 
real life. Going from the Home Minister, the 
misinterpretation was reused by local 
“Préfectures”18 and even by some 
municipalities. Police forces responsible for 
the enforcement of the Prime Minister’s 
decree then thought that biking was not 
considered an individual physical activity and 
started handing out fines to bike riders19. We 
cannot blame them since the information 
initially came from a minister who is 
supposed to know the meaning of legal rules, 
particularly since, on this matter, the Home 
Minister took a big part in the design of such 
rules. Outside of the fines, the FUB showed in 
Court that some Préfectures and mayors, 
picking their legal information from Twitter 
instead of actually reading the texts, had took 
by-laws20, to close bicycle lanes in the 
territory in order to prevent individuals from 
riding their bike as their daily physical 
activity. To briefly summarize, the 
misinterpretation came from the top to the 

 
15 The Declaration is part of French Constitutional laws. 
16 See §10 of the ruling. 
17 3 ministers and 13 “Préfectures”.  
18 Préfectures are the public bodies representing the central 
State in local part of the territory. They main role is to 
ensure that national policies are applied by local 
authorities.  
19 A map of those fines can be found at: 
www.fub.fr/fub/actualites/fub-obligee-saisir-conseil-etat-fa 
ire-reconnaitre-velo-moyen-transport-legitime.  
20 A small list of such by-laws may be found on at pages 5 
and 6 of the FUB’s motion: www.fub.fr/sites/fub 
/files/fub/Communiques/projet_de_requete_en_refere-libert 
e_-_fub_-_20042020_ok.pdf. 

 
AAnnttooiinnee  OOuummeeddjjkkaannee 
 

 
212  2021 Erdal, Volume 2, Issue 2 
 

   
   

   
   

   
   

   
   

   
   

   
 C

as
e A

na
ly

sis
 

series of motives for which peoples could go 
out such as grocery shopping, commute to 
work but also “individual physical activity”3. 
This last one could be enjoyed around one 
kilometre of the residence and for only one 
hour per day.  

Even though the text did not specify that 
any kind of physical activity was forbidden, 
the official social medias accounts of the 
French Home Minister (“Ministre de 
l’Intérieur”) and Sports Minister, began to 
post on social medias stating that riding a bike 
as a daily physical activity was forbidden by 
the decree4. Even if some other official 
accounts stated that bike was authorized5, the 
initial information soon began to spread on 
social medias, relayed by local authorities’ 
official accounts. The wide spread of this 
blatant wrong interpretation of the rule came 
to the extent that some individuals were fined 
€135 (roughly £115) for a violation of the 
lockdown just because they were enjoying 
their daily physical activity by riding a bike.   

French Association of bike riders 
“Fédération Française des usagers de la 
bicyclette” (FUB) then introduced a “référé-
liberté” in front of France’s highest 
administrative Court, the “Conseil d’État”. 
The aim was to re-establish a clear and lawful 
interpretation of the rule. Every public 
authority that had spread the information on 
the prohibition of the bicycle was therefore 
taken to court. The Conseil d’État had thus to 
determine whether the widespread of this 
blatant misinterpretation of law was bound to 
a breach of a fundamental liberty and if yes, 
how public authorities could resettle a genuine 
interpretation of the rule. 

After identifying a breach of a fundamental 
liberty (1), the Conseil d’État states that, the 
fact that the interpretation was wrong but also 
spread massively online, has caused a serious 
and patently illegal breach of the freedom of 
movement and of the personal liberty6 (2). 

 
the State health emergency. 
3 Article 3, I, 5° of the Decree n. 2020-293, 23 March 2020 
prescribing general and necessary measures to face Covid-
19 epidemic within the State of health emergency. 
4 For example: www.facebook.com/ministere.interieur/ 
photos/a.464856017990/10157496682107991/?type=3&the 
ater. For many other examples, see the thread of French 
journalist Marc Rees: https://twitter.-
com/reesmarc/status/1254670202987589633. 
5 For example, the Home Minister sometimes stated that 
the bike was authorized: www.liberation.fr/checkne 
ws/2020/03/18/peut-on-faire-du-velo-pendant-le-confineme 
nt_1782044/  
6 The “liberté personnelle” is linked to the right to privacy. 

Finally, using his injunction power, he forces 
the Prime Minister to restore “by a broad 
mean of communication, the government’s 
interpretation”7 (3).  

2. The breach of a fundamental liberty 
We must, at first, explain the nature of the 

action exerted by the FUB. The association 
chose to introduce a “référé-liberté”. This 
specific action has been created by the law of 
30 June 2000 and codified at Article L.521-2 
of French’s Code of Administrative Justice 
(CAJ). It allows the administrative judge 
to: “order any measures needed to protect a 
fundamental liberty to which a public body 
[…], using his power, would have breach 
seriously and in a patently illegal way”. His 
main advantage is his hastiness since the 
judge must hand down his ruling under 48 
hours8. The other advantage is the fact that 
this action is much more accessible from a 
formal point of view. The référé-liberté can be 
exerted even though there is no clear legal act 
linked to the fundamental liberty breach. 

Allowing to focus only on the behaviour of 
the Administration or his effects on 
individuals, the judge is able to undertake 
more insidious practices than if they were just 
formal consequences of a legal act. Under the 
prism of the development of online 
communication by the Administration, this 
requirement is particularly useful. In this case, 
the confusion about bike riding was not 
related to a poorly written legal act but about 
the misinterpretation of the legal act by 
several public bodies, which have led to a 
series of fines. But these interpretations were 
not themselves, formalized on a legal act, only 
on social media posts and in FAQs on 
institutional websites. 

In our case, the inquiry had revealed that, 
aware of the doubt set by the contradictory 
communications, the Prime Minister had 
adopted an “instruction” on the 24 April, 
which confirmed that the use of the bike was 
authorized as long as the motive was 
legitimate. This document was intended to be 
spread to agents responsible for the decree’s 
enforcement, mainly police forces. 
Nevertheless, the Conseil d’État 
states that: “Event thought this interpretation 
existed […] many State authorities are still 
spreading the idea that bike riding is 

 
7 See § 10 of the ruling.  
8 Article L.521-2 of the CAJ. 
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prohibited as an individual physical activity, 
on social media or in FAQ’s answers”9. In a 
nutshell, it is because, in complete denial, 
some State authorities did not change their 
behaviour and kept on spreading a wrong 
interpretation, which have led to abusive fines, 
that the référé-liberté is admissible. 

The judge still needs to link those 
Administrations behaviour and their effects on 
individuals with a breach of a fundamental 
liberty within the meaning of Article L.521-2 
of the CAJ. Since the Code does not provide 
any exhaustive list, the judge can freely decide 
whether a public liberty falls into this article 
or not.  

In our case, the judge bind: “the ability to 
move, using authorized means of transport”10, 
to the freedom of movement11 12 and personal 
liberty13, which are both fundamental liberties. 
He then finds a breach of these liberties by a 
very specific and concrete consequence of the 
misinterpretation: the single fact that a bike 
rider may be “forced to get off his vehicle and 
carry on his route by foot”14. But this breach 
still needs to be “serious and patently illegal” 
to hope that specific measures can be ordered 
by the judge. This is the next step we will be 
studying.  

3. A serious and patently illegal breach  
In order to identify a serious and patently 

illegal breach, the Conseil d’État relies on 
different elements. Let’s note firstly that 
during the hearing, the Prime Minister did not 
try to challenge the fact that the interpretation 
gave by several administrations was clearly 
contrary to the actual decree. We can add that 
this interpretation was a clear breach of 
Article 5 of the French’s Declaration of 
Human and Civil rights which states the 
principle that: “Everything that is not 
forbidden by law cannot be restricted and no 
one can be forced to do something that the law 

 
9 See §7 of the ruling. 
10 See §8 of the ruling. 
11 Which is a fundamental liberty in the scope of art. L.521-
2 of the CAJ: Council of State, ord., 9 January 2001, 
Desperthes, n. 228928. 
12 For a translation closer to the French version: the liberty 
to come and go (liberté d’aller et venir). 
13 Which is also a fundamental liberty in the scope of art. 
L.521-2 of the CAJ: Council of State, ord., 2 April 2001, 
Ministre de l’Intérieur c/ Consorts Marcel, n. 231965. 
Those two fundamental liberties are often invoked together 
in other cases, see: Council of State, ord., 26 April 2005, 
Ministre de l’intérieur c/ M’Lamali, no 279842. 
14 See §9 of the ruling. 

does not order”15. 
Several elements are taken into account by 

the judge in order to conclude that: “Because 
of the uncertainty that has been established by 
contradictions in several public bodies’ 
communication […] and the consequences of 
this uncertainty for individuals using their 
bike for their authorized travels, the absence 
of public disclosure of the Government’s 
interpretation must […] be considered as a 
serious and patently illegal breach of a 
fundamental liberty”16. 

The judge first notes that the information 
was spread online by public authorities. 
Indeed, the FUB has taken 14 public bodies17 
to court because they communicated the 
wrong interpretation. Outside of their 
behaviour, the judge points out the negative 
effects it had on individuals because of a sort 
of a snowball effect. The virtual mean of 
communication has, indeed, made the effects 
of the wrong interpretation more serious in 
real life. Going from the Home Minister, the 
misinterpretation was reused by local 
“Préfectures”18 and even by some 
municipalities. Police forces responsible for 
the enforcement of the Prime Minister’s 
decree then thought that biking was not 
considered an individual physical activity and 
started handing out fines to bike riders19. We 
cannot blame them since the information 
initially came from a minister who is 
supposed to know the meaning of legal rules, 
particularly since, on this matter, the Home 
Minister took a big part in the design of such 
rules. Outside of the fines, the FUB showed in 
Court that some Préfectures and mayors, 
picking their legal information from Twitter 
instead of actually reading the texts, had took 
by-laws20, to close bicycle lanes in the 
territory in order to prevent individuals from 
riding their bike as their daily physical 
activity. To briefly summarize, the 
misinterpretation came from the top to the 

 
15 The Declaration is part of French Constitutional laws. 
16 See §10 of the ruling. 
17 3 ministers and 13 “Préfectures”.  
18 Préfectures are the public bodies representing the central 
State in local part of the territory. They main role is to 
ensure that national policies are applied by local 
authorities.  
19 A map of those fines can be found at: 
www.fub.fr/fub/actualites/fub-obligee-saisir-conseil-etat-fa 
ire-reconnaitre-velo-moyen-transport-legitime.  
20 A small list of such by-laws may be found on at pages 5 
and 6 of the FUB’s motion: www.fub.fr/sites/fub 
/files/fub/Communiques/projet_de_requete_en_refere-libert 
e_-_fub_-_20042020_ok.pdf. 
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bottom, and generated a number of potential 
illegal acts which have led to a series of 
breaches for individual’s freedom. 

Those circumstances would already be 
sufficient for the judge to find a serious and 
patently illegal breach but the Conseil d’État 
chose an additional element: the fact that the 
interpretation of the Prime Minister was not 
publicly disclosed. As it had already been 
said, the Prime Minister took an “instruction” 
in order to re-establish a proper interpretation 
of the decree. Such legal act – which aims to 
explain the meaning and the consequences of 
a legal act – is, however, only directed at the 
agents responsible for the act’s enforcement 
and, therefore, remains inside the 
Administration. That’s why this document 
was only revealed during the inquiry.  

We can already see that the Conseil d’État 
has identified several malfunctions in the 
public communication that should have been 
corrected by the public communication itself. 
This finding is already innovatory because no 
breach of a fundamental liberty has been so 
clearly linked to a poor use of 
communication’s tools. This new 
acknowledgment is extended at the mandatory 
injunction.  

4. A new kind of mandatory injunction: the 
broad communication of the lawful 
interpretation 
The judge drew the consequences of his 

previous assertion by ordering the Prime 
Minister to “publicly disclose the 
interpretation, under 24 hours and by a broad 
mean of communication”. The Prime Minister 
must thus clearly state that the bicycle is a 
lawful mean of transport as long as the motive 
for using it is lawful.  

This mandatory injunction is unique 
because the solution uses the same tool that 
causes the initial breach. This shows that the 
judge is aware of the power of communication 
tools. He requires the malfunction in the 
communication to be corrected by an even 
wider communication which is the only way 
to reinstate the lawful interpretation and avoid 
any other breach. A French author notes that 
this remedy is a way to protect the principle of 
legal certainty21 which, if it has not been cited 

 
21 This principle is broadly inspired by European law and 
has been recognized by the Conseil d’État as a “principe 
général du droit” (General principle of law): Council of 
State, in Assembly, 24 March 2006, Société KPMG, 
n. 288460. 

by the judge in this case, could have been 
pleaded by the plaintiff22. This is the main 
value of the “broad mean of communication” 
required by the judge: making sure that 
everyone gets to know what is the real rule.  

We also need to comment the choice to 
restrict the court order to the Prime Minister 
only. This may be surprising considering the 
fact that 14 public authorities were taken to 
court by the FUB. Firstly, the Prime Minister 
was the author of the decree. Secondly, as the 
Chief of the Government, he was obviously 
the most appropriated authority to re-establish 
an official interpretation that can be followed 
by all the other public authorities, especially 
since Préfectures were the main public bodies 
to spread the wrong interpretation and that 
they are under his authority. 

In our case, the Prime Minister’s reaction 
can be considered as very underwhelming. By 
being too literal, he used one and only one 
mean of communication. A single press 
release was published on the Home Minister’s 
website, stating in three quick lines23 that the 
bicycle was allowed but not recommended. 
The fact that it was released on the Home 
Minister’s website can be noted since the 
wrong information initially came from this 
Minister. The press release is now only 
accessible through the archives of the 
website24.  

We could have legitimately expected that 
the mean of communication used would be 
social media since they played the biggest part 
in the spread of the wrong interpretation. It is 
even fair to say that the press release did not 
get any attention from the public. The lawful 
interpretation only gained popularity through 
online newspaper referring to the ruling. This 
must then question the fact that the judge 
refused to add penalty to the 
mandatory injunction. 

 
 

 
22 M. Cottereau, Personal liberty and legal certainty. When 
the use of bicycle summons major principles, in Actualité 
juridique droit administratif, 2020, 2438. 
23 “The decree only regulates the motive of travels but not 
the means of transports which remains free. The bicycle is 
therefore authorized as any other mean of transport, 
whatever the motive. As a result, one cannot be fined 
because he is only using his bike on an authorized travel”. 
24 The press release can still be found at:  
www.interieur.gouv.fr/fr/Archives/Archives-des-actualites/ 
2020-Actualites/Situation-relative-aux-autorisations-de-dep 
lacement-a-velo-dans-le-cadre-du-confinement. 

 
TToo  TTwweeeett  oorr  NNoott  ttoo  TTwweeeett  

 

  
2021 Erdal, Volume 2, Issue 2 215 
 

Ca
se

 A
na

ly
sis

 

4.1. Conclusion: Good use of online 
communication tools by public bodies 
imply to be clear about what is law or 
not 

The initial confusion about the decree’s 
interpretation comes from a hazardous 
communication of a part of the Government. 
The Home Minister, alongside with the 
Deputy-Minister of Transport tried to 
encourage individuals not to use their bike for 
their daily physical activity. The main reason 
was the fact that it was easier to go over the 
one kilometre limit that was set by the decree. 
But instead of a clear recommendation, their 
communication has maintained – with sheer 
talent – a blurry image of the actual law25.  

Even though the incentive is pretty 
understandable and maybe useful in a way, the 
fact that it was labelled an actual law is 
immediately a lot more problematic. Primarily 
because the rule of law means that the State 
must respect the law itself which implies that 
it can’t pretend something is law and enforce 
it when it is not. 

The Ministers have not only been clumsy, 
they went in total contradiction with their 
initial goal since the incentive have been 
presented as mandatory and not optional, 
which is an oxymoron. In their Nudge theory, 
Richard H. Thaler and Cass Sustein clearly 
state that nudge cannot be a source of 
constraint26, choice architecture must only be 
modified in order to encourage a chosen 
behaviour27. Therefore, no nudge can remove 
choice options. By incriminating a behaviour, 
the minister has indeed remove a choice. 
Following Thaler and Sustein we might even 
say that Minister did the exact opposite of a 
nudge, by creating a sludge. A nudge is 
supposed to be respectful of choice liberty and 
select a behaviour that is in a person’s best 
interest whereas a sludge makes the best 
choice excessively difficult if not, impossible: 

 
25 In a video posted on 26 March on Facebook, the deputy 
minister of Transport stated that “Going to work […] 
grocery shopping […]. For those kinds of travels, the bike 
is authorized. But if you want to work out, you might want 
to go for a run instead”. This video came out as the 
minister had posted several messages stating that the bike 
was forbidden. See at: www.face-
book.com/ministere.interieur/photos/a.464856017990/1015
7496682107991/?type=3&theater. 
26 C. Sustein and R.H. Thaler, Nudge: Improving decisions 
about Health, Wealth and Happiness, New Haven, CT, 
Yale University Press, 2008, 14. 
27 C. Sustein and R.H. Thaler, Nudge: Improving decisions 
about Health, Wealth and Happiness, 5, 81. 

“It can discourage behavior that is in a 
person’s best interest […], and it can 
encourage self-defeating behavior […]”28. 

By applying those simple principles, we 
understand that the fact that the minister has 
presented the bike as forbidden is a way of 
discouraging individuals from this activity in 
order to avoid them to commit an offense. But 
we cannot fail to underline the clear 
disproportion between this goal – even 
thought it might be legitimate – and the mean 
used: a prohibition. This restriction looks 
unjustified but can also goes against a simple 
criminal law principle: the fact that criminal 
law should not punish actions that could only 
hypothetically, lead to an offence29. 

 Finally, by intentionally mixing law and 
incentive, public bodies may lose the citizens 
trust in a time of general mistrust, mostly 
conveyed by online content and social media 
uses. Even though the subject of the ruling 
seems a bit insignificant, in other cases, the 
result of such mistakes made by Government 
can have serious consequences in term of trust 
in democracy. 

A seemingly small communication mistake 
can therefore have multiple serious 
consequences by law. This points out the need 
for a clear separation between law and 
incentive in public bodies’ communication. 
For this to be achieved, it is essential that 
communication services of those public 
bodies are helped by lawyers. It is the only 
way to ensure that communication doesn’t 
blur the line between law and institutional 
communication policy. It would also help to 
improve the explanation of law on social 
media which would then increase accessibility 
of law while enhancing citizen’s trust. 

4.2. Conclusion: On the role of the 
administrative judge: The judicial 
review of soft-law 

Even with such changes, it is still important 
for individuals to have access to legal actions 
that ensure that similar situations can be 
resolved. The “référé-liberté” is particularly 

 
28 R.H. Thaler, Nudge, not sludge, in Science, 2018, vol. 
361, issue 6401, 431. 
29 The prohibition of ante-delictum incriminations has 
some exceptions in criminal law, especially in matter of 
terrorism: A. Ponseille, Les infractions de prévention, 
Argonautes de la lutte contre le terrorisme, in Revue des 
droits et libertés fondamentaux, 2017, chronique n. 26. In 
administrative criminal law, this principle is much less 
applied since it is supposed to prevent individuals from 
committing offences. 
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bottom, and generated a number of potential 
illegal acts which have led to a series of 
breaches for individual’s freedom. 

Those circumstances would already be 
sufficient for the judge to find a serious and 
patently illegal breach but the Conseil d’État 
chose an additional element: the fact that the 
interpretation of the Prime Minister was not 
publicly disclosed. As it had already been 
said, the Prime Minister took an “instruction” 
in order to re-establish a proper interpretation 
of the decree. Such legal act – which aims to 
explain the meaning and the consequences of 
a legal act – is, however, only directed at the 
agents responsible for the act’s enforcement 
and, therefore, remains inside the 
Administration. That’s why this document 
was only revealed during the inquiry.  

We can already see that the Conseil d’État 
has identified several malfunctions in the 
public communication that should have been 
corrected by the public communication itself. 
This finding is already innovatory because no 
breach of a fundamental liberty has been so 
clearly linked to a poor use of 
communication’s tools. This new 
acknowledgment is extended at the mandatory 
injunction.  

4. A new kind of mandatory injunction: the 
broad communication of the lawful 
interpretation 
The judge drew the consequences of his 

previous assertion by ordering the Prime 
Minister to “publicly disclose the 
interpretation, under 24 hours and by a broad 
mean of communication”. The Prime Minister 
must thus clearly state that the bicycle is a 
lawful mean of transport as long as the motive 
for using it is lawful.  

This mandatory injunction is unique 
because the solution uses the same tool that 
causes the initial breach. This shows that the 
judge is aware of the power of communication 
tools. He requires the malfunction in the 
communication to be corrected by an even 
wider communication which is the only way 
to reinstate the lawful interpretation and avoid 
any other breach. A French author notes that 
this remedy is a way to protect the principle of 
legal certainty21 which, if it has not been cited 

 
21 This principle is broadly inspired by European law and 
has been recognized by the Conseil d’État as a “principe 
général du droit” (General principle of law): Council of 
State, in Assembly, 24 March 2006, Société KPMG, 
n. 288460. 

by the judge in this case, could have been 
pleaded by the plaintiff22. This is the main 
value of the “broad mean of communication” 
required by the judge: making sure that 
everyone gets to know what is the real rule.  

We also need to comment the choice to 
restrict the court order to the Prime Minister 
only. This may be surprising considering the 
fact that 14 public authorities were taken to 
court by the FUB. Firstly, the Prime Minister 
was the author of the decree. Secondly, as the 
Chief of the Government, he was obviously 
the most appropriated authority to re-establish 
an official interpretation that can be followed 
by all the other public authorities, especially 
since Préfectures were the main public bodies 
to spread the wrong interpretation and that 
they are under his authority. 

In our case, the Prime Minister’s reaction 
can be considered as very underwhelming. By 
being too literal, he used one and only one 
mean of communication. A single press 
release was published on the Home Minister’s 
website, stating in three quick lines23 that the 
bicycle was allowed but not recommended. 
The fact that it was released on the Home 
Minister’s website can be noted since the 
wrong information initially came from this 
Minister. The press release is now only 
accessible through the archives of the 
website24.  

We could have legitimately expected that 
the mean of communication used would be 
social media since they played the biggest part 
in the spread of the wrong interpretation. It is 
even fair to say that the press release did not 
get any attention from the public. The lawful 
interpretation only gained popularity through 
online newspaper referring to the ruling. This 
must then question the fact that the judge 
refused to add penalty to the 
mandatory injunction. 

 
 

 
22 M. Cottereau, Personal liberty and legal certainty. When 
the use of bicycle summons major principles, in Actualité 
juridique droit administratif, 2020, 2438. 
23 “The decree only regulates the motive of travels but not 
the means of transports which remains free. The bicycle is 
therefore authorized as any other mean of transport, 
whatever the motive. As a result, one cannot be fined 
because he is only using his bike on an authorized travel”. 
24 The press release can still be found at:  
www.interieur.gouv.fr/fr/Archives/Archives-des-actualites/ 
2020-Actualites/Situation-relative-aux-autorisations-de-dep 
lacement-a-velo-dans-le-cadre-du-confinement. 
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4.1. Conclusion: Good use of online 
communication tools by public bodies 
imply to be clear about what is law or 
not 

The initial confusion about the decree’s 
interpretation comes from a hazardous 
communication of a part of the Government. 
The Home Minister, alongside with the 
Deputy-Minister of Transport tried to 
encourage individuals not to use their bike for 
their daily physical activity. The main reason 
was the fact that it was easier to go over the 
one kilometre limit that was set by the decree. 
But instead of a clear recommendation, their 
communication has maintained – with sheer 
talent – a blurry image of the actual law25.  

Even though the incentive is pretty 
understandable and maybe useful in a way, the 
fact that it was labelled an actual law is 
immediately a lot more problematic. Primarily 
because the rule of law means that the State 
must respect the law itself which implies that 
it can’t pretend something is law and enforce 
it when it is not. 

The Ministers have not only been clumsy, 
they went in total contradiction with their 
initial goal since the incentive have been 
presented as mandatory and not optional, 
which is an oxymoron. In their Nudge theory, 
Richard H. Thaler and Cass Sustein clearly 
state that nudge cannot be a source of 
constraint26, choice architecture must only be 
modified in order to encourage a chosen 
behaviour27. Therefore, no nudge can remove 
choice options. By incriminating a behaviour, 
the minister has indeed remove a choice. 
Following Thaler and Sustein we might even 
say that Minister did the exact opposite of a 
nudge, by creating a sludge. A nudge is 
supposed to be respectful of choice liberty and 
select a behaviour that is in a person’s best 
interest whereas a sludge makes the best 
choice excessively difficult if not, impossible: 

 
25 In a video posted on 26 March on Facebook, the deputy 
minister of Transport stated that “Going to work […] 
grocery shopping […]. For those kinds of travels, the bike 
is authorized. But if you want to work out, you might want 
to go for a run instead”. This video came out as the 
minister had posted several messages stating that the bike 
was forbidden. See at: www.face-
book.com/ministere.interieur/photos/a.464856017990/1015
7496682107991/?type=3&theater. 
26 C. Sustein and R.H. Thaler, Nudge: Improving decisions 
about Health, Wealth and Happiness, New Haven, CT, 
Yale University Press, 2008, 14. 
27 C. Sustein and R.H. Thaler, Nudge: Improving decisions 
about Health, Wealth and Happiness, 5, 81. 

“It can discourage behavior that is in a 
person’s best interest […], and it can 
encourage self-defeating behavior […]”28. 

By applying those simple principles, we 
understand that the fact that the minister has 
presented the bike as forbidden is a way of 
discouraging individuals from this activity in 
order to avoid them to commit an offense. But 
we cannot fail to underline the clear 
disproportion between this goal – even 
thought it might be legitimate – and the mean 
used: a prohibition. This restriction looks 
unjustified but can also goes against a simple 
criminal law principle: the fact that criminal 
law should not punish actions that could only 
hypothetically, lead to an offence29. 

 Finally, by intentionally mixing law and 
incentive, public bodies may lose the citizens 
trust in a time of general mistrust, mostly 
conveyed by online content and social media 
uses. Even though the subject of the ruling 
seems a bit insignificant, in other cases, the 
result of such mistakes made by Government 
can have serious consequences in term of trust 
in democracy. 

A seemingly small communication mistake 
can therefore have multiple serious 
consequences by law. This points out the need 
for a clear separation between law and 
incentive in public bodies’ communication. 
For this to be achieved, it is essential that 
communication services of those public 
bodies are helped by lawyers. It is the only 
way to ensure that communication doesn’t 
blur the line between law and institutional 
communication policy. It would also help to 
improve the explanation of law on social 
media which would then increase accessibility 
of law while enhancing citizen’s trust. 

4.2. Conclusion: On the role of the 
administrative judge: The judicial 
review of soft-law 

Even with such changes, it is still important 
for individuals to have access to legal actions 
that ensure that similar situations can be 
resolved. The “référé-liberté” is particularly 

 
28 R.H. Thaler, Nudge, not sludge, in Science, 2018, vol. 
361, issue 6401, 431. 
29 The prohibition of ante-delictum incriminations has 
some exceptions in criminal law, especially in matter of 
terrorism: A. Ponseille, Les infractions de prévention, 
Argonautes de la lutte contre le terrorisme, in Revue des 
droits et libertés fondamentaux, 2017, chronique n. 26. In 
administrative criminal law, this principle is much less 
applied since it is supposed to prevent individuals from 
committing offences. 
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bottom, and generated a number of potential 
illegal acts which have led to a series of 
breaches for individual’s freedom. 

Those circumstances would already be 
sufficient for the judge to find a serious and 
patently illegal breach but the Conseil d’État 
chose an additional element: the fact that the 
interpretation of the Prime Minister was not 
publicly disclosed. As it had already been 
said, the Prime Minister took an “instruction” 
in order to re-establish a proper interpretation 
of the decree. Such legal act – which aims to 
explain the meaning and the consequences of 
a legal act – is, however, only directed at the 
agents responsible for the act’s enforcement 
and, therefore, remains inside the 
Administration. That’s why this document 
was only revealed during the inquiry.  

We can already see that the Conseil d’État 
has identified several malfunctions in the 
public communication that should have been 
corrected by the public communication itself. 
This finding is already innovatory because no 
breach of a fundamental liberty has been so 
clearly linked to a poor use of 
communication’s tools. This new 
acknowledgment is extended at the mandatory 
injunction.  

4. A new kind of mandatory injunction: the 
broad communication of the lawful 
interpretation 
The judge drew the consequences of his 

previous assertion by ordering the Prime 
Minister to “publicly disclose the 
interpretation, under 24 hours and by a broad 
mean of communication”. The Prime Minister 
must thus clearly state that the bicycle is a 
lawful mean of transport as long as the motive 
for using it is lawful.  

This mandatory injunction is unique 
because the solution uses the same tool that 
causes the initial breach. This shows that the 
judge is aware of the power of communication 
tools. He requires the malfunction in the 
communication to be corrected by an even 
wider communication which is the only way 
to reinstate the lawful interpretation and avoid 
any other breach. A French author notes that 
this remedy is a way to protect the principle of 
legal certainty21 which, if it has not been cited 

 
21 This principle is broadly inspired by European law and 
has been recognized by the Conseil d’État as a “principe 
général du droit” (General principle of law): Council of 
State, in Assembly, 24 March 2006, Société KPMG, 
n. 288460. 

by the judge in this case, could have been 
pleaded by the plaintiff22. This is the main 
value of the “broad mean of communication” 
required by the judge: making sure that 
everyone gets to know what is the real rule.  

We also need to comment the choice to 
restrict the court order to the Prime Minister 
only. This may be surprising considering the 
fact that 14 public authorities were taken to 
court by the FUB. Firstly, the Prime Minister 
was the author of the decree. Secondly, as the 
Chief of the Government, he was obviously 
the most appropriated authority to re-establish 
an official interpretation that can be followed 
by all the other public authorities, especially 
since Préfectures were the main public bodies 
to spread the wrong interpretation and that 
they are under his authority. 

In our case, the Prime Minister’s reaction 
can be considered as very underwhelming. By 
being too literal, he used one and only one 
mean of communication. A single press 
release was published on the Home Minister’s 
website, stating in three quick lines23 that the 
bicycle was allowed but not recommended. 
The fact that it was released on the Home 
Minister’s website can be noted since the 
wrong information initially came from this 
Minister. The press release is now only 
accessible through the archives of the 
website24.  

We could have legitimately expected that 
the mean of communication used would be 
social media since they played the biggest part 
in the spread of the wrong interpretation. It is 
even fair to say that the press release did not 
get any attention from the public. The lawful 
interpretation only gained popularity through 
online newspaper referring to the ruling. This 
must then question the fact that the judge 
refused to add penalty to the 
mandatory injunction. 

 
 

 
22 M. Cottereau, Personal liberty and legal certainty. When 
the use of bicycle summons major principles, in Actualité 
juridique droit administratif, 2020, 2438. 
23 “The decree only regulates the motive of travels but not 
the means of transports which remains free. The bicycle is 
therefore authorized as any other mean of transport, 
whatever the motive. As a result, one cannot be fined 
because he is only using his bike on an authorized travel”. 
24 The press release can still be found at:  
www.interieur.gouv.fr/fr/Archives/Archives-des-actualites/ 
2020-Actualites/Situation-relative-aux-autorisations-de-dep 
lacement-a-velo-dans-le-cadre-du-confinement. 
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4.1. Conclusion: Good use of online 
communication tools by public bodies 
imply to be clear about what is law or 
not 

The initial confusion about the decree’s 
interpretation comes from a hazardous 
communication of a part of the Government. 
The Home Minister, alongside with the 
Deputy-Minister of Transport tried to 
encourage individuals not to use their bike for 
their daily physical activity. The main reason 
was the fact that it was easier to go over the 
one kilometre limit that was set by the decree. 
But instead of a clear recommendation, their 
communication has maintained – with sheer 
talent – a blurry image of the actual law25.  

Even though the incentive is pretty 
understandable and maybe useful in a way, the 
fact that it was labelled an actual law is 
immediately a lot more problematic. Primarily 
because the rule of law means that the State 
must respect the law itself which implies that 
it can’t pretend something is law and enforce 
it when it is not. 

The Ministers have not only been clumsy, 
they went in total contradiction with their 
initial goal since the incentive have been 
presented as mandatory and not optional, 
which is an oxymoron. In their Nudge theory, 
Richard H. Thaler and Cass Sustein clearly 
state that nudge cannot be a source of 
constraint26, choice architecture must only be 
modified in order to encourage a chosen 
behaviour27. Therefore, no nudge can remove 
choice options. By incriminating a behaviour, 
the minister has indeed remove a choice. 
Following Thaler and Sustein we might even 
say that Minister did the exact opposite of a 
nudge, by creating a sludge. A nudge is 
supposed to be respectful of choice liberty and 
select a behaviour that is in a person’s best 
interest whereas a sludge makes the best 
choice excessively difficult if not, impossible: 

 
25 In a video posted on 26 March on Facebook, the deputy 
minister of Transport stated that “Going to work […] 
grocery shopping […]. For those kinds of travels, the bike 
is authorized. But if you want to work out, you might want 
to go for a run instead”. This video came out as the 
minister had posted several messages stating that the bike 
was forbidden. See at: www.face-
book.com/ministere.interieur/photos/a.464856017990/1015
7496682107991/?type=3&theater. 
26 C. Sustein and R.H. Thaler, Nudge: Improving decisions 
about Health, Wealth and Happiness, New Haven, CT, 
Yale University Press, 2008, 14. 
27 C. Sustein and R.H. Thaler, Nudge: Improving decisions 
about Health, Wealth and Happiness, 5, 81. 

“It can discourage behavior that is in a 
person’s best interest […], and it can 
encourage self-defeating behavior […]”28. 

By applying those simple principles, we 
understand that the fact that the minister has 
presented the bike as forbidden is a way of 
discouraging individuals from this activity in 
order to avoid them to commit an offense. But 
we cannot fail to underline the clear 
disproportion between this goal – even 
thought it might be legitimate – and the mean 
used: a prohibition. This restriction looks 
unjustified but can also goes against a simple 
criminal law principle: the fact that criminal 
law should not punish actions that could only 
hypothetically, lead to an offence29. 

 Finally, by intentionally mixing law and 
incentive, public bodies may lose the citizens 
trust in a time of general mistrust, mostly 
conveyed by online content and social media 
uses. Even though the subject of the ruling 
seems a bit insignificant, in other cases, the 
result of such mistakes made by Government 
can have serious consequences in term of trust 
in democracy. 

A seemingly small communication mistake 
can therefore have multiple serious 
consequences by law. This points out the need 
for a clear separation between law and 
incentive in public bodies’ communication. 
For this to be achieved, it is essential that 
communication services of those public 
bodies are helped by lawyers. It is the only 
way to ensure that communication doesn’t 
blur the line between law and institutional 
communication policy. It would also help to 
improve the explanation of law on social 
media which would then increase accessibility 
of law while enhancing citizen’s trust. 

4.2. Conclusion: On the role of the 
administrative judge: The judicial 
review of soft-law 

Even with such changes, it is still important 
for individuals to have access to legal actions 
that ensure that similar situations can be 
resolved. The “référé-liberté” is particularly 

 
28 R.H. Thaler, Nudge, not sludge, in Science, 2018, vol. 
361, issue 6401, 431. 
29 The prohibition of ante-delictum incriminations has 
some exceptions in criminal law, especially in matter of 
terrorism: A. Ponseille, Les infractions de prévention, 
Argonautes de la lutte contre le terrorisme, in Revue des 
droits et libertés fondamentaux, 2017, chronique n. 26. In 
administrative criminal law, this principle is much less 
applied since it is supposed to prevent individuals from 
committing offences. 
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useful because it does not need a legal act to 
be introduced. The “recours de pleine 
juridicition” could also be useful since it only 
requires the Administration to have breach the 
subjective right of an individual to be 
introduced. But unlike the “référé-liberté”, it 
cannot be used in emergency situations. 

Therefore, is it possible for the judge to 
intervene before any fundamental liberty or 
subjective right is breached? The question is 
significant since online communication is still 
growing but also because we saw that the 
Prime Minister’s response to the injunction 
was questioning his ability to wisely correct a 
communication mistake. To be more precise, 
can a tweet or a post made by the 
Administration be subject to a judicial review? 
Can it be voided before it may breach a right 
or a liberty? Some answers can be found in 
recent administrative case law since the 
“Conseil d’État” opened the judicial review 
against soft law. 

French’s “recours pour excès de pouvoir” 
is the main legal action used by individuals. It 
allows the judge to review the lawfulness of 
an act or a decision issued by the 
Administration. But it can only be introduced 
against legal acts, which means that they must 
produce legal effects30. Unlike these legal 
acts, most recommendations, tweets or posts 
made online by the Administration cannot be 
considered as legal acts since they cannot: 
“create rights or obligations by themselves”31. 
They are therefore labelled as soft-law acts, 
which were then impossible to bring to court.  

Acknowledging this fact, public authorities 
started to use these acts more and more often. 
Without trespassing the border of creating 
legal obligations, they issued soft-law acts to 
ensure that their recommendations were 
respected de facto even though the recipients 
were not legally obliged to do so. This 
practice was mostly used by independent 
administrative authorities against regulated 
companies and was particularly efficient32. 

The “Conseil d’État” reacted by two en 
banc ruling handed down on 21 March 2016. 
In those two cases, the Supreme Court stated 
that the “recours pour excès de pouvoir” was 

 
30 See, C. Broyelle, Contentieux administratif, IX ed., 
Paris, Lexis Nexis, 2021, 86 
31 Conseil d’État, Annual study: Soft-law, Études et 
documents du Conseil d’État, 2013, 61.  
32 P. Idoux, The new judicial review of regulatory 
authoritie’s soft-law, in Revue Lamy de la concurrence, 
2016, n. 50. 

admissible against acts: “that produce notable 
effects, especially of economics nature, or that 
are designed to significantly influence the 
behaviour of the recipients”33. But this new 
rule was only applied to “regulatory 
authorities” which were, and still are, 
undefined in French Law. It quickly appeared 
that this limitation was too narrow, which has 
led to another row of evolutions.  

In 2019, by another en banc ruling, the rule 
was expanded to any “administrative 
authority”34. A new notable effect was also 
given, the effect “in terms of reputation” on 
the applicant35. But the ruling laid a doubt 
because the administrative authority in this 
case law was independent from the 
Government. It was then not clear whether the 
rule could apply to administrative authority 
directly attached to national or local 
Governments. 

The doubt did not last long since on June 
2020, the “Conseil d’État” did admit a soft-
law act issued by border police department 
which is directly attached to the Home 
Minister. In this case, the Supreme Court 
choose to harmonize his vision by stating that: 
“Any general documents issued by public 
authorities, materialized or not such as […] 
recommendations, […] interpretations of law, 
can be brought in front of the Administrative 
judge if they may cause notable effects on the 
right or the situation of recipients”36. 

This case law, handed down just two 
months after our case has crucial 
consequences since it allows the judge to 
reach the institutional communication 
phenomenon. But his role should be to 
intervene to sanction deviations as in our case. 
An exact interpretation of the law cannot be 
voided which is why the judge had clearly 
defined his role in the soft-law judicial review 
proceedings: “The recours [pour excès de 
pouvoir] must be admitted if [the soft-law act] 
issues a new rule voided by incompetence [of 
the public authority] or if the interpretation 
misunderstood the meaning and the scope of 
the rule”37.  

 
33 Council of State, in Assembly, 21 March 2016, Société 
Fairvesta GmbH, n. 368082 and Conseil d’Etat, in 
Assembly, 21 March 2016, Société Numéricable NC, 
n. 390023. 
34 Council of State, in Assembly, 19 July 2019, Mme. Le 
Pen, n. 426389. 
35 Ibidem. 
36 Council of State, in full litigation section, 12 June 2020, 
Association GISTI, n. 418142. 
37 Ibidem. 

 
TToo  TTwweeeett  oorr  NNoott  ttoo  TTwweeeett  

 

  
2021 Erdal, Volume 2, Issue 2 217 
 

Ca
se

 A
na

ly
sis

 

This last piece is showing that the judge is 
fully aware of the risks if his intervention 
would become systematic: he could be 
criticized for debating Government’s 
communication methods instead of focusing 
on legal issues. This also shows that the soft-
law judicial review would not be the next 
massive legal action used by individuals as 
long as public authorities behave correctly on 
and offline. 

But even though those legal actions exists, 
it is pretty sure that they are not satisfactory 
for the applicant. The “recours pour excès de 
pouvoir” is also not an emergency legal 
action. On average, the administrative judge 
will hand down his ruling from 1 year to 1 
year and 9 months38 after the action is 
introduced by the applicant. This is way too 
slow in a digital world where everything is 
fast.  

 In our case, a “recours pour excès de 
pouvoir” was introduced by an applicant 
against an FAQ answer published in March 
2020 on the Home Minister’s website, where 
he stated that the bike was forbidden as the 
individual physical activity. The ruling was 
handed down in 29 July 202139. But the 
answer was deleted just several weeks after 
his publication. Even though the answer was 
voided by the judge, in the meantime, France 
had the time to end his first lockdown, start a 
second, end this second lockdown, get his 
population vaccinated, and to implement his 
own COVID pass.  

A “recours pour excès de de pouvoir” can 
still be introduced alongside a proceedings for 
interim relief, (“référé-suspension”40). But the 
action must be urgent, meaning the legal 
decision have to seriously affect a public 
interest or the applicant’s interest, in order to 
be admitted by the judge41. This emergency 
condition will oblige the judge to only 
suspend the soft-law acts which are already 
producing a high degree of negative effects. 
Thus, this is another dead end. 

To put in a nutshell, no matter what legal 
action is taken, the administrative judge is 
doomed to act against negative effects of bad 

 
38 Data collected by the Council of State on his annual 
report of 2020, p. 35. This data gathers all type of legal 
actions introduced in front of Administrative judges and 
therefore, cannot be considered as fully representative.  
39 Council of State, 29 July 2021, M. B. A., n. 440159.  
40 Art. L.521-1 of the CAJ. 
41 Council of State, 19 January 2001, Confédération 
nationale des radios libres, n. 228815. 

public communication but not directly on his 
origins. Which, at least, has the benefit of 
dispelling a legitimate fear about the state of 
separation of powers. 

Fortunately for the French, they are now 
able to ride their bicycle where they like, just 
like the popular Queen’s song says. 
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useful because it does not need a legal act to 
be introduced. The “recours de pleine 
juridicition” could also be useful since it only 
requires the Administration to have breach the 
subjective right of an individual to be 
introduced. But unlike the “référé-liberté”, it 
cannot be used in emergency situations. 

Therefore, is it possible for the judge to 
intervene before any fundamental liberty or 
subjective right is breached? The question is 
significant since online communication is still 
growing but also because we saw that the 
Prime Minister’s response to the injunction 
was questioning his ability to wisely correct a 
communication mistake. To be more precise, 
can a tweet or a post made by the 
Administration be subject to a judicial review? 
Can it be voided before it may breach a right 
or a liberty? Some answers can be found in 
recent administrative case law since the 
“Conseil d’État” opened the judicial review 
against soft law. 

French’s “recours pour excès de pouvoir” 
is the main legal action used by individuals. It 
allows the judge to review the lawfulness of 
an act or a decision issued by the 
Administration. But it can only be introduced 
against legal acts, which means that they must 
produce legal effects30. Unlike these legal 
acts, most recommendations, tweets or posts 
made online by the Administration cannot be 
considered as legal acts since they cannot: 
“create rights or obligations by themselves”31. 
They are therefore labelled as soft-law acts, 
which were then impossible to bring to court.  

Acknowledging this fact, public authorities 
started to use these acts more and more often. 
Without trespassing the border of creating 
legal obligations, they issued soft-law acts to 
ensure that their recommendations were 
respected de facto even though the recipients 
were not legally obliged to do so. This 
practice was mostly used by independent 
administrative authorities against regulated 
companies and was particularly efficient32. 

The “Conseil d’État” reacted by two en 
banc ruling handed down on 21 March 2016. 
In those two cases, the Supreme Court stated 
that the “recours pour excès de pouvoir” was 

 
30 See, C. Broyelle, Contentieux administratif, IX ed., 
Paris, Lexis Nexis, 2021, 86 
31 Conseil d’État, Annual study: Soft-law, Études et 
documents du Conseil d’État, 2013, 61.  
32 P. Idoux, The new judicial review of regulatory 
authoritie’s soft-law, in Revue Lamy de la concurrence, 
2016, n. 50. 

admissible against acts: “that produce notable 
effects, especially of economics nature, or that 
are designed to significantly influence the 
behaviour of the recipients”33. But this new 
rule was only applied to “regulatory 
authorities” which were, and still are, 
undefined in French Law. It quickly appeared 
that this limitation was too narrow, which has 
led to another row of evolutions.  

In 2019, by another en banc ruling, the rule 
was expanded to any “administrative 
authority”34. A new notable effect was also 
given, the effect “in terms of reputation” on 
the applicant35. But the ruling laid a doubt 
because the administrative authority in this 
case law was independent from the 
Government. It was then not clear whether the 
rule could apply to administrative authority 
directly attached to national or local 
Governments. 

The doubt did not last long since on June 
2020, the “Conseil d’État” did admit a soft-
law act issued by border police department 
which is directly attached to the Home 
Minister. In this case, the Supreme Court 
choose to harmonize his vision by stating that: 
“Any general documents issued by public 
authorities, materialized or not such as […] 
recommendations, […] interpretations of law, 
can be brought in front of the Administrative 
judge if they may cause notable effects on the 
right or the situation of recipients”36. 

This case law, handed down just two 
months after our case has crucial 
consequences since it allows the judge to 
reach the institutional communication 
phenomenon. But his role should be to 
intervene to sanction deviations as in our case. 
An exact interpretation of the law cannot be 
voided which is why the judge had clearly 
defined his role in the soft-law judicial review 
proceedings: “The recours [pour excès de 
pouvoir] must be admitted if [the soft-law act] 
issues a new rule voided by incompetence [of 
the public authority] or if the interpretation 
misunderstood the meaning and the scope of 
the rule”37.  

 
33 Council of State, in Assembly, 21 March 2016, Société 
Fairvesta GmbH, n. 368082 and Conseil d’Etat, in 
Assembly, 21 March 2016, Société Numéricable NC, 
n. 390023. 
34 Council of State, in Assembly, 19 July 2019, Mme. Le 
Pen, n. 426389. 
35 Ibidem. 
36 Council of State, in full litigation section, 12 June 2020, 
Association GISTI, n. 418142. 
37 Ibidem. 
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This last piece is showing that the judge is 
fully aware of the risks if his intervention 
would become systematic: he could be 
criticized for debating Government’s 
communication methods instead of focusing 
on legal issues. This also shows that the soft-
law judicial review would not be the next 
massive legal action used by individuals as 
long as public authorities behave correctly on 
and offline. 

But even though those legal actions exists, 
it is pretty sure that they are not satisfactory 
for the applicant. The “recours pour excès de 
pouvoir” is also not an emergency legal 
action. On average, the administrative judge 
will hand down his ruling from 1 year to 1 
year and 9 months38 after the action is 
introduced by the applicant. This is way too 
slow in a digital world where everything is 
fast.  

 In our case, a “recours pour excès de 
pouvoir” was introduced by an applicant 
against an FAQ answer published in March 
2020 on the Home Minister’s website, where 
he stated that the bike was forbidden as the 
individual physical activity. The ruling was 
handed down in 29 July 202139. But the 
answer was deleted just several weeks after 
his publication. Even though the answer was 
voided by the judge, in the meantime, France 
had the time to end his first lockdown, start a 
second, end this second lockdown, get his 
population vaccinated, and to implement his 
own COVID pass.  

A “recours pour excès de de pouvoir” can 
still be introduced alongside a proceedings for 
interim relief, (“référé-suspension”40). But the 
action must be urgent, meaning the legal 
decision have to seriously affect a public 
interest or the applicant’s interest, in order to 
be admitted by the judge41. This emergency 
condition will oblige the judge to only 
suspend the soft-law acts which are already 
producing a high degree of negative effects. 
Thus, this is another dead end. 

To put in a nutshell, no matter what legal 
action is taken, the administrative judge is 
doomed to act against negative effects of bad 

 
38 Data collected by the Council of State on his annual 
report of 2020, p. 35. This data gathers all type of legal 
actions introduced in front of Administrative judges and 
therefore, cannot be considered as fully representative.  
39 Council of State, 29 July 2021, M. B. A., n. 440159.  
40 Art. L.521-1 of the CAJ. 
41 Council of State, 19 January 2001, Confédération 
nationale des radios libres, n. 228815. 

public communication but not directly on his 
origins. Which, at least, has the benefit of 
dispelling a legitimate fear about the state of 
separation of powers. 

Fortunately for the French, they are now 
able to ride their bicycle where they like, just 
like the popular Queen’s song says. 
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useful because it does not need a legal act to 
be introduced. The “recours de pleine 
juridicition” could also be useful since it only 
requires the Administration to have breach the 
subjective right of an individual to be 
introduced. But unlike the “référé-liberté”, it 
cannot be used in emergency situations. 

Therefore, is it possible for the judge to 
intervene before any fundamental liberty or 
subjective right is breached? The question is 
significant since online communication is still 
growing but also because we saw that the 
Prime Minister’s response to the injunction 
was questioning his ability to wisely correct a 
communication mistake. To be more precise, 
can a tweet or a post made by the 
Administration be subject to a judicial review? 
Can it be voided before it may breach a right 
or a liberty? Some answers can be found in 
recent administrative case law since the 
“Conseil d’État” opened the judicial review 
against soft law. 

French’s “recours pour excès de pouvoir” 
is the main legal action used by individuals. It 
allows the judge to review the lawfulness of 
an act or a decision issued by the 
Administration. But it can only be introduced 
against legal acts, which means that they must 
produce legal effects30. Unlike these legal 
acts, most recommendations, tweets or posts 
made online by the Administration cannot be 
considered as legal acts since they cannot: 
“create rights or obligations by themselves”31. 
They are therefore labelled as soft-law acts, 
which were then impossible to bring to court.  

Acknowledging this fact, public authorities 
started to use these acts more and more often. 
Without trespassing the border of creating 
legal obligations, they issued soft-law acts to 
ensure that their recommendations were 
respected de facto even though the recipients 
were not legally obliged to do so. This 
practice was mostly used by independent 
administrative authorities against regulated 
companies and was particularly efficient32. 

The “Conseil d’État” reacted by two en 
banc ruling handed down on 21 March 2016. 
In those two cases, the Supreme Court stated 
that the “recours pour excès de pouvoir” was 

 
30 See, C. Broyelle, Contentieux administratif, IX ed., 
Paris, Lexis Nexis, 2021, 86 
31 Conseil d’État, Annual study: Soft-law, Études et 
documents du Conseil d’État, 2013, 61.  
32 P. Idoux, The new judicial review of regulatory 
authoritie’s soft-law, in Revue Lamy de la concurrence, 
2016, n. 50. 

admissible against acts: “that produce notable 
effects, especially of economics nature, or that 
are designed to significantly influence the 
behaviour of the recipients”33. But this new 
rule was only applied to “regulatory 
authorities” which were, and still are, 
undefined in French Law. It quickly appeared 
that this limitation was too narrow, which has 
led to another row of evolutions.  

In 2019, by another en banc ruling, the rule 
was expanded to any “administrative 
authority”34. A new notable effect was also 
given, the effect “in terms of reputation” on 
the applicant35. But the ruling laid a doubt 
because the administrative authority in this 
case law was independent from the 
Government. It was then not clear whether the 
rule could apply to administrative authority 
directly attached to national or local 
Governments. 

The doubt did not last long since on June 
2020, the “Conseil d’État” did admit a soft-
law act issued by border police department 
which is directly attached to the Home 
Minister. In this case, the Supreme Court 
choose to harmonize his vision by stating that: 
“Any general documents issued by public 
authorities, materialized or not such as […] 
recommendations, […] interpretations of law, 
can be brought in front of the Administrative 
judge if they may cause notable effects on the 
right or the situation of recipients”36. 

This case law, handed down just two 
months after our case has crucial 
consequences since it allows the judge to 
reach the institutional communication 
phenomenon. But his role should be to 
intervene to sanction deviations as in our case. 
An exact interpretation of the law cannot be 
voided which is why the judge had clearly 
defined his role in the soft-law judicial review 
proceedings: “The recours [pour excès de 
pouvoir] must be admitted if [the soft-law act] 
issues a new rule voided by incompetence [of 
the public authority] or if the interpretation 
misunderstood the meaning and the scope of 
the rule”37.  

 
33 Council of State, in Assembly, 21 March 2016, Société 
Fairvesta GmbH, n. 368082 and Conseil d’Etat, in 
Assembly, 21 March 2016, Société Numéricable NC, 
n. 390023. 
34 Council of State, in Assembly, 19 July 2019, Mme. Le 
Pen, n. 426389. 
35 Ibidem. 
36 Council of State, in full litigation section, 12 June 2020, 
Association GISTI, n. 418142. 
37 Ibidem. 
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This last piece is showing that the judge is 
fully aware of the risks if his intervention 
would become systematic: he could be 
criticized for debating Government’s 
communication methods instead of focusing 
on legal issues. This also shows that the soft-
law judicial review would not be the next 
massive legal action used by individuals as 
long as public authorities behave correctly on 
and offline. 

But even though those legal actions exists, 
it is pretty sure that they are not satisfactory 
for the applicant. The “recours pour excès de 
pouvoir” is also not an emergency legal 
action. On average, the administrative judge 
will hand down his ruling from 1 year to 1 
year and 9 months38 after the action is 
introduced by the applicant. This is way too 
slow in a digital world where everything is 
fast.  

 In our case, a “recours pour excès de 
pouvoir” was introduced by an applicant 
against an FAQ answer published in March 
2020 on the Home Minister’s website, where 
he stated that the bike was forbidden as the 
individual physical activity. The ruling was 
handed down in 29 July 202139. But the 
answer was deleted just several weeks after 
his publication. Even though the answer was 
voided by the judge, in the meantime, France 
had the time to end his first lockdown, start a 
second, end this second lockdown, get his 
population vaccinated, and to implement his 
own COVID pass.  

A “recours pour excès de de pouvoir” can 
still be introduced alongside a proceedings for 
interim relief, (“référé-suspension”40). But the 
action must be urgent, meaning the legal 
decision have to seriously affect a public 
interest or the applicant’s interest, in order to 
be admitted by the judge41. This emergency 
condition will oblige the judge to only 
suspend the soft-law acts which are already 
producing a high degree of negative effects. 
Thus, this is another dead end. 

To put in a nutshell, no matter what legal 
action is taken, the administrative judge is 
doomed to act against negative effects of bad 

 
38 Data collected by the Council of State on his annual 
report of 2020, p. 35. This data gathers all type of legal 
actions introduced in front of Administrative judges and 
therefore, cannot be considered as fully representative.  
39 Council of State, 29 July 2021, M. B. A., n. 440159.  
40 Art. L.521-1 of the CAJ. 
41 Council of State, 19 January 2001, Confédération 
nationale des radios libres, n. 228815. 

public communication but not directly on his 
origins. Which, at least, has the benefit of 
dispelling a legitimate fear about the state of 
separation of powers. 

Fortunately for the French, they are now 
able to ride their bicycle where they like, just 
like the popular Queen’s song says. 
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A New Step Forward in the Citizen 
Procedural Guarantees in Electronic 
Administration* 

Javier Miranzo Díaz 
(Lecturer in Administrative Law at University of Castilla-La Mancha) 

Spanish Supreme Court, case 762/2021, 31 May 2021 

Administration must give a period of 10 days to allow the citizen to correct the lack of electronic 
signature and registration of their application (also in electronic procedures). 

ABSTRACT The case concerns the refusal of an application for not having signed it as a last step in the 
submission process. The claimant had paid the fee and completed the form, recorded the application, but she 
did not submit the application in accordance with the options established in the third base of the call, since she 
did not make neither electronic signature of his application, nor the registration of the same in the electronic 
registry. Subsequently, once the deadline has expired, she was excluded from the procedure due to “unsigned 
application”. The Spanish Supreme Court issued a ruling declaring that the Administration must give a period of 
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remedy and has declared the need to provide 
for rectification of requests presented on paper 
without signature. 

Particularly, we can mention the judgement 
1878/1992 from the Supreme Court, of the 23 

January 1998. In this case an administrative 
appeal was unsigned, and the Supreme Court 
concluded without hesitation that the defect in 
question could be remedied and that the body 
before which the letter was lodged 
formulating the appeal in question could very 
well have requested the individual concerned 
in remedying that omission. It emphasizes that 
that the possibility of such correction is 
established by the Law for any writing that 
initiates a procedure administrative. 

3. The debate over remedial actions in 
electronic procurement  
In the previous issue of this review, 

professor Berning Prieto did an in-depth 
analysis over the problems arising around the 
effects of deadlines for the remedial actions in 
Spanish digital procedures2. I will thus just 
refer the reader to this case-analysis for the 
contextualization and general aspects of the 
issue.  

Anyhow, electronic administration is 
already a very present reality in the way 
citizens communicate with the different 
administrations and in the processing of 
procedures. However, whereas in the paper 
processing the possible existence of errors in 
the registration of an instance or application 
are quite uncommon, when we deal with 
telematic presentation there are multiple 
factors that can generate confusion, especially 
at a time of initial implementation in many 
areas. It may happen, as it is the case, that 
someone who has not finished the presentation 
with the electronic signature and registration 
may think that he has complied with said 
presentation to confirm some time later that he 
is removed from the procedure without the 
possibility of correction. 

As we have seen, in a paper-based 
application the lack of signature in the 
documents submitted would give place to 
request for correction. The mere registration 
of the documents by a given person is 
considered as an action that starts the 

 
2 A.D. Berning Prieto, La subsanación electrónica en el 
procedimiento administrativo: una cuestión pendiente 
de resolver en la jurisprudencia Española, in European 
Review of Digital Administration & Law, vol. 2, issue 1, 
2021, 143. 

procedure, for it is agreed that the person 
showed and displayed a clear conviction that 
he was submitting the application. In 
electronic applications, however, the lack of 
signature prevents its electronic registration. 
In these cases, the Administration had 
generally interpreted that this clear 
determination and conviction of the applicant 
cannot be inferred when someone does not 
terminate the submitting process – and 
therefore cannot be differentiated from other 
citizens that simply abandoned the procedure.  

Administrations have been, when facing 
these situations, ruthless with the citizen, 
applying exclusion from the procedure. And 
this has led, in some cases, to a difference of 
treatment experienced by those citizens who 
choose – or are required – to interact with the 
Administration by electronic means in 
contrast to those who choose paper-based 
mechanisms.  

4. The strict interpretation 
In this scenario, historic case-law since the 

application of the electronic procedure had 
generally endorsed this strict interpretation of 
the requirements for an application to be valid. 
For example, the judgement from the Tribunal 
Superior de Justicia de Andalucía on the 2 
May 2019 (appellate procedure n. 823/18), the 
Court argued that at least in cases in which the 
form of telematic presentation is optional and 
it was accepted by the applicant, he must 
comply with the requirements established for 
this purpose by the call.  

Therefore, in these cases, if no technical 
problems have been demonstrated in the 
electronic headquarters of the Administration, 
the application must be understood as not 
submitted.  

At first glance, this contrasts with the 
wording of article 68 of Law 39/2015 when it 
refers, in reference to correction and 
improvement of the request, that: “1. If the 
application for initiation does not meet the 
conditions laid down in Article 66, and, where 
appropriate, those referred to in Article 67 or 
others required by the specific applicable 
legislation, the person concerned shall be 
required to remedy the fault within ten days or 
accompany the mandatory documents, 
indicating that, if he does not do so, he shall 
be desisted from his request, after a decision 
which must be given in the terms laid down in 
Article 21”. 

However, the interpretation given by the 
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Administration and substantiated by Courts 
understands that the previous article applies 
only to submitted applications. And since 
there was no signature and no submission, 
there is no proper application to remedy. 
Precisely the electronic signature and the 
registration certificate are the means through 
which the presentation of the application is 
justified, which must be done inexcusably in 
the manner provided for in the rules of the 
call, which binds both the Administration and 
the applicant who used this alternative. 
Therefore, the Administration maintained that, 
in the filing of applications electronically, it is 
only technically possible to be aware of those 
that have been correctly submitted. An 
consequently, the omission of the final step, 
consisting in the signature and registration of 
the application, cannot be classified as a 
simple failure to sign the application, but it 
rather constitutes an unconditional failure to 
submit the application.  

If a citizen has opted for the telematic 
presentation of the application, the absence of 
an electronic signature leads to an un-
submitted form – as the document accrediting 
its electronic registration has not been 
generated. Furthermore, the payment of the 
registration fee or other formalities that do not 
evidence the registry cannot lead to consider 
that telematic presentation of the application 
has been submitted in form. Therefore, if, as 
the Courts had been considering, the 
application was not submitted, it is not 
possible to have any defect corrected or a 
specific requirement to correct something of 
whose presentation the Administration that 
lacks proof. 

This was as well the reasoning sustained in 
the judgement 20881/2019 of the Tribunal 
Superior de Justicia de Andalucía, from 3 July 
2019. But in this case, the claimant, not being 
satisfied with the decision, lodged a cassation 
appeal before the Supreme Court. 

5. The pro-citizen interpretation 
However, there were also previous cases in 

which Courts ruled, in similar cases, in favour 
of the applicant. These cases are essentially 
funded on the claim that electronic 
administration cannot become a minefield that 
hinders the rights of those administered or 
supposes an effective reduction of their 
guarantees compared to paper procedures3.  

 
3 Tribunal Supremo, case 2841/2015, of 16 November 

It is the case of the judgement of the first 
instance Court n. 1 from Lugo of 11 June 
2019. In this case, quite similarly, the claimant 
it applied for a public aid from the social 
action fund, he fills in the instance in 
electronic office, ends the procedure with the 
creation of an instance in .pdf. Subsequently, 
once the deadline has expired, it does not 
appear in the provisional. 

In this case, the Court concluded that the 
Administration must allow the applicant to 
correct the deficiencies because it was 
considered that the applicant made the request 
through the system. This can be demonstrated 
by the fact that the applicant introduced the 
identification card as an official, incorporated 
all other documentation; and printed the 
application made, with application number 
and printing of the same. In contrast to paper-
based submissions, in which the 
Administration does not know what the 
applicant had previously done, in the 
electronic submissions every previous step is 
recorded, in such a way that the 
Administration knows what, when and how 
had the citizen done – even if as a 
consequence of a given mistake it did not end 
with the electronic signature and registration.  

In this case, the first instance Court 
understood that, consequently, the 
Administration did not grant, as was its 
obligation, any possibility of correction 
neither gave any value to the application 
submitted and signed. It finds it incompatible 
with the nature and purpose of the 
administrative activity to disregard a request 
sent through a telematic means – not simple 
for everyone – for the mere fact of not being 
signed, completely ignoring the regulation 
contained in Law 39/2015 on the correction of 
errors (ex 68.1) when formal requirements are 
not met, as was patently the case in this 
occasion. 

There were, therefore, two conflicting 
case-law trends which clearly differentiated.   

6. The mandatory/optional nature of the 
procedure as a differential 
It must be noted, however, that that there is 

a difference between the case under study in 
this case-analysis (762/2021) and the case just 
mentioned (first instance Court n. 1 from 
Lugo). In the former, the application had to be 
imperatively submitted by electronic means –

 
2015. 
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remedy and has declared the need to provide 
for rectification of requests presented on paper 
without signature. 

Particularly, we can mention the judgement 
1878/1992 from the Supreme Court, of the 23 

January 1998. In this case an administrative 
appeal was unsigned, and the Supreme Court 
concluded without hesitation that the defect in 
question could be remedied and that the body 
before which the letter was lodged 
formulating the appeal in question could very 
well have requested the individual concerned 
in remedying that omission. It emphasizes that 
that the possibility of such correction is 
established by the Law for any writing that 
initiates a procedure administrative. 

3. The debate over remedial actions in 
electronic procurement  
In the previous issue of this review, 

professor Berning Prieto did an in-depth 
analysis over the problems arising around the 
effects of deadlines for the remedial actions in 
Spanish digital procedures2. I will thus just 
refer the reader to this case-analysis for the 
contextualization and general aspects of the 
issue.  

Anyhow, electronic administration is 
already a very present reality in the way 
citizens communicate with the different 
administrations and in the processing of 
procedures. However, whereas in the paper 
processing the possible existence of errors in 
the registration of an instance or application 
are quite uncommon, when we deal with 
telematic presentation there are multiple 
factors that can generate confusion, especially 
at a time of initial implementation in many 
areas. It may happen, as it is the case, that 
someone who has not finished the presentation 
with the electronic signature and registration 
may think that he has complied with said 
presentation to confirm some time later that he 
is removed from the procedure without the 
possibility of correction. 

As we have seen, in a paper-based 
application the lack of signature in the 
documents submitted would give place to 
request for correction. The mere registration 
of the documents by a given person is 
considered as an action that starts the 

 
2 A.D. Berning Prieto, La subsanación electrónica en el 
procedimiento administrativo: una cuestión pendiente 
de resolver en la jurisprudencia Española, in European 
Review of Digital Administration & Law, vol. 2, issue 1, 
2021, 143. 

procedure, for it is agreed that the person 
showed and displayed a clear conviction that 
he was submitting the application. In 
electronic applications, however, the lack of 
signature prevents its electronic registration. 
In these cases, the Administration had 
generally interpreted that this clear 
determination and conviction of the applicant 
cannot be inferred when someone does not 
terminate the submitting process – and 
therefore cannot be differentiated from other 
citizens that simply abandoned the procedure.  

Administrations have been, when facing 
these situations, ruthless with the citizen, 
applying exclusion from the procedure. And 
this has led, in some cases, to a difference of 
treatment experienced by those citizens who 
choose – or are required – to interact with the 
Administration by electronic means in 
contrast to those who choose paper-based 
mechanisms.  

4. The strict interpretation 
In this scenario, historic case-law since the 

application of the electronic procedure had 
generally endorsed this strict interpretation of 
the requirements for an application to be valid. 
For example, the judgement from the Tribunal 
Superior de Justicia de Andalucía on the 2 
May 2019 (appellate procedure n. 823/18), the 
Court argued that at least in cases in which the 
form of telematic presentation is optional and 
it was accepted by the applicant, he must 
comply with the requirements established for 
this purpose by the call.  

Therefore, in these cases, if no technical 
problems have been demonstrated in the 
electronic headquarters of the Administration, 
the application must be understood as not 
submitted.  

At first glance, this contrasts with the 
wording of article 68 of Law 39/2015 when it 
refers, in reference to correction and 
improvement of the request, that: “1. If the 
application for initiation does not meet the 
conditions laid down in Article 66, and, where 
appropriate, those referred to in Article 67 or 
others required by the specific applicable 
legislation, the person concerned shall be 
required to remedy the fault within ten days or 
accompany the mandatory documents, 
indicating that, if he does not do so, he shall 
be desisted from his request, after a decision 
which must be given in the terms laid down in 
Article 21”. 

However, the interpretation given by the 
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Administration and substantiated by Courts 
understands that the previous article applies 
only to submitted applications. And since 
there was no signature and no submission, 
there is no proper application to remedy. 
Precisely the electronic signature and the 
registration certificate are the means through 
which the presentation of the application is 
justified, which must be done inexcusably in 
the manner provided for in the rules of the 
call, which binds both the Administration and 
the applicant who used this alternative. 
Therefore, the Administration maintained that, 
in the filing of applications electronically, it is 
only technically possible to be aware of those 
that have been correctly submitted. An 
consequently, the omission of the final step, 
consisting in the signature and registration of 
the application, cannot be classified as a 
simple failure to sign the application, but it 
rather constitutes an unconditional failure to 
submit the application.  

If a citizen has opted for the telematic 
presentation of the application, the absence of 
an electronic signature leads to an un-
submitted form – as the document accrediting 
its electronic registration has not been 
generated. Furthermore, the payment of the 
registration fee or other formalities that do not 
evidence the registry cannot lead to consider 
that telematic presentation of the application 
has been submitted in form. Therefore, if, as 
the Courts had been considering, the 
application was not submitted, it is not 
possible to have any defect corrected or a 
specific requirement to correct something of 
whose presentation the Administration that 
lacks proof. 

This was as well the reasoning sustained in 
the judgement 20881/2019 of the Tribunal 
Superior de Justicia de Andalucía, from 3 July 
2019. But in this case, the claimant, not being 
satisfied with the decision, lodged a cassation 
appeal before the Supreme Court. 

5. The pro-citizen interpretation 
However, there were also previous cases in 

which Courts ruled, in similar cases, in favour 
of the applicant. These cases are essentially 
funded on the claim that electronic 
administration cannot become a minefield that 
hinders the rights of those administered or 
supposes an effective reduction of their 
guarantees compared to paper procedures3.  
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remedy and has declared the need to provide 
for rectification of requests presented on paper 
without signature. 

Particularly, we can mention the judgement 
1878/1992 from the Supreme Court, of the 23 

January 1998. In this case an administrative 
appeal was unsigned, and the Supreme Court 
concluded without hesitation that the defect in 
question could be remedied and that the body 
before which the letter was lodged 
formulating the appeal in question could very 
well have requested the individual concerned 
in remedying that omission. It emphasizes that 
that the possibility of such correction is 
established by the Law for any writing that 
initiates a procedure administrative. 

3. The debate over remedial actions in 
electronic procurement  
In the previous issue of this review, 

professor Berning Prieto did an in-depth 
analysis over the problems arising around the 
effects of deadlines for the remedial actions in 
Spanish digital procedures2. I will thus just 
refer the reader to this case-analysis for the 
contextualization and general aspects of the 
issue.  

Anyhow, electronic administration is 
already a very present reality in the way 
citizens communicate with the different 
administrations and in the processing of 
procedures. However, whereas in the paper 
processing the possible existence of errors in 
the registration of an instance or application 
are quite uncommon, when we deal with 
telematic presentation there are multiple 
factors that can generate confusion, especially 
at a time of initial implementation in many 
areas. It may happen, as it is the case, that 
someone who has not finished the presentation 
with the electronic signature and registration 
may think that he has complied with said 
presentation to confirm some time later that he 
is removed from the procedure without the 
possibility of correction. 

As we have seen, in a paper-based 
application the lack of signature in the 
documents submitted would give place to 
request for correction. The mere registration 
of the documents by a given person is 
considered as an action that starts the 
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Review of Digital Administration & Law, vol. 2, issue 1, 
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procedure, for it is agreed that the person 
showed and displayed a clear conviction that 
he was submitting the application. In 
electronic applications, however, the lack of 
signature prevents its electronic registration. 
In these cases, the Administration had 
generally interpreted that this clear 
determination and conviction of the applicant 
cannot be inferred when someone does not 
terminate the submitting process – and 
therefore cannot be differentiated from other 
citizens that simply abandoned the procedure.  

Administrations have been, when facing 
these situations, ruthless with the citizen, 
applying exclusion from the procedure. And 
this has led, in some cases, to a difference of 
treatment experienced by those citizens who 
choose – or are required – to interact with the 
Administration by electronic means in 
contrast to those who choose paper-based 
mechanisms.  

4. The strict interpretation 
In this scenario, historic case-law since the 

application of the electronic procedure had 
generally endorsed this strict interpretation of 
the requirements for an application to be valid. 
For example, the judgement from the Tribunal 
Superior de Justicia de Andalucía on the 2 
May 2019 (appellate procedure n. 823/18), the 
Court argued that at least in cases in which the 
form of telematic presentation is optional and 
it was accepted by the applicant, he must 
comply with the requirements established for 
this purpose by the call.  

Therefore, in these cases, if no technical 
problems have been demonstrated in the 
electronic headquarters of the Administration, 
the application must be understood as not 
submitted.  

At first glance, this contrasts with the 
wording of article 68 of Law 39/2015 when it 
refers, in reference to correction and 
improvement of the request, that: “1. If the 
application for initiation does not meet the 
conditions laid down in Article 66, and, where 
appropriate, those referred to in Article 67 or 
others required by the specific applicable 
legislation, the person concerned shall be 
required to remedy the fault within ten days or 
accompany the mandatory documents, 
indicating that, if he does not do so, he shall 
be desisted from his request, after a decision 
which must be given in the terms laid down in 
Article 21”. 

However, the interpretation given by the 

 
  

A New Step Forward in the Citizen Procedural Guarantees  
 

  
2021 Erdal, Volume 2, Issue 2 221 
 

Ca
se

 A
na

ly
sis

 

Administration and substantiated by Courts 
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consisting in the signature and registration of 
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its electronic registration has not been 
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5. The pro-citizen interpretation 
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which Courts ruled, in similar cases, in favour 
of the applicant. These cases are essentially 
funded on the claim that electronic 
administration cannot become a minefield that 
hinders the rights of those administered or 
supposes an effective reduction of their 
guarantees compared to paper procedures3.  

 
3 Tribunal Supremo, case 2841/2015, of 16 November 

It is the case of the judgement of the first 
instance Court n. 1 from Lugo of 11 June 
2019. In this case, quite similarly, the claimant 
it applied for a public aid from the social 
action fund, he fills in the instance in 
electronic office, ends the procedure with the 
creation of an instance in .pdf. Subsequently, 
once the deadline has expired, it does not 
appear in the provisional. 

In this case, the Court concluded that the 
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through the system. This can be demonstrated 
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and printing of the same. In contrast to paper-
based submissions, in which the 
Administration does not know what the 
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electronic submissions every previous step is 
recorded, in such a way that the 
Administration knows what, when and how 
had the citizen done – even if as a 
consequence of a given mistake it did not end 
with the electronic signature and registration.  

In this case, the first instance Court 
understood that, consequently, the 
Administration did not grant, as was its 
obligation, any possibility of correction 
neither gave any value to the application 
submitted and signed. It finds it incompatible 
with the nature and purpose of the 
administrative activity to disregard a request 
sent through a telematic means – not simple 
for everyone – for the mere fact of not being 
signed, completely ignoring the regulation 
contained in Law 39/2015 on the correction of 
errors (ex 68.1) when formal requirements are 
not met, as was patently the case in this 
occasion. 

There were, therefore, two conflicting 
case-law trends which clearly differentiated.   

6. The mandatory/optional nature of the 
procedure as a differential 
It must be noted, however, that that there is 

a difference between the case under study in 
this case-analysis (762/2021) and the case just 
mentioned (first instance Court n. 1 from 
Lugo). In the former, the application had to be 
imperatively submitted by electronic means –
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there was no freedom of choice for the citizen-
–, whilst in the later, the applicant was not 
obliged to use telematic means. This is, 
precisely, one of the reasons that the 
Andalusian Court finally denied, in the 
contested judgement, the possibility of remedy 
to the claimant: that she chose to submit the 
application digitally.  

This is a central point of the issue, and it is 
precisely where the defendant before the 
Supreme Court focuses part of its argument: 
in the selection process of the case at stake 
here, it was possible to submit applications on 
paper in the corresponding registry, so if the 
appellant voluntarily opted for electronic 
means, it was because it did not present 
difficulties for her. Consequently, the lack of 
submission could not be attributed to a 
mistake, but rather attested a lack of will to 
registry the application. 

7. The Supreme Court’s interpretation 
However, in the case studied, Court does 

not accept any of the arguments of the 
Administration, and interprets that it is 
irrelevant whether the applicant was obliged 
by law or chose to submit it electronically.  

In the first place, the Court determines the 
fact that there was an alternative to electronic 
means does not justify the ceasing to apply the 
legal guarantees of the administrative 
procedure. The optional nature the electronic 
means does not justify the derogation of the 
legal guarantees of administrative procedure. 

Secondly, it understands that the legal 
provision of the resealable nature of the 
omission of signature is also applicable to 
applications submitted electronically and that 
“this also applies to those omissions that, 
without referring to the electronic signature 
itself, affect the ‘accreditation of the 
authenticity of the will’ of the applicant, as it 
could be the final step of validating what was 
formulated and sent electronically”. The Court 
deduces that the current Administrative 
procedure legislation has already been 
designed for electronic procedures. This can 
be inferred, according to the Court, from a 
simple reading of the 39/2015 Act, for which 
the standard method of communication 
between the Administration and individuals is 
telematic. So, it would be extremely difficult –
if not impossible – to argue that the legal 
provision of the resealable nature of the 
omission of signature is not applicable to 
applications submitted electronically. And this 

is equally true for those omissions that, 
without affecting the electronic signature 
itself, affect the ‘proof of the authenticity of 
the will’ of the applicant – as could be, for 
example, the final step of validating the 
application. 

The decisive thing is that the applicant 
proves that the electronic application has been 
completed, even if the electronic signature or 
validation of the application is missing. In the 
present case, it was established that the 
applicant «paid the fee, completed the form 
and recorded the application», although he 
omitted the last step for his electronic filing, 
inter alia because the system gave her the 
indication of “successful application”. It is 
clear, therefore, that the only omission, was 
that she does not electronically sign its 
application, and no other defect shall be 
interpreted.  

Under this doctrine, when it can be proven 
that the application was made electronically 
but that, for reasons beyond its control or due 
to an understandable error (as in this case), the 
last step of signature and validation was not 
completed, the Administration is obliged to 
grant a period of correction of ten days, even 
if it has not had electronic proof of its 
presentation.  

The defendant alleged in this case that, as 
the formal finalisation of the registration did 
not take place, the Administration had no way 
to know about the application and therefore 
was unable to require its correction. But, 
according to the Supreme Court, it is 
irrelevant, at this point, whether or not the 
Administration was – or should have been – 
aware of the application. A mentioned, the 
Administration learned – or was able to know 
– that the appellant had paid the fee. But even 
accepting, for purely argumentative purposes, 
that it is not technically possible to 
automatically receive information about the 
steps taken by everyone who has accessed the 
computer program, the Administration must 
give the possibility of correction when the 
interested party reacts to his non-inclusion in 
the list of admitted and proves that she only 
omitted the electronic signature and the 
registration of his application. When the 
Administration has not aware of the 
presentation of the electronic application – as 
it was the case –, it will logically correspond 
to the interested party to inform him and 
provide the evidence that proves that its 
formulation was complied with. 
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It is, without a doubt, a commendable 
advance in the protection of the administered 
against the situations of helplessness that can 
cause the cold automatism of electronic 
communication. 

The Administration cannot hide behind the 
way in which the computer program has been 
designed to avoid the fulfilment of its duties 
towards individuals, neither it can erode the 
guarantees of the administrative procedure. 
The right to a good administration should 
make it easier for citizens to exercise their 
rights, and the pro actione principle implies, 
at a crossroads, opting for the most favourable 
path so as not to expel the individual from the 
procedure. New technologies are at the service 
of citizens and not the other way around. They 
are a tool for efficiency (Art. 103 of the 
Spanish Constitution) that must subordinates 
to the rights and freedoms (Art. 23.2 of the 
Spanish Constitution). 
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It is, without a doubt, a commendable 
advance in the protection of the administered 
against the situations of helplessness that can 
cause the cold automatism of electronic 
communication. 

The Administration cannot hide behind the 
way in which the computer program has been 
designed to avoid the fulfilment of its duties 
towards individuals, neither it can erode the 
guarantees of the administrative procedure. 
The right to a good administration should 
make it easier for citizens to exercise their 
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path so as not to expel the individual from the 
procedure. New technologies are at the service 
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are a tool for efficiency (Art. 103 of the 
Spanish Constitution) that must subordinates 
to the rights and freedoms (Art. 23.2 of the 
Spanish Constitution). 
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French Council of State refuses to operate an ultra vires review on CJEU decisions and EU law. 
However, it accepts the possibility to maintain a regulatory act contrary to EU law if withdrawing it 
affect specific constitutional principles. According to the fact that France is facing serious threats 
towards national security, the generalised and undifferentiated data retention framed by French 
legislation is compliant with EU law. However, French Prime Minister must provide for a 
monitoring mechanism to periodically assess the threats to French National Security. Moreover, 
the intelligence techniques based on traffic and localisation data retention are in whole compliant 
to EU law, except on the prior review requirement. Therefore, French authorities must provide for 
an effective prior review by a court or an independent administrative authority. 

ABSTRACT This case note analyses the already famous French Data Network ruling handed down by the 
Council of State. Although, the way in which the court considers the relationship between EU law and national 
law is innovative, this ruling doesn’t definitively resolve the compatibility issues between French law and EU law 
on data retention. 

1. Introduction 
The French Data Network judgement 

handed down by the French Council of State 
on 21 April 20211, is the outcome of a long 
procedure that has lasted several years2. It is 
an attempt to reconcile the divergent policies 
of the Court of Justice of the European Union 
(CJEU) and the French judge with regard to 
the retention and use of connection data. It is 
therefore a fundamental judgement regarding 
both the relationship between national law and 
European Union (EU) law and the data legal 
framework insofar as the latter must reconcile 
the requirements of security and freedom3. 

 
* Article submitted to double-blind peer review. 
1 CE, ass., 21 April 2021, n. 393099, French Data Net-
work e. a. 
2 CE, 26 July 2018, n. 393099, French Data Network; 
CJEU, 6 october 2020, C-511/18, C-512/18, C-520/18, 
La Quadrature du net e. a. 
3 It has also given rise to numerous comments in France, 
see in particular: B. Bertrand and J. Sirinelli, Le Conseil 
d’État et la conservation des données de connexion : la 
quadrature du cercle, in Dalloz IP/IT, 2021,408 ; J. 
Roux, La lucidité d’une fermeté ajustée, in Recueil Dal-
loz, 2021, 1247 ; T. Douville and H. Gaudin, Un arrêt 
sous le signe de l’exceptionnel, in Recueil Dalloz, 2021, 
1268 ; L. Azoulai and D. Ritleng, « L’État, c’est moi ». 
Le Conseil d’État, la sécurité et la conservation des 

The e-privacy directive of 12 July 2002, 
gave states significant leeway to collect data 
for the purpose of safeguarding ‘national 
security (i.e., State security), defence, public 
security, and the prevention, investigation, 
detection and prosecution of criminal offences 
or of unauthorised use of the electronic 
communication system’4. This latitude given 

 
données, in Revue Trimestrielle de Droit européen, 
2021, 349 ; F.-X. Bréchot, De l’art de concilier 
l’inconciliable. La Constitution, le droit de l’Union et 
les données de connexion, in Revue Trimestrielle de 
Droit européen, 2021, 637 ; A. Iliopoulou-Penot, La 
conservation généralisée des données de connexion va-
lidée, le droit au désaccord avec la Cour de justice re-
vendiqué, in La Semaine Juridique édition Générale, 
n. 24, 14 June 2021, 1152 ; D. Simon, Retour des mono-
logues croisés ? À propos de l’arrêt du Conseil d’État 
dans l’affaire « French Data », in Europe : actualités du 
droit de l’Union européenne, n. 6, June 2021, Étude 
n. 3; A. Bensamoun, L’arrêt French Data Network ou la 
voie compliquée du dialogue des juges au sujet des 
données de connexion, in La Gazette du Palais, 
29 June 2021, 20 ; M. Bartolucci, Le Conseil d’État acte 
la conservation générale et indifférenciée des données 
de connexion, in La Semaine Juridique Administration 
et Collectivités territoriales, n. 28, 12 July 2021, 2222. 
4 Article 15 of Directive 2002/58/EC of the European 
Parliament and of the Council of 12 July 2002 concern-
ing the processing of personal data and the protection 
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detection and prosecution of criminal offences 
or of unauthorised use of the electronic 
communication system’4. This latitude given 

 
données, in Revue Trimestrielle de Droit européen, 
2021, 349 ; F.-X. Bréchot, De l’art de concilier 
l’inconciliable. La Constitution, le droit de l’Union et 
les données de connexion, in Revue Trimestrielle de 
Droit européen, 2021, 637 ; A. Iliopoulou-Penot, La 
conservation généralisée des données de connexion va-
lidée, le droit au désaccord avec la Cour de justice re-
vendiqué, in La Semaine Juridique édition Générale, 
n. 24, 14 June 2021, 1152 ; D. Simon, Retour des mono-
logues croisés ? À propos de l’arrêt du Conseil d’État 
dans l’affaire « French Data », in Europe : actualités du 
droit de l’Union européenne, n. 6, June 2021, Étude 
n. 3; A. Bensamoun, L’arrêt French Data Network ou la 
voie compliquée du dialogue des juges au sujet des 
données de connexion, in La Gazette du Palais, 
29 June 2021, 20 ; M. Bartolucci, Le Conseil d’État acte 
la conservation générale et indifférenciée des données 
de connexion, in La Semaine Juridique Administration 
et Collectivités territoriales, n. 28, 12 July 2021, 2222. 
4 Article 15 of Directive 2002/58/EC of the European 
Parliament and of the Council of 12 July 2002 concern-
ing the processing of personal data and the protection 

 
 
European Review of Digital Administration & Law - Erdal 
2021, Volume 2, Issue 2, pp. 225-230 
ISSN 2724-5969 - ISBN 979-12-5994-752-9 - DOI 9791259947529 20 
 

 
  

 225 
 

Connexion Data Retention: the Phoney 
War Between the French Council of 
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French Council of State refuses to operate an ultra vires review on CJEU decisions and EU law. 
However, it accepts the possibility to maintain a regulatory act contrary to EU law if withdrawing it 
affect specific constitutional principles. According to the fact that France is facing serious threats 
towards national security, the generalised and undifferentiated data retention framed by French 
legislation is compliant with EU law. However, French Prime Minister must provide for a 
monitoring mechanism to periodically assess the threats to French National Security. Moreover, 
the intelligence techniques based on traffic and localisation data retention are in whole compliant 
to EU law, except on the prior review requirement. Therefore, French authorities must provide for 
an effective prior review by a court or an independent administrative authority. 

ABSTRACT This case note analyses the already famous French Data Network ruling handed down by the 
Council of State. Although, the way in which the court considers the relationship between EU law and national 
law is innovative, this ruling doesn’t definitively resolve the compatibility issues between French law and EU law 
on data retention. 

1. Introduction 
The French Data Network judgement 

handed down by the French Council of State 
on 21 April 20211, is the outcome of a long 
procedure that has lasted several years2. It is 
an attempt to reconcile the divergent policies 
of the Court of Justice of the European Union 
(CJEU) and the French judge with regard to 
the retention and use of connection data. It is 
therefore a fundamental judgement regarding 
both the relationship between national law and 
European Union (EU) law and the data legal 
framework insofar as the latter must reconcile 
the requirements of security and freedom3. 

 
* Article submitted to double-blind peer review. 
1 CE, ass., 21 April 2021, n. 393099, French Data Net-
work e. a. 
2 CE, 26 July 2018, n. 393099, French Data Network; 
CJEU, 6 october 2020, C-511/18, C-512/18, C-520/18, 
La Quadrature du net e. a. 
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security, and the prevention, investigation, 
detection and prosecution of criminal offences 
or of unauthorised use of the electronic 
communication system’4. This latitude given 
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to States has greatly benefited France, which 
has put in place permissive legislation on data 
collection whether for intelligence, counter-
terrorism or anti-crime purposes. This 
permissive legislation has been rather spared 
by national judges and in particular the 
Council of State. However, at the European 
level, the protection of personal data has been 
pushed by the CJEU and the exception 
provided in Article 15 of the e-privacy 
directive has been largely reduced by 
successive decisions of the judges in 
Luxembourg5. 

This opposition foreshadowed an important 
conflict between the Council of State and the 
Court of Justice. At a time of latent conflicts 
between the Court of Luxembourg and the 
Court of Karlsruhe6 and open conflicts 
between European and Polish judges7, the 
solution adopted by the French Council of 
State seems to be more respectful of the 
authority of European case law. Nevertheless, 
this respect comes at the cost of certain 
ambiguities that do not definitively defuse the 
contradictions between European and French 
case law. Consequently, the Council, by 
taking an original approach to the relationship 
between European law and national law (I), 
manages to partially avoid the conflict in the 
area of data retention (II). As for the use of 
intelligence techniques, the Council of State 
finds that French law is in line with European 
requirements, except for the absence of a prior 
review (III). 

2. On the relationship between European 
Union law and the Constitution: an 
original approach to a classical conflict 
In its decision of 21 April the Council of 

State noted a possible contradiction between 
European law rules, as interpreted by the 
CJEU, and French constitutional principles. In 
order to resolve this contradiction, it extended 
its previous solution (A) and rejected the 
hypothesis of an ultra vires review (B) 
thereby refusing to follow in the footsteps of 
the German Constitutional Court. 

 

 
of privacy in the electronic communications sector. 
5 See, inter alia: CJEU, 8 April 2014, C-293/12 Digital 
Rights Ireland and Seitlinger e. a.; CJEU, 21 December 
2016, C-203/15, Tele2 Sverige. 
6 BVerfG, 5 May 2020, 2 BvR 859/15, 2 BvR 1651/15, 
2 BvR 2006/15, 2 BvR 980/16 
7 K 3/21, 7 October 2021. 

2.1. The Reversal of the Arcelor Case 
In order to resolve the discrepancies 

between national law and European law, the 
French administrative judge made an 
innovative application of a solution found in 
the famous Arcelor decision8. In this 2007 
decision, the Council of State, established, on 
the basis or article 88-1 of the Constitution, 
the possibility of reviewing the 
constitutionality of a regulatory act 
transposing a directive insofar as the 
constitutional principle in question does not 
benefits from an equivalent protection under 
EU law. Thus, the administrative judge before 
whom a plea arguing the unconstitutionality of 
a regulatory act transposing a directive is 
brought, had, in the first place, to seek 
whether the constitutional principle in 
question exists in EU law and whether it 
enjoys equivalent protection. From that point 
on, the court has an alternative. If there is 
indeed equivalence of protection, the 
administrative judge must ensure the 
constitutional principle by controlling that the 
regulatory act complies with the equivalent 
EU provision, if necessary, as interpreted by 
the Court of Justice. Thus, the judge 
substitutes the conventionality review for the 
constitutionality review. However, if there is 
no provision in European law that provides an 
equivalent protection to the constitutional 
principle, the administrative judge can review 
the constitutionality of the regulatory act and, 
in necessary, withdraw it from the legal order, 
even though it was in conformity with EU 
law. 

The French Data Network ruling continues 
this logic by reversing it. First, the judgement 
extends the solution adopted for 
administrative acts transposing a directive to 
all administrative acts simply adapting 
domestic law to an EU regulation. The 
solution of the Arcelor case is thus extended. 
Furthermore, and this is the most important 
point, the Council of State affirms the 
possibility for the defendant, presumably the 
minister whose act is challenged before the 
court, to argue that the absence of equivalent 
protection of a constitutional principle in EU 
law must allow the judge to maintain a 
regulatory act that is contrary to EU law. In 
the Arcelor case the judge accepted to remove 
from the legal order a regulatory act that was 

 
8 CE, 8 February 2007, n. 287110, Société Arcelor 
Atlantique et Lorrain e. a. 
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unconstitutional but in conformity with 
EU Law. In this French Data Network case, 
the judge accepted to maintain in the legal 
order a regulatory act that was constitutional 
but contrary to EU law, since withdrawing it 
would ‘deprive the constitutional requirement 
cited by the defendant of effective guarantees’ 
(§ 7). Therefore, this solution strongly 
reaffirms the primacy of the Constitution over 
EU law, while limiting it to cases where a 
constitutional principle has no equivalent in 
EU law. 

The Council of State decision must be 
understood as an extension of its previous 
case law. At the same time, the Council 
proposes an original review that departs from 
the solution requested by the Prime Minister 
and developed in European constitutional 
courts. 

2.2. The reject of the ultra vires review 
One of the peculiarities of this case is that 

the Prime Minister, as a defence to the 
contested decree, asked the administrative 
judge to review the preliminary ruling of the 
Court of Justice with regard to the division of 
competences set by the European treaties, and, 
if necessary, to deduce from the violation of 
that division the lack of binding force of the 
aforementioned ruling.  

In this decision, the French administrative 
judge refused to activate this so-called ultra 
vires review to regulate the relationship 
between EU law and national law (§ 8). It 
preferred to place itself on another ground: 
that of the existence of specific constitutional 
principles, i.e. those that do not enjoy an 
equivalent protection in European law. 
Nevertheless, in an unprecedented way, the 
Council of State linked this control to a 
question of competence. Indeed, it considered 
that the constitutional principles in question 
did not benefit from an equivalent protection 
in EU law, insofar as they apply ‘To areas that 
fall exclusively or essentially under the 
authority of the Member States pursuant to the 
Union’s founding treaties’ (§ 10). Thus, 
European treaties organize the distribution of 
competences in which national security and 
preventing the infringements of public order 
are Member States’ competences, and it is 
indeed that distribution which justifies the 
absence of equivalent protection in EU law in 
matter of national security and protection of 

public order9. Consequently, the rejection of 
ultra vires review does not mean, however, 
the rejection of a national judicial control of 
the division of competences between the 
European Union and the French State.  

This decision can be read as a defiance 
towards the primacy of EU law. However, 
once the basis of its reasoning laid down, the 
Council of State applied it in a subtle way, 
avoiding a head-on conflict with the CJEU 
regarding the retention of connection data. 

3. On data retention: a partially avoided 
conflict 
In the present case, the new review 

exercised by the Council of State could have 
made it possible to maintain the provisions of 
national law on data retention. Thus, the 
Council of State could have set aside the 
preliminary ruling of the CJEU and give 
priority to security requirements that have 
constitutional value (A). Nevertheless, the 
Council of State partially neutralised this 
conflict regarding the legal framework of data 
retention, which raises questions about the 
durability of its solution (B). 

3.1. The acknowledgment of the conflict 
This decision questioned the generalised 

and undifferentiated retention of three types of 
data: traffic and location data, IP addresses 
and data relating to the civil identity of users. 
These last two types of data were not really 
problematic. Indeed, the Council of State 
quickly noted that the generalised and 
undifferentiated retention of data relating to 
the civil identity of users is made possible, by 
EU law as interpreted by the CJEU, to prevent 
any type of threat to public security, to 
investigate, detect and prosecute criminal 
offences no matter how grave and to 
safeguard national security (§35-36). As 
regards to IP addresses, the CJEU is similarly 
permissive insofar as the retention is a 
fundamental means of investigation, provided 
that it is made for a limited period of time and 
to investigate serious crimes, serious threats to 
public security or to safeguard national 
security. The Council of State complied to 
CJEU’s interpretation according to which the 
use of these means of investigation must be 
controlled by a judge who will assess in 

 
9 B. Bertrand, J. Sirinelli, Le Conseil d’État et la con-
servation des données de connexion : la quadrature du 
cercle, 408. 
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to States has greatly benefited France, which 
has put in place permissive legislation on data 
collection whether for intelligence, counter-
terrorism or anti-crime purposes. This 
permissive legislation has been rather spared 
by national judges and in particular the 
Council of State. However, at the European 
level, the protection of personal data has been 
pushed by the CJEU and the exception 
provided in Article 15 of the e-privacy 
directive has been largely reduced by 
successive decisions of the judges in 
Luxembourg5. 

This opposition foreshadowed an important 
conflict between the Council of State and the 
Court of Justice. At a time of latent conflicts 
between the Court of Luxembourg and the 
Court of Karlsruhe6 and open conflicts 
between European and Polish judges7, the 
solution adopted by the French Council of 
State seems to be more respectful of the 
authority of European case law. Nevertheless, 
this respect comes at the cost of certain 
ambiguities that do not definitively defuse the 
contradictions between European and French 
case law. Consequently, the Council, by 
taking an original approach to the relationship 
between European law and national law (I), 
manages to partially avoid the conflict in the 
area of data retention (II). As for the use of 
intelligence techniques, the Council of State 
finds that French law is in line with European 
requirements, except for the absence of a prior 
review (III). 

2. On the relationship between European 
Union law and the Constitution: an 
original approach to a classical conflict 
In its decision of 21 April the Council of 

State noted a possible contradiction between 
European law rules, as interpreted by the 
CJEU, and French constitutional principles. In 
order to resolve this contradiction, it extended 
its previous solution (A) and rejected the 
hypothesis of an ultra vires review (B) 
thereby refusing to follow in the footsteps of 
the German Constitutional Court. 

 

 
of privacy in the electronic communications sector. 
5 See, inter alia: CJEU, 8 April 2014, C-293/12 Digital 
Rights Ireland and Seitlinger e. a.; CJEU, 21 December 
2016, C-203/15, Tele2 Sverige. 
6 BVerfG, 5 May 2020, 2 BvR 859/15, 2 BvR 1651/15, 
2 BvR 2006/15, 2 BvR 980/16 
7 K 3/21, 7 October 2021. 

2.1. The Reversal of the Arcelor Case 
In order to resolve the discrepancies 

between national law and European law, the 
French administrative judge made an 
innovative application of a solution found in 
the famous Arcelor decision8. In this 2007 
decision, the Council of State, established, on 
the basis or article 88-1 of the Constitution, 
the possibility of reviewing the 
constitutionality of a regulatory act 
transposing a directive insofar as the 
constitutional principle in question does not 
benefits from an equivalent protection under 
EU law. Thus, the administrative judge before 
whom a plea arguing the unconstitutionality of 
a regulatory act transposing a directive is 
brought, had, in the first place, to seek 
whether the constitutional principle in 
question exists in EU law and whether it 
enjoys equivalent protection. From that point 
on, the court has an alternative. If there is 
indeed equivalence of protection, the 
administrative judge must ensure the 
constitutional principle by controlling that the 
regulatory act complies with the equivalent 
EU provision, if necessary, as interpreted by 
the Court of Justice. Thus, the judge 
substitutes the conventionality review for the 
constitutionality review. However, if there is 
no provision in European law that provides an 
equivalent protection to the constitutional 
principle, the administrative judge can review 
the constitutionality of the regulatory act and, 
in necessary, withdraw it from the legal order, 
even though it was in conformity with EU 
law. 

The French Data Network ruling continues 
this logic by reversing it. First, the judgement 
extends the solution adopted for 
administrative acts transposing a directive to 
all administrative acts simply adapting 
domestic law to an EU regulation. The 
solution of the Arcelor case is thus extended. 
Furthermore, and this is the most important 
point, the Council of State affirms the 
possibility for the defendant, presumably the 
minister whose act is challenged before the 
court, to argue that the absence of equivalent 
protection of a constitutional principle in EU 
law must allow the judge to maintain a 
regulatory act that is contrary to EU law. In 
the Arcelor case the judge accepted to remove 
from the legal order a regulatory act that was 

 
8 CE, 8 February 2007, n. 287110, Société Arcelor 
Atlantique et Lorrain e. a. 
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unconstitutional but in conformity with 
EU Law. In this French Data Network case, 
the judge accepted to maintain in the legal 
order a regulatory act that was constitutional 
but contrary to EU law, since withdrawing it 
would ‘deprive the constitutional requirement 
cited by the defendant of effective guarantees’ 
(§ 7). Therefore, this solution strongly 
reaffirms the primacy of the Constitution over 
EU law, while limiting it to cases where a 
constitutional principle has no equivalent in 
EU law. 

The Council of State decision must be 
understood as an extension of its previous 
case law. At the same time, the Council 
proposes an original review that departs from 
the solution requested by the Prime Minister 
and developed in European constitutional 
courts. 

2.2. The reject of the ultra vires review 
One of the peculiarities of this case is that 

the Prime Minister, as a defence to the 
contested decree, asked the administrative 
judge to review the preliminary ruling of the 
Court of Justice with regard to the division of 
competences set by the European treaties, and, 
if necessary, to deduce from the violation of 
that division the lack of binding force of the 
aforementioned ruling.  

In this decision, the French administrative 
judge refused to activate this so-called ultra 
vires review to regulate the relationship 
between EU law and national law (§ 8). It 
preferred to place itself on another ground: 
that of the existence of specific constitutional 
principles, i.e. those that do not enjoy an 
equivalent protection in European law. 
Nevertheless, in an unprecedented way, the 
Council of State linked this control to a 
question of competence. Indeed, it considered 
that the constitutional principles in question 
did not benefit from an equivalent protection 
in EU law, insofar as they apply ‘To areas that 
fall exclusively or essentially under the 
authority of the Member States pursuant to the 
Union’s founding treaties’ (§ 10). Thus, 
European treaties organize the distribution of 
competences in which national security and 
preventing the infringements of public order 
are Member States’ competences, and it is 
indeed that distribution which justifies the 
absence of equivalent protection in EU law in 
matter of national security and protection of 

public order9. Consequently, the rejection of 
ultra vires review does not mean, however, 
the rejection of a national judicial control of 
the division of competences between the 
European Union and the French State.  

This decision can be read as a defiance 
towards the primacy of EU law. However, 
once the basis of its reasoning laid down, the 
Council of State applied it in a subtle way, 
avoiding a head-on conflict with the CJEU 
regarding the retention of connection data. 

3. On data retention: a partially avoided 
conflict 
In the present case, the new review 

exercised by the Council of State could have 
made it possible to maintain the provisions of 
national law on data retention. Thus, the 
Council of State could have set aside the 
preliminary ruling of the CJEU and give 
priority to security requirements that have 
constitutional value (A). Nevertheless, the 
Council of State partially neutralised this 
conflict regarding the legal framework of data 
retention, which raises questions about the 
durability of its solution (B). 

3.1. The acknowledgment of the conflict 
This decision questioned the generalised 

and undifferentiated retention of three types of 
data: traffic and location data, IP addresses 
and data relating to the civil identity of users. 
These last two types of data were not really 
problematic. Indeed, the Council of State 
quickly noted that the generalised and 
undifferentiated retention of data relating to 
the civil identity of users is made possible, by 
EU law as interpreted by the CJEU, to prevent 
any type of threat to public security, to 
investigate, detect and prosecute criminal 
offences no matter how grave and to 
safeguard national security (§35-36). As 
regards to IP addresses, the CJEU is similarly 
permissive insofar as the retention is a 
fundamental means of investigation, provided 
that it is made for a limited period of time and 
to investigate serious crimes, serious threats to 
public security or to safeguard national 
security. The Council of State complied to 
CJEU’s interpretation according to which the 
use of these means of investigation must be 
controlled by a judge who will assess in 

 
9 B. Bertrand, J. Sirinelli, Le Conseil d’État et la con-
servation des données de connexion : la quadrature du 
cercle, 408. 
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to States has greatly benefited France, which 
has put in place permissive legislation on data 
collection whether for intelligence, counter-
terrorism or anti-crime purposes. This 
permissive legislation has been rather spared 
by national judges and in particular the 
Council of State. However, at the European 
level, the protection of personal data has been 
pushed by the CJEU and the exception 
provided in Article 15 of the e-privacy 
directive has been largely reduced by 
successive decisions of the judges in 
Luxembourg5. 

This opposition foreshadowed an important 
conflict between the Council of State and the 
Court of Justice. At a time of latent conflicts 
between the Court of Luxembourg and the 
Court of Karlsruhe6 and open conflicts 
between European and Polish judges7, the 
solution adopted by the French Council of 
State seems to be more respectful of the 
authority of European case law. Nevertheless, 
this respect comes at the cost of certain 
ambiguities that do not definitively defuse the 
contradictions between European and French 
case law. Consequently, the Council, by 
taking an original approach to the relationship 
between European law and national law (I), 
manages to partially avoid the conflict in the 
area of data retention (II). As for the use of 
intelligence techniques, the Council of State 
finds that French law is in line with European 
requirements, except for the absence of a prior 
review (III). 

2. On the relationship between European 
Union law and the Constitution: an 
original approach to a classical conflict 
In its decision of 21 April the Council of 

State noted a possible contradiction between 
European law rules, as interpreted by the 
CJEU, and French constitutional principles. In 
order to resolve this contradiction, it extended 
its previous solution (A) and rejected the 
hypothesis of an ultra vires review (B) 
thereby refusing to follow in the footsteps of 
the German Constitutional Court. 

 

 
of privacy in the electronic communications sector. 
5 See, inter alia: CJEU, 8 April 2014, C-293/12 Digital 
Rights Ireland and Seitlinger e. a.; CJEU, 21 December 
2016, C-203/15, Tele2 Sverige. 
6 BVerfG, 5 May 2020, 2 BvR 859/15, 2 BvR 1651/15, 
2 BvR 2006/15, 2 BvR 980/16 
7 K 3/21, 7 October 2021. 

2.1. The Reversal of the Arcelor Case 
In order to resolve the discrepancies 

between national law and European law, the 
French administrative judge made an 
innovative application of a solution found in 
the famous Arcelor decision8. In this 2007 
decision, the Council of State, established, on 
the basis or article 88-1 of the Constitution, 
the possibility of reviewing the 
constitutionality of a regulatory act 
transposing a directive insofar as the 
constitutional principle in question does not 
benefits from an equivalent protection under 
EU law. Thus, the administrative judge before 
whom a plea arguing the unconstitutionality of 
a regulatory act transposing a directive is 
brought, had, in the first place, to seek 
whether the constitutional principle in 
question exists in EU law and whether it 
enjoys equivalent protection. From that point 
on, the court has an alternative. If there is 
indeed equivalence of protection, the 
administrative judge must ensure the 
constitutional principle by controlling that the 
regulatory act complies with the equivalent 
EU provision, if necessary, as interpreted by 
the Court of Justice. Thus, the judge 
substitutes the conventionality review for the 
constitutionality review. However, if there is 
no provision in European law that provides an 
equivalent protection to the constitutional 
principle, the administrative judge can review 
the constitutionality of the regulatory act and, 
in necessary, withdraw it from the legal order, 
even though it was in conformity with EU 
law. 

The French Data Network ruling continues 
this logic by reversing it. First, the judgement 
extends the solution adopted for 
administrative acts transposing a directive to 
all administrative acts simply adapting 
domestic law to an EU regulation. The 
solution of the Arcelor case is thus extended. 
Furthermore, and this is the most important 
point, the Council of State affirms the 
possibility for the defendant, presumably the 
minister whose act is challenged before the 
court, to argue that the absence of equivalent 
protection of a constitutional principle in EU 
law must allow the judge to maintain a 
regulatory act that is contrary to EU law. In 
the Arcelor case the judge accepted to remove 
from the legal order a regulatory act that was 

 
8 CE, 8 February 2007, n. 287110, Société Arcelor 
Atlantique et Lorrain e. a. 
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unconstitutional but in conformity with 
EU Law. In this French Data Network case, 
the judge accepted to maintain in the legal 
order a regulatory act that was constitutional 
but contrary to EU law, since withdrawing it 
would ‘deprive the constitutional requirement 
cited by the defendant of effective guarantees’ 
(§ 7). Therefore, this solution strongly 
reaffirms the primacy of the Constitution over 
EU law, while limiting it to cases where a 
constitutional principle has no equivalent in 
EU law. 

The Council of State decision must be 
understood as an extension of its previous 
case law. At the same time, the Council 
proposes an original review that departs from 
the solution requested by the Prime Minister 
and developed in European constitutional 
courts. 

2.2. The reject of the ultra vires review 
One of the peculiarities of this case is that 

the Prime Minister, as a defence to the 
contested decree, asked the administrative 
judge to review the preliminary ruling of the 
Court of Justice with regard to the division of 
competences set by the European treaties, and, 
if necessary, to deduce from the violation of 
that division the lack of binding force of the 
aforementioned ruling.  

In this decision, the French administrative 
judge refused to activate this so-called ultra 
vires review to regulate the relationship 
between EU law and national law (§ 8). It 
preferred to place itself on another ground: 
that of the existence of specific constitutional 
principles, i.e. those that do not enjoy an 
equivalent protection in European law. 
Nevertheless, in an unprecedented way, the 
Council of State linked this control to a 
question of competence. Indeed, it considered 
that the constitutional principles in question 
did not benefit from an equivalent protection 
in EU law, insofar as they apply ‘To areas that 
fall exclusively or essentially under the 
authority of the Member States pursuant to the 
Union’s founding treaties’ (§ 10). Thus, 
European treaties organize the distribution of 
competences in which national security and 
preventing the infringements of public order 
are Member States’ competences, and it is 
indeed that distribution which justifies the 
absence of equivalent protection in EU law in 
matter of national security and protection of 

public order9. Consequently, the rejection of 
ultra vires review does not mean, however, 
the rejection of a national judicial control of 
the division of competences between the 
European Union and the French State.  

This decision can be read as a defiance 
towards the primacy of EU law. However, 
once the basis of its reasoning laid down, the 
Council of State applied it in a subtle way, 
avoiding a head-on conflict with the CJEU 
regarding the retention of connection data. 

3. On data retention: a partially avoided 
conflict 
In the present case, the new review 

exercised by the Council of State could have 
made it possible to maintain the provisions of 
national law on data retention. Thus, the 
Council of State could have set aside the 
preliminary ruling of the CJEU and give 
priority to security requirements that have 
constitutional value (A). Nevertheless, the 
Council of State partially neutralised this 
conflict regarding the legal framework of data 
retention, which raises questions about the 
durability of its solution (B). 

3.1. The acknowledgment of the conflict 
This decision questioned the generalised 

and undifferentiated retention of three types of 
data: traffic and location data, IP addresses 
and data relating to the civil identity of users. 
These last two types of data were not really 
problematic. Indeed, the Council of State 
quickly noted that the generalised and 
undifferentiated retention of data relating to 
the civil identity of users is made possible, by 
EU law as interpreted by the CJEU, to prevent 
any type of threat to public security, to 
investigate, detect and prosecute criminal 
offences no matter how grave and to 
safeguard national security (§35-36). As 
regards to IP addresses, the CJEU is similarly 
permissive insofar as the retention is a 
fundamental means of investigation, provided 
that it is made for a limited period of time and 
to investigate serious crimes, serious threats to 
public security or to safeguard national 
security. The Council of State complied to 
CJEU’s interpretation according to which the 
use of these means of investigation must be 
controlled by a judge who will assess in 

 
9 B. Bertrand, J. Sirinelli, Le Conseil d’État et la con-
servation des données de connexion : la quadrature du 
cercle, 408. 
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concreto the serious nature of the crime or the 
threat and the proportionality of the measure 
(§37-41). Thus, for these two types of data, 
the administrative judge did not need a 
constitutional requirement to save the 
provisions of the Post and Electronic 
Communications Code and the decree of 25 
February 2011. 

In fact, the real problem for the 
administrative judge was the generalised and 
undifferentiated retention of traffic and 
location data other than IP addresses. While 
French law allowed for such retention, the 
dynamic interpretation of EU law by the 
CJEU severely limited this possibility. Indeed, 
the CJEU accepts the generalised and 
undifferentiated retention of this type of data 
only for the purpose of safeguarding national 
security, and rejects it for all crime-fighting 
purposes, including serious crimes. On the 
other hand, the CJEU allows for the 
possibility of targeted data retention, i. e. the 
immediate capture of traffic and location data 
for a limited period of time, provided that it is 
done under the supervision of a judge. For this 
type of data, the Prime Minister put forward 
several objectives of constitutional value: the 
safeguard of the fundamental interests of the 
Nation, the prevention of breaches in public 
order, particularly breaches in the security of 
property and persons, the tracking of criminal 
offences’ perpetrators and the combat against 
terrorism. Given the new review mechanism 
put forward by the Council of State, these 
constitutional principles could have served as 
a basis for upholding the regulatory acts that 
are contrary to EU law. 

Nevertheless, the administrative judge 
gave, at least temporarily, full application to 
European case law. 

3.2. The neutralisation of the conflict 
First of all, the Council of State noted that 

there is currently a serious threat to national 
security in France, both real and foreseeable, 
based on various indicators: the high risk of 
terrorist attacks, the malicious acts against 
French companies, the French military 
involvement abroad, etc. In this respect, the 
generalised retention of traffic and location 
data provided for in Article R. 10-13 of the 
French Post and Electronic Communications 
Code is, on the whole, in compliance with EU 
law, except for the fact that it does not provide 
for a periodic review of the situation. In short, 
the Prime Minister must implement a regular 

monitoring mechanism to establish whether 
France is subject to a serious threat to national 
security. 

Furthermore, national provisions allowing 
general and undifferentiated retention of 
traffic and location data for the purpose of 
combating crime and preventing threats to 
public order are contrary to the requirements 
of the CJEU. However, European judges 
proposed an intermediate solution by 
considering targeted and expedited retention 
of data to be consistent with European law. 
However, the Council of State noted that there 
are technical obstacles to targeted retention, i. 
e. retention that is aimed at a specific territory 
or groups of people. Beyond that, according to 
the Council, targeted retention presents a high 
risk of discrimination and would lack 
operational effectiveness (§53-54). As for the 
expedited retention i.e. data retention and 
preservation for a short period of time, based 
on a court order, the problem raised by the 
Council of State is that in order to make it 
possible and effective, retention must be 
generalised beforehand. In other words, 
generalised and undifferentiated retention is a 
prerequisite to expedited retention; otherwise, 
it would be impossible to obtain data created 
before to the court order. From this point of 
view, the provisions of national law were 
indeed contrary to EU law. Moreover, the 
solutions proposed by the CJEU did not fully 
meet the objectives of constitutional value put 
forward by the Prime Minister. In the light of 
its new review, the Council of State could 
have taken into consideration the full 
contradiction between national and EU law 
and upheld the decree in the name of these 
constitutional objectives. Nevertheless, the 
Council of State avoided a head-on 
confrontation with the Court of Justice by 
repealing the regulatory provisions on the 
grounds that it was contrary to EU law. It 
considered that, in any case, the generalised 
retention of data is possible since, at the date 
of the decision, France was in a period of 
serious threat to national security. Therefore, 
the expedited retention technique can be used 
to fight crime and to prevent threats to public 
order insofar the data is, in fact, generally 
retained. Thus, the repeal of the decree does 
not deprive any constitutional requirements of 
effective guarantees (§57-58). The Prime 
Minister must therefore repeal the decree 
insofar as it is contrary to EU law and will 
have six months to adapt these articles to 
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European requirements. 
If this decision is resourceful, it is because, 

while it enshrined the superiority of 
constitutional norms over EU norms and the 
possibility to maintain in the legal order 
national norms that are contrary to EU law by 
creating a new kind of control, it used the 
current situation to avoid having to apply this 
new possibility. The judge therefore repealed 
the decree, conformed itself to EU law while 
retaining the possibility, in the future, to use 
this control as a weapon against EU law and 
CJEU’s case law. However clever, this 
solution is not without problems. This solution 
might not be permanent, because what will 
happen when France is no longer under 
serious threat to its national security? Unless 
one considers that the control of the level of 
threat is a façade and will always result in the 
finding of a serious threat to national security, 
thereby allowing French authorities to practise 
generalised and undifferentiated data 
retention, there will have to come a day when 
this situation changes, and then, what will be 
the chosen solution? Will the Council of State 
draw all the consequences of its case law and 
actually maintain internal provisions that are 
contrary to EU law, thereby risking an open 
conflict between Paris and Brussels? The 
French Data Network ruling has therefore 
bought time, but does not shed much light on 
the future legal framework of data retention. 

Data retention is not a purely intellectual 
undertaking; it is used for police and 
intelligence activities. So, the French Data 
Network ruling was also an opportunity for the 
Council of State to rule on the techniques used 
by the French intelligence services that are 
based on the generalised and undifferentiated 
retention of data. 

4. On intelligence techniques: an apparently 
limited conflict 
Four intelligence techniques were 

challenged by the claimants. The first 
technique guarantees access to stored traffic 
data by intelligence services (Article L. 851-1 
of the Internal Security Code); the second 
gives them the possibility to collect in real 
time the data of persons previously identified 
as posing a terrorist threat (Article L. 851-2); 
the third allows them to put in place an 
automated analysis of traffic and location data 
in order to reveal possible terrorist threats 
(Article L. 851-3) and the fourth authorises 
them to collect in real time technical data 

relating to the location of electronic 
equipment (Article 851-4). 

On the whole, these four techniques were 
declared compliant with EU law. As a matter 
of fact, in times of terrorist threats, the CJEU 
itself leaves considerable latitude to Member 
States to gather intelligence resources. 
Nevertheless, these regulatory rules were 
partially repealed on one specific point: the 
lack of prior review by a judge or an 
independent administrative authority (§68-83). 
This requirement of prior review was 
enshrined by CJEU case law and reiterated 
shortly before the commented decision10. In 
France, the existing prior review results from 
an authorisation delivered by the Prime 
Minister following the opinion from the 
National Commission for the Control of 
Intelligence techniques (Commission 
nationale de contrôle des techniques de 
renseignement). This commission reviews, 
among other things, the proportionality of the 
measure. Although important, this review is 
not binding. However, if the Prime Minister 
decides not to follow the opinion of the 
Commission, the latter may refer the matter to 
the Council of State, which will exercise its 
jurisdictional review. In French Data Network 
decision, the Council of State considered, for 
the first time that these provisions, entrenched 
by the Decree of 11 January 2015, and the 
Decree of 16 January 2016, are contrary to EU 
law and repealed them insofar as they do not 
provide for a binding prior review of the 
Prime Minister’s decision. Nevertheless, this 
repeal has a limited scope insofar as, until 
now, successive prime ministers have always 
followed the opinion of the National 
Commission for the Control of Intelligence 
techniques. Therefore, the retroactive repeal 
of these provisions is not manifestly 
excessive. Pending the adoption of new 
provisions to bring national law into line with 
EU law, the Prime Minister will not be able to 
take a decision on the use of intelligence 
techniques after a contrary opinion from the 
Commission (§96-98). 

* 
French legislator and administrative 

authorities have already taken into account 
this decision and have adapted national norms 
to European requirements, without always 

 
10 CJEU, 21 December 2016, C-203/15 and C 598/15, 
Tele2 Sverige AV v. Post-ochtelestyrelsenand Secretary 
of State for the Home Department v. Tom Watson; 
CJEU, 2 March 2021, C-746/18, H. K. v. Prokuratuur 
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concreto the serious nature of the crime or the 
threat and the proportionality of the measure 
(§37-41). Thus, for these two types of data, 
the administrative judge did not need a 
constitutional requirement to save the 
provisions of the Post and Electronic 
Communications Code and the decree of 25 
February 2011. 

In fact, the real problem for the 
administrative judge was the generalised and 
undifferentiated retention of traffic and 
location data other than IP addresses. While 
French law allowed for such retention, the 
dynamic interpretation of EU law by the 
CJEU severely limited this possibility. Indeed, 
the CJEU accepts the generalised and 
undifferentiated retention of this type of data 
only for the purpose of safeguarding national 
security, and rejects it for all crime-fighting 
purposes, including serious crimes. On the 
other hand, the CJEU allows for the 
possibility of targeted data retention, i. e. the 
immediate capture of traffic and location data 
for a limited period of time, provided that it is 
done under the supervision of a judge. For this 
type of data, the Prime Minister put forward 
several objectives of constitutional value: the 
safeguard of the fundamental interests of the 
Nation, the prevention of breaches in public 
order, particularly breaches in the security of 
property and persons, the tracking of criminal 
offences’ perpetrators and the combat against 
terrorism. Given the new review mechanism 
put forward by the Council of State, these 
constitutional principles could have served as 
a basis for upholding the regulatory acts that 
are contrary to EU law. 

Nevertheless, the administrative judge 
gave, at least temporarily, full application to 
European case law. 

3.2. The neutralisation of the conflict 
First of all, the Council of State noted that 

there is currently a serious threat to national 
security in France, both real and foreseeable, 
based on various indicators: the high risk of 
terrorist attacks, the malicious acts against 
French companies, the French military 
involvement abroad, etc. In this respect, the 
generalised retention of traffic and location 
data provided for in Article R. 10-13 of the 
French Post and Electronic Communications 
Code is, on the whole, in compliance with EU 
law, except for the fact that it does not provide 
for a periodic review of the situation. In short, 
the Prime Minister must implement a regular 

monitoring mechanism to establish whether 
France is subject to a serious threat to national 
security. 

Furthermore, national provisions allowing 
general and undifferentiated retention of 
traffic and location data for the purpose of 
combating crime and preventing threats to 
public order are contrary to the requirements 
of the CJEU. However, European judges 
proposed an intermediate solution by 
considering targeted and expedited retention 
of data to be consistent with European law. 
However, the Council of State noted that there 
are technical obstacles to targeted retention, i. 
e. retention that is aimed at a specific territory 
or groups of people. Beyond that, according to 
the Council, targeted retention presents a high 
risk of discrimination and would lack 
operational effectiveness (§53-54). As for the 
expedited retention i.e. data retention and 
preservation for a short period of time, based 
on a court order, the problem raised by the 
Council of State is that in order to make it 
possible and effective, retention must be 
generalised beforehand. In other words, 
generalised and undifferentiated retention is a 
prerequisite to expedited retention; otherwise, 
it would be impossible to obtain data created 
before to the court order. From this point of 
view, the provisions of national law were 
indeed contrary to EU law. Moreover, the 
solutions proposed by the CJEU did not fully 
meet the objectives of constitutional value put 
forward by the Prime Minister. In the light of 
its new review, the Council of State could 
have taken into consideration the full 
contradiction between national and EU law 
and upheld the decree in the name of these 
constitutional objectives. Nevertheless, the 
Council of State avoided a head-on 
confrontation with the Court of Justice by 
repealing the regulatory provisions on the 
grounds that it was contrary to EU law. It 
considered that, in any case, the generalised 
retention of data is possible since, at the date 
of the decision, France was in a period of 
serious threat to national security. Therefore, 
the expedited retention technique can be used 
to fight crime and to prevent threats to public 
order insofar the data is, in fact, generally 
retained. Thus, the repeal of the decree does 
not deprive any constitutional requirements of 
effective guarantees (§57-58). The Prime 
Minister must therefore repeal the decree 
insofar as it is contrary to EU law and will 
have six months to adapt these articles to 

 
  

Connexion Data Retention  
 

  
2021 Erdal, Volume 2, Issue 2 229 
 

Ca
se

 A
na

ly
sis

 

European requirements. 
If this decision is resourceful, it is because, 

while it enshrined the superiority of 
constitutional norms over EU norms and the 
possibility to maintain in the legal order 
national norms that are contrary to EU law by 
creating a new kind of control, it used the 
current situation to avoid having to apply this 
new possibility. The judge therefore repealed 
the decree, conformed itself to EU law while 
retaining the possibility, in the future, to use 
this control as a weapon against EU law and 
CJEU’s case law. However clever, this 
solution is not without problems. This solution 
might not be permanent, because what will 
happen when France is no longer under 
serious threat to its national security? Unless 
one considers that the control of the level of 
threat is a façade and will always result in the 
finding of a serious threat to national security, 
thereby allowing French authorities to practise 
generalised and undifferentiated data 
retention, there will have to come a day when 
this situation changes, and then, what will be 
the chosen solution? Will the Council of State 
draw all the consequences of its case law and 
actually maintain internal provisions that are 
contrary to EU law, thereby risking an open 
conflict between Paris and Brussels? The 
French Data Network ruling has therefore 
bought time, but does not shed much light on 
the future legal framework of data retention. 

Data retention is not a purely intellectual 
undertaking; it is used for police and 
intelligence activities. So, the French Data 
Network ruling was also an opportunity for the 
Council of State to rule on the techniques used 
by the French intelligence services that are 
based on the generalised and undifferentiated 
retention of data. 

4. On intelligence techniques: an apparently 
limited conflict 
Four intelligence techniques were 

challenged by the claimants. The first 
technique guarantees access to stored traffic 
data by intelligence services (Article L. 851-1 
of the Internal Security Code); the second 
gives them the possibility to collect in real 
time the data of persons previously identified 
as posing a terrorist threat (Article L. 851-2); 
the third allows them to put in place an 
automated analysis of traffic and location data 
in order to reveal possible terrorist threats 
(Article L. 851-3) and the fourth authorises 
them to collect in real time technical data 

relating to the location of electronic 
equipment (Article 851-4). 

On the whole, these four techniques were 
declared compliant with EU law. As a matter 
of fact, in times of terrorist threats, the CJEU 
itself leaves considerable latitude to Member 
States to gather intelligence resources. 
Nevertheless, these regulatory rules were 
partially repealed on one specific point: the 
lack of prior review by a judge or an 
independent administrative authority (§68-83). 
This requirement of prior review was 
enshrined by CJEU case law and reiterated 
shortly before the commented decision10. In 
France, the existing prior review results from 
an authorisation delivered by the Prime 
Minister following the opinion from the 
National Commission for the Control of 
Intelligence techniques (Commission 
nationale de contrôle des techniques de 
renseignement). This commission reviews, 
among other things, the proportionality of the 
measure. Although important, this review is 
not binding. However, if the Prime Minister 
decides not to follow the opinion of the 
Commission, the latter may refer the matter to 
the Council of State, which will exercise its 
jurisdictional review. In French Data Network 
decision, the Council of State considered, for 
the first time that these provisions, entrenched 
by the Decree of 11 January 2015, and the 
Decree of 16 January 2016, are contrary to EU 
law and repealed them insofar as they do not 
provide for a binding prior review of the 
Prime Minister’s decision. Nevertheless, this 
repeal has a limited scope insofar as, until 
now, successive prime ministers have always 
followed the opinion of the National 
Commission for the Control of Intelligence 
techniques. Therefore, the retroactive repeal 
of these provisions is not manifestly 
excessive. Pending the adoption of new 
provisions to bring national law into line with 
EU law, the Prime Minister will not be able to 
take a decision on the use of intelligence 
techniques after a contrary opinion from the 
Commission (§96-98). 

* 
French legislator and administrative 

authorities have already taken into account 
this decision and have adapted national norms 
to European requirements, without always 

 
10 CJEU, 21 December 2016, C-203/15 and C 598/15, 
Tele2 Sverige AV v. Post-ochtelestyrelsenand Secretary 
of State for the Home Department v. Tom Watson; 
CJEU, 2 March 2021, C-746/18, H. K. v. Prokuratuur 
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concreto the serious nature of the crime or the 
threat and the proportionality of the measure 
(§37-41). Thus, for these two types of data, 
the administrative judge did not need a 
constitutional requirement to save the 
provisions of the Post and Electronic 
Communications Code and the decree of 25 
February 2011. 

In fact, the real problem for the 
administrative judge was the generalised and 
undifferentiated retention of traffic and 
location data other than IP addresses. While 
French law allowed for such retention, the 
dynamic interpretation of EU law by the 
CJEU severely limited this possibility. Indeed, 
the CJEU accepts the generalised and 
undifferentiated retention of this type of data 
only for the purpose of safeguarding national 
security, and rejects it for all crime-fighting 
purposes, including serious crimes. On the 
other hand, the CJEU allows for the 
possibility of targeted data retention, i. e. the 
immediate capture of traffic and location data 
for a limited period of time, provided that it is 
done under the supervision of a judge. For this 
type of data, the Prime Minister put forward 
several objectives of constitutional value: the 
safeguard of the fundamental interests of the 
Nation, the prevention of breaches in public 
order, particularly breaches in the security of 
property and persons, the tracking of criminal 
offences’ perpetrators and the combat against 
terrorism. Given the new review mechanism 
put forward by the Council of State, these 
constitutional principles could have served as 
a basis for upholding the regulatory acts that 
are contrary to EU law. 

Nevertheless, the administrative judge 
gave, at least temporarily, full application to 
European case law. 

3.2. The neutralisation of the conflict 
First of all, the Council of State noted that 

there is currently a serious threat to national 
security in France, both real and foreseeable, 
based on various indicators: the high risk of 
terrorist attacks, the malicious acts against 
French companies, the French military 
involvement abroad, etc. In this respect, the 
generalised retention of traffic and location 
data provided for in Article R. 10-13 of the 
French Post and Electronic Communications 
Code is, on the whole, in compliance with EU 
law, except for the fact that it does not provide 
for a periodic review of the situation. In short, 
the Prime Minister must implement a regular 

monitoring mechanism to establish whether 
France is subject to a serious threat to national 
security. 

Furthermore, national provisions allowing 
general and undifferentiated retention of 
traffic and location data for the purpose of 
combating crime and preventing threats to 
public order are contrary to the requirements 
of the CJEU. However, European judges 
proposed an intermediate solution by 
considering targeted and expedited retention 
of data to be consistent with European law. 
However, the Council of State noted that there 
are technical obstacles to targeted retention, i. 
e. retention that is aimed at a specific territory 
or groups of people. Beyond that, according to 
the Council, targeted retention presents a high 
risk of discrimination and would lack 
operational effectiveness (§53-54). As for the 
expedited retention i.e. data retention and 
preservation for a short period of time, based 
on a court order, the problem raised by the 
Council of State is that in order to make it 
possible and effective, retention must be 
generalised beforehand. In other words, 
generalised and undifferentiated retention is a 
prerequisite to expedited retention; otherwise, 
it would be impossible to obtain data created 
before to the court order. From this point of 
view, the provisions of national law were 
indeed contrary to EU law. Moreover, the 
solutions proposed by the CJEU did not fully 
meet the objectives of constitutional value put 
forward by the Prime Minister. In the light of 
its new review, the Council of State could 
have taken into consideration the full 
contradiction between national and EU law 
and upheld the decree in the name of these 
constitutional objectives. Nevertheless, the 
Council of State avoided a head-on 
confrontation with the Court of Justice by 
repealing the regulatory provisions on the 
grounds that it was contrary to EU law. It 
considered that, in any case, the generalised 
retention of data is possible since, at the date 
of the decision, France was in a period of 
serious threat to national security. Therefore, 
the expedited retention technique can be used 
to fight crime and to prevent threats to public 
order insofar the data is, in fact, generally 
retained. Thus, the repeal of the decree does 
not deprive any constitutional requirements of 
effective guarantees (§57-58). The Prime 
Minister must therefore repeal the decree 
insofar as it is contrary to EU law and will 
have six months to adapt these articles to 
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European requirements. 
If this decision is resourceful, it is because, 

while it enshrined the superiority of 
constitutional norms over EU norms and the 
possibility to maintain in the legal order 
national norms that are contrary to EU law by 
creating a new kind of control, it used the 
current situation to avoid having to apply this 
new possibility. The judge therefore repealed 
the decree, conformed itself to EU law while 
retaining the possibility, in the future, to use 
this control as a weapon against EU law and 
CJEU’s case law. However clever, this 
solution is not without problems. This solution 
might not be permanent, because what will 
happen when France is no longer under 
serious threat to its national security? Unless 
one considers that the control of the level of 
threat is a façade and will always result in the 
finding of a serious threat to national security, 
thereby allowing French authorities to practise 
generalised and undifferentiated data 
retention, there will have to come a day when 
this situation changes, and then, what will be 
the chosen solution? Will the Council of State 
draw all the consequences of its case law and 
actually maintain internal provisions that are 
contrary to EU law, thereby risking an open 
conflict between Paris and Brussels? The 
French Data Network ruling has therefore 
bought time, but does not shed much light on 
the future legal framework of data retention. 

Data retention is not a purely intellectual 
undertaking; it is used for police and 
intelligence activities. So, the French Data 
Network ruling was also an opportunity for the 
Council of State to rule on the techniques used 
by the French intelligence services that are 
based on the generalised and undifferentiated 
retention of data. 

4. On intelligence techniques: an apparently 
limited conflict 
Four intelligence techniques were 

challenged by the claimants. The first 
technique guarantees access to stored traffic 
data by intelligence services (Article L. 851-1 
of the Internal Security Code); the second 
gives them the possibility to collect in real 
time the data of persons previously identified 
as posing a terrorist threat (Article L. 851-2); 
the third allows them to put in place an 
automated analysis of traffic and location data 
in order to reveal possible terrorist threats 
(Article L. 851-3) and the fourth authorises 
them to collect in real time technical data 

relating to the location of electronic 
equipment (Article 851-4). 

On the whole, these four techniques were 
declared compliant with EU law. As a matter 
of fact, in times of terrorist threats, the CJEU 
itself leaves considerable latitude to Member 
States to gather intelligence resources. 
Nevertheless, these regulatory rules were 
partially repealed on one specific point: the 
lack of prior review by a judge or an 
independent administrative authority (§68-83). 
This requirement of prior review was 
enshrined by CJEU case law and reiterated 
shortly before the commented decision10. In 
France, the existing prior review results from 
an authorisation delivered by the Prime 
Minister following the opinion from the 
National Commission for the Control of 
Intelligence techniques (Commission 
nationale de contrôle des techniques de 
renseignement). This commission reviews, 
among other things, the proportionality of the 
measure. Although important, this review is 
not binding. However, if the Prime Minister 
decides not to follow the opinion of the 
Commission, the latter may refer the matter to 
the Council of State, which will exercise its 
jurisdictional review. In French Data Network 
decision, the Council of State considered, for 
the first time that these provisions, entrenched 
by the Decree of 11 January 2015, and the 
Decree of 16 January 2016, are contrary to EU 
law and repealed them insofar as they do not 
provide for a binding prior review of the 
Prime Minister’s decision. Nevertheless, this 
repeal has a limited scope insofar as, until 
now, successive prime ministers have always 
followed the opinion of the National 
Commission for the Control of Intelligence 
techniques. Therefore, the retroactive repeal 
of these provisions is not manifestly 
excessive. Pending the adoption of new 
provisions to bring national law into line with 
EU law, the Prime Minister will not be able to 
take a decision on the use of intelligence 
techniques after a contrary opinion from the 
Commission (§96-98). 

* 
French legislator and administrative 

authorities have already taken into account 
this decision and have adapted national norms 
to European requirements, without always 

 
10 CJEU, 21 December 2016, C-203/15 and C 598/15, 
Tele2 Sverige AV v. Post-ochtelestyrelsenand Secretary 
of State for the Home Department v. Tom Watson; 
CJEU, 2 March 2021, C-746/18, H. K. v. Prokuratuur 
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going along with the administrative judge’s 
recommendations. Thus, the new anti-
terrorism act of 30 July 2021, does not make 
the Commission’s opinions directly binding. It 
provides for immediate referral to the Council 
of State, which will have to rule within 24 
hours, when an authorisation from the Prime 
Minister is given after an unfavourable 
opinion from the National Commission for the 
Control of Intelligence techniques. Therefore, 
the Prime Minister’s decision may not be 
executed before the ruling of the Council of 
State, except in cases of extreme urgency11. In 
the same vein, the recent decree of 20 October 
2021, repeals the illegal provision of the Post 
and Electronic Communications Code and 
those of the 2011 decree12. 

In conclusion, the French Data Network 
judgement will undoubtedly be a landmark in 
the history of relations between national and 
EU law. With regard to data law, however, the 
Council of State managed to comply with EU 
law by repealing the problematic provisions, 
while retaining, in the current circumstances, 
the essential elements of national law, namely 
the generalised and undifferentiated retention 
of traffic and location data, as well as the 
intelligence techniques on which it is based. 

 

 
11 Article 18 of Legislative Act n. 2021-998 of 30 Ju-
ly 2021, relative à la prevention d’actes de terrorisme et 
au renseignement. 
12 Decree n. 2021-1362, 20 October 2021, relatif à la 
conservation des données permettant d’identifier toute 
personne ayant contribué à la création d’un contenu 
mis en ligne. 
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an Parliament and of the Council of 29 april 
2021 establishing the Digital Europe Pro-
gramme and repealing decision (EU) 
2015/2240. 

Digital Europe: new funds for technological 
transformation of enterprises coming soon. 

On 11 May 2021, Regulation (EU) 2021/694 
of the European Parliament and of the Council 
establishing the Digital Europe Programme was 
published in EU Official Journal. Digital Europe 
has been fine-tuned to support and accelerate 
digital transformation of Europe’s economy, in-
dustry and society and to enable citizens, public 
administrations and businesses to reap its bene-
fits and improve Europe’s competitiveness in the 
global digital economy, helping to reduce the 
digital divide and enhancing the EU’s strategic 
autonomy through global, cross-sectoral and 
cross-border support and an increased EU con-
tribution. Investments under the Digital Europe 
Programme support the Union’s two objectives 
of green transition and digital transformation and 
strengthen the Union’s resilience and strategic 
autonomy. In particular, with a budget of around 
€ 7.5 billion, the programme finances projects in 
five key areas, called Specific Objectives, each 
with defined operational objectives and imple-
mentation modalities: supercomputing; artificial 
intelligence; cyber-security; advanced e-skills; 
deployment; optimal use of digital capacity and 
interoperability. In particular: 

1. With regard to supercomputing, the pro-
gramme shall implement the European strategy 
for HPC by supporting a comprehensive Union 
ecosystem that provides the necessary HPC and 
data capabilities for Europe to compete globally. 
The strategy shall aim to implement a world-
class HPC and data infrastructure, thus equip-
ping the Union with its own independent and 
competitive HPC technology resource to achieve 

excellence in HPC applications and expand their 
availability and use. The envisaged operational 
objectives are: 
- to implement, coordinate at EU level and oper-
ate an integrated, demand-driven, application-
driven, world-class data and supercomputing in-
frastructure at exascale, easily accessible to pub-
lic and private users, in particular SMEs, and 
easily accessible for research purposes; 
- implement operational off-the-shelf technolo-
gies resulting from research and innovation ac-
tivities in order to create an integrated Union-
wide ecosystem for HPC encompassing various 
aspects of the scientific and industrial value 
chain segments, including hardware, software, 
applications, services, interconnections and e-
skills, with a high level of security and data pro-
tection; 
- implement and operate a post-exascale infra-
structure, including integration with quantum 
computing technologies, and research infrastruc-
tures in the field of computing; encourage the 
development in the EU of the necessary hard-
ware and software for such implementation. 

Actions under this Specific Objective shall 
be implemented primarily through the European 
High Performance Computing Joint Undertaking 
established by Regulation (EU) 2018/1488. 

2. With regard to Artificial Intelligence (AI), 
on other hand, the programme develops and 
strengthens core AI capabilities in Europe, in-
cluding data resources and algorithm repositories 
and makes them accessible to businesses and 
public administrations, and strengthens and net-
works existing or newly established AI testing 
and experimentation facilities in the Member 
States. 

Operational objectives, in this case, are to: 
- develop and enhance the AI capabilities and 
knowledge base in the EU and the algorithm re-
positories, ensuring a people-centred and inclu-
sive approach that respects EU values; 
- make the above capabilities accessible to busi-
nesses (in particular SMEs and start-ups), civil 
society, non-profit organisations, research insti-
tutes, universities and PAs, in order to maximise 
their benefits to society and the economy; 
- strengthen and network testing and experimen-
tation facilities for AI in the Member States; 
- develop and enhance commercial application 
and production systems in order to facilitate the 
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going along with the administrative judge’s 
recommendations. Thus, the new anti-
terrorism act of 30 July 2021, does not make 
the Commission’s opinions directly binding. It 
provides for immediate referral to the Council 
of State, which will have to rule within 24 
hours, when an authorisation from the Prime 
Minister is given after an unfavourable 
opinion from the National Commission for the 
Control of Intelligence techniques. Therefore, 
the Prime Minister’s decision may not be 
executed before the ruling of the Council of 
State, except in cases of extreme urgency11. In 
the same vein, the recent decree of 20 October 
2021, repeals the illegal provision of the Post 
and Electronic Communications Code and 
those of the 2011 decree12. 

In conclusion, the French Data Network 
judgement will undoubtedly be a landmark in 
the history of relations between national and 
EU law. With regard to data law, however, the 
Council of State managed to comply with EU 
law by repealing the problematic provisions, 
while retaining, in the current circumstances, 
the essential elements of national law, namely 
the generalised and undifferentiated retention 
of traffic and location data, as well as the 
intelligence techniques on which it is based. 

 

 
11 Article 18 of Legislative Act n. 2021-998 of 30 Ju-
ly 2021, relative à la prevention d’actes de terrorisme et 
au renseignement. 
12 Decree n. 2021-1362, 20 October 2021, relatif à la 
conservation des données permettant d’identifier toute 
personne ayant contribué à la création d’un contenu 
mis en ligne. 
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of the European Parliament and of the Council 
establishing the Digital Europe Programme was 
published in EU Official Journal. Digital Europe 
has been fine-tuned to support and accelerate 
digital transformation of Europe’s economy, in-
dustry and society and to enable citizens, public 
administrations and businesses to reap its bene-
fits and improve Europe’s competitiveness in the 
global digital economy, helping to reduce the 
digital divide and enhancing the EU’s strategic 
autonomy through global, cross-sectoral and 
cross-border support and an increased EU con-
tribution. Investments under the Digital Europe 
Programme support the Union’s two objectives 
of green transition and digital transformation and 
strengthen the Union’s resilience and strategic 
autonomy. In particular, with a budget of around 
€ 7.5 billion, the programme finances projects in 
five key areas, called Specific Objectives, each 
with defined operational objectives and imple-
mentation modalities: supercomputing; artificial 
intelligence; cyber-security; advanced e-skills; 
deployment; optimal use of digital capacity and 
interoperability. In particular: 

1. With regard to supercomputing, the pro-
gramme shall implement the European strategy 
for HPC by supporting a comprehensive Union 
ecosystem that provides the necessary HPC and 
data capabilities for Europe to compete globally. 
The strategy shall aim to implement a world-
class HPC and data infrastructure, thus equip-
ping the Union with its own independent and 
competitive HPC technology resource to achieve 

excellence in HPC applications and expand their 
availability and use. The envisaged operational 
objectives are: 
- to implement, coordinate at EU level and oper-
ate an integrated, demand-driven, application-
driven, world-class data and supercomputing in-
frastructure at exascale, easily accessible to pub-
lic and private users, in particular SMEs, and 
easily accessible for research purposes; 
- implement operational off-the-shelf technolo-
gies resulting from research and innovation ac-
tivities in order to create an integrated Union-
wide ecosystem for HPC encompassing various 
aspects of the scientific and industrial value 
chain segments, including hardware, software, 
applications, services, interconnections and e-
skills, with a high level of security and data pro-
tection; 
- implement and operate a post-exascale infra-
structure, including integration with quantum 
computing technologies, and research infrastruc-
tures in the field of computing; encourage the 
development in the EU of the necessary hard-
ware and software for such implementation. 

Actions under this Specific Objective shall 
be implemented primarily through the European 
High Performance Computing Joint Undertaking 
established by Regulation (EU) 2018/1488. 

2. With regard to Artificial Intelligence (AI), 
on other hand, the programme develops and 
strengthens core AI capabilities in Europe, in-
cluding data resources and algorithm repositories 
and makes them accessible to businesses and 
public administrations, and strengthens and net-
works existing or newly established AI testing 
and experimentation facilities in the Member 
States. 

Operational objectives, in this case, are to: 
- develop and enhance the AI capabilities and 
knowledge base in the EU and the algorithm re-
positories, ensuring a people-centred and inclu-
sive approach that respects EU values; 
- make the above capabilities accessible to busi-
nesses (in particular SMEs and start-ups), civil 
society, non-profit organisations, research insti-
tutes, universities and PAs, in order to maximise 
their benefits to society and the economy; 
- strengthen and network testing and experimen-
tation facilities for AI in the Member States; 
- develop and enhance commercial application 
and production systems in order to facilitate the 
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going along with the administrative judge’s 
recommendations. Thus, the new anti-
terrorism act of 30 July 2021, does not make 
the Commission’s opinions directly binding. It 
provides for immediate referral to the Council 
of State, which will have to rule within 24 
hours, when an authorisation from the Prime 
Minister is given after an unfavourable 
opinion from the National Commission for the 
Control of Intelligence techniques. Therefore, 
the Prime Minister’s decision may not be 
executed before the ruling of the Council of 
State, except in cases of extreme urgency11. In 
the same vein, the recent decree of 20 October 
2021, repeals the illegal provision of the Post 
and Electronic Communications Code and 
those of the 2011 decree12. 

In conclusion, the French Data Network 
judgement will undoubtedly be a landmark in 
the history of relations between national and 
EU law. With regard to data law, however, the 
Council of State managed to comply with EU 
law by repealing the problematic provisions, 
while retaining, in the current circumstances, 
the essential elements of national law, namely 
the generalised and undifferentiated retention 
of traffic and location data, as well as the 
intelligence techniques on which it is based. 

 

 
11 Article 18 of Legislative Act n. 2021-998 of 30 Ju-
ly 2021, relative à la prevention d’actes de terrorisme et 
au renseignement. 
12 Decree n. 2021-1362, 20 October 2021, relatif à la 
conservation des données permettant d’identifier toute 
personne ayant contribué à la création d’un contenu 
mis en ligne. 
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Digital Europe: new funds for technological 
transformation of enterprises coming soon. 

On 11 May 2021, Regulation (EU) 2021/694 
of the European Parliament and of the Council 
establishing the Digital Europe Programme was 
published in EU Official Journal. Digital Europe 
has been fine-tuned to support and accelerate 
digital transformation of Europe’s economy, in-
dustry and society and to enable citizens, public 
administrations and businesses to reap its bene-
fits and improve Europe’s competitiveness in the 
global digital economy, helping to reduce the 
digital divide and enhancing the EU’s strategic 
autonomy through global, cross-sectoral and 
cross-border support and an increased EU con-
tribution. Investments under the Digital Europe 
Programme support the Union’s two objectives 
of green transition and digital transformation and 
strengthen the Union’s resilience and strategic 
autonomy. In particular, with a budget of around 
€ 7.5 billion, the programme finances projects in 
five key areas, called Specific Objectives, each 
with defined operational objectives and imple-
mentation modalities: supercomputing; artificial 
intelligence; cyber-security; advanced e-skills; 
deployment; optimal use of digital capacity and 
interoperability. In particular: 

1. With regard to supercomputing, the pro-
gramme shall implement the European strategy 
for HPC by supporting a comprehensive Union 
ecosystem that provides the necessary HPC and 
data capabilities for Europe to compete globally. 
The strategy shall aim to implement a world-
class HPC and data infrastructure, thus equip-
ping the Union with its own independent and 
competitive HPC technology resource to achieve 

excellence in HPC applications and expand their 
availability and use. The envisaged operational 
objectives are: 
- to implement, coordinate at EU level and oper-
ate an integrated, demand-driven, application-
driven, world-class data and supercomputing in-
frastructure at exascale, easily accessible to pub-
lic and private users, in particular SMEs, and 
easily accessible for research purposes; 
- implement operational off-the-shelf technolo-
gies resulting from research and innovation ac-
tivities in order to create an integrated Union-
wide ecosystem for HPC encompassing various 
aspects of the scientific and industrial value 
chain segments, including hardware, software, 
applications, services, interconnections and e-
skills, with a high level of security and data pro-
tection; 
- implement and operate a post-exascale infra-
structure, including integration with quantum 
computing technologies, and research infrastruc-
tures in the field of computing; encourage the 
development in the EU of the necessary hard-
ware and software for such implementation. 

Actions under this Specific Objective shall 
be implemented primarily through the European 
High Performance Computing Joint Undertaking 
established by Regulation (EU) 2018/1488. 

2. With regard to Artificial Intelligence (AI), 
on other hand, the programme develops and 
strengthens core AI capabilities in Europe, in-
cluding data resources and algorithm repositories 
and makes them accessible to businesses and 
public administrations, and strengthens and net-
works existing or newly established AI testing 
and experimentation facilities in the Member 
States. 

Operational objectives, in this case, are to: 
- develop and enhance the AI capabilities and 
knowledge base in the EU and the algorithm re-
positories, ensuring a people-centred and inclu-
sive approach that respects EU values; 
- make the above capabilities accessible to busi-
nesses (in particular SMEs and start-ups), civil 
society, non-profit organisations, research insti-
tutes, universities and PAs, in order to maximise 
their benefits to society and the economy; 
- strengthen and network testing and experimen-
tation facilities for AI in the Member States; 
- develop and enhance commercial application 
and production systems in order to facilitate the 
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integration of technologies into value chains and 
development of innovative business models; can 
reduce time gap between innovation and its 
commercial exploitation and foster the uptake of 
AI-based solutions in areas of public interest and 
society. 

AI-based solutions and the data made avail-
able must respect the principle of privacy and 
security by design and comply with data protec-
tion legislation. Actions under this Specific Ob-
jective shall be implemented mainly through di-
rect management. 

With regard to Artificial Intelligence (AI), 
on the other hand, programme develops and 
strengthens core AI capabilities in Europe, in-
cluding data resources and algorithm repositories 
and makes them accessible to businesses and 
public administrations, and strengthens and net-
works existing or newly established AI testing 
and experimentation facilities in Member States. 

The operational objectives, in this case, are 
to: 
- develop and enhance AI capabilities and 
knowledge base in the EU and the algorithm re-
positories, ensuring a people-centred and inclu-
sive approach that respects EU values; 
- make the above capabilities accessible to busi-
nesses (in particular SMEs and start-ups), civil 
society, non-profit organisations, research insti-
tutes, universities and PAs, in order to maximise 
their benefits to society and the economy 
- strengthen and network testing and experimen-
tation facilities for AI in the Member States; 
- develop and enhance commercial application 
and production systems in order to facilitate the 
integration of technologies into value chains and 
development of innovative business models; re-
duce time gap between innovation and its com-
mercial exploitation and foster the uptake of AI-
based solutions in areas of public interest and 
society. 

AI-based solutions and the data made avail-
able must respect the principle of privacy and 
security by design and comply with data protec-
tion legislation. Actions under this Specific Ob-
jective shall be implemented must be improved 
with a cross-cutting and direct approach. 
Through the cyber security and trust objective, 
the programme shall foster the strengthening, 
development and acquisition of key capabilities 
aimed at securing the EU’s digital economy, so-
ciety and democracy, enhancing its industrial po-
tential and competitiveness in the field of cyber 
security, as well as improving capacities to pro-
tect citizens and businesses against cyber threats. 

The Regulation provides for following oper-

ational objectives: 
- to support the development and procurement of 
equipment, data infrastructures and advanced 
tools for cybersecurity, together with Member 
States, in order to achieve a high common Euro-
pean level of cybersecurity, while respecting da-
ta protection law and fundamental rights and en-
suring EU strategic autonomy; 
- to support the development and optimal use of 
European knowledge, capabilities and expertise 
related to cyber security, as well as the sharing 
and integration of best practices; 
- ensure wide deployment of effective and state-
of-the-art cyber security solutions across all eco-
nomic sectors, with a particular focus on public 
authorities and SMEs; 
- strengthen the capacities of Member States and 
the private sector to help them comply with Di-
rective (EU) 2016/1148 including through 
measures to support the adoption of best practic-
es in cybersecurity; 
- improve resilience to cyber attacks, contribute 
to developing greater risk awareness and better 
knowledge of cyber security processes, support 
public and private organisations in achieving 
basic levels of cyber security; 
- improving cooperation between the civil and 
defence sectors on cyber security projects, ser-
vices, expertise and dual-use applications. 

Actions under this Specific Objective shall 
be implemented primarily through the European 
Centre of Expertise in Cyber Security Industry, 
Technology and Research and its network of Na-
tional Coordination Centres. 

4. In a context of advanced e-skills, pro-
gramme can contribute to widening EU talent 
pool, bridging the digital divide and fostering 
greater professionalism, in particular in high per-
formance and cloud computing, Big Data analyt-
ics, cyber security and distributed ledger tech-
nologies (e.g. blockchain, quantum technologies, 
robotics, AI). 

In order to address skills supply/demand 
mismatches and encourage specialisation in digi-
tal technologies and applications, financial sup-
port will be provided to: 
- support the design and delivery of high-quality 
long-term (including blended learning for stu-
dents and the workforce) and short-term training 
courses and activities for the workforce, in par-
ticular in SMEs and the public sector 
- support high-quality on-the-job training activi-
ties and work experience for students (including 
work placements) and the workforce, particular-
ly in SMEs and the public sector. 

5. Finally, with regard to the implementation 
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and optimal use of digital capabilities and in-
teroperability, the new Regulation foresees the 
objective of supporting the public sector and the 
sectors of public interest (health and care, educa-
tion, justice, customs, transport, mobility, ener-
gy, environment and the cultural and creative 
sectors, including their businesses) to implement 
and effectively access state-of-the-art digital 
technologies, such as HPC, AI and cybersecuri-
ty; implement, operate and maintain state-of-the-
art interoperable digital infrastructures and ser-
vices at trans-European level, in a complemen-
tary way to national and regional actions; sup-
port the integration and use of trans-European 
digital service infrastructures and approved Eu-
ropean digital standards in the public sector and 
areas of public interest to facilitate cost-effective 
implementation and interoperability; facilitate 
the development, upgrading and use of solutions 
and frameworks by public administrations, busi-
nesses and citizens, including open source solu-
tions and reuse of solutions and frameworks for 
interoperability; enable the EU public sector and 
industry, in particular SMEs, to have easy access 
to piloting and testing of digital technologies and 
to expand their use also across borders; support 
the take-up by the public sector and industry (in 
particular SMEs and start-ups), of advanced and 
related digital technologies, including in particu-
lar HPC, AI, cyber security, other state-of-the-art 
and future technologies such as distributed ledg-
er technologies; support the design, testing, de-
ployment and maintenance of interoperable digi-
tal solutions, including digital PA solutions, for 
EU-wide public services delivered through a da-
ta-driven reusable solutions platform aimed at 
fostering innovation and establishing common 
frameworks to realise the full potential of PA 
services for citizens and businesses; ensure con-
tinued capacity at EU level to lead digital devel-
opment, as well as to observe, analyse and adapt 
to rapidly evolving digital trends and share and 
integrate best practices; support collaboration on 
the establishment of a European ecosystem for 
trusted digital data sharing infrastructures using 
services and applications based on distributed 
ledger technologies (e.g. blockchain), including 
supporting interoperability and standardisation 
and promoting the deployment of EU cross-
border applications based on security and priva-
cy by design, respecting consumer and data pro-
tection legislation; implementing and enhancing 
European Digital Innovation Poles and their 
networks. 

The programme is implemented partly under 
direct management and partly indirectly. It can 

provide funding in the form of procurement 
(main form), grants and prizes or in the form of 
financial instruments (as part of mixed financing 
operations). It can also be implemented through 
European partnerships. For the implementation 
of the programme, the Commission adopts work 
programmes, with an indicative duration of two 
years for the specific objectives of IA, deploy-
ment and optimal use of digital capacity and in-
teroperability and for any other actions under the 
direct management of the specific objectives of 
supercomputing and cyber-security. The work 
provides for the identification of individual ac-
tions for improvement, the amounts set and, 
where appropriate, the conditions to be met, in-
cluding the eligible states (in fact, not all con-
tracts/subsidies will be open to eligible third 
countries and eligibility may be limited to EU 
states when there are even potential security 
problems). Within the program first year, a Eu-
ropean network of Digital Innovation Poles will 
be set up, comprising in principle at least one 
pole per Member State. A European Digital In-
novation Cluster is a legal entity that provides 
(even indirectly) access to technological exper-
tise and testing facilities (e.g. equipment and 
software tools), with the aim of enabling digital 
transformation of industry and facilitating access 
to finance. It is open to enterprises of all shapes 
and sizes, in particular SMEs, mid-cap compa-
nies and scale-ups, as well as EU public admin-
istrations. In implementing programme, Europe-
an Digital Innovation Poles carry out a range of 
activities for the benefit of EU industry (espe-
cially SMEs and mid-cap companies) and the 
public sector, and in particular they work on: 
- (a) raising awareness and providing expertise, 
know-how and services for digital transfor-
mation, including testing and experimentation 
facilities, or ensuring access to them; 
- assisting enterprises, organisations and public 
administrations to become more competitive and 
improve their business models through the use of 
new technologies; 
- facilitate the transfer of skills and know-how 
between regions, in particular by linking SMEs, 
start-ups and mid-cap companies in one region 
with European digital innovation poles in other 
regions that can best provide the services re-
quired; encourage exchanges of experience and 
expertise, joint initiatives and good practice 
- provide thematic services, in particular those 
related to AI, HPC and cyber security and trust, 
or ensure access to them by public administra-
tions, public sector organisations, SMEs or mid-
cap companies; 
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integration of technologies into value chains and 
development of innovative business models; can 
reduce time gap between innovation and its 
commercial exploitation and foster the uptake of 
AI-based solutions in areas of public interest and 
society. 

AI-based solutions and the data made avail-
able must respect the principle of privacy and 
security by design and comply with data protec-
tion legislation. Actions under this Specific Ob-
jective shall be implemented mainly through di-
rect management. 

With regard to Artificial Intelligence (AI), 
on the other hand, programme develops and 
strengthens core AI capabilities in Europe, in-
cluding data resources and algorithm repositories 
and makes them accessible to businesses and 
public administrations, and strengthens and net-
works existing or newly established AI testing 
and experimentation facilities in Member States. 

The operational objectives, in this case, are 
to: 
- develop and enhance AI capabilities and 
knowledge base in the EU and the algorithm re-
positories, ensuring a people-centred and inclu-
sive approach that respects EU values; 
- make the above capabilities accessible to busi-
nesses (in particular SMEs and start-ups), civil 
society, non-profit organisations, research insti-
tutes, universities and PAs, in order to maximise 
their benefits to society and the economy 
- strengthen and network testing and experimen-
tation facilities for AI in the Member States; 
- develop and enhance commercial application 
and production systems in order to facilitate the 
integration of technologies into value chains and 
development of innovative business models; re-
duce time gap between innovation and its com-
mercial exploitation and foster the uptake of AI-
based solutions in areas of public interest and 
society. 

AI-based solutions and the data made avail-
able must respect the principle of privacy and 
security by design and comply with data protec-
tion legislation. Actions under this Specific Ob-
jective shall be implemented must be improved 
with a cross-cutting and direct approach. 
Through the cyber security and trust objective, 
the programme shall foster the strengthening, 
development and acquisition of key capabilities 
aimed at securing the EU’s digital economy, so-
ciety and democracy, enhancing its industrial po-
tential and competitiveness in the field of cyber 
security, as well as improving capacities to pro-
tect citizens and businesses against cyber threats. 

The Regulation provides for following oper-

ational objectives: 
- to support the development and procurement of 
equipment, data infrastructures and advanced 
tools for cybersecurity, together with Member 
States, in order to achieve a high common Euro-
pean level of cybersecurity, while respecting da-
ta protection law and fundamental rights and en-
suring EU strategic autonomy; 
- to support the development and optimal use of 
European knowledge, capabilities and expertise 
related to cyber security, as well as the sharing 
and integration of best practices; 
- ensure wide deployment of effective and state-
of-the-art cyber security solutions across all eco-
nomic sectors, with a particular focus on public 
authorities and SMEs; 
- strengthen the capacities of Member States and 
the private sector to help them comply with Di-
rective (EU) 2016/1148 including through 
measures to support the adoption of best practic-
es in cybersecurity; 
- improve resilience to cyber attacks, contribute 
to developing greater risk awareness and better 
knowledge of cyber security processes, support 
public and private organisations in achieving 
basic levels of cyber security; 
- improving cooperation between the civil and 
defence sectors on cyber security projects, ser-
vices, expertise and dual-use applications. 

Actions under this Specific Objective shall 
be implemented primarily through the European 
Centre of Expertise in Cyber Security Industry, 
Technology and Research and its network of Na-
tional Coordination Centres. 

4. In a context of advanced e-skills, pro-
gramme can contribute to widening EU talent 
pool, bridging the digital divide and fostering 
greater professionalism, in particular in high per-
formance and cloud computing, Big Data analyt-
ics, cyber security and distributed ledger tech-
nologies (e.g. blockchain, quantum technologies, 
robotics, AI). 

In order to address skills supply/demand 
mismatches and encourage specialisation in digi-
tal technologies and applications, financial sup-
port will be provided to: 
- support the design and delivery of high-quality 
long-term (including blended learning for stu-
dents and the workforce) and short-term training 
courses and activities for the workforce, in par-
ticular in SMEs and the public sector 
- support high-quality on-the-job training activi-
ties and work experience for students (including 
work placements) and the workforce, particular-
ly in SMEs and the public sector. 

5. Finally, with regard to the implementation 
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and optimal use of digital capabilities and in-
teroperability, the new Regulation foresees the 
objective of supporting the public sector and the 
sectors of public interest (health and care, educa-
tion, justice, customs, transport, mobility, ener-
gy, environment and the cultural and creative 
sectors, including their businesses) to implement 
and effectively access state-of-the-art digital 
technologies, such as HPC, AI and cybersecuri-
ty; implement, operate and maintain state-of-the-
art interoperable digital infrastructures and ser-
vices at trans-European level, in a complemen-
tary way to national and regional actions; sup-
port the integration and use of trans-European 
digital service infrastructures and approved Eu-
ropean digital standards in the public sector and 
areas of public interest to facilitate cost-effective 
implementation and interoperability; facilitate 
the development, upgrading and use of solutions 
and frameworks by public administrations, busi-
nesses and citizens, including open source solu-
tions and reuse of solutions and frameworks for 
interoperability; enable the EU public sector and 
industry, in particular SMEs, to have easy access 
to piloting and testing of digital technologies and 
to expand their use also across borders; support 
the take-up by the public sector and industry (in 
particular SMEs and start-ups), of advanced and 
related digital technologies, including in particu-
lar HPC, AI, cyber security, other state-of-the-art 
and future technologies such as distributed ledg-
er technologies; support the design, testing, de-
ployment and maintenance of interoperable digi-
tal solutions, including digital PA solutions, for 
EU-wide public services delivered through a da-
ta-driven reusable solutions platform aimed at 
fostering innovation and establishing common 
frameworks to realise the full potential of PA 
services for citizens and businesses; ensure con-
tinued capacity at EU level to lead digital devel-
opment, as well as to observe, analyse and adapt 
to rapidly evolving digital trends and share and 
integrate best practices; support collaboration on 
the establishment of a European ecosystem for 
trusted digital data sharing infrastructures using 
services and applications based on distributed 
ledger technologies (e.g. blockchain), including 
supporting interoperability and standardisation 
and promoting the deployment of EU cross-
border applications based on security and priva-
cy by design, respecting consumer and data pro-
tection legislation; implementing and enhancing 
European Digital Innovation Poles and their 
networks. 

The programme is implemented partly under 
direct management and partly indirectly. It can 

provide funding in the form of procurement 
(main form), grants and prizes or in the form of 
financial instruments (as part of mixed financing 
operations). It can also be implemented through 
European partnerships. For the implementation 
of the programme, the Commission adopts work 
programmes, with an indicative duration of two 
years for the specific objectives of IA, deploy-
ment and optimal use of digital capacity and in-
teroperability and for any other actions under the 
direct management of the specific objectives of 
supercomputing and cyber-security. The work 
provides for the identification of individual ac-
tions for improvement, the amounts set and, 
where appropriate, the conditions to be met, in-
cluding the eligible states (in fact, not all con-
tracts/subsidies will be open to eligible third 
countries and eligibility may be limited to EU 
states when there are even potential security 
problems). Within the program first year, a Eu-
ropean network of Digital Innovation Poles will 
be set up, comprising in principle at least one 
pole per Member State. A European Digital In-
novation Cluster is a legal entity that provides 
(even indirectly) access to technological exper-
tise and testing facilities (e.g. equipment and 
software tools), with the aim of enabling digital 
transformation of industry and facilitating access 
to finance. It is open to enterprises of all shapes 
and sizes, in particular SMEs, mid-cap compa-
nies and scale-ups, as well as EU public admin-
istrations. In implementing programme, Europe-
an Digital Innovation Poles carry out a range of 
activities for the benefit of EU industry (espe-
cially SMEs and mid-cap companies) and the 
public sector, and in particular they work on: 
- (a) raising awareness and providing expertise, 
know-how and services for digital transfor-
mation, including testing and experimentation 
facilities, or ensuring access to them; 
- assisting enterprises, organisations and public 
administrations to become more competitive and 
improve their business models through the use of 
new technologies; 
- facilitate the transfer of skills and know-how 
between regions, in particular by linking SMEs, 
start-ups and mid-cap companies in one region 
with European digital innovation poles in other 
regions that can best provide the services re-
quired; encourage exchanges of experience and 
expertise, joint initiatives and good practice 
- provide thematic services, in particular those 
related to AI, HPC and cyber security and trust, 
or ensure access to them by public administra-
tions, public sector organisations, SMEs or mid-
cap companies; 
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integration of technologies into value chains and 
development of innovative business models; can 
reduce time gap between innovation and its 
commercial exploitation and foster the uptake of 
AI-based solutions in areas of public interest and 
society. 

AI-based solutions and the data made avail-
able must respect the principle of privacy and 
security by design and comply with data protec-
tion legislation. Actions under this Specific Ob-
jective shall be implemented mainly through di-
rect management. 

With regard to Artificial Intelligence (AI), 
on the other hand, programme develops and 
strengthens core AI capabilities in Europe, in-
cluding data resources and algorithm repositories 
and makes them accessible to businesses and 
public administrations, and strengthens and net-
works existing or newly established AI testing 
and experimentation facilities in Member States. 

The operational objectives, in this case, are 
to: 
- develop and enhance AI capabilities and 
knowledge base in the EU and the algorithm re-
positories, ensuring a people-centred and inclu-
sive approach that respects EU values; 
- make the above capabilities accessible to busi-
nesses (in particular SMEs and start-ups), civil 
society, non-profit organisations, research insti-
tutes, universities and PAs, in order to maximise 
their benefits to society and the economy 
- strengthen and network testing and experimen-
tation facilities for AI in the Member States; 
- develop and enhance commercial application 
and production systems in order to facilitate the 
integration of technologies into value chains and 
development of innovative business models; re-
duce time gap between innovation and its com-
mercial exploitation and foster the uptake of AI-
based solutions in areas of public interest and 
society. 

AI-based solutions and the data made avail-
able must respect the principle of privacy and 
security by design and comply with data protec-
tion legislation. Actions under this Specific Ob-
jective shall be implemented must be improved 
with a cross-cutting and direct approach. 
Through the cyber security and trust objective, 
the programme shall foster the strengthening, 
development and acquisition of key capabilities 
aimed at securing the EU’s digital economy, so-
ciety and democracy, enhancing its industrial po-
tential and competitiveness in the field of cyber 
security, as well as improving capacities to pro-
tect citizens and businesses against cyber threats. 

The Regulation provides for following oper-

ational objectives: 
- to support the development and procurement of 
equipment, data infrastructures and advanced 
tools for cybersecurity, together with Member 
States, in order to achieve a high common Euro-
pean level of cybersecurity, while respecting da-
ta protection law and fundamental rights and en-
suring EU strategic autonomy; 
- to support the development and optimal use of 
European knowledge, capabilities and expertise 
related to cyber security, as well as the sharing 
and integration of best practices; 
- ensure wide deployment of effective and state-
of-the-art cyber security solutions across all eco-
nomic sectors, with a particular focus on public 
authorities and SMEs; 
- strengthen the capacities of Member States and 
the private sector to help them comply with Di-
rective (EU) 2016/1148 including through 
measures to support the adoption of best practic-
es in cybersecurity; 
- improve resilience to cyber attacks, contribute 
to developing greater risk awareness and better 
knowledge of cyber security processes, support 
public and private organisations in achieving 
basic levels of cyber security; 
- improving cooperation between the civil and 
defence sectors on cyber security projects, ser-
vices, expertise and dual-use applications. 

Actions under this Specific Objective shall 
be implemented primarily through the European 
Centre of Expertise in Cyber Security Industry, 
Technology and Research and its network of Na-
tional Coordination Centres. 

4. In a context of advanced e-skills, pro-
gramme can contribute to widening EU talent 
pool, bridging the digital divide and fostering 
greater professionalism, in particular in high per-
formance and cloud computing, Big Data analyt-
ics, cyber security and distributed ledger tech-
nologies (e.g. blockchain, quantum technologies, 
robotics, AI). 

In order to address skills supply/demand 
mismatches and encourage specialisation in digi-
tal technologies and applications, financial sup-
port will be provided to: 
- support the design and delivery of high-quality 
long-term (including blended learning for stu-
dents and the workforce) and short-term training 
courses and activities for the workforce, in par-
ticular in SMEs and the public sector 
- support high-quality on-the-job training activi-
ties and work experience for students (including 
work placements) and the workforce, particular-
ly in SMEs and the public sector. 

5. Finally, with regard to the implementation 
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and optimal use of digital capabilities and in-
teroperability, the new Regulation foresees the 
objective of supporting the public sector and the 
sectors of public interest (health and care, educa-
tion, justice, customs, transport, mobility, ener-
gy, environment and the cultural and creative 
sectors, including their businesses) to implement 
and effectively access state-of-the-art digital 
technologies, such as HPC, AI and cybersecuri-
ty; implement, operate and maintain state-of-the-
art interoperable digital infrastructures and ser-
vices at trans-European level, in a complemen-
tary way to national and regional actions; sup-
port the integration and use of trans-European 
digital service infrastructures and approved Eu-
ropean digital standards in the public sector and 
areas of public interest to facilitate cost-effective 
implementation and interoperability; facilitate 
the development, upgrading and use of solutions 
and frameworks by public administrations, busi-
nesses and citizens, including open source solu-
tions and reuse of solutions and frameworks for 
interoperability; enable the EU public sector and 
industry, in particular SMEs, to have easy access 
to piloting and testing of digital technologies and 
to expand their use also across borders; support 
the take-up by the public sector and industry (in 
particular SMEs and start-ups), of advanced and 
related digital technologies, including in particu-
lar HPC, AI, cyber security, other state-of-the-art 
and future technologies such as distributed ledg-
er technologies; support the design, testing, de-
ployment and maintenance of interoperable digi-
tal solutions, including digital PA solutions, for 
EU-wide public services delivered through a da-
ta-driven reusable solutions platform aimed at 
fostering innovation and establishing common 
frameworks to realise the full potential of PA 
services for citizens and businesses; ensure con-
tinued capacity at EU level to lead digital devel-
opment, as well as to observe, analyse and adapt 
to rapidly evolving digital trends and share and 
integrate best practices; support collaboration on 
the establishment of a European ecosystem for 
trusted digital data sharing infrastructures using 
services and applications based on distributed 
ledger technologies (e.g. blockchain), including 
supporting interoperability and standardisation 
and promoting the deployment of EU cross-
border applications based on security and priva-
cy by design, respecting consumer and data pro-
tection legislation; implementing and enhancing 
European Digital Innovation Poles and their 
networks. 

The programme is implemented partly under 
direct management and partly indirectly. It can 

provide funding in the form of procurement 
(main form), grants and prizes or in the form of 
financial instruments (as part of mixed financing 
operations). It can also be implemented through 
European partnerships. For the implementation 
of the programme, the Commission adopts work 
programmes, with an indicative duration of two 
years for the specific objectives of IA, deploy-
ment and optimal use of digital capacity and in-
teroperability and for any other actions under the 
direct management of the specific objectives of 
supercomputing and cyber-security. The work 
provides for the identification of individual ac-
tions for improvement, the amounts set and, 
where appropriate, the conditions to be met, in-
cluding the eligible states (in fact, not all con-
tracts/subsidies will be open to eligible third 
countries and eligibility may be limited to EU 
states when there are even potential security 
problems). Within the program first year, a Eu-
ropean network of Digital Innovation Poles will 
be set up, comprising in principle at least one 
pole per Member State. A European Digital In-
novation Cluster is a legal entity that provides 
(even indirectly) access to technological exper-
tise and testing facilities (e.g. equipment and 
software tools), with the aim of enabling digital 
transformation of industry and facilitating access 
to finance. It is open to enterprises of all shapes 
and sizes, in particular SMEs, mid-cap compa-
nies and scale-ups, as well as EU public admin-
istrations. In implementing programme, Europe-
an Digital Innovation Poles carry out a range of 
activities for the benefit of EU industry (espe-
cially SMEs and mid-cap companies) and the 
public sector, and in particular they work on: 
- (a) raising awareness and providing expertise, 
know-how and services for digital transfor-
mation, including testing and experimentation 
facilities, or ensuring access to them; 
- assisting enterprises, organisations and public 
administrations to become more competitive and 
improve their business models through the use of 
new technologies; 
- facilitate the transfer of skills and know-how 
between regions, in particular by linking SMEs, 
start-ups and mid-cap companies in one region 
with European digital innovation poles in other 
regions that can best provide the services re-
quired; encourage exchanges of experience and 
expertise, joint initiatives and good practice 
- provide thematic services, in particular those 
related to AI, HPC and cyber security and trust, 
or ensure access to them by public administra-
tions, public sector organisations, SMEs or mid-
cap companies; 
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- provide financial support to third parties. 
EIPs may specialise in certain thematic ser-

vices and are not obliged to provide them all or 
to all categories of stakeholders. Potential candi-
dates for membership of the EIP network are 
nominated by each Member State through an 
open and competitive procedure (according to 
criteria set by the Commission) and then selected 
by Commission on the basis of additional crite-
ria. Additional clusters may subsequently be se-
lected in order to meet the demand for their ser-
vices in all regions of the EU, including the 
outermost regions. A pole may receive funding 
from the programme in the form of grants. 

The Regulation entered into force on 11 
May 2021 and applies from 1 January 2021. 

PATH TO THE DIGITAL DECADE 

Proposal for a Decision of the European 
Parliament and of the Council establishing 
the 2030 policy programme “Path to the Digi-
tal Decade” of 15 September 2021, COM 
(2021) 574 final. 

Commission presents a “Path to the Digital 
Decade”. 

On 15 September 2021, the European 
Commission presented its proposal for a con-
crete plan to achieve the digital transformation 
of the EU society and economy by 2030. The 
aim of the plan is to establish a governance 
framework based on an annual cooperation 
mechanism with member states and aimed at 
achieving the 2030 Digital Decade objectives at 
EU level in the areas of e-skills, digital infra-
structure and digitisation of businesses and pub-
lic services. In Article 2 of the proposed plan, 
the Commission has, in particular, reiterated that 
the objectives to be achieved jointly with the 
Member States include promoting an open, peo-
ple-centred digital environment, characterised by 
digital technologies and services in line with the 
principles and values of the Union, and strength-
ening the collective resilience of the Member 
States, ensuring a secure digital infrastructure 
with high standards of privacy, in which public 
services and health and welfare services are ac-
cessible online for all. 

Building on the Digital Compass 2030, the 
Commission has outlined the above-mentioned 
annual cooperation mechanism with Member 
States through the following instruments: 
- a structured, transparent and shared monitoring 
system based on the Digitisation of Economy 
and Society Index (DESI) to measure progress 
towards each of the 2030 targets; 

- an annual ‘State of the Digital Decade’ report, 
in which the Commission will assess progress 
and recommend possible actions; 
- multi-annual strategic roadmaps for the Digital 
Decade for each Member State, in which Mem-
ber States will outline the policies and measures 
adopted or planned in support of the 2030 tar-
gets; 
- an annual structured framework to discuss and 
address areas of insufficient progress, with joint 
recommendations and commitments between the 
Commission and Member States; 
- a mechanism to support the implementation of 
multi-country projects. 

ARTIFICIAL INTELLIGENCE IN EDUCATION, 
CULTURE AND THE AUDIOVISUAL SECTOR 

European Parliament Resolution of 19 
May 2021 on artificial intelligence in educa-
tion, culture and the audiovisual sector 
(2020/2017(INI)). 

AI for sustainable development of education, 
culture and the media sector. 

On 19 May 2021, the Parliament adopted a 
resolution on the use of AI in education, culture 
and the audiovisual sector, stressing, inter alia, 
that AI technologies must be used in all areas of 
life. 

While it is easy to understand the potential 
effects of AI in sectors such as telecommunica-
tions, transport, traffic management or health, 
assessing its long-term impact on education, cul-
ture and the audiovisual sector is much more 
complex. Despite the consensus view that AI and 
automation are likely to help create more wealth 
and simplify many processes, the use of AI has 
also raised deep concerns about a possible in-
crease in inequality, discrimination and unem-
ployment. 

The potential impact of AI on education, 
culture and the audiovisual sector is rarely ad-
dressed and remains largely unknown. However, 
it is a matter of fundamental importance, as AI is 
already being used in education as well as in the 
production of films, songs, stories and paintings. 

This resolution therefore aims to foster a 
concrete understanding of the current impact of 
AI in these areas as well as the impact of future 
technological advances over the next decade. In 
particular, the resolution focuses on how AI can 
transform these sectors and the specific regulato-
ry challenges that the Union may face in this re-
spect. With reference to the education sector, the 
resolution underlines that artificial intelligence 
has many applications, such as customisable ap-
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proaches to learning, AI-based tutors, textbooks 
and teaching materials with personalised content, 
intelligent algorithms to determine the best 
teaching methods, AI-based game engines and 
adaptive user models in personalised learning 
environments (PLEs) that can enable early detec-
tion of difficulties, such as dyslexia or school 
drop-out risks. 

Personalized learning experience that the 
use of artificial intelligence enables in education 
would allow students to enjoy an educational 
approach fully adapted to their individual abili-
ties, needs and difficulties, allowing teachers to 
closely monitor students’ progress. However, to 
make personalised education a reality, large 
amounts of personal data need to be collected, 
used and analysed. In this respect, the current 
lack of access to personal data on students risks 
impeding the effective implementation of AI in 
education. It is therefore essential to ensure the 
security and transparency of the collection, use, 
management and dissemination of personal data, 
while safeguarding the confidentiality and priva-
cy of learners’ personal data. Furthermore, ad-
dressing the risks of potential AI distortions and 
addressing the issue of data storage should be a 
priority in any initiative for the broad deploy-
ment of AI in the education system at Union lev-
el. 

But AI has also become increasingly im-
portant for cultural heritage, particularly in re-
sponse to potential modern threats such as cli-
mate change or conflict. AI can have several ap-
plications in this respect: it can be used to im-
prove user experience by allowing visitors to 
cultural institutions and museums to create per-
sonal narrative paths or to use virtual tour 
guides. Conversational robots could communi-
cate interactively about cultural heritage on any 
topic and in any language. They would also fa-
cilitate access to information while providing a 
vivid cultural experience to users. 

The resolution also underlines how AI is 
changing the way cultural and creative indus-
tries, in particular the audiovisual sector, work. 
In this field, there are already multiple applica-
tions, such as data-driven marketing and adver-
tising, training machine learning algorithms to 
develop promotional film trailers and design ad-
vertisements; personalisation of the user experi-
ence, using machine learning to recommend per-
sonalised content based on user activity and be-
haviour data, search optimisation, etc. Although 
AI offers a wide range of opportunities in the 
production of high-quality cultural and creative 
content, centralised distribution and access to 

such content raises a number of ethical and legal 
issues, in particular with regard to data protec-
tion, freedom of expression and cultural diversi-
ty. Indeed, the criteria used to select or recom-
mend a work on the major platforms are neither 
transparent nor verifiable and may be decided on 
the basis of economic factors that exclusively 
benefit these platforms. 

Issue of cultural and linguistic diversity in 
recommendation systems is therefore crucial and 
needs to be addressed. Rapporteur stresses the 
need to establish a clear legal framework for 
transparent, accountable and inclusive algo-
rithms in order to safeguard and promote cultural 
and linguistic diversity. 

The regulatory challenges posed by AI ap-
plications in the audiovisual sector are also 
linked to existing legal acts, such as the 
AVMSD. Therefore, a more in-depth assessment 
of the urgency and/or political momentum for 
future adaptations of these files to AI may be 
needed. 

Although AI can help empower many crea-
tors, making CCS more prosperous and promot-
ing cultural diversity, the vast majority of artists 
and entrepreneurs may not yet be familiar with 
AI tools. 

There is a lack of technical knowledge 
among creators that prevents them from experi-
menting with machine learning and reaping the 
benefits it can bring. Therefore, it is essential to 
assess what skills would be needed in the near 
future, while improving training systems, includ-
ing upskilling and reskilling, ensuring lifelong 
learning throughout working life and beyond. 

In this context, the European Parliament 
suggests setting up an AI observatory with the 
aim of harmonising and facilitating evidence-
based monitoring of new AI developments in or-
der to address the issue of verifiability and ac-
countability of AI applications in CCS. 

ARTIFICIAL INTELLIGENCE AND CRIMINAL LAW 

European Parliament Resolution of 6 Oc-
tober 2021 on artificial intelligence in crimi-
nal law and its use by the police and judicial 
authorities in criminal matters 
(2020/2016(INI)). 

Artificial intelligence: European Parliament 
calls for strict rules on criminal applications. 

On 6 October 2021, the European Parlia-
ment adopted a resolution on Artificial Intelli-
gence (AI) in criminal law and its use by police 
and judicial authorities in criminal matters. The 
increasing use of AI in criminal law is based, in 
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- provide financial support to third parties. 
EIPs may specialise in certain thematic ser-

vices and are not obliged to provide them all or 
to all categories of stakeholders. Potential candi-
dates for membership of the EIP network are 
nominated by each Member State through an 
open and competitive procedure (according to 
criteria set by the Commission) and then selected 
by Commission on the basis of additional crite-
ria. Additional clusters may subsequently be se-
lected in order to meet the demand for their ser-
vices in all regions of the EU, including the 
outermost regions. A pole may receive funding 
from the programme in the form of grants. 

The Regulation entered into force on 11 
May 2021 and applies from 1 January 2021. 

PATH TO THE DIGITAL DECADE 

Proposal for a Decision of the European 
Parliament and of the Council establishing 
the 2030 policy programme “Path to the Digi-
tal Decade” of 15 September 2021, COM 
(2021) 574 final. 

Commission presents a “Path to the Digital 
Decade”. 

On 15 September 2021, the European 
Commission presented its proposal for a con-
crete plan to achieve the digital transformation 
of the EU society and economy by 2030. The 
aim of the plan is to establish a governance 
framework based on an annual cooperation 
mechanism with member states and aimed at 
achieving the 2030 Digital Decade objectives at 
EU level in the areas of e-skills, digital infra-
structure and digitisation of businesses and pub-
lic services. In Article 2 of the proposed plan, 
the Commission has, in particular, reiterated that 
the objectives to be achieved jointly with the 
Member States include promoting an open, peo-
ple-centred digital environment, characterised by 
digital technologies and services in line with the 
principles and values of the Union, and strength-
ening the collective resilience of the Member 
States, ensuring a secure digital infrastructure 
with high standards of privacy, in which public 
services and health and welfare services are ac-
cessible online for all. 

Building on the Digital Compass 2030, the 
Commission has outlined the above-mentioned 
annual cooperation mechanism with Member 
States through the following instruments: 
- a structured, transparent and shared monitoring 
system based on the Digitisation of Economy 
and Society Index (DESI) to measure progress 
towards each of the 2030 targets; 

- an annual ‘State of the Digital Decade’ report, 
in which the Commission will assess progress 
and recommend possible actions; 
- multi-annual strategic roadmaps for the Digital 
Decade for each Member State, in which Mem-
ber States will outline the policies and measures 
adopted or planned in support of the 2030 tar-
gets; 
- an annual structured framework to discuss and 
address areas of insufficient progress, with joint 
recommendations and commitments between the 
Commission and Member States; 
- a mechanism to support the implementation of 
multi-country projects. 

ARTIFICIAL INTELLIGENCE IN EDUCATION, 
CULTURE AND THE AUDIOVISUAL SECTOR 

European Parliament Resolution of 19 
May 2021 on artificial intelligence in educa-
tion, culture and the audiovisual sector 
(2020/2017(INI)). 

AI for sustainable development of education, 
culture and the media sector. 

On 19 May 2021, the Parliament adopted a 
resolution on the use of AI in education, culture 
and the audiovisual sector, stressing, inter alia, 
that AI technologies must be used in all areas of 
life. 

While it is easy to understand the potential 
effects of AI in sectors such as telecommunica-
tions, transport, traffic management or health, 
assessing its long-term impact on education, cul-
ture and the audiovisual sector is much more 
complex. Despite the consensus view that AI and 
automation are likely to help create more wealth 
and simplify many processes, the use of AI has 
also raised deep concerns about a possible in-
crease in inequality, discrimination and unem-
ployment. 

The potential impact of AI on education, 
culture and the audiovisual sector is rarely ad-
dressed and remains largely unknown. However, 
it is a matter of fundamental importance, as AI is 
already being used in education as well as in the 
production of films, songs, stories and paintings. 

This resolution therefore aims to foster a 
concrete understanding of the current impact of 
AI in these areas as well as the impact of future 
technological advances over the next decade. In 
particular, the resolution focuses on how AI can 
transform these sectors and the specific regulato-
ry challenges that the Union may face in this re-
spect. With reference to the education sector, the 
resolution underlines that artificial intelligence 
has many applications, such as customisable ap-
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proaches to learning, AI-based tutors, textbooks 
and teaching materials with personalised content, 
intelligent algorithms to determine the best 
teaching methods, AI-based game engines and 
adaptive user models in personalised learning 
environments (PLEs) that can enable early detec-
tion of difficulties, such as dyslexia or school 
drop-out risks. 

Personalized learning experience that the 
use of artificial intelligence enables in education 
would allow students to enjoy an educational 
approach fully adapted to their individual abili-
ties, needs and difficulties, allowing teachers to 
closely monitor students’ progress. However, to 
make personalised education a reality, large 
amounts of personal data need to be collected, 
used and analysed. In this respect, the current 
lack of access to personal data on students risks 
impeding the effective implementation of AI in 
education. It is therefore essential to ensure the 
security and transparency of the collection, use, 
management and dissemination of personal data, 
while safeguarding the confidentiality and priva-
cy of learners’ personal data. Furthermore, ad-
dressing the risks of potential AI distortions and 
addressing the issue of data storage should be a 
priority in any initiative for the broad deploy-
ment of AI in the education system at Union lev-
el. 

But AI has also become increasingly im-
portant for cultural heritage, particularly in re-
sponse to potential modern threats such as cli-
mate change or conflict. AI can have several ap-
plications in this respect: it can be used to im-
prove user experience by allowing visitors to 
cultural institutions and museums to create per-
sonal narrative paths or to use virtual tour 
guides. Conversational robots could communi-
cate interactively about cultural heritage on any 
topic and in any language. They would also fa-
cilitate access to information while providing a 
vivid cultural experience to users. 

The resolution also underlines how AI is 
changing the way cultural and creative indus-
tries, in particular the audiovisual sector, work. 
In this field, there are already multiple applica-
tions, such as data-driven marketing and adver-
tising, training machine learning algorithms to 
develop promotional film trailers and design ad-
vertisements; personalisation of the user experi-
ence, using machine learning to recommend per-
sonalised content based on user activity and be-
haviour data, search optimisation, etc. Although 
AI offers a wide range of opportunities in the 
production of high-quality cultural and creative 
content, centralised distribution and access to 

such content raises a number of ethical and legal 
issues, in particular with regard to data protec-
tion, freedom of expression and cultural diversi-
ty. Indeed, the criteria used to select or recom-
mend a work on the major platforms are neither 
transparent nor verifiable and may be decided on 
the basis of economic factors that exclusively 
benefit these platforms. 

Issue of cultural and linguistic diversity in 
recommendation systems is therefore crucial and 
needs to be addressed. Rapporteur stresses the 
need to establish a clear legal framework for 
transparent, accountable and inclusive algo-
rithms in order to safeguard and promote cultural 
and linguistic diversity. 

The regulatory challenges posed by AI ap-
plications in the audiovisual sector are also 
linked to existing legal acts, such as the 
AVMSD. Therefore, a more in-depth assessment 
of the urgency and/or political momentum for 
future adaptations of these files to AI may be 
needed. 

Although AI can help empower many crea-
tors, making CCS more prosperous and promot-
ing cultural diversity, the vast majority of artists 
and entrepreneurs may not yet be familiar with 
AI tools. 

There is a lack of technical knowledge 
among creators that prevents them from experi-
menting with machine learning and reaping the 
benefits it can bring. Therefore, it is essential to 
assess what skills would be needed in the near 
future, while improving training systems, includ-
ing upskilling and reskilling, ensuring lifelong 
learning throughout working life and beyond. 

In this context, the European Parliament 
suggests setting up an AI observatory with the 
aim of harmonising and facilitating evidence-
based monitoring of new AI developments in or-
der to address the issue of verifiability and ac-
countability of AI applications in CCS. 

ARTIFICIAL INTELLIGENCE AND CRIMINAL LAW 

European Parliament Resolution of 6 Oc-
tober 2021 on artificial intelligence in crimi-
nal law and its use by the police and judicial 
authorities in criminal matters 
(2020/2016(INI)). 

Artificial intelligence: European Parliament 
calls for strict rules on criminal applications. 

On 6 October 2021, the European Parlia-
ment adopted a resolution on Artificial Intelli-
gence (AI) in criminal law and its use by police 
and judicial authorities in criminal matters. The 
increasing use of AI in criminal law is based, in 
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- provide financial support to third parties. 
EIPs may specialise in certain thematic ser-

vices and are not obliged to provide them all or 
to all categories of stakeholders. Potential candi-
dates for membership of the EIP network are 
nominated by each Member State through an 
open and competitive procedure (according to 
criteria set by the Commission) and then selected 
by Commission on the basis of additional crite-
ria. Additional clusters may subsequently be se-
lected in order to meet the demand for their ser-
vices in all regions of the EU, including the 
outermost regions. A pole may receive funding 
from the programme in the form of grants. 

The Regulation entered into force on 11 
May 2021 and applies from 1 January 2021. 

PATH TO THE DIGITAL DECADE 

Proposal for a Decision of the European 
Parliament and of the Council establishing 
the 2030 policy programme “Path to the Digi-
tal Decade” of 15 September 2021, COM 
(2021) 574 final. 

Commission presents a “Path to the Digital 
Decade”. 

On 15 September 2021, the European 
Commission presented its proposal for a con-
crete plan to achieve the digital transformation 
of the EU society and economy by 2030. The 
aim of the plan is to establish a governance 
framework based on an annual cooperation 
mechanism with member states and aimed at 
achieving the 2030 Digital Decade objectives at 
EU level in the areas of e-skills, digital infra-
structure and digitisation of businesses and pub-
lic services. In Article 2 of the proposed plan, 
the Commission has, in particular, reiterated that 
the objectives to be achieved jointly with the 
Member States include promoting an open, peo-
ple-centred digital environment, characterised by 
digital technologies and services in line with the 
principles and values of the Union, and strength-
ening the collective resilience of the Member 
States, ensuring a secure digital infrastructure 
with high standards of privacy, in which public 
services and health and welfare services are ac-
cessible online for all. 

Building on the Digital Compass 2030, the 
Commission has outlined the above-mentioned 
annual cooperation mechanism with Member 
States through the following instruments: 
- a structured, transparent and shared monitoring 
system based on the Digitisation of Economy 
and Society Index (DESI) to measure progress 
towards each of the 2030 targets; 

- an annual ‘State of the Digital Decade’ report, 
in which the Commission will assess progress 
and recommend possible actions; 
- multi-annual strategic roadmaps for the Digital 
Decade for each Member State, in which Mem-
ber States will outline the policies and measures 
adopted or planned in support of the 2030 tar-
gets; 
- an annual structured framework to discuss and 
address areas of insufficient progress, with joint 
recommendations and commitments between the 
Commission and Member States; 
- a mechanism to support the implementation of 
multi-country projects. 

ARTIFICIAL INTELLIGENCE IN EDUCATION, 
CULTURE AND THE AUDIOVISUAL SECTOR 

European Parliament Resolution of 19 
May 2021 on artificial intelligence in educa-
tion, culture and the audiovisual sector 
(2020/2017(INI)). 

AI for sustainable development of education, 
culture and the media sector. 

On 19 May 2021, the Parliament adopted a 
resolution on the use of AI in education, culture 
and the audiovisual sector, stressing, inter alia, 
that AI technologies must be used in all areas of 
life. 

While it is easy to understand the potential 
effects of AI in sectors such as telecommunica-
tions, transport, traffic management or health, 
assessing its long-term impact on education, cul-
ture and the audiovisual sector is much more 
complex. Despite the consensus view that AI and 
automation are likely to help create more wealth 
and simplify many processes, the use of AI has 
also raised deep concerns about a possible in-
crease in inequality, discrimination and unem-
ployment. 

The potential impact of AI on education, 
culture and the audiovisual sector is rarely ad-
dressed and remains largely unknown. However, 
it is a matter of fundamental importance, as AI is 
already being used in education as well as in the 
production of films, songs, stories and paintings. 

This resolution therefore aims to foster a 
concrete understanding of the current impact of 
AI in these areas as well as the impact of future 
technological advances over the next decade. In 
particular, the resolution focuses on how AI can 
transform these sectors and the specific regulato-
ry challenges that the Union may face in this re-
spect. With reference to the education sector, the 
resolution underlines that artificial intelligence 
has many applications, such as customisable ap-
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proaches to learning, AI-based tutors, textbooks 
and teaching materials with personalised content, 
intelligent algorithms to determine the best 
teaching methods, AI-based game engines and 
adaptive user models in personalised learning 
environments (PLEs) that can enable early detec-
tion of difficulties, such as dyslexia or school 
drop-out risks. 

Personalized learning experience that the 
use of artificial intelligence enables in education 
would allow students to enjoy an educational 
approach fully adapted to their individual abili-
ties, needs and difficulties, allowing teachers to 
closely monitor students’ progress. However, to 
make personalised education a reality, large 
amounts of personal data need to be collected, 
used and analysed. In this respect, the current 
lack of access to personal data on students risks 
impeding the effective implementation of AI in 
education. It is therefore essential to ensure the 
security and transparency of the collection, use, 
management and dissemination of personal data, 
while safeguarding the confidentiality and priva-
cy of learners’ personal data. Furthermore, ad-
dressing the risks of potential AI distortions and 
addressing the issue of data storage should be a 
priority in any initiative for the broad deploy-
ment of AI in the education system at Union lev-
el. 

But AI has also become increasingly im-
portant for cultural heritage, particularly in re-
sponse to potential modern threats such as cli-
mate change or conflict. AI can have several ap-
plications in this respect: it can be used to im-
prove user experience by allowing visitors to 
cultural institutions and museums to create per-
sonal narrative paths or to use virtual tour 
guides. Conversational robots could communi-
cate interactively about cultural heritage on any 
topic and in any language. They would also fa-
cilitate access to information while providing a 
vivid cultural experience to users. 

The resolution also underlines how AI is 
changing the way cultural and creative indus-
tries, in particular the audiovisual sector, work. 
In this field, there are already multiple applica-
tions, such as data-driven marketing and adver-
tising, training machine learning algorithms to 
develop promotional film trailers and design ad-
vertisements; personalisation of the user experi-
ence, using machine learning to recommend per-
sonalised content based on user activity and be-
haviour data, search optimisation, etc. Although 
AI offers a wide range of opportunities in the 
production of high-quality cultural and creative 
content, centralised distribution and access to 

such content raises a number of ethical and legal 
issues, in particular with regard to data protec-
tion, freedom of expression and cultural diversi-
ty. Indeed, the criteria used to select or recom-
mend a work on the major platforms are neither 
transparent nor verifiable and may be decided on 
the basis of economic factors that exclusively 
benefit these platforms. 

Issue of cultural and linguistic diversity in 
recommendation systems is therefore crucial and 
needs to be addressed. Rapporteur stresses the 
need to establish a clear legal framework for 
transparent, accountable and inclusive algo-
rithms in order to safeguard and promote cultural 
and linguistic diversity. 

The regulatory challenges posed by AI ap-
plications in the audiovisual sector are also 
linked to existing legal acts, such as the 
AVMSD. Therefore, a more in-depth assessment 
of the urgency and/or political momentum for 
future adaptations of these files to AI may be 
needed. 

Although AI can help empower many crea-
tors, making CCS more prosperous and promot-
ing cultural diversity, the vast majority of artists 
and entrepreneurs may not yet be familiar with 
AI tools. 

There is a lack of technical knowledge 
among creators that prevents them from experi-
menting with machine learning and reaping the 
benefits it can bring. Therefore, it is essential to 
assess what skills would be needed in the near 
future, while improving training systems, includ-
ing upskilling and reskilling, ensuring lifelong 
learning throughout working life and beyond. 

In this context, the European Parliament 
suggests setting up an AI observatory with the 
aim of harmonising and facilitating evidence-
based monitoring of new AI developments in or-
der to address the issue of verifiability and ac-
countability of AI applications in CCS. 

ARTIFICIAL INTELLIGENCE AND CRIMINAL LAW 

European Parliament Resolution of 6 Oc-
tober 2021 on artificial intelligence in crimi-
nal law and its use by the police and judicial 
authorities in criminal matters 
(2020/2016(INI)). 

Artificial intelligence: European Parliament 
calls for strict rules on criminal applications. 

On 6 October 2021, the European Parlia-
ment adopted a resolution on Artificial Intelli-
gence (AI) in criminal law and its use by police 
and judicial authorities in criminal matters. The 
increasing use of AI in criminal law is based, in 



236  2021 Erdal, Volume 2, Issue 2 
 

particular, on the promise that it will improve the 
prevention and law enforcement of certain types 
of crimes (among which financial crimes, money 
laundering, terrorist financing, sexual abuse and 
sexual exploitation of children online as well as 
certain types of cybercrimes are mentioned in 
the Parliament’s resolution) and facilitate more 
objective decision-making.  

Although European Parliament recognises 
positive contribution of certain types of AI ap-
plications to law enforcement and judicial au-
thorities across EU, it notes in this resolution the 
potential risk of such tools for the protection of 
fundamental rights, making a number of recom-
mendations. Among these, it is highlighted that 
the AI systems, in order to guarantee their secu-
rity and legitimacy, must be programmed, pro-
duced and used according to the principles of 
transparency, explainability, non-discrimination, 
contestability and traceability of the processes 
and results achieved. These principles go hand in 
hand with the concept of human-centric AI, ac-
cording to which AI systems should be designed 
in such a way that they can always be deactivat-
ed by a human operator. 

Parliament points out that the use of AI ap-
plications by police and law enforcement author-
ities should be classified as high risk. In addi-
tion, its development, deployment and use 
should be subject to continuous risk assessment 
and a rigorous test of necessity and proportional-
ity. Instead, it recommends an explicit ban on 
certain uses of AI systems, such as those that 
could result in mass surveillance, harm the phys-
ical integrity of human beings, confer rights or 
impose legal obligations on individuals, as well 
as the use of AI and related technologies for ju-
dicial decision-making. Finally, the Parliament 
calls for a ban on the use of private facial recog-
nition databases for law enforcement purposes. 

It calls for a consistent application of the 
precautionary principle for all AI applications in 
the context of law enforcement, emphasising that 
legal responsibility and accountability must al-
ways lie with an identified natural or legal per-
son for decisions made with the support of AI. 

With regard to certain specific applications, 
the Parliament highlights that the use of tech-
niques of so-called predictive policing, if on the 
one side allows the analysis of the data sets sup-
plied for the identification of models and corre-
lations, on the other side, cannot give an answer 
to the question of causality, cannot make reliable 
forecasts on the behaviour of individuals and, 
therefore, cannot constitute the sole basis for in-
tervention. 

EU RIGHT TO DISCONNECT 

European Parliament Resolution of 21 
January 2021 with recommendations to the 
Commission on the right to disconnect 
(2019/2181(INL)). 

Right to disconnect: towards a definition of a 
new EU fundamental right. 

On 21 January 2021, the European Parlia-
ment adopted a resolution concerning recom-
mendations to the European Commission on the 
proposal for a directive on the right to disconnect 
through the introduction of an objective and reli-
able system for measuring daily working time in 
a way that respects workers’ right to privacy and 
the protection of personal data. 

The European Parliament initially stressed 
that the measures taken as a result of the 
COVID-19 crisis have changed way people work 
and have demonstrated importance of digital so-
lutions, including use of teleworking schemes by 
enterprises and public administration bodies 
across the Union. 

However, the increasing use of digital tools 
for work purposes has led to the emergence of an 
‘always on’, ‘always online’ or ‘always on call’ 
culture which can be detrimental to workers’ 
fundamental rights and fair working conditions, 
including fair pay, working time limits and 
work-life balance, physical and mental health, 
occupational safety and well-being. 

As the right to disconnection is a fundamen-
tal right that is an inseparable part of the new 
working patterns of the new digital era, but there 
is currently no specific EU legislation on the 
right of workers to disconnect from digital tools, 
including information and communication tech-
nologies (ICT), for work purposes, the Parlia-
ment called on the Commission to to put for-
ward, on the basis of a thorough assessment, a 
proper evaluation and a consultation of Member 
States and the social partners, a proposal for a 
Union directive on minimum standards and con-
ditions to ensure that workers are able to exer-
cise effectively their right to disconnect and to 
regulate the use of existing and new digital tools 
for work purposes, whilst taking into considera-
tion the European Social Partners Framework 
Agreement on Digitalisation, which includes ar-
rangements for connecting and disconnecting’ 
(para 13).  

In particular, according to the Parliament, 
such a proposal would have to take into account 
a number of factors and to impose some obliga-
tions, including: 
- being constantly connected, together with the 
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high demands at work and the increasing expec-
tation that workers can be reached at any time, 
can negatively affect workers’ fundamental 
rights, their work-life balance, as well as their 
physical and mental health and well-being. For 
this reason, it is important to implement psycho-
social risk assessments at the level of public and 
private enterprises;  
- employers should not require workers to be di-
rectly or indirectly available or reachable outside 
working hours and that workers should refrain 
from contacting colleagues for work purposes 
outside agreed working hours; recalls that peri-
ods during which the worker is available or 
reachable for the employer are working periods; 
- workers exercising their rights under the Di-
rective should be protected against any adverse 
consequences, including dismissal and other re-
taliatory measures. Such workers should also be 
protected against any discriminatory measures, 
such as loss of income or promotion opportuni-
ties. They should also have adequate and rapid 
judicial and administrative protection against 
any adverse treatment in response to the exercise 
of their rights under the Directive or to an at-
tempt to exercise them, including the right of 
appeal and the right to institute administrative or 
judicial proceedings to ensure compliance with 
the Directive; 
- member States should actively support and en-
courage right to disconnection and promote an 
efficient, reasoned and balanced approach to dig-
ital tools at work, as well as awareness-raising 
measures and information and training cam-
paigns on working time and the right to discon-
nect (e.g., through national labour inspectorates, 
Member States should check that employers 
provide workers with a statement setting out 
these practical arrangements); 
- social parties should be involved in order to en-
sure effective enforcement of the right to dis-
connect, in accordance with national practices, 
including through the conclusion of collective 
agreements within each Member State; these 
would help to define the practical arrangements 
for the exercise of the right to disconnect by the 
workers and for the implementation of this right 
by the employer. 

The Commission’s proposal for a directive 
is expected in 2022. It is hoped that the legisla-
tive procedure will be ‘fast-tracked’. Remote 
working has enormously grown in the recent 
months, but only four Member States currently 
recognise a right to disconnection in their legis-
lation (Belgium, France, Italy and Spain). 

CONSUMER PROTECTION ASSOCIATIONS AND 
REPRESENTATIVE ACTIONS AGAINST 
INFRINGEMENTS OF THE PROTECTION OF 
PERSONAL DATA 

Advocate General Richard de la Tour’s 
Opinion in Case C-319/20, Facebook Ireland 
Limited v. Bundesverband der Ver-
braucherzentralen und Verbraucher-
verbände - Verbraucherzentrale Bundesver-
band e.V. (request for a preliminary ruling 
from the Bundesgerichtshof - Federal Court 
of Justice, German), delivered on 2 December 
2021. 

According to Advocate General Richard de 
la Tour, the Member States may allow consumer 
protection associations to bring representative 
actions against infringements of the protection of 
personal data. Those actions must be based on 
infringements of rights which the data subjects 
derive directly from the General Data Protection 
Regulation (GDPR). 

In Germany, Federal Union of Consumer 
Organisations and Associations accused Face-
book of infringing data protection rules in con-
nection with the offer of free games provided by 
third parties on the platform. In that context, 
Federal Union brought an action for an injunc-
tion against Facebook Ireland before the German 
courts. 

According to the Bundesgerichtshof (Feder-
al Court of Justice, Germany), Facebook did not 
provide users with the necessary information re-
garding the purpose of data processing and data 
recipient, thus violating General Data Protection 
Regulation (GDPR). 

Doubts, however, arise as to the admissibil-
ity of the application. The German court ques-
tioned whether an association of interests such as 
the applicant is entitled to bring an action for 
protection of the Regulation, irrespective of 
whether the data subjects’ rights have been con-
cretely infringed and in the absence of a mandate 
from the data subjects. 

The Bundesgerichtshof therefore asked the 
Court of Justice to give an interpretation of the 
GDPR. 

In his Opinion, Advocate General Jean 
Richard de la Tour suggested that the Court 
should interpret the General Data Protection 
Regulation as meaning that it does not preclude 
national legislation which allows associations for 
the protection of consumer interests to bring le-
gal proceedings against the alleged perpetrator of 
an infringement of the protection of personal da-
ta, if representative action at issue seeks to ob-
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particular, on the promise that it will improve the 
prevention and law enforcement of certain types 
of crimes (among which financial crimes, money 
laundering, terrorist financing, sexual abuse and 
sexual exploitation of children online as well as 
certain types of cybercrimes are mentioned in 
the Parliament’s resolution) and facilitate more 
objective decision-making.  

Although European Parliament recognises 
positive contribution of certain types of AI ap-
plications to law enforcement and judicial au-
thorities across EU, it notes in this resolution the 
potential risk of such tools for the protection of 
fundamental rights, making a number of recom-
mendations. Among these, it is highlighted that 
the AI systems, in order to guarantee their secu-
rity and legitimacy, must be programmed, pro-
duced and used according to the principles of 
transparency, explainability, non-discrimination, 
contestability and traceability of the processes 
and results achieved. These principles go hand in 
hand with the concept of human-centric AI, ac-
cording to which AI systems should be designed 
in such a way that they can always be deactivat-
ed by a human operator. 

Parliament points out that the use of AI ap-
plications by police and law enforcement author-
ities should be classified as high risk. In addi-
tion, its development, deployment and use 
should be subject to continuous risk assessment 
and a rigorous test of necessity and proportional-
ity. Instead, it recommends an explicit ban on 
certain uses of AI systems, such as those that 
could result in mass surveillance, harm the phys-
ical integrity of human beings, confer rights or 
impose legal obligations on individuals, as well 
as the use of AI and related technologies for ju-
dicial decision-making. Finally, the Parliament 
calls for a ban on the use of private facial recog-
nition databases for law enforcement purposes. 

It calls for a consistent application of the 
precautionary principle for all AI applications in 
the context of law enforcement, emphasising that 
legal responsibility and accountability must al-
ways lie with an identified natural or legal per-
son for decisions made with the support of AI. 

With regard to certain specific applications, 
the Parliament highlights that the use of tech-
niques of so-called predictive policing, if on the 
one side allows the analysis of the data sets sup-
plied for the identification of models and corre-
lations, on the other side, cannot give an answer 
to the question of causality, cannot make reliable 
forecasts on the behaviour of individuals and, 
therefore, cannot constitute the sole basis for in-
tervention. 

EU RIGHT TO DISCONNECT 

European Parliament Resolution of 21 
January 2021 with recommendations to the 
Commission on the right to disconnect 
(2019/2181(INL)). 

Right to disconnect: towards a definition of a 
new EU fundamental right. 

On 21 January 2021, the European Parlia-
ment adopted a resolution concerning recom-
mendations to the European Commission on the 
proposal for a directive on the right to disconnect 
through the introduction of an objective and reli-
able system for measuring daily working time in 
a way that respects workers’ right to privacy and 
the protection of personal data. 

The European Parliament initially stressed 
that the measures taken as a result of the 
COVID-19 crisis have changed way people work 
and have demonstrated importance of digital so-
lutions, including use of teleworking schemes by 
enterprises and public administration bodies 
across the Union. 

However, the increasing use of digital tools 
for work purposes has led to the emergence of an 
‘always on’, ‘always online’ or ‘always on call’ 
culture which can be detrimental to workers’ 
fundamental rights and fair working conditions, 
including fair pay, working time limits and 
work-life balance, physical and mental health, 
occupational safety and well-being. 

As the right to disconnection is a fundamen-
tal right that is an inseparable part of the new 
working patterns of the new digital era, but there 
is currently no specific EU legislation on the 
right of workers to disconnect from digital tools, 
including information and communication tech-
nologies (ICT), for work purposes, the Parlia-
ment called on the Commission to to put for-
ward, on the basis of a thorough assessment, a 
proper evaluation and a consultation of Member 
States and the social partners, a proposal for a 
Union directive on minimum standards and con-
ditions to ensure that workers are able to exer-
cise effectively their right to disconnect and to 
regulate the use of existing and new digital tools 
for work purposes, whilst taking into considera-
tion the European Social Partners Framework 
Agreement on Digitalisation, which includes ar-
rangements for connecting and disconnecting’ 
(para 13).  

In particular, according to the Parliament, 
such a proposal would have to take into account 
a number of factors and to impose some obliga-
tions, including: 
- being constantly connected, together with the 
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high demands at work and the increasing expec-
tation that workers can be reached at any time, 
can negatively affect workers’ fundamental 
rights, their work-life balance, as well as their 
physical and mental health and well-being. For 
this reason, it is important to implement psycho-
social risk assessments at the level of public and 
private enterprises;  
- employers should not require workers to be di-
rectly or indirectly available or reachable outside 
working hours and that workers should refrain 
from contacting colleagues for work purposes 
outside agreed working hours; recalls that peri-
ods during which the worker is available or 
reachable for the employer are working periods; 
- workers exercising their rights under the Di-
rective should be protected against any adverse 
consequences, including dismissal and other re-
taliatory measures. Such workers should also be 
protected against any discriminatory measures, 
such as loss of income or promotion opportuni-
ties. They should also have adequate and rapid 
judicial and administrative protection against 
any adverse treatment in response to the exercise 
of their rights under the Directive or to an at-
tempt to exercise them, including the right of 
appeal and the right to institute administrative or 
judicial proceedings to ensure compliance with 
the Directive; 
- member States should actively support and en-
courage right to disconnection and promote an 
efficient, reasoned and balanced approach to dig-
ital tools at work, as well as awareness-raising 
measures and information and training cam-
paigns on working time and the right to discon-
nect (e.g., through national labour inspectorates, 
Member States should check that employers 
provide workers with a statement setting out 
these practical arrangements); 
- social parties should be involved in order to en-
sure effective enforcement of the right to dis-
connect, in accordance with national practices, 
including through the conclusion of collective 
agreements within each Member State; these 
would help to define the practical arrangements 
for the exercise of the right to disconnect by the 
workers and for the implementation of this right 
by the employer. 

The Commission’s proposal for a directive 
is expected in 2022. It is hoped that the legisla-
tive procedure will be ‘fast-tracked’. Remote 
working has enormously grown in the recent 
months, but only four Member States currently 
recognise a right to disconnection in their legis-
lation (Belgium, France, Italy and Spain). 

CONSUMER PROTECTION ASSOCIATIONS AND 
REPRESENTATIVE ACTIONS AGAINST 
INFRINGEMENTS OF THE PROTECTION OF 
PERSONAL DATA 

Advocate General Richard de la Tour’s 
Opinion in Case C-319/20, Facebook Ireland 
Limited v. Bundesverband der Ver-
braucherzentralen und Verbraucher-
verbände - Verbraucherzentrale Bundesver-
band e.V. (request for a preliminary ruling 
from the Bundesgerichtshof - Federal Court 
of Justice, German), delivered on 2 December 
2021. 

According to Advocate General Richard de 
la Tour, the Member States may allow consumer 
protection associations to bring representative 
actions against infringements of the protection of 
personal data. Those actions must be based on 
infringements of rights which the data subjects 
derive directly from the General Data Protection 
Regulation (GDPR). 

In Germany, Federal Union of Consumer 
Organisations and Associations accused Face-
book of infringing data protection rules in con-
nection with the offer of free games provided by 
third parties on the platform. In that context, 
Federal Union brought an action for an injunc-
tion against Facebook Ireland before the German 
courts. 

According to the Bundesgerichtshof (Feder-
al Court of Justice, Germany), Facebook did not 
provide users with the necessary information re-
garding the purpose of data processing and data 
recipient, thus violating General Data Protection 
Regulation (GDPR). 

Doubts, however, arise as to the admissibil-
ity of the application. The German court ques-
tioned whether an association of interests such as 
the applicant is entitled to bring an action for 
protection of the Regulation, irrespective of 
whether the data subjects’ rights have been con-
cretely infringed and in the absence of a mandate 
from the data subjects. 

The Bundesgerichtshof therefore asked the 
Court of Justice to give an interpretation of the 
GDPR. 

In his Opinion, Advocate General Jean 
Richard de la Tour suggested that the Court 
should interpret the General Data Protection 
Regulation as meaning that it does not preclude 
national legislation which allows associations for 
the protection of consumer interests to bring le-
gal proceedings against the alleged perpetrator of 
an infringement of the protection of personal da-
ta, if representative action at issue seeks to ob-
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particular, on the promise that it will improve the 
prevention and law enforcement of certain types 
of crimes (among which financial crimes, money 
laundering, terrorist financing, sexual abuse and 
sexual exploitation of children online as well as 
certain types of cybercrimes are mentioned in 
the Parliament’s resolution) and facilitate more 
objective decision-making.  

Although European Parliament recognises 
positive contribution of certain types of AI ap-
plications to law enforcement and judicial au-
thorities across EU, it notes in this resolution the 
potential risk of such tools for the protection of 
fundamental rights, making a number of recom-
mendations. Among these, it is highlighted that 
the AI systems, in order to guarantee their secu-
rity and legitimacy, must be programmed, pro-
duced and used according to the principles of 
transparency, explainability, non-discrimination, 
contestability and traceability of the processes 
and results achieved. These principles go hand in 
hand with the concept of human-centric AI, ac-
cording to which AI systems should be designed 
in such a way that they can always be deactivat-
ed by a human operator. 

Parliament points out that the use of AI ap-
plications by police and law enforcement author-
ities should be classified as high risk. In addi-
tion, its development, deployment and use 
should be subject to continuous risk assessment 
and a rigorous test of necessity and proportional-
ity. Instead, it recommends an explicit ban on 
certain uses of AI systems, such as those that 
could result in mass surveillance, harm the phys-
ical integrity of human beings, confer rights or 
impose legal obligations on individuals, as well 
as the use of AI and related technologies for ju-
dicial decision-making. Finally, the Parliament 
calls for a ban on the use of private facial recog-
nition databases for law enforcement purposes. 

It calls for a consistent application of the 
precautionary principle for all AI applications in 
the context of law enforcement, emphasising that 
legal responsibility and accountability must al-
ways lie with an identified natural or legal per-
son for decisions made with the support of AI. 

With regard to certain specific applications, 
the Parliament highlights that the use of tech-
niques of so-called predictive policing, if on the 
one side allows the analysis of the data sets sup-
plied for the identification of models and corre-
lations, on the other side, cannot give an answer 
to the question of causality, cannot make reliable 
forecasts on the behaviour of individuals and, 
therefore, cannot constitute the sole basis for in-
tervention. 

EU RIGHT TO DISCONNECT 

European Parliament Resolution of 21 
January 2021 with recommendations to the 
Commission on the right to disconnect 
(2019/2181(INL)). 

Right to disconnect: towards a definition of a 
new EU fundamental right. 

On 21 January 2021, the European Parlia-
ment adopted a resolution concerning recom-
mendations to the European Commission on the 
proposal for a directive on the right to disconnect 
through the introduction of an objective and reli-
able system for measuring daily working time in 
a way that respects workers’ right to privacy and 
the protection of personal data. 

The European Parliament initially stressed 
that the measures taken as a result of the 
COVID-19 crisis have changed way people work 
and have demonstrated importance of digital so-
lutions, including use of teleworking schemes by 
enterprises and public administration bodies 
across the Union. 

However, the increasing use of digital tools 
for work purposes has led to the emergence of an 
‘always on’, ‘always online’ or ‘always on call’ 
culture which can be detrimental to workers’ 
fundamental rights and fair working conditions, 
including fair pay, working time limits and 
work-life balance, physical and mental health, 
occupational safety and well-being. 

As the right to disconnection is a fundamen-
tal right that is an inseparable part of the new 
working patterns of the new digital era, but there 
is currently no specific EU legislation on the 
right of workers to disconnect from digital tools, 
including information and communication tech-
nologies (ICT), for work purposes, the Parlia-
ment called on the Commission to to put for-
ward, on the basis of a thorough assessment, a 
proper evaluation and a consultation of Member 
States and the social partners, a proposal for a 
Union directive on minimum standards and con-
ditions to ensure that workers are able to exer-
cise effectively their right to disconnect and to 
regulate the use of existing and new digital tools 
for work purposes, whilst taking into considera-
tion the European Social Partners Framework 
Agreement on Digitalisation, which includes ar-
rangements for connecting and disconnecting’ 
(para 13).  

In particular, according to the Parliament, 
such a proposal would have to take into account 
a number of factors and to impose some obliga-
tions, including: 
- being constantly connected, together with the 
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high demands at work and the increasing expec-
tation that workers can be reached at any time, 
can negatively affect workers’ fundamental 
rights, their work-life balance, as well as their 
physical and mental health and well-being. For 
this reason, it is important to implement psycho-
social risk assessments at the level of public and 
private enterprises;  
- employers should not require workers to be di-
rectly or indirectly available or reachable outside 
working hours and that workers should refrain 
from contacting colleagues for work purposes 
outside agreed working hours; recalls that peri-
ods during which the worker is available or 
reachable for the employer are working periods; 
- workers exercising their rights under the Di-
rective should be protected against any adverse 
consequences, including dismissal and other re-
taliatory measures. Such workers should also be 
protected against any discriminatory measures, 
such as loss of income or promotion opportuni-
ties. They should also have adequate and rapid 
judicial and administrative protection against 
any adverse treatment in response to the exercise 
of their rights under the Directive or to an at-
tempt to exercise them, including the right of 
appeal and the right to institute administrative or 
judicial proceedings to ensure compliance with 
the Directive; 
- member States should actively support and en-
courage right to disconnection and promote an 
efficient, reasoned and balanced approach to dig-
ital tools at work, as well as awareness-raising 
measures and information and training cam-
paigns on working time and the right to discon-
nect (e.g., through national labour inspectorates, 
Member States should check that employers 
provide workers with a statement setting out 
these practical arrangements); 
- social parties should be involved in order to en-
sure effective enforcement of the right to dis-
connect, in accordance with national practices, 
including through the conclusion of collective 
agreements within each Member State; these 
would help to define the practical arrangements 
for the exercise of the right to disconnect by the 
workers and for the implementation of this right 
by the employer. 

The Commission’s proposal for a directive 
is expected in 2022. It is hoped that the legisla-
tive procedure will be ‘fast-tracked’. Remote 
working has enormously grown in the recent 
months, but only four Member States currently 
recognise a right to disconnection in their legis-
lation (Belgium, France, Italy and Spain). 

CONSUMER PROTECTION ASSOCIATIONS AND 
REPRESENTATIVE ACTIONS AGAINST 
INFRINGEMENTS OF THE PROTECTION OF 
PERSONAL DATA 

Advocate General Richard de la Tour’s 
Opinion in Case C-319/20, Facebook Ireland 
Limited v. Bundesverband der Ver-
braucherzentralen und Verbraucher-
verbände - Verbraucherzentrale Bundesver-
band e.V. (request for a preliminary ruling 
from the Bundesgerichtshof - Federal Court 
of Justice, German), delivered on 2 December 
2021. 

According to Advocate General Richard de 
la Tour, the Member States may allow consumer 
protection associations to bring representative 
actions against infringements of the protection of 
personal data. Those actions must be based on 
infringements of rights which the data subjects 
derive directly from the General Data Protection 
Regulation (GDPR). 

In Germany, Federal Union of Consumer 
Organisations and Associations accused Face-
book of infringing data protection rules in con-
nection with the offer of free games provided by 
third parties on the platform. In that context, 
Federal Union brought an action for an injunc-
tion against Facebook Ireland before the German 
courts. 

According to the Bundesgerichtshof (Feder-
al Court of Justice, Germany), Facebook did not 
provide users with the necessary information re-
garding the purpose of data processing and data 
recipient, thus violating General Data Protection 
Regulation (GDPR). 

Doubts, however, arise as to the admissibil-
ity of the application. The German court ques-
tioned whether an association of interests such as 
the applicant is entitled to bring an action for 
protection of the Regulation, irrespective of 
whether the data subjects’ rights have been con-
cretely infringed and in the absence of a mandate 
from the data subjects. 

The Bundesgerichtshof therefore asked the 
Court of Justice to give an interpretation of the 
GDPR. 

In his Opinion, Advocate General Jean 
Richard de la Tour suggested that the Court 
should interpret the General Data Protection 
Regulation as meaning that it does not preclude 
national legislation which allows associations for 
the protection of consumer interests to bring le-
gal proceedings against the alleged perpetrator of 
an infringement of the protection of personal da-
ta, if representative action at issue seeks to ob-
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tain respect for rights which the persons subject 
to the contested processing derive directly from 
that Regulation. 

The Advocate General recalled that, in his 
judgment in Fashion ID (29 July 2019, Case C-
40/17), the Court had ruled, with reference to Di-
rective 95/46 4 which preceded the General Data 
Protection Regulation, on a similar question. It 
thus ruled that that directive does not preclude 
national legislation which allows associations for 
the protection of consumer interests to bring le-
gal proceedings against the alleged perpetrator of 
an infringement of the protection of personal da-
ta.  

The Advocate General considers that neither 
the replacement of Directive 95/46 by a regula-
tion nor the fact that the General Data Protection 
Regulation now devotes an article to the repre-
sentation of data subjects in legal proceedings 
can call into question the findings of the Court in 
that judgment. Therefore, in his view, the Mem-
ber States are still entitled to provide that certain 
entities may, without a mandate from the data 
subjects and without the need to rely in court on 
the existence of specific cases concerning indi-
vidually designated persons, bring representative 
actions aimed at protecting the collective inter-
ests of consumers, where it is alleged that Regu-
lation in question conferring subjective rights on 
data subjects have been infringed. That is pre-
cisely the case with the action for an injunction 
brought by the Federal Union against Facebook 
Ireland.  

Furthermore, the Advocate General consid-
ers that the GDPR does not preclude national 
provisions authorising an association for the pro-
tection of consumer interests to bring an action 
for an injunction in order to ensure respect for 
the rights conferred by that Regulation by means 
of rules intended to protect consumers or to 
combat unfair commercial practices. Those rules 
may in fact include provisions similar to those 
contained in that Regulation, in particular as re-
gards information to data subjects concerning the 
processing of their personal data, which means 
that the infringement of a rule on the protection 
of personal data may at the same time constitute 
an infringement of rules concerning consumer 
protection or unfair commercial practices.  

According to the Advocate General, the de-
fence of the collective interests of consumers by 
associations is particularly suited to the attain-
ment of the objective of establishing a high level 
of protection of personal data. 

 

ARTIFICIAL INTELLIGENCE IN JUDICIAL 
SYSTEMS 

Council of Europe, European Commis-
sion for the efficiency of Justice (CEPEJ) Re-
vised roadmap for ensuring an appropriate 
follow-up of the CEPEJ Ethical Charter on 
the use of artificial intelligence in judicial sys-
tems and their environment - Document 
adopted at the 37th plenary meeting of the 
CEPEJ, 8 and 9 December 2021, 
(CEPEJ(2021)16). 

AI in judicial systems: new action plan on 
digitalisation for a better justice. 

On 8 and 9 December 2021, the European 
Commission for the Efficiency of Justice 
(CEPEJ ) of the Council of Europe adopted an 
action plan on digitisation for better justice for 
2022-2025 , with the aim of reconciling the effi-
ciency of new technologies and respect for fun-
damental rights. Technology has played a key 
role in creating a fundamental basis for the adop-
tion of AI. The digitisation of court systems in 
different jurisdictions can be cited as the most 
widespread use of technology. The process of 
digitisation of courts began at the end of the 
third industrial revolution. Now, the information 
technology revolution offers an excellent oppor-
tunity to transform the court system into an ex-
traordinarily fast, efficient and high-quality 
range of services available to all citizens and res-
idents. The digitisation of justice systems creates 
a fundamental basis on which to use available 
data to identify areas of the justice system where 
the application of AI can have a significant im-
pact. 

The introduction of AI within justice 
framework can promise to improve procedural 
and administrative efficiency, aid in decision-
making by judges, lawyers and litigants, and fur-
ther predict outcomes consistent with past prece-
dents. We must, however, also consider ethical 
challenges that AI use presents, especially in 
case of automated decision-making. Transparen-
cy and explainability are important where AI-
based technologies are adopted. Lack of trans-
parency regarding the algorithms used, often due 
to legal protection of trade secrets, risks under-
mining the rule of law. “The principle of the rule 
of law requires that rules be publicly stated with 
prospective application and possess the charac-
teristics of generality, equality and certainty. An 
important procedural dimension of the rule of 
law is the effective ability to challenge decisions. 
The failure of users to understand algorithms be-
cause they are not trained to understand the 
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technicalities of the systems creates a situation 
that risks being detrimental to the justice system. 
Most users are not trained to understand algo-
rithms and relevant operations, which leads to a 
situation where the creators of artificial intelli-
gence solutions have more information than the 
users of artificial intelligence solutions. It be-
comes difficult to identify possible biases that 
would affect the outcome of cases and the lack 
of knowledge of the inputs and outputs that facil-
itate the operation of the system undermines the 
judicial norm of reasoned orders. The use of AI 
in a public institution, such as the judiciary, must 
be aware of pre-existing and inextricable social 
contexts and the dynamics that affect them. The 
EU, through European Commission for the Effi-
ciency of Justice (CEPEJ), has adopted the Eu-
ropean Ethical Charter on the Use of Artificial 
Intelligence in Judicial Systems and their Envi-
ronment. 16The Charter was developed for pub-
lic and private stakeholders responsible for the 
design and implementation of artificial intelli-
gence tools and services involving the pro-
cessing of judicial decisions and data. The Char-
ter introduced five principles to be considered in 
the use of AI in judicial systems and their envi-
ronment: respect for fundamental rights; non-
discrimination; quality and security; transparen-
cy, impartiality and fairness; and ‘under the con-
trol of the user’. It identifies the uses of AI in the 
judicial systems of EU Member States and pre-
sents an overview of the importance of open data 
policies related to judicial decisions in the judi-
cial systems of EU Member States. The Charter 
also touches on AI and legal reasoning; how AI 
can be applied in civil, commercial and adminis-
trative justice; the protection of personal data; 
and the potential limits of predictive justice 
tools. In addition, the Charter also specifies the 
uses of AI in European justice systems that can 
be encouraged. 

In order to fulfil its mission as guarantor of 
human rights and protection of individuals, the 
CEPEJ with its recent document dictated a re-
vised roadmap for the creation of a label-
ling/certification body for artificial intelligence 
systems and tools used in the field of justice, as a 
logical follow-up to the CEPEJ’s European Ethi-
cal Charter on the use of artificial intelligence in 
justice systems and their environment adopted in 
2018.  

In particular, the action plan defines the 
main guidelines of the CEPEJ, whose main ob-
jective is always to put the user at the centre of 
concerns, including in a digitised environment or 
in the course of digitisation, providing the user 

with an effective and quality public service of 
justice. These guidelines are in fact articulated 
around major axes that aim to ensure that justice 
is always transparent, collaborative, humane, 
people-centred and accessible, enlightened and 
finally accountable and responsive. The future 
work of the CEPEJ will have to take into ac-
count, for the next four years, one or more of 
these requirements. 

In light of the circumstance that the devel-
opment of information technologies and the in-
tegration of artificial intelligence in judicial sys-
tems are now an integral part of current justice 
reforms in many Council of Europe member 
states, the CEPEJ particularly wishes to recall, 
through this instrument, its essential role in the 
protection of human rights and the protection of 
individuals. 

In the same vein, the CEPEJ has just adopt-
ed its Guidelines on electronic judicial filing (e-
filing) and the digitisation of courts, the revised 
SATURN Guidelines for the management of ju-
dicial time and its programme of activities for 
2022 and 2023. 
 

BELGIUM 
edited by 
Elise DEGRAVE, Professor at University of 

Namur. Director of investigation of 
NADI-CRIDS 

Florian JACQUES, Teaching assistant at 
University of Namur and researcher at 
NADI-CRIDS 

Julie MONT, Teaching assistant at University 
of Namur, researcher at NADI-CRIDS 
and lawyer at Namur Bar 

Pierre-Olivier PIELAET, teaching assistant 
at University of Namur, researcher at 
NADI-CRIDS and lawyer at Walloon 
Brabant Bar 

TRANSMISSION OF PERSONAL DATA BY PUBLIC 
AUTHORITIES 

Belgian Data Protection Authority 
(BDPA) (litigation chamber), decision 72/2021 
of 14 June 2021. 

The BDPA examined a complaint from the 
director of a non-profit association that had 
been the subject of an internal audit, and whose 
salary data had been communicated to the trade 
union representatives when the audit report was 
transmitted. 

In order to justify the disclosure of the sala-
ry data of its director, the non-profit association 
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tain respect for rights which the persons subject 
to the contested processing derive directly from 
that Regulation. 

The Advocate General recalled that, in his 
judgment in Fashion ID (29 July 2019, Case C-
40/17), the Court had ruled, with reference to Di-
rective 95/46 4 which preceded the General Data 
Protection Regulation, on a similar question. It 
thus ruled that that directive does not preclude 
national legislation which allows associations for 
the protection of consumer interests to bring le-
gal proceedings against the alleged perpetrator of 
an infringement of the protection of personal da-
ta.  

The Advocate General considers that neither 
the replacement of Directive 95/46 by a regula-
tion nor the fact that the General Data Protection 
Regulation now devotes an article to the repre-
sentation of data subjects in legal proceedings 
can call into question the findings of the Court in 
that judgment. Therefore, in his view, the Mem-
ber States are still entitled to provide that certain 
entities may, without a mandate from the data 
subjects and without the need to rely in court on 
the existence of specific cases concerning indi-
vidually designated persons, bring representative 
actions aimed at protecting the collective inter-
ests of consumers, where it is alleged that Regu-
lation in question conferring subjective rights on 
data subjects have been infringed. That is pre-
cisely the case with the action for an injunction 
brought by the Federal Union against Facebook 
Ireland.  

Furthermore, the Advocate General consid-
ers that the GDPR does not preclude national 
provisions authorising an association for the pro-
tection of consumer interests to bring an action 
for an injunction in order to ensure respect for 
the rights conferred by that Regulation by means 
of rules intended to protect consumers or to 
combat unfair commercial practices. Those rules 
may in fact include provisions similar to those 
contained in that Regulation, in particular as re-
gards information to data subjects concerning the 
processing of their personal data, which means 
that the infringement of a rule on the protection 
of personal data may at the same time constitute 
an infringement of rules concerning consumer 
protection or unfair commercial practices.  

According to the Advocate General, the de-
fence of the collective interests of consumers by 
associations is particularly suited to the attain-
ment of the objective of establishing a high level 
of protection of personal data. 

 

ARTIFICIAL INTELLIGENCE IN JUDICIAL 
SYSTEMS 

Council of Europe, European Commis-
sion for the efficiency of Justice (CEPEJ) Re-
vised roadmap for ensuring an appropriate 
follow-up of the CEPEJ Ethical Charter on 
the use of artificial intelligence in judicial sys-
tems and their environment - Document 
adopted at the 37th plenary meeting of the 
CEPEJ, 8 and 9 December 2021, 
(CEPEJ(2021)16). 

AI in judicial systems: new action plan on 
digitalisation for a better justice. 

On 8 and 9 December 2021, the European 
Commission for the Efficiency of Justice 
(CEPEJ ) of the Council of Europe adopted an 
action plan on digitisation for better justice for 
2022-2025 , with the aim of reconciling the effi-
ciency of new technologies and respect for fun-
damental rights. Technology has played a key 
role in creating a fundamental basis for the adop-
tion of AI. The digitisation of court systems in 
different jurisdictions can be cited as the most 
widespread use of technology. The process of 
digitisation of courts began at the end of the 
third industrial revolution. Now, the information 
technology revolution offers an excellent oppor-
tunity to transform the court system into an ex-
traordinarily fast, efficient and high-quality 
range of services available to all citizens and res-
idents. The digitisation of justice systems creates 
a fundamental basis on which to use available 
data to identify areas of the justice system where 
the application of AI can have a significant im-
pact. 

The introduction of AI within justice 
framework can promise to improve procedural 
and administrative efficiency, aid in decision-
making by judges, lawyers and litigants, and fur-
ther predict outcomes consistent with past prece-
dents. We must, however, also consider ethical 
challenges that AI use presents, especially in 
case of automated decision-making. Transparen-
cy and explainability are important where AI-
based technologies are adopted. Lack of trans-
parency regarding the algorithms used, often due 
to legal protection of trade secrets, risks under-
mining the rule of law. “The principle of the rule 
of law requires that rules be publicly stated with 
prospective application and possess the charac-
teristics of generality, equality and certainty. An 
important procedural dimension of the rule of 
law is the effective ability to challenge decisions. 
The failure of users to understand algorithms be-
cause they are not trained to understand the 
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technicalities of the systems creates a situation 
that risks being detrimental to the justice system. 
Most users are not trained to understand algo-
rithms and relevant operations, which leads to a 
situation where the creators of artificial intelli-
gence solutions have more information than the 
users of artificial intelligence solutions. It be-
comes difficult to identify possible biases that 
would affect the outcome of cases and the lack 
of knowledge of the inputs and outputs that facil-
itate the operation of the system undermines the 
judicial norm of reasoned orders. The use of AI 
in a public institution, such as the judiciary, must 
be aware of pre-existing and inextricable social 
contexts and the dynamics that affect them. The 
EU, through European Commission for the Effi-
ciency of Justice (CEPEJ), has adopted the Eu-
ropean Ethical Charter on the Use of Artificial 
Intelligence in Judicial Systems and their Envi-
ronment. 16The Charter was developed for pub-
lic and private stakeholders responsible for the 
design and implementation of artificial intelli-
gence tools and services involving the pro-
cessing of judicial decisions and data. The Char-
ter introduced five principles to be considered in 
the use of AI in judicial systems and their envi-
ronment: respect for fundamental rights; non-
discrimination; quality and security; transparen-
cy, impartiality and fairness; and ‘under the con-
trol of the user’. It identifies the uses of AI in the 
judicial systems of EU Member States and pre-
sents an overview of the importance of open data 
policies related to judicial decisions in the judi-
cial systems of EU Member States. The Charter 
also touches on AI and legal reasoning; how AI 
can be applied in civil, commercial and adminis-
trative justice; the protection of personal data; 
and the potential limits of predictive justice 
tools. In addition, the Charter also specifies the 
uses of AI in European justice systems that can 
be encouraged. 

In order to fulfil its mission as guarantor of 
human rights and protection of individuals, the 
CEPEJ with its recent document dictated a re-
vised roadmap for the creation of a label-
ling/certification body for artificial intelligence 
systems and tools used in the field of justice, as a 
logical follow-up to the CEPEJ’s European Ethi-
cal Charter on the use of artificial intelligence in 
justice systems and their environment adopted in 
2018.  

In particular, the action plan defines the 
main guidelines of the CEPEJ, whose main ob-
jective is always to put the user at the centre of 
concerns, including in a digitised environment or 
in the course of digitisation, providing the user 

with an effective and quality public service of 
justice. These guidelines are in fact articulated 
around major axes that aim to ensure that justice 
is always transparent, collaborative, humane, 
people-centred and accessible, enlightened and 
finally accountable and responsive. The future 
work of the CEPEJ will have to take into ac-
count, for the next four years, one or more of 
these requirements. 

In light of the circumstance that the devel-
opment of information technologies and the in-
tegration of artificial intelligence in judicial sys-
tems are now an integral part of current justice 
reforms in many Council of Europe member 
states, the CEPEJ particularly wishes to recall, 
through this instrument, its essential role in the 
protection of human rights and the protection of 
individuals. 

In the same vein, the CEPEJ has just adopt-
ed its Guidelines on electronic judicial filing (e-
filing) and the digitisation of courts, the revised 
SATURN Guidelines for the management of ju-
dicial time and its programme of activities for 
2022 and 2023. 
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TRANSMISSION OF PERSONAL DATA BY PUBLIC 
AUTHORITIES 

Belgian Data Protection Authority 
(BDPA) (litigation chamber), decision 72/2021 
of 14 June 2021. 

The BDPA examined a complaint from the 
director of a non-profit association that had 
been the subject of an internal audit, and whose 
salary data had been communicated to the trade 
union representatives when the audit report was 
transmitted. 

In order to justify the disclosure of the sala-
ry data of its director, the non-profit association 
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tain respect for rights which the persons subject 
to the contested processing derive directly from 
that Regulation. 

The Advocate General recalled that, in his 
judgment in Fashion ID (29 July 2019, Case C-
40/17), the Court had ruled, with reference to Di-
rective 95/46 4 which preceded the General Data 
Protection Regulation, on a similar question. It 
thus ruled that that directive does not preclude 
national legislation which allows associations for 
the protection of consumer interests to bring le-
gal proceedings against the alleged perpetrator of 
an infringement of the protection of personal da-
ta.  

The Advocate General considers that neither 
the replacement of Directive 95/46 by a regula-
tion nor the fact that the General Data Protection 
Regulation now devotes an article to the repre-
sentation of data subjects in legal proceedings 
can call into question the findings of the Court in 
that judgment. Therefore, in his view, the Mem-
ber States are still entitled to provide that certain 
entities may, without a mandate from the data 
subjects and without the need to rely in court on 
the existence of specific cases concerning indi-
vidually designated persons, bring representative 
actions aimed at protecting the collective inter-
ests of consumers, where it is alleged that Regu-
lation in question conferring subjective rights on 
data subjects have been infringed. That is pre-
cisely the case with the action for an injunction 
brought by the Federal Union against Facebook 
Ireland.  

Furthermore, the Advocate General consid-
ers that the GDPR does not preclude national 
provisions authorising an association for the pro-
tection of consumer interests to bring an action 
for an injunction in order to ensure respect for 
the rights conferred by that Regulation by means 
of rules intended to protect consumers or to 
combat unfair commercial practices. Those rules 
may in fact include provisions similar to those 
contained in that Regulation, in particular as re-
gards information to data subjects concerning the 
processing of their personal data, which means 
that the infringement of a rule on the protection 
of personal data may at the same time constitute 
an infringement of rules concerning consumer 
protection or unfair commercial practices.  

According to the Advocate General, the de-
fence of the collective interests of consumers by 
associations is particularly suited to the attain-
ment of the objective of establishing a high level 
of protection of personal data. 

 

ARTIFICIAL INTELLIGENCE IN JUDICIAL 
SYSTEMS 

Council of Europe, European Commis-
sion for the efficiency of Justice (CEPEJ) Re-
vised roadmap for ensuring an appropriate 
follow-up of the CEPEJ Ethical Charter on 
the use of artificial intelligence in judicial sys-
tems and their environment - Document 
adopted at the 37th plenary meeting of the 
CEPEJ, 8 and 9 December 2021, 
(CEPEJ(2021)16). 

AI in judicial systems: new action plan on 
digitalisation for a better justice. 

On 8 and 9 December 2021, the European 
Commission for the Efficiency of Justice 
(CEPEJ ) of the Council of Europe adopted an 
action plan on digitisation for better justice for 
2022-2025 , with the aim of reconciling the effi-
ciency of new technologies and respect for fun-
damental rights. Technology has played a key 
role in creating a fundamental basis for the adop-
tion of AI. The digitisation of court systems in 
different jurisdictions can be cited as the most 
widespread use of technology. The process of 
digitisation of courts began at the end of the 
third industrial revolution. Now, the information 
technology revolution offers an excellent oppor-
tunity to transform the court system into an ex-
traordinarily fast, efficient and high-quality 
range of services available to all citizens and res-
idents. The digitisation of justice systems creates 
a fundamental basis on which to use available 
data to identify areas of the justice system where 
the application of AI can have a significant im-
pact. 

The introduction of AI within justice 
framework can promise to improve procedural 
and administrative efficiency, aid in decision-
making by judges, lawyers and litigants, and fur-
ther predict outcomes consistent with past prece-
dents. We must, however, also consider ethical 
challenges that AI use presents, especially in 
case of automated decision-making. Transparen-
cy and explainability are important where AI-
based technologies are adopted. Lack of trans-
parency regarding the algorithms used, often due 
to legal protection of trade secrets, risks under-
mining the rule of law. “The principle of the rule 
of law requires that rules be publicly stated with 
prospective application and possess the charac-
teristics of generality, equality and certainty. An 
important procedural dimension of the rule of 
law is the effective ability to challenge decisions. 
The failure of users to understand algorithms be-
cause they are not trained to understand the 
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technicalities of the systems creates a situation 
that risks being detrimental to the justice system. 
Most users are not trained to understand algo-
rithms and relevant operations, which leads to a 
situation where the creators of artificial intelli-
gence solutions have more information than the 
users of artificial intelligence solutions. It be-
comes difficult to identify possible biases that 
would affect the outcome of cases and the lack 
of knowledge of the inputs and outputs that facil-
itate the operation of the system undermines the 
judicial norm of reasoned orders. The use of AI 
in a public institution, such as the judiciary, must 
be aware of pre-existing and inextricable social 
contexts and the dynamics that affect them. The 
EU, through European Commission for the Effi-
ciency of Justice (CEPEJ), has adopted the Eu-
ropean Ethical Charter on the Use of Artificial 
Intelligence in Judicial Systems and their Envi-
ronment. 16The Charter was developed for pub-
lic and private stakeholders responsible for the 
design and implementation of artificial intelli-
gence tools and services involving the pro-
cessing of judicial decisions and data. The Char-
ter introduced five principles to be considered in 
the use of AI in judicial systems and their envi-
ronment: respect for fundamental rights; non-
discrimination; quality and security; transparen-
cy, impartiality and fairness; and ‘under the con-
trol of the user’. It identifies the uses of AI in the 
judicial systems of EU Member States and pre-
sents an overview of the importance of open data 
policies related to judicial decisions in the judi-
cial systems of EU Member States. The Charter 
also touches on AI and legal reasoning; how AI 
can be applied in civil, commercial and adminis-
trative justice; the protection of personal data; 
and the potential limits of predictive justice 
tools. In addition, the Charter also specifies the 
uses of AI in European justice systems that can 
be encouraged. 

In order to fulfil its mission as guarantor of 
human rights and protection of individuals, the 
CEPEJ with its recent document dictated a re-
vised roadmap for the creation of a label-
ling/certification body for artificial intelligence 
systems and tools used in the field of justice, as a 
logical follow-up to the CEPEJ’s European Ethi-
cal Charter on the use of artificial intelligence in 
justice systems and their environment adopted in 
2018.  

In particular, the action plan defines the 
main guidelines of the CEPEJ, whose main ob-
jective is always to put the user at the centre of 
concerns, including in a digitised environment or 
in the course of digitisation, providing the user 

with an effective and quality public service of 
justice. These guidelines are in fact articulated 
around major axes that aim to ensure that justice 
is always transparent, collaborative, humane, 
people-centred and accessible, enlightened and 
finally accountable and responsive. The future 
work of the CEPEJ will have to take into ac-
count, for the next four years, one or more of 
these requirements. 

In light of the circumstance that the devel-
opment of information technologies and the in-
tegration of artificial intelligence in judicial sys-
tems are now an integral part of current justice 
reforms in many Council of Europe member 
states, the CEPEJ particularly wishes to recall, 
through this instrument, its essential role in the 
protection of human rights and the protection of 
individuals. 

In the same vein, the CEPEJ has just adopt-
ed its Guidelines on electronic judicial filing (e-
filing) and the digitisation of courts, the revised 
SATURN Guidelines for the management of ju-
dicial time and its programme of activities for 
2022 and 2023. 
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TRANSMISSION OF PERSONAL DATA BY PUBLIC 
AUTHORITIES 

Belgian Data Protection Authority 
(BDPA) (litigation chamber), decision 72/2021 
of 14 June 2021. 

The BDPA examined a complaint from the 
director of a non-profit association that had 
been the subject of an internal audit, and whose 
salary data had been communicated to the trade 
union representatives when the audit report was 
transmitted. 

In order to justify the disclosure of the sala-
ry data of its director, the non-profit association 
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argued that the director was the subject of a 
complaint. Thus, under its privacy policy, it was 
allowed to transfer data to third parties for the 
sake of the investigation of the case. The non-
profit association stated that the processing was 
based on Articles 6.1.d) and 6.1.e) of GDPR. 
The litigation chamber confirms that the associa-
tion, as regional public authority in charge of so-
cial action, can base its processing on article 
6.1.e) of GDPR. However, the BDPA considered 
that although the non-profit association did have 
a legal basis in national law, the processing itself 
was not necessary for exercise of relevant public 
authority, as it could simply inform the trade un-
ion representatives of the outcome of the com-
plaint, without sending them the audit report. 
The authority also rejected Article 6.1.d) of 
GDPR as a basis for processing because the pur-
pose of the processing was to assist in the resolu-
tion of a social conflict. The applicant also 
claimed further processing of his data, as the un-
ion representatives had forwarded the report to 
colleagues, who in turn forwarded it to non-
profit association’s staff. However, the BDPA 
rejected this argument due to lack of evidences. 
Finally, the litigation chamber found that the 
non-profit association had violated Articles 15.1, 
12.3 and 13.1.c of GDPR by failing to respond to 
the complainant’s request for access within the 
time limit. The authority reprimands the non-
profit association for violations of the right of 
access and Article 6.1.e) of GDPR. 

Belgian Data Protection Authority 
(BDPA) (litigation chamber), decision 55/2021 
of 22 April 2021. 

Another complaint against a public institu-
tion for refusal to erase and breach of confiden-
tiality in the processing of a file was submitted to 
the BDPA. 

The father of a child being followed by a 
childcare institution filed a complaint against the 
institution on the grounds that it (1) transferred 
confidential information to the child’s mother 
(who used it in the context of their divorce pro-
ceedings), and (2) it failed to responded to his 
request for erasure. In the course of the proceed-
ings, the complainant also argued that the data 
processing carried out by the institution was ille-
gal. The Authority notes that the institution in-
tervenes, within the framework of its legal mis-
sion, in family situations in order to provide spe-
cialised assistance and thus performs a mission 
of public interest enshrined in Belgian law. 
However, the BDPA states that the institution 
cannot rely on Article 6.1.e) of GDPR because 

the processing legal basis (i.e. a decree under na-
tional law) is not sufficiently predictable. Fur-
thermore, the authority finds that the complain-
ant was not sufficiently informed of the identity 
of the institution’s DPO. Hence a violation of 
Articles 13.1.a) and b) of GDPR was established. 
With regard to the confidentiality of the data 
transmitted by the institution to the child’s 
mother by e-mail, the litigation chamber consid-
ers it as a violation of Article 25.1 and 25.2 of 
GDPR. According to the BDPA, the institution 
failed to implement the technical and organiza-
tional measures to ensure the respect of the 
rights of the data subjects or to limit the accessi-
bility of the personal data. The Authority issues 
a reprimand for the violations of Articles 13.1.a) 
and b) and 25.1 and 25.2 of GDPR. It closes the 
complaint for the rest, and in particular for the 
violation of the right to erasure invoked by the 
father of the child, concerning his own data but 
also those of his son. The authority considers 
that the deletion of the data would indeed greatly 
harm the institution’s ability to carry out its mis-
sion correctly, especially if it is seized again of a 
file concerning this family in the future. 

ACCESS TO AND USE OF PERSONAL DATA FROM 
NATIONAL DATABASES  

 Belgian Data Protection Authority 
(BDPA) (litigation chamber), decision 
56/2021 of 26 April 2021. 

A woman filed a complaint against a bank 
which, through the intermediary of an employee 
who is the ex-husband of the complainant, con-
sulted 20 times her financial data as registered 
at the National Bank of Belgium (central credit 
register). 

The claimant alleges that her ex-husband 
used her financial data in the context of their di-
vorce proceedings. Although it accepts that the 
complainant’s ex-husband should be considered 
as the controller of the abusive consultations, the 
litigation chamber considers that it was the 
bank’s responsibility to implement technical and 
organisational measures to avoid abusive data 
processing by its employees, especially in the 
case of particularly sensitive financial data. The 
BDPA recalls that it recommends to implement 
and keep log files. In this case, the bank did have 
an access log for non-executive employees, but 
not for executive employees. The DPA considers 
this as a flagrant violation of Article 32 of 
GDPR, which requires that security of pro-
cessing operations. Since the bank is not able to 
provide information to the complainant about da-
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ta consulted, the chamber also concludes that the 
bank failed in its duty to inform (article 14.3. of 
GDPR) and does not respect the complainant’s 
right of access (article 15 of GDPR). On the oth-
er hand, the authority rejected the complainant’s 
argument that the bank’s DPO did not meet the 
independence requirement (Article 38 of 
GDPR), on the grounds that the DPO also acted 
as CISO (Chief Information Security Officer). 
The bank was ordered to bring access to the Na-
tional Bank’s register by its senior employees 
into compliance with GDPR within three 
months, and to pay an administrative fine of 
100,000 euros. 

Belgian Data Protection Authority 
(BDPA) (litigation chamber), decision 
129/2021 of 26 November 2021. 

The BDPA ruled on a complaint regarding 
access to the database of the National Register 
by a municipal employee. 

In this case, claimant discovered that his sis-
ter-in-law had accessed to National Register da-
tabase in connection with a family dispute. He 
therefore brought an action against the munici-
pality in which his sister-in-law was employed. 
It emerged from the proceedings that his sister-
in-law had asked one of her colleagues to access 
to the National Register in order to obtain infor-
mation about the claimant. In substance, the 
BDPA found that, although the proceedings 
were directed against the municipality, the 
claimant’s sister-in-law could have took part to 
the proceedings. She could have been considered 
as the data controller, since the consultation car-
ried out was of a private nature and therefore un-
related to the data processing carried out by the 
municipality. The litigation chamber considered 
that the processing had no legal basis, as it was 
not related to the public interest mission of the 
municipality. Finally, the BDPA considered that 
the municipality had violated the principle of da-
ta security because it did not have a daily consul-
tation register of the database of the National 
Register, which would have made it possible to 
control the consultations carried out. Since Bel-
gian law does not enable to fine a public authori-
ty, the municipality received a reprimand and an 
order to bring its processing activities in compli-
ance with GDPR. 

DATA PROCESSING BY TAX AUTHORITIES 

Belgian Data Protection Authority 
(BDPA) (litigation chamber), decision 66/2021 
of 4 June 2021. 

The BDPA received a complaint after a re-
fusal from the tax authorities, among other 
things, to rectify personal data whose accuracy 
was contested by the data subject.  

In this dispute, the applicant discovered she 
was mentioned as “potential figurehead” in rela-
tion to investigation opened by the defendant 
(SPF Finance) against other taxpayers. There-
fore, she filled requests to exert her rights to in-
formation, access, rectification and limitation of 
the processing. The defendant refused the re-
quest of the applicant on three grounds. First, ac-
cording to the SPF, the words “potential figure-
head” were not personal data under GDPR. 
Thus, rights to rectification and restriction of 
processing were not applicable to this infor-
mation. The BDPA recalled that, subjective as-
sessments fall under the notion of personal data 
in particular when being combined to the appli-
cant’s name and national number. Second, the 
defendant held that the applicant had already ac-
cess to her administrative file on the basis of 
administrative transparency requirements. Nev-
ertheless, DPA found that compliance with this 
requirement does not relieve the data controller 
of its duty to respond timely to requests of data 
subjects. Third, the SPF argued that it was enti-
tled to restrict, partially or totally, the applicant’s 
rights in application of the Act of 3 August 2012 
due to a risk of collusion with third parties sub-
ject to tax investigation. The BDPA however 
held that such limitations were only permitted if 
the data subject faces itself tax investigation. In 
addition, the restriction should be terminated af-
ter a time period of one year after introduction of 
a data subject request to exerts rights granted 
under GDPR. Since the defendant was not sub-
ject of an investigation and more than a year had 
elapsed at the time of the BDPA’s decision, a 
breach of the Act of 3 August 2012 on data pro-
cessing by SPF Finance and of articles 12.3, 
12.4, 14, 15, 16, 18 of GDPR was established. 
Finally, the BDPA found that, in violation of the 
Act of 3 August 2012, the defendant failed to in-
form the applicant when limitation to her rights 
ended. Therefore, a breach on the requirement to 
facilitate data subject rights was also established. 
Consequently, the authority issued a reprimand, 
ordered to comply with data subject’s requests 
and ordered to inform any data recipient of the 
rectification request.  

Brussels Court of Appeal, Brussels Mar-
kets Court, 19th Chamber A, judgment of 1 
December 2021. 

Appeal against the aforementioned decision 
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argued that the director was the subject of a 
complaint. Thus, under its privacy policy, it was 
allowed to transfer data to third parties for the 
sake of the investigation of the case. The non-
profit association stated that the processing was 
based on Articles 6.1.d) and 6.1.e) of GDPR. 
The litigation chamber confirms that the associa-
tion, as regional public authority in charge of so-
cial action, can base its processing on article 
6.1.e) of GDPR. However, the BDPA considered 
that although the non-profit association did have 
a legal basis in national law, the processing itself 
was not necessary for exercise of relevant public 
authority, as it could simply inform the trade un-
ion representatives of the outcome of the com-
plaint, without sending them the audit report. 
The authority also rejected Article 6.1.d) of 
GDPR as a basis for processing because the pur-
pose of the processing was to assist in the resolu-
tion of a social conflict. The applicant also 
claimed further processing of his data, as the un-
ion representatives had forwarded the report to 
colleagues, who in turn forwarded it to non-
profit association’s staff. However, the BDPA 
rejected this argument due to lack of evidences. 
Finally, the litigation chamber found that the 
non-profit association had violated Articles 15.1, 
12.3 and 13.1.c of GDPR by failing to respond to 
the complainant’s request for access within the 
time limit. The authority reprimands the non-
profit association for violations of the right of 
access and Article 6.1.e) of GDPR. 

Belgian Data Protection Authority 
(BDPA) (litigation chamber), decision 55/2021 
of 22 April 2021. 

Another complaint against a public institu-
tion for refusal to erase and breach of confiden-
tiality in the processing of a file was submitted to 
the BDPA. 

The father of a child being followed by a 
childcare institution filed a complaint against the 
institution on the grounds that it (1) transferred 
confidential information to the child’s mother 
(who used it in the context of their divorce pro-
ceedings), and (2) it failed to responded to his 
request for erasure. In the course of the proceed-
ings, the complainant also argued that the data 
processing carried out by the institution was ille-
gal. The Authority notes that the institution in-
tervenes, within the framework of its legal mis-
sion, in family situations in order to provide spe-
cialised assistance and thus performs a mission 
of public interest enshrined in Belgian law. 
However, the BDPA states that the institution 
cannot rely on Article 6.1.e) of GDPR because 

the processing legal basis (i.e. a decree under na-
tional law) is not sufficiently predictable. Fur-
thermore, the authority finds that the complain-
ant was not sufficiently informed of the identity 
of the institution’s DPO. Hence a violation of 
Articles 13.1.a) and b) of GDPR was established. 
With regard to the confidentiality of the data 
transmitted by the institution to the child’s 
mother by e-mail, the litigation chamber consid-
ers it as a violation of Article 25.1 and 25.2 of 
GDPR. According to the BDPA, the institution 
failed to implement the technical and organiza-
tional measures to ensure the respect of the 
rights of the data subjects or to limit the accessi-
bility of the personal data. The Authority issues 
a reprimand for the violations of Articles 13.1.a) 
and b) and 25.1 and 25.2 of GDPR. It closes the 
complaint for the rest, and in particular for the 
violation of the right to erasure invoked by the 
father of the child, concerning his own data but 
also those of his son. The authority considers 
that the deletion of the data would indeed greatly 
harm the institution’s ability to carry out its mis-
sion correctly, especially if it is seized again of a 
file concerning this family in the future. 

ACCESS TO AND USE OF PERSONAL DATA FROM 
NATIONAL DATABASES  

 Belgian Data Protection Authority 
(BDPA) (litigation chamber), decision 
56/2021 of 26 April 2021. 

A woman filed a complaint against a bank 
which, through the intermediary of an employee 
who is the ex-husband of the complainant, con-
sulted 20 times her financial data as registered 
at the National Bank of Belgium (central credit 
register). 

The claimant alleges that her ex-husband 
used her financial data in the context of their di-
vorce proceedings. Although it accepts that the 
complainant’s ex-husband should be considered 
as the controller of the abusive consultations, the 
litigation chamber considers that it was the 
bank’s responsibility to implement technical and 
organisational measures to avoid abusive data 
processing by its employees, especially in the 
case of particularly sensitive financial data. The 
BDPA recalls that it recommends to implement 
and keep log files. In this case, the bank did have 
an access log for non-executive employees, but 
not for executive employees. The DPA considers 
this as a flagrant violation of Article 32 of 
GDPR, which requires that security of pro-
cessing operations. Since the bank is not able to 
provide information to the complainant about da-
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ta consulted, the chamber also concludes that the 
bank failed in its duty to inform (article 14.3. of 
GDPR) and does not respect the complainant’s 
right of access (article 15 of GDPR). On the oth-
er hand, the authority rejected the complainant’s 
argument that the bank’s DPO did not meet the 
independence requirement (Article 38 of 
GDPR), on the grounds that the DPO also acted 
as CISO (Chief Information Security Officer). 
The bank was ordered to bring access to the Na-
tional Bank’s register by its senior employees 
into compliance with GDPR within three 
months, and to pay an administrative fine of 
100,000 euros. 

Belgian Data Protection Authority 
(BDPA) (litigation chamber), decision 
129/2021 of 26 November 2021. 

The BDPA ruled on a complaint regarding 
access to the database of the National Register 
by a municipal employee. 

In this case, claimant discovered that his sis-
ter-in-law had accessed to National Register da-
tabase in connection with a family dispute. He 
therefore brought an action against the munici-
pality in which his sister-in-law was employed. 
It emerged from the proceedings that his sister-
in-law had asked one of her colleagues to access 
to the National Register in order to obtain infor-
mation about the claimant. In substance, the 
BDPA found that, although the proceedings 
were directed against the municipality, the 
claimant’s sister-in-law could have took part to 
the proceedings. She could have been considered 
as the data controller, since the consultation car-
ried out was of a private nature and therefore un-
related to the data processing carried out by the 
municipality. The litigation chamber considered 
that the processing had no legal basis, as it was 
not related to the public interest mission of the 
municipality. Finally, the BDPA considered that 
the municipality had violated the principle of da-
ta security because it did not have a daily consul-
tation register of the database of the National 
Register, which would have made it possible to 
control the consultations carried out. Since Bel-
gian law does not enable to fine a public authori-
ty, the municipality received a reprimand and an 
order to bring its processing activities in compli-
ance with GDPR. 

DATA PROCESSING BY TAX AUTHORITIES 

Belgian Data Protection Authority 
(BDPA) (litigation chamber), decision 66/2021 
of 4 June 2021. 

The BDPA received a complaint after a re-
fusal from the tax authorities, among other 
things, to rectify personal data whose accuracy 
was contested by the data subject.  

In this dispute, the applicant discovered she 
was mentioned as “potential figurehead” in rela-
tion to investigation opened by the defendant 
(SPF Finance) against other taxpayers. There-
fore, she filled requests to exert her rights to in-
formation, access, rectification and limitation of 
the processing. The defendant refused the re-
quest of the applicant on three grounds. First, ac-
cording to the SPF, the words “potential figure-
head” were not personal data under GDPR. 
Thus, rights to rectification and restriction of 
processing were not applicable to this infor-
mation. The BDPA recalled that, subjective as-
sessments fall under the notion of personal data 
in particular when being combined to the appli-
cant’s name and national number. Second, the 
defendant held that the applicant had already ac-
cess to her administrative file on the basis of 
administrative transparency requirements. Nev-
ertheless, DPA found that compliance with this 
requirement does not relieve the data controller 
of its duty to respond timely to requests of data 
subjects. Third, the SPF argued that it was enti-
tled to restrict, partially or totally, the applicant’s 
rights in application of the Act of 3 August 2012 
due to a risk of collusion with third parties sub-
ject to tax investigation. The BDPA however 
held that such limitations were only permitted if 
the data subject faces itself tax investigation. In 
addition, the restriction should be terminated af-
ter a time period of one year after introduction of 
a data subject request to exerts rights granted 
under GDPR. Since the defendant was not sub-
ject of an investigation and more than a year had 
elapsed at the time of the BDPA’s decision, a 
breach of the Act of 3 August 2012 on data pro-
cessing by SPF Finance and of articles 12.3, 
12.4, 14, 15, 16, 18 of GDPR was established. 
Finally, the BDPA found that, in violation of the 
Act of 3 August 2012, the defendant failed to in-
form the applicant when limitation to her rights 
ended. Therefore, a breach on the requirement to 
facilitate data subject rights was also established. 
Consequently, the authority issued a reprimand, 
ordered to comply with data subject’s requests 
and ordered to inform any data recipient of the 
rectification request.  

Brussels Court of Appeal, Brussels Mar-
kets Court, 19th Chamber A, judgment of 1 
December 2021. 

Appeal against the aforementioned decision 
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argued that the director was the subject of a 
complaint. Thus, under its privacy policy, it was 
allowed to transfer data to third parties for the 
sake of the investigation of the case. The non-
profit association stated that the processing was 
based on Articles 6.1.d) and 6.1.e) of GDPR. 
The litigation chamber confirms that the associa-
tion, as regional public authority in charge of so-
cial action, can base its processing on article 
6.1.e) of GDPR. However, the BDPA considered 
that although the non-profit association did have 
a legal basis in national law, the processing itself 
was not necessary for exercise of relevant public 
authority, as it could simply inform the trade un-
ion representatives of the outcome of the com-
plaint, without sending them the audit report. 
The authority also rejected Article 6.1.d) of 
GDPR as a basis for processing because the pur-
pose of the processing was to assist in the resolu-
tion of a social conflict. The applicant also 
claimed further processing of his data, as the un-
ion representatives had forwarded the report to 
colleagues, who in turn forwarded it to non-
profit association’s staff. However, the BDPA 
rejected this argument due to lack of evidences. 
Finally, the litigation chamber found that the 
non-profit association had violated Articles 15.1, 
12.3 and 13.1.c of GDPR by failing to respond to 
the complainant’s request for access within the 
time limit. The authority reprimands the non-
profit association for violations of the right of 
access and Article 6.1.e) of GDPR. 

Belgian Data Protection Authority 
(BDPA) (litigation chamber), decision 55/2021 
of 22 April 2021. 

Another complaint against a public institu-
tion for refusal to erase and breach of confiden-
tiality in the processing of a file was submitted to 
the BDPA. 

The father of a child being followed by a 
childcare institution filed a complaint against the 
institution on the grounds that it (1) transferred 
confidential information to the child’s mother 
(who used it in the context of their divorce pro-
ceedings), and (2) it failed to responded to his 
request for erasure. In the course of the proceed-
ings, the complainant also argued that the data 
processing carried out by the institution was ille-
gal. The Authority notes that the institution in-
tervenes, within the framework of its legal mis-
sion, in family situations in order to provide spe-
cialised assistance and thus performs a mission 
of public interest enshrined in Belgian law. 
However, the BDPA states that the institution 
cannot rely on Article 6.1.e) of GDPR because 

the processing legal basis (i.e. a decree under na-
tional law) is not sufficiently predictable. Fur-
thermore, the authority finds that the complain-
ant was not sufficiently informed of the identity 
of the institution’s DPO. Hence a violation of 
Articles 13.1.a) and b) of GDPR was established. 
With regard to the confidentiality of the data 
transmitted by the institution to the child’s 
mother by e-mail, the litigation chamber consid-
ers it as a violation of Article 25.1 and 25.2 of 
GDPR. According to the BDPA, the institution 
failed to implement the technical and organiza-
tional measures to ensure the respect of the 
rights of the data subjects or to limit the accessi-
bility of the personal data. The Authority issues 
a reprimand for the violations of Articles 13.1.a) 
and b) and 25.1 and 25.2 of GDPR. It closes the 
complaint for the rest, and in particular for the 
violation of the right to erasure invoked by the 
father of the child, concerning his own data but 
also those of his son. The authority considers 
that the deletion of the data would indeed greatly 
harm the institution’s ability to carry out its mis-
sion correctly, especially if it is seized again of a 
file concerning this family in the future. 

ACCESS TO AND USE OF PERSONAL DATA FROM 
NATIONAL DATABASES  

 Belgian Data Protection Authority 
(BDPA) (litigation chamber), decision 
56/2021 of 26 April 2021. 

A woman filed a complaint against a bank 
which, through the intermediary of an employee 
who is the ex-husband of the complainant, con-
sulted 20 times her financial data as registered 
at the National Bank of Belgium (central credit 
register). 

The claimant alleges that her ex-husband 
used her financial data in the context of their di-
vorce proceedings. Although it accepts that the 
complainant’s ex-husband should be considered 
as the controller of the abusive consultations, the 
litigation chamber considers that it was the 
bank’s responsibility to implement technical and 
organisational measures to avoid abusive data 
processing by its employees, especially in the 
case of particularly sensitive financial data. The 
BDPA recalls that it recommends to implement 
and keep log files. In this case, the bank did have 
an access log for non-executive employees, but 
not for executive employees. The DPA considers 
this as a flagrant violation of Article 32 of 
GDPR, which requires that security of pro-
cessing operations. Since the bank is not able to 
provide information to the complainant about da-
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ta consulted, the chamber also concludes that the 
bank failed in its duty to inform (article 14.3. of 
GDPR) and does not respect the complainant’s 
right of access (article 15 of GDPR). On the oth-
er hand, the authority rejected the complainant’s 
argument that the bank’s DPO did not meet the 
independence requirement (Article 38 of 
GDPR), on the grounds that the DPO also acted 
as CISO (Chief Information Security Officer). 
The bank was ordered to bring access to the Na-
tional Bank’s register by its senior employees 
into compliance with GDPR within three 
months, and to pay an administrative fine of 
100,000 euros. 

Belgian Data Protection Authority 
(BDPA) (litigation chamber), decision 
129/2021 of 26 November 2021. 

The BDPA ruled on a complaint regarding 
access to the database of the National Register 
by a municipal employee. 

In this case, claimant discovered that his sis-
ter-in-law had accessed to National Register da-
tabase in connection with a family dispute. He 
therefore brought an action against the munici-
pality in which his sister-in-law was employed. 
It emerged from the proceedings that his sister-
in-law had asked one of her colleagues to access 
to the National Register in order to obtain infor-
mation about the claimant. In substance, the 
BDPA found that, although the proceedings 
were directed against the municipality, the 
claimant’s sister-in-law could have took part to 
the proceedings. She could have been considered 
as the data controller, since the consultation car-
ried out was of a private nature and therefore un-
related to the data processing carried out by the 
municipality. The litigation chamber considered 
that the processing had no legal basis, as it was 
not related to the public interest mission of the 
municipality. Finally, the BDPA considered that 
the municipality had violated the principle of da-
ta security because it did not have a daily consul-
tation register of the database of the National 
Register, which would have made it possible to 
control the consultations carried out. Since Bel-
gian law does not enable to fine a public authori-
ty, the municipality received a reprimand and an 
order to bring its processing activities in compli-
ance with GDPR. 

DATA PROCESSING BY TAX AUTHORITIES 

Belgian Data Protection Authority 
(BDPA) (litigation chamber), decision 66/2021 
of 4 June 2021. 

The BDPA received a complaint after a re-
fusal from the tax authorities, among other 
things, to rectify personal data whose accuracy 
was contested by the data subject.  

In this dispute, the applicant discovered she 
was mentioned as “potential figurehead” in rela-
tion to investigation opened by the defendant 
(SPF Finance) against other taxpayers. There-
fore, she filled requests to exert her rights to in-
formation, access, rectification and limitation of 
the processing. The defendant refused the re-
quest of the applicant on three grounds. First, ac-
cording to the SPF, the words “potential figure-
head” were not personal data under GDPR. 
Thus, rights to rectification and restriction of 
processing were not applicable to this infor-
mation. The BDPA recalled that, subjective as-
sessments fall under the notion of personal data 
in particular when being combined to the appli-
cant’s name and national number. Second, the 
defendant held that the applicant had already ac-
cess to her administrative file on the basis of 
administrative transparency requirements. Nev-
ertheless, DPA found that compliance with this 
requirement does not relieve the data controller 
of its duty to respond timely to requests of data 
subjects. Third, the SPF argued that it was enti-
tled to restrict, partially or totally, the applicant’s 
rights in application of the Act of 3 August 2012 
due to a risk of collusion with third parties sub-
ject to tax investigation. The BDPA however 
held that such limitations were only permitted if 
the data subject faces itself tax investigation. In 
addition, the restriction should be terminated af-
ter a time period of one year after introduction of 
a data subject request to exerts rights granted 
under GDPR. Since the defendant was not sub-
ject of an investigation and more than a year had 
elapsed at the time of the BDPA’s decision, a 
breach of the Act of 3 August 2012 on data pro-
cessing by SPF Finance and of articles 12.3, 
12.4, 14, 15, 16, 18 of GDPR was established. 
Finally, the BDPA found that, in violation of the 
Act of 3 August 2012, the defendant failed to in-
form the applicant when limitation to her rights 
ended. Therefore, a breach on the requirement to 
facilitate data subject rights was also established. 
Consequently, the authority issued a reprimand, 
ordered to comply with data subject’s requests 
and ordered to inform any data recipient of the 
rectification request.  

Brussels Court of Appeal, Brussels Mar-
kets Court, 19th Chamber A, judgment of 1 
December 2021. 

Appeal against the aforementioned decision 
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of the litigation chamber of the Data Protection 
Authority 66/2021 of 1st December 2021 before 
Brussels Markets Court. The Court annulled the 
BDPA’s decision. 

The Court found that the decision of the liti-
gation chamber had to be annulled since it was 
violating the precautionary principle and the ob-
ligation to provide the grounds of the decision. 
First, as pointed out by the SPF Finance (i.e. the 
appealing party), the claimant before the BDPA 
tried to use her right to lodge a complaint with 
the supervisory authority for other purposes than 
ensuring her right to data protection. In the case 
at hand, the Markets Court highlighted that an 
intention to use the right of information in order 
to know each tax investigation files where she 
was mentioned as “potential figurehead” can be 
clearly identified in the data subject complaint. 
Therefore, such “phishing expedition” consti-
tutes an abuse of right to lodge a complaint (i.e. 
using the right to lodge a complaint in order to 
obtain (1) tax information that might lead to 
prosecution of tax offence and (2) erasure of this 
information). As the Court recalled, article 54 of 
the EU charter of fundamental right prohibits the 
abuse of rights when exercising the rights en-
shrined in it (including right to data protection of 
article 8). In application of the precautionary 
principle, the BDPA had therefore to verify the 
applicant’s true intent during the preparation of 
the decision and that the right to lodge a com-
plaint was not abused by the applicant. Finally, 
before the litigation chamber, the SPF mentioned 
that pre-investigation and instigation reports are 
not “processing other than by automated means 
of personal data which form part of a filing sys-
tem or are intended to form part of a filing sys-
tem” under GDPR. However, BDPA did not 
tackle this issue and therefore failed to provide 
for area of its decision.  

USE OF ELECTRONIC IDENTITY CARD (EID) AS 
LOYALTY CARD  

Belgian Court of Cassation, judgment of 7 
October 2021. 

The Court of Cassation has quashed with re-
vert to Market Court a decision of said court, 
ruling that a customer is entitled to file legal ac-
tion to protect his right to the minimum pro-
cessing of his data in order to obtain a service, 
even if it was not actually processed. Market 
court will therefore have to rule whether a mer-
chant can use a customer’s electronic identity 
card as a loyalty card - without giving him any 
other option - or not. 

By a decision of September 17, 2019 (deci-
sion 06/2019), the litigation chamber of the 
BDPA had declared illegal - as contrary to 
GDPR - the practice that consisted, for a mer-
chant, in using the electronic identity card (and 
thus in processing the personal data contained on 
the chip) of the customer as a loyalty card, with-
out offering him any alternative. The Authority’s 
decision was overturned by the Brussels Court of 
Appeal (Market Court), in a ruling dated Febru-
ary 19, 2020. The Court’s position was that the 
complainant had finally not provided her identity 
card to the merchant, who had therefore not ef-
fectively processed her data. In a decision of 07 
October 2021, Court of Cassation overturned the 
decision of the Market Court, ruling that the 
complainant was entitled to file a complaint 
against the merchant’s practice on the basis of 
her right to the minimum processing of her data 
in order to obtain a service, even if her data was 
not actually processed. The Market Court will 
therefore have to rule on this case again. 

DATA PROCESSING RELATED TO COVID 19 
EPIDEMIC CRISIS 

Belgian Data Protection Authority 
(BDPA) (litigation chamber), decision 
143/2021 of 26 November 2021. 

Appeal against a provisional measure of 
suspension of data processing pronounced by the 
inspection service of the Belgian Data Protec-
tion Authority. 

On 10 November 2021, the inspection ser-
vice of the Belgian DPA suspended both the ver-
ification and the processing of the Covid-19 vac-
cination status of candidates in the recruitment 
process of a hospital network. The hospital net-
work then appealed this suspension before the 
litigation chamber of the BDPA. In this case, the 
hospital network required applicants to be vac-
cinated. The hospital network therefore had to 
process the vaccination status of the applicants. 
Unvaccinated applicants were not recruited. This 
decision is interesting for two reasons. First, it 
confirms that the vaccination status must be con-
sidered as health data. The chamber recalls that 
“health data” must be interpreted broadly. 
Hence, this notion concerns both the current 
state of health and the future state of health of 
the data subject. In this case, an unvaccinated 
person is more likely to be severely affected by 
Covid-19. That is the reason why his or her vac-
cination status is reflected in his or her medical 
record. Secondly, the litigation chamber con-
cludes from the above considerations that the le-
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gal basis for the processing of the vaccination 
status must be assessed in the light of Article 9.2 
of GDPR. In this case, the hospital network re-
lied on the legislation on staff welfare to impose 
a mandatory vaccination in the recruitment pro-
cess and to justify the processing of the vaccina-
tion status. This argument was rejected by the 
BDPA, which recalled that, at that time, there 
was no legal provision imposing compulsory 
vaccination. Therefore, this legislation could not 
serve as a legal basis for the processing of the 
vaccination status. 

Constitutional Court, judgment 10/2022 
of 20 January 2022. 

The Constitutional Court refused to suspend 
effects of several legal texts related to use of the 
Covid Safe ticket (i.e. a vaccination, test and re-
covery pass used to condition access to events 
and facilities during the pandemic). 

In Belgium, access to events and facilities 
during the pandemic is conditioned by presenta-
tion of a vaccination, test or recovery pass 
named “Covid Safe Ticket” (hereafter “CST”). 
The national framework allowing the use of the 
CST is composed of (1) a cooperation agreement 
for which both Federal authority and federated 
entities must give their assent and (2) legal in-
struments adopted by the federated entities. Un-
der this framework, the federal authority can im-
pose the use of CST for activities such as mass 
events and federated entities are allowed to ex-
tend the use of this pass to additional events and 
facilities through adoption of legal texts (e.g. 
restaurants and sport activities). Before the Con-
stitutional Court, the claimants requested sus-
pension of assent texts to the cooperation agree-
ment and the decree of the Flemish authority ex-
tending use of CST to additional facilities. Ac-
cording to the claimants, the disputed instru-
ments were creating a serious harm which could 
not be readily remedied, which is a condition to 
obtain suspension before the Court, among oth-
ers, due to the data processing activities inherent 
to use of the CST. In particular, they argued that 
a risk for personal data security because citizens’ 
data are processed by numerous data controllers 
(i.e. each organiser and manager of events and 
places where CST is mandatory). The Court 
however ruled that personal data contained in the 
CST are limited to identity data and validity du-
ration of the pass. Furthermore, the claimants 
failed to provide concrete and precise elements 
to demonstrate risk of data breaches. Hence, the 
claimants’ harm was purely of hypothetical na-
ture and cannot justify suspension of the disput-

ed legal texts.  
Court of First Instance of Namur, order 

21/20/C of 30 November 2021. 
An interim action was filed against the Wal-

loon region for the adoption of a legal frame-
work imposing use of the Covid Safe ticket 
(“CST”) to control access to facilities/events on 
the territory of Wallonia.  

In this dispute, the claimants which are non-
vaccinated citizens and an association for the de-
fense of human rights filled an interim action 
against the legal framework of the Walloon re-
gion for the use of CST as a mean to access ac-
tivities such as restaurants sport and culture. 
More specifically, the claimants targeted the De-
cree of 21 October 2021 imposing the use of 
CST in Wallonia and a Decree of assent to the 
cooperation agreement allowing the Walloon 
Region to impose use of CST. In the case at 
hand, the Court considered that Emergency (i.e. 
a condition for interim action) was met, among 
others, because use of the CST (1) was creating a 
risk of habituation to present a certificate of test, 
vaccination or recovery in order to exercise fun-
damental rights and (2) was violating rights to 
privacy and data protection. The Court also ruled 
that the claimants established, prima facie, that 
the Walloon region committed a fault likely to 
engage its liability when adopting this legal 
framework. Regarding the Decree of 21 October, 
the court considered that this text was not suffi-
ciently clear to interfere with fundamental rights 
because a 38 pages FAQ was necessary to pre-
cise situations in which the CST is mandatory. 
Furthermore, prima facie necessity and propor-
tionality of the measure were not demonstrated 
by the authorities. Finally, with regard to the De-
cree of assent, this text was adopted in violation 
of Article 36.4 of GDPR in absence of prior 
mandatory consultation of the Belgian DPA even 
if this requirement was recalled by the State 
Council. Therefore, the Court ordered the Wal-
loon region to take all appropriate steps to put an 
end to this unlawful situation. The Court also 
imposed a penalty payment of 5000 euros per 
day.  

Liege Court of Appeal, judgment 
2021/RF/24 of 7 January 2022. 

Before the Liege Court of appeal, an appeal 
is lodged against the above-mentioned order of 
the Court of first instance of Namur (order 
21/20/C of 30 November 2021). The Court an-
nulled the order because of the prima facie pro-
portionality of the Covid Safe Ticket (“CST”).  
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of the litigation chamber of the Data Protection 
Authority 66/2021 of 1st December 2021 before 
Brussels Markets Court. The Court annulled the 
BDPA’s decision. 

The Court found that the decision of the liti-
gation chamber had to be annulled since it was 
violating the precautionary principle and the ob-
ligation to provide the grounds of the decision. 
First, as pointed out by the SPF Finance (i.e. the 
appealing party), the claimant before the BDPA 
tried to use her right to lodge a complaint with 
the supervisory authority for other purposes than 
ensuring her right to data protection. In the case 
at hand, the Markets Court highlighted that an 
intention to use the right of information in order 
to know each tax investigation files where she 
was mentioned as “potential figurehead” can be 
clearly identified in the data subject complaint. 
Therefore, such “phishing expedition” consti-
tutes an abuse of right to lodge a complaint (i.e. 
using the right to lodge a complaint in order to 
obtain (1) tax information that might lead to 
prosecution of tax offence and (2) erasure of this 
information). As the Court recalled, article 54 of 
the EU charter of fundamental right prohibits the 
abuse of rights when exercising the rights en-
shrined in it (including right to data protection of 
article 8). In application of the precautionary 
principle, the BDPA had therefore to verify the 
applicant’s true intent during the preparation of 
the decision and that the right to lodge a com-
plaint was not abused by the applicant. Finally, 
before the litigation chamber, the SPF mentioned 
that pre-investigation and instigation reports are 
not “processing other than by automated means 
of personal data which form part of a filing sys-
tem or are intended to form part of a filing sys-
tem” under GDPR. However, BDPA did not 
tackle this issue and therefore failed to provide 
for area of its decision.  

USE OF ELECTRONIC IDENTITY CARD (EID) AS 
LOYALTY CARD  

Belgian Court of Cassation, judgment of 7 
October 2021. 

The Court of Cassation has quashed with re-
vert to Market Court a decision of said court, 
ruling that a customer is entitled to file legal ac-
tion to protect his right to the minimum pro-
cessing of his data in order to obtain a service, 
even if it was not actually processed. Market 
court will therefore have to rule whether a mer-
chant can use a customer’s electronic identity 
card as a loyalty card - without giving him any 
other option - or not. 

By a decision of September 17, 2019 (deci-
sion 06/2019), the litigation chamber of the 
BDPA had declared illegal - as contrary to 
GDPR - the practice that consisted, for a mer-
chant, in using the electronic identity card (and 
thus in processing the personal data contained on 
the chip) of the customer as a loyalty card, with-
out offering him any alternative. The Authority’s 
decision was overturned by the Brussels Court of 
Appeal (Market Court), in a ruling dated Febru-
ary 19, 2020. The Court’s position was that the 
complainant had finally not provided her identity 
card to the merchant, who had therefore not ef-
fectively processed her data. In a decision of 07 
October 2021, Court of Cassation overturned the 
decision of the Market Court, ruling that the 
complainant was entitled to file a complaint 
against the merchant’s practice on the basis of 
her right to the minimum processing of her data 
in order to obtain a service, even if her data was 
not actually processed. The Market Court will 
therefore have to rule on this case again. 

DATA PROCESSING RELATED TO COVID 19 
EPIDEMIC CRISIS 

Belgian Data Protection Authority 
(BDPA) (litigation chamber), decision 
143/2021 of 26 November 2021. 

Appeal against a provisional measure of 
suspension of data processing pronounced by the 
inspection service of the Belgian Data Protec-
tion Authority. 

On 10 November 2021, the inspection ser-
vice of the Belgian DPA suspended both the ver-
ification and the processing of the Covid-19 vac-
cination status of candidates in the recruitment 
process of a hospital network. The hospital net-
work then appealed this suspension before the 
litigation chamber of the BDPA. In this case, the 
hospital network required applicants to be vac-
cinated. The hospital network therefore had to 
process the vaccination status of the applicants. 
Unvaccinated applicants were not recruited. This 
decision is interesting for two reasons. First, it 
confirms that the vaccination status must be con-
sidered as health data. The chamber recalls that 
“health data” must be interpreted broadly. 
Hence, this notion concerns both the current 
state of health and the future state of health of 
the data subject. In this case, an unvaccinated 
person is more likely to be severely affected by 
Covid-19. That is the reason why his or her vac-
cination status is reflected in his or her medical 
record. Secondly, the litigation chamber con-
cludes from the above considerations that the le-
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gal basis for the processing of the vaccination 
status must be assessed in the light of Article 9.2 
of GDPR. In this case, the hospital network re-
lied on the legislation on staff welfare to impose 
a mandatory vaccination in the recruitment pro-
cess and to justify the processing of the vaccina-
tion status. This argument was rejected by the 
BDPA, which recalled that, at that time, there 
was no legal provision imposing compulsory 
vaccination. Therefore, this legislation could not 
serve as a legal basis for the processing of the 
vaccination status. 

Constitutional Court, judgment 10/2022 
of 20 January 2022. 

The Constitutional Court refused to suspend 
effects of several legal texts related to use of the 
Covid Safe ticket (i.e. a vaccination, test and re-
covery pass used to condition access to events 
and facilities during the pandemic). 

In Belgium, access to events and facilities 
during the pandemic is conditioned by presenta-
tion of a vaccination, test or recovery pass 
named “Covid Safe Ticket” (hereafter “CST”). 
The national framework allowing the use of the 
CST is composed of (1) a cooperation agreement 
for which both Federal authority and federated 
entities must give their assent and (2) legal in-
struments adopted by the federated entities. Un-
der this framework, the federal authority can im-
pose the use of CST for activities such as mass 
events and federated entities are allowed to ex-
tend the use of this pass to additional events and 
facilities through adoption of legal texts (e.g. 
restaurants and sport activities). Before the Con-
stitutional Court, the claimants requested sus-
pension of assent texts to the cooperation agree-
ment and the decree of the Flemish authority ex-
tending use of CST to additional facilities. Ac-
cording to the claimants, the disputed instru-
ments were creating a serious harm which could 
not be readily remedied, which is a condition to 
obtain suspension before the Court, among oth-
ers, due to the data processing activities inherent 
to use of the CST. In particular, they argued that 
a risk for personal data security because citizens’ 
data are processed by numerous data controllers 
(i.e. each organiser and manager of events and 
places where CST is mandatory). The Court 
however ruled that personal data contained in the 
CST are limited to identity data and validity du-
ration of the pass. Furthermore, the claimants 
failed to provide concrete and precise elements 
to demonstrate risk of data breaches. Hence, the 
claimants’ harm was purely of hypothetical na-
ture and cannot justify suspension of the disput-

ed legal texts.  
Court of First Instance of Namur, order 

21/20/C of 30 November 2021. 
An interim action was filed against the Wal-

loon region for the adoption of a legal frame-
work imposing use of the Covid Safe ticket 
(“CST”) to control access to facilities/events on 
the territory of Wallonia.  

In this dispute, the claimants which are non-
vaccinated citizens and an association for the de-
fense of human rights filled an interim action 
against the legal framework of the Walloon re-
gion for the use of CST as a mean to access ac-
tivities such as restaurants sport and culture. 
More specifically, the claimants targeted the De-
cree of 21 October 2021 imposing the use of 
CST in Wallonia and a Decree of assent to the 
cooperation agreement allowing the Walloon 
Region to impose use of CST. In the case at 
hand, the Court considered that Emergency (i.e. 
a condition for interim action) was met, among 
others, because use of the CST (1) was creating a 
risk of habituation to present a certificate of test, 
vaccination or recovery in order to exercise fun-
damental rights and (2) was violating rights to 
privacy and data protection. The Court also ruled 
that the claimants established, prima facie, that 
the Walloon region committed a fault likely to 
engage its liability when adopting this legal 
framework. Regarding the Decree of 21 October, 
the court considered that this text was not suffi-
ciently clear to interfere with fundamental rights 
because a 38 pages FAQ was necessary to pre-
cise situations in which the CST is mandatory. 
Furthermore, prima facie necessity and propor-
tionality of the measure were not demonstrated 
by the authorities. Finally, with regard to the De-
cree of assent, this text was adopted in violation 
of Article 36.4 of GDPR in absence of prior 
mandatory consultation of the Belgian DPA even 
if this requirement was recalled by the State 
Council. Therefore, the Court ordered the Wal-
loon region to take all appropriate steps to put an 
end to this unlawful situation. The Court also 
imposed a penalty payment of 5000 euros per 
day.  

Liege Court of Appeal, judgment 
2021/RF/24 of 7 January 2022. 

Before the Liege Court of appeal, an appeal 
is lodged against the above-mentioned order of 
the Court of first instance of Namur (order 
21/20/C of 30 November 2021). The Court an-
nulled the order because of the prima facie pro-
portionality of the Covid Safe Ticket (“CST”).  
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of the litigation chamber of the Data Protection 
Authority 66/2021 of 1st December 2021 before 
Brussels Markets Court. The Court annulled the 
BDPA’s decision. 

The Court found that the decision of the liti-
gation chamber had to be annulled since it was 
violating the precautionary principle and the ob-
ligation to provide the grounds of the decision. 
First, as pointed out by the SPF Finance (i.e. the 
appealing party), the claimant before the BDPA 
tried to use her right to lodge a complaint with 
the supervisory authority for other purposes than 
ensuring her right to data protection. In the case 
at hand, the Markets Court highlighted that an 
intention to use the right of information in order 
to know each tax investigation files where she 
was mentioned as “potential figurehead” can be 
clearly identified in the data subject complaint. 
Therefore, such “phishing expedition” consti-
tutes an abuse of right to lodge a complaint (i.e. 
using the right to lodge a complaint in order to 
obtain (1) tax information that might lead to 
prosecution of tax offence and (2) erasure of this 
information). As the Court recalled, article 54 of 
the EU charter of fundamental right prohibits the 
abuse of rights when exercising the rights en-
shrined in it (including right to data protection of 
article 8). In application of the precautionary 
principle, the BDPA had therefore to verify the 
applicant’s true intent during the preparation of 
the decision and that the right to lodge a com-
plaint was not abused by the applicant. Finally, 
before the litigation chamber, the SPF mentioned 
that pre-investigation and instigation reports are 
not “processing other than by automated means 
of personal data which form part of a filing sys-
tem or are intended to form part of a filing sys-
tem” under GDPR. However, BDPA did not 
tackle this issue and therefore failed to provide 
for area of its decision.  

USE OF ELECTRONIC IDENTITY CARD (EID) AS 
LOYALTY CARD  

Belgian Court of Cassation, judgment of 7 
October 2021. 

The Court of Cassation has quashed with re-
vert to Market Court a decision of said court, 
ruling that a customer is entitled to file legal ac-
tion to protect his right to the minimum pro-
cessing of his data in order to obtain a service, 
even if it was not actually processed. Market 
court will therefore have to rule whether a mer-
chant can use a customer’s electronic identity 
card as a loyalty card - without giving him any 
other option - or not. 

By a decision of September 17, 2019 (deci-
sion 06/2019), the litigation chamber of the 
BDPA had declared illegal - as contrary to 
GDPR - the practice that consisted, for a mer-
chant, in using the electronic identity card (and 
thus in processing the personal data contained on 
the chip) of the customer as a loyalty card, with-
out offering him any alternative. The Authority’s 
decision was overturned by the Brussels Court of 
Appeal (Market Court), in a ruling dated Febru-
ary 19, 2020. The Court’s position was that the 
complainant had finally not provided her identity 
card to the merchant, who had therefore not ef-
fectively processed her data. In a decision of 07 
October 2021, Court of Cassation overturned the 
decision of the Market Court, ruling that the 
complainant was entitled to file a complaint 
against the merchant’s practice on the basis of 
her right to the minimum processing of her data 
in order to obtain a service, even if her data was 
not actually processed. The Market Court will 
therefore have to rule on this case again. 

DATA PROCESSING RELATED TO COVID 19 
EPIDEMIC CRISIS 

Belgian Data Protection Authority 
(BDPA) (litigation chamber), decision 
143/2021 of 26 November 2021. 

Appeal against a provisional measure of 
suspension of data processing pronounced by the 
inspection service of the Belgian Data Protec-
tion Authority. 

On 10 November 2021, the inspection ser-
vice of the Belgian DPA suspended both the ver-
ification and the processing of the Covid-19 vac-
cination status of candidates in the recruitment 
process of a hospital network. The hospital net-
work then appealed this suspension before the 
litigation chamber of the BDPA. In this case, the 
hospital network required applicants to be vac-
cinated. The hospital network therefore had to 
process the vaccination status of the applicants. 
Unvaccinated applicants were not recruited. This 
decision is interesting for two reasons. First, it 
confirms that the vaccination status must be con-
sidered as health data. The chamber recalls that 
“health data” must be interpreted broadly. 
Hence, this notion concerns both the current 
state of health and the future state of health of 
the data subject. In this case, an unvaccinated 
person is more likely to be severely affected by 
Covid-19. That is the reason why his or her vac-
cination status is reflected in his or her medical 
record. Secondly, the litigation chamber con-
cludes from the above considerations that the le-
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gal basis for the processing of the vaccination 
status must be assessed in the light of Article 9.2 
of GDPR. In this case, the hospital network re-
lied on the legislation on staff welfare to impose 
a mandatory vaccination in the recruitment pro-
cess and to justify the processing of the vaccina-
tion status. This argument was rejected by the 
BDPA, which recalled that, at that time, there 
was no legal provision imposing compulsory 
vaccination. Therefore, this legislation could not 
serve as a legal basis for the processing of the 
vaccination status. 

Constitutional Court, judgment 10/2022 
of 20 January 2022. 

The Constitutional Court refused to suspend 
effects of several legal texts related to use of the 
Covid Safe ticket (i.e. a vaccination, test and re-
covery pass used to condition access to events 
and facilities during the pandemic). 

In Belgium, access to events and facilities 
during the pandemic is conditioned by presenta-
tion of a vaccination, test or recovery pass 
named “Covid Safe Ticket” (hereafter “CST”). 
The national framework allowing the use of the 
CST is composed of (1) a cooperation agreement 
for which both Federal authority and federated 
entities must give their assent and (2) legal in-
struments adopted by the federated entities. Un-
der this framework, the federal authority can im-
pose the use of CST for activities such as mass 
events and federated entities are allowed to ex-
tend the use of this pass to additional events and 
facilities through adoption of legal texts (e.g. 
restaurants and sport activities). Before the Con-
stitutional Court, the claimants requested sus-
pension of assent texts to the cooperation agree-
ment and the decree of the Flemish authority ex-
tending use of CST to additional facilities. Ac-
cording to the claimants, the disputed instru-
ments were creating a serious harm which could 
not be readily remedied, which is a condition to 
obtain suspension before the Court, among oth-
ers, due to the data processing activities inherent 
to use of the CST. In particular, they argued that 
a risk for personal data security because citizens’ 
data are processed by numerous data controllers 
(i.e. each organiser and manager of events and 
places where CST is mandatory). The Court 
however ruled that personal data contained in the 
CST are limited to identity data and validity du-
ration of the pass. Furthermore, the claimants 
failed to provide concrete and precise elements 
to demonstrate risk of data breaches. Hence, the 
claimants’ harm was purely of hypothetical na-
ture and cannot justify suspension of the disput-

ed legal texts.  
Court of First Instance of Namur, order 

21/20/C of 30 November 2021. 
An interim action was filed against the Wal-

loon region for the adoption of a legal frame-
work imposing use of the Covid Safe ticket 
(“CST”) to control access to facilities/events on 
the territory of Wallonia.  

In this dispute, the claimants which are non-
vaccinated citizens and an association for the de-
fense of human rights filled an interim action 
against the legal framework of the Walloon re-
gion for the use of CST as a mean to access ac-
tivities such as restaurants sport and culture. 
More specifically, the claimants targeted the De-
cree of 21 October 2021 imposing the use of 
CST in Wallonia and a Decree of assent to the 
cooperation agreement allowing the Walloon 
Region to impose use of CST. In the case at 
hand, the Court considered that Emergency (i.e. 
a condition for interim action) was met, among 
others, because use of the CST (1) was creating a 
risk of habituation to present a certificate of test, 
vaccination or recovery in order to exercise fun-
damental rights and (2) was violating rights to 
privacy and data protection. The Court also ruled 
that the claimants established, prima facie, that 
the Walloon region committed a fault likely to 
engage its liability when adopting this legal 
framework. Regarding the Decree of 21 October, 
the court considered that this text was not suffi-
ciently clear to interfere with fundamental rights 
because a 38 pages FAQ was necessary to pre-
cise situations in which the CST is mandatory. 
Furthermore, prima facie necessity and propor-
tionality of the measure were not demonstrated 
by the authorities. Finally, with regard to the De-
cree of assent, this text was adopted in violation 
of Article 36.4 of GDPR in absence of prior 
mandatory consultation of the Belgian DPA even 
if this requirement was recalled by the State 
Council. Therefore, the Court ordered the Wal-
loon region to take all appropriate steps to put an 
end to this unlawful situation. The Court also 
imposed a penalty payment of 5000 euros per 
day.  

Liege Court of Appeal, judgment 
2021/RF/24 of 7 January 2022. 

Before the Liege Court of appeal, an appeal 
is lodged against the above-mentioned order of 
the Court of first instance of Namur (order 
21/20/C of 30 November 2021). The Court an-
nulled the order because of the prima facie pro-
portionality of the Covid Safe Ticket (“CST”).  
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With regard to the assent Decree to the co-
operation agreement, the Court of appeal con-
firmed that Article 36.4. of GDPR imposes a 
prior consultation of the DPA when legal in-
struments establishing personal data processing 
are adopted. In this case, the assent Decree was 
indeed enabling data processing on the territory 
of Wallonia. Legislative and executive authori-
ties have therefore no margin of appreciation on 
the opportunity to consult the DPA especially in 
a context where the CST is considered by the 
DPA as a serious interference with right to pri-
vacy (i.e. because access to events and facilities 
is conditioned to divulgation of health-related 
data). Thus, the Court ruled that the absence of 
prior consultation constitutes a prima facie fault 
of the Walloon Region. Regarding the Decree 
imposing mandatory use of the CST in Wallonia, 
the Court adopted the following reasoning. First, 
even if FAQs couldn’t be used to specify the 
functioning of a Decree, it was not established 
that the text was prima facie not sufficiently pre-
cise to be understood by citizens. Second, it 
couldn’t be ruled out that the mandatory use of 
the CST was contrary to several fundamental 
rights enshrined also in the EU Charter, includ-
ing rights to privacy and data protection. The 
Court nevertheless considered that the Decree 
was prima facie proportionate the with the ob-
jective of avoiding congestion of the healthcare 
system. According to the Court, in a context 
where the rate of COVID-19 was high, the 
measure was proportionate and the use of the 
CST was temporary and based on a legislative 
norm. Furthermore, CST couldn’t be used in 
employment context and was not based solely on 
vaccination certificates. The lack of prior consul-
tation of the DPA was not sufficient to overrule 
the proportionality of the CST. Consequently, 
the Order of the Court of first instance was an-
nulled by the Court of Appeal.  

ADDITIONAL LANDMARK DECISION OF THE 
BELGIAN DATA PROTECTION AUTHORITY  

Belgian Data Protection Authority 
(BDPA) (litigation chamber), decision 11/2022 
of 26 November 2021. 

Decision following a complaint filed with the 
Berlin DPA and forwarded to the Belgian DPA 
under the IMI system, as the data controller was 
established in Belgium. 

This decision deals with various violations 
of GDPR in the context of the placement of 
cookies on a website. In this case, cookies were 
deposited by the defendant at the first connection 

of the data subject on a website homepage before 
appearance of an information banner appeared. 
The defendant considered that, in order to re-
ceive the information correctly, the person had to 
first choose the language in which she would be 
informed on the homepage. It also argued that 
the impact of the placement of this cookie on da-
ta subject’s terminal equipment was reduced be-
cause it was a necessary cookie. With respect to 
the language argument, the BDPA rejected it in-
sofar as the defendant was able to provide a pre-
cookie banner in English, a language commonly 
used in the world. As for the necessary cookie 
argument, the Chamber decided that, regardless 
of whether a cookie is necessary or not, the data 
subject had the right to receive prior information. 
The litigation chamber therefore found a breach 
of the principle of transparency and of the prin-
ciple of prior information of the data subject. 
The authority also found a breach of Articles 12 
and 13 of GDPR, which provide for a right to 
transparent and comprehensible information for 
the data subject who must be able to determine 
in advance the scope and the consequences of 
the processing. In this case, the defendant re-
ferred to “additional information” on its website 
and, therefore, did not fulfill its obligation to 
provide information to data subjects. Further-
more, it can be deduced from the reasoning of 
the BDPA that the use of an “http protocol” (and 
not https results) for transmitting information in-
duced a personal data transfer in “plain”. Hence, 
this fact is likely to violate the data controller’s 
obligation of data security. Finally, the BDPA 
considered that the defendant couldn’t be sanc-
tioned for the use of a cookie wall which relates 
to strictly necessary cookies. This type of cookie 
does not require the consent of the user under 
ePrivacy rules because they are necessary for the 
functioning of the website. Hence, the defendant 
is allowed to subordinates access to a website to 
their acceptance. During the proceeding, the de-
fendant implemented measures to comply with 
GDPR so that the BDPA only issued a repri-
mand. 

Belgian Data Protection Authority 
(BDPA) (litigation chamber), decision 21/2022 
of 26 November 2021. 

Decision following nine complaints against 
Interactive Advertising Bureau Europe (IAB Eu-
rope).  

This case concerns the compliance of the 
Transparency and Consent Framework (TFC) - a 
framework that facilitates the management of 
users’ preferences with regard to the processing 
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of their data - with GDPR and the impact of the 
TFC on Real-Time Bidding (RTB) (see pt. 19 et 
seq.). In a nutshell, RTB is the basis of online 
advertising placement. In this system, both the 
supply of advertising placements and the pur-
chase of advertising spaces are automated by 
means of algorithms offering targeted advertis-
ing. These algorithms process and analyse the 
user’s personal data in order to offer advertising 
that matches with the data subject’s profile. Giv-
en that RTB is particularly widespread today and 
that data processing carried out in this context 
are on a large scale, this decision is quite im-
portant. As the litigation chamber points out, 
RTB also presents risks related to profiling and 
automated decision-making, correlations be-
tween data, analysis or prediction of behaviour. 
Regarding the lawfulness of the data processing 
carried out in the context of the TFC, the litiga-
tion chamber considered that both the consent 
and the legitimate interest of the controller, as 
implemented in the TFC, cannot serve as a basis 
for the data processing carried out (pt. 429 et 
seq.).With respect to transparency, the BDPA 
considers TCF system as non-compliant with Ar-
ticles 12, 13 and 14 of GDPR to the extent that 
information are not provided in a transparent, 
comprehensible and accessible manner. The pur-
poses were also defined too generically and the 
interfaces did not allow them to be easily identi-
fied. Finally, the Chamber noted, among others, 
violations of the principles of security, integrity 
and confidentiality (pt. 477 and pt. 500). The 
Court recognised the liability of IAB Europe for 
the data processing carried out by participating 
companies within TCF (pt. 322 et seq.) and im-
posed a fine of 250,000 euros to IAB Europe.  
 

FRANCE 
edited by 
Philippe COSSALTER, Professor for French 

public Law, Universität des Saarlandes 
(Germany) 

Hicham RASSAFI-GUIBAL, Doctor in public 
law 

LEGISLATION AND CASE LAW 

Decree n. 2021-922 of 13 July 2021. 
This decree amends the Defence Code so 

that the General Secretariat for Defence and Na-
tional Security is empowered to assist the Prime 
Minister in cases where a foreign state or entity 
disseminates fraudulent information affecting 
national interests on the networks. The “service 
for vigilance and protection against foreign digi-

tal interference” is therefore created. The activi-
ty and organisation of which is regulated by this 
decree. 

Adapting the organizational structure public 
administration to the digital transformation is 
largely carried out by meaning of soft law. This 
is illustrated by two government circulars on 
management of data and algorithms and on the 
use of the State’s cloud. Mention should also be 
made of establishment of a national service for 
vigilance and protection against foreign digital 
interference  

Circular n. 6264/SG, 27 April 2021, on 
public data policy. 

The Circular aims at strengthening the ca-
pability of the State to access high value data 
and exploit them. For that purpose, it creates 
new workstations with different functions. 

Circular dated April 27, 2021 essentially de-
velops the State’s new teaching on data circula-
tion, source codes and algorithms. The circular 
has three interests. On the one hand, the circular 
intends to strengthen the digital skills of agents 
already in post, particularly in the senior civil 
service. Objectives relating to the ‘management, 
openness, circulation and sharing of data, algo-
rithms and source codes’ will have to be inte-
grated within assessment criteria for senior man-
agers. In addition, circular envisages strengthen-
ing administration’s relationship with actors pos-
sessing data of general interest with high added 
value for the public authorities’ and provides for 
the creation of a ‘mediator of data of general in-
terest’ function. Lastly, and most importantly, 
State administration organizational tools have 
been rethought to include “ministerial adminis-
trators” or “referents” at each ministerial and de-
centralised level. The code.etalab.gouv.fr plat-
form should enable dissemination of public 
source code, based on the model of the da-
ta.gouv.fr platform.  
 

Circular n. 6282/SG, 5 July 2021, on the 
doctrine for the use of cloud computing by the 
State. 

The circular begins by setting out the regula-
tory framework and outlining the public authori-
ties’ approach in France from the start of the 
implementation of eGovernment through cloud-
based e-services. It then sets out the situation up 
to the beginning of 2021, distinguishing between 
the State’s internal cloud, the cloud service for 
public procurement and the support services put 
in place for the implementation of these services. 
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With regard to the assent Decree to the co-
operation agreement, the Court of appeal con-
firmed that Article 36.4. of GDPR imposes a 
prior consultation of the DPA when legal in-
struments establishing personal data processing 
are adopted. In this case, the assent Decree was 
indeed enabling data processing on the territory 
of Wallonia. Legislative and executive authori-
ties have therefore no margin of appreciation on 
the opportunity to consult the DPA especially in 
a context where the CST is considered by the 
DPA as a serious interference with right to pri-
vacy (i.e. because access to events and facilities 
is conditioned to divulgation of health-related 
data). Thus, the Court ruled that the absence of 
prior consultation constitutes a prima facie fault 
of the Walloon Region. Regarding the Decree 
imposing mandatory use of the CST in Wallonia, 
the Court adopted the following reasoning. First, 
even if FAQs couldn’t be used to specify the 
functioning of a Decree, it was not established 
that the text was prima facie not sufficiently pre-
cise to be understood by citizens. Second, it 
couldn’t be ruled out that the mandatory use of 
the CST was contrary to several fundamental 
rights enshrined also in the EU Charter, includ-
ing rights to privacy and data protection. The 
Court nevertheless considered that the Decree 
was prima facie proportionate the with the ob-
jective of avoiding congestion of the healthcare 
system. According to the Court, in a context 
where the rate of COVID-19 was high, the 
measure was proportionate and the use of the 
CST was temporary and based on a legislative 
norm. Furthermore, CST couldn’t be used in 
employment context and was not based solely on 
vaccination certificates. The lack of prior consul-
tation of the DPA was not sufficient to overrule 
the proportionality of the CST. Consequently, 
the Order of the Court of first instance was an-
nulled by the Court of Appeal.  

ADDITIONAL LANDMARK DECISION OF THE 
BELGIAN DATA PROTECTION AUTHORITY  

Belgian Data Protection Authority 
(BDPA) (litigation chamber), decision 11/2022 
of 26 November 2021. 

Decision following a complaint filed with the 
Berlin DPA and forwarded to the Belgian DPA 
under the IMI system, as the data controller was 
established in Belgium. 

This decision deals with various violations 
of GDPR in the context of the placement of 
cookies on a website. In this case, cookies were 
deposited by the defendant at the first connection 

of the data subject on a website homepage before 
appearance of an information banner appeared. 
The defendant considered that, in order to re-
ceive the information correctly, the person had to 
first choose the language in which she would be 
informed on the homepage. It also argued that 
the impact of the placement of this cookie on da-
ta subject’s terminal equipment was reduced be-
cause it was a necessary cookie. With respect to 
the language argument, the BDPA rejected it in-
sofar as the defendant was able to provide a pre-
cookie banner in English, a language commonly 
used in the world. As for the necessary cookie 
argument, the Chamber decided that, regardless 
of whether a cookie is necessary or not, the data 
subject had the right to receive prior information. 
The litigation chamber therefore found a breach 
of the principle of transparency and of the prin-
ciple of prior information of the data subject. 
The authority also found a breach of Articles 12 
and 13 of GDPR, which provide for a right to 
transparent and comprehensible information for 
the data subject who must be able to determine 
in advance the scope and the consequences of 
the processing. In this case, the defendant re-
ferred to “additional information” on its website 
and, therefore, did not fulfill its obligation to 
provide information to data subjects. Further-
more, it can be deduced from the reasoning of 
the BDPA that the use of an “http protocol” (and 
not https results) for transmitting information in-
duced a personal data transfer in “plain”. Hence, 
this fact is likely to violate the data controller’s 
obligation of data security. Finally, the BDPA 
considered that the defendant couldn’t be sanc-
tioned for the use of a cookie wall which relates 
to strictly necessary cookies. This type of cookie 
does not require the consent of the user under 
ePrivacy rules because they are necessary for the 
functioning of the website. Hence, the defendant 
is allowed to subordinates access to a website to 
their acceptance. During the proceeding, the de-
fendant implemented measures to comply with 
GDPR so that the BDPA only issued a repri-
mand. 

Belgian Data Protection Authority 
(BDPA) (litigation chamber), decision 21/2022 
of 26 November 2021. 

Decision following nine complaints against 
Interactive Advertising Bureau Europe (IAB Eu-
rope).  

This case concerns the compliance of the 
Transparency and Consent Framework (TFC) - a 
framework that facilitates the management of 
users’ preferences with regard to the processing 
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of their data - with GDPR and the impact of the 
TFC on Real-Time Bidding (RTB) (see pt. 19 et 
seq.). In a nutshell, RTB is the basis of online 
advertising placement. In this system, both the 
supply of advertising placements and the pur-
chase of advertising spaces are automated by 
means of algorithms offering targeted advertis-
ing. These algorithms process and analyse the 
user’s personal data in order to offer advertising 
that matches with the data subject’s profile. Giv-
en that RTB is particularly widespread today and 
that data processing carried out in this context 
are on a large scale, this decision is quite im-
portant. As the litigation chamber points out, 
RTB also presents risks related to profiling and 
automated decision-making, correlations be-
tween data, analysis or prediction of behaviour. 
Regarding the lawfulness of the data processing 
carried out in the context of the TFC, the litiga-
tion chamber considered that both the consent 
and the legitimate interest of the controller, as 
implemented in the TFC, cannot serve as a basis 
for the data processing carried out (pt. 429 et 
seq.).With respect to transparency, the BDPA 
considers TCF system as non-compliant with Ar-
ticles 12, 13 and 14 of GDPR to the extent that 
information are not provided in a transparent, 
comprehensible and accessible manner. The pur-
poses were also defined too generically and the 
interfaces did not allow them to be easily identi-
fied. Finally, the Chamber noted, among others, 
violations of the principles of security, integrity 
and confidentiality (pt. 477 and pt. 500). The 
Court recognised the liability of IAB Europe for 
the data processing carried out by participating 
companies within TCF (pt. 322 et seq.) and im-
posed a fine of 250,000 euros to IAB Europe.  
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LEGISLATION AND CASE LAW 

Decree n. 2021-922 of 13 July 2021. 
This decree amends the Defence Code so 

that the General Secretariat for Defence and Na-
tional Security is empowered to assist the Prime 
Minister in cases where a foreign state or entity 
disseminates fraudulent information affecting 
national interests on the networks. The “service 
for vigilance and protection against foreign digi-

tal interference” is therefore created. The activi-
ty and organisation of which is regulated by this 
decree. 

Adapting the organizational structure public 
administration to the digital transformation is 
largely carried out by meaning of soft law. This 
is illustrated by two government circulars on 
management of data and algorithms and on the 
use of the State’s cloud. Mention should also be 
made of establishment of a national service for 
vigilance and protection against foreign digital 
interference  

Circular n. 6264/SG, 27 April 2021, on 
public data policy. 

The Circular aims at strengthening the ca-
pability of the State to access high value data 
and exploit them. For that purpose, it creates 
new workstations with different functions. 

Circular dated April 27, 2021 essentially de-
velops the State’s new teaching on data circula-
tion, source codes and algorithms. The circular 
has three interests. On the one hand, the circular 
intends to strengthen the digital skills of agents 
already in post, particularly in the senior civil 
service. Objectives relating to the ‘management, 
openness, circulation and sharing of data, algo-
rithms and source codes’ will have to be inte-
grated within assessment criteria for senior man-
agers. In addition, circular envisages strengthen-
ing administration’s relationship with actors pos-
sessing data of general interest with high added 
value for the public authorities’ and provides for 
the creation of a ‘mediator of data of general in-
terest’ function. Lastly, and most importantly, 
State administration organizational tools have 
been rethought to include “ministerial adminis-
trators” or “referents” at each ministerial and de-
centralised level. The code.etalab.gouv.fr plat-
form should enable dissemination of public 
source code, based on the model of the da-
ta.gouv.fr platform.  
 

Circular n. 6282/SG, 5 July 2021, on the 
doctrine for the use of cloud computing by the 
State. 

The circular begins by setting out the regula-
tory framework and outlining the public authori-
ties’ approach in France from the start of the 
implementation of eGovernment through cloud-
based e-services. It then sets out the situation up 
to the beginning of 2021, distinguishing between 
the State’s internal cloud, the cloud service for 
public procurement and the support services put 
in place for the implementation of these services. 
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With regard to the assent Decree to the co-
operation agreement, the Court of appeal con-
firmed that Article 36.4. of GDPR imposes a 
prior consultation of the DPA when legal in-
struments establishing personal data processing 
are adopted. In this case, the assent Decree was 
indeed enabling data processing on the territory 
of Wallonia. Legislative and executive authori-
ties have therefore no margin of appreciation on 
the opportunity to consult the DPA especially in 
a context where the CST is considered by the 
DPA as a serious interference with right to pri-
vacy (i.e. because access to events and facilities 
is conditioned to divulgation of health-related 
data). Thus, the Court ruled that the absence of 
prior consultation constitutes a prima facie fault 
of the Walloon Region. Regarding the Decree 
imposing mandatory use of the CST in Wallonia, 
the Court adopted the following reasoning. First, 
even if FAQs couldn’t be used to specify the 
functioning of a Decree, it was not established 
that the text was prima facie not sufficiently pre-
cise to be understood by citizens. Second, it 
couldn’t be ruled out that the mandatory use of 
the CST was contrary to several fundamental 
rights enshrined also in the EU Charter, includ-
ing rights to privacy and data protection. The 
Court nevertheless considered that the Decree 
was prima facie proportionate the with the ob-
jective of avoiding congestion of the healthcare 
system. According to the Court, in a context 
where the rate of COVID-19 was high, the 
measure was proportionate and the use of the 
CST was temporary and based on a legislative 
norm. Furthermore, CST couldn’t be used in 
employment context and was not based solely on 
vaccination certificates. The lack of prior consul-
tation of the DPA was not sufficient to overrule 
the proportionality of the CST. Consequently, 
the Order of the Court of first instance was an-
nulled by the Court of Appeal.  

ADDITIONAL LANDMARK DECISION OF THE 
BELGIAN DATA PROTECTION AUTHORITY  

Belgian Data Protection Authority 
(BDPA) (litigation chamber), decision 11/2022 
of 26 November 2021. 

Decision following a complaint filed with the 
Berlin DPA and forwarded to the Belgian DPA 
under the IMI system, as the data controller was 
established in Belgium. 

This decision deals with various violations 
of GDPR in the context of the placement of 
cookies on a website. In this case, cookies were 
deposited by the defendant at the first connection 

of the data subject on a website homepage before 
appearance of an information banner appeared. 
The defendant considered that, in order to re-
ceive the information correctly, the person had to 
first choose the language in which she would be 
informed on the homepage. It also argued that 
the impact of the placement of this cookie on da-
ta subject’s terminal equipment was reduced be-
cause it was a necessary cookie. With respect to 
the language argument, the BDPA rejected it in-
sofar as the defendant was able to provide a pre-
cookie banner in English, a language commonly 
used in the world. As for the necessary cookie 
argument, the Chamber decided that, regardless 
of whether a cookie is necessary or not, the data 
subject had the right to receive prior information. 
The litigation chamber therefore found a breach 
of the principle of transparency and of the prin-
ciple of prior information of the data subject. 
The authority also found a breach of Articles 12 
and 13 of GDPR, which provide for a right to 
transparent and comprehensible information for 
the data subject who must be able to determine 
in advance the scope and the consequences of 
the processing. In this case, the defendant re-
ferred to “additional information” on its website 
and, therefore, did not fulfill its obligation to 
provide information to data subjects. Further-
more, it can be deduced from the reasoning of 
the BDPA that the use of an “http protocol” (and 
not https results) for transmitting information in-
duced a personal data transfer in “plain”. Hence, 
this fact is likely to violate the data controller’s 
obligation of data security. Finally, the BDPA 
considered that the defendant couldn’t be sanc-
tioned for the use of a cookie wall which relates 
to strictly necessary cookies. This type of cookie 
does not require the consent of the user under 
ePrivacy rules because they are necessary for the 
functioning of the website. Hence, the defendant 
is allowed to subordinates access to a website to 
their acceptance. During the proceeding, the de-
fendant implemented measures to comply with 
GDPR so that the BDPA only issued a repri-
mand. 

Belgian Data Protection Authority 
(BDPA) (litigation chamber), decision 21/2022 
of 26 November 2021. 

Decision following nine complaints against 
Interactive Advertising Bureau Europe (IAB Eu-
rope).  

This case concerns the compliance of the 
Transparency and Consent Framework (TFC) - a 
framework that facilitates the management of 
users’ preferences with regard to the processing 
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of their data - with GDPR and the impact of the 
TFC on Real-Time Bidding (RTB) (see pt. 19 et 
seq.). In a nutshell, RTB is the basis of online 
advertising placement. In this system, both the 
supply of advertising placements and the pur-
chase of advertising spaces are automated by 
means of algorithms offering targeted advertis-
ing. These algorithms process and analyse the 
user’s personal data in order to offer advertising 
that matches with the data subject’s profile. Giv-
en that RTB is particularly widespread today and 
that data processing carried out in this context 
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RTB also presents risks related to profiling and 
automated decision-making, correlations be-
tween data, analysis or prediction of behaviour. 
Regarding the lawfulness of the data processing 
carried out in the context of the TFC, the litiga-
tion chamber considered that both the consent 
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comprehensible and accessible manner. The pur-
poses were also defined too generically and the 
interfaces did not allow them to be easily identi-
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violations of the principles of security, integrity 
and confidentiality (pt. 477 and pt. 500). The 
Court recognised the liability of IAB Europe for 
the data processing carried out by participating 
companies within TCF (pt. 322 et seq.) and im-
posed a fine of 250,000 euros to IAB Europe.  
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LEGISLATION AND CASE LAW 

Decree n. 2021-922 of 13 July 2021. 
This decree amends the Defence Code so 

that the General Secretariat for Defence and Na-
tional Security is empowered to assist the Prime 
Minister in cases where a foreign state or entity 
disseminates fraudulent information affecting 
national interests on the networks. The “service 
for vigilance and protection against foreign digi-

tal interference” is therefore created. The activi-
ty and organisation of which is regulated by this 
decree. 

Adapting the organizational structure public 
administration to the digital transformation is 
largely carried out by meaning of soft law. This 
is illustrated by two government circulars on 
management of data and algorithms and on the 
use of the State’s cloud. Mention should also be 
made of establishment of a national service for 
vigilance and protection against foreign digital 
interference  

Circular n. 6264/SG, 27 April 2021, on 
public data policy. 

The Circular aims at strengthening the ca-
pability of the State to access high value data 
and exploit them. For that purpose, it creates 
new workstations with different functions. 

Circular dated April 27, 2021 essentially de-
velops the State’s new teaching on data circula-
tion, source codes and algorithms. The circular 
has three interests. On the one hand, the circular 
intends to strengthen the digital skills of agents 
already in post, particularly in the senior civil 
service. Objectives relating to the ‘management, 
openness, circulation and sharing of data, algo-
rithms and source codes’ will have to be inte-
grated within assessment criteria for senior man-
agers. In addition, circular envisages strengthen-
ing administration’s relationship with actors pos-
sessing data of general interest with high added 
value for the public authorities’ and provides for 
the creation of a ‘mediator of data of general in-
terest’ function. Lastly, and most importantly, 
State administration organizational tools have 
been rethought to include “ministerial adminis-
trators” or “referents” at each ministerial and de-
centralised level. The code.etalab.gouv.fr plat-
form should enable dissemination of public 
source code, based on the model of the da-
ta.gouv.fr platform.  
 

Circular n. 6282/SG, 5 July 2021, on the 
doctrine for the use of cloud computing by the 
State. 

The circular begins by setting out the regula-
tory framework and outlining the public authori-
ties’ approach in France from the start of the 
implementation of eGovernment through cloud-
based e-services. It then sets out the situation up 
to the beginning of 2021, distinguishing between 
the State’s internal cloud, the cloud service for 
public procurement and the support services put 
in place for the implementation of these services. 
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This review of the situation leads to the conclu-
sion that the results have been positive and that 
it is appropriate to continue along these lines, to 
the point of establishing a strategy known as 
“cloud at the centre”. One of the objectives of 
this strategy will be to promote a cloud culture 
and analyse the use of this technology by IT 
teams and users. 

The circular of 5 July 2021 (JCP A 2021, 
act. 487) translates into law the political will to 
develop cloud hosting of the State’s IT services. 
The circular itself is relatively short and essen-
tially constitutes the basis for introduction of a 
technical document entitled Doctrine ‘cloud at 
the centre’ for using cloud computing within the 
State. The main objective of this act is to provide 
to accelerate the deployment of a ‘cloud culture’ 
within the central and decentralised administra-
tion, through the obligation to use cloud hosting 
for any new IT development or any ‘substantial’ 
modification of an existing tool (i.e. any modifi-
cation involving a change of service provider or 
an evolution ‘representing at least 50% of the 
manufacturing cost of the initial product’). In 
perspective opened up by circular of 8 Novem-
ber 2018 (n. 6049/SG), circular distinguishes 
three categories of cloud computing systems: 
‘internal’ cloud, which is entirely and directly 
managed by State, benefiting from special pro-
tection in order to ensure continuity of State, a 
‘dedicated’ cloud that relies on commercial of-
fers customised for the State’s needs and based 
on dedicated infrastructures, and a “commercial” 
cloud, consisting of a catalogue of solutions 
commonly offered by the market. Circular draft-
ed 5 July 2021 proposes a variation on principle 
of continuity of public service in digital admin-
istration: continuity of public service now re-
quires reversibility, portability, interoperability, 
IT security and sovereignty. The concept of ‘dig-
ital sovereignty’ is understood here, in a relative-
ly restricted sense, as capacity of State and its IT 
systems to stay independent from non-European 
law, contrary to broader meaning of the term 
presented in the report on behalf of the Senate’s 
committee of enquiry into digital sovereignty of 
1 October 2019 (No. 7, spec. p. 103). The circu-
lar of 5 July 2021 renders applicable to State 
services the reference framework and technical 
requirements established in the framework of the 
GAIA-X project, an European Union-wide data 
infrastructure project managed by a non-profit 
association under Belgian law, and intended to 
become the project on which the European Un-
ion’s data industrial strategy should be built (U. 
von der Leyen, State of the Union 2020 speech, 

16 September 2020: https ://ec.europa.eu/info 
/sites/default/files/soteu_2020_en.pdf. - See also, 
European Economic and Social Committee, 
Opinion, 18 June 2021, Digital targets for 2030). 
The submission of the French State’s cloud to 
harmonized technical requirements at European 
Union standard is likely to open up possibility of 
a leap in scale and the creation of State clouds in 
trans-European networks. 

Decree n. 2021-922, 13 July 2021, creat-
ing, under the Secretary General for Defence 
and National Security, a national service 
called “Service de vigilance et de protection 
contre les ingérences numériques étrangères” 
(Vigilance and Protection Service against 
Foreign Digital Interference). 

Institutions and administrative organization 
reforms on State’s cloud services and digital 
sovereignty. 

Decree 2021-922 of 13 July 2021 extends 
the above objective of powers held by Secretary 
General for Defence and National Security 
(Secrétariat général de la défense et de la sécu-
rité nationale), under the direct authority of the 
Prime Minister, by making him responsible for 
“identifying operations involving, directly or in-
directly a foreign state or a foreign non-state en-
tity, and aiming at the artificial or automated, 
massive and deliberate dissemination, through an 
online public communication service, of allega-
tions or imputations of facts that are clearly in-
accurate or misleading and likely to harm the 
fundamental interests of the Nation”. 

This new competence, which is broadly 
worded, joins list of competences it already had 
in digital matters, namely that of providing the 
President of the Republic and the Government 
with the provision and operation of an electronic 
command and communications network in de-
fence matters (Code de la défense, art. R. 1132-
3, 6°) and that of proposing to the Prime Minis-
ter (whose competence is established in C. dé-
fense, art. L. 2321-1) and implementing the 
Government’s policy on the security of infor-
mation systems (C. défense, art. R. 1132-3, 7°).  

Secondly, and in order to provide Secretary 
General for Defence and National Security with 
the means to exercise his new powers, Decree 
2021-922 creates the national service of vigi-
lance and protection against digital interference 
(Service de vigilance et de protection contre les 
ingérences numériques étrangères). This service 
is responsible for ‘detecting and qualifying’ all 
massive online disinformations, provided that 
they are, among other things, ‘of a nature to un-
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dermine the fundamental interests of the Nation’, 
and in particular, according to Article 3 of the 
aforementioned decree, those referred to in Arti-
cle 33-1-1 of Law 86-1067 of 30 September 
1986 on audiovisual communication, i.e., those 
initiated by an entity “controlled [...] by a for-
eign State or placed under the influence of that 
State” and whose purpose is to disseminate “in a 
deliberate manner, false information likely to al-
ter the sincerity of the vote”.  

As for the means at the disposal of this ser-
vice, the decree remains silent. In particular, no 
one knows the categories from which the civil 
servants will be recruited or the skills that the 
public servants assigned to it will have to have. 
The operational and legal resources available to 
the service are also unknown. Although it will be 
responsible for detecting disinformation opera-
tions “by analysing publicly accessible content 
on online platforms”, the truth remains that the 
authorised data processing is not (yet) known. It 
should also be noted that the fact that the content 
is publicly accessible does not make data pro-
cessing immune from need to respect right to 
privacy (see mutadis mutandis, concerning the 
experimentation authorised for benefit of tax au-
thorities by Article 154 of the Finance Act for 
2020: Conseil constitutionnel, 27 December 
2019, n. 2019-796 DC. - And CNIL, deliberation 
n. 2020-124, 10 december 2020, and review be-
low). Finally, Decree n. 2021-922 does not grant 
the Service de vigilance et de protection contre 
les ingérences numériques étrangères or the Sec-
retary General for Defence and National Security 
any powers of sanction, constraint or coercion. 
While it is understandable that the aim of this 
service is to enable an early reaction to disinfor-
mation campaigns, and thus to counter effects of 
Brandolini’s law (according to which the energy 
needed to counter false information is of a great-
er order of magnitude than that needed to dis-
seminate it), one may wonder about the real ef-
fectiveness of such a service. Apart from its al-
ready planned mission of ‘assisting’ the Secre-
tary General, or that of ‘providing any useful in-
formation’ to the Conseil supérieur de 
l’audiovisuel (CSA) and the National Commis-
sion for the Control of the Electoral Campaign 
for the Presidency of the Republic (provided for 
in Article 13 of the D. 2001-213), this new ser-
vice is in serious danger of being confined to 
role of digital watchdog, or even producer of 
‘fact checking’ content. 

 

ADMINISTRATIVE ACTS 

Council of State, united chambers, 5 May 
2021, n. 434007, Sté DMP Corporation. 

The General Meeting of the Superior Council 
of Notaries, through a public tender procedure, 
intended to subcontract notarial activities with 
third parties, establishing certain confidentiality 
requirements and the adoption of ethical codes, 
as well as the need to have the corresponding 
ETIC labeling. This decision is appealed by a 
company, and in resolution nº 434007 of May 5, 
2021, of the Conseil d’Etat decides on this pos-
sibility, concluding in this regard that the Supe-
rior Council of Notaries does not have legisla-
tive competence to authorize the subcontracting 
of certain notarial activities, nor to impose a la-
beling procedure for subcontractors who manip-
ulate electronic data of notaries, despite the ob-
ligation of these to electronically manage the da-
ta they use. 

Dematerialization of notarial activities re-
quires mandatory use of IT solutions offering 
guarantees of security, integrity and confidential-
ity. The Conseil national du notariat, an authori-
ty of public utility was entitled by Article 16 of 
Decree No. 71-941 of 26 November 1971 on 
deeds drawn up by notaries with approving the 
system or systems for processing and transmit-
ting notarial information. On this basis Conseil 
supérieur du notariat adopted a resolution on 2 
and 3 July 2019 establishing ‘as a first step’, 
pending possible regulation ‘at a later stage’, the 
rules applicable to notaries’ subcontractors. The 
Conseil d’Etat rescinds the resolution on the 
ground of lack of jurisdiction (JCP N 2021, act. 
659). 

The Conseil d’Etat grounded its decision on 
3 points: 1. the labelling is not provided for by 
any legislative or regulatory text; 2. the resolu-
tion anticipates an approval procedure that does 
not exist and defines its scope, whereas no legis-
lative or regulatory provision assigns this com-
petence to the Conseil supérieur du notariat; and 
3. the resolution prohibits subcontracting of cer-
tain acts whereas no legislative or regulatory text 
provides for such a prohibition.  

This decision of the Conseil d’Etat raises 
two points. On the one hand, certain texts that 
initiate a dematerialisation process often turn out 
to be imprecise or incomplete. On the other 
hand, this relative ‘vacuum’ is filled by practi-
tioners who, in so doing, exceed their own com-
petence.  
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ADMINISTRATIVE ACTS 

Council of State, united chambers, 5 May 
2021, n. 434007, Sté DMP Corporation. 
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This decision of the Conseil d’Etat raises 
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Article 11 of Law n. 2016-1321 of 7 Octo-
ber 2016 for a Digital Republic created article 
L. 321-3 of the Code on relations between the 
public and the administration (CRPA).  

The introduction by this rule of article L-
321-3 in Law 2016-1321 implies that, without 
prejudice to the intellectual property rights of 
third parties, Public Administrations may not 
prevent the reuse of the content of the databases 
that they publish and make available to third 
parties, except those that have been produced by 
the Public Administrations as part of the provi-
sion of a public service that has an industrial 
character or commercial. 

While fact of the given product data pro-
duced in the context of direct management is (in 
principle) easy to forsee, relationship with the 
Administration’s co-contractors in event of re-
course to public contracts or concessions is more 
complex. The property of the data produced may 
be questioned and, above all, although the obli-
gation to disseminate is incumbent on the admin-
istrations, it does not seem to be imposed direct-
ly on co-contractors and must find expression in 
the contract.  

FNCCR model contract.  
National Federation of awarding authorities 

(concession) (FNCCR) has already introduced a 
stipulation on the re-use of the data produced in-
to its model contract for electricity distribution 
published at the end of 2018. According to Art. 
15 of the FNCCR model contract, distribution 
system operator shall communicate to conces-
sioning authority and to competent local authori-
ties or public establishments data from metering 
devices that are useful exercising of their compe-
tences, in particular those that make it possible 
to draw up and evaluate the regional climate, air 
and energy plans and the territorial climate-air-
energy plans provided for in Articles L. 222-1 to 
L. 222-3, L. 229-25 and L. 229-26 of the Envi-
ronmental Code. 

Article 16 B then provides for the transmis-
sion to the public of data relating to the capacity 
of networks upstream of source substations and 
the capacity of these substations, for competitive 
reasons. 

This contract model that can be adapted with 
difficulty in practice must be referred to a specif-
ic subject. 

The new CCAG. 
Effects of new provisions introduced in the 

model General Administrative Conditions of 
Contract (Cahiers des clauses administratives 
générales - CCAG) for public procurement may 

be much wider. Six CCAG were published on 
1st April 2021. They all contain, in articles that 
may differ slightly, which makes it impossible to 
cite them in a coordinated manner, three types of 
stipulations relating to the data produced. Firstly, 
the co-contractors are subject to the RGPD and 
must therefore ensure the protection of the per-
sonal data collected (CCAG, art. 5). Secondly, 
the CCAG (with the exception of the works 
CCAG) deal with the fate of data essential to the 
performance of a public service. Thirdly, the 
GCC deal very comprehensively with the re-use 
of “results”. The results “refer to all elements, 
whatever their form, nature and medium, which 
are produced in the context of the services of the 
contract, such as, in particular, intellectual works 
(including software and their documentation), 
databases, [...]” (CCAG Intellectual services 
(Prestations intellectuelles), Art. 32.1). The 
CCAG PI provides, for instance, for the results 
consisting of databases to be extracted and used 
freely by the purchaser “in particular with a view 
to making public information available for re-use 
free of charge or against payment” (CCAG PI, 
Art. 35.4.3). 

PUBLIC SERVICES  

D. n. 2021-279, 13 March 2021, contain-
ing various provisions relating to the national 
identity card and the processing of personal 
data known as “secure electronic documents” 
(TES). 

The decree implements the provisions of the 
Regulation EU 2019/1157 of the 20 June 2019 
on strengthening the security of EU citizens’ 
identity cards and the residence documents is-
sued to EU citizens and their family members 
exercising their right to free movement. Firstly, 
the decree states that, within the national identi-
ty card, an electronic component comprising bi-
ometric elements, digitized image of its holder 
and two fingerprints, must be integrated. It also 
imposes mandatory collection of fingerprints, 
except for minors of 12 years, reduces the period 
of validity of national identity cards to 10 years, 
and requires the presence of an electronic stamp 
visible on the title containing signed data of the 
holder. In addition, the decree makes changes to 
the procedure for issuing identity cards concern-
ing people who are detained or physically una-
ble to move. For these subjects, photographs are 
taken by prefecture or town hall officials who 
travel with a mobile device to record the appli-
cations for identity cards.  

Introducing electronic national identity card 
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(CNIe), rendered mandatory by Regulation 
2019/1157 of 20 June 2019, applicable since 2 
August 2021, required adoption of Decree No. 
2021-279 of 13 March 2021 containing various 
provisions relating to national ID card and pro-
cessing of personal data known as ‘secure elec-
tronic documents’ (TES) and led the CNIL to is-
sue its opinion No. 2021-022 of 11 February 
2021.  

Decree n. 2021-279 of 13 March 2021 
adapts Decree No. 55-1397 of 22 October 1955 
to the new security requirements for national 
identity cards.  

In order to reduce cases of identity theft, the 
decree states that, within the national identity 
card, an electronic component comprising bio-
metric elements, digitized image of its holder 
and two fingerprints, must be integrated. It also 
imposes mandatory collection of fingerprints, 
except for minors of 12 years, reduces the period 
of validity of national identity cards to 10 years, 
and requires the presence of an electronic stamp 
visible on the title containing signed data of the 
holder. 

This adaptation aims to improve the security 
of identity documents and, consequently, to 
strengthen the fight against identity theft, which 
the ministry indicates affects 200,000 people per 
year. The CNIe will now have several secure 
electronic components, including an “electronic 
component”, i.e. an electronic chip engraved 
with a Marianne and an electronic stamp as pro-
vided for in Regulation 910/2014 of 23 July 
2014 known as eIDAS (but whose level of certi-
fication - simple, advanced or qualified - is un-
known).  

National digital identity card: CNIL, De-
liberation n. 2021-022, 11 February 2021, on a 
draft decree amending Decree n. 55-1397 of 
22 October 1955 establishing the national 
identity card and Decree n. 2016-1460 of 28 
October 2016 authorising the creation of a 
personal data processing system relating to 
passports and national identity cards (request 
for opinion n. 20015262). 

Giving its opinion on the draft decree, the 
CNIL highlights the sensitivity of the data con-
tained in the TES file and recalles that, accord-
ing to Cons. const., 22 March 2012, n. 2012-652 
DC, the use of these data should be limited only 
for the purpose to which they were acquired, in 
order to better protect the privacy needs of citi-
zens. Although these reversations, the CNIL 
states that the CNIe will be an important mile-

stone on the road to establish a real “State digi-
tal identity” and an opportunity to access to a 
secure device offering digital identity services. 
In order to maximise the benefits of instrument, 
the Commission stresses the importance of tak-
ing into account the issues related to digital in-
clusion, especially for people with disabilities.  

On 11 February 2021, CNIL issued its opin-
ion on the draft decree, which became decree no. 
2021-279 of 13 March 2021, refered to above. 
The CNIL’s opinion is interesting in several re-
spects. First of all, it should be remembered that 
the implementation of the CNIe will require ac-
cess to the TES file, which contains the civil and 
physical identification details of people holding 
a national ID card or passport. However, drafting 
of this file, initially provided for by the law of 27 
March 2012 on the protection of identity, was 
censured by Constitutional Council (Cons. 
const., 22 March 2012, No. 2012-652 DC). Sen-
sitivity of a file containing the identity data of all 
(or almost all) nationals, which detractors had 
renamed the “database of honest people”, mean-
ing that the use of data should be limited to the 
sole purpose of issuing and checking validity of 
identity documents, to the exclusion of any ad-
ministrative or judicial police purpose. In addi-
tion, risks associated to creation of such a sensi-
tive centralised database had led the CNIL to ex-
press serious reservations about the creation and 
use of this file (CNIL, deliberation no. 2016-292, 
29 September 2016). The TES file, finally creat-
ed by Decree No. 2016-1460 of 28 October 
2016, now contains the surname and first names, 
date and place of birth, sex, eye colour, but also 
the digitalized image of the face, fingerprints, or 
even email address and telephone number, if ap-
plicable, of the citizens concerned. In its opinion 
of 11 February 2021, CNIL reiterated its reserva-
tions about such a file, pointing out that it re-
mains a ‘singular file’ so that it has always been 
particularly attentive to substantial guarantees to 
be implemented in order to supervise use of this 
processing and intends to exert control in the 
context of the changes taking place 

Having set out reservations of principle, it 
should be mentioned that the CNIe is an im-
portant milestone on the road to establishing a 
State digital identity that should make it possible 
both to identify a person (to know the identity of 
a person) and to authenticate him or her (to veri-
fy that the person concerned is who he or she 
claims to be). The CNIe’s electronic components 
will therefore be integrated into existing authen-
tication solutions, such as ALICEM (see below) 
and FranceConnect. With this objective of mak-
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Article 11 of Law n. 2016-1321 of 7 Octo-
ber 2016 for a Digital Republic created article 
L. 321-3 of the Code on relations between the 
public and the administration (CRPA).  

The introduction by this rule of article L-
321-3 in Law 2016-1321 implies that, without 
prejudice to the intellectual property rights of 
third parties, Public Administrations may not 
prevent the reuse of the content of the databases 
that they publish and make available to third 
parties, except those that have been produced by 
the Public Administrations as part of the provi-
sion of a public service that has an industrial 
character or commercial. 

While fact of the given product data pro-
duced in the context of direct management is (in 
principle) easy to forsee, relationship with the 
Administration’s co-contractors in event of re-
course to public contracts or concessions is more 
complex. The property of the data produced may 
be questioned and, above all, although the obli-
gation to disseminate is incumbent on the admin-
istrations, it does not seem to be imposed direct-
ly on co-contractors and must find expression in 
the contract.  

FNCCR model contract.  
National Federation of awarding authorities 

(concession) (FNCCR) has already introduced a 
stipulation on the re-use of the data produced in-
to its model contract for electricity distribution 
published at the end of 2018. According to Art. 
15 of the FNCCR model contract, distribution 
system operator shall communicate to conces-
sioning authority and to competent local authori-
ties or public establishments data from metering 
devices that are useful exercising of their compe-
tences, in particular those that make it possible 
to draw up and evaluate the regional climate, air 
and energy plans and the territorial climate-air-
energy plans provided for in Articles L. 222-1 to 
L. 222-3, L. 229-25 and L. 229-26 of the Envi-
ronmental Code. 

Article 16 B then provides for the transmis-
sion to the public of data relating to the capacity 
of networks upstream of source substations and 
the capacity of these substations, for competitive 
reasons. 

This contract model that can be adapted with 
difficulty in practice must be referred to a specif-
ic subject. 

The new CCAG. 
Effects of new provisions introduced in the 

model General Administrative Conditions of 
Contract (Cahiers des clauses administratives 
générales - CCAG) for public procurement may 

be much wider. Six CCAG were published on 
1st April 2021. They all contain, in articles that 
may differ slightly, which makes it impossible to 
cite them in a coordinated manner, three types of 
stipulations relating to the data produced. Firstly, 
the co-contractors are subject to the RGPD and 
must therefore ensure the protection of the per-
sonal data collected (CCAG, art. 5). Secondly, 
the CCAG (with the exception of the works 
CCAG) deal with the fate of data essential to the 
performance of a public service. Thirdly, the 
GCC deal very comprehensively with the re-use 
of “results”. The results “refer to all elements, 
whatever their form, nature and medium, which 
are produced in the context of the services of the 
contract, such as, in particular, intellectual works 
(including software and their documentation), 
databases, [...]” (CCAG Intellectual services 
(Prestations intellectuelles), Art. 32.1). The 
CCAG PI provides, for instance, for the results 
consisting of databases to be extracted and used 
freely by the purchaser “in particular with a view 
to making public information available for re-use 
free of charge or against payment” (CCAG PI, 
Art. 35.4.3). 

PUBLIC SERVICES  

D. n. 2021-279, 13 March 2021, contain-
ing various provisions relating to the national 
identity card and the processing of personal 
data known as “secure electronic documents” 
(TES). 

The decree implements the provisions of the 
Regulation EU 2019/1157 of the 20 June 2019 
on strengthening the security of EU citizens’ 
identity cards and the residence documents is-
sued to EU citizens and their family members 
exercising their right to free movement. Firstly, 
the decree states that, within the national identi-
ty card, an electronic component comprising bi-
ometric elements, digitized image of its holder 
and two fingerprints, must be integrated. It also 
imposes mandatory collection of fingerprints, 
except for minors of 12 years, reduces the period 
of validity of national identity cards to 10 years, 
and requires the presence of an electronic stamp 
visible on the title containing signed data of the 
holder. In addition, the decree makes changes to 
the procedure for issuing identity cards concern-
ing people who are detained or physically una-
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taken by prefecture or town hall officials who 
travel with a mobile device to record the appli-
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2019/1157 of 20 June 2019, applicable since 2 
August 2021, required adoption of Decree No. 
2021-279 of 13 March 2021 containing various 
provisions relating to national ID card and pro-
cessing of personal data known as ‘secure elec-
tronic documents’ (TES) and led the CNIL to is-
sue its opinion No. 2021-022 of 11 February 
2021.  

Decree n. 2021-279 of 13 March 2021 
adapts Decree No. 55-1397 of 22 October 1955 
to the new security requirements for national 
identity cards.  

In order to reduce cases of identity theft, the 
decree states that, within the national identity 
card, an electronic component comprising bio-
metric elements, digitized image of its holder 
and two fingerprints, must be integrated. It also 
imposes mandatory collection of fingerprints, 
except for minors of 12 years, reduces the period 
of validity of national identity cards to 10 years, 
and requires the presence of an electronic stamp 
visible on the title containing signed data of the 
holder. 

This adaptation aims to improve the security 
of identity documents and, consequently, to 
strengthen the fight against identity theft, which 
the ministry indicates affects 200,000 people per 
year. The CNIe will now have several secure 
electronic components, including an “electronic 
component”, i.e. an electronic chip engraved 
with a Marianne and an electronic stamp as pro-
vided for in Regulation 910/2014 of 23 July 
2014 known as eIDAS (but whose level of certi-
fication - simple, advanced or qualified - is un-
known).  

National digital identity card: CNIL, De-
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draft decree amending Decree n. 55-1397 of 
22 October 1955 establishing the national 
identity card and Decree n. 2016-1460 of 28 
October 2016 authorising the creation of a 
personal data processing system relating to 
passports and national identity cards (request 
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Giving its opinion on the draft decree, the 
CNIL highlights the sensitivity of the data con-
tained in the TES file and recalles that, accord-
ing to Cons. const., 22 March 2012, n. 2012-652 
DC, the use of these data should be limited only 
for the purpose to which they were acquired, in 
order to better protect the privacy needs of citi-
zens. Although these reversations, the CNIL 
states that the CNIe will be an important mile-

stone on the road to establish a real “State digi-
tal identity” and an opportunity to access to a 
secure device offering digital identity services. 
In order to maximise the benefits of instrument, 
the Commission stresses the importance of tak-
ing into account the issues related to digital in-
clusion, especially for people with disabilities.  

On 11 February 2021, CNIL issued its opin-
ion on the draft decree, which became decree no. 
2021-279 of 13 March 2021, refered to above. 
The CNIL’s opinion is interesting in several re-
spects. First of all, it should be remembered that 
the implementation of the CNIe will require ac-
cess to the TES file, which contains the civil and 
physical identification details of people holding 
a national ID card or passport. However, drafting 
of this file, initially provided for by the law of 27 
March 2012 on the protection of identity, was 
censured by Constitutional Council (Cons. 
const., 22 March 2012, No. 2012-652 DC). Sen-
sitivity of a file containing the identity data of all 
(or almost all) nationals, which detractors had 
renamed the “database of honest people”, mean-
ing that the use of data should be limited to the 
sole purpose of issuing and checking validity of 
identity documents, to the exclusion of any ad-
ministrative or judicial police purpose. In addi-
tion, risks associated to creation of such a sensi-
tive centralised database had led the CNIL to ex-
press serious reservations about the creation and 
use of this file (CNIL, deliberation no. 2016-292, 
29 September 2016). The TES file, finally creat-
ed by Decree No. 2016-1460 of 28 October 
2016, now contains the surname and first names, 
date and place of birth, sex, eye colour, but also 
the digitalized image of the face, fingerprints, or 
even email address and telephone number, if ap-
plicable, of the citizens concerned. In its opinion 
of 11 February 2021, CNIL reiterated its reserva-
tions about such a file, pointing out that it re-
mains a ‘singular file’ so that it has always been 
particularly attentive to substantial guarantees to 
be implemented in order to supervise use of this 
processing and intends to exert control in the 
context of the changes taking place 

Having set out reservations of principle, it 
should be mentioned that the CNIe is an im-
portant milestone on the road to establishing a 
State digital identity that should make it possible 
both to identify a person (to know the identity of 
a person) and to authenticate him or her (to veri-
fy that the person concerned is who he or she 
claims to be). The CNIe’s electronic components 
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tication solutions, such as ALICEM (see below) 
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August 2021, required adoption of Decree No. 
2021-279 of 13 March 2021 containing various 
provisions relating to national ID card and pro-
cessing of personal data known as ‘secure elec-
tronic documents’ (TES) and led the CNIL to is-
sue its opinion No. 2021-022 of 11 February 
2021.  

Decree n. 2021-279 of 13 March 2021 
adapts Decree No. 55-1397 of 22 October 1955 
to the new security requirements for national 
identity cards.  

In order to reduce cases of identity theft, the 
decree states that, within the national identity 
card, an electronic component comprising bio-
metric elements, digitized image of its holder 
and two fingerprints, must be integrated. It also 
imposes mandatory collection of fingerprints, 
except for minors of 12 years, reduces the period 
of validity of national identity cards to 10 years, 
and requires the presence of an electronic stamp 
visible on the title containing signed data of the 
holder. 

This adaptation aims to improve the security 
of identity documents and, consequently, to 
strengthen the fight against identity theft, which 
the ministry indicates affects 200,000 people per 
year. The CNIe will now have several secure 
electronic components, including an “electronic 
component”, i.e. an electronic chip engraved 
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2014 known as eIDAS (but whose level of certi-
fication - simple, advanced or qualified - is un-
known).  

National digital identity card: CNIL, De-
liberation n. 2021-022, 11 February 2021, on a 
draft decree amending Decree n. 55-1397 of 
22 October 1955 establishing the national 
identity card and Decree n. 2016-1460 of 28 
October 2016 authorising the creation of a 
personal data processing system relating to 
passports and national identity cards (request 
for opinion n. 20015262). 

Giving its opinion on the draft decree, the 
CNIL highlights the sensitivity of the data con-
tained in the TES file and recalles that, accord-
ing to Cons. const., 22 March 2012, n. 2012-652 
DC, the use of these data should be limited only 
for the purpose to which they were acquired, in 
order to better protect the privacy needs of citi-
zens. Although these reversations, the CNIL 
states that the CNIe will be an important mile-

stone on the road to establish a real “State digi-
tal identity” and an opportunity to access to a 
secure device offering digital identity services. 
In order to maximise the benefits of instrument, 
the Commission stresses the importance of tak-
ing into account the issues related to digital in-
clusion, especially for people with disabilities.  

On 11 February 2021, CNIL issued its opin-
ion on the draft decree, which became decree no. 
2021-279 of 13 March 2021, refered to above. 
The CNIL’s opinion is interesting in several re-
spects. First of all, it should be remembered that 
the implementation of the CNIe will require ac-
cess to the TES file, which contains the civil and 
physical identification details of people holding 
a national ID card or passport. However, drafting 
of this file, initially provided for by the law of 27 
March 2012 on the protection of identity, was 
censured by Constitutional Council (Cons. 
const., 22 March 2012, No. 2012-652 DC). Sen-
sitivity of a file containing the identity data of all 
(or almost all) nationals, which detractors had 
renamed the “database of honest people”, mean-
ing that the use of data should be limited to the 
sole purpose of issuing and checking validity of 
identity documents, to the exclusion of any ad-
ministrative or judicial police purpose. In addi-
tion, risks associated to creation of such a sensi-
tive centralised database had led the CNIL to ex-
press serious reservations about the creation and 
use of this file (CNIL, deliberation no. 2016-292, 
29 September 2016). The TES file, finally creat-
ed by Decree No. 2016-1460 of 28 October 
2016, now contains the surname and first names, 
date and place of birth, sex, eye colour, but also 
the digitalized image of the face, fingerprints, or 
even email address and telephone number, if ap-
plicable, of the citizens concerned. In its opinion 
of 11 February 2021, CNIL reiterated its reserva-
tions about such a file, pointing out that it re-
mains a ‘singular file’ so that it has always been 
particularly attentive to substantial guarantees to 
be implemented in order to supervise use of this 
processing and intends to exert control in the 
context of the changes taking place 

Having set out reservations of principle, it 
should be mentioned that the CNIe is an im-
portant milestone on the road to establishing a 
State digital identity that should make it possible 
both to identify a person (to know the identity of 
a person) and to authenticate him or her (to veri-
fy that the person concerned is who he or she 
claims to be). The CNIe’s electronic components 
will therefore be integrated into existing authen-
tication solutions, such as ALICEM (see below) 
and FranceConnect. With this objective of mak-
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ing the CNIe the central element of a State digi-
tal identity system, CNIL also recommends con-
sidering possibility that the electronic compo-
nents may deliver only part of the information 
contained, thus aiming to minimise and adapt the 
information delivered to the various services 
(public and private) according to the needs of the 
service in question. The institution of a ‘State 
digital identity’ constitutes a pre-emption by the 
State of the role of online trusted third party in 
the (regalian) domain of civil status and consti-
tutes an interesting example of State digital ex-
tension. 

Finally, it should be mentioned that the 
CNIL, like the Defender of Rights (Défenseur 
des droits); see in particular its decision No. 
2020-027, 20 May 2020), remains particularly 
attentive to the accessibility of public services, 
especially for people with disabilities. One might 
add to the above that digital disability, more 
generally, may also constitute an additional dif-
ficulty, which it would be regrettable to underes-
timate (see also, Défenseur des droits, Dématéri-
alisation et inégalités d’accès aux services pub-
lics: report 2019). 

ADMINISTRATIVE POLICE 

Decree n. 2021-464, 16 April 2021, ex-
tending the scope of information and data ex-
changes between administrations in the con-
text of administrative procedures - Draft law 
on differentiation, decentralisation, deconcen-
tration and various measures to simplify local 
public action (known as ‘4D’).  

The amendments made by the decree of 16 
April 2021 extend the scope of exchanges of in-
formation or data between administrations by 
adding the mandatory census of citizens. This 
amendment completes the list of information and 
data exchanged between administrations and 
designates the administrations from which the 
communication of this information or data is re-
quested. Thus, information on people’s income, 
diplomas, titles and professional qualifications 
will be the subject of these exchanges, as well as 
information on the situation of the family, 
schoolchildren, jobseekers and persons with re-
gard to the obligations laid down in Article L. 
111-2 of the National Services Code. 

The principle established by the Law for a 
Digital Republic in Article L. 114-8 of the Code 
of Relations between the Public and the Admin-
istration aims to reduce formalities to be final-
ized by citizens in their exchanges with Admin-
istrations. It provides for administrations to ex-

change with each other all the information or da-
ta (strictly) necessary to process a request or a 
declaration from a citizen.  

Decree n. 2021-464 of 16 April 2021 sub-
stantially amended the scope of information 
which, pursuant to Article R. 1114-9-3 of the 
CRPA, may be exchanged between administra-
tions, by including income, diplomas, education-
al situation of pupils, the situation of job seekers, 
the family situation and the military situation of 
citizens. Is extended the area of justification and 
legitimacy for the exchange of information. 

This extension of the exchange of infor-
mation between administrations does not stop 
there. The so-called ‘4D’ bill, which is currently 
examined by the National Assembly, envisages 
amending, in particular, Articles L. 114-8 and L. 
114-9 of the CRPA in order to remove the list of 
areas concerned by possibility of exchanging in-
formation between administrations. Data ex-
change becomes the standard. In addition, the 
bill provides that administrations will henceforth 
be able to spontaneously request information 
from other administrations, without any prior re-
quest or declaration from citizens concerned, for 
the sole purpose of informing them of their right 
to a possible benefit or advantage. Finally, it in-
tends to increase transparency by establishing a 
public list of the categories of data exchanged. It 
should be noted, however, that at first reading, 
the Senate sought to exempt municipalities with 
fewer than 10 000 inhabitants from obligation to 
exchange information, thereby substantially re-
stricting the scope of the administrations con-
cerned.  

The exchange of information between ad-
ministrations has a definite positive effect on the 
functioning of administrative action. It makes it 
possible to combine the advantages, in terms of 
security, of decentralised databases, and we 
know that the CNIL is reluctant to allow the cre-
ation of databases that are too large (see, for ex-
ample, the “TES” file), with power of network-
ing the information held by the various admin-
istrations. The networking of administrative da-
tabases and the cross-referencing of the data they 
contain should enable the State, in particular, 
and public bodies, in general, to (re)create pro-
files or digital “avatars” of citizens, which is not 
without raising some fundamental questions in 
the long term (see, for example, the report on the 
“TES” file, on page 10, A. Rouvroy and B. 
Stiegler, Le régime de vérité numérique. De la 
gouvernementalité algorithmique à un nouvel 
État de droit:, in La nouvelle revue des sciences 
sociales, 2015, n. 4, 113-140).  
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Platform and public service: Council of 
State, ord., 13 March 2021, n. 450163, Assoc. 
InterHop et a. 

It is not necessary to request an opinion from 
the National Commission for Informatics and 
Liberties to ascertain that the decision of the 
Minister for Solidarity and Health to entrust a 
private company with the management of vac-
cination appointments against Covid-19, in or-
der to ensure their rapidity, does not constitute a 
serious and manifestly unlawful infringement of 
the right to privacy and the protection of per-
sonal data, also in view of the data protection 
arrangements ensured by that company 

In this decision of 13 March 2021, the Con-
seil d’Etat rejects the petition presented by pro-
fessional associations against “partnership” by 
which Minister of Health and Solidarity entrust-
ed Doctolib platform, among other things, within 
management of booking of vaccination appoint-
ments, in the context of the Covid-19 pandemic. 
Beyond the legal point on the hosting of data by 
AWS, a subsidiary of an American company, but 
nevertheless holder of the health data hosting 
certification provided for in Article L. 1111-8 of 
the Public Health Code, the order is of interest 
insofar as it shows that the State did not have 
ability to develop an online appointment sched-
uling system in a timely manner. Moreover, one 
wonders about the exact legal nature of this 
“partnership” and the possible compensations 
from which Doctolib benefited.  

Decree n. 2021-1048, 4 August 2021 
This measure aims to develop a digital 

health space through an app based on two spe-
cific pillars. It would be possible to find in that 
web the shared medical file and also a wide 
range of services available for the users and of-
fered by public authorities and private opera-
tors. 

Decree n. 2021-1048 of 4 August 2021 
specifies the legal framework for the deployment 
of the digital health space, provided for in Arti-
cle L. 1111-13 of the Public Health Code, result-
ing from Law No. 2019-774 of 24 July 2019 on 
the organisation and transformation of the health 
system.  

In any case, the decree does not specify or 
mentions that, the digital health space will be ac-
cessible by a mobile phone app 

The digital health space has two important 
features. Firstly, it is a solution that aims to bring 
to life the shared medical file (Dossier médical 
partagé, DMP), which has been in the making 

since the law of 13 August 2004 and which the 
Cour des comptes (Court of Auditors) was al-
ready highlighting in 2013 the considerable ex-
penses incurred for a disappointing result (Cour 
des comptes, Le coût du dossier médical person-
nel depuis sa mise en place, Communication to 
the National Assembly’s Finance Committee, 
July 2012, published on 13 February 2013). Sec-
ondly, although it is a space developed and host-
ed by the State, a catalogue of services will be 
accessible to the user and will offer modules de-
veloped and proposed by private companies. The 
hypothesis of a specific regime for the “occupa-
tion of the State’s digital public domain” should 
provide food for thought in the future.  

Urban video surveillance: CNIL, Warn-
ing to the City of Valenciennes, 12 May 2021.  

The situation under analysis occurs when the 
company Huawei donates to the city of Valenci-
ennes devices worth €2 million to implement a 
“smart” video surveillance system, in exchange 
for a maintenance contract of €34,000 over 3 
years. The authorities are concerned because 
through these devices the company has access to 
all the facts and information that occur in the 
city. 

Video surveillance field is an area of devel-
oping legal problems, particularly with regard to 
“smart cities”. The online news website Media-
part revealed the existence of a warning letter 
sent by the CNIL to the city of Valenciennes (1 
August 2021, Videosurveillance: Valenciennes 
and its “safe city” model outside the law: 
www.mediapart.fr/journal/france/010821/videos
urveillance-valenciennes-et-son-modele-de-safe-
city-hors-la-loi) concerning the deployment of a 
“smart” video surveillance system. The particu-
larity of this affair, which to the authors’ 
knowledge has not been followed up, lies in the 
fact that the company Huawei (which the United 
States considers a threat to its internal security - 
Les Echos, Huawei reste dans le collimateur des 
Etats-Unis, 13 March 2021: www.lesechos.fr/ 
tech-medias/hightech/huawei-a-nouveau-dans-le 
-collimateur-des-etats-unis-1297991) offered the 
city of Valenciennes equipment worth more than 
€2 million, in exchange for a maintenance con-
tract of €34,000 over 3 years. Many questions 
have been raised about this generous “gift” from 
a private company to a municipality, especially 
since the CNIL revealed that the video surveil-
lance system was used for automatic reading of 
licence plates, and could also be used to detect 
the removal or deposit of an object, as well as 
intrusion into or exit from an area, rapid move-
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ing the CNIe the central element of a State digi-
tal identity system, CNIL also recommends con-
sidering possibility that the electronic compo-
nents may deliver only part of the information 
contained, thus aiming to minimise and adapt the 
information delivered to the various services 
(public and private) according to the needs of the 
service in question. The institution of a ‘State 
digital identity’ constitutes a pre-emption by the 
State of the role of online trusted third party in 
the (regalian) domain of civil status and consti-
tutes an interesting example of State digital ex-
tension. 

Finally, it should be mentioned that the 
CNIL, like the Defender of Rights (Défenseur 
des droits); see in particular its decision No. 
2020-027, 20 May 2020), remains particularly 
attentive to the accessibility of public services, 
especially for people with disabilities. One might 
add to the above that digital disability, more 
generally, may also constitute an additional dif-
ficulty, which it would be regrettable to underes-
timate (see also, Défenseur des droits, Dématéri-
alisation et inégalités d’accès aux services pub-
lics: report 2019). 

ADMINISTRATIVE POLICE 

Decree n. 2021-464, 16 April 2021, ex-
tending the scope of information and data ex-
changes between administrations in the con-
text of administrative procedures - Draft law 
on differentiation, decentralisation, deconcen-
tration and various measures to simplify local 
public action (known as ‘4D’).  

The amendments made by the decree of 16 
April 2021 extend the scope of exchanges of in-
formation or data between administrations by 
adding the mandatory census of citizens. This 
amendment completes the list of information and 
data exchanged between administrations and 
designates the administrations from which the 
communication of this information or data is re-
quested. Thus, information on people’s income, 
diplomas, titles and professional qualifications 
will be the subject of these exchanges, as well as 
information on the situation of the family, 
schoolchildren, jobseekers and persons with re-
gard to the obligations laid down in Article L. 
111-2 of the National Services Code. 

The principle established by the Law for a 
Digital Republic in Article L. 114-8 of the Code 
of Relations between the Public and the Admin-
istration aims to reduce formalities to be final-
ized by citizens in their exchanges with Admin-
istrations. It provides for administrations to ex-

change with each other all the information or da-
ta (strictly) necessary to process a request or a 
declaration from a citizen.  

Decree n. 2021-464 of 16 April 2021 sub-
stantially amended the scope of information 
which, pursuant to Article R. 1114-9-3 of the 
CRPA, may be exchanged between administra-
tions, by including income, diplomas, education-
al situation of pupils, the situation of job seekers, 
the family situation and the military situation of 
citizens. Is extended the area of justification and 
legitimacy for the exchange of information. 

This extension of the exchange of infor-
mation between administrations does not stop 
there. The so-called ‘4D’ bill, which is currently 
examined by the National Assembly, envisages 
amending, in particular, Articles L. 114-8 and L. 
114-9 of the CRPA in order to remove the list of 
areas concerned by possibility of exchanging in-
formation between administrations. Data ex-
change becomes the standard. In addition, the 
bill provides that administrations will henceforth 
be able to spontaneously request information 
from other administrations, without any prior re-
quest or declaration from citizens concerned, for 
the sole purpose of informing them of their right 
to a possible benefit or advantage. Finally, it in-
tends to increase transparency by establishing a 
public list of the categories of data exchanged. It 
should be noted, however, that at first reading, 
the Senate sought to exempt municipalities with 
fewer than 10 000 inhabitants from obligation to 
exchange information, thereby substantially re-
stricting the scope of the administrations con-
cerned.  

The exchange of information between ad-
ministrations has a definite positive effect on the 
functioning of administrative action. It makes it 
possible to combine the advantages, in terms of 
security, of decentralised databases, and we 
know that the CNIL is reluctant to allow the cre-
ation of databases that are too large (see, for ex-
ample, the “TES” file), with power of network-
ing the information held by the various admin-
istrations. The networking of administrative da-
tabases and the cross-referencing of the data they 
contain should enable the State, in particular, 
and public bodies, in general, to (re)create pro-
files or digital “avatars” of citizens, which is not 
without raising some fundamental questions in 
the long term (see, for example, the report on the 
“TES” file, on page 10, A. Rouvroy and B. 
Stiegler, Le régime de vérité numérique. De la 
gouvernementalité algorithmique à un nouvel 
État de droit:, in La nouvelle revue des sciences 
sociales, 2015, n. 4, 113-140).  
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Platform and public service: Council of 
State, ord., 13 March 2021, n. 450163, Assoc. 
InterHop et a. 

It is not necessary to request an opinion from 
the National Commission for Informatics and 
Liberties to ascertain that the decision of the 
Minister for Solidarity and Health to entrust a 
private company with the management of vac-
cination appointments against Covid-19, in or-
der to ensure their rapidity, does not constitute a 
serious and manifestly unlawful infringement of 
the right to privacy and the protection of per-
sonal data, also in view of the data protection 
arrangements ensured by that company 

In this decision of 13 March 2021, the Con-
seil d’Etat rejects the petition presented by pro-
fessional associations against “partnership” by 
which Minister of Health and Solidarity entrust-
ed Doctolib platform, among other things, within 
management of booking of vaccination appoint-
ments, in the context of the Covid-19 pandemic. 
Beyond the legal point on the hosting of data by 
AWS, a subsidiary of an American company, but 
nevertheless holder of the health data hosting 
certification provided for in Article L. 1111-8 of 
the Public Health Code, the order is of interest 
insofar as it shows that the State did not have 
ability to develop an online appointment sched-
uling system in a timely manner. Moreover, one 
wonders about the exact legal nature of this 
“partnership” and the possible compensations 
from which Doctolib benefited.  

Decree n. 2021-1048, 4 August 2021 
This measure aims to develop a digital 

health space through an app based on two spe-
cific pillars. It would be possible to find in that 
web the shared medical file and also a wide 
range of services available for the users and of-
fered by public authorities and private opera-
tors. 

Decree n. 2021-1048 of 4 August 2021 
specifies the legal framework for the deployment 
of the digital health space, provided for in Arti-
cle L. 1111-13 of the Public Health Code, result-
ing from Law No. 2019-774 of 24 July 2019 on 
the organisation and transformation of the health 
system.  

In any case, the decree does not specify or 
mentions that, the digital health space will be ac-
cessible by a mobile phone app 

The digital health space has two important 
features. Firstly, it is a solution that aims to bring 
to life the shared medical file (Dossier médical 
partagé, DMP), which has been in the making 

since the law of 13 August 2004 and which the 
Cour des comptes (Court of Auditors) was al-
ready highlighting in 2013 the considerable ex-
penses incurred for a disappointing result (Cour 
des comptes, Le coût du dossier médical person-
nel depuis sa mise en place, Communication to 
the National Assembly’s Finance Committee, 
July 2012, published on 13 February 2013). Sec-
ondly, although it is a space developed and host-
ed by the State, a catalogue of services will be 
accessible to the user and will offer modules de-
veloped and proposed by private companies. The 
hypothesis of a specific regime for the “occupa-
tion of the State’s digital public domain” should 
provide food for thought in the future.  

Urban video surveillance: CNIL, Warn-
ing to the City of Valenciennes, 12 May 2021.  

The situation under analysis occurs when the 
company Huawei donates to the city of Valenci-
ennes devices worth €2 million to implement a 
“smart” video surveillance system, in exchange 
for a maintenance contract of €34,000 over 3 
years. The authorities are concerned because 
through these devices the company has access to 
all the facts and information that occur in the 
city. 

Video surveillance field is an area of devel-
oping legal problems, particularly with regard to 
“smart cities”. The online news website Media-
part revealed the existence of a warning letter 
sent by the CNIL to the city of Valenciennes (1 
August 2021, Videosurveillance: Valenciennes 
and its “safe city” model outside the law: 
www.mediapart.fr/journal/france/010821/videos
urveillance-valenciennes-et-son-modele-de-safe-
city-hors-la-loi) concerning the deployment of a 
“smart” video surveillance system. The particu-
larity of this affair, which to the authors’ 
knowledge has not been followed up, lies in the 
fact that the company Huawei (which the United 
States considers a threat to its internal security - 
Les Echos, Huawei reste dans le collimateur des 
Etats-Unis, 13 March 2021: www.lesechos.fr/ 
tech-medias/hightech/huawei-a-nouveau-dans-le 
-collimateur-des-etats-unis-1297991) offered the 
city of Valenciennes equipment worth more than 
€2 million, in exchange for a maintenance con-
tract of €34,000 over 3 years. Many questions 
have been raised about this generous “gift” from 
a private company to a municipality, especially 
since the CNIL revealed that the video surveil-
lance system was used for automatic reading of 
licence plates, and could also be used to detect 
the removal or deposit of an object, as well as 
intrusion into or exit from an area, rapid move-
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ing the CNIe the central element of a State digi-
tal identity system, CNIL also recommends con-
sidering possibility that the electronic compo-
nents may deliver only part of the information 
contained, thus aiming to minimise and adapt the 
information delivered to the various services 
(public and private) according to the needs of the 
service in question. The institution of a ‘State 
digital identity’ constitutes a pre-emption by the 
State of the role of online trusted third party in 
the (regalian) domain of civil status and consti-
tutes an interesting example of State digital ex-
tension. 

Finally, it should be mentioned that the 
CNIL, like the Defender of Rights (Défenseur 
des droits); see in particular its decision No. 
2020-027, 20 May 2020), remains particularly 
attentive to the accessibility of public services, 
especially for people with disabilities. One might 
add to the above that digital disability, more 
generally, may also constitute an additional dif-
ficulty, which it would be regrettable to underes-
timate (see also, Défenseur des droits, Dématéri-
alisation et inégalités d’accès aux services pub-
lics: report 2019). 

ADMINISTRATIVE POLICE 

Decree n. 2021-464, 16 April 2021, ex-
tending the scope of information and data ex-
changes between administrations in the con-
text of administrative procedures - Draft law 
on differentiation, decentralisation, deconcen-
tration and various measures to simplify local 
public action (known as ‘4D’).  

The amendments made by the decree of 16 
April 2021 extend the scope of exchanges of in-
formation or data between administrations by 
adding the mandatory census of citizens. This 
amendment completes the list of information and 
data exchanged between administrations and 
designates the administrations from which the 
communication of this information or data is re-
quested. Thus, information on people’s income, 
diplomas, titles and professional qualifications 
will be the subject of these exchanges, as well as 
information on the situation of the family, 
schoolchildren, jobseekers and persons with re-
gard to the obligations laid down in Article L. 
111-2 of the National Services Code. 

The principle established by the Law for a 
Digital Republic in Article L. 114-8 of the Code 
of Relations between the Public and the Admin-
istration aims to reduce formalities to be final-
ized by citizens in their exchanges with Admin-
istrations. It provides for administrations to ex-

change with each other all the information or da-
ta (strictly) necessary to process a request or a 
declaration from a citizen.  

Decree n. 2021-464 of 16 April 2021 sub-
stantially amended the scope of information 
which, pursuant to Article R. 1114-9-3 of the 
CRPA, may be exchanged between administra-
tions, by including income, diplomas, education-
al situation of pupils, the situation of job seekers, 
the family situation and the military situation of 
citizens. Is extended the area of justification and 
legitimacy for the exchange of information. 

This extension of the exchange of infor-
mation between administrations does not stop 
there. The so-called ‘4D’ bill, which is currently 
examined by the National Assembly, envisages 
amending, in particular, Articles L. 114-8 and L. 
114-9 of the CRPA in order to remove the list of 
areas concerned by possibility of exchanging in-
formation between administrations. Data ex-
change becomes the standard. In addition, the 
bill provides that administrations will henceforth 
be able to spontaneously request information 
from other administrations, without any prior re-
quest or declaration from citizens concerned, for 
the sole purpose of informing them of their right 
to a possible benefit or advantage. Finally, it in-
tends to increase transparency by establishing a 
public list of the categories of data exchanged. It 
should be noted, however, that at first reading, 
the Senate sought to exempt municipalities with 
fewer than 10 000 inhabitants from obligation to 
exchange information, thereby substantially re-
stricting the scope of the administrations con-
cerned.  

The exchange of information between ad-
ministrations has a definite positive effect on the 
functioning of administrative action. It makes it 
possible to combine the advantages, in terms of 
security, of decentralised databases, and we 
know that the CNIL is reluctant to allow the cre-
ation of databases that are too large (see, for ex-
ample, the “TES” file), with power of network-
ing the information held by the various admin-
istrations. The networking of administrative da-
tabases and the cross-referencing of the data they 
contain should enable the State, in particular, 
and public bodies, in general, to (re)create pro-
files or digital “avatars” of citizens, which is not 
without raising some fundamental questions in 
the long term (see, for example, the report on the 
“TES” file, on page 10, A. Rouvroy and B. 
Stiegler, Le régime de vérité numérique. De la 
gouvernementalité algorithmique à un nouvel 
État de droit:, in La nouvelle revue des sciences 
sociales, 2015, n. 4, 113-140).  
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It is not necessary to request an opinion from 
the National Commission for Informatics and 
Liberties to ascertain that the decision of the 
Minister for Solidarity and Health to entrust a 
private company with the management of vac-
cination appointments against Covid-19, in or-
der to ensure their rapidity, does not constitute a 
serious and manifestly unlawful infringement of 
the right to privacy and the protection of per-
sonal data, also in view of the data protection 
arrangements ensured by that company 

In this decision of 13 March 2021, the Con-
seil d’Etat rejects the petition presented by pro-
fessional associations against “partnership” by 
which Minister of Health and Solidarity entrust-
ed Doctolib platform, among other things, within 
management of booking of vaccination appoint-
ments, in the context of the Covid-19 pandemic. 
Beyond the legal point on the hosting of data by 
AWS, a subsidiary of an American company, but 
nevertheless holder of the health data hosting 
certification provided for in Article L. 1111-8 of 
the Public Health Code, the order is of interest 
insofar as it shows that the State did not have 
ability to develop an online appointment sched-
uling system in a timely manner. Moreover, one 
wonders about the exact legal nature of this 
“partnership” and the possible compensations 
from which Doctolib benefited.  

Decree n. 2021-1048, 4 August 2021 
This measure aims to develop a digital 

health space through an app based on two spe-
cific pillars. It would be possible to find in that 
web the shared medical file and also a wide 
range of services available for the users and of-
fered by public authorities and private opera-
tors. 

Decree n. 2021-1048 of 4 August 2021 
specifies the legal framework for the deployment 
of the digital health space, provided for in Arti-
cle L. 1111-13 of the Public Health Code, result-
ing from Law No. 2019-774 of 24 July 2019 on 
the organisation and transformation of the health 
system.  

In any case, the decree does not specify or 
mentions that, the digital health space will be ac-
cessible by a mobile phone app 

The digital health space has two important 
features. Firstly, it is a solution that aims to bring 
to life the shared medical file (Dossier médical 
partagé, DMP), which has been in the making 

since the law of 13 August 2004 and which the 
Cour des comptes (Court of Auditors) was al-
ready highlighting in 2013 the considerable ex-
penses incurred for a disappointing result (Cour 
des comptes, Le coût du dossier médical person-
nel depuis sa mise en place, Communication to 
the National Assembly’s Finance Committee, 
July 2012, published on 13 February 2013). Sec-
ondly, although it is a space developed and host-
ed by the State, a catalogue of services will be 
accessible to the user and will offer modules de-
veloped and proposed by private companies. The 
hypothesis of a specific regime for the “occupa-
tion of the State’s digital public domain” should 
provide food for thought in the future.  

Urban video surveillance: CNIL, Warn-
ing to the City of Valenciennes, 12 May 2021.  

The situation under analysis occurs when the 
company Huawei donates to the city of Valenci-
ennes devices worth €2 million to implement a 
“smart” video surveillance system, in exchange 
for a maintenance contract of €34,000 over 3 
years. The authorities are concerned because 
through these devices the company has access to 
all the facts and information that occur in the 
city. 

Video surveillance field is an area of devel-
oping legal problems, particularly with regard to 
“smart cities”. The online news website Media-
part revealed the existence of a warning letter 
sent by the CNIL to the city of Valenciennes (1 
August 2021, Videosurveillance: Valenciennes 
and its “safe city” model outside the law: 
www.mediapart.fr/journal/france/010821/videos
urveillance-valenciennes-et-son-modele-de-safe-
city-hors-la-loi) concerning the deployment of a 
“smart” video surveillance system. The particu-
larity of this affair, which to the authors’ 
knowledge has not been followed up, lies in the 
fact that the company Huawei (which the United 
States considers a threat to its internal security - 
Les Echos, Huawei reste dans le collimateur des 
Etats-Unis, 13 March 2021: www.lesechos.fr/ 
tech-medias/hightech/huawei-a-nouveau-dans-le 
-collimateur-des-etats-unis-1297991) offered the 
city of Valenciennes equipment worth more than 
€2 million, in exchange for a maintenance con-
tract of €34,000 over 3 years. Many questions 
have been raised about this generous “gift” from 
a private company to a municipality, especially 
since the CNIL revealed that the video surveil-
lance system was used for automatic reading of 
licence plates, and could also be used to detect 
the removal or deposit of an object, as well as 
intrusion into or exit from an area, rapid move-
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ments, lingering in an area, counting people, as-
sessing crowd density, movements with abnor-
mal speed, alerting to the detection of a particu-
lar plate, and route detection. Could the ‘dona-
tion’ to the city have been used to train the algo-
rithms developed by Huawei in real life?  

Furthermore, a journalist from the infor-
mation website L’observateur du Valenciennois 
indicated that she had been remotely fined for 
not wearing mandatory mask, even though she 
had not come across any police officers 
(L’observateur du Valenciennois, Valenciennes 
rappelée à l’ordre : la vidéoprotection y est 
jugée particulièrement intrusive, 3 August 2021: 
www.lobservateur.fr/valenciennois/valenciennes
/2021/08/03/valenciennes-rappelee-a-lordre-la-vi 
deoprotection-y-est-jugee-particulierement-intru 
sive/). Would Valenciennes have had the same 
desire to innovate as the Paris police prefecture, 
by setting up a ‘wild’ facial recognition system? 
The question has been raised. We are now wait-
ing for the outcome of the legal proceedings to 
hopefully have at least the beginning of an an-
swer. 

Council of State, ord, 6 July 2021, 
n. 453505, Assoc. La Quadrature du Net. 

In a judgment of 6 July 2021, the Conseil 
d’Etat rules on the technical and legal reasons 
which may lead to the choice of a decentralised 
information storage system. In particular, the 
different advantages and disadvantages of 
adopting a centralised or decentralised database 
solution. 

In a judgment of 6 July 2021, the Conseil 
d’Etat rejected the application for interim relief 
lodged by the association “La Quadrature du 
Net” against the “Health pass” system. The ap-
plicant association argued that the inclusion in 
the two-dimensional code (QR code) of infor-
mation concerning the civil status or health sta-
tus of citizens broke the right to privacy and the 
right to respect for the protection of personal da-
ta. The order is of interest insofar as the interim 
relief judge of the Conseil d’État details, in his 
reasoning, the technical and legal reasons that 
led to the choice of a decentralised system for 
storing information. This reasoning thus presents 
a possible trade-off between a centralised data-
base solution, on the one hand, and a solution 
that relies on decentralised databases operating 
without any (or only very limited) exchange of 
information, on the other, a trade-off that could 
give rise to reflection in other areas. 

REGULATION AND PUBLIC COMPETITION LAW  

Communication system for fire, rescue 
and civil protection services D. n. 2021-970, 21 
July 2021 “NexSIS 18-112”. 

This document incorporates the provisions of 
the Homeland Security Code regulatory part 
(new articles D. 732-11-19 to D. 732-11-23) by 
establishing a unified information and command 
system for fire and emergency and civil security 
services, called “NexSIS 18-112”. This system is 
aimed to offer the population a high-quality ser-
vice, in particular for processing alerts received 
through emergency numbers and the operational 
management of emergency resources. The text 
establishes that the digital civil security agency 
will carry out the studies, design, development, 
deployment and provision of the unified infor-
mation and command system “NexSIS 18-112”. 
It provides that the “NexSIS 18-112” system will 
ensure: the processing of alerts received via the 
emergency numbers 18 and 112; communica-
tions between the population and the emergency 
services; operational and crisis management 
provided by the fire and rescue and civil security 
services; interoperability with the information 
systems of public and private entities contrib-
uting to civil security. It defines the confidenti-
ality, data protection and security requirements 
that the system must satisfy. 

The movement to centralise computer net-
works supporting public service missions for 
reasons of efficiency and interoperability is also 
expressed in the general area of civil protection. 
Decree 2021-970 aims to implement a single IT 
system called NexSIS 18-112 for all fire and res-
cue services and civil protection services. This 
system is implemented by the Civil Security 
Digital Agency, created by Decree No. 2018-856 
of 8 October 2018.In application of its case law 
Ordre des avocats au Barreau de Paris (CE, ass, 
31 May 2006, No. 275531), the Conseil d’État 
(CE, 14 Oct. 2020, n. 426119, Assoc. Qualisis et 
a.) rejected the appeal on the grounds that (1) the 
agency thus created met the need to satisfy a 
general interest requirement, namely to improve 
the efficiency of the system for transmitting in-
formation between the various services con-
cerned and to reduce its costs, and (2) Decree 
No. 2018-856 was not in itself such as to lead 
the agency to distort the free play of competition 
on the market. On the other hand, in a decision 
of the same day (CE, 14 Oct. 2020, No. 428691, 
Assoc. Qualisis et al.), the Conseil d’État re-
scinded Decree No. 2019-19, granting to the civ-
il security digital agency the exclusive right to 
supply fire and rescue services or civil security 
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services with all or part of the systems, applica-
tions or services falling within the scope of the 
unified command and information system 
NexSIS 18-112. For reasons of economy of 
means, the Conseil d’Etat had only annulled the 
decree on the grounds that it violated Article L. 
462-2 of the French Commercial Code, which 
requires the Competition Authority to issue a 
prior opinion on any draft text instituting exclu-
sive rights.  

The Government finally complied with this 
obligation (ADLC, 30 Apr. 2021, n. 21-A-06). 
Decree No. 2021-970 of 21 July 2021 reproduc-
es almost identically the provisions of Decree 
No. 2018-856, which was voided by the court, 
with two exceptions: on the one hand, exclusive 
right is now limited to 10 years, renewable for a 
period of five years, whereas previously it had 
no time limit, and on the other hand, it seems 
that the Prime Minister has finally given up on 
the idea of doubling the exclusive right by re-
quiring SDISs to use the NexSIS 18-112 service 
(V. not. ADLC, 30 Apr. 2021, op. cit, p. 14-16). 
In so doing, one wonders about the interest of 
implementing a centralised system, which is 
supposed to guarantee the efficiency and in-
teroperability of local systems, objectives that 
constitute the justification for establishing a ser-
vice of general economic interest, while its de-
ployment is not generalized but is left to the dis-
cretion of individual administrations. 

Administrative Court of Appeal (CAA) 
Lyon, 1 oct. 2020, n. 19LY00254, Sté R et L. 

The Lyon Administrative Court of Appeal 
stated that an employment contract between the 
UBER company and the drivers did not qualify 
as an employment contract, as the drivers were 
not linked to the company in terms of subordina-
tion. For this reason, the Prefect’s decision or-
dering the closure of the establishment that op-
erated the platform was annulled, as the rela-
tionship between the latter and the drivers was 
qualified as undeclared work. 

The “platformisation” of the economy (Con-
seil d’Etat, Puissance publique et plateformes 
numériques : accompagner l’ubérisation, Annu-
al study 2017) affects more and more fields, and 
calls for an increasingly extensive control by the 
Administration. It is in this context that the Ad-
ministrative Court of Appeal (CAA) of Lyon ad-
dressed a case concerning a platform for putting 
driving licence candidates in contact with self-
employed driving instructors. After an investiga-
tion by competent Directorate, the Administra-
tive authority (Préfet) ordered administrative 

closure as a sanction of establishment operating 
platform, having qualified the relationship be-
tween the platform and the instructors as unde-
clared work. The legal debate concerned whether 
the contractual relationship between the platform 
and the instructors should be qualified as an em-
ployment contract, because of the decision of the 
Cour de Cassation which qualified the relation-
ship between the Uber company and a driver as 
an employment contract (Cass. soc., 4 March 
2020, n. 19-13316). After examining the condi-
tions under which rates for services offered by 
the instructors are defined, terms of exercise of 
these teaching services, the evaluation by the 
candidate-clients, and the existing sanctions, the 
CAA of Lyon concluded that there was no link 
of subordination and cancelled administrative 
sanction. The “uberisation” of the economy is 
far from being just a memory. 

Council of State, ord., 4 March 2021, 
n. 449212, Google LLC et Google Ireland. 

France’s highest administrative court (Con-
seil d’Etat) rejected a request for interim 
measures filed by Google LLC and Google Ire-
land Limited. The request concerned the remov-
al, within three months, of a sanction imposed by 
the CNIL on Google to comply with the regula-
tion on the principle of data processing, with a 
penalty of €100,000 per day of delay. The court 
stated that Article 82 of the Informatique et 
Libertés law was a transposition of Article 5(3) 
of Directive 2002/58/EC into French cookie law 
and that the CNIL is in charge of enforcing this 
directive. As such, the one-stop shop mechanism 
provided for in Article 56 of the GDPR does not 
apply to the present case. 

 It is worth mentioning this interesting order 
of the interim suspension judge of the Conseil 
d’Etat, in appeal lodged by Google LLC and 
Google Ireland against an injunction to comply 
issued by the CNIL concerning the use of com-
puter cookies when using the search engine 
Google Search. The interest of this order could 
be anecdotal except that one could have thought 
that it was likely to weaken the mechanism of 
the “lead” or “one-stop shop” authority set up by 
Article 56 of the RGPD, which we know organ-
ises the cooperation of national supervisory au-
thorities when a processing of personal data is 
cross-border. Indeed, the applicant companies 
argued that the French CNIL was not territorially 
competent to adopt the contested injunction. The 
Conseil d’Etat rejected the request on the 
grounds that the legal regime applicable to cook-
ies was based, in this case, on Directive 2002/58 
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ments, lingering in an area, counting people, as-
sessing crowd density, movements with abnor-
mal speed, alerting to the detection of a particu-
lar plate, and route detection. Could the ‘dona-
tion’ to the city have been used to train the algo-
rithms developed by Huawei in real life?  

Furthermore, a journalist from the infor-
mation website L’observateur du Valenciennois 
indicated that she had been remotely fined for 
not wearing mandatory mask, even though she 
had not come across any police officers 
(L’observateur du Valenciennois, Valenciennes 
rappelée à l’ordre : la vidéoprotection y est 
jugée particulièrement intrusive, 3 August 2021: 
www.lobservateur.fr/valenciennois/valenciennes
/2021/08/03/valenciennes-rappelee-a-lordre-la-vi 
deoprotection-y-est-jugee-particulierement-intru 
sive/). Would Valenciennes have had the same 
desire to innovate as the Paris police prefecture, 
by setting up a ‘wild’ facial recognition system? 
The question has been raised. We are now wait-
ing for the outcome of the legal proceedings to 
hopefully have at least the beginning of an an-
swer. 

Council of State, ord, 6 July 2021, 
n. 453505, Assoc. La Quadrature du Net. 

In a judgment of 6 July 2021, the Conseil 
d’Etat rules on the technical and legal reasons 
which may lead to the choice of a decentralised 
information storage system. In particular, the 
different advantages and disadvantages of 
adopting a centralised or decentralised database 
solution. 

In a judgment of 6 July 2021, the Conseil 
d’Etat rejected the application for interim relief 
lodged by the association “La Quadrature du 
Net” against the “Health pass” system. The ap-
plicant association argued that the inclusion in 
the two-dimensional code (QR code) of infor-
mation concerning the civil status or health sta-
tus of citizens broke the right to privacy and the 
right to respect for the protection of personal da-
ta. The order is of interest insofar as the interim 
relief judge of the Conseil d’État details, in his 
reasoning, the technical and legal reasons that 
led to the choice of a decentralised system for 
storing information. This reasoning thus presents 
a possible trade-off between a centralised data-
base solution, on the one hand, and a solution 
that relies on decentralised databases operating 
without any (or only very limited) exchange of 
information, on the other, a trade-off that could 
give rise to reflection in other areas. 

REGULATION AND PUBLIC COMPETITION LAW  

Communication system for fire, rescue 
and civil protection services D. n. 2021-970, 21 
July 2021 “NexSIS 18-112”. 

This document incorporates the provisions of 
the Homeland Security Code regulatory part 
(new articles D. 732-11-19 to D. 732-11-23) by 
establishing a unified information and command 
system for fire and emergency and civil security 
services, called “NexSIS 18-112”. This system is 
aimed to offer the population a high-quality ser-
vice, in particular for processing alerts received 
through emergency numbers and the operational 
management of emergency resources. The text 
establishes that the digital civil security agency 
will carry out the studies, design, development, 
deployment and provision of the unified infor-
mation and command system “NexSIS 18-112”. 
It provides that the “NexSIS 18-112” system will 
ensure: the processing of alerts received via the 
emergency numbers 18 and 112; communica-
tions between the population and the emergency 
services; operational and crisis management 
provided by the fire and rescue and civil security 
services; interoperability with the information 
systems of public and private entities contrib-
uting to civil security. It defines the confidenti-
ality, data protection and security requirements 
that the system must satisfy. 

The movement to centralise computer net-
works supporting public service missions for 
reasons of efficiency and interoperability is also 
expressed in the general area of civil protection. 
Decree 2021-970 aims to implement a single IT 
system called NexSIS 18-112 for all fire and res-
cue services and civil protection services. This 
system is implemented by the Civil Security 
Digital Agency, created by Decree No. 2018-856 
of 8 October 2018.In application of its case law 
Ordre des avocats au Barreau de Paris (CE, ass, 
31 May 2006, No. 275531), the Conseil d’État 
(CE, 14 Oct. 2020, n. 426119, Assoc. Qualisis et 
a.) rejected the appeal on the grounds that (1) the 
agency thus created met the need to satisfy a 
general interest requirement, namely to improve 
the efficiency of the system for transmitting in-
formation between the various services con-
cerned and to reduce its costs, and (2) Decree 
No. 2018-856 was not in itself such as to lead 
the agency to distort the free play of competition 
on the market. On the other hand, in a decision 
of the same day (CE, 14 Oct. 2020, No. 428691, 
Assoc. Qualisis et al.), the Conseil d’État re-
scinded Decree No. 2019-19, granting to the civ-
il security digital agency the exclusive right to 
supply fire and rescue services or civil security 
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services with all or part of the systems, applica-
tions or services falling within the scope of the 
unified command and information system 
NexSIS 18-112. For reasons of economy of 
means, the Conseil d’Etat had only annulled the 
decree on the grounds that it violated Article L. 
462-2 of the French Commercial Code, which 
requires the Competition Authority to issue a 
prior opinion on any draft text instituting exclu-
sive rights.  

The Government finally complied with this 
obligation (ADLC, 30 Apr. 2021, n. 21-A-06). 
Decree No. 2021-970 of 21 July 2021 reproduc-
es almost identically the provisions of Decree 
No. 2018-856, which was voided by the court, 
with two exceptions: on the one hand, exclusive 
right is now limited to 10 years, renewable for a 
period of five years, whereas previously it had 
no time limit, and on the other hand, it seems 
that the Prime Minister has finally given up on 
the idea of doubling the exclusive right by re-
quiring SDISs to use the NexSIS 18-112 service 
(V. not. ADLC, 30 Apr. 2021, op. cit, p. 14-16). 
In so doing, one wonders about the interest of 
implementing a centralised system, which is 
supposed to guarantee the efficiency and in-
teroperability of local systems, objectives that 
constitute the justification for establishing a ser-
vice of general economic interest, while its de-
ployment is not generalized but is left to the dis-
cretion of individual administrations. 

Administrative Court of Appeal (CAA) 
Lyon, 1 oct. 2020, n. 19LY00254, Sté R et L. 

The Lyon Administrative Court of Appeal 
stated that an employment contract between the 
UBER company and the drivers did not qualify 
as an employment contract, as the drivers were 
not linked to the company in terms of subordina-
tion. For this reason, the Prefect’s decision or-
dering the closure of the establishment that op-
erated the platform was annulled, as the rela-
tionship between the latter and the drivers was 
qualified as undeclared work. 

The “platformisation” of the economy (Con-
seil d’Etat, Puissance publique et plateformes 
numériques : accompagner l’ubérisation, Annu-
al study 2017) affects more and more fields, and 
calls for an increasingly extensive control by the 
Administration. It is in this context that the Ad-
ministrative Court of Appeal (CAA) of Lyon ad-
dressed a case concerning a platform for putting 
driving licence candidates in contact with self-
employed driving instructors. After an investiga-
tion by competent Directorate, the Administra-
tive authority (Préfet) ordered administrative 

closure as a sanction of establishment operating 
platform, having qualified the relationship be-
tween the platform and the instructors as unde-
clared work. The legal debate concerned whether 
the contractual relationship between the platform 
and the instructors should be qualified as an em-
ployment contract, because of the decision of the 
Cour de Cassation which qualified the relation-
ship between the Uber company and a driver as 
an employment contract (Cass. soc., 4 March 
2020, n. 19-13316). After examining the condi-
tions under which rates for services offered by 
the instructors are defined, terms of exercise of 
these teaching services, the evaluation by the 
candidate-clients, and the existing sanctions, the 
CAA of Lyon concluded that there was no link 
of subordination and cancelled administrative 
sanction. The “uberisation” of the economy is 
far from being just a memory. 

Council of State, ord., 4 March 2021, 
n. 449212, Google LLC et Google Ireland. 

France’s highest administrative court (Con-
seil d’Etat) rejected a request for interim 
measures filed by Google LLC and Google Ire-
land Limited. The request concerned the remov-
al, within three months, of a sanction imposed by 
the CNIL on Google to comply with the regula-
tion on the principle of data processing, with a 
penalty of €100,000 per day of delay. The court 
stated that Article 82 of the Informatique et 
Libertés law was a transposition of Article 5(3) 
of Directive 2002/58/EC into French cookie law 
and that the CNIL is in charge of enforcing this 
directive. As such, the one-stop shop mechanism 
provided for in Article 56 of the GDPR does not 
apply to the present case. 

 It is worth mentioning this interesting order 
of the interim suspension judge of the Conseil 
d’Etat, in appeal lodged by Google LLC and 
Google Ireland against an injunction to comply 
issued by the CNIL concerning the use of com-
puter cookies when using the search engine 
Google Search. The interest of this order could 
be anecdotal except that one could have thought 
that it was likely to weaken the mechanism of 
the “lead” or “one-stop shop” authority set up by 
Article 56 of the RGPD, which we know organ-
ises the cooperation of national supervisory au-
thorities when a processing of personal data is 
cross-border. Indeed, the applicant companies 
argued that the French CNIL was not territorially 
competent to adopt the contested injunction. The 
Conseil d’Etat rejected the request on the 
grounds that the legal regime applicable to cook-
ies was based, in this case, on Directive 2002/58 
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ments, lingering in an area, counting people, as-
sessing crowd density, movements with abnor-
mal speed, alerting to the detection of a particu-
lar plate, and route detection. Could the ‘dona-
tion’ to the city have been used to train the algo-
rithms developed by Huawei in real life?  

Furthermore, a journalist from the infor-
mation website L’observateur du Valenciennois 
indicated that she had been remotely fined for 
not wearing mandatory mask, even though she 
had not come across any police officers 
(L’observateur du Valenciennois, Valenciennes 
rappelée à l’ordre : la vidéoprotection y est 
jugée particulièrement intrusive, 3 August 2021: 
www.lobservateur.fr/valenciennois/valenciennes
/2021/08/03/valenciennes-rappelee-a-lordre-la-vi 
deoprotection-y-est-jugee-particulierement-intru 
sive/). Would Valenciennes have had the same 
desire to innovate as the Paris police prefecture, 
by setting up a ‘wild’ facial recognition system? 
The question has been raised. We are now wait-
ing for the outcome of the legal proceedings to 
hopefully have at least the beginning of an an-
swer. 

Council of State, ord, 6 July 2021, 
n. 453505, Assoc. La Quadrature du Net. 

In a judgment of 6 July 2021, the Conseil 
d’Etat rules on the technical and legal reasons 
which may lead to the choice of a decentralised 
information storage system. In particular, the 
different advantages and disadvantages of 
adopting a centralised or decentralised database 
solution. 

In a judgment of 6 July 2021, the Conseil 
d’Etat rejected the application for interim relief 
lodged by the association “La Quadrature du 
Net” against the “Health pass” system. The ap-
plicant association argued that the inclusion in 
the two-dimensional code (QR code) of infor-
mation concerning the civil status or health sta-
tus of citizens broke the right to privacy and the 
right to respect for the protection of personal da-
ta. The order is of interest insofar as the interim 
relief judge of the Conseil d’État details, in his 
reasoning, the technical and legal reasons that 
led to the choice of a decentralised system for 
storing information. This reasoning thus presents 
a possible trade-off between a centralised data-
base solution, on the one hand, and a solution 
that relies on decentralised databases operating 
without any (or only very limited) exchange of 
information, on the other, a trade-off that could 
give rise to reflection in other areas. 

REGULATION AND PUBLIC COMPETITION LAW  

Communication system for fire, rescue 
and civil protection services D. n. 2021-970, 21 
July 2021 “NexSIS 18-112”. 

This document incorporates the provisions of 
the Homeland Security Code regulatory part 
(new articles D. 732-11-19 to D. 732-11-23) by 
establishing a unified information and command 
system for fire and emergency and civil security 
services, called “NexSIS 18-112”. This system is 
aimed to offer the population a high-quality ser-
vice, in particular for processing alerts received 
through emergency numbers and the operational 
management of emergency resources. The text 
establishes that the digital civil security agency 
will carry out the studies, design, development, 
deployment and provision of the unified infor-
mation and command system “NexSIS 18-112”. 
It provides that the “NexSIS 18-112” system will 
ensure: the processing of alerts received via the 
emergency numbers 18 and 112; communica-
tions between the population and the emergency 
services; operational and crisis management 
provided by the fire and rescue and civil security 
services; interoperability with the information 
systems of public and private entities contrib-
uting to civil security. It defines the confidenti-
ality, data protection and security requirements 
that the system must satisfy. 

The movement to centralise computer net-
works supporting public service missions for 
reasons of efficiency and interoperability is also 
expressed in the general area of civil protection. 
Decree 2021-970 aims to implement a single IT 
system called NexSIS 18-112 for all fire and res-
cue services and civil protection services. This 
system is implemented by the Civil Security 
Digital Agency, created by Decree No. 2018-856 
of 8 October 2018.In application of its case law 
Ordre des avocats au Barreau de Paris (CE, ass, 
31 May 2006, No. 275531), the Conseil d’État 
(CE, 14 Oct. 2020, n. 426119, Assoc. Qualisis et 
a.) rejected the appeal on the grounds that (1) the 
agency thus created met the need to satisfy a 
general interest requirement, namely to improve 
the efficiency of the system for transmitting in-
formation between the various services con-
cerned and to reduce its costs, and (2) Decree 
No. 2018-856 was not in itself such as to lead 
the agency to distort the free play of competition 
on the market. On the other hand, in a decision 
of the same day (CE, 14 Oct. 2020, No. 428691, 
Assoc. Qualisis et al.), the Conseil d’État re-
scinded Decree No. 2019-19, granting to the civ-
il security digital agency the exclusive right to 
supply fire and rescue services or civil security 
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services with all or part of the systems, applica-
tions or services falling within the scope of the 
unified command and information system 
NexSIS 18-112. For reasons of economy of 
means, the Conseil d’Etat had only annulled the 
decree on the grounds that it violated Article L. 
462-2 of the French Commercial Code, which 
requires the Competition Authority to issue a 
prior opinion on any draft text instituting exclu-
sive rights.  

The Government finally complied with this 
obligation (ADLC, 30 Apr. 2021, n. 21-A-06). 
Decree No. 2021-970 of 21 July 2021 reproduc-
es almost identically the provisions of Decree 
No. 2018-856, which was voided by the court, 
with two exceptions: on the one hand, exclusive 
right is now limited to 10 years, renewable for a 
period of five years, whereas previously it had 
no time limit, and on the other hand, it seems 
that the Prime Minister has finally given up on 
the idea of doubling the exclusive right by re-
quiring SDISs to use the NexSIS 18-112 service 
(V. not. ADLC, 30 Apr. 2021, op. cit, p. 14-16). 
In so doing, one wonders about the interest of 
implementing a centralised system, which is 
supposed to guarantee the efficiency and in-
teroperability of local systems, objectives that 
constitute the justification for establishing a ser-
vice of general economic interest, while its de-
ployment is not generalized but is left to the dis-
cretion of individual administrations. 

Administrative Court of Appeal (CAA) 
Lyon, 1 oct. 2020, n. 19LY00254, Sté R et L. 

The Lyon Administrative Court of Appeal 
stated that an employment contract between the 
UBER company and the drivers did not qualify 
as an employment contract, as the drivers were 
not linked to the company in terms of subordina-
tion. For this reason, the Prefect’s decision or-
dering the closure of the establishment that op-
erated the platform was annulled, as the rela-
tionship between the latter and the drivers was 
qualified as undeclared work. 

The “platformisation” of the economy (Con-
seil d’Etat, Puissance publique et plateformes 
numériques : accompagner l’ubérisation, Annu-
al study 2017) affects more and more fields, and 
calls for an increasingly extensive control by the 
Administration. It is in this context that the Ad-
ministrative Court of Appeal (CAA) of Lyon ad-
dressed a case concerning a platform for putting 
driving licence candidates in contact with self-
employed driving instructors. After an investiga-
tion by competent Directorate, the Administra-
tive authority (Préfet) ordered administrative 

closure as a sanction of establishment operating 
platform, having qualified the relationship be-
tween the platform and the instructors as unde-
clared work. The legal debate concerned whether 
the contractual relationship between the platform 
and the instructors should be qualified as an em-
ployment contract, because of the decision of the 
Cour de Cassation which qualified the relation-
ship between the Uber company and a driver as 
an employment contract (Cass. soc., 4 March 
2020, n. 19-13316). After examining the condi-
tions under which rates for services offered by 
the instructors are defined, terms of exercise of 
these teaching services, the evaluation by the 
candidate-clients, and the existing sanctions, the 
CAA of Lyon concluded that there was no link 
of subordination and cancelled administrative 
sanction. The “uberisation” of the economy is 
far from being just a memory. 

Council of State, ord., 4 March 2021, 
n. 449212, Google LLC et Google Ireland. 

France’s highest administrative court (Con-
seil d’Etat) rejected a request for interim 
measures filed by Google LLC and Google Ire-
land Limited. The request concerned the remov-
al, within three months, of a sanction imposed by 
the CNIL on Google to comply with the regula-
tion on the principle of data processing, with a 
penalty of €100,000 per day of delay. The court 
stated that Article 82 of the Informatique et 
Libertés law was a transposition of Article 5(3) 
of Directive 2002/58/EC into French cookie law 
and that the CNIL is in charge of enforcing this 
directive. As such, the one-stop shop mechanism 
provided for in Article 56 of the GDPR does not 
apply to the present case. 

 It is worth mentioning this interesting order 
of the interim suspension judge of the Conseil 
d’Etat, in appeal lodged by Google LLC and 
Google Ireland against an injunction to comply 
issued by the CNIL concerning the use of com-
puter cookies when using the search engine 
Google Search. The interest of this order could 
be anecdotal except that one could have thought 
that it was likely to weaken the mechanism of 
the “lead” or “one-stop shop” authority set up by 
Article 56 of the RGPD, which we know organ-
ises the cooperation of national supervisory au-
thorities when a processing of personal data is 
cross-border. Indeed, the applicant companies 
argued that the French CNIL was not territorially 
competent to adopt the contested injunction. The 
Conseil d’Etat rejected the request on the 
grounds that the legal regime applicable to cook-
ies was based, in this case, on Directive 2002/58 
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of 12 July 2008, known as the "Privacy and 
Electronic Communications Directive", and not 
on the RGPD, which does not provide for a 
“one-stop shop” mechanism. In this way, Con-
seil d’Etat anticipated an important ruling of the 
CJEU with a convergent solution (CJEU, 15 
June 2021, case C-645/19, Facebook Ireland et 
al. v. Gegevensbeschermingsautoriteit).  

PUBLIC FINANCE 

Decree n. 2021-148, 11 February 2021, 
concerning the implementation by the Direc-
torate General of Public Finance and the Di-
rectorate General of Customs and Indirect 
Rights of computerised and automated pro-
cessing allowing the collection and exploita-
tion of data made public on the websites of 
online platform operators. 

Sandbox regulation will allow, for the next 3 
years, the tax and customs administrations to 
collect and exploit content freely accessible and 
obviously made public by users on the websites 
of online platform operators for the purpose of 
investigating certain offences. 

While the Directorate General of Public Fi-
nances (Direction générale des finances 
publiques – DGFIP) annual report for 2020 
states that data mining has enabled the recall of 
794 million euros in duties and penalties 
(DGFIP, Annual Report 2020, p. 13) and that 
32% of controls are targeted by artificial intelli-
gence (Ibid., p. 30), automated data processing 
by tax administrations is undergoing a major 
new development. Article 154 of Law No. 2019-
1479 of 28 December 2019 on finance for 2020 
authorised, on an experimental basis for a period 
of 3 years, the tax and customs administrations 
to collect and exploit content freely accessible 
and obviously made public by users on the web-
sites of online platform operators for the purpose 
of investigating certain offences. It should first 
be recalled that the Constitutional Council cen-
sured certain parts of this provision, thus reduc-
ing the scope of the offences included in the ex-
periment (Cons. const., 27 Dec. 2019, No. 2019-
796, Finance Act for 2019). Decree No. 2021-
148 of 11 February 2021 specifies the terms and 
conditions for processing (collection, develop-
ment and use) of the data collected.  

Only “content freely accessible and obvious-
ly made public” and “access to which does not 
require the entry of a password or registration on 
the site in question” may be processed. Tax and 
customs authorities will also not be allowed to 
use accounts with an assumed name or special-

ised accounts for data collection, except for 
those necessary for the use of the API (automatic 
programming interface) of the platform or social 
network in question, and allowing the automa-
tion of data collection. 

Basically, from the creation of profile-types 
to be developed by administrations concerned 
during the learning and design phase of the algo-
rithm, it will be possible (1) to associate an ac-
count on a platform or a social network with a 
particular citizen and (2) to relate the data made 
publicly accessible by the citizens on the plat-
forms and social networks, and (3) to identify 
possible offences specifically targeted (smug-
gling, unauthorised import or export, including 
of tobacco, fraud concerning tax domicile, hid-
den activities, fraudulent manufacture of alcohol, 
etc.). ). To this end, a decree of 8 March 2021 
allows the data thus collected and the processing 
algorithm to be linked to the CFVR (“targeting 
fraud and enhancing requests”) processing sys-
tem, which is a flagship project for the digital 
transformation of the tax administration (see 
www.bercynumerique.finances.gouv.fr/vivre-le-
numerique-a-bercy/le-data-mining-a-la-dgfip).  

In this context, the recurrent debates on 
online anonymity (or more precisely pseudo-
nymity), generally initiated in the context of the 
fight against offences committed against per-
sons, find a particular echo in the context of tax 
audits. Since administrative authorities can only 
rely on publicly available information on social 
platforms and networks, a possible ban on pseu-
donymity could be of definite (collateral) benefit 
to tax and customs authorities heritage. 

It should also be noted that, for the first 
time, tax and customs authorities will be able to 
feed their data by “dipping” directly into the in-
credible mass of information provided by the 
concerned people themselves on social networks, 
in particular. This once again proves Bernard E. 
Harcourt, the American translator of Michel 
Foucault, right. In his book Exposed (Desire and 
Disobedience in the Digital Age, Cambridge-
London, Harvard University Press, 2015) antici-
pates a fundamental shift in the way state sur-
veillance works: whereas state used to have to 
intrude into private lives of its citizens in order 
to collect information, it can now simply help 
itself to data ‘exposed’ by the citizens them-
selves. 
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NECESSARY INFORMATION ON THE POSSIBILITY 
TO FILE FOR LEGAL REMEDIES 
ELECTRONICALLY 

Federal Administrative Court, judgment 
9 C 8/19 of 25 January 2021. 

In this case, Federal Administrative Court 
had to deal, among other things, with the ques-
tion of whether electronic transmission is an in-
dependent form of filing an action. 

The plaintiff, who is resident in the United 
States, received a notice of costs from a German 
authority in January in which he was to share in 
the costs for the extension of an adjacent road to 
his property in Germany. With the same notice, 
he was informed that he could bring an action 
before the administrative court in Göttingen, 
Germany, within one month “in writing or for 
recording (schriftlich oder zur Niederschrift)”. 
The one-month period is derived from section 74 
(1) of the Administrative Court Procedure Act 
(Verwaltungsgerichtsordnung – VwGO). His 
registered letter by post was received by the 
Administrative Court only after a considerable 
delay, so that the one-month deadline was not 
met. The applicant then applied for restitutio in 
integrum (Wiedereinsetzung in den vorigen 
Stand). He argued, inter alia, that the notice of 
appeal of the authority’s decision was deficient. 
The possibility of electronic data transmission 
should have been expressly stated in notice, as 
this is not just a special form of written transmis-
sion of a complaint, but an independent form of 
filing a complaint. In this case, the Federal Ad-
ministrative Court ruled that the authority’s ac-
tion was not objectionable. The possibility of fil-
ing an appeal by electronic means is expressly 
mentioned in the Administrative Court Proce-
dure Act (more precisely in § 55a (1)) and is in-
cluded in the wording of “filing an action in 
writing” (in § 81 (1) sentence 1 of the Adminis-
trative Court Procedure Act). The Federal Ad-
ministrative Court shares the view of the lower 
courts that the transmission of the statement of 
claim as an electronic document is not a separate 
form of bringing an action, but a written state-
ment of claim. The action was ultimately dis-
missed as inadmissible. 

Higher Administrative Court of Schles-
wig-Holstein, decision 2 LB 15/19 of 15 June 
2021. 

In a case similar to the above-mentioned, the 
Higher Administrative Court of Schleswig-
Holstein decided otherwise. 

Again, the issue was the wording “in writing 
or for recording” in the information note on legal 
remedies (Rechtsbehelfsbelehrung). Again, the 
plaintiff argued that this did not include the elec-
tronic form of filing an action and that the in-
struction was therefore insufficient. In this case, 
the Higher Administrative Court of Schleswig-
Holstein agreed with the plaintiff’s argumenta-
tion. The possibility of filing an action electroni-
cally was not a sub-case of filing an action in 
writing but rather an independent possibility. 
The wording “in writing or for recording” in the 
information note on legal remedies was therefore 
objectively capable of causing the recipient to 
make a mistake. Therefore, the instruction on le-
gal remedies was defective. The Higher Admin-
istrative Court upheld the action. 

Higher Regional Court of Hamm, judg-
ment 4 U 1/20 of 10 June 2021. 

In this case, the Higher Regional Court of 
Hamm determined that, in order to grant effec-
tive legal protection, reference may exceptional-
ly be made to data from a digital storage medi-
um (e. g. a USB-Drive). 

The plaintiff in this case operates, among 
different magazines and newspapers, an online 
news portal. The defendant city administration 
also operates a website on which, in addition to 
official notices, special news from the surround-
ing area was also posted in the form of its own 
news portal. According to the plaintiff, the city 
thus presents itself as a local daily newspaper 
and thus exceeds the permissible scope of mu-
nicipal public relations. In doing so, the plaintiff 
largely relied on content from a USB storage 
medium. In this regard, the Higher District Court 
stated that such a reference to digitally stored 
content may be permissible by way of exception 
if effective legal protection would otherwise be 
jeopardised. That is the case here, as it would 
otherwise result in unreasonable expense for the 
plaintiff. In addition, a printout of the stored con-
tents would not be able to reproduce them with 
the same meaning, as they are purely digital con-
tents. There is no other possibility for a suffi-
ciently concrete representation than through 
digital storage media. According to the Court, 
this was therefore permissible by way of excep-
tion. However, action was ultimately dismissed 
on the merits. 

Higher Administrative Court of North 
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of 12 July 2008, known as the "Privacy and 
Electronic Communications Directive", and not 
on the RGPD, which does not provide for a 
“one-stop shop” mechanism. In this way, Con-
seil d’Etat anticipated an important ruling of the 
CJEU with a convergent solution (CJEU, 15 
June 2021, case C-645/19, Facebook Ireland et 
al. v. Gegevensbeschermingsautoriteit).  

PUBLIC FINANCE 
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concerning the implementation by the Direc-
torate General of Public Finance and the Di-
rectorate General of Customs and Indirect 
Rights of computerised and automated pro-
cessing allowing the collection and exploita-
tion of data made public on the websites of 
online platform operators. 

Sandbox regulation will allow, for the next 3 
years, the tax and customs administrations to 
collect and exploit content freely accessible and 
obviously made public by users on the websites 
of online platform operators for the purpose of 
investigating certain offences. 

While the Directorate General of Public Fi-
nances (Direction générale des finances 
publiques – DGFIP) annual report for 2020 
states that data mining has enabled the recall of 
794 million euros in duties and penalties 
(DGFIP, Annual Report 2020, p. 13) and that 
32% of controls are targeted by artificial intelli-
gence (Ibid., p. 30), automated data processing 
by tax administrations is undergoing a major 
new development. Article 154 of Law No. 2019-
1479 of 28 December 2019 on finance for 2020 
authorised, on an experimental basis for a period 
of 3 years, the tax and customs administrations 
to collect and exploit content freely accessible 
and obviously made public by users on the web-
sites of online platform operators for the purpose 
of investigating certain offences. It should first 
be recalled that the Constitutional Council cen-
sured certain parts of this provision, thus reduc-
ing the scope of the offences included in the ex-
periment (Cons. const., 27 Dec. 2019, No. 2019-
796, Finance Act for 2019). Decree No. 2021-
148 of 11 February 2021 specifies the terms and 
conditions for processing (collection, develop-
ment and use) of the data collected.  

Only “content freely accessible and obvious-
ly made public” and “access to which does not 
require the entry of a password or registration on 
the site in question” may be processed. Tax and 
customs authorities will also not be allowed to 
use accounts with an assumed name or special-

ised accounts for data collection, except for 
those necessary for the use of the API (automatic 
programming interface) of the platform or social 
network in question, and allowing the automa-
tion of data collection. 

Basically, from the creation of profile-types 
to be developed by administrations concerned 
during the learning and design phase of the algo-
rithm, it will be possible (1) to associate an ac-
count on a platform or a social network with a 
particular citizen and (2) to relate the data made 
publicly accessible by the citizens on the plat-
forms and social networks, and (3) to identify 
possible offences specifically targeted (smug-
gling, unauthorised import or export, including 
of tobacco, fraud concerning tax domicile, hid-
den activities, fraudulent manufacture of alcohol, 
etc.). ). To this end, a decree of 8 March 2021 
allows the data thus collected and the processing 
algorithm to be linked to the CFVR (“targeting 
fraud and enhancing requests”) processing sys-
tem, which is a flagship project for the digital 
transformation of the tax administration (see 
www.bercynumerique.finances.gouv.fr/vivre-le-
numerique-a-bercy/le-data-mining-a-la-dgfip).  

In this context, the recurrent debates on 
online anonymity (or more precisely pseudo-
nymity), generally initiated in the context of the 
fight against offences committed against per-
sons, find a particular echo in the context of tax 
audits. Since administrative authorities can only 
rely on publicly available information on social 
platforms and networks, a possible ban on pseu-
donymity could be of definite (collateral) benefit 
to tax and customs authorities heritage. 

It should also be noted that, for the first 
time, tax and customs authorities will be able to 
feed their data by “dipping” directly into the in-
credible mass of information provided by the 
concerned people themselves on social networks, 
in particular. This once again proves Bernard E. 
Harcourt, the American translator of Michel 
Foucault, right. In his book Exposed (Desire and 
Disobedience in the Digital Age, Cambridge-
London, Harvard University Press, 2015) antici-
pates a fundamental shift in the way state sur-
veillance works: whereas state used to have to 
intrude into private lives of its citizens in order 
to collect information, it can now simply help 
itself to data ‘exposed’ by the citizens them-
selves. 
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NECESSARY INFORMATION ON THE POSSIBILITY 
TO FILE FOR LEGAL REMEDIES 
ELECTRONICALLY 

Federal Administrative Court, judgment 
9 C 8/19 of 25 January 2021. 

In this case, Federal Administrative Court 
had to deal, among other things, with the ques-
tion of whether electronic transmission is an in-
dependent form of filing an action. 

The plaintiff, who is resident in the United 
States, received a notice of costs from a German 
authority in January in which he was to share in 
the costs for the extension of an adjacent road to 
his property in Germany. With the same notice, 
he was informed that he could bring an action 
before the administrative court in Göttingen, 
Germany, within one month “in writing or for 
recording (schriftlich oder zur Niederschrift)”. 
The one-month period is derived from section 74 
(1) of the Administrative Court Procedure Act 
(Verwaltungsgerichtsordnung – VwGO). His 
registered letter by post was received by the 
Administrative Court only after a considerable 
delay, so that the one-month deadline was not 
met. The applicant then applied for restitutio in 
integrum (Wiedereinsetzung in den vorigen 
Stand). He argued, inter alia, that the notice of 
appeal of the authority’s decision was deficient. 
The possibility of electronic data transmission 
should have been expressly stated in notice, as 
this is not just a special form of written transmis-
sion of a complaint, but an independent form of 
filing a complaint. In this case, the Federal Ad-
ministrative Court ruled that the authority’s ac-
tion was not objectionable. The possibility of fil-
ing an appeal by electronic means is expressly 
mentioned in the Administrative Court Proce-
dure Act (more precisely in § 55a (1)) and is in-
cluded in the wording of “filing an action in 
writing” (in § 81 (1) sentence 1 of the Adminis-
trative Court Procedure Act). The Federal Ad-
ministrative Court shares the view of the lower 
courts that the transmission of the statement of 
claim as an electronic document is not a separate 
form of bringing an action, but a written state-
ment of claim. The action was ultimately dis-
missed as inadmissible. 

Higher Administrative Court of Schles-
wig-Holstein, decision 2 LB 15/19 of 15 June 
2021. 

In a case similar to the above-mentioned, the 
Higher Administrative Court of Schleswig-
Holstein decided otherwise. 

Again, the issue was the wording “in writing 
or for recording” in the information note on legal 
remedies (Rechtsbehelfsbelehrung). Again, the 
plaintiff argued that this did not include the elec-
tronic form of filing an action and that the in-
struction was therefore insufficient. In this case, 
the Higher Administrative Court of Schleswig-
Holstein agreed with the plaintiff’s argumenta-
tion. The possibility of filing an action electroni-
cally was not a sub-case of filing an action in 
writing but rather an independent possibility. 
The wording “in writing or for recording” in the 
information note on legal remedies was therefore 
objectively capable of causing the recipient to 
make a mistake. Therefore, the instruction on le-
gal remedies was defective. The Higher Admin-
istrative Court upheld the action. 

Higher Regional Court of Hamm, judg-
ment 4 U 1/20 of 10 June 2021. 

In this case, the Higher Regional Court of 
Hamm determined that, in order to grant effec-
tive legal protection, reference may exceptional-
ly be made to data from a digital storage medi-
um (e. g. a USB-Drive). 

The plaintiff in this case operates, among 
different magazines and newspapers, an online 
news portal. The defendant city administration 
also operates a website on which, in addition to 
official notices, special news from the surround-
ing area was also posted in the form of its own 
news portal. According to the plaintiff, the city 
thus presents itself as a local daily newspaper 
and thus exceeds the permissible scope of mu-
nicipal public relations. In doing so, the plaintiff 
largely relied on content from a USB storage 
medium. In this regard, the Higher District Court 
stated that such a reference to digitally stored 
content may be permissible by way of exception 
if effective legal protection would otherwise be 
jeopardised. That is the case here, as it would 
otherwise result in unreasonable expense for the 
plaintiff. In addition, a printout of the stored con-
tents would not be able to reproduce them with 
the same meaning, as they are purely digital con-
tents. There is no other possibility for a suffi-
ciently concrete representation than through 
digital storage media. According to the Court, 
this was therefore permissible by way of excep-
tion. However, action was ultimately dismissed 
on the merits. 

Higher Administrative Court of North 
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tion of data made public on the websites of 
online platform operators. 

Sandbox regulation will allow, for the next 3 
years, the tax and customs administrations to 
collect and exploit content freely accessible and 
obviously made public by users on the websites 
of online platform operators for the purpose of 
investigating certain offences. 

While the Directorate General of Public Fi-
nances (Direction générale des finances 
publiques – DGFIP) annual report for 2020 
states that data mining has enabled the recall of 
794 million euros in duties and penalties 
(DGFIP, Annual Report 2020, p. 13) and that 
32% of controls are targeted by artificial intelli-
gence (Ibid., p. 30), automated data processing 
by tax administrations is undergoing a major 
new development. Article 154 of Law No. 2019-
1479 of 28 December 2019 on finance for 2020 
authorised, on an experimental basis for a period 
of 3 years, the tax and customs administrations 
to collect and exploit content freely accessible 
and obviously made public by users on the web-
sites of online platform operators for the purpose 
of investigating certain offences. It should first 
be recalled that the Constitutional Council cen-
sured certain parts of this provision, thus reduc-
ing the scope of the offences included in the ex-
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148 of 11 February 2021 specifies the terms and 
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require the entry of a password or registration on 
the site in question” may be processed. Tax and 
customs authorities will also not be allowed to 
use accounts with an assumed name or special-

ised accounts for data collection, except for 
those necessary for the use of the API (automatic 
programming interface) of the platform or social 
network in question, and allowing the automa-
tion of data collection. 

Basically, from the creation of profile-types 
to be developed by administrations concerned 
during the learning and design phase of the algo-
rithm, it will be possible (1) to associate an ac-
count on a platform or a social network with a 
particular citizen and (2) to relate the data made 
publicly accessible by the citizens on the plat-
forms and social networks, and (3) to identify 
possible offences specifically targeted (smug-
gling, unauthorised import or export, including 
of tobacco, fraud concerning tax domicile, hid-
den activities, fraudulent manufacture of alcohol, 
etc.). ). To this end, a decree of 8 March 2021 
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algorithm to be linked to the CFVR (“targeting 
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tem, which is a flagship project for the digital 
transformation of the tax administration (see 
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sons, find a particular echo in the context of tax 
audits. Since administrative authorities can only 
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donymity could be of definite (collateral) benefit 
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It should also be noted that, for the first 
time, tax and customs authorities will be able to 
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credible mass of information provided by the 
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ELECTRONICALLY 

Federal Administrative Court, judgment 
9 C 8/19 of 25 January 2021. 

In this case, Federal Administrative Court 
had to deal, among other things, with the ques-
tion of whether electronic transmission is an in-
dependent form of filing an action. 

The plaintiff, who is resident in the United 
States, received a notice of costs from a German 
authority in January in which he was to share in 
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his property in Germany. With the same notice, 
he was informed that he could bring an action 
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recording (schriftlich oder zur Niederschrift)”. 
The one-month period is derived from section 74 
(1) of the Administrative Court Procedure Act 
(Verwaltungsgerichtsordnung – VwGO). His 
registered letter by post was received by the 
Administrative Court only after a considerable 
delay, so that the one-month deadline was not 
met. The applicant then applied for restitutio in 
integrum (Wiedereinsetzung in den vorigen 
Stand). He argued, inter alia, that the notice of 
appeal of the authority’s decision was deficient. 
The possibility of electronic data transmission 
should have been expressly stated in notice, as 
this is not just a special form of written transmis-
sion of a complaint, but an independent form of 
filing a complaint. In this case, the Federal Ad-
ministrative Court ruled that the authority’s ac-
tion was not objectionable. The possibility of fil-
ing an appeal by electronic means is expressly 
mentioned in the Administrative Court Proce-
dure Act (more precisely in § 55a (1)) and is in-
cluded in the wording of “filing an action in 
writing” (in § 81 (1) sentence 1 of the Adminis-
trative Court Procedure Act). The Federal Ad-
ministrative Court shares the view of the lower 
courts that the transmission of the statement of 
claim as an electronic document is not a separate 
form of bringing an action, but a written state-
ment of claim. The action was ultimately dis-
missed as inadmissible. 

Higher Administrative Court of Schles-
wig-Holstein, decision 2 LB 15/19 of 15 June 
2021. 

In a case similar to the above-mentioned, the 
Higher Administrative Court of Schleswig-
Holstein decided otherwise. 

Again, the issue was the wording “in writing 
or for recording” in the information note on legal 
remedies (Rechtsbehelfsbelehrung). Again, the 
plaintiff argued that this did not include the elec-
tronic form of filing an action and that the in-
struction was therefore insufficient. In this case, 
the Higher Administrative Court of Schleswig-
Holstein agreed with the plaintiff’s argumenta-
tion. The possibility of filing an action electroni-
cally was not a sub-case of filing an action in 
writing but rather an independent possibility. 
The wording “in writing or for recording” in the 
information note on legal remedies was therefore 
objectively capable of causing the recipient to 
make a mistake. Therefore, the instruction on le-
gal remedies was defective. The Higher Admin-
istrative Court upheld the action. 

Higher Regional Court of Hamm, judg-
ment 4 U 1/20 of 10 June 2021. 

In this case, the Higher Regional Court of 
Hamm determined that, in order to grant effec-
tive legal protection, reference may exceptional-
ly be made to data from a digital storage medi-
um (e. g. a USB-Drive). 

The plaintiff in this case operates, among 
different magazines and newspapers, an online 
news portal. The defendant city administration 
also operates a website on which, in addition to 
official notices, special news from the surround-
ing area was also posted in the form of its own 
news portal. According to the plaintiff, the city 
thus presents itself as a local daily newspaper 
and thus exceeds the permissible scope of mu-
nicipal public relations. In doing so, the plaintiff 
largely relied on content from a USB storage 
medium. In this regard, the Higher District Court 
stated that such a reference to digitally stored 
content may be permissible by way of exception 
if effective legal protection would otherwise be 
jeopardised. That is the case here, as it would 
otherwise result in unreasonable expense for the 
plaintiff. In addition, a printout of the stored con-
tents would not be able to reproduce them with 
the same meaning, as they are purely digital con-
tents. There is no other possibility for a suffi-
ciently concrete representation than through 
digital storage media. According to the Court, 
this was therefore permissible by way of excep-
tion. However, action was ultimately dismissed 
on the merits. 

Higher Administrative Court of North 
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Rhine-Westphalia, decision 16 E 579/21 of 3 
August 2021. 

In this case, the Higher Administrative Court 
commented on the requirements for electronical-
ly filed documents. 

The plaintiff had filed an appeal against the 
denial of legal aid electronically. The Higher 
Administrative Court ruled here that documents 
had already not been submitted in accordance 
with the Administrative Court Procedure Act. 
For private persons, only the sender-confirmed 
DE-Mail mailbox remains as a secure electronic 
transmission channel. The DE-Mail procedure 
was introduced in Germany in order to guarantee 
secure transmission by e-mail. Certain security 
mechanisms (including encryption and authenti-
cation procedures) are used. Submission via a 
DE-Mail mailbox is included in the Administra-
tive Court Procedure Act as a permissible meth-
od of electronic document transmission. Howev-
er, the other means of transmission listed in Sec-
tion 55a (4) are not available to private individu-
als. Furthermore, Higher Administrative Court 
ruled that it is not sufficient to attach a “qualified 
certificate” to electronically transmitted docu-
ments. A complete electronic signature is re-
quired, of which the qualified certificate is only 
a part. The appeal was dismissed by the court as 
inadmissible. 

ONLINE POSSIBILITIES FOR UNIVERSITIES 

Administrative Court Gießen, decision 9 
L 491/21.GI of 05 March 2021. 

The court had to address whether there was 
a right to conduct online exams under pandemic 
conditions. 

The applicant was a first-semester medical 
student and, in the present case, wanted to take 
the examinations due in February 2021 as online 
examinations. Among other reasons, he stated 
that he had a very long journey of more than 3 
hours to the University. In addition, he was per-
manently taking care of two sick family mem-
bers and a small child. Due to the pandemic, he 
was unable to place them in care and travel to 
the university for the exam. The university re-
plied that it generally planned to use a combina-
tion of digital teaching and in-classroom exami-
nations and therefore refused the applicant’s re-
quest. The applicant then applied to the Admin-
istrative Court for interim legal protection. The 
court ultimately rejected the student’s request. In 
its reasoning, the court stated that the university 
had a wide margin of discretion in selecting right 

form of examination. Moreover, a claim for stu-
dents to conduct online examinations is not justi-
fied solely by a long journey. The Corona pan-
demic does not fundamentally change this. 

Higher Administrative Court of North 
Rhine-Westphalia, decision 14 B 278/21.NE of 
04 March 2021. 

Here, the Higher Administrative Court had 
to deal with the question of whether the monitor-
ing of online examinations by means of video 
and audio recordings is compatible with higher-
ranking law. 

Within the scope of its regulatory powers, 
the University of Hagen had stipulated that an 
examination taken by students at home was to be 
monitored audio-visually. In the event of irregu-
larities or the discovery of an attempt to cheat, 
the corresponding video and audio recordings 
could also be stored for longer periods of time 
for the purpose of preserving evidence. The ap-
plicant took action against this within the 
framework of interim legal protection. He ar-
gued that it was sufficient to merely monitor the 
examination by means of a video and audio link. 
A storage of the material was not justified, since 
such a storage or recording does not take place 
also with presence examinations. However, the 
Higher Administrative Court rejected the appli-
cation. In doing so, it first focused on the differ-
ences between online examinations and in-
classroom examinations. The situations were not 
comparable, since the supervisor had the entire 
room in view during in-classroom examinations. 
With video supervision, only a small section of 
the image could be seen, which made supervi-
sion more difficult. In addition, investigations 
cannot be carried out immediately in order to 
follow up a suspicion. Finally, there was also a 
lack of witnesses, which made a recording nec-
essary for later evidence. The court acknowl-
edged that the case involved the processing of 
personal data and that the GDPR (General Data 
Protection Regulation - Regulation (EU) 
2016/679 of the European Parliament and of the 
Council) therefore applied. However, this pro-
cessing of data was lawful in the summary ex-
amination pursuant to Article 6(1)(e) of the 
GDPR, since safeguarding equal opportunities in 
university examinations was in the public inter-
est. The applicant’s right to informational self-
determination (Recht auf informationelle 
Selbstbestimmung) therefore had to take a back 
seat in the balancing exercise. 

Higher Administrative Court of Schles-
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wig-Holstein, decision 3 MR 7/21 of 03 March 
2021. 

Only one day before the previous decision, 
the Higher Administrative Court of Schleswig-
Holstein decided a similar case. 

In this case, however, the university had not 
included the possibility of recording in its stat-
utes and had only stipulated audio-visual trans-
mission without storing the material. The appli-
cation for interim legal protection brought for-
ward against this by a student of the university 
was unsuccessful as well. Here, too, the Higher 
Administrative Court recognised the suitability 
of video supervision for the prevention of at-
tempts at deception within the framework of the 
public interest arising from Art. 6(1)(e) DS-
GVO. In addition, the statute was also measured 
against the standard of the German Basic Law 
(Grundgesetz), but without finding a violation. 

Higher Administrative Court of Thurin-
gia, judgment 4 KO 395/19 of 25 March 2021. 

In this case, the court had to deal with the 
question of whether the introduction of electron-
ic university elections requires an explicit legal 
authorisation. 

In this case, the plaintiff was challenging an 
election held online at a university in 2014. This 
took place with the software of an external com-
pany and in compliance with certain security 
precautions (registration with personal identifi-
cation number, possibility of postal voting). The 
counting of both the online election and the ab-
sentee ballots took place publicly in the election 
office. The plaintiff objected that there was no 
sufficient legal basis for the procedure. An au-
thorisation in the statutes (Satzung) did not meet 
these requirements. In its ruling, the Higher Ad-
ministrative Court of Thuringia stated that the 
legal basis in the university’s statutes was suffi-
cient. An explicit legal authorisation is not re-
quired. In addition, restrictions of individual 
electoral principles, which arise when an elec-
tion is conducted online, can be justified if other 
principles are thereby strengthened, costs can be 
saved and voter turnout can be increased. How-
ever, within the framework of the statutes, care 
must be taken to ensure that restrictions on elec-
toral principles are reduced to a necessary mini-
mum. In this regard, balancing act is party re-
sponsibility authorized to adopt the bylaws, in 
this case the university. However, the court also 
states that minimum requirements for the online 
voting system are needed in the bylaws. That is, 
among others: an authentication procedure, regu-

lations on the involvement of external software 
companies and their employees, as well as the 
assurance of personal voting (for example, via 
the possibility of postal voting). In case on hand, 
university did not meet these minimum require-
ments. The claim was therefore upheld by the 
court. 

SECURITY AUTHORITIES 

Higher Administrative Court of North 
Rhine-Westphalia, decision 16 B 1733/19 of 28 
July 2021. 

In this case, the Higher Administrative Court 
confirmed the Administrative Court of Cologne 
with regard to the application of the GDPR in 
the area of national security. 

In the context of a security clearance proce-
dure against him, the applicant had requested in-
formation on the personal data processed, rely-
ing on the right to information under Section 
15(1) and (3) of the GDPR. After the refusal by 
the authority, the applicant went to the Adminis-
trative Court for interim legal protection. There, 
his application was rejected. In its decision, the 
Higher Administrative Court of North Rhine-
Westphalia confirmed the decision of the Ad-
ministrative Court of Cologne. Accordingly, the 
direct application of the General Data Protection 
Regulation is excluded here. Pursuant to Article 
2(2)(a) of the GDPR in conjunction with the 
16th recital of the Regulation, the GDPR does 
not apply if personal data are processed in an ar-
ea which does not fall within the scope of Union 
law. The security clearance procedure is in the 
area of national security. This is a matter of ex-
clusive competence of the Member States. The 
applicant can therefore not rely on the GDPR, 
nor on the European Charter of Fundamental 
Rights. The latter follows from Article 51 (1) of 
the Charter of Fundamental Rights. 

ELECTRONIC PATIENT DATA 

Federal Social Court, judgment B 1 KR 
7/20 R of 20 January 2021. 

The Federal Social Court has dealt with the 
question whether the electronic health card of 
the health insurance companies is compatible 
with European data protection law. 

The electronic health card was comprehen-
sively introduced in Germany in 2015. It primar-
ily stores patients’ administrative data electroni-
cally. In addition, electronic health card contains 
a photograph of the patient. In the case on hand, 
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Rhine-Westphalia, decision 16 E 579/21 of 3 
August 2021. 

In this case, the Higher Administrative Court 
commented on the requirements for electronical-
ly filed documents. 

The plaintiff had filed an appeal against the 
denial of legal aid electronically. The Higher 
Administrative Court ruled here that documents 
had already not been submitted in accordance 
with the Administrative Court Procedure Act. 
For private persons, only the sender-confirmed 
DE-Mail mailbox remains as a secure electronic 
transmission channel. The DE-Mail procedure 
was introduced in Germany in order to guarantee 
secure transmission by e-mail. Certain security 
mechanisms (including encryption and authenti-
cation procedures) are used. Submission via a 
DE-Mail mailbox is included in the Administra-
tive Court Procedure Act as a permissible meth-
od of electronic document transmission. Howev-
er, the other means of transmission listed in Sec-
tion 55a (4) are not available to private individu-
als. Furthermore, Higher Administrative Court 
ruled that it is not sufficient to attach a “qualified 
certificate” to electronically transmitted docu-
ments. A complete electronic signature is re-
quired, of which the qualified certificate is only 
a part. The appeal was dismissed by the court as 
inadmissible. 

ONLINE POSSIBILITIES FOR UNIVERSITIES 

Administrative Court Gießen, decision 9 
L 491/21.GI of 05 March 2021. 

The court had to address whether there was 
a right to conduct online exams under pandemic 
conditions. 

The applicant was a first-semester medical 
student and, in the present case, wanted to take 
the examinations due in February 2021 as online 
examinations. Among other reasons, he stated 
that he had a very long journey of more than 3 
hours to the University. In addition, he was per-
manently taking care of two sick family mem-
bers and a small child. Due to the pandemic, he 
was unable to place them in care and travel to 
the university for the exam. The university re-
plied that it generally planned to use a combina-
tion of digital teaching and in-classroom exami-
nations and therefore refused the applicant’s re-
quest. The applicant then applied to the Admin-
istrative Court for interim legal protection. The 
court ultimately rejected the student’s request. In 
its reasoning, the court stated that the university 
had a wide margin of discretion in selecting right 

form of examination. Moreover, a claim for stu-
dents to conduct online examinations is not justi-
fied solely by a long journey. The Corona pan-
demic does not fundamentally change this. 

Higher Administrative Court of North 
Rhine-Westphalia, decision 14 B 278/21.NE of 
04 March 2021. 

Here, the Higher Administrative Court had 
to deal with the question of whether the monitor-
ing of online examinations by means of video 
and audio recordings is compatible with higher-
ranking law. 

Within the scope of its regulatory powers, 
the University of Hagen had stipulated that an 
examination taken by students at home was to be 
monitored audio-visually. In the event of irregu-
larities or the discovery of an attempt to cheat, 
the corresponding video and audio recordings 
could also be stored for longer periods of time 
for the purpose of preserving evidence. The ap-
plicant took action against this within the 
framework of interim legal protection. He ar-
gued that it was sufficient to merely monitor the 
examination by means of a video and audio link. 
A storage of the material was not justified, since 
such a storage or recording does not take place 
also with presence examinations. However, the 
Higher Administrative Court rejected the appli-
cation. In doing so, it first focused on the differ-
ences between online examinations and in-
classroom examinations. The situations were not 
comparable, since the supervisor had the entire 
room in view during in-classroom examinations. 
With video supervision, only a small section of 
the image could be seen, which made supervi-
sion more difficult. In addition, investigations 
cannot be carried out immediately in order to 
follow up a suspicion. Finally, there was also a 
lack of witnesses, which made a recording nec-
essary for later evidence. The court acknowl-
edged that the case involved the processing of 
personal data and that the GDPR (General Data 
Protection Regulation - Regulation (EU) 
2016/679 of the European Parliament and of the 
Council) therefore applied. However, this pro-
cessing of data was lawful in the summary ex-
amination pursuant to Article 6(1)(e) of the 
GDPR, since safeguarding equal opportunities in 
university examinations was in the public inter-
est. The applicant’s right to informational self-
determination (Recht auf informationelle 
Selbstbestimmung) therefore had to take a back 
seat in the balancing exercise. 

Higher Administrative Court of Schles-
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wig-Holstein, decision 3 MR 7/21 of 03 March 
2021. 

Only one day before the previous decision, 
the Higher Administrative Court of Schleswig-
Holstein decided a similar case. 

In this case, however, the university had not 
included the possibility of recording in its stat-
utes and had only stipulated audio-visual trans-
mission without storing the material. The appli-
cation for interim legal protection brought for-
ward against this by a student of the university 
was unsuccessful as well. Here, too, the Higher 
Administrative Court recognised the suitability 
of video supervision for the prevention of at-
tempts at deception within the framework of the 
public interest arising from Art. 6(1)(e) DS-
GVO. In addition, the statute was also measured 
against the standard of the German Basic Law 
(Grundgesetz), but without finding a violation. 

Higher Administrative Court of Thurin-
gia, judgment 4 KO 395/19 of 25 March 2021. 

In this case, the court had to deal with the 
question of whether the introduction of electron-
ic university elections requires an explicit legal 
authorisation. 

In this case, the plaintiff was challenging an 
election held online at a university in 2014. This 
took place with the software of an external com-
pany and in compliance with certain security 
precautions (registration with personal identifi-
cation number, possibility of postal voting). The 
counting of both the online election and the ab-
sentee ballots took place publicly in the election 
office. The plaintiff objected that there was no 
sufficient legal basis for the procedure. An au-
thorisation in the statutes (Satzung) did not meet 
these requirements. In its ruling, the Higher Ad-
ministrative Court of Thuringia stated that the 
legal basis in the university’s statutes was suffi-
cient. An explicit legal authorisation is not re-
quired. In addition, restrictions of individual 
electoral principles, which arise when an elec-
tion is conducted online, can be justified if other 
principles are thereby strengthened, costs can be 
saved and voter turnout can be increased. How-
ever, within the framework of the statutes, care 
must be taken to ensure that restrictions on elec-
toral principles are reduced to a necessary mini-
mum. In this regard, balancing act is party re-
sponsibility authorized to adopt the bylaws, in 
this case the university. However, the court also 
states that minimum requirements for the online 
voting system are needed in the bylaws. That is, 
among others: an authentication procedure, regu-

lations on the involvement of external software 
companies and their employees, as well as the 
assurance of personal voting (for example, via 
the possibility of postal voting). In case on hand, 
university did not meet these minimum require-
ments. The claim was therefore upheld by the 
court. 

SECURITY AUTHORITIES 

Higher Administrative Court of North 
Rhine-Westphalia, decision 16 B 1733/19 of 28 
July 2021. 

In this case, the Higher Administrative Court 
confirmed the Administrative Court of Cologne 
with regard to the application of the GDPR in 
the area of national security. 

In the context of a security clearance proce-
dure against him, the applicant had requested in-
formation on the personal data processed, rely-
ing on the right to information under Section 
15(1) and (3) of the GDPR. After the refusal by 
the authority, the applicant went to the Adminis-
trative Court for interim legal protection. There, 
his application was rejected. In its decision, the 
Higher Administrative Court of North Rhine-
Westphalia confirmed the decision of the Ad-
ministrative Court of Cologne. Accordingly, the 
direct application of the General Data Protection 
Regulation is excluded here. Pursuant to Article 
2(2)(a) of the GDPR in conjunction with the 
16th recital of the Regulation, the GDPR does 
not apply if personal data are processed in an ar-
ea which does not fall within the scope of Union 
law. The security clearance procedure is in the 
area of national security. This is a matter of ex-
clusive competence of the Member States. The 
applicant can therefore not rely on the GDPR, 
nor on the European Charter of Fundamental 
Rights. The latter follows from Article 51 (1) of 
the Charter of Fundamental Rights. 

ELECTRONIC PATIENT DATA 

Federal Social Court, judgment B 1 KR 
7/20 R of 20 January 2021. 

The Federal Social Court has dealt with the 
question whether the electronic health card of 
the health insurance companies is compatible 
with European data protection law. 

The electronic health card was comprehen-
sively introduced in Germany in 2015. It primar-
ily stores patients’ administrative data electroni-
cally. In addition, electronic health card contains 
a photograph of the patient. In the case on hand, 
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Rhine-Westphalia, decision 16 E 579/21 of 3 
August 2021. 

In this case, the Higher Administrative Court 
commented on the requirements for electronical-
ly filed documents. 

The plaintiff had filed an appeal against the 
denial of legal aid electronically. The Higher 
Administrative Court ruled here that documents 
had already not been submitted in accordance 
with the Administrative Court Procedure Act. 
For private persons, only the sender-confirmed 
DE-Mail mailbox remains as a secure electronic 
transmission channel. The DE-Mail procedure 
was introduced in Germany in order to guarantee 
secure transmission by e-mail. Certain security 
mechanisms (including encryption and authenti-
cation procedures) are used. Submission via a 
DE-Mail mailbox is included in the Administra-
tive Court Procedure Act as a permissible meth-
od of electronic document transmission. Howev-
er, the other means of transmission listed in Sec-
tion 55a (4) are not available to private individu-
als. Furthermore, Higher Administrative Court 
ruled that it is not sufficient to attach a “qualified 
certificate” to electronically transmitted docu-
ments. A complete electronic signature is re-
quired, of which the qualified certificate is only 
a part. The appeal was dismissed by the court as 
inadmissible. 

ONLINE POSSIBILITIES FOR UNIVERSITIES 

Administrative Court Gießen, decision 9 
L 491/21.GI of 05 March 2021. 

The court had to address whether there was 
a right to conduct online exams under pandemic 
conditions. 

The applicant was a first-semester medical 
student and, in the present case, wanted to take 
the examinations due in February 2021 as online 
examinations. Among other reasons, he stated 
that he had a very long journey of more than 3 
hours to the University. In addition, he was per-
manently taking care of two sick family mem-
bers and a small child. Due to the pandemic, he 
was unable to place them in care and travel to 
the university for the exam. The university re-
plied that it generally planned to use a combina-
tion of digital teaching and in-classroom exami-
nations and therefore refused the applicant’s re-
quest. The applicant then applied to the Admin-
istrative Court for interim legal protection. The 
court ultimately rejected the student’s request. In 
its reasoning, the court stated that the university 
had a wide margin of discretion in selecting right 

form of examination. Moreover, a claim for stu-
dents to conduct online examinations is not justi-
fied solely by a long journey. The Corona pan-
demic does not fundamentally change this. 

Higher Administrative Court of North 
Rhine-Westphalia, decision 14 B 278/21.NE of 
04 March 2021. 

Here, the Higher Administrative Court had 
to deal with the question of whether the monitor-
ing of online examinations by means of video 
and audio recordings is compatible with higher-
ranking law. 

Within the scope of its regulatory powers, 
the University of Hagen had stipulated that an 
examination taken by students at home was to be 
monitored audio-visually. In the event of irregu-
larities or the discovery of an attempt to cheat, 
the corresponding video and audio recordings 
could also be stored for longer periods of time 
for the purpose of preserving evidence. The ap-
plicant took action against this within the 
framework of interim legal protection. He ar-
gued that it was sufficient to merely monitor the 
examination by means of a video and audio link. 
A storage of the material was not justified, since 
such a storage or recording does not take place 
also with presence examinations. However, the 
Higher Administrative Court rejected the appli-
cation. In doing so, it first focused on the differ-
ences between online examinations and in-
classroom examinations. The situations were not 
comparable, since the supervisor had the entire 
room in view during in-classroom examinations. 
With video supervision, only a small section of 
the image could be seen, which made supervi-
sion more difficult. In addition, investigations 
cannot be carried out immediately in order to 
follow up a suspicion. Finally, there was also a 
lack of witnesses, which made a recording nec-
essary for later evidence. The court acknowl-
edged that the case involved the processing of 
personal data and that the GDPR (General Data 
Protection Regulation - Regulation (EU) 
2016/679 of the European Parliament and of the 
Council) therefore applied. However, this pro-
cessing of data was lawful in the summary ex-
amination pursuant to Article 6(1)(e) of the 
GDPR, since safeguarding equal opportunities in 
university examinations was in the public inter-
est. The applicant’s right to informational self-
determination (Recht auf informationelle 
Selbstbestimmung) therefore had to take a back 
seat in the balancing exercise. 

Higher Administrative Court of Schles-
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wig-Holstein, decision 3 MR 7/21 of 03 March 
2021. 

Only one day before the previous decision, 
the Higher Administrative Court of Schleswig-
Holstein decided a similar case. 

In this case, however, the university had not 
included the possibility of recording in its stat-
utes and had only stipulated audio-visual trans-
mission without storing the material. The appli-
cation for interim legal protection brought for-
ward against this by a student of the university 
was unsuccessful as well. Here, too, the Higher 
Administrative Court recognised the suitability 
of video supervision for the prevention of at-
tempts at deception within the framework of the 
public interest arising from Art. 6(1)(e) DS-
GVO. In addition, the statute was also measured 
against the standard of the German Basic Law 
(Grundgesetz), but without finding a violation. 

Higher Administrative Court of Thurin-
gia, judgment 4 KO 395/19 of 25 March 2021. 

In this case, the court had to deal with the 
question of whether the introduction of electron-
ic university elections requires an explicit legal 
authorisation. 

In this case, the plaintiff was challenging an 
election held online at a university in 2014. This 
took place with the software of an external com-
pany and in compliance with certain security 
precautions (registration with personal identifi-
cation number, possibility of postal voting). The 
counting of both the online election and the ab-
sentee ballots took place publicly in the election 
office. The plaintiff objected that there was no 
sufficient legal basis for the procedure. An au-
thorisation in the statutes (Satzung) did not meet 
these requirements. In its ruling, the Higher Ad-
ministrative Court of Thuringia stated that the 
legal basis in the university’s statutes was suffi-
cient. An explicit legal authorisation is not re-
quired. In addition, restrictions of individual 
electoral principles, which arise when an elec-
tion is conducted online, can be justified if other 
principles are thereby strengthened, costs can be 
saved and voter turnout can be increased. How-
ever, within the framework of the statutes, care 
must be taken to ensure that restrictions on elec-
toral principles are reduced to a necessary mini-
mum. In this regard, balancing act is party re-
sponsibility authorized to adopt the bylaws, in 
this case the university. However, the court also 
states that minimum requirements for the online 
voting system are needed in the bylaws. That is, 
among others: an authentication procedure, regu-

lations on the involvement of external software 
companies and their employees, as well as the 
assurance of personal voting (for example, via 
the possibility of postal voting). In case on hand, 
university did not meet these minimum require-
ments. The claim was therefore upheld by the 
court. 

SECURITY AUTHORITIES 

Higher Administrative Court of North 
Rhine-Westphalia, decision 16 B 1733/19 of 28 
July 2021. 

In this case, the Higher Administrative Court 
confirmed the Administrative Court of Cologne 
with regard to the application of the GDPR in 
the area of national security. 

In the context of a security clearance proce-
dure against him, the applicant had requested in-
formation on the personal data processed, rely-
ing on the right to information under Section 
15(1) and (3) of the GDPR. After the refusal by 
the authority, the applicant went to the Adminis-
trative Court for interim legal protection. There, 
his application was rejected. In its decision, the 
Higher Administrative Court of North Rhine-
Westphalia confirmed the decision of the Ad-
ministrative Court of Cologne. Accordingly, the 
direct application of the General Data Protection 
Regulation is excluded here. Pursuant to Article 
2(2)(a) of the GDPR in conjunction with the 
16th recital of the Regulation, the GDPR does 
not apply if personal data are processed in an ar-
ea which does not fall within the scope of Union 
law. The security clearance procedure is in the 
area of national security. This is a matter of ex-
clusive competence of the Member States. The 
applicant can therefore not rely on the GDPR, 
nor on the European Charter of Fundamental 
Rights. The latter follows from Article 51 (1) of 
the Charter of Fundamental Rights. 

ELECTRONIC PATIENT DATA 

Federal Social Court, judgment B 1 KR 
7/20 R of 20 January 2021. 

The Federal Social Court has dealt with the 
question whether the electronic health card of 
the health insurance companies is compatible 
with European data protection law. 

The electronic health card was comprehen-
sively introduced in Germany in 2015. It primar-
ily stores patients’ administrative data electroni-
cally. In addition, electronic health card contains 
a photograph of the patient. In the case on hand, 
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the plaintiff did not want to provide a photo for 
the electronic health card and asked the health 
insurance company to issue a paper proof of in-
surance instead. This was refused by the health 
insurance company. The action then brought be-
fore the Social Court was unsuccessful. The 
Federal Social Court also rejected the plaintiff’s 
appeal. There are no concerns about electronic 
health card regarding data protection and data 
security. In particular, the card complies with the 
GDPR. The court leaves open the question of 
whether the GDPR applies to patient data at all, 
since at least no breach of the GDPR is apparent. 
Also, in the area of data security, the legislator 
had taken sufficient precautions to ensure ade-
quate security with the corresponding regula-
tions (Patient Data Protection Act and corre-
sponding regulations in the fifth German Social 
Code).  

OBLIGATIONS OF ELECTRONIC 
COMMUNICATION 

Administrative Court Würzburg, judge-
ment W 8 K 20.814 of 18 January 2021. 

The administrative court determined that 
there was generally no legal entitlement to the 
Corona emergency aid (Corona-Soforthilfen) 
that was not applied for electronically. 

In Germany, in the context of the closures of 
shops and cultural institutions caused by the Co-
rona pandemic, an aid programme was set up to 
provide rapid financial support to those affected. 
The application for this aid was possible via a 
corresponding online portal. The plaintiff re-
quested this support from the aid programme 
without submitting the electronic application. He 
was informed several times that the application 
could not be processed further because the appli-
cation was only possible online. He then filed a 
suit at the administrative court alleging ‘techno-
logical discrimination’. He claimed that he had 
neither Internet access nor an e-mail account. 
The court dismissed the complaint. Here, the 
guidelines for distributing relief funds specify 
electronic form. This was also possible within 
the framework of substantive law and, above all, 
did not violate the ‘principle of non-formality’ of 
the administrative procedure. Moreover, it is a 
matter of voluntary assistance by the State, to 
which there is no legal entitlement. There is 
therefore no right to apply for that assistance in a 
way other than that laid down. It is true that the 
authorities have some margin of discretion if the 
applicant can demonstrate the impossibility or 
unreasonableness of submitting the application 

electronically. However, general reasons such as 
a lack of internet connection are not sufficient 
for this. 
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APPLICATION OF PERSON CONCERNED RIGHTS 
IN A PUBLIC COMPETITION 

Regional Administrative Court of Cam-
pania, Napoli, sec. VI, n. 8050 of 17 December 
2021.  

The Regional Administrative Court of Cam-
pania, with the case in analysis, has recognized 
the openness of the native digital files, relating 
to the tests and the related papers of a public 
competition, in original and complete version, 
when a competitor who participated in the same 
selection makes a request for access to docu-
ments under Law no. 241/1990. 

In this ruling, the applicant, a competitor in 
a special competition for the recruitment of sec-
ondary school teachers, has challenged, together 
with the related documents, the acknowledge-
ment of her request for access to documents, 
pursuant to Law no. 241 /1990, in the part in 
which the Administration requested, for the dis-
play of documents in paper format, the payment 
of additional costs other than those of mere re-
production or the amount of € 1.00 per page to 
conceal personal data and has, therefore, contex-
tually denied access to the native digital files of 
the papers of the other candidates.  

Specifically, candidate applied for access to 
documents, with extraction of the native and dig-
ital files, in order to verify the existence of any 
profiles of illegitimacy vitiating the procedure, 
so as to be able to take the appropriate legal 
remedies.  

The Administration, on the other hand, in-
voking certain confidentiality requirements re-
garding the data of the other candidates, re-
sponded to the applicant’s request by clarifying 
that, although she had the right to see the docu-
ments, they would be made available in paper 
format, subject to payment of a fee, in order to 
make omissions to conceal the data relating to 
the other competitors.  
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The Board, with this ruling de qua, accepted 
the appeal on the basis of the following reasons. 

With regard to the an, it held that, in appli-
cation of the general principles of impartiality 
and transparency of administrative action, as 
well as favor partecipationis, access to adminis-
trative documents, pursuant to Law no. 
241/1990, may be denied only in the individual 
cases identified in art. 24 paragraphs 1, 2, 3, 5 
and 6 Law no. 241/1990 which, however, do not 
fall into the cases, defined as “exceptions”, of 
the so-called “defensive access”, pursuant to art. 
24 paragraph 7 Law no. 241/1990. Therefore, in 
the case in question, the Regional Administrative 
Court clarified that the applicant, being a partici-
pant in the same competitive procedure, has a 
“direct, concrete and current” interest (art. 22, 
paragraph 1, Law no. 241/1990), founding its 
right to access the requested documents. 

With regard to the quid, with the pro-
nouncement de qua, the College - which has pre-
liminarily excluded the possibility of recogniz-
ing any other party to the ostension of acts in-
herent in that procedure, given their inability to 
affect any subjective legal position - has con-
firmed the prevailing case law according to 
which, when a potential candidate decides inde-
pendently to submit an application for a public 
competition, it is necessary to recognize his im-
plicit willingness to allow the full disclosure of 
his application to participate or of the tests and 
papers incurred and prepared for that purpose, 
even if possibly subject to the claim of another 
competitor, aimed at verifying the proper con-
duct of the procedure. This is confirmed, accord-
ing to the College, by the conduct of the same 
oral tests of the competition, to be held in public 
session, and, therefore, in a manner ontologically 
incompatible with the prerogatives of confiden-
tiality complained of by the respondent. 

With regard to the quomodo, Campania Re-
gional Administrative Court, reiterating that 
there are no particular confidentiality require-
ments that cannot be overcome by the defensive 
requirements of the applicant, did not identify 
any reason against the disclosure of the digital 
documents requested in their native format, in 
order to ensure their completeness or their com-
plete consistency with the logical process fol-
lowed by the jury. On the contrary, it acknowl-
edged that only the display of the documents as 
they originated would allow the candidate to 
have knowledge of the real work of the Admin-
istration in the competition, also in order to seek 
any judicial remedies. 

Ultimately, Board concluded that the con-

tested notes were illegitimate insofar as they re-
quested, in order to allow the disclosure of doc-
uments in paper format, the payment of addi-
tional costs to conceal personal data and, there-
fore, at the same time denied access to other 
candidates native digital files. 

At the same time, pursuant to art. 116, para-
graph 4, and art. 133, paragraph 1, no. 6, of the 
Code of Administrative Procedure, the Campa-
nia Regional Administrative Court ordered the 
requested body, condemning it to pay the costs 
of the proceedings, to produce the documenta-
tion requested by the appellant, also allowing her 
to extract, in full format, without omissions, a 
copy of native digital files as requested, without 
the payment of the costs indicated in the contest-
ed deeds, within thirty days from the date of the 
hearing.  

Regional Administrative Court of Emilia-
Romagna, Bologna, sec. I, ord. 28 November 
2021, n. 551. 

The exclusion from a public competition - for 
the invalidity of the QR Code for the verification 
of the green pass - is unlawful where it is possi-
ble to prove possession with a document certify-
ing the vaccination. Otherwise, the exercise of a 
constitutionally guaranteed right (Articles 33 
and 34 of the Constitution) such as the right to 
study or access public offices (Articles 51 and 97 
of the Constitution) would be conditioned by the 
operation of a mobile application. 

Emilia-Romagna Regional Administrative 
Court void administrative decision by which the 
applicants were excluded from in admission test 
to the Bologna University’s degree course in 
Medicine and Surgery for academic year 
2021/22. The University justified its decision 
because the QR Code showed that the Green 
Pass was not valid, even though the applicants 
had proved that they had been vaccinated on 10 
August 2021. Although Article 13 of the Prime 
Minister’s Decree of 17 June 2021 states that 
“the verification of COVID-19 green certificates 
is carried out by reading the two-dimensional bar 
code”, the Administrative Judges consider that a 
certificate attesting to vaccination can remedy 
this “computer error”. Otherwise, the exercise of 
a constitutionally guaranteed right (Articles 33 
and 34 Const.) such as the right to study or ac-
cess public offices (Articles 51 and 97 Const.) 
would be conditioned by the operation of a mo-
bile application.  

ELECTRONIC NOTIFICATION 
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the plaintiff did not want to provide a photo for 
the electronic health card and asked the health 
insurance company to issue a paper proof of in-
surance instead. This was refused by the health 
insurance company. The action then brought be-
fore the Social Court was unsuccessful. The 
Federal Social Court also rejected the plaintiff’s 
appeal. There are no concerns about electronic 
health card regarding data protection and data 
security. In particular, the card complies with the 
GDPR. The court leaves open the question of 
whether the GDPR applies to patient data at all, 
since at least no breach of the GDPR is apparent. 
Also, in the area of data security, the legislator 
had taken sufficient precautions to ensure ade-
quate security with the corresponding regula-
tions (Patient Data Protection Act and corre-
sponding regulations in the fifth German Social 
Code).  

OBLIGATIONS OF ELECTRONIC 
COMMUNICATION 

Administrative Court Würzburg, judge-
ment W 8 K 20.814 of 18 January 2021. 

The administrative court determined that 
there was generally no legal entitlement to the 
Corona emergency aid (Corona-Soforthilfen) 
that was not applied for electronically. 

In Germany, in the context of the closures of 
shops and cultural institutions caused by the Co-
rona pandemic, an aid programme was set up to 
provide rapid financial support to those affected. 
The application for this aid was possible via a 
corresponding online portal. The plaintiff re-
quested this support from the aid programme 
without submitting the electronic application. He 
was informed several times that the application 
could not be processed further because the appli-
cation was only possible online. He then filed a 
suit at the administrative court alleging ‘techno-
logical discrimination’. He claimed that he had 
neither Internet access nor an e-mail account. 
The court dismissed the complaint. Here, the 
guidelines for distributing relief funds specify 
electronic form. This was also possible within 
the framework of substantive law and, above all, 
did not violate the ‘principle of non-formality’ of 
the administrative procedure. Moreover, it is a 
matter of voluntary assistance by the State, to 
which there is no legal entitlement. There is 
therefore no right to apply for that assistance in a 
way other than that laid down. It is true that the 
authorities have some margin of discretion if the 
applicant can demonstrate the impossibility or 
unreasonableness of submitting the application 

electronically. However, general reasons such as 
a lack of internet connection are not sufficient 
for this. 
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Regional Administrative Court of Cam-
pania, Napoli, sec. VI, n. 8050 of 17 December 
2021.  

The Regional Administrative Court of Cam-
pania, with the case in analysis, has recognized 
the openness of the native digital files, relating 
to the tests and the related papers of a public 
competition, in original and complete version, 
when a competitor who participated in the same 
selection makes a request for access to docu-
ments under Law no. 241/1990. 

In this ruling, the applicant, a competitor in 
a special competition for the recruitment of sec-
ondary school teachers, has challenged, together 
with the related documents, the acknowledge-
ment of her request for access to documents, 
pursuant to Law no. 241 /1990, in the part in 
which the Administration requested, for the dis-
play of documents in paper format, the payment 
of additional costs other than those of mere re-
production or the amount of € 1.00 per page to 
conceal personal data and has, therefore, contex-
tually denied access to the native digital files of 
the papers of the other candidates.  

Specifically, candidate applied for access to 
documents, with extraction of the native and dig-
ital files, in order to verify the existence of any 
profiles of illegitimacy vitiating the procedure, 
so as to be able to take the appropriate legal 
remedies.  

The Administration, on the other hand, in-
voking certain confidentiality requirements re-
garding the data of the other candidates, re-
sponded to the applicant’s request by clarifying 
that, although she had the right to see the docu-
ments, they would be made available in paper 
format, subject to payment of a fee, in order to 
make omissions to conceal the data relating to 
the other competitors.  
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The Board, with this ruling de qua, accepted 
the appeal on the basis of the following reasons. 

With regard to the an, it held that, in appli-
cation of the general principles of impartiality 
and transparency of administrative action, as 
well as favor partecipationis, access to adminis-
trative documents, pursuant to Law no. 
241/1990, may be denied only in the individual 
cases identified in art. 24 paragraphs 1, 2, 3, 5 
and 6 Law no. 241/1990 which, however, do not 
fall into the cases, defined as “exceptions”, of 
the so-called “defensive access”, pursuant to art. 
24 paragraph 7 Law no. 241/1990. Therefore, in 
the case in question, the Regional Administrative 
Court clarified that the applicant, being a partici-
pant in the same competitive procedure, has a 
“direct, concrete and current” interest (art. 22, 
paragraph 1, Law no. 241/1990), founding its 
right to access the requested documents. 

With regard to the quid, with the pro-
nouncement de qua, the College - which has pre-
liminarily excluded the possibility of recogniz-
ing any other party to the ostension of acts in-
herent in that procedure, given their inability to 
affect any subjective legal position - has con-
firmed the prevailing case law according to 
which, when a potential candidate decides inde-
pendently to submit an application for a public 
competition, it is necessary to recognize his im-
plicit willingness to allow the full disclosure of 
his application to participate or of the tests and 
papers incurred and prepared for that purpose, 
even if possibly subject to the claim of another 
competitor, aimed at verifying the proper con-
duct of the procedure. This is confirmed, accord-
ing to the College, by the conduct of the same 
oral tests of the competition, to be held in public 
session, and, therefore, in a manner ontologically 
incompatible with the prerogatives of confiden-
tiality complained of by the respondent. 

With regard to the quomodo, Campania Re-
gional Administrative Court, reiterating that 
there are no particular confidentiality require-
ments that cannot be overcome by the defensive 
requirements of the applicant, did not identify 
any reason against the disclosure of the digital 
documents requested in their native format, in 
order to ensure their completeness or their com-
plete consistency with the logical process fol-
lowed by the jury. On the contrary, it acknowl-
edged that only the display of the documents as 
they originated would allow the candidate to 
have knowledge of the real work of the Admin-
istration in the competition, also in order to seek 
any judicial remedies. 

Ultimately, Board concluded that the con-

tested notes were illegitimate insofar as they re-
quested, in order to allow the disclosure of doc-
uments in paper format, the payment of addi-
tional costs to conceal personal data and, there-
fore, at the same time denied access to other 
candidates native digital files. 

At the same time, pursuant to art. 116, para-
graph 4, and art. 133, paragraph 1, no. 6, of the 
Code of Administrative Procedure, the Campa-
nia Regional Administrative Court ordered the 
requested body, condemning it to pay the costs 
of the proceedings, to produce the documenta-
tion requested by the appellant, also allowing her 
to extract, in full format, without omissions, a 
copy of native digital files as requested, without 
the payment of the costs indicated in the contest-
ed deeds, within thirty days from the date of the 
hearing.  

Regional Administrative Court of Emilia-
Romagna, Bologna, sec. I, ord. 28 November 
2021, n. 551. 

The exclusion from a public competition - for 
the invalidity of the QR Code for the verification 
of the green pass - is unlawful where it is possi-
ble to prove possession with a document certify-
ing the vaccination. Otherwise, the exercise of a 
constitutionally guaranteed right (Articles 33 
and 34 of the Constitution) such as the right to 
study or access public offices (Articles 51 and 97 
of the Constitution) would be conditioned by the 
operation of a mobile application. 

Emilia-Romagna Regional Administrative 
Court void administrative decision by which the 
applicants were excluded from in admission test 
to the Bologna University’s degree course in 
Medicine and Surgery for academic year 
2021/22. The University justified its decision 
because the QR Code showed that the Green 
Pass was not valid, even though the applicants 
had proved that they had been vaccinated on 10 
August 2021. Although Article 13 of the Prime 
Minister’s Decree of 17 June 2021 states that 
“the verification of COVID-19 green certificates 
is carried out by reading the two-dimensional bar 
code”, the Administrative Judges consider that a 
certificate attesting to vaccination can remedy 
this “computer error”. Otherwise, the exercise of 
a constitutionally guaranteed right (Articles 33 
and 34 Const.) such as the right to study or ac-
cess public offices (Articles 51 and 97 Const.) 
would be conditioned by the operation of a mo-
bile application.  

ELECTRONIC NOTIFICATION 
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the plaintiff did not want to provide a photo for 
the electronic health card and asked the health 
insurance company to issue a paper proof of in-
surance instead. This was refused by the health 
insurance company. The action then brought be-
fore the Social Court was unsuccessful. The 
Federal Social Court also rejected the plaintiff’s 
appeal. There are no concerns about electronic 
health card regarding data protection and data 
security. In particular, the card complies with the 
GDPR. The court leaves open the question of 
whether the GDPR applies to patient data at all, 
since at least no breach of the GDPR is apparent. 
Also, in the area of data security, the legislator 
had taken sufficient precautions to ensure ade-
quate security with the corresponding regula-
tions (Patient Data Protection Act and corre-
sponding regulations in the fifth German Social 
Code).  

OBLIGATIONS OF ELECTRONIC 
COMMUNICATION 

Administrative Court Würzburg, judge-
ment W 8 K 20.814 of 18 January 2021. 

The administrative court determined that 
there was generally no legal entitlement to the 
Corona emergency aid (Corona-Soforthilfen) 
that was not applied for electronically. 

In Germany, in the context of the closures of 
shops and cultural institutions caused by the Co-
rona pandemic, an aid programme was set up to 
provide rapid financial support to those affected. 
The application for this aid was possible via a 
corresponding online portal. The plaintiff re-
quested this support from the aid programme 
without submitting the electronic application. He 
was informed several times that the application 
could not be processed further because the appli-
cation was only possible online. He then filed a 
suit at the administrative court alleging ‘techno-
logical discrimination’. He claimed that he had 
neither Internet access nor an e-mail account. 
The court dismissed the complaint. Here, the 
guidelines for distributing relief funds specify 
electronic form. This was also possible within 
the framework of substantive law and, above all, 
did not violate the ‘principle of non-formality’ of 
the administrative procedure. Moreover, it is a 
matter of voluntary assistance by the State, to 
which there is no legal entitlement. There is 
therefore no right to apply for that assistance in a 
way other than that laid down. It is true that the 
authorities have some margin of discretion if the 
applicant can demonstrate the impossibility or 
unreasonableness of submitting the application 

electronically. However, general reasons such as 
a lack of internet connection are not sufficient 
for this. 
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IN A PUBLIC COMPETITION 

Regional Administrative Court of Cam-
pania, Napoli, sec. VI, n. 8050 of 17 December 
2021.  

The Regional Administrative Court of Cam-
pania, with the case in analysis, has recognized 
the openness of the native digital files, relating 
to the tests and the related papers of a public 
competition, in original and complete version, 
when a competitor who participated in the same 
selection makes a request for access to docu-
ments under Law no. 241/1990. 

In this ruling, the applicant, a competitor in 
a special competition for the recruitment of sec-
ondary school teachers, has challenged, together 
with the related documents, the acknowledge-
ment of her request for access to documents, 
pursuant to Law no. 241 /1990, in the part in 
which the Administration requested, for the dis-
play of documents in paper format, the payment 
of additional costs other than those of mere re-
production or the amount of € 1.00 per page to 
conceal personal data and has, therefore, contex-
tually denied access to the native digital files of 
the papers of the other candidates.  

Specifically, candidate applied for access to 
documents, with extraction of the native and dig-
ital files, in order to verify the existence of any 
profiles of illegitimacy vitiating the procedure, 
so as to be able to take the appropriate legal 
remedies.  

The Administration, on the other hand, in-
voking certain confidentiality requirements re-
garding the data of the other candidates, re-
sponded to the applicant’s request by clarifying 
that, although she had the right to see the docu-
ments, they would be made available in paper 
format, subject to payment of a fee, in order to 
make omissions to conceal the data relating to 
the other competitors.  
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The Board, with this ruling de qua, accepted 
the appeal on the basis of the following reasons. 

With regard to the an, it held that, in appli-
cation of the general principles of impartiality 
and transparency of administrative action, as 
well as favor partecipationis, access to adminis-
trative documents, pursuant to Law no. 
241/1990, may be denied only in the individual 
cases identified in art. 24 paragraphs 1, 2, 3, 5 
and 6 Law no. 241/1990 which, however, do not 
fall into the cases, defined as “exceptions”, of 
the so-called “defensive access”, pursuant to art. 
24 paragraph 7 Law no. 241/1990. Therefore, in 
the case in question, the Regional Administrative 
Court clarified that the applicant, being a partici-
pant in the same competitive procedure, has a 
“direct, concrete and current” interest (art. 22, 
paragraph 1, Law no. 241/1990), founding its 
right to access the requested documents. 

With regard to the quid, with the pro-
nouncement de qua, the College - which has pre-
liminarily excluded the possibility of recogniz-
ing any other party to the ostension of acts in-
herent in that procedure, given their inability to 
affect any subjective legal position - has con-
firmed the prevailing case law according to 
which, when a potential candidate decides inde-
pendently to submit an application for a public 
competition, it is necessary to recognize his im-
plicit willingness to allow the full disclosure of 
his application to participate or of the tests and 
papers incurred and prepared for that purpose, 
even if possibly subject to the claim of another 
competitor, aimed at verifying the proper con-
duct of the procedure. This is confirmed, accord-
ing to the College, by the conduct of the same 
oral tests of the competition, to be held in public 
session, and, therefore, in a manner ontologically 
incompatible with the prerogatives of confiden-
tiality complained of by the respondent. 

With regard to the quomodo, Campania Re-
gional Administrative Court, reiterating that 
there are no particular confidentiality require-
ments that cannot be overcome by the defensive 
requirements of the applicant, did not identify 
any reason against the disclosure of the digital 
documents requested in their native format, in 
order to ensure their completeness or their com-
plete consistency with the logical process fol-
lowed by the jury. On the contrary, it acknowl-
edged that only the display of the documents as 
they originated would allow the candidate to 
have knowledge of the real work of the Admin-
istration in the competition, also in order to seek 
any judicial remedies. 

Ultimately, Board concluded that the con-

tested notes were illegitimate insofar as they re-
quested, in order to allow the disclosure of doc-
uments in paper format, the payment of addi-
tional costs to conceal personal data and, there-
fore, at the same time denied access to other 
candidates native digital files. 

At the same time, pursuant to art. 116, para-
graph 4, and art. 133, paragraph 1, no. 6, of the 
Code of Administrative Procedure, the Campa-
nia Regional Administrative Court ordered the 
requested body, condemning it to pay the costs 
of the proceedings, to produce the documenta-
tion requested by the appellant, also allowing her 
to extract, in full format, without omissions, a 
copy of native digital files as requested, without 
the payment of the costs indicated in the contest-
ed deeds, within thirty days from the date of the 
hearing.  

Regional Administrative Court of Emilia-
Romagna, Bologna, sec. I, ord. 28 November 
2021, n. 551. 

The exclusion from a public competition - for 
the invalidity of the QR Code for the verification 
of the green pass - is unlawful where it is possi-
ble to prove possession with a document certify-
ing the vaccination. Otherwise, the exercise of a 
constitutionally guaranteed right (Articles 33 
and 34 of the Constitution) such as the right to 
study or access public offices (Articles 51 and 97 
of the Constitution) would be conditioned by the 
operation of a mobile application. 

Emilia-Romagna Regional Administrative 
Court void administrative decision by which the 
applicants were excluded from in admission test 
to the Bologna University’s degree course in 
Medicine and Surgery for academic year 
2021/22. The University justified its decision 
because the QR Code showed that the Green 
Pass was not valid, even though the applicants 
had proved that they had been vaccinated on 10 
August 2021. Although Article 13 of the Prime 
Minister’s Decree of 17 June 2021 states that 
“the verification of COVID-19 green certificates 
is carried out by reading the two-dimensional bar 
code”, the Administrative Judges consider that a 
certificate attesting to vaccination can remedy 
this “computer error”. Otherwise, the exercise of 
a constitutionally guaranteed right (Articles 33 
and 34 Const.) such as the right to study or ac-
cess public offices (Articles 51 and 97 Const.) 
would be conditioned by the operation of a mo-
bile application.  

ELECTRONIC NOTIFICATION 
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AgID Guidelines on National Index of 
electronic addresses of individual citizens, 
companies and entities that are not required 
by law to sign up on professional lists, books 
and registers or in the Register of Companies.  

The Guidelines at issue regulate the imple-
mentation and the management of the National 
Index of digital domicile, elected by individuals, 
professionals, and other institutions that aren’t 
required by law to have a digital address. The 
real beginning of the index, in short called 
INAD, will allow every individual or organiza-
tion to have an effective electronic address for 
notifications that hold legal value.  

The index is covered by the Article 6-quater 
of Codice dell’Amministrazione Digitale at leg-
islative decree n. 82/2005, along with other in-
dexes of electronic addresses that are already 
operating.  

These other indexes are filled with electron-
ic addresses of Public Administration 
(INDICEPA and RegistroPA) and professionals 
and companies that are required by law to have 
an electronic address, and that are required to 
sign in professional and companies registers.  

As regards INAD, the mentioned article 6 -
quater states that the implementation and man-
agement of this index are on AgiD, through the 
issuing of specific guidelines, that the Agency 
released on 2021 September 15th.  

In accordance with law and guidelines, the 
overmentioned subjects could indicate their own 
electronic address, by authenticating in a dedi-
cated web platform, using SPID, CNS, and Elec-
tronic ID Card.  

After the authentication process, people 
could choose their digital address, by providing a 
certified e-mail (PEC) address or another elec-
tronic registered delivery address for communi-
cations holding legal value.  

From this moment, they can log in and see 
their personal data and address.  

The chosen electronic address can be deleted 
in every moment, and, after the deletion, the sys-
tem stores only the necessary data for the event 
of a trial.  

Organizations and entities can choose their 
electronic address through their legal representa-
tive, and they can also choose a delegate.  

The Guidelines state that individuals may 
elect two different electronic addresses, one for 
their professional activity and one for personal 
purposes.  

The Guidelines also plan the connection be-
tween the information contained in the Index and 

ANPR (national database of residing people’s 
data).  

Therefore, on a daily basis, the electronic 
addresses of the INAD flow to ANPR, once 
complete.  

The Index will also collect the electronic 
addresses of professionals and companies that 
are required by the law to have an electronic ad-
dress and that are signed up on registers.  

These electronic addresses, which are al-
ready listed in INI PEC index, flow also into 
INAD.  

Anyway, the Guidelines state that these pro-
fessionals and companies can choose a different 
personal electronic address and put it into the 
INAD.  

Concerning the consultation of the index, 
Guidelines require that users can search electron-
ic addresses by putting into the website search 
engine the fiscal code or the electronic address 
of the called subject. 
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THE ELECTRONIC NOTIFICATIONS IN THE 
ADMINISTRATIVE TAX OFFENCE PROCEEDING 

Judgment of the Administrative Court of 
appeal (south) 30 September 2021.  

If the notification is sent to the digital elec-
tronic mail address (i.e. the electronic tax domi-
cile: “ViaCTT”), the addressee is presumed to 
have knowledge of it, unless the notifying party 
proves that, for reasons beyond its control, the 
notification took place after the presumed date 
and if it is proved that the party communicated 
the change of address within the time limit and 
in the manner provided for in Article 43 (Art. 
39(11) CTPP). 

In this ruling, the South Central Administra-
tive Court (SCAC) - one of the two intermediate 
courts of administrative and tax jurisdiction in 
Portugal - addressed the issue of the validity and 
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perfection of electronic notifications made to the 
defendant in administrative tax offence proceed-
ings. It’s basis is an administrative decision (by a 
tax service) to impose a fine on the defendant. 
Dissatisfied, the defendant appealed to the Ad-
ministrative and Tax Court (ATC). Because the 
appeal had formal deficiencies, the court gave 
the defendant ten days, by order sent by elec-
tronic notification to his electronic domicile, to 
remedy the deficiencies, failing which the appli-
cation would be outright rejected. Upon expiry 
of the deadline without having remedied the de-
ficiencies, the defendant wanted to challenge the 
decision (of the ATC) to dismiss the appeal, 
claiming that he had not been notified of the 
aforementioned order. 

In this case, the judges of the SCAC ana-
lyzed the concept of tax domicile, reformulated 
in 2017 by the amendments made by Decree-
Law no. 93/2017, of 01/08, to article 19(2) of 
General Tax Law (GTL), which enshrines the 
electronic tax domicile, that includes the public 
service of electronic notifications associated 
with the digital single address (an email address 
indicated by the taxpayer when registering in the 
system) and the public service of electronic 
mailbox (called “ViaCTT”, an electronic mail-
box that works as a digital mail receptacle - also 
requires adherence by the taxpayer).  

Reflecting such innovation, the article 
39(10) of the Code of Tax Procedure and Pro-
ceedings (CTPP), in the wording in force at the 
time of the facts, stipulated that notifications sent 
to the electronic tax domicile were deemed to 
have been served on the fifth day following the 
registration of their availability in the support 
system of the public electronic notifications ser-
vice associated to the single digital address or in 
the electronic mailbox of the person to be noti-
fied. Thus, the judges considered that since the 
notification was sent to the electronic address, it 
is presumed that the addressee became aware of 
it. This presumption may only be rebutted by the 
notifying party when, for reasons not attributable 
to him, the notification occurs on a date subse-
quent to the presumed date and in cases where it 
is proven that the he communicated the change 
of address within the time periods and terms set 
forth in article 43 (article 39(11) of CTPP). 

Judges of the SCAC also determined that, 
since electronic notification could only be made 
if the defendant had previously subscribed such 
services - digital single address or electronic 
mailbox -, he could not ignore the duty of care 
regarding their monitorization, as well as that, by 
ensuring the way to counter such iuris tantum 

presumption, the legislator ensured the most el-
ementary rights of defense to those notified. 
They concluded that no facts emerged from the 
case file that would allow the defendant not to be 
considered as having been notified of the order 
inviting him to remedy the formal deficiencies of 
the appeal brought before the ATC, and that the 
ruling of this court (in rejecting the appeal out-
right) does not delay his right of access to the 
courts and the guarantee of effective judicial 
protection. The appeal was dismissed. 

PERSONAL DATA IS SHARED BETWEEN THE 
PUBLIC ADMINISTRATION AND PUBLIC ENTITIES.  

Judgment of the Administrative Supreme 
Court of 23 June 2021.  

In accordance with the principle of loyal 
cooperation between public administrations, the 
Portuguese Administrative Supreme Court held 
that the limitation of other public bodies' right of 
access to personal data, when an inter-
administrative protocol is concluded, does not 
violate the constitutional right of access to ad-
ministrative information. 

The decision concerns the identification and 
data that taxpayers must provide to the Tax Ad-
ministration. Taxpayer identity components giv-
en in processes for the allocation and administra-
tion of the tax identification number, according 
to this court, comprise personal data protected by 
tax secrecy. The characteristics indicating the tax 
residence of taxpayers should be subject to the 
confidentiality laws controlling administrative 
activities since they are personal data covered by 
tax secrecy. 

However, where law allows Tax and Cus-
toms Administration to cooperate with other 
public institutions and to the extent of its capa-
bilities, the obligation of tax confidentiality does 
not preclude such data from being shared with 
them. Among these responsibilities, it is im-
portant to note that circumstances in which the 
Tax and Customs Administration cooperates 
with other public institutions are those in which 
the law allows for cooperation implementation 
protocols between these entities. Article 23, par-
agraph 2 of Law 58/2019 mandates the execu-
tion of protocols between public organizations 
for personal data communication. 

That court therefore held that restricting the 
right of access of other public entities to personal 
data to cases where inter-administrative protocol 
is concluded does not offend the constitutional 
right of access to administrative information. 
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AgID Guidelines on National Index of 
electronic addresses of individual citizens, 
companies and entities that are not required 
by law to sign up on professional lists, books 
and registers or in the Register of Companies.  

The Guidelines at issue regulate the imple-
mentation and the management of the National 
Index of digital domicile, elected by individuals, 
professionals, and other institutions that aren’t 
required by law to have a digital address. The 
real beginning of the index, in short called 
INAD, will allow every individual or organiza-
tion to have an effective electronic address for 
notifications that hold legal value.  

The index is covered by the Article 6-quater 
of Codice dell’Amministrazione Digitale at leg-
islative decree n. 82/2005, along with other in-
dexes of electronic addresses that are already 
operating.  

These other indexes are filled with electron-
ic addresses of Public Administration 
(INDICEPA and RegistroPA) and professionals 
and companies that are required by law to have 
an electronic address, and that are required to 
sign in professional and companies registers.  

As regards INAD, the mentioned article 6 -
quater states that the implementation and man-
agement of this index are on AgiD, through the 
issuing of specific guidelines, that the Agency 
released on 2021 September 15th.  

In accordance with law and guidelines, the 
overmentioned subjects could indicate their own 
electronic address, by authenticating in a dedi-
cated web platform, using SPID, CNS, and Elec-
tronic ID Card.  

After the authentication process, people 
could choose their digital address, by providing a 
certified e-mail (PEC) address or another elec-
tronic registered delivery address for communi-
cations holding legal value.  

From this moment, they can log in and see 
their personal data and address.  

The chosen electronic address can be deleted 
in every moment, and, after the deletion, the sys-
tem stores only the necessary data for the event 
of a trial.  

Organizations and entities can choose their 
electronic address through their legal representa-
tive, and they can also choose a delegate.  

The Guidelines state that individuals may 
elect two different electronic addresses, one for 
their professional activity and one for personal 
purposes.  

The Guidelines also plan the connection be-
tween the information contained in the Index and 

ANPR (national database of residing people’s 
data).  

Therefore, on a daily basis, the electronic 
addresses of the INAD flow to ANPR, once 
complete.  

The Index will also collect the electronic 
addresses of professionals and companies that 
are required by the law to have an electronic ad-
dress and that are signed up on registers.  

These electronic addresses, which are al-
ready listed in INI PEC index, flow also into 
INAD.  

Anyway, the Guidelines state that these pro-
fessionals and companies can choose a different 
personal electronic address and put it into the 
INAD.  

Concerning the consultation of the index, 
Guidelines require that users can search electron-
ic addresses by putting into the website search 
engine the fiscal code or the electronic address 
of the called subject. 
 

PORTUGAL 
edited by 
Luís Manuel PICA, PhD candidate in Public 

Law at The University of Minho (Por-
tugal). Teaching assistant at the Poly-
technic Institute of Beja (Portugal) and 
researcher at JusGov- Research Centre 
for Justice and Governance at Universi-
ty of Minho (Portugal) 

Mário Filipe BORRALHO, Master’s student 
at Law School - University of Lisbon 
(Portugal); Solicitor; Teaching assistant 
at the Polytechnic Institute of Beja 
(Portugal) 

THE ELECTRONIC NOTIFICATIONS IN THE 
ADMINISTRATIVE TAX OFFENCE PROCEEDING 

Judgment of the Administrative Court of 
appeal (south) 30 September 2021.  

If the notification is sent to the digital elec-
tronic mail address (i.e. the electronic tax domi-
cile: “ViaCTT”), the addressee is presumed to 
have knowledge of it, unless the notifying party 
proves that, for reasons beyond its control, the 
notification took place after the presumed date 
and if it is proved that the party communicated 
the change of address within the time limit and 
in the manner provided for in Article 43 (Art. 
39(11) CTPP). 

In this ruling, the South Central Administra-
tive Court (SCAC) - one of the two intermediate 
courts of administrative and tax jurisdiction in 
Portugal - addressed the issue of the validity and 
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perfection of electronic notifications made to the 
defendant in administrative tax offence proceed-
ings. It’s basis is an administrative decision (by a 
tax service) to impose a fine on the defendant. 
Dissatisfied, the defendant appealed to the Ad-
ministrative and Tax Court (ATC). Because the 
appeal had formal deficiencies, the court gave 
the defendant ten days, by order sent by elec-
tronic notification to his electronic domicile, to 
remedy the deficiencies, failing which the appli-
cation would be outright rejected. Upon expiry 
of the deadline without having remedied the de-
ficiencies, the defendant wanted to challenge the 
decision (of the ATC) to dismiss the appeal, 
claiming that he had not been notified of the 
aforementioned order. 

In this case, the judges of the SCAC ana-
lyzed the concept of tax domicile, reformulated 
in 2017 by the amendments made by Decree-
Law no. 93/2017, of 01/08, to article 19(2) of 
General Tax Law (GTL), which enshrines the 
electronic tax domicile, that includes the public 
service of electronic notifications associated 
with the digital single address (an email address 
indicated by the taxpayer when registering in the 
system) and the public service of electronic 
mailbox (called “ViaCTT”, an electronic mail-
box that works as a digital mail receptacle - also 
requires adherence by the taxpayer).  

Reflecting such innovation, the article 
39(10) of the Code of Tax Procedure and Pro-
ceedings (CTPP), in the wording in force at the 
time of the facts, stipulated that notifications sent 
to the electronic tax domicile were deemed to 
have been served on the fifth day following the 
registration of their availability in the support 
system of the public electronic notifications ser-
vice associated to the single digital address or in 
the electronic mailbox of the person to be noti-
fied. Thus, the judges considered that since the 
notification was sent to the electronic address, it 
is presumed that the addressee became aware of 
it. This presumption may only be rebutted by the 
notifying party when, for reasons not attributable 
to him, the notification occurs on a date subse-
quent to the presumed date and in cases where it 
is proven that the he communicated the change 
of address within the time periods and terms set 
forth in article 43 (article 39(11) of CTPP). 

Judges of the SCAC also determined that, 
since electronic notification could only be made 
if the defendant had previously subscribed such 
services - digital single address or electronic 
mailbox -, he could not ignore the duty of care 
regarding their monitorization, as well as that, by 
ensuring the way to counter such iuris tantum 

presumption, the legislator ensured the most el-
ementary rights of defense to those notified. 
They concluded that no facts emerged from the 
case file that would allow the defendant not to be 
considered as having been notified of the order 
inviting him to remedy the formal deficiencies of 
the appeal brought before the ATC, and that the 
ruling of this court (in rejecting the appeal out-
right) does not delay his right of access to the 
courts and the guarantee of effective judicial 
protection. The appeal was dismissed. 

PERSONAL DATA IS SHARED BETWEEN THE 
PUBLIC ADMINISTRATION AND PUBLIC ENTITIES.  

Judgment of the Administrative Supreme 
Court of 23 June 2021.  

In accordance with the principle of loyal 
cooperation between public administrations, the 
Portuguese Administrative Supreme Court held 
that the limitation of other public bodies' right of 
access to personal data, when an inter-
administrative protocol is concluded, does not 
violate the constitutional right of access to ad-
ministrative information. 

The decision concerns the identification and 
data that taxpayers must provide to the Tax Ad-
ministration. Taxpayer identity components giv-
en in processes for the allocation and administra-
tion of the tax identification number, according 
to this court, comprise personal data protected by 
tax secrecy. The characteristics indicating the tax 
residence of taxpayers should be subject to the 
confidentiality laws controlling administrative 
activities since they are personal data covered by 
tax secrecy. 

However, where law allows Tax and Cus-
toms Administration to cooperate with other 
public institutions and to the extent of its capa-
bilities, the obligation of tax confidentiality does 
not preclude such data from being shared with 
them. Among these responsibilities, it is im-
portant to note that circumstances in which the 
Tax and Customs Administration cooperates 
with other public institutions are those in which 
the law allows for cooperation implementation 
protocols between these entities. Article 23, par-
agraph 2 of Law 58/2019 mandates the execu-
tion of protocols between public organizations 
for personal data communication. 

That court therefore held that restricting the 
right of access of other public entities to personal 
data to cases where inter-administrative protocol 
is concluded does not offend the constitutional 
right of access to administrative information. 
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AgID Guidelines on National Index of 
electronic addresses of individual citizens, 
companies and entities that are not required 
by law to sign up on professional lists, books 
and registers or in the Register of Companies.  

The Guidelines at issue regulate the imple-
mentation and the management of the National 
Index of digital domicile, elected by individuals, 
professionals, and other institutions that aren’t 
required by law to have a digital address. The 
real beginning of the index, in short called 
INAD, will allow every individual or organiza-
tion to have an effective electronic address for 
notifications that hold legal value.  

The index is covered by the Article 6-quater 
of Codice dell’Amministrazione Digitale at leg-
islative decree n. 82/2005, along with other in-
dexes of electronic addresses that are already 
operating.  

These other indexes are filled with electron-
ic addresses of Public Administration 
(INDICEPA and RegistroPA) and professionals 
and companies that are required by law to have 
an electronic address, and that are required to 
sign in professional and companies registers.  

As regards INAD, the mentioned article 6 -
quater states that the implementation and man-
agement of this index are on AgiD, through the 
issuing of specific guidelines, that the Agency 
released on 2021 September 15th.  

In accordance with law and guidelines, the 
overmentioned subjects could indicate their own 
electronic address, by authenticating in a dedi-
cated web platform, using SPID, CNS, and Elec-
tronic ID Card.  

After the authentication process, people 
could choose their digital address, by providing a 
certified e-mail (PEC) address or another elec-
tronic registered delivery address for communi-
cations holding legal value.  

From this moment, they can log in and see 
their personal data and address.  

The chosen electronic address can be deleted 
in every moment, and, after the deletion, the sys-
tem stores only the necessary data for the event 
of a trial.  

Organizations and entities can choose their 
electronic address through their legal representa-
tive, and they can also choose a delegate.  

The Guidelines state that individuals may 
elect two different electronic addresses, one for 
their professional activity and one for personal 
purposes.  

The Guidelines also plan the connection be-
tween the information contained in the Index and 

ANPR (national database of residing people’s 
data).  

Therefore, on a daily basis, the electronic 
addresses of the INAD flow to ANPR, once 
complete.  

The Index will also collect the electronic 
addresses of professionals and companies that 
are required by the law to have an electronic ad-
dress and that are signed up on registers.  

These electronic addresses, which are al-
ready listed in INI PEC index, flow also into 
INAD.  

Anyway, the Guidelines state that these pro-
fessionals and companies can choose a different 
personal electronic address and put it into the 
INAD.  

Concerning the consultation of the index, 
Guidelines require that users can search electron-
ic addresses by putting into the website search 
engine the fiscal code or the electronic address 
of the called subject. 
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THE ELECTRONIC NOTIFICATIONS IN THE 
ADMINISTRATIVE TAX OFFENCE PROCEEDING 

Judgment of the Administrative Court of 
appeal (south) 30 September 2021.  

If the notification is sent to the digital elec-
tronic mail address (i.e. the electronic tax domi-
cile: “ViaCTT”), the addressee is presumed to 
have knowledge of it, unless the notifying party 
proves that, for reasons beyond its control, the 
notification took place after the presumed date 
and if it is proved that the party communicated 
the change of address within the time limit and 
in the manner provided for in Article 43 (Art. 
39(11) CTPP). 

In this ruling, the South Central Administra-
tive Court (SCAC) - one of the two intermediate 
courts of administrative and tax jurisdiction in 
Portugal - addressed the issue of the validity and 
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perfection of electronic notifications made to the 
defendant in administrative tax offence proceed-
ings. It’s basis is an administrative decision (by a 
tax service) to impose a fine on the defendant. 
Dissatisfied, the defendant appealed to the Ad-
ministrative and Tax Court (ATC). Because the 
appeal had formal deficiencies, the court gave 
the defendant ten days, by order sent by elec-
tronic notification to his electronic domicile, to 
remedy the deficiencies, failing which the appli-
cation would be outright rejected. Upon expiry 
of the deadline without having remedied the de-
ficiencies, the defendant wanted to challenge the 
decision (of the ATC) to dismiss the appeal, 
claiming that he had not been notified of the 
aforementioned order. 

In this case, the judges of the SCAC ana-
lyzed the concept of tax domicile, reformulated 
in 2017 by the amendments made by Decree-
Law no. 93/2017, of 01/08, to article 19(2) of 
General Tax Law (GTL), which enshrines the 
electronic tax domicile, that includes the public 
service of electronic notifications associated 
with the digital single address (an email address 
indicated by the taxpayer when registering in the 
system) and the public service of electronic 
mailbox (called “ViaCTT”, an electronic mail-
box that works as a digital mail receptacle - also 
requires adherence by the taxpayer).  

Reflecting such innovation, the article 
39(10) of the Code of Tax Procedure and Pro-
ceedings (CTPP), in the wording in force at the 
time of the facts, stipulated that notifications sent 
to the electronic tax domicile were deemed to 
have been served on the fifth day following the 
registration of their availability in the support 
system of the public electronic notifications ser-
vice associated to the single digital address or in 
the electronic mailbox of the person to be noti-
fied. Thus, the judges considered that since the 
notification was sent to the electronic address, it 
is presumed that the addressee became aware of 
it. This presumption may only be rebutted by the 
notifying party when, for reasons not attributable 
to him, the notification occurs on a date subse-
quent to the presumed date and in cases where it 
is proven that the he communicated the change 
of address within the time periods and terms set 
forth in article 43 (article 39(11) of CTPP). 

Judges of the SCAC also determined that, 
since electronic notification could only be made 
if the defendant had previously subscribed such 
services - digital single address or electronic 
mailbox -, he could not ignore the duty of care 
regarding their monitorization, as well as that, by 
ensuring the way to counter such iuris tantum 

presumption, the legislator ensured the most el-
ementary rights of defense to those notified. 
They concluded that no facts emerged from the 
case file that would allow the defendant not to be 
considered as having been notified of the order 
inviting him to remedy the formal deficiencies of 
the appeal brought before the ATC, and that the 
ruling of this court (in rejecting the appeal out-
right) does not delay his right of access to the 
courts and the guarantee of effective judicial 
protection. The appeal was dismissed. 

PERSONAL DATA IS SHARED BETWEEN THE 
PUBLIC ADMINISTRATION AND PUBLIC ENTITIES.  

Judgment of the Administrative Supreme 
Court of 23 June 2021.  

In accordance with the principle of loyal 
cooperation between public administrations, the 
Portuguese Administrative Supreme Court held 
that the limitation of other public bodies' right of 
access to personal data, when an inter-
administrative protocol is concluded, does not 
violate the constitutional right of access to ad-
ministrative information. 

The decision concerns the identification and 
data that taxpayers must provide to the Tax Ad-
ministration. Taxpayer identity components giv-
en in processes for the allocation and administra-
tion of the tax identification number, according 
to this court, comprise personal data protected by 
tax secrecy. The characteristics indicating the tax 
residence of taxpayers should be subject to the 
confidentiality laws controlling administrative 
activities since they are personal data covered by 
tax secrecy. 

However, where law allows Tax and Cus-
toms Administration to cooperate with other 
public institutions and to the extent of its capa-
bilities, the obligation of tax confidentiality does 
not preclude such data from being shared with 
them. Among these responsibilities, it is im-
portant to note that circumstances in which the 
Tax and Customs Administration cooperates 
with other public institutions are those in which 
the law allows for cooperation implementation 
protocols between these entities. Article 23, par-
agraph 2 of Law 58/2019 mandates the execu-
tion of protocols between public organizations 
for personal data communication. 

That court therefore held that restricting the 
right of access of other public entities to personal 
data to cases where inter-administrative protocol 
is concluded does not offend the constitutional 
right of access to administrative information. 
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THE ELECTRONIC SIGNING OF DOCUMENTS IN 
THE PORTUGUESE PUBLIC CONTRACT LAW 

Judgment of the Administrative Supreme 
Court of 25 November 2021.  

Case law requires the signature on each 
document even if it is incorporated in a single 
PDF, considering the PDF signature alone to be 
insufficient, and sanctioning this omission with 
the exclusion of the participant. 

The Portuguese public contract law has 
evolved towards a focus on information technol-
ogy, which provides better communication and 
more effective, efficient and transparent process-
es (fundamental in the management of public 
money), and also increasing the possibility of 
economic operators participating in tenders 
throughout the internal market. Thus, the docu-
ments necessary for the formation of public con-
tracts - such as the proposal and respective sup-
porting documentation - are submitted through 
an electronic platform used by the contracting 
entity, by means of written and electronic data 
transmission (articles 57(4), and 62(1) of Public 
Contracts Code). They must be signed with a 
qualified electronic signature (using certificates 
issued by entities on the Trusted-Service Status 
List, namely the one on the citizen card - articles 
54(1), and 69(1) of Law no. 96/2015, of 17 Au-
gust). 

In this ruling, and standardizing jurispru-
dence on an issue that has been an important and 
controversial topic in the Portuguese administra-
tive courts, the Supreme Administrative Court 
considered that the electronic signature must be 
individually affixed to all documents submitted, 
so that submission of a proposal in a single digi-
tally signed PDF file that grouped several auton-
omous documents not signed electronically does 
not meet the requirement of individualized sig-
nature of each document imposed by the afore-
mentioned precepts. In order to support such un-
derstanding, it was argued that only through the 
qualified electronic signature of each document 
of the proposal is it possible to ensure the bind-
ing of all its elements, as required by law, and 
that, although they are different realities, the 
treatment to be given to the “grouped document” 
(which results from the junction of several other 
documents in a single document) should be the 
same as that given to the compressed file (which 
results from the compression of several files - 
such as, for example, ZIP folders - and which the 
law and prevailing jurisprudence understand 
must also be signed individually). 

ELECTRONIC NOTIFICATIONS FROM THE TAX 
ADMINISTRATION 

Judgment of the Administrative Court of 
Appeal (South) 7 December 2021.  

The computer ‘printouts’ prepared by the tax 
administration for internal purposes do not 
prove the reality of the facts referred to therein 
and thus the notification to the addressee, how-
ever, the failure to register the registered letter 
as required by law does not invalidate the notifi-
cation when it can be proved that the addressee 
became aware of the notified document despite 
the failure to comply with this formality. 

The documents issued by the Tax and Cus-
toms Administration cannot be used to demon-
strate that the Contestant was notified of the tax 
and interest settlements via electronic means (via 
CTT), because such computer “prints” are pre-
pared by the Tax Administration for internal 
purposes and do not prove the facts reality re-
ferred to in them.  

The purpose of the law’s requirement of a 
registered letter is achieved when it can be prov-
en that the addressee has become aware of the 
notified document despite the failure to comply 
with that formality, so that the formality of the 
registered letter is degraded to non-essential, and 
the notification is not invalidated. Consequently, 
even if the Tax and Customs Administration 
does not follow all the formalities of notifying 
the receiver of the tax due, the tax should not be 
cancelled since the breach of the legal precept 
does not result in any genuine, actual harm to the 
interests protected by the legal precept. 
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PROCEDURAL RIGHTS AND OBLIGATION TO USE 
ELECTRONIC CHANNELS 

Supreme Court (Tribunal Supremo), 
Contentious-Administrative Chamber, Third 
Division, case 954/2021, 1 July 2021, appeal 
number 1928/2020.  

Article 68.4 of Law 39/2015 is only applica-
ble to administrative procedures launched by 
applicants, but not to those unilaterally initiated 
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by public authorities or to procedures for the re-
vision of administrative acts. 

In this Ruling, the scope of Article 68.4 of 
Law 39/2015, of 1st October, on Common Ad-
ministrative Procedure of Public Administra-
tions, is analysed when the obligation to use 
electronic means imposed by Article 14.2 has 
not been complied with; the aforementioned de-
fect is subsequently remedied. 

Despite the meaning of the provision not be-
ing expressly defined, it is considered by the 
lower court judgment under appeal as not con-
tradicting the fact that, in the case of proceedings 
against administrative acts, such rectification is 
retroactive when taking into account the date on 
which the appeal was submitted and, therefore, 
whether or not the time deadline for submitting 
the appeal has been observed. 

The Supreme Court concludes that the ap-
proach of the lower court is correct since article 
68.4 of Law 39/2015 regulates a remedy that is 
applicable only to procedures launched on re-
quest of the person concerned and not to those 
initiated ex officio by the Administration nor to 
procedures for the review of administrative acts. 
Therefore, an interpretation that would imply the 
general application of the aforementioned provi-
sion to any type of procedure would be contrary 
to the principle of Good Administration and 
would entail an infringement of the constitution-
al right to due legal procedure. 

Supreme Court (Tribunal Supremo), 
Contentious-Administrative Chamber, Third 
Division, case 1263/2021, 25 October 2021, 
appeal number 706/2020.  

The issuing of a digital certificate to a natu-
ral person by a public sector provider for the 
purpose of representing a legal body implies the 
recognition a representation capacity that can-
not be questioned by another administrative au-
thority and that would potentially involve the 
faculty to lodge appeals. 

The Regional Administration of Galicia re-
quired a citizen to submit a correction of his ap-
peal using electronic means and to provide the 
formal accreditation of the company’s represen-
tation. Within the period granted for the remedy, 
the interested party submitted by electronic 
means a mere digitalised copy of the formal pa-
per-based document, in which the company’s 
decision to appoint a representative was con-
firmed, but the amendment was rejected. 

The Supreme Court understands that accord-
ing to art. 5.4 of Law 39/2015, the means of 
proof of representation cannot be determined 

solely by the Administration. The Supreme 
Court states that the representation granted by a 
Notary cannot be refused merely on the grounds 
that it has not been digitally signed, as it was 
originally in a paper document, and has not been 
digitalised at the Administration’s official web-
site. It also states that prior to the issuance of a 
digital certificate to act on behalf of a legal per-
son by a public sector provider, it must be veri-
fied that the natural person requesting it has the 
corresponding entitlement to act as its legal rep-
resentative. Therefore, this representation cannot 
be questioned by another authority when a par-
ticular action is performed. 

ELECTRONIC NOTIFICATIONS 

Supreme Court (Tribunal Supremo), 
Contentious-Administrative Chamber, Third 
Division, case 1320/2021, 10 November 2021, 
appeal number 4886/2020.  

The final day (dies ad quem) of a procedure 
for the purpose of the expiry date in electronic 
procedures. 

The initial dispute arose around the appeal 
filed by Galeón Software S.L. against the resolu-
tion of the Secretary of State for the Information 
Society and Digital Agenda, of 4 July 2017, 
which agreed to the total reimbursement for non-
compliance with the state aid granted in the 2010 
Strategic Action of Telecommunications and In-
formation Society call (file TSI-020100-2010-
1032).  

The administrative procedure for reim-
bursement was initiated on 7 July 2016, and the 
deadline for issuing a decision was of 12 
months. The notification of the initiation of the 
procedure was made available by the Admin-
istration on the official electronic side on 7 July 
2017. However, the enterprise concerned did not 
access the notification until 10 July 2017.  

The first instance court interpreted that the 
reimbursement procedure had expired, by ex-
ceeding the maximum period of 12 months to 
resolve and notify the resolution of the proce-
dure from the date of the initiation agreement, 
established by article 42.4 of 38/2003 Act for 
State Aid.  

It is accepted by all parts that the notifica-
tion of the final decision of the reimbursement 
procedure on 7 July 2017, was within the maxi-
mum period of 12 months established by article 
42.4 of 38/2003 Act to resolve and notify the 
resolution. Consequently, the judgment under 
appeal focuses the disputed issue on deciding 
whether the end of the procedure can be assimi-
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THE ELECTRONIC SIGNING OF DOCUMENTS IN 
THE PORTUGUESE PUBLIC CONTRACT LAW 

Judgment of the Administrative Supreme 
Court of 25 November 2021.  

Case law requires the signature on each 
document even if it is incorporated in a single 
PDF, considering the PDF signature alone to be 
insufficient, and sanctioning this omission with 
the exclusion of the participant. 

The Portuguese public contract law has 
evolved towards a focus on information technol-
ogy, which provides better communication and 
more effective, efficient and transparent process-
es (fundamental in the management of public 
money), and also increasing the possibility of 
economic operators participating in tenders 
throughout the internal market. Thus, the docu-
ments necessary for the formation of public con-
tracts - such as the proposal and respective sup-
porting documentation - are submitted through 
an electronic platform used by the contracting 
entity, by means of written and electronic data 
transmission (articles 57(4), and 62(1) of Public 
Contracts Code). They must be signed with a 
qualified electronic signature (using certificates 
issued by entities on the Trusted-Service Status 
List, namely the one on the citizen card - articles 
54(1), and 69(1) of Law no. 96/2015, of 17 Au-
gust). 

In this ruling, and standardizing jurispru-
dence on an issue that has been an important and 
controversial topic in the Portuguese administra-
tive courts, the Supreme Administrative Court 
considered that the electronic signature must be 
individually affixed to all documents submitted, 
so that submission of a proposal in a single digi-
tally signed PDF file that grouped several auton-
omous documents not signed electronically does 
not meet the requirement of individualized sig-
nature of each document imposed by the afore-
mentioned precepts. In order to support such un-
derstanding, it was argued that only through the 
qualified electronic signature of each document 
of the proposal is it possible to ensure the bind-
ing of all its elements, as required by law, and 
that, although they are different realities, the 
treatment to be given to the “grouped document” 
(which results from the junction of several other 
documents in a single document) should be the 
same as that given to the compressed file (which 
results from the compression of several files - 
such as, for example, ZIP folders - and which the 
law and prevailing jurisprudence understand 
must also be signed individually). 

ELECTRONIC NOTIFICATIONS FROM THE TAX 
ADMINISTRATION 

Judgment of the Administrative Court of 
Appeal (South) 7 December 2021.  

The computer ‘printouts’ prepared by the tax 
administration for internal purposes do not 
prove the reality of the facts referred to therein 
and thus the notification to the addressee, how-
ever, the failure to register the registered letter 
as required by law does not invalidate the notifi-
cation when it can be proved that the addressee 
became aware of the notified document despite 
the failure to comply with this formality. 

The documents issued by the Tax and Cus-
toms Administration cannot be used to demon-
strate that the Contestant was notified of the tax 
and interest settlements via electronic means (via 
CTT), because such computer “prints” are pre-
pared by the Tax Administration for internal 
purposes and do not prove the facts reality re-
ferred to in them.  

The purpose of the law’s requirement of a 
registered letter is achieved when it can be prov-
en that the addressee has become aware of the 
notified document despite the failure to comply 
with that formality, so that the formality of the 
registered letter is degraded to non-essential, and 
the notification is not invalidated. Consequently, 
even if the Tax and Customs Administration 
does not follow all the formalities of notifying 
the receiver of the tax due, the tax should not be 
cancelled since the breach of the legal precept 
does not result in any genuine, actual harm to the 
interests protected by the legal precept. 
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Javier MIRANZO DÍAZ, Professor Lector in 

Administrative Law at The University 
of Castilla-La Mancha. 

Alfonso SÁNCHEZ GARCÍA, Professor Lector 
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ty of Murcia. 

PROCEDURAL RIGHTS AND OBLIGATION TO USE 
ELECTRONIC CHANNELS 

Supreme Court (Tribunal Supremo), 
Contentious-Administrative Chamber, Third 
Division, case 954/2021, 1 July 2021, appeal 
number 1928/2020.  

Article 68.4 of Law 39/2015 is only applica-
ble to administrative procedures launched by 
applicants, but not to those unilaterally initiated 
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by public authorities or to procedures for the re-
vision of administrative acts. 

In this Ruling, the scope of Article 68.4 of 
Law 39/2015, of 1st October, on Common Ad-
ministrative Procedure of Public Administra-
tions, is analysed when the obligation to use 
electronic means imposed by Article 14.2 has 
not been complied with; the aforementioned de-
fect is subsequently remedied. 

Despite the meaning of the provision not be-
ing expressly defined, it is considered by the 
lower court judgment under appeal as not con-
tradicting the fact that, in the case of proceedings 
against administrative acts, such rectification is 
retroactive when taking into account the date on 
which the appeal was submitted and, therefore, 
whether or not the time deadline for submitting 
the appeal has been observed. 

The Supreme Court concludes that the ap-
proach of the lower court is correct since article 
68.4 of Law 39/2015 regulates a remedy that is 
applicable only to procedures launched on re-
quest of the person concerned and not to those 
initiated ex officio by the Administration nor to 
procedures for the review of administrative acts. 
Therefore, an interpretation that would imply the 
general application of the aforementioned provi-
sion to any type of procedure would be contrary 
to the principle of Good Administration and 
would entail an infringement of the constitution-
al right to due legal procedure. 

Supreme Court (Tribunal Supremo), 
Contentious-Administrative Chamber, Third 
Division, case 1263/2021, 25 October 2021, 
appeal number 706/2020.  

The issuing of a digital certificate to a natu-
ral person by a public sector provider for the 
purpose of representing a legal body implies the 
recognition a representation capacity that can-
not be questioned by another administrative au-
thority and that would potentially involve the 
faculty to lodge appeals. 

The Regional Administration of Galicia re-
quired a citizen to submit a correction of his ap-
peal using electronic means and to provide the 
formal accreditation of the company’s represen-
tation. Within the period granted for the remedy, 
the interested party submitted by electronic 
means a mere digitalised copy of the formal pa-
per-based document, in which the company’s 
decision to appoint a representative was con-
firmed, but the amendment was rejected. 

The Supreme Court understands that accord-
ing to art. 5.4 of Law 39/2015, the means of 
proof of representation cannot be determined 

solely by the Administration. The Supreme 
Court states that the representation granted by a 
Notary cannot be refused merely on the grounds 
that it has not been digitally signed, as it was 
originally in a paper document, and has not been 
digitalised at the Administration’s official web-
site. It also states that prior to the issuance of a 
digital certificate to act on behalf of a legal per-
son by a public sector provider, it must be veri-
fied that the natural person requesting it has the 
corresponding entitlement to act as its legal rep-
resentative. Therefore, this representation cannot 
be questioned by another authority when a par-
ticular action is performed. 

ELECTRONIC NOTIFICATIONS 

Supreme Court (Tribunal Supremo), 
Contentious-Administrative Chamber, Third 
Division, case 1320/2021, 10 November 2021, 
appeal number 4886/2020.  

The final day (dies ad quem) of a procedure 
for the purpose of the expiry date in electronic 
procedures. 

The initial dispute arose around the appeal 
filed by Galeón Software S.L. against the resolu-
tion of the Secretary of State for the Information 
Society and Digital Agenda, of 4 July 2017, 
which agreed to the total reimbursement for non-
compliance with the state aid granted in the 2010 
Strategic Action of Telecommunications and In-
formation Society call (file TSI-020100-2010-
1032).  

The administrative procedure for reim-
bursement was initiated on 7 July 2016, and the 
deadline for issuing a decision was of 12 
months. The notification of the initiation of the 
procedure was made available by the Admin-
istration on the official electronic side on 7 July 
2017. However, the enterprise concerned did not 
access the notification until 10 July 2017.  

The first instance court interpreted that the 
reimbursement procedure had expired, by ex-
ceeding the maximum period of 12 months to 
resolve and notify the resolution of the proce-
dure from the date of the initiation agreement, 
established by article 42.4 of 38/2003 Act for 
State Aid.  

It is accepted by all parts that the notifica-
tion of the final decision of the reimbursement 
procedure on 7 July 2017, was within the maxi-
mum period of 12 months established by article 
42.4 of 38/2003 Act to resolve and notify the 
resolution. Consequently, the judgment under 
appeal focuses the disputed issue on deciding 
whether the end of the procedure can be assimi-
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THE ELECTRONIC SIGNING OF DOCUMENTS IN 
THE PORTUGUESE PUBLIC CONTRACT LAW 

Judgment of the Administrative Supreme 
Court of 25 November 2021.  

Case law requires the signature on each 
document even if it is incorporated in a single 
PDF, considering the PDF signature alone to be 
insufficient, and sanctioning this omission with 
the exclusion of the participant. 

The Portuguese public contract law has 
evolved towards a focus on information technol-
ogy, which provides better communication and 
more effective, efficient and transparent process-
es (fundamental in the management of public 
money), and also increasing the possibility of 
economic operators participating in tenders 
throughout the internal market. Thus, the docu-
ments necessary for the formation of public con-
tracts - such as the proposal and respective sup-
porting documentation - are submitted through 
an electronic platform used by the contracting 
entity, by means of written and electronic data 
transmission (articles 57(4), and 62(1) of Public 
Contracts Code). They must be signed with a 
qualified electronic signature (using certificates 
issued by entities on the Trusted-Service Status 
List, namely the one on the citizen card - articles 
54(1), and 69(1) of Law no. 96/2015, of 17 Au-
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In this ruling, and standardizing jurispru-
dence on an issue that has been an important and 
controversial topic in the Portuguese administra-
tive courts, the Supreme Administrative Court 
considered that the electronic signature must be 
individually affixed to all documents submitted, 
so that submission of a proposal in a single digi-
tally signed PDF file that grouped several auton-
omous documents not signed electronically does 
not meet the requirement of individualized sig-
nature of each document imposed by the afore-
mentioned precepts. In order to support such un-
derstanding, it was argued that only through the 
qualified electronic signature of each document 
of the proposal is it possible to ensure the bind-
ing of all its elements, as required by law, and 
that, although they are different realities, the 
treatment to be given to the “grouped document” 
(which results from the junction of several other 
documents in a single document) should be the 
same as that given to the compressed file (which 
results from the compression of several files - 
such as, for example, ZIP folders - and which the 
law and prevailing jurisprudence understand 
must also be signed individually). 

ELECTRONIC NOTIFICATIONS FROM THE TAX 
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Judgment of the Administrative Court of 
Appeal (South) 7 December 2021.  

The computer ‘printouts’ prepared by the tax 
administration for internal purposes do not 
prove the reality of the facts referred to therein 
and thus the notification to the addressee, how-
ever, the failure to register the registered letter 
as required by law does not invalidate the notifi-
cation when it can be proved that the addressee 
became aware of the notified document despite 
the failure to comply with this formality. 

The documents issued by the Tax and Cus-
toms Administration cannot be used to demon-
strate that the Contestant was notified of the tax 
and interest settlements via electronic means (via 
CTT), because such computer “prints” are pre-
pared by the Tax Administration for internal 
purposes and do not prove the facts reality re-
ferred to in them.  

The purpose of the law’s requirement of a 
registered letter is achieved when it can be prov-
en that the addressee has become aware of the 
notified document despite the failure to comply 
with that formality, so that the formality of the 
registered letter is degraded to non-essential, and 
the notification is not invalidated. Consequently, 
even if the Tax and Customs Administration 
does not follow all the formalities of notifying 
the receiver of the tax due, the tax should not be 
cancelled since the breach of the legal precept 
does not result in any genuine, actual harm to the 
interests protected by the legal precept. 
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PROCEDURAL RIGHTS AND OBLIGATION TO USE 
ELECTRONIC CHANNELS 

Supreme Court (Tribunal Supremo), 
Contentious-Administrative Chamber, Third 
Division, case 954/2021, 1 July 2021, appeal 
number 1928/2020.  

Article 68.4 of Law 39/2015 is only applica-
ble to administrative procedures launched by 
applicants, but not to those unilaterally initiated 
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by public authorities or to procedures for the re-
vision of administrative acts. 

In this Ruling, the scope of Article 68.4 of 
Law 39/2015, of 1st October, on Common Ad-
ministrative Procedure of Public Administra-
tions, is analysed when the obligation to use 
electronic means imposed by Article 14.2 has 
not been complied with; the aforementioned de-
fect is subsequently remedied. 

Despite the meaning of the provision not be-
ing expressly defined, it is considered by the 
lower court judgment under appeal as not con-
tradicting the fact that, in the case of proceedings 
against administrative acts, such rectification is 
retroactive when taking into account the date on 
which the appeal was submitted and, therefore, 
whether or not the time deadline for submitting 
the appeal has been observed. 

The Supreme Court concludes that the ap-
proach of the lower court is correct since article 
68.4 of Law 39/2015 regulates a remedy that is 
applicable only to procedures launched on re-
quest of the person concerned and not to those 
initiated ex officio by the Administration nor to 
procedures for the review of administrative acts. 
Therefore, an interpretation that would imply the 
general application of the aforementioned provi-
sion to any type of procedure would be contrary 
to the principle of Good Administration and 
would entail an infringement of the constitution-
al right to due legal procedure. 

Supreme Court (Tribunal Supremo), 
Contentious-Administrative Chamber, Third 
Division, case 1263/2021, 25 October 2021, 
appeal number 706/2020.  

The issuing of a digital certificate to a natu-
ral person by a public sector provider for the 
purpose of representing a legal body implies the 
recognition a representation capacity that can-
not be questioned by another administrative au-
thority and that would potentially involve the 
faculty to lodge appeals. 

The Regional Administration of Galicia re-
quired a citizen to submit a correction of his ap-
peal using electronic means and to provide the 
formal accreditation of the company’s represen-
tation. Within the period granted for the remedy, 
the interested party submitted by electronic 
means a mere digitalised copy of the formal pa-
per-based document, in which the company’s 
decision to appoint a representative was con-
firmed, but the amendment was rejected. 

The Supreme Court understands that accord-
ing to art. 5.4 of Law 39/2015, the means of 
proof of representation cannot be determined 

solely by the Administration. The Supreme 
Court states that the representation granted by a 
Notary cannot be refused merely on the grounds 
that it has not been digitally signed, as it was 
originally in a paper document, and has not been 
digitalised at the Administration’s official web-
site. It also states that prior to the issuance of a 
digital certificate to act on behalf of a legal per-
son by a public sector provider, it must be veri-
fied that the natural person requesting it has the 
corresponding entitlement to act as its legal rep-
resentative. Therefore, this representation cannot 
be questioned by another authority when a par-
ticular action is performed. 

ELECTRONIC NOTIFICATIONS 

Supreme Court (Tribunal Supremo), 
Contentious-Administrative Chamber, Third 
Division, case 1320/2021, 10 November 2021, 
appeal number 4886/2020.  

The final day (dies ad quem) of a procedure 
for the purpose of the expiry date in electronic 
procedures. 

The initial dispute arose around the appeal 
filed by Galeón Software S.L. against the resolu-
tion of the Secretary of State for the Information 
Society and Digital Agenda, of 4 July 2017, 
which agreed to the total reimbursement for non-
compliance with the state aid granted in the 2010 
Strategic Action of Telecommunications and In-
formation Society call (file TSI-020100-2010-
1032).  

The administrative procedure for reim-
bursement was initiated on 7 July 2016, and the 
deadline for issuing a decision was of 12 
months. The notification of the initiation of the 
procedure was made available by the Admin-
istration on the official electronic side on 7 July 
2017. However, the enterprise concerned did not 
access the notification until 10 July 2017.  

The first instance court interpreted that the 
reimbursement procedure had expired, by ex-
ceeding the maximum period of 12 months to 
resolve and notify the resolution of the proce-
dure from the date of the initiation agreement, 
established by article 42.4 of 38/2003 Act for 
State Aid.  

It is accepted by all parts that the notifica-
tion of the final decision of the reimbursement 
procedure on 7 July 2017, was within the maxi-
mum period of 12 months established by article 
42.4 of 38/2003 Act to resolve and notify the 
resolution. Consequently, the judgment under 
appeal focuses the disputed issue on deciding 
whether the end of the procedure can be assimi-
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lated with the date in which the notification is 
made available to the appellant (in this case 7 Ju-
ly 2017), or with the date of effective access to 
its content by the individual concerned (in this 
case 10 July 2017). The answer to this question 
is decisive for the declaration or not declaration 
of the expiry of the procedure.  

The Supreme Court has ruled a number of 
judgements in which it sets out a clear criterion 
for paper-based or traditional notifications. In 
these cases, the court understands that article 
40.4 from the 37/2015 Act states that the attempt 
of notification by any legally admissible means, 
with all the legal guarantees, implies the fulfil-
ment of the obligation of the Administration to 
notify within the maximum period of duration of 
the procedures. Therefore, even when this notifi-
cation attempt is finally frustrated, if it is duly 
recorded and accredited, it precludes the expiry 
of the procedure.  

The central point of this judgement is 
whether this applies to electronic procedures, 
and if so, if the uploading of the notification in 
the official site can be considered as a valid at-
tempt of notification with equal consequences as 
paper-based ones.  

The Court concludes that the attempt of no-
tification shall be understood to have been com-
plied with the legal requirements –for expiry 
purposes– with the uploading of the notification 
in the electronic site of the Administration or 
Acting Body. Therefore, the final decision of the 
reimbursement procedure was issued and made 
available to the appellant at the corresponding 
electronic site on July 7th, 2017, that is, within 
the period of the year established by law.  

PUBLIC PROCUREMENT ELECTRONIC 
SUBMISSION 

Decision from the Tribunal Administrati-
vo Central de Recursos Contractuales (Ad-
ministrative Independent body), decision 
813/2021, 1 July 2021.  

Incompatibilities with the submission 
webpage software cannot be alleged as platform 
errors. 

The claimant submitted a bid to a public 
procurement procedure out of the specified time-
line invoking technical problems with the plat-
form. However, the contracting authority, as of 
May 11th, 2021, agrees not to accept its offer for 
being extemporaneous.  

In this case, the company claims that it has 
not been demonstrated that the lack of presenta-
tion is consequence of an incident or mistake at-

tributable to the company. Likewise, it under-
stands that the contracting authority was aware 
of the technical incident, and it did not take any 
step aimed at solving it or allowing the correc-
tion of the defect which prevented the presenta-
tion of the bid in a timely manner. 

The previous case-law of the court had es-
tablished that for the extension of the term or the 
admission of offers to be appropriate, it is essen-
tial that the affected company ‘proves the impos-
sibility of presenting offers through the Public 
Sector Contracting Platform’ (in general, or the 
platform or computer application used in each 
case), and that the technical problems were not 
attributable to the tenderer itself (see for exam-
ple, resolutions 1178/2018, 560/2018 and 
595/2018 of the Tribunal Administrativo Central 
de Recursos Contractuales).  

In this case, it is clear from the report pre-
pared by the Department of Quality, Security 
and Legal of Vortal (company in charge of the 
platform) that the problems experienced by the 
bidder were due to the type of browser used, as 
proves the fact that after changing the browser, 
according to the indications of the Vortal support 
centre, they could submit it without technical 
problems, although then out of the specified 
timeline. 

Since the aforementioned incompatibility of 
browsers was already warned in Annex VII of 
the procurement documents under the heading 
`Information about the Electronic Bidding Plat-
form of the Corts Valencianes’, the court consid-
ers that the fault is attributable to the appellant, 
and therefore its offer cannot be admitted in the 
procedure due to extemporaneity in the presenta-
tion.  

DATA PROTECTION  

Supreme Court (Tribunal Supremo), 
Contentious-Administrative Chamber, Third 
Division, case 344/2021, 11 March 2021, ap-
peal number 8040/2019. 

In this ruling, the Supreme Court analyses 
whether a local Council can use tax data ob-
tained in the context of a criminal case as lawful 
evidence for other administrative enforcement 
purposes (infringement of taxi regulations). 

The court bases its decision on Article 95.1 
of the General Tax Law, which establishes a 
concrete application of the general principles of 
data protection. According to this provision, 
while there is a specific legal authorisation for 
the communication of tax data to a court, this is 
not the case if such data is requested by another 
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public administration for the exercise of compe-
tences other than those relating to taxation. 

Although the City Council concedes that it 
had initially become aware of the data in a crim-
inal proceeding in which it was involved, given 
that the data had been provided by the State Tax 
Agency to a court for the exercise of its judicial 
functions, there was not sufficient legal basis to 
use it. For this reason, it requested the data di-
rectly from the Agency, which supplied it with 
the condition that it was to be used for the exer-
cise of taxation powers. Nevertheless, the City 
Council used the tax data to impose a sanction in 
applying the taxi enforcement regulations. 

According to Article 58.2 of Royal Decree 
1065/2007, when a Public Administration re-
quests the transmission of tax data by electronic 
means, the data required, their owners and the 
purpose for which they are required must be 
identified. In addition, the express consent of the 
affected data subject has to be previously ob-
tained if there is no legal authorization. Conse-
quently, the Supreme Court concludes that if the 
City Council aims to use the information for the 
exercise of functions other than taxation and 
there is no legal rule that allows for the data 
transfer, the authorisation of the interested indi-
vidual must be obtained, thus annulling the sanc-
tion imposed by the City Council. 

Agencia Española de Protección de Datos 
(AEPD, Administrative Independent body), 
decision E/12482/2021, 2 November 2021.  

Contract for the processing of personal data 
for the use of the Teams platform. 

Article 28.3 of the Regulation 2016/679 
states that the processing of personal data by a 
processor shall be governed by a contract or 
some other legal act under Union or Member 
State law, that is binding on the processor with 
regard to the controller and that sets out the sub-
ject matter, duration, nature and purpose of the 
processing, as well as the type of personal data 
and categories of data subjects and the obliga-
tions and rights of the controller.  

Similarly, the European Data Protection 
Board guidelines 7/2020 has stated that these re-
quirements shall consider the following:  

Unwritten agreements (regardless of how 
comprehensive or effective they are) cannot be 
considered sufficient.  

The contract or another legal act under Un-
ion law or the law of the Member States should 
be binding on the processor with respect to the 
controller, i.e., it should establish binding obliga-
tions for the processor.  

In this particular case, the subscription to 
Microsoft services took place electronically on 
17 December 2014, and initially contained no 
provisions regarding the processing of personal 
data. However, a subsequently amendment was 
made with additional conditions of data pro-
cessing and standard clauses as guarantees for 
international data transfers was completed in the 
first quarter of the 17-18 academic year, with au-
tomatic annual renewal. It is accredited that there 
is a data processing contract –even if it is an 
amendment and it was signed later– of OFFICE 
365 Education with MICROSOFT.  

Agencia Española de Protección de Datos 
(AEPD, Administrative Independent body), 
decision PS/00128/2020, 25 February 2021. 

The fingerprint check must be notified to the 
employee in a complete, clear, concise manner. 

The processing of this data is expressly 
permitted by the GDPR when the employer has a 
legal basis. In cases such as the attendance moni-
toring, the employment contract itself has been 
interpreted as the enabling element. In this re-
gard, the previous case-law from the Spanish 
Supreme Court (see case 5017/2003, July 2nd 
2007) has accepted the processing of biometric 
data carried out by the Administration for the 
time control of its public employees, without the 
requirement of prior consent from the workers.  

However, the following requirements should 
be met: 

The worker should be informed about these 
treatments. 

The principles of purpose limitation, neces-
sity, proportionality, and data minimisation 
should be respected. 

The biometric system used and the security 
measures chosen shall ensure that the re-use of 
the biometric data in question for another pur-
pose is not possible. 

Mechanisms based on encryption technolo-
gies shall be used to prevent the unauthorised 
reading, copying, modification or deletion of bi-
ometric data. 

Biometric systems shall be designed in such 
a way that the identity link can be revoked. 

A choice should be made to use specific da-
ta formats or technologies that make it impossi-
ble to interconnect biometric databases and un-
proven data disclosure. 

Biometric data should be deleted when they 
are not linked to the purpose for which they were 
processed and, if possible, automated data dele-
tion mechanisms should be implemented. 

In the present case, an Impact Assessment 
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lated with the date in which the notification is 
made available to the appellant (in this case 7 Ju-
ly 2017), or with the date of effective access to 
its content by the individual concerned (in this 
case 10 July 2017). The answer to this question 
is decisive for the declaration or not declaration 
of the expiry of the procedure.  

The Supreme Court has ruled a number of 
judgements in which it sets out a clear criterion 
for paper-based or traditional notifications. In 
these cases, the court understands that article 
40.4 from the 37/2015 Act states that the attempt 
of notification by any legally admissible means, 
with all the legal guarantees, implies the fulfil-
ment of the obligation of the Administration to 
notify within the maximum period of duration of 
the procedures. Therefore, even when this notifi-
cation attempt is finally frustrated, if it is duly 
recorded and accredited, it precludes the expiry 
of the procedure.  

The central point of this judgement is 
whether this applies to electronic procedures, 
and if so, if the uploading of the notification in 
the official site can be considered as a valid at-
tempt of notification with equal consequences as 
paper-based ones.  

The Court concludes that the attempt of no-
tification shall be understood to have been com-
plied with the legal requirements –for expiry 
purposes– with the uploading of the notification 
in the electronic site of the Administration or 
Acting Body. Therefore, the final decision of the 
reimbursement procedure was issued and made 
available to the appellant at the corresponding 
electronic site on July 7th, 2017, that is, within 
the period of the year established by law.  

PUBLIC PROCUREMENT ELECTRONIC 
SUBMISSION 

Decision from the Tribunal Administrati-
vo Central de Recursos Contractuales (Ad-
ministrative Independent body), decision 
813/2021, 1 July 2021.  

Incompatibilities with the submission 
webpage software cannot be alleged as platform 
errors. 

The claimant submitted a bid to a public 
procurement procedure out of the specified time-
line invoking technical problems with the plat-
form. However, the contracting authority, as of 
May 11th, 2021, agrees not to accept its offer for 
being extemporaneous.  

In this case, the company claims that it has 
not been demonstrated that the lack of presenta-
tion is consequence of an incident or mistake at-

tributable to the company. Likewise, it under-
stands that the contracting authority was aware 
of the technical incident, and it did not take any 
step aimed at solving it or allowing the correc-
tion of the defect which prevented the presenta-
tion of the bid in a timely manner. 

The previous case-law of the court had es-
tablished that for the extension of the term or the 
admission of offers to be appropriate, it is essen-
tial that the affected company ‘proves the impos-
sibility of presenting offers through the Public 
Sector Contracting Platform’ (in general, or the 
platform or computer application used in each 
case), and that the technical problems were not 
attributable to the tenderer itself (see for exam-
ple, resolutions 1178/2018, 560/2018 and 
595/2018 of the Tribunal Administrativo Central 
de Recursos Contractuales).  

In this case, it is clear from the report pre-
pared by the Department of Quality, Security 
and Legal of Vortal (company in charge of the 
platform) that the problems experienced by the 
bidder were due to the type of browser used, as 
proves the fact that after changing the browser, 
according to the indications of the Vortal support 
centre, they could submit it without technical 
problems, although then out of the specified 
timeline. 

Since the aforementioned incompatibility of 
browsers was already warned in Annex VII of 
the procurement documents under the heading 
`Information about the Electronic Bidding Plat-
form of the Corts Valencianes’, the court consid-
ers that the fault is attributable to the appellant, 
and therefore its offer cannot be admitted in the 
procedure due to extemporaneity in the presenta-
tion.  

DATA PROTECTION  

Supreme Court (Tribunal Supremo), 
Contentious-Administrative Chamber, Third 
Division, case 344/2021, 11 March 2021, ap-
peal number 8040/2019. 

In this ruling, the Supreme Court analyses 
whether a local Council can use tax data ob-
tained in the context of a criminal case as lawful 
evidence for other administrative enforcement 
purposes (infringement of taxi regulations). 

The court bases its decision on Article 95.1 
of the General Tax Law, which establishes a 
concrete application of the general principles of 
data protection. According to this provision, 
while there is a specific legal authorisation for 
the communication of tax data to a court, this is 
not the case if such data is requested by another 
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public administration for the exercise of compe-
tences other than those relating to taxation. 

Although the City Council concedes that it 
had initially become aware of the data in a crim-
inal proceeding in which it was involved, given 
that the data had been provided by the State Tax 
Agency to a court for the exercise of its judicial 
functions, there was not sufficient legal basis to 
use it. For this reason, it requested the data di-
rectly from the Agency, which supplied it with 
the condition that it was to be used for the exer-
cise of taxation powers. Nevertheless, the City 
Council used the tax data to impose a sanction in 
applying the taxi enforcement regulations. 

According to Article 58.2 of Royal Decree 
1065/2007, when a Public Administration re-
quests the transmission of tax data by electronic 
means, the data required, their owners and the 
purpose for which they are required must be 
identified. In addition, the express consent of the 
affected data subject has to be previously ob-
tained if there is no legal authorization. Conse-
quently, the Supreme Court concludes that if the 
City Council aims to use the information for the 
exercise of functions other than taxation and 
there is no legal rule that allows for the data 
transfer, the authorisation of the interested indi-
vidual must be obtained, thus annulling the sanc-
tion imposed by the City Council. 

Agencia Española de Protección de Datos 
(AEPD, Administrative Independent body), 
decision E/12482/2021, 2 November 2021.  

Contract for the processing of personal data 
for the use of the Teams platform. 

Article 28.3 of the Regulation 2016/679 
states that the processing of personal data by a 
processor shall be governed by a contract or 
some other legal act under Union or Member 
State law, that is binding on the processor with 
regard to the controller and that sets out the sub-
ject matter, duration, nature and purpose of the 
processing, as well as the type of personal data 
and categories of data subjects and the obliga-
tions and rights of the controller.  

Similarly, the European Data Protection 
Board guidelines 7/2020 has stated that these re-
quirements shall consider the following:  

Unwritten agreements (regardless of how 
comprehensive or effective they are) cannot be 
considered sufficient.  

The contract or another legal act under Un-
ion law or the law of the Member States should 
be binding on the processor with respect to the 
controller, i.e., it should establish binding obliga-
tions for the processor.  

In this particular case, the subscription to 
Microsoft services took place electronically on 
17 December 2014, and initially contained no 
provisions regarding the processing of personal 
data. However, a subsequently amendment was 
made with additional conditions of data pro-
cessing and standard clauses as guarantees for 
international data transfers was completed in the 
first quarter of the 17-18 academic year, with au-
tomatic annual renewal. It is accredited that there 
is a data processing contract –even if it is an 
amendment and it was signed later– of OFFICE 
365 Education with MICROSOFT.  

Agencia Española de Protección de Datos 
(AEPD, Administrative Independent body), 
decision PS/00128/2020, 25 February 2021. 

The fingerprint check must be notified to the 
employee in a complete, clear, concise manner. 

The processing of this data is expressly 
permitted by the GDPR when the employer has a 
legal basis. In cases such as the attendance moni-
toring, the employment contract itself has been 
interpreted as the enabling element. In this re-
gard, the previous case-law from the Spanish 
Supreme Court (see case 5017/2003, July 2nd 
2007) has accepted the processing of biometric 
data carried out by the Administration for the 
time control of its public employees, without the 
requirement of prior consent from the workers.  

However, the following requirements should 
be met: 

The worker should be informed about these 
treatments. 

The principles of purpose limitation, neces-
sity, proportionality, and data minimisation 
should be respected. 

The biometric system used and the security 
measures chosen shall ensure that the re-use of 
the biometric data in question for another pur-
pose is not possible. 

Mechanisms based on encryption technolo-
gies shall be used to prevent the unauthorised 
reading, copying, modification or deletion of bi-
ometric data. 

Biometric systems shall be designed in such 
a way that the identity link can be revoked. 

A choice should be made to use specific da-
ta formats or technologies that make it impossi-
ble to interconnect biometric databases and un-
proven data disclosure. 

Biometric data should be deleted when they 
are not linked to the purpose for which they were 
processed and, if possible, automated data dele-
tion mechanisms should be implemented. 

In the present case, an Impact Assessment 
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lated with the date in which the notification is 
made available to the appellant (in this case 7 Ju-
ly 2017), or with the date of effective access to 
its content by the individual concerned (in this 
case 10 July 2017). The answer to this question 
is decisive for the declaration or not declaration 
of the expiry of the procedure.  

The Supreme Court has ruled a number of 
judgements in which it sets out a clear criterion 
for paper-based or traditional notifications. In 
these cases, the court understands that article 
40.4 from the 37/2015 Act states that the attempt 
of notification by any legally admissible means, 
with all the legal guarantees, implies the fulfil-
ment of the obligation of the Administration to 
notify within the maximum period of duration of 
the procedures. Therefore, even when this notifi-
cation attempt is finally frustrated, if it is duly 
recorded and accredited, it precludes the expiry 
of the procedure.  

The central point of this judgement is 
whether this applies to electronic procedures, 
and if so, if the uploading of the notification in 
the official site can be considered as a valid at-
tempt of notification with equal consequences as 
paper-based ones.  

The Court concludes that the attempt of no-
tification shall be understood to have been com-
plied with the legal requirements –for expiry 
purposes– with the uploading of the notification 
in the electronic site of the Administration or 
Acting Body. Therefore, the final decision of the 
reimbursement procedure was issued and made 
available to the appellant at the corresponding 
electronic site on July 7th, 2017, that is, within 
the period of the year established by law.  

PUBLIC PROCUREMENT ELECTRONIC 
SUBMISSION 

Decision from the Tribunal Administrati-
vo Central de Recursos Contractuales (Ad-
ministrative Independent body), decision 
813/2021, 1 July 2021.  

Incompatibilities with the submission 
webpage software cannot be alleged as platform 
errors. 

The claimant submitted a bid to a public 
procurement procedure out of the specified time-
line invoking technical problems with the plat-
form. However, the contracting authority, as of 
May 11th, 2021, agrees not to accept its offer for 
being extemporaneous.  

In this case, the company claims that it has 
not been demonstrated that the lack of presenta-
tion is consequence of an incident or mistake at-

tributable to the company. Likewise, it under-
stands that the contracting authority was aware 
of the technical incident, and it did not take any 
step aimed at solving it or allowing the correc-
tion of the defect which prevented the presenta-
tion of the bid in a timely manner. 

The previous case-law of the court had es-
tablished that for the extension of the term or the 
admission of offers to be appropriate, it is essen-
tial that the affected company ‘proves the impos-
sibility of presenting offers through the Public 
Sector Contracting Platform’ (in general, or the 
platform or computer application used in each 
case), and that the technical problems were not 
attributable to the tenderer itself (see for exam-
ple, resolutions 1178/2018, 560/2018 and 
595/2018 of the Tribunal Administrativo Central 
de Recursos Contractuales).  

In this case, it is clear from the report pre-
pared by the Department of Quality, Security 
and Legal of Vortal (company in charge of the 
platform) that the problems experienced by the 
bidder were due to the type of browser used, as 
proves the fact that after changing the browser, 
according to the indications of the Vortal support 
centre, they could submit it without technical 
problems, although then out of the specified 
timeline. 

Since the aforementioned incompatibility of 
browsers was already warned in Annex VII of 
the procurement documents under the heading 
`Information about the Electronic Bidding Plat-
form of the Corts Valencianes’, the court consid-
ers that the fault is attributable to the appellant, 
and therefore its offer cannot be admitted in the 
procedure due to extemporaneity in the presenta-
tion.  

DATA PROTECTION  

Supreme Court (Tribunal Supremo), 
Contentious-Administrative Chamber, Third 
Division, case 344/2021, 11 March 2021, ap-
peal number 8040/2019. 

In this ruling, the Supreme Court analyses 
whether a local Council can use tax data ob-
tained in the context of a criminal case as lawful 
evidence for other administrative enforcement 
purposes (infringement of taxi regulations). 

The court bases its decision on Article 95.1 
of the General Tax Law, which establishes a 
concrete application of the general principles of 
data protection. According to this provision, 
while there is a specific legal authorisation for 
the communication of tax data to a court, this is 
not the case if such data is requested by another 
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public administration for the exercise of compe-
tences other than those relating to taxation. 

Although the City Council concedes that it 
had initially become aware of the data in a crim-
inal proceeding in which it was involved, given 
that the data had been provided by the State Tax 
Agency to a court for the exercise of its judicial 
functions, there was not sufficient legal basis to 
use it. For this reason, it requested the data di-
rectly from the Agency, which supplied it with 
the condition that it was to be used for the exer-
cise of taxation powers. Nevertheless, the City 
Council used the tax data to impose a sanction in 
applying the taxi enforcement regulations. 

According to Article 58.2 of Royal Decree 
1065/2007, when a Public Administration re-
quests the transmission of tax data by electronic 
means, the data required, their owners and the 
purpose for which they are required must be 
identified. In addition, the express consent of the 
affected data subject has to be previously ob-
tained if there is no legal authorization. Conse-
quently, the Supreme Court concludes that if the 
City Council aims to use the information for the 
exercise of functions other than taxation and 
there is no legal rule that allows for the data 
transfer, the authorisation of the interested indi-
vidual must be obtained, thus annulling the sanc-
tion imposed by the City Council. 

Agencia Española de Protección de Datos 
(AEPD, Administrative Independent body), 
decision E/12482/2021, 2 November 2021.  

Contract for the processing of personal data 
for the use of the Teams platform. 

Article 28.3 of the Regulation 2016/679 
states that the processing of personal data by a 
processor shall be governed by a contract or 
some other legal act under Union or Member 
State law, that is binding on the processor with 
regard to the controller and that sets out the sub-
ject matter, duration, nature and purpose of the 
processing, as well as the type of personal data 
and categories of data subjects and the obliga-
tions and rights of the controller.  

Similarly, the European Data Protection 
Board guidelines 7/2020 has stated that these re-
quirements shall consider the following:  

Unwritten agreements (regardless of how 
comprehensive or effective they are) cannot be 
considered sufficient.  

The contract or another legal act under Un-
ion law or the law of the Member States should 
be binding on the processor with respect to the 
controller, i.e., it should establish binding obliga-
tions for the processor.  

In this particular case, the subscription to 
Microsoft services took place electronically on 
17 December 2014, and initially contained no 
provisions regarding the processing of personal 
data. However, a subsequently amendment was 
made with additional conditions of data pro-
cessing and standard clauses as guarantees for 
international data transfers was completed in the 
first quarter of the 17-18 academic year, with au-
tomatic annual renewal. It is accredited that there 
is a data processing contract –even if it is an 
amendment and it was signed later– of OFFICE 
365 Education with MICROSOFT.  

Agencia Española de Protección de Datos 
(AEPD, Administrative Independent body), 
decision PS/00128/2020, 25 February 2021. 

The fingerprint check must be notified to the 
employee in a complete, clear, concise manner. 

The processing of this data is expressly 
permitted by the GDPR when the employer has a 
legal basis. In cases such as the attendance moni-
toring, the employment contract itself has been 
interpreted as the enabling element. In this re-
gard, the previous case-law from the Spanish 
Supreme Court (see case 5017/2003, July 2nd 
2007) has accepted the processing of biometric 
data carried out by the Administration for the 
time control of its public employees, without the 
requirement of prior consent from the workers.  

However, the following requirements should 
be met: 

The worker should be informed about these 
treatments. 

The principles of purpose limitation, neces-
sity, proportionality, and data minimisation 
should be respected. 

The biometric system used and the security 
measures chosen shall ensure that the re-use of 
the biometric data in question for another pur-
pose is not possible. 

Mechanisms based on encryption technolo-
gies shall be used to prevent the unauthorised 
reading, copying, modification or deletion of bi-
ometric data. 

Biometric systems shall be designed in such 
a way that the identity link can be revoked. 

A choice should be made to use specific da-
ta formats or technologies that make it impossi-
ble to interconnect biometric databases and un-
proven data disclosure. 

Biometric data should be deleted when they 
are not linked to the purpose for which they were 
processed and, if possible, automated data dele-
tion mechanisms should be implemented. 

In the present case, an Impact Assessment 
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form was carried out on the processing of fin-
gerprint data for employee presence control. 
Likewise, there was a security document on the 
fingerprints of the workers, and all the necessary 
guarantees were a priori fulfilled according to 
the law. 

However, the Data Protection Agency iden-
tifies a deficiency in the duty to inform the em-
ployee. Thus, in relation to the questions raised 
in the present case, it should be noted that the 
implementation and integration of a time control 
system based on fingerprints by the employer 
must be informed to the employees in a com-
plete, clear, concise manner. In addition, the 
aforementioned information must be completed 
with reference to both the legal bases that cover 
that type of access control and the basic infor-
mation referred to in Article 13 of the GDPR. 

In the case under consideration, there is no 
record of the respondent’s response to the let-
ter submitted by the complainant requesting 
information on the time when the information 
was provided to the workers of the fingerprint 
registration system. Therefore, it is evident 
that the defendant has not adequately reported 
the control of presence and access to its mu-
nicipal facilities through a fingerprint system. 
Therefore, it is evident that the defendant has 
not adequately reported in relation to the con-
trol of presence and access to his municipal fa-
cilities through a fingerprint SYSTEM. 

European Review of Digital Administration & Law ˗ Erdal 
2021, Volume 2, Issue 2, pp. 267-275 
ISSN 2724-5969 - ISBN 979-12-5994-243-2 - DOI 9791259942432 22 
 

267  

 A. HUERGO LORA (ed.) and G.M. DÍAZ 
GONZÁLEZ (coord.), La regulación de los 
algoritmos, Thomson Reuters-Aranzadi, 
Cizur Menor (Navarra), 2020 

The origin of the volume that is the object of 
the following recension it is found in the Con-
gress “La regulación de los algoritmos” (“The 
regulation of the algorithms”), which was cele-
brated in October of 2019. We can anticipate al-
ready the praise that the mere fact of venturing 
into the production of a scientific study such as 
the one that we find in the work deserves, keep-
ing in mind that the complexity of it is rein-
forced because of the novelty and the difficulty 
of the matter to analyze, challenge that has been 
exceeded obtaining a more than successful re-
sult.  

The link that connects the different articles of 
the present monograph is the need to execute an 
in depth study about the regulation of the differ-
ent ways of application of the algorithms and the 
artificial intelligence as a whole in the diverse 
legal fields. The concept of algorithm is defined 
in a precise manner at the begging of the work 
when the professor Huergo Lora asserts that this 
term refers to “any formalized procedure that 
follows a succession of steps with the goal of 
solvating a problem or achieving a result”, which 
is applied, in general, by a computer through the 
design of a computer program made for this use. 

In regard of the content of the volume, it is 
structured in two parts, corresponding the first 
one to the general studies of the matter, and the 
second one referring to the diverse sectorial con-
tributions.  In particular, inside of the first sec-
tion there is a total of five chapters that deal 
with, in this concrete order: the general proximi-
ty to the algorithms from the point of view of the 
Administrative Law, part in which is possible to 
go into a greater detail about this difficult topic, 
in terms such as the study and classification of 
the main concepts that surround the figure of the 
algorithms, the application of the algorithms in 
the stock market, in the insurance contracts, in 
the electoral law and in the predictive policing.  

At the same time, the second section of the 
book gathers a total of eight chapters, with a 
shorter extension than the previous ones, in 
which it approaches, from a sectorial perspec-
tive, matters referring to several present topics in 

the public and private law such as, without inten-
tion of exhaustiveness: the use of the algorithms 
for the calculus of the economic solvency, con-
cerning the concession or refusal of bank credits; 
the application in the medical field of this in-
struments as supporting tools for the adoption of  
more effective treatment measures; the novelties 
introduced by the European normative about the 
performance of the algorithm in YouTube or the 
technique of the Smart contracts.  

Once delimitated the book structure, it is im-
portant to begin the next recension pointing out 
that topics such as big data, blockchain, artifi-
cial intelligence, data protection, among others, 
have become, in recent times, institutions that 
overflow their framing or strict link to the IT 
file. The disruptive development of the new 
technologies and the progressive implementation 
of the different activities in the private scope and 
the public administrations, converges in the need 
of the regulation of this phenomenon by the leg-
islator, as fast as possible, and the need of the 
jurists to do an in depth study about how this 
new reality that is going to affect the legal sys-
tem as a whole.  The investigation, that arrives in 
a more than appropriate moment, faces the criti-
cal analysis of the main challenges that the citi-
zens, the professionals and the public entities 
have to deal with against the algorithm phenom-
enon, inaugurating the beginning of stage in 
which for reason that are needed this topic will 
remain one of the main focus of the studies in 
the legal field.  

Because of a systematic reason and with the 
intention to favor an adequate exposition of the 
content of the book object to this recension, said 
one will be focusing in the general reflections 
that, in the volume are made about the algo-
rithms as an institution of recent application to 
the different realities of the legal field.  

In the monograph, it is stated that the increas-
ing interest about everything related to the artifi-
cial intelligence has its reason to be in several 
factors jointly considered, pointing out in be-
tween them, the need to take advantage and ob-
tain an adequate performance of the possibilities 
and the advantages that the predictive algorithms 
have to offer in the moment of taking decisions, 
as well as the urgency of adaptation to a reality 
that is being  imposed in society in a uncontrol-
lable way.  

Book Review 



266  2021 Erdal, Volume 2, Issue 2 
 

form was carried out on the processing of fin-
gerprint data for employee presence control. 
Likewise, there was a security document on the 
fingerprints of the workers, and all the necessary 
guarantees were a priori fulfilled according to 
the law. 

However, the Data Protection Agency iden-
tifies a deficiency in the duty to inform the em-
ployee. Thus, in relation to the questions raised 
in the present case, it should be noted that the 
implementation and integration of a time control 
system based on fingerprints by the employer 
must be informed to the employees in a com-
plete, clear, concise manner. In addition, the 
aforementioned information must be completed 
with reference to both the legal bases that cover 
that type of access control and the basic infor-
mation referred to in Article 13 of the GDPR. 

In the case under consideration, there is no 
record of the respondent’s response to the let-
ter submitted by the complainant requesting 
information on the time when the information 
was provided to the workers of the fingerprint 
registration system. Therefore, it is evident 
that the defendant has not adequately reported 
the control of presence and access to its mu-
nicipal facilities through a fingerprint system. 
Therefore, it is evident that the defendant has 
not adequately reported in relation to the con-
trol of presence and access to his municipal fa-
cilities through a fingerprint SYSTEM. 
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the following recension it is found in the Con-
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regulation of the algorithms”), which was cele-
brated in October of 2019. We can anticipate al-
ready the praise that the mere fact of venturing 
into the production of a scientific study such as 
the one that we find in the work deserves, keep-
ing in mind that the complexity of it is rein-
forced because of the novelty and the difficulty 
of the matter to analyze, challenge that has been 
exceeded obtaining a more than successful re-
sult.  

The link that connects the different articles of 
the present monograph is the need to execute an 
in depth study about the regulation of the differ-
ent ways of application of the algorithms and the 
artificial intelligence as a whole in the diverse 
legal fields. The concept of algorithm is defined 
in a precise manner at the begging of the work 
when the professor Huergo Lora asserts that this 
term refers to “any formalized procedure that 
follows a succession of steps with the goal of 
solvating a problem or achieving a result”, which 
is applied, in general, by a computer through the 
design of a computer program made for this use. 

In regard of the content of the volume, it is 
structured in two parts, corresponding the first 
one to the general studies of the matter, and the 
second one referring to the diverse sectorial con-
tributions.  In particular, inside of the first sec-
tion there is a total of five chapters that deal 
with, in this concrete order: the general proximi-
ty to the algorithms from the point of view of the 
Administrative Law, part in which is possible to 
go into a greater detail about this difficult topic, 
in terms such as the study and classification of 
the main concepts that surround the figure of the 
algorithms, the application of the algorithms in 
the stock market, in the insurance contracts, in 
the electoral law and in the predictive policing.  

At the same time, the second section of the 
book gathers a total of eight chapters, with a 
shorter extension than the previous ones, in 
which it approaches, from a sectorial perspec-
tive, matters referring to several present topics in 

the public and private law such as, without inten-
tion of exhaustiveness: the use of the algorithms 
for the calculus of the economic solvency, con-
cerning the concession or refusal of bank credits; 
the application in the medical field of this in-
struments as supporting tools for the adoption of  
more effective treatment measures; the novelties 
introduced by the European normative about the 
performance of the algorithm in YouTube or the 
technique of the Smart contracts.  

Once delimitated the book structure, it is im-
portant to begin the next recension pointing out 
that topics such as big data, blockchain, artifi-
cial intelligence, data protection, among others, 
have become, in recent times, institutions that 
overflow their framing or strict link to the IT 
file. The disruptive development of the new 
technologies and the progressive implementation 
of the different activities in the private scope and 
the public administrations, converges in the need 
of the regulation of this phenomenon by the leg-
islator, as fast as possible, and the need of the 
jurists to do an in depth study about how this 
new reality that is going to affect the legal sys-
tem as a whole.  The investigation, that arrives in 
a more than appropriate moment, faces the criti-
cal analysis of the main challenges that the citi-
zens, the professionals and the public entities 
have to deal with against the algorithm phenom-
enon, inaugurating the beginning of stage in 
which for reason that are needed this topic will 
remain one of the main focus of the studies in 
the legal field.  

Because of a systematic reason and with the 
intention to favor an adequate exposition of the 
content of the book object to this recension, said 
one will be focusing in the general reflections 
that, in the volume are made about the algo-
rithms as an institution of recent application to 
the different realities of the legal field.  

In the monograph, it is stated that the increas-
ing interest about everything related to the artifi-
cial intelligence has its reason to be in several 
factors jointly considered, pointing out in be-
tween them, the need to take advantage and ob-
tain an adequate performance of the possibilities 
and the advantages that the predictive algorithms 
have to offer in the moment of taking decisions, 
as well as the urgency of adaptation to a reality 
that is being  imposed in society in a uncontrol-
lable way.  
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form was carried out on the processing of fin-
gerprint data for employee presence control. 
Likewise, there was a security document on the 
fingerprints of the workers, and all the necessary 
guarantees were a priori fulfilled according to 
the law. 

However, the Data Protection Agency iden-
tifies a deficiency in the duty to inform the em-
ployee. Thus, in relation to the questions raised 
in the present case, it should be noted that the 
implementation and integration of a time control 
system based on fingerprints by the employer 
must be informed to the employees in a com-
plete, clear, concise manner. In addition, the 
aforementioned information must be completed 
with reference to both the legal bases that cover 
that type of access control and the basic infor-
mation referred to in Article 13 of the GDPR. 

In the case under consideration, there is no 
record of the respondent’s response to the let-
ter submitted by the complainant requesting 
information on the time when the information 
was provided to the workers of the fingerprint 
registration system. Therefore, it is evident 
that the defendant has not adequately reported 
the control of presence and access to its mu-
nicipal facilities through a fingerprint system. 
Therefore, it is evident that the defendant has 
not adequately reported in relation to the con-
trol of presence and access to his municipal fa-
cilities through a fingerprint SYSTEM. 

European Review of Digital Administration & Law ˗ Erdal 
2021, Volume 2, Issue 2, pp. 267-275 
ISSN 2724-5969 - ISBN 979-12-5994-243-2 - DOI 9791259942432 22 
 

267  

 A. HUERGO LORA (ed.) and G.M. DÍAZ 
GONZÁLEZ (coord.), La regulación de los 
algoritmos, Thomson Reuters-Aranzadi, 
Cizur Menor (Navarra), 2020 

The origin of the volume that is the object of 
the following recension it is found in the Con-
gress “La regulación de los algoritmos” (“The 
regulation of the algorithms”), which was cele-
brated in October of 2019. We can anticipate al-
ready the praise that the mere fact of venturing 
into the production of a scientific study such as 
the one that we find in the work deserves, keep-
ing in mind that the complexity of it is rein-
forced because of the novelty and the difficulty 
of the matter to analyze, challenge that has been 
exceeded obtaining a more than successful re-
sult.  

The link that connects the different articles of 
the present monograph is the need to execute an 
in depth study about the regulation of the differ-
ent ways of application of the algorithms and the 
artificial intelligence as a whole in the diverse 
legal fields. The concept of algorithm is defined 
in a precise manner at the begging of the work 
when the professor Huergo Lora asserts that this 
term refers to “any formalized procedure that 
follows a succession of steps with the goal of 
solvating a problem or achieving a result”, which 
is applied, in general, by a computer through the 
design of a computer program made for this use. 

In regard of the content of the volume, it is 
structured in two parts, corresponding the first 
one to the general studies of the matter, and the 
second one referring to the diverse sectorial con-
tributions.  In particular, inside of the first sec-
tion there is a total of five chapters that deal 
with, in this concrete order: the general proximi-
ty to the algorithms from the point of view of the 
Administrative Law, part in which is possible to 
go into a greater detail about this difficult topic, 
in terms such as the study and classification of 
the main concepts that surround the figure of the 
algorithms, the application of the algorithms in 
the stock market, in the insurance contracts, in 
the electoral law and in the predictive policing.  

At the same time, the second section of the 
book gathers a total of eight chapters, with a 
shorter extension than the previous ones, in 
which it approaches, from a sectorial perspec-
tive, matters referring to several present topics in 

the public and private law such as, without inten-
tion of exhaustiveness: the use of the algorithms 
for the calculus of the economic solvency, con-
cerning the concession or refusal of bank credits; 
the application in the medical field of this in-
struments as supporting tools for the adoption of  
more effective treatment measures; the novelties 
introduced by the European normative about the 
performance of the algorithm in YouTube or the 
technique of the Smart contracts.  

Once delimitated the book structure, it is im-
portant to begin the next recension pointing out 
that topics such as big data, blockchain, artifi-
cial intelligence, data protection, among others, 
have become, in recent times, institutions that 
overflow their framing or strict link to the IT 
file. The disruptive development of the new 
technologies and the progressive implementation 
of the different activities in the private scope and 
the public administrations, converges in the need 
of the regulation of this phenomenon by the leg-
islator, as fast as possible, and the need of the 
jurists to do an in depth study about how this 
new reality that is going to affect the legal sys-
tem as a whole.  The investigation, that arrives in 
a more than appropriate moment, faces the criti-
cal analysis of the main challenges that the citi-
zens, the professionals and the public entities 
have to deal with against the algorithm phenom-
enon, inaugurating the beginning of stage in 
which for reason that are needed this topic will 
remain one of the main focus of the studies in 
the legal field.  

Because of a systematic reason and with the 
intention to favor an adequate exposition of the 
content of the book object to this recension, said 
one will be focusing in the general reflections 
that, in the volume are made about the algo-
rithms as an institution of recent application to 
the different realities of the legal field.  

In the monograph, it is stated that the increas-
ing interest about everything related to the artifi-
cial intelligence has its reason to be in several 
factors jointly considered, pointing out in be-
tween them, the need to take advantage and ob-
tain an adequate performance of the possibilities 
and the advantages that the predictive algorithms 
have to offer in the moment of taking decisions, 
as well as the urgency of adaptation to a reality 
that is being  imposed in society in a uncontrol-
lable way.  

Book Review 



268  2021 Erdal, Volume 2, Issue 2 
 

In a context such as the one described, it 
seems convenient to point out that the book 
delves into one of the topics that presents a big-
ger concern from a doctrinal point of view, as is, 
the determination of the legal nature that is going 
to be given or recognized to the algorithms. This 
end is manifested regarding the denominated 
predictive algorithms, that are the ones that 
through the evaluation and valuation of the data 
to analyzed are able to give out judgements that 
directly influence the result of the final decision. 
In this case, we are not facing the use of a com-
puter program design for the application of the 
legal rule, but we find ourselves in a spectrum in 
which the massive analysis of personal data al-
lows a personalized system, design beforehand, 
to assess the conduct parameters that are taken as 
indication to justify the final solution.  

This big attribution of decision powers gains 
an especial interest in the scope of the specific 
activities of the Publics Administrations, in the 
sense that the using of these mechanisms of 
“machine learning” can contribute and favor a 
more effective development in despite of its ap-
plication constituting a real challenge when we 
talk about its supervision.  

Because of this, determining or establishing 
the legal nature of the predictive algorithms be-
comes an essential matter, closely linked to the 
necessity to bring under control the decisions de-
rivative of the artificial intelligence programs. 
This end gains more importance when is our 
Public Administrations who applies these in-
struments, and its application can stress or af-
fects directly the juridic scope of the citizens. It 
is notorious that the administrative doctrine has 
not focused, for the moment, on the in depth 
study of this problematic, which is why the re-
flections that Huergo Lora has offered in this 
field will constitute, with no doubt, the opening 
to a new one of investigation.  

Synthetically, the mentioned author sustains 
that it is not possible to put the nature of the al-
gorithms and the nature of the regulations on the 
same level, given that the last ones count with a 
content that it is previously defined and, in gen-
eral, dictated under a previous regulation, while 
the predictive algorithms reach a result that 
seems not easy to predict. This artificial intelli-
gence systems weigh up and create links be-
tween the massive volume of data subjected to 
analysis, but often, the results that they obtain 
cannot be foreseeable or verified in terms of the 
human rationality, being this factor the main 
cause that we can find underneath the big diffi-
culty that means the control of them.  

The usefulness of the book resides in that, 
from the reading of its content is possible to sep-
arate the concrete problems that the public ad-
ministrations and the different private operators 
that use this automatic prediction instruments in 
the decision making face. So, it is the individual-
ization of this challenges the link that grants 
sense to this monograph in its whole, as far as 
each one of the chapters allows the reader to 
comprehend the difficulties that the legal system 
will have to face to give cover to the application 
of the algorithms.  

Some of the topics that create a recurring 
concern in this field, although in this moment it 
is not intended to make an exhaustive enumera-
tion, come from a problematic that its directly 
linked with the need for dissemination of the pa-
rameters used by the algorithms to establish the 
correlations. This means that the lack of a suita-
ble level of publicity about how the predictive 
algorithms have been designed prevents the peo-
ple affected by the operations to react against the 
adopted decisions as far it will be impossible to 
establish the line of rationing that gives origin to 
the result.  

Although, it is true that the obligations of 
publicity should be interpreted in a bigger or 
smaller way according to the relevancy that the 
decision of the algorithm has in the resolution, in 
such a way that if the effects derived from the 
prediction are going to be materialized in the 
people affected, then they should be given the 
possibility to know which was the procedure to 
get the decision, with the intent of being sure 
that the data calibrated by the algorithm does not 
introduce discriminatory considerations or that 
the same algorithm does not generate some type 
of biased decision contrary to the current legal 
system. Meanwhile, in the other cases where the 
results of the algorithm do not set the content of 
the resolution, but they are applied by the Public 
Administration to determinate which concrete 
activity sectors their resources should be apply, 
the obligations of publicity have less relevance. 

Directly linked to the problematic exposed in 
the previous paragraph, it should be qualified 
other adding difficulty to this discipline. In this 
sense, even though the design of the algorithm is 
published to the general public, the whole under-
statement of its ways of operation requires tech-
nical knowledge that surpass by far the aptitudes 
and the capacities of the common citizens, so the 
possibility to submit the designs to a good judg-
ment of control would be reserved to a certain 
kind of people that are professionals and have 
wide knowledge about the programming of arti-
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ficial intelligence algorithms.  
With that on mind, the root of the multiple 

challenges that orbit around the regulation of the 
algorithms can be redirected to a conflictive 
question that takes up the center of the concerns 
that the doctrine and the society have, which is 
the intrinsic opacity that characterized them.  

This fact, at the same time, causes that its 
control and supervision become a task that is on-
ly allowed to a minority. Certainly, it has been 
checked that some of the more consistent re-
serves or reluctances at social level about the ap-
plication of the predictive algorithms, come from 
the difficulty of determine in a reasonable or 
predictable way the result or the solution that 
these tools are going to offer. This lack of fore-
seeability generates in the people affected by the 
treatment of data a bigger feeling of distrust for 
the information than they would feel if it was 
evaluated by a physical person. To ease, at least 
in a tiny fraction, this feeling of helplessness 
against the impossibility of controlling the pro-
cedure in which the decision is make, it appears 
to be convenient to incorporate to the legal sys-
tem a joint of regulations that allow the citizens 
to have a greater certainty and trust about the de-
cision that the predictive algorithms make. In 
this sense, a way of proceed would be, as sug-
gested by Almeida Cerreda, to provided mecha-
nisms that allow to make drills of the application 
of the predictive algorithms, introducing differ-
ent joints of data to be able to verify if the result 
obtain are coherent and find themselves exempt 
of any bias.  

In this context, the scenery that is presented 
for the future, not that far away, which first ex-
periences have already been manifested and one 
that the Spanish legislator will have to face nec-
essarily, will require from their part an active la-
bor of regulation of this phenomenon in the 
Spanish legal system. So, in this way, in one 
hand, the private sector is granted a joint of regu-
lations trough which is provided and limited the 
reach of the application of the predictive algo-
rithm when it uses people’s data. And, in the 
other hand, to be sure that the possibility that the 
Public Administrations have to appeal and use 
these algorithms in the administrative activity 
finds a suitable legal frame.  

Because of everything exposed, the mono-
graph is very recommendable in as much as it 
will allow the reader to get a general vision 
about the key terms, which knowledge becomes 
essential and finds an intimate link with the rela-
tion of the algorithms. In particular, the lecture 
of the first chapter is no other than mandatory, of 

remarkably usefulness because it offers a general 
exposition and fills out the topic of study. Its 
reading creates a base to complete it with the 
specialties or different activity sectors that pre-
sent more personal interest to each reader 
through the selection of some of the possibilities 
that are offered in the volume.  

Ultimately, the work results outstanding not 
only because of the huge narrative part bright-
ness of the different chapters, but also because of 
the accessibility in which is expose such a hard 
subject as is the study of the particularities and 
challenges to overcome around the regulation of 
the artificial intelligence algorithms. All of this 
makes the monograph a more than recommenda-
ble tool for those who desire to study the legal 
system of the algorithms through the analysis of 
their application in different areas that cover a 
large number of questions regarding of public 
and private Law, as well as the challenges and 
perspectives that must be overcome in the future 
for the progress and adaptation of our legal 
framework to these new instruments (reviewed 
by NOELIA BETETOS AGRELO).  

P. Bance et J. Fournier (eds.), Numérique, 
action publique et démocratie, PURH, Mont-
Saint-Aignan, 2021. 

This book is a gem that we highly recom-
mend. This very dense work published by the 
Presses universitaires de Rouen et du Havre pre-
sents a perspective from public agents them-
selves. There are few or no lawyers, but rather 
economists and many members of the high-level 
public service (thirty-seven authors according to 
our count), most of whom have been implement-
ing digital administration reforms since the 
1990s. 

The book in divided in three parts and twen-
ty-one chapters. The first part is devoted to the 
theme of 'Digital government and public action'. 
Six chapters are related to the effect of digital 
technology on state’s sovereignty, the French 
state's action in favour of digitisation or the envi-
ronmental consequences of the digital revolu-
tion. The second part is devoted to the theme of 
"Digital and collective services". It adresses ed-
ucation, health and culture. Finally, the third part 
is devoted to "Digital and democracy", as indi-
cated in the title. Although it is not clear what 
definition of "democracy" is refered to : some 
developments adress justice, some others, per-
sonal data protection or even territorial attrac-
tiveness. It should be noted that each chapter is 
coupled with a beautiful and substantial bibliog-
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P. Bance et J. Fournier (eds.), Numérique, 
action publique et démocratie, PURH, Mont-
Saint-Aignan, 2021. 

This book is a gem that we highly recom-
mend. This very dense work published by the 
Presses universitaires de Rouen et du Havre pre-
sents a perspective from public agents them-
selves. There are few or no lawyers, but rather 
economists and many members of the high-level 
public service (thirty-seven authors according to 
our count), most of whom have been implement-
ing digital administration reforms since the 
1990s. 

The book in divided in three parts and twen-
ty-one chapters. The first part is devoted to the 
theme of 'Digital government and public action'. 
Six chapters are related to the effect of digital 
technology on state’s sovereignty, the French 
state's action in favour of digitisation or the envi-
ronmental consequences of the digital revolu-
tion. The second part is devoted to the theme of 
"Digital and collective services". It adresses ed-
ucation, health and culture. Finally, the third part 
is devoted to "Digital and democracy", as indi-
cated in the title. Although it is not clear what 
definition of "democracy" is refered to : some 
developments adress justice, some others, per-
sonal data protection or even territorial attrac-
tiveness. It should be noted that each chapter is 
coupled with a beautiful and substantial bibliog-
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raphy. 
The diversity of themes and analyses render 

difficult to give an exact picture of the book. We 
will mention two chapters out of the twenty-one, 
somewhat arbitrarily. In the first part, chapters 1 
and 5 can obviously be linked. Chapter 1 is enti-
tled 'Sovereignty after the digital revolution' (H. 
Verdier and S. Henry), chapter 5 « Je t'aime... 
moi non plus'. French sovereignty and digital in-
frastructures » (P. Bonis and G. Beauvallet). H. 
Verdier and S. Henry devote their analysis to the 
deterritorialisation of human activities and the 
questioning of state sovereignty that it induces; 
P. Bonis and G. Beauvallet deepen the analysis 
and focus on the theme of digital infrastructures, 
with an approach that will allow the lawyer to 
understand the different aspects of the question 
and the stakes of a battle that is not played out 
exclusively at a distance on remote platforms, 
but also on national territory (very high speed, 
5G, security, net neutrality, etc.). The reading of 
these two chapters is enriched by the substantial 
chapter 2 devoted to a historical and contempo-
rary presentation of government policy in the 
digital field (reviewed by PHILIPPE 
COSSALTER and HICHAM RASSAFI-GUIBAL). 

I. Martin Delgado (ed.), El procedimiento 
administrativo y el régimen jurídico de la 
administración pública desde la perspectiva 
de la innovación tecnológica, Madrid, Iustel, 
2020. 

The theme examined in this book, edited by 
Isaac Martin Delgado, is extremely topical, and 
the doctrine, case law and legislators (of the var-
ious Member States and Europe) are focusing 
their efforts on it with a view to a definitive tran-
sition to digital administration. But the peculiari-
ty of the book is certainly in the premises: it is 
very clear, in the idea of all the authors, the ex-
tent of the difficulties underlying the full intro-
duction of new technologies in administrative 
procedures. The book under review is structured 
in nine chapters, which assume extreme rele-
vance in a global reflection that may lead to an 
automated administrative procedure without, 
however, entailing an infringement of citizens’ 
fundamental rights. The book, therefore, as-
sumes a multidisciplinary approach: a compara-
tive study is carried out with the French and Ital-
ian model, the themes of the organisation of 
digital administration and e-procurement are an-
alysed, the compatibility profiles between auto-
mation and administrative procedures are veri-
fied, and a focus is placed on the theme of the 
datafication of administrative action, with all the 

problematic profiles underlying it. 
The first chapter (C. Isabel Velasco Rico) is 

concerned with providing a comparative analy-
sis, not only analysing what is announced in the 
title (i.e. the French and Italian models), but also 
extending the study to e-administration in the 
United States and Estonia. The introduction of 
the work is extremely interesting, as it shows 
how the digitalisation of administrations does 
not depend on a pre-existing legal text. Indeed, 
while Italy is equipped with a body of legislation 
(Legislative Decree no. 82 of 2005, the Digital 
Administration Code), France is characterised by 
a model of codification a droit constant, with 
eminently case law origins. In particular, the 
French legal system, with the Loi n° 2016-1321, 
focuses on administrative transparency as a legal 
criterion to legitimise the model of administra-
tion by algorithms; with reference to Italian leg-
islation, the author analyses Law n° 241 of 1990 
and the Code of Digital Administration. The 
most interesting aspect is certainly the investiga-
tion on the point of “electronic” democratic par-
ticipation (p. 47), regulated by art. 9 of the CAD, 
which constitutes one of the most invoked provi-
sions in an inclusive perspective of digitalisa-
tion, considering the rules on participation in 
general administrative activity. As mentioned 
above, the study also considers the US and Esto-
nian models. With reference to the former, it is 
argued that “la evolución del sistema de notice 
and comment por medios electrónicos ha gene-
rardo un crecimiento exponencial de los partici-
pantes en los procedimientos” (p. 53). As to the 
second one, instead, the author identifies digital 
identity and data interoperability as “claves fun-
damentals” of the Estonian model. Finally, some 
conclusions are drawn regarding the creation of 
a new provision on the administrative procedure 
containing a catalogue of citizens’ rights that can 
be protected and guaranteed also using new 
technologies. Among the various solutions pro-
posed, it is felt that the notice and comment 
model should be recovered and that the centrali-
ty of the datafication process should be increased 
with a view to guaranteeing greater objectivity 
and certainty to the digital actions of public ad-
ministrations. 

In the second chapter (E. Gamero Casado) - 
after having carried out an interesting and ex-
haustive survey on the competences of the State 
according to the current legislation - the investi-
gation focuses on the regime of e-administration 
within the system of competences of the State, in 
which several important aspects have emerged. 
The first one, which is carefully underlined by 
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the author, concerns the circumstance that e-
administration has gone beyond the binomial law 
on the procedure/law on electronic access, to 
converge in a corpus of normative provisions 
that move in a perspective of total inclusion of 
the new digital mechanisms in the exercise of 
power, even if causing many problems (p. 78). 
In continuing his reflections, a theme of rele-
vance is the principle of preference of the elec-
tronic medium governed by art. 3.2 of Ley n. 40 
of 2015. According to the author, this needs to 
be supplemented with additions to the digital in-
frastructures to make a whole series of services 
concretely usable for the community, which the 
public administrations must necessarily guaran-
tee and which, until now, have been ensured by 
human input. The second point of observation 
for evaluating the State’s competence depart-
ment, with respect to the entry of new technolo-
gies, is that of interoperability, where the Ley de 
Acceso Electrónico de los Ciudadanos a los Ser-
vicios Públicos (LAECSP) required the creation 
of a Esquema Nacional de Interoperabilidad. The 
aim of interoperability is undoubtedly to simpli-
fy the activities of private individuals and ensure 
greater trust in data held by public administra-
tions. This objective is confirmed by Article 53.1 
d), which states that it is not necessary for the 
private individual to submit data or documents 
already in public administrations’ custody. The 
valuable work continues with the investigation 
of the “competitive” possibilities of the Auton-
omous Communities in the process of innovation 
of the administrative procedure, taking as refer-
ence the Basque Country model. Firstly, Gamero 
Casado proposes the inclusion in the Statute of 
Autonomy of a provision that would guide the 
use of electronic means in the exercise of admi-
nistrative activity, “estableciendo sus principios 
ordenadores, lo cual no se circunscribe a una 
mera declaración de intenciones, sino que tam-
bién representa un relevante criterio interpretati-
vo de las disposiciones que regulan la materia y 
de la propia actividad administrativa que se dicte 
en su aplicación” (p. 92). Alternatively, it is pro-
posed that a law should generally regulate e-
government and its capacity to promote devel-
opment and innovation. In addition to the regula-
tory proposals, the implementation of technolog-
ical solutions is proposed to ensure the provision 
of the main services through electronic admin-
istration, which have been defined by the Consti-
tutional Tribunal as “aspecto central de la 
potestad de auto organización inherente a la au-
tonomía” (p. 99). 

The third chapter (J. Fondevila Antolín) con-

cerns the assessment of which organisational 
model is the most effective and efficient to trace 
a complete path towards the effectiveness of dig-
ital administration. As is well known, an ade-
quate administrative organisation is not an end 
but serves to guarantee the correct and functional 
exercise of administrative action. There are sev-
eral premises in this paper, all of which are ex-
tremely interesting: verifying whether one 
should proceed with a ‘peripheral’ organisation 
of technological implementation, or whether a 
centralisation of management would be more 
appropriate for this process; delimiting the com-
petences and functions of the bodies guiding the 
digitalisation process; providing a timetable for 
the compulsory entry of e-government and 
adopting criteria for the coordination between 
technology and law; establishing the digital sig-
nature tools and which notification tools the ad-
ministration opts for (pp. 106-107). The author 
rightly considers that, to verify which of the or-
ganisational alternatives is the most effective for 
adapting public administrations to technological 
progress, he must make some preliminary con-
siderations on what the ‘new’ administrative or-
ganisation should implement. Firstly, the main 
tools with which to implement the ‘e-
Administración’ are reviewed, including: the 
elaboration of an autonomous regulatory frame-
work, the use of electronic signatures, the man-
agement policy of electronic administrative doc-
uments and the provision of a regulatory meas-
ure that seeks to balance the administrative ac-
tivity carried out by computer with the rights of 
citizens. Subsequently, it is carried out a survey 
of electronic services and their impact on organi-
sational models, and the part of greatest interest, 
in the Author’s opinion, is that relating to the 
necessary structural and technical collaboration 
in the creation of a coherent model of digital 
administration. After making an important anal-
ysis of the organisational models (centralised 
and peripheral) that are most efficient for e-
administration, the author analyses the Basque 
organisation in concrete terms. For example, 
critical profiles are highlighted in terms of legal 
compatibility with the security regime of infor-
mation systems. Fondevila Antolín’s conclusions 
are divided into four points, which can however 
be summarised in two aspects: the first, from the 
organisational point of view, whereby the organ-
isation of the Departamento de Gobernanza Pú-
blica y Autogobierno is suitable for an adequate 
insertion of IT tools in the public administra-
tions; the second, from the perspective of the le-
gal resistance of the e-Administración, whereby 
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focuses on administrative transparency as a legal 
criterion to legitimise the model of administra-
tion by algorithms; with reference to Italian leg-
islation, the author analyses Law n° 241 of 1990 
and the Code of Digital Administration. The 
most interesting aspect is certainly the investiga-
tion on the point of “electronic” democratic par-
ticipation (p. 47), regulated by art. 9 of the CAD, 
which constitutes one of the most invoked provi-
sions in an inclusive perspective of digitalisa-
tion, considering the rules on participation in 
general administrative activity. As mentioned 
above, the study also considers the US and Esto-
nian models. With reference to the former, it is 
argued that “la evolución del sistema de notice 
and comment por medios electrónicos ha gene-
rardo un crecimiento exponencial de los partici-
pantes en los procedimientos” (p. 53). As to the 
second one, instead, the author identifies digital 
identity and data interoperability as “claves fun-
damentals” of the Estonian model. Finally, some 
conclusions are drawn regarding the creation of 
a new provision on the administrative procedure 
containing a catalogue of citizens’ rights that can 
be protected and guaranteed also using new 
technologies. Among the various solutions pro-
posed, it is felt that the notice and comment 
model should be recovered and that the centrali-
ty of the datafication process should be increased 
with a view to guaranteeing greater objectivity 
and certainty to the digital actions of public ad-
ministrations. 

In the second chapter (E. Gamero Casado) - 
after having carried out an interesting and ex-
haustive survey on the competences of the State 
according to the current legislation - the investi-
gation focuses on the regime of e-administration 
within the system of competences of the State, in 
which several important aspects have emerged. 
The first one, which is carefully underlined by 
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the author, concerns the circumstance that e-
administration has gone beyond the binomial law 
on the procedure/law on electronic access, to 
converge in a corpus of normative provisions 
that move in a perspective of total inclusion of 
the new digital mechanisms in the exercise of 
power, even if causing many problems (p. 78). 
In continuing his reflections, a theme of rele-
vance is the principle of preference of the elec-
tronic medium governed by art. 3.2 of Ley n. 40 
of 2015. According to the author, this needs to 
be supplemented with additions to the digital in-
frastructures to make a whole series of services 
concretely usable for the community, which the 
public administrations must necessarily guaran-
tee and which, until now, have been ensured by 
human input. The second point of observation 
for evaluating the State’s competence depart-
ment, with respect to the entry of new technolo-
gies, is that of interoperability, where the Ley de 
Acceso Electrónico de los Ciudadanos a los Ser-
vicios Públicos (LAECSP) required the creation 
of a Esquema Nacional de Interoperabilidad. The 
aim of interoperability is undoubtedly to simpli-
fy the activities of private individuals and ensure 
greater trust in data held by public administra-
tions. This objective is confirmed by Article 53.1 
d), which states that it is not necessary for the 
private individual to submit data or documents 
already in public administrations’ custody. The 
valuable work continues with the investigation 
of the “competitive” possibilities of the Auton-
omous Communities in the process of innovation 
of the administrative procedure, taking as refer-
ence the Basque Country model. Firstly, Gamero 
Casado proposes the inclusion in the Statute of 
Autonomy of a provision that would guide the 
use of electronic means in the exercise of admi-
nistrative activity, “estableciendo sus principios 
ordenadores, lo cual no se circunscribe a una 
mera declaración de intenciones, sino que tam-
bién representa un relevante criterio interpretati-
vo de las disposiciones que regulan la materia y 
de la propia actividad administrativa que se dicte 
en su aplicación” (p. 92). Alternatively, it is pro-
posed that a law should generally regulate e-
government and its capacity to promote devel-
opment and innovation. In addition to the regula-
tory proposals, the implementation of technolog-
ical solutions is proposed to ensure the provision 
of the main services through electronic admin-
istration, which have been defined by the Consti-
tutional Tribunal as “aspecto central de la 
potestad de auto organización inherente a la au-
tonomía” (p. 99). 

The third chapter (J. Fondevila Antolín) con-

cerns the assessment of which organisational 
model is the most effective and efficient to trace 
a complete path towards the effectiveness of dig-
ital administration. As is well known, an ade-
quate administrative organisation is not an end 
but serves to guarantee the correct and functional 
exercise of administrative action. There are sev-
eral premises in this paper, all of which are ex-
tremely interesting: verifying whether one 
should proceed with a ‘peripheral’ organisation 
of technological implementation, or whether a 
centralisation of management would be more 
appropriate for this process; delimiting the com-
petences and functions of the bodies guiding the 
digitalisation process; providing a timetable for 
the compulsory entry of e-government and 
adopting criteria for the coordination between 
technology and law; establishing the digital sig-
nature tools and which notification tools the ad-
ministration opts for (pp. 106-107). The author 
rightly considers that, to verify which of the or-
ganisational alternatives is the most effective for 
adapting public administrations to technological 
progress, he must make some preliminary con-
siderations on what the ‘new’ administrative or-
ganisation should implement. Firstly, the main 
tools with which to implement the ‘e-
Administración’ are reviewed, including: the 
elaboration of an autonomous regulatory frame-
work, the use of electronic signatures, the man-
agement policy of electronic administrative doc-
uments and the provision of a regulatory meas-
ure that seeks to balance the administrative ac-
tivity carried out by computer with the rights of 
citizens. Subsequently, it is carried out a survey 
of electronic services and their impact on organi-
sational models, and the part of greatest interest, 
in the Author’s opinion, is that relating to the 
necessary structural and technical collaboration 
in the creation of a coherent model of digital 
administration. After making an important anal-
ysis of the organisational models (centralised 
and peripheral) that are most efficient for e-
administration, the author analyses the Basque 
organisation in concrete terms. For example, 
critical profiles are highlighted in terms of legal 
compatibility with the security regime of infor-
mation systems. Fondevila Antolín’s conclusions 
are divided into four points, which can however 
be summarised in two aspects: the first, from the 
organisational point of view, whereby the organ-
isation of the Departamento de Gobernanza Pú-
blica y Autogobierno is suitable for an adequate 
insertion of IT tools in the public administra-
tions; the second, from the perspective of the le-
gal resistance of the e-Administración, whereby 
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it is certainly necessary to foresee bodies techni-
cally competent in understanding technological 
logic, otherwise it will not be possible to guaran-
tee adequate services and coherent activities to 
the community (p. 141). 

An extremely interesting chapter is the one 
written by R. Martínez Gutiérrez, which analyses 
the legal regime of digital administration: for 
this purpose, the author analyses the content of 
Law no. 39/2015 and Law no. 40/2015, regard-
ing the provisions relating to electronic admin-
istration. There are several rules that require the 
transition to a new way of administering: with 
reference to Law No 39, it is enough to think of 
Article 14, which provides the “Derecho y ob-
ligación de relacionarse electrónicamente con las 
Administraciones Públicas”. Regarding the lat-
ter, particularly interesting are articles 38 to 46, 
which regulate the internal functioning of the 
tools of the electronic administrative procedure 
and the Digital Administration. Subsequently, 
the chapter also analyses Royal Decree No. 
3/2010, on the Esquema Nacional de Seguridad, 
Royal Decree No. 4/2010, on the Esquema 
Nacional de Interoperabilidad, and the technical 
regulations necessary for the implementation of 
security and interoperability systems. An ex-
tremely interesting part of the chapter concerns 
the research of the main problematic aspects of 
the general administrative procedure. In this 
sense, the A. analyses the provisions on the elec-
tronic register of proxies, on the electronic seat 
and its relationship with the electronic register, 
on the assistance offices in the field of electronic 
registers, l. 39/2015 points out problems of ter-
minological confusion. Among the various criti-
cal profiles, the A. also considers electronic doc-
ument management and document exchange in 
the perspective of the datafication of the admin-
istrative function. The main section of the chap-
ter is devoted to conclusions, in which the author 
also proposes the structure of a body of legisla-
tion on digital administration and electronic ad-
ministrative procedures in the Basque Country. 
Among the various conclusions, following the 
considerations made on Laws Nos. 39 and 40 of 
2015, it is proposed that the Basque regulatory 
provision on digital administration could be the 
standard for the development of state laws, in-
serting provisions through a decree (p. 207). 
Moreover, without recovering all of them, we 
point out the most interesting ones in a perspec-
tive of constant development of digital admin-
istration. We refer to those on the electronic reg-
ister and the register assistance office, where the 
author calls for the systematic use of these tools 

and, however, a transitional regime that allows 
the transition from traditional administration to 
digital administration; furthermore, extremely 
interesting are the considerations on electronic 
document management, where a clarification of 
this regime is proposed “sobre la base de lo de-
terminado en las normas técnicas de interopera-
bilidad en materia de gestión documental elec-
trónica” (p. 214). 

The fourth chapter (I. Alamillo Domingo) in-
vestigates the digital administration legal regime 
from the point of view of technological aspects, 
electronic platforms and intermediary services, 
aspects inherent to the ‘new model of admin-
istration’ (p. 225). The author’s starting point 
can be found in the assumed centrality of the 
electronic office as a space for relations, as well 
as in the communicative institutes at its basis, 
such as electronic registration and electronic no-
tification. Indeed, the important normative re-
construction offered by Alamillo Domingo high-
lights how the Spanish model of electronic ad-
ministration is part of a archetypal of electronic 
operation based on remote access to the infor-
mation systems of the administrations by the in-
terested parties. On this point, the author empha-
sises how such an interpretation constitutes a 
barrier that is difficult to overcome with a view 
to making use of the opportunities offered by the 
latest technologies (p. 233). Subsequently, the 
study analyses the impact of e-services platforms 
directed by public administrations, offered for 
the administrations themselves and for private 
operators. The analysis carried out in this part of 
the work focuses on profiles relating to the legal 
regime of these platforms and their impact on the 
e-government model, also from the procedural 
point of view, which obliges to redefine citizens’ 
traditional guarantees. After having adequately 
reviewed the regulatory profiles and the case law 
approaches, the author seems doubtful with ref-
erence to the lack of reliability of both the elec-
tronic notification practices and especially the 
electronic register. In this last case, indeed, the 
main criticism is to be found in the burden of 
proof on public administrations, which consti-
tutes a limitation with respect to the increased 
use of new technologies in the provision of the 
public administration services (p. 248). After 
having explored the issues related to the use of 
Blockchain technologies (et similia), also con-
sidering the European initiative on the construc-
tion of a 'European infrastructure of Blockchain 
services’, several conclusions are formulated by 
Alamillo Domingo, which are extremely con-
sistent with the path taken in the work. One of 
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the most interesting is certainly that digital ad-
ministration can be implemented in ‘cyber-
space’. In this sense, the use of apps and web 
services as an aid to the submission of docu-
ments to the administrations supposes a new 
model of communication between the interested 
party and the administration (p. 271). A further 
conclusion could be a sort of outsourcing of the 
information systems of the public administra-
tions in favour of the private sector, which could 
be shared in a logic that is above all organisa-
tional and lacks administrative staff technically 
competent to respond to these challenges. Final-
ly, according to the author, blockchain technolo-
gy constitutes an important resource in the per-
spective of information exchange between ad-
ministrations of data and documents, which cer-
tainly satisfies a need for administrative coordi-
nation and efficiency in the public function. 

Criado’s chapter focuses on the presence of 
public administrations on the Internet using so-
cial networks. Before reviewing the various ac-
tions promoted in the Spanish legal system to 
promote the online presence of administrations, 
Criado points out that there are three ways of 
understanding these dynamics: creating web 
pages and social networks for the provision of 
online services; identifying the impact of these 
technologies to assess, for example, the efficien-
cy of the administration, the level of corruption 
and the perception of the community regarding 
the quality of services; and developing actions to 
configure new technologies in the public sector. 
The first line of investigation concerns the pres-
ence of public administrations on web pages and 
digital social networks. With reference to the 
first point, although there have been different 
approaches that have considered the use of web 
pages by public administrations to be a consen-
sus on both the organisational and social-
political sides, Criado argues that Spanish socie-
ty cannot enjoy the services offered by the new 
technologies due to the lack of development in 
the use of the Internet (p. 281). It is stated, how-
ever, that the Spanish Government, to tackle the 
digital divide, is introducing infrastructural ac-
tions aimed at guaranteeing full use of the bene-
fits offered by the network. Regarding the sec-
ond point, particularly interesting is the reflec-
tion on the management model of social net-
works, which can be three: centralised, decen-
tralised and distributed (p. 284). The choice of 
one model over another has several implications. 
Particularly interesting is the graphical represen-
tation of the relationship between administra-
tions and citizens regarding the use of websites 

and social networks. In fact, it has been shown 
that from 2006 to 2017 the use of e-
Administración has increased by up to 70% by 
citizens; the degree of satisfaction with e-
Administration is around 75% of citizens, the 
use of the internet by public administrations has 
increased from 10% in 2006 to almost 70% in 
2017, despite the preferred channel of access by 
citizens remains in presence (p. 292). Citizens, 
as a social network, mainly use Facebook, and 
secondly Twitter and Instagram, once a day on 
average. After an exhaustive review of the legis-
lation on the use of websites and social networks 
by public administrations, there are suggestions 
and some necessary additions in a digitally in-
clusive perspective. Regarding to the administra-
tions' presence on the websites, the following are 
highlighted: the need to implement skills both on 
the administration's side and on the citizens’ 
side; to increase citizens’ trust in the provision of 
digital public services; to improve the security of 
public services on the web; and finally, to make 
digital public services concretely accessible. Re-
garding the use of social networks by admin-
istrations, it is necessary to have technically 
competent staff, to define a valid strategy to in-
crease the development of this use, and to pro-
vide economic and technological resources. 

The book also analyses the well-known sub-
ject of e-procurement, on which Gallego 
Còrcoles dedicates several pages that are im-
portant for understanding the problem. The au-
thor’s critical approach regarding the evolution 
of computer tools in procurement procedures is 
undoubtedly useful. She considers that there are 
“consecuencias de la cortedad de miras del legis-
lador estatal respecto a la contratación electróni-
ca” (p. 322). These include doubts about the in-
stitutional model of electronic public contracting 
adopted, the lack of regulation on electronic no-
tifications and the lack of vision in considering 
e-procurement as a useful element in the provi-
sion of public services. The chapter is divided 
into several sections, which first consider the di-
vision of competences in public procurement, 
the normative reconnaissance of the general 
rules on e-government and the main constitu-
tional case law on the division of competences in 
the management of contracts in electronic form. 
The core of the work starts, probably, in the 
fourth section, where the author addresses cen-
tral aspects of electronic public contracting, 
without, however, setting aside reasoning and 
general elements relating to electronic admin-
istration. In this sense, there are very stimulating 
reflections on electronic signatures, an extremely 
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it is certainly necessary to foresee bodies techni-
cally competent in understanding technological 
logic, otherwise it will not be possible to guaran-
tee adequate services and coherent activities to 
the community (p. 141). 

An extremely interesting chapter is the one 
written by R. Martínez Gutiérrez, which analyses 
the legal regime of digital administration: for 
this purpose, the author analyses the content of 
Law no. 39/2015 and Law no. 40/2015, regard-
ing the provisions relating to electronic admin-
istration. There are several rules that require the 
transition to a new way of administering: with 
reference to Law No 39, it is enough to think of 
Article 14, which provides the “Derecho y ob-
ligación de relacionarse electrónicamente con las 
Administraciones Públicas”. Regarding the lat-
ter, particularly interesting are articles 38 to 46, 
which regulate the internal functioning of the 
tools of the electronic administrative procedure 
and the Digital Administration. Subsequently, 
the chapter also analyses Royal Decree No. 
3/2010, on the Esquema Nacional de Seguridad, 
Royal Decree No. 4/2010, on the Esquema 
Nacional de Interoperabilidad, and the technical 
regulations necessary for the implementation of 
security and interoperability systems. An ex-
tremely interesting part of the chapter concerns 
the research of the main problematic aspects of 
the general administrative procedure. In this 
sense, the A. analyses the provisions on the elec-
tronic register of proxies, on the electronic seat 
and its relationship with the electronic register, 
on the assistance offices in the field of electronic 
registers, l. 39/2015 points out problems of ter-
minological confusion. Among the various criti-
cal profiles, the A. also considers electronic doc-
ument management and document exchange in 
the perspective of the datafication of the admin-
istrative function. The main section of the chap-
ter is devoted to conclusions, in which the author 
also proposes the structure of a body of legisla-
tion on digital administration and electronic ad-
ministrative procedures in the Basque Country. 
Among the various conclusions, following the 
considerations made on Laws Nos. 39 and 40 of 
2015, it is proposed that the Basque regulatory 
provision on digital administration could be the 
standard for the development of state laws, in-
serting provisions through a decree (p. 207). 
Moreover, without recovering all of them, we 
point out the most interesting ones in a perspec-
tive of constant development of digital admin-
istration. We refer to those on the electronic reg-
ister and the register assistance office, where the 
author calls for the systematic use of these tools 

and, however, a transitional regime that allows 
the transition from traditional administration to 
digital administration; furthermore, extremely 
interesting are the considerations on electronic 
document management, where a clarification of 
this regime is proposed “sobre la base de lo de-
terminado en las normas técnicas de interopera-
bilidad en materia de gestión documental elec-
trónica” (p. 214). 

The fourth chapter (I. Alamillo Domingo) in-
vestigates the digital administration legal regime 
from the point of view of technological aspects, 
electronic platforms and intermediary services, 
aspects inherent to the ‘new model of admin-
istration’ (p. 225). The author’s starting point 
can be found in the assumed centrality of the 
electronic office as a space for relations, as well 
as in the communicative institutes at its basis, 
such as electronic registration and electronic no-
tification. Indeed, the important normative re-
construction offered by Alamillo Domingo high-
lights how the Spanish model of electronic ad-
ministration is part of a archetypal of electronic 
operation based on remote access to the infor-
mation systems of the administrations by the in-
terested parties. On this point, the author empha-
sises how such an interpretation constitutes a 
barrier that is difficult to overcome with a view 
to making use of the opportunities offered by the 
latest technologies (p. 233). Subsequently, the 
study analyses the impact of e-services platforms 
directed by public administrations, offered for 
the administrations themselves and for private 
operators. The analysis carried out in this part of 
the work focuses on profiles relating to the legal 
regime of these platforms and their impact on the 
e-government model, also from the procedural 
point of view, which obliges to redefine citizens’ 
traditional guarantees. After having adequately 
reviewed the regulatory profiles and the case law 
approaches, the author seems doubtful with ref-
erence to the lack of reliability of both the elec-
tronic notification practices and especially the 
electronic register. In this last case, indeed, the 
main criticism is to be found in the burden of 
proof on public administrations, which consti-
tutes a limitation with respect to the increased 
use of new technologies in the provision of the 
public administration services (p. 248). After 
having explored the issues related to the use of 
Blockchain technologies (et similia), also con-
sidering the European initiative on the construc-
tion of a 'European infrastructure of Blockchain 
services’, several conclusions are formulated by 
Alamillo Domingo, which are extremely con-
sistent with the path taken in the work. One of 
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the most interesting is certainly that digital ad-
ministration can be implemented in ‘cyber-
space’. In this sense, the use of apps and web 
services as an aid to the submission of docu-
ments to the administrations supposes a new 
model of communication between the interested 
party and the administration (p. 271). A further 
conclusion could be a sort of outsourcing of the 
information systems of the public administra-
tions in favour of the private sector, which could 
be shared in a logic that is above all organisa-
tional and lacks administrative staff technically 
competent to respond to these challenges. Final-
ly, according to the author, blockchain technolo-
gy constitutes an important resource in the per-
spective of information exchange between ad-
ministrations of data and documents, which cer-
tainly satisfies a need for administrative coordi-
nation and efficiency in the public function. 

Criado’s chapter focuses on the presence of 
public administrations on the Internet using so-
cial networks. Before reviewing the various ac-
tions promoted in the Spanish legal system to 
promote the online presence of administrations, 
Criado points out that there are three ways of 
understanding these dynamics: creating web 
pages and social networks for the provision of 
online services; identifying the impact of these 
technologies to assess, for example, the efficien-
cy of the administration, the level of corruption 
and the perception of the community regarding 
the quality of services; and developing actions to 
configure new technologies in the public sector. 
The first line of investigation concerns the pres-
ence of public administrations on web pages and 
digital social networks. With reference to the 
first point, although there have been different 
approaches that have considered the use of web 
pages by public administrations to be a consen-
sus on both the organisational and social-
political sides, Criado argues that Spanish socie-
ty cannot enjoy the services offered by the new 
technologies due to the lack of development in 
the use of the Internet (p. 281). It is stated, how-
ever, that the Spanish Government, to tackle the 
digital divide, is introducing infrastructural ac-
tions aimed at guaranteeing full use of the bene-
fits offered by the network. Regarding the sec-
ond point, particularly interesting is the reflec-
tion on the management model of social net-
works, which can be three: centralised, decen-
tralised and distributed (p. 284). The choice of 
one model over another has several implications. 
Particularly interesting is the graphical represen-
tation of the relationship between administra-
tions and citizens regarding the use of websites 

and social networks. In fact, it has been shown 
that from 2006 to 2017 the use of e-
Administración has increased by up to 70% by 
citizens; the degree of satisfaction with e-
Administration is around 75% of citizens, the 
use of the internet by public administrations has 
increased from 10% in 2006 to almost 70% in 
2017, despite the preferred channel of access by 
citizens remains in presence (p. 292). Citizens, 
as a social network, mainly use Facebook, and 
secondly Twitter and Instagram, once a day on 
average. After an exhaustive review of the legis-
lation on the use of websites and social networks 
by public administrations, there are suggestions 
and some necessary additions in a digitally in-
clusive perspective. Regarding to the administra-
tions' presence on the websites, the following are 
highlighted: the need to implement skills both on 
the administration's side and on the citizens’ 
side; to increase citizens’ trust in the provision of 
digital public services; to improve the security of 
public services on the web; and finally, to make 
digital public services concretely accessible. Re-
garding the use of social networks by admin-
istrations, it is necessary to have technically 
competent staff, to define a valid strategy to in-
crease the development of this use, and to pro-
vide economic and technological resources. 

The book also analyses the well-known sub-
ject of e-procurement, on which Gallego 
Còrcoles dedicates several pages that are im-
portant for understanding the problem. The au-
thor’s critical approach regarding the evolution 
of computer tools in procurement procedures is 
undoubtedly useful. She considers that there are 
“consecuencias de la cortedad de miras del legis-
lador estatal respecto a la contratación electróni-
ca” (p. 322). These include doubts about the in-
stitutional model of electronic public contracting 
adopted, the lack of regulation on electronic no-
tifications and the lack of vision in considering 
e-procurement as a useful element in the provi-
sion of public services. The chapter is divided 
into several sections, which first consider the di-
vision of competences in public procurement, 
the normative reconnaissance of the general 
rules on e-government and the main constitu-
tional case law on the division of competences in 
the management of contracts in electronic form. 
The core of the work starts, probably, in the 
fourth section, where the author addresses cen-
tral aspects of electronic public contracting, 
without, however, setting aside reasoning and 
general elements relating to electronic admin-
istration. In this sense, there are very stimulating 
reflections on electronic signatures, an extremely 
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it is certainly necessary to foresee bodies techni-
cally competent in understanding technological 
logic, otherwise it will not be possible to guaran-
tee adequate services and coherent activities to 
the community (p. 141). 

An extremely interesting chapter is the one 
written by R. Martínez Gutiérrez, which analyses 
the legal regime of digital administration: for 
this purpose, the author analyses the content of 
Law no. 39/2015 and Law no. 40/2015, regard-
ing the provisions relating to electronic admin-
istration. There are several rules that require the 
transition to a new way of administering: with 
reference to Law No 39, it is enough to think of 
Article 14, which provides the “Derecho y ob-
ligación de relacionarse electrónicamente con las 
Administraciones Públicas”. Regarding the lat-
ter, particularly interesting are articles 38 to 46, 
which regulate the internal functioning of the 
tools of the electronic administrative procedure 
and the Digital Administration. Subsequently, 
the chapter also analyses Royal Decree No. 
3/2010, on the Esquema Nacional de Seguridad, 
Royal Decree No. 4/2010, on the Esquema 
Nacional de Interoperabilidad, and the technical 
regulations necessary for the implementation of 
security and interoperability systems. An ex-
tremely interesting part of the chapter concerns 
the research of the main problematic aspects of 
the general administrative procedure. In this 
sense, the A. analyses the provisions on the elec-
tronic register of proxies, on the electronic seat 
and its relationship with the electronic register, 
on the assistance offices in the field of electronic 
registers, l. 39/2015 points out problems of ter-
minological confusion. Among the various criti-
cal profiles, the A. also considers electronic doc-
ument management and document exchange in 
the perspective of the datafication of the admin-
istrative function. The main section of the chap-
ter is devoted to conclusions, in which the author 
also proposes the structure of a body of legisla-
tion on digital administration and electronic ad-
ministrative procedures in the Basque Country. 
Among the various conclusions, following the 
considerations made on Laws Nos. 39 and 40 of 
2015, it is proposed that the Basque regulatory 
provision on digital administration could be the 
standard for the development of state laws, in-
serting provisions through a decree (p. 207). 
Moreover, without recovering all of them, we 
point out the most interesting ones in a perspec-
tive of constant development of digital admin-
istration. We refer to those on the electronic reg-
ister and the register assistance office, where the 
author calls for the systematic use of these tools 

and, however, a transitional regime that allows 
the transition from traditional administration to 
digital administration; furthermore, extremely 
interesting are the considerations on electronic 
document management, where a clarification of 
this regime is proposed “sobre la base de lo de-
terminado en las normas técnicas de interopera-
bilidad en materia de gestión documental elec-
trónica” (p. 214). 

The fourth chapter (I. Alamillo Domingo) in-
vestigates the digital administration legal regime 
from the point of view of technological aspects, 
electronic platforms and intermediary services, 
aspects inherent to the ‘new model of admin-
istration’ (p. 225). The author’s starting point 
can be found in the assumed centrality of the 
electronic office as a space for relations, as well 
as in the communicative institutes at its basis, 
such as electronic registration and electronic no-
tification. Indeed, the important normative re-
construction offered by Alamillo Domingo high-
lights how the Spanish model of electronic ad-
ministration is part of a archetypal of electronic 
operation based on remote access to the infor-
mation systems of the administrations by the in-
terested parties. On this point, the author empha-
sises how such an interpretation constitutes a 
barrier that is difficult to overcome with a view 
to making use of the opportunities offered by the 
latest technologies (p. 233). Subsequently, the 
study analyses the impact of e-services platforms 
directed by public administrations, offered for 
the administrations themselves and for private 
operators. The analysis carried out in this part of 
the work focuses on profiles relating to the legal 
regime of these platforms and their impact on the 
e-government model, also from the procedural 
point of view, which obliges to redefine citizens’ 
traditional guarantees. After having adequately 
reviewed the regulatory profiles and the case law 
approaches, the author seems doubtful with ref-
erence to the lack of reliability of both the elec-
tronic notification practices and especially the 
electronic register. In this last case, indeed, the 
main criticism is to be found in the burden of 
proof on public administrations, which consti-
tutes a limitation with respect to the increased 
use of new technologies in the provision of the 
public administration services (p. 248). After 
having explored the issues related to the use of 
Blockchain technologies (et similia), also con-
sidering the European initiative on the construc-
tion of a 'European infrastructure of Blockchain 
services’, several conclusions are formulated by 
Alamillo Domingo, which are extremely con-
sistent with the path taken in the work. One of 
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the most interesting is certainly that digital ad-
ministration can be implemented in ‘cyber-
space’. In this sense, the use of apps and web 
services as an aid to the submission of docu-
ments to the administrations supposes a new 
model of communication between the interested 
party and the administration (p. 271). A further 
conclusion could be a sort of outsourcing of the 
information systems of the public administra-
tions in favour of the private sector, which could 
be shared in a logic that is above all organisa-
tional and lacks administrative staff technically 
competent to respond to these challenges. Final-
ly, according to the author, blockchain technolo-
gy constitutes an important resource in the per-
spective of information exchange between ad-
ministrations of data and documents, which cer-
tainly satisfies a need for administrative coordi-
nation and efficiency in the public function. 

Criado’s chapter focuses on the presence of 
public administrations on the Internet using so-
cial networks. Before reviewing the various ac-
tions promoted in the Spanish legal system to 
promote the online presence of administrations, 
Criado points out that there are three ways of 
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pages and social networks for the provision of 
online services; identifying the impact of these 
technologies to assess, for example, the efficien-
cy of the administration, the level of corruption 
and the perception of the community regarding 
the quality of services; and developing actions to 
configure new technologies in the public sector. 
The first line of investigation concerns the pres-
ence of public administrations on web pages and 
digital social networks. With reference to the 
first point, although there have been different 
approaches that have considered the use of web 
pages by public administrations to be a consen-
sus on both the organisational and social-
political sides, Criado argues that Spanish socie-
ty cannot enjoy the services offered by the new 
technologies due to the lack of development in 
the use of the Internet (p. 281). It is stated, how-
ever, that the Spanish Government, to tackle the 
digital divide, is introducing infrastructural ac-
tions aimed at guaranteeing full use of the bene-
fits offered by the network. Regarding the sec-
ond point, particularly interesting is the reflec-
tion on the management model of social net-
works, which can be three: centralised, decen-
tralised and distributed (p. 284). The choice of 
one model over another has several implications. 
Particularly interesting is the graphical represen-
tation of the relationship between administra-
tions and citizens regarding the use of websites 

and social networks. In fact, it has been shown 
that from 2006 to 2017 the use of e-
Administración has increased by up to 70% by 
citizens; the degree of satisfaction with e-
Administration is around 75% of citizens, the 
use of the internet by public administrations has 
increased from 10% in 2006 to almost 70% in 
2017, despite the preferred channel of access by 
citizens remains in presence (p. 292). Citizens, 
as a social network, mainly use Facebook, and 
secondly Twitter and Instagram, once a day on 
average. After an exhaustive review of the legis-
lation on the use of websites and social networks 
by public administrations, there are suggestions 
and some necessary additions in a digitally in-
clusive perspective. Regarding to the administra-
tions' presence on the websites, the following are 
highlighted: the need to implement skills both on 
the administration's side and on the citizens’ 
side; to increase citizens’ trust in the provision of 
digital public services; to improve the security of 
public services on the web; and finally, to make 
digital public services concretely accessible. Re-
garding the use of social networks by admin-
istrations, it is necessary to have technically 
competent staff, to define a valid strategy to in-
crease the development of this use, and to pro-
vide economic and technological resources. 

The book also analyses the well-known sub-
ject of e-procurement, on which Gallego 
Còrcoles dedicates several pages that are im-
portant for understanding the problem. The au-
thor’s critical approach regarding the evolution 
of computer tools in procurement procedures is 
undoubtedly useful. She considers that there are 
“consecuencias de la cortedad de miras del legis-
lador estatal respecto a la contratación electróni-
ca” (p. 322). These include doubts about the in-
stitutional model of electronic public contracting 
adopted, the lack of regulation on electronic no-
tifications and the lack of vision in considering 
e-procurement as a useful element in the provi-
sion of public services. The chapter is divided 
into several sections, which first consider the di-
vision of competences in public procurement, 
the normative reconnaissance of the general 
rules on e-government and the main constitu-
tional case law on the division of competences in 
the management of contracts in electronic form. 
The core of the work starts, probably, in the 
fourth section, where the author addresses cen-
tral aspects of electronic public contracting, 
without, however, setting aside reasoning and 
general elements relating to electronic admin-
istration. In this sense, there are very stimulating 
reflections on electronic signatures, an extremely 
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discussed topic also in the Italian legal system, 
and on the use of electronic contracting plat-
forms. In the writer’s opinion, the most innova-
tive aspects are to be found in the author’s nu-
merous conclusions. Firstly, in view of Article 
11(b) of Ley Orgánica no. 3/1979 on the Statute 
of the Basque Country, the latter has powers 
over the development of complementary aspects 
of the bargaining procedure, concerning the 
place of notification or the forms of accredita-
tion. This competence, together with that on e-
government, would allow it to regulate innova-
tive aspects related to e-procurement. In addi-
tion, a proposal is made to amend the legislation 
on electronic notifications, with reference to cer-
tain aspects: the notifications must refer to those 
that take place during the negotiation phase; the 
place of receipt of electronic notifications must 
be established; the moment from which the noti-
fications take effect must be indicated. In the 
context of the reorganisation of web portals, the 
nature of the Basque platform for public con-
tracts should be defined. In this way, it could be 
established that the platform is the tool through 
which information on public procurement and 
services can be accessed, including those in the 
electronic venue. For this purpose, the A. pro-
poses there should be part of the electronic ven-
ue not only the “contractor profile”, but also the 
electronic services related to electronic procure-
ment, including the one related to computerised 
tendering. Finally, the approval of the new regu-
lation on digital procedure and administration in 
the Basque Country is an important step in the 
development of the Basque Country. The Basque 
Country’s digital administration represents an 
opportunity to define more precisely the nature 
of the Basque Government’s e-tendering instru-
ment, which should complement the Govern-
ment’s e-tendering instrument, integrating it into 
the electronic office. Moreover, any characteri-
sation of it as a registry should be consistent 
with its configuration in the Regulation. Finally, 
the possible approval of it, in the same way, 
should also be consistent with the general deter-
minations established in this regard in the future 
regulation. 

The chapter written by A. Cerrillo i Martinez 
is dedicated to another extremely topical issue in 
the field of public power, that is the relationship 
between administrative action and the use of 
computer algorithms/artificial intelligence. In the 
introduction, the risks and (presumed) benefits 
underlying the use of automation tools are high-
lighted: effectiveness, efficiency, cost-
effectiveness, and good administration are con-

trasted with the difficulty of making a fully au-
tomated decision transparent and motivated. Af-
terwards, some cases of automation by public 
administrations are highlighted, which in the 
reading of the hypotheses formulated by the au-
thor do not consider the decision-making pro-
files. For example, reference is made to the au-
tomatic digitisation of documents, the automatic 
initiation of official procedures, the automatic 
publication of notifications and announcements 
in the BOE, and the exchange of documents be-
tween public administrations. Still about auto-
mated administration, Cerrillo i Martinez identi-
fies as the legal basis the Ley 11 of 2007, which 
defines the automatized administration that is 
“producida por un sistema de información adec-
uadamente programado sin necesidad de inter-
vención de una persona física en cada caso sin-
gular” (p. 392), also establishing that there must 
be a person who supervises the IT tool and the 
body possibly responsible for the appeal. Subse-
quently, the author goes on to assess the various 
legal challenges that await the new automated 
administration, which can be summarised as fol-
lows: in the principle of the private individual’s 
legitimate expectations with respect to the auto-
mated decision; in the need to guarantee a trans-
parent and reasoned algorithmic decision; in the 
guarantee of the principle of non-discrimination 
with respect to the use of algorithms. A further 
critical profile concerns the difficulty of adapting 
automated decisions to the rules of administra-
tive discretion. This is a particularly complex as-
pect since, also recalling the studies of Valero 
Torrijos, it is believed that where there is the ex-
ercise of discretionary power, the algorithm can 
only be an instructive support, but can never go 
so far as to decide in the absence of human input 
(p. 407). This list includes the need to define 
when administrations can make use of machine 
learning, the determination of criteria to guaran-
tee the software’s transparency and the need to 
increase the guarantees of the community affect-
ed by the automated decision, especially as re-
gards the possibility of challenging the adminis-
trative measure. 
The last chapter (by J. Valero Torrijos) deals 
with a subject on which the debate has been 
open for years, that is the protection of personal 
data in the context of electronic administration. 
After a first part of legislative overview, both na-
tional and European, and an in-depth study of 
the Constitutional Tribunal’s ruling no. 
292/2000, the chapter analyses the main practi-
cal implications of adapting to the new regula-
tion on the protection of personal data with a 
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view to implementing e-Administration. After a 
first part of legislative overview, both national 
and European, and an in-depth study of the Con-
stitutional Tribunal’s ruling no. 292/2000, the 
chapter analyses the main practical implications 
of adapting to the new regulation on the protec-
tion of personal data with a view to implement-
ing e-Administration. In particular, three central 
aspects emerge in the reconstruction of the A.: 
the register of processing activities as a new ob-
ligation of transparency of public administra-
tions, in accordance with Article 6-bis of Law 
No. 19/2013 on Transparency, Access to Infor-
mation and Good Administration; the use of 
electronic tools in document management, 
whereby the use of technology in the processing 
of personal data is valued because it facilitates 
compliance with the requirement of proactive 
responsibility in Article 5.2 GDPR; the essential 
character of the measures provided for by the 
National Security Scheme (ENS). According to 
Valero Torrijos, one of the main measures envis-
aged by the Data Protection Act is the modifica-
tion of the legal provisions relating to the input 
of documents by data subjects, recalling Article 
28.1 of the LPACAP. Under this provision, they 
must provide the data and documents requested 
by public administrations in accordance with the 
regulations applicable to the proceedings. The 
reform of Article 28 recognises the right of op-
position of the persons concerned, although lim-
ited to proceedings initiated at the request of a 
party or to official proceedings, as long as it does 
not involve the exercise of powers of inspection 
and sanction. Moreover, the author underlines 
that one of the most problematic issues concerns 
the dissemination of information in the public 
sector, with reference to the use of electronic 
means in the service and publication of adminis-
trative acts. Further on in the study, it is high-
lighted that Article 25 of the Law on the pro-
cessing of personal data has provided for some 
measures concerning minor sectoral areas, estab-
lishing some specific provisions. It refers to the 
data processing within the framework of the 
public statistics function, the data processing for 
archival purposes, and the data processing of 
administrative offences and sanctions (pp. 435-
436). In the conclusions, the author presents a 
‘catálogo prioritario de recomendaciones en 
formato ejecutivo’, including the need to provide 
specific regulation for the conservation of data 
for archival purposes in the public interest (p. 
444), as well as general measures to implement 
the digital transformation in practice (reviewed 
by ALESSANDRO DI MARTINO). 

H. Bégon-Tavera, La transformation 
numérique des administrations, La 
documentation française, Paris, 2021. 

This is a very interesting book, to be read 
with the previous one. It offers a synthetic and 
very pragmatic vision of the digital transfor-
mation process of French administrations, both 
central and local. This book is a sign of the ab-
sorption of digital technology into the common 
body of law and administrative practices: it is 
intended, according to its author, to prepare for 
administrative competitions. A terminological 
study opens the book, which consists of seven 
chapters devoted to the challenges of the digital 
transformation of administrations (1), interna-
tional comparisons (2) and a very impressive list 
of public digital actors in France (4). Despite the 
apparent exhaustiveness, the reader is never 
bored, as the author constantly provides concrete 
examples. This book is really useful for both 
administrators and lawyers. Hélène Bégon-
Tavera's book is a standard work for those inter-
ested in digital administration issues (reviewed 
by PHILIPPE COSSALTER and HICHAM RASSAFI-
GUIBAL). 
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discussed topic also in the Italian legal system, 
and on the use of electronic contracting plat-
forms. In the writer’s opinion, the most innova-
tive aspects are to be found in the author’s nu-
merous conclusions. Firstly, in view of Article 
11(b) of Ley Orgánica no. 3/1979 on the Statute 
of the Basque Country, the latter has powers 
over the development of complementary aspects 
of the bargaining procedure, concerning the 
place of notification or the forms of accredita-
tion. This competence, together with that on e-
government, would allow it to regulate innova-
tive aspects related to e-procurement. In addi-
tion, a proposal is made to amend the legislation 
on electronic notifications, with reference to cer-
tain aspects: the notifications must refer to those 
that take place during the negotiation phase; the 
place of receipt of electronic notifications must 
be established; the moment from which the noti-
fications take effect must be indicated. In the 
context of the reorganisation of web portals, the 
nature of the Basque platform for public con-
tracts should be defined. In this way, it could be 
established that the platform is the tool through 
which information on public procurement and 
services can be accessed, including those in the 
electronic venue. For this purpose, the A. pro-
poses there should be part of the electronic ven-
ue not only the “contractor profile”, but also the 
electronic services related to electronic procure-
ment, including the one related to computerised 
tendering. Finally, the approval of the new regu-
lation on digital procedure and administration in 
the Basque Country is an important step in the 
development of the Basque Country. The Basque 
Country’s digital administration represents an 
opportunity to define more precisely the nature 
of the Basque Government’s e-tendering instru-
ment, which should complement the Govern-
ment’s e-tendering instrument, integrating it into 
the electronic office. Moreover, any characteri-
sation of it as a registry should be consistent 
with its configuration in the Regulation. Finally, 
the possible approval of it, in the same way, 
should also be consistent with the general deter-
minations established in this regard in the future 
regulation. 

The chapter written by A. Cerrillo i Martinez 
is dedicated to another extremely topical issue in 
the field of public power, that is the relationship 
between administrative action and the use of 
computer algorithms/artificial intelligence. In the 
introduction, the risks and (presumed) benefits 
underlying the use of automation tools are high-
lighted: effectiveness, efficiency, cost-
effectiveness, and good administration are con-

trasted with the difficulty of making a fully au-
tomated decision transparent and motivated. Af-
terwards, some cases of automation by public 
administrations are highlighted, which in the 
reading of the hypotheses formulated by the au-
thor do not consider the decision-making pro-
files. For example, reference is made to the au-
tomatic digitisation of documents, the automatic 
initiation of official procedures, the automatic 
publication of notifications and announcements 
in the BOE, and the exchange of documents be-
tween public administrations. Still about auto-
mated administration, Cerrillo i Martinez identi-
fies as the legal basis the Ley 11 of 2007, which 
defines the automatized administration that is 
“producida por un sistema de información adec-
uadamente programado sin necesidad de inter-
vención de una persona física en cada caso sin-
gular” (p. 392), also establishing that there must 
be a person who supervises the IT tool and the 
body possibly responsible for the appeal. Subse-
quently, the author goes on to assess the various 
legal challenges that await the new automated 
administration, which can be summarised as fol-
lows: in the principle of the private individual’s 
legitimate expectations with respect to the auto-
mated decision; in the need to guarantee a trans-
parent and reasoned algorithmic decision; in the 
guarantee of the principle of non-discrimination 
with respect to the use of algorithms. A further 
critical profile concerns the difficulty of adapting 
automated decisions to the rules of administra-
tive discretion. This is a particularly complex as-
pect since, also recalling the studies of Valero 
Torrijos, it is believed that where there is the ex-
ercise of discretionary power, the algorithm can 
only be an instructive support, but can never go 
so far as to decide in the absence of human input 
(p. 407). This list includes the need to define 
when administrations can make use of machine 
learning, the determination of criteria to guaran-
tee the software’s transparency and the need to 
increase the guarantees of the community affect-
ed by the automated decision, especially as re-
gards the possibility of challenging the adminis-
trative measure. 
The last chapter (by J. Valero Torrijos) deals 
with a subject on which the debate has been 
open for years, that is the protection of personal 
data in the context of electronic administration. 
After a first part of legislative overview, both na-
tional and European, and an in-depth study of 
the Constitutional Tribunal’s ruling no. 
292/2000, the chapter analyses the main practi-
cal implications of adapting to the new regula-
tion on the protection of personal data with a 
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view to implementing e-Administration. After a 
first part of legislative overview, both national 
and European, and an in-depth study of the Con-
stitutional Tribunal’s ruling no. 292/2000, the 
chapter analyses the main practical implications 
of adapting to the new regulation on the protec-
tion of personal data with a view to implement-
ing e-Administration. In particular, three central 
aspects emerge in the reconstruction of the A.: 
the register of processing activities as a new ob-
ligation of transparency of public administra-
tions, in accordance with Article 6-bis of Law 
No. 19/2013 on Transparency, Access to Infor-
mation and Good Administration; the use of 
electronic tools in document management, 
whereby the use of technology in the processing 
of personal data is valued because it facilitates 
compliance with the requirement of proactive 
responsibility in Article 5.2 GDPR; the essential 
character of the measures provided for by the 
National Security Scheme (ENS). According to 
Valero Torrijos, one of the main measures envis-
aged by the Data Protection Act is the modifica-
tion of the legal provisions relating to the input 
of documents by data subjects, recalling Article 
28.1 of the LPACAP. Under this provision, they 
must provide the data and documents requested 
by public administrations in accordance with the 
regulations applicable to the proceedings. The 
reform of Article 28 recognises the right of op-
position of the persons concerned, although lim-
ited to proceedings initiated at the request of a 
party or to official proceedings, as long as it does 
not involve the exercise of powers of inspection 
and sanction. Moreover, the author underlines 
that one of the most problematic issues concerns 
the dissemination of information in the public 
sector, with reference to the use of electronic 
means in the service and publication of adminis-
trative acts. Further on in the study, it is high-
lighted that Article 25 of the Law on the pro-
cessing of personal data has provided for some 
measures concerning minor sectoral areas, estab-
lishing some specific provisions. It refers to the 
data processing within the framework of the 
public statistics function, the data processing for 
archival purposes, and the data processing of 
administrative offences and sanctions (pp. 435-
436). In the conclusions, the author presents a 
‘catálogo prioritario de recomendaciones en 
formato ejecutivo’, including the need to provide 
specific regulation for the conservation of data 
for archival purposes in the public interest (p. 
444), as well as general measures to implement 
the digital transformation in practice (reviewed 
by ALESSANDRO DI MARTINO). 

H. Bégon-Tavera, La transformation 
numérique des administrations, La 
documentation française, Paris, 2021. 

This is a very interesting book, to be read 
with the previous one. It offers a synthetic and 
very pragmatic vision of the digital transfor-
mation process of French administrations, both 
central and local. This book is a sign of the ab-
sorption of digital technology into the common 
body of law and administrative practices: it is 
intended, according to its author, to prepare for 
administrative competitions. A terminological 
study opens the book, which consists of seven 
chapters devoted to the challenges of the digital 
transformation of administrations (1), interna-
tional comparisons (2) and a very impressive list 
of public digital actors in France (4). Despite the 
apparent exhaustiveness, the reader is never 
bored, as the author constantly provides concrete 
examples. This book is really useful for both 
administrators and lawyers. Hélène Bégon-
Tavera's book is a standard work for those inter-
ested in digital administration issues (reviewed 
by PHILIPPE COSSALTER and HICHAM RASSAFI-
GUIBAL). 
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discussed topic also in the Italian legal system, 
and on the use of electronic contracting plat-
forms. In the writer’s opinion, the most innova-
tive aspects are to be found in the author’s nu-
merous conclusions. Firstly, in view of Article 
11(b) of Ley Orgánica no. 3/1979 on the Statute 
of the Basque Country, the latter has powers 
over the development of complementary aspects 
of the bargaining procedure, concerning the 
place of notification or the forms of accredita-
tion. This competence, together with that on e-
government, would allow it to regulate innova-
tive aspects related to e-procurement. In addi-
tion, a proposal is made to amend the legislation 
on electronic notifications, with reference to cer-
tain aspects: the notifications must refer to those 
that take place during the negotiation phase; the 
place of receipt of electronic notifications must 
be established; the moment from which the noti-
fications take effect must be indicated. In the 
context of the reorganisation of web portals, the 
nature of the Basque platform for public con-
tracts should be defined. In this way, it could be 
established that the platform is the tool through 
which information on public procurement and 
services can be accessed, including those in the 
electronic venue. For this purpose, the A. pro-
poses there should be part of the electronic ven-
ue not only the “contractor profile”, but also the 
electronic services related to electronic procure-
ment, including the one related to computerised 
tendering. Finally, the approval of the new regu-
lation on digital procedure and administration in 
the Basque Country is an important step in the 
development of the Basque Country. The Basque 
Country’s digital administration represents an 
opportunity to define more precisely the nature 
of the Basque Government’s e-tendering instru-
ment, which should complement the Govern-
ment’s e-tendering instrument, integrating it into 
the electronic office. Moreover, any characteri-
sation of it as a registry should be consistent 
with its configuration in the Regulation. Finally, 
the possible approval of it, in the same way, 
should also be consistent with the general deter-
minations established in this regard in the future 
regulation. 

The chapter written by A. Cerrillo i Martinez 
is dedicated to another extremely topical issue in 
the field of public power, that is the relationship 
between administrative action and the use of 
computer algorithms/artificial intelligence. In the 
introduction, the risks and (presumed) benefits 
underlying the use of automation tools are high-
lighted: effectiveness, efficiency, cost-
effectiveness, and good administration are con-

trasted with the difficulty of making a fully au-
tomated decision transparent and motivated. Af-
terwards, some cases of automation by public 
administrations are highlighted, which in the 
reading of the hypotheses formulated by the au-
thor do not consider the decision-making pro-
files. For example, reference is made to the au-
tomatic digitisation of documents, the automatic 
initiation of official procedures, the automatic 
publication of notifications and announcements 
in the BOE, and the exchange of documents be-
tween public administrations. Still about auto-
mated administration, Cerrillo i Martinez identi-
fies as the legal basis the Ley 11 of 2007, which 
defines the automatized administration that is 
“producida por un sistema de información adec-
uadamente programado sin necesidad de inter-
vención de una persona física en cada caso sin-
gular” (p. 392), also establishing that there must 
be a person who supervises the IT tool and the 
body possibly responsible for the appeal. Subse-
quently, the author goes on to assess the various 
legal challenges that await the new automated 
administration, which can be summarised as fol-
lows: in the principle of the private individual’s 
legitimate expectations with respect to the auto-
mated decision; in the need to guarantee a trans-
parent and reasoned algorithmic decision; in the 
guarantee of the principle of non-discrimination 
with respect to the use of algorithms. A further 
critical profile concerns the difficulty of adapting 
automated decisions to the rules of administra-
tive discretion. This is a particularly complex as-
pect since, also recalling the studies of Valero 
Torrijos, it is believed that where there is the ex-
ercise of discretionary power, the algorithm can 
only be an instructive support, but can never go 
so far as to decide in the absence of human input 
(p. 407). This list includes the need to define 
when administrations can make use of machine 
learning, the determination of criteria to guaran-
tee the software’s transparency and the need to 
increase the guarantees of the community affect-
ed by the automated decision, especially as re-
gards the possibility of challenging the adminis-
trative measure. 
The last chapter (by J. Valero Torrijos) deals 
with a subject on which the debate has been 
open for years, that is the protection of personal 
data in the context of electronic administration. 
After a first part of legislative overview, both na-
tional and European, and an in-depth study of 
the Constitutional Tribunal’s ruling no. 
292/2000, the chapter analyses the main practi-
cal implications of adapting to the new regula-
tion on the protection of personal data with a 
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view to implementing e-Administration. After a 
first part of legislative overview, both national 
and European, and an in-depth study of the Con-
stitutional Tribunal’s ruling no. 292/2000, the 
chapter analyses the main practical implications 
of adapting to the new regulation on the protec-
tion of personal data with a view to implement-
ing e-Administration. In particular, three central 
aspects emerge in the reconstruction of the A.: 
the register of processing activities as a new ob-
ligation of transparency of public administra-
tions, in accordance with Article 6-bis of Law 
No. 19/2013 on Transparency, Access to Infor-
mation and Good Administration; the use of 
electronic tools in document management, 
whereby the use of technology in the processing 
of personal data is valued because it facilitates 
compliance with the requirement of proactive 
responsibility in Article 5.2 GDPR; the essential 
character of the measures provided for by the 
National Security Scheme (ENS). According to 
Valero Torrijos, one of the main measures envis-
aged by the Data Protection Act is the modifica-
tion of the legal provisions relating to the input 
of documents by data subjects, recalling Article 
28.1 of the LPACAP. Under this provision, they 
must provide the data and documents requested 
by public administrations in accordance with the 
regulations applicable to the proceedings. The 
reform of Article 28 recognises the right of op-
position of the persons concerned, although lim-
ited to proceedings initiated at the request of a 
party or to official proceedings, as long as it does 
not involve the exercise of powers of inspection 
and sanction. Moreover, the author underlines 
that one of the most problematic issues concerns 
the dissemination of information in the public 
sector, with reference to the use of electronic 
means in the service and publication of adminis-
trative acts. Further on in the study, it is high-
lighted that Article 25 of the Law on the pro-
cessing of personal data has provided for some 
measures concerning minor sectoral areas, estab-
lishing some specific provisions. It refers to the 
data processing within the framework of the 
public statistics function, the data processing for 
archival purposes, and the data processing of 
administrative offences and sanctions (pp. 435-
436). In the conclusions, the author presents a 
‘catálogo prioritario de recomendaciones en 
formato ejecutivo’, including the need to provide 
specific regulation for the conservation of data 
for archival purposes in the public interest (p. 
444), as well as general measures to implement 
the digital transformation in practice (reviewed 
by ALESSANDRO DI MARTINO). 

H. Bégon-Tavera, La transformation 
numérique des administrations, La 
documentation française, Paris, 2021. 

This is a very interesting book, to be read 
with the previous one. It offers a synthetic and 
very pragmatic vision of the digital transfor-
mation process of French administrations, both 
central and local. This book is a sign of the ab-
sorption of digital technology into the common 
body of law and administrative practices: it is 
intended, according to its author, to prepare for 
administrative competitions. A terminological 
study opens the book, which consists of seven 
chapters devoted to the challenges of the digital 
transformation of administrations (1), interna-
tional comparisons (2) and a very impressive list 
of public digital actors in France (4). Despite the 
apparent exhaustiveness, the reader is never 
bored, as the author constantly provides concrete 
examples. This book is really useful for both 
administrators and lawyers. Hélène Bégon-
Tavera's book is a standard work for those inter-
ested in digital administration issues (reviewed 
by PHILIPPE COSSALTER and HICHAM RASSAFI-
GUIBAL). 
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